SHI ELDI NG OF PORTABLE CONSUMER DEVI CE BACKGROUND

[ 0001] Enbodi nents of the present invention relate to
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devi ces such as contactless smart cards from bei ng

wirel ess interrogated. [0002] Generally, contactless
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cel lul ar phones, etc. are designed to provide the
consunmer with a way to 5% e bgﬁﬂﬁreless

commruni cati on using radi 23@3 y (RF) signals.
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Unfortunately, given the sophistication of the wireless interrogation equipment and

the nature of wireless signals, unauthorized wireless interrogation can occur.

[0006] Embodiments of the invention address these and other embodiments

individually and collectively.

BRIEF SUMMARY

[0007] Embodiments of the invention prevent a contactless portable consumer
device such as a smartcard, RFID, key fob, tag, and the like from being wireless

interrogated by an unauthorized interrogation device.



devi ce. The portabl e consunmer device includes a nenory
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antenna is between the interrogation device and the shield.

[0010] In another aspect, an embodiment of the invention relates to a method of
providing secure wireless communication with an interrogation device. A portable
consumer device is provided that includes a memory for storing information, a
antenna coupled to the memory, and an electromagnetic shield. A consumer is
allowed to place the portable consumer device proximate to the interrogation device.
The portable consumer device is capable of communicating with the interrogation

device only when the shield is in a distal position.



device only when the shield is in a distal
position.[001 1] These and ot her enbodi nents of the
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[0015]! |FUSt Hashong thensehbathticiiagranT B 3vvith thé ehipfskthe
i nvention. DETAILED DESCRI PTI ON [ 0020] . Enbodi nents of

ContalCH@S%P@@@W? GORSERET SRViERI B Fl@sed acpioximategpasition.
comuni cati on between a portable consuner device that
[0018]ndIGEe SAsdrud B shofoa ey ifmedeanemtrrbfeH cogatiless portable

devi ce.. A.consuner or Eﬂer t%éprg ser can choose
consiRet HeYice N AGtOrHANGE Wihd IM&RNUSR: i nt errogati on

device to interrogate the portable consuner device. In
[0017dmj-'d6i eafosvsod fliphsty iensadimhane, erabsdinegrd of ketonivhaiieiss portable

bsor,bs attenutes t her wi elnhlblts coupl i ng of

cons@ngbearadhetiidhate ufhafe Rssst Fnishen,  Sounl d 1o o
base portion of the portable consumer device that

[0018]nd‘_l|€ﬁd@§f@w3| %éh@lnﬁﬁt)dﬁtcéﬁﬁﬁone{lﬁi@@ﬂl@ﬁat ebacpolastless

portabﬁféeéclh%h{ﬁé?ede‘?/ e ﬁ%c%ﬁFhé?n%e‘vV&r?H &%%89} LQ%nt’ucEr?St or ed

nf or m o ena nterrogatlo e portable
nsumer. devi ce, a user such as a consuner

[0018]e s Bds edions diearars Iiystialiagiamg thacinAccoedance Wi Hisopresent

invention.

DETAILED DESCRIPTION

[0020] Embodiments of the present invention allow for secure wireless
communication between a portable consumer device that includes stored information
and an interrogation device. A consumer or other type of user can choose whether
or not he or she wants allow an interrogation device to interrogate the portable
consumer device. In embodiments of the invention, a shield that blocks, absorbs,
attenuates, or otherwise inhibits coupling of electromagnetic radiation may be
movably coupled to a base portion of the portable consumer device that includes at

least an antenna. The shield controls whether the device can be interrogated for its



position). If the shield is in a proximate (e.qg.,
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differently, when a majority of the shield is closer
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signals so that they do not reach the antenna, thus
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not reach the antenna, thus preventing interrogation of the memory via the antenna.
In this regard, if the portable consumer device is a cell phone or other type of
portable electronic device, the shield may optionally be coupled to a metal chassis or
other grounding point in the portable consumer device. As will be explained in
further detail below, in preferred embodiments, the lateral area of the shield may be

larger than the lateral area of antenna to provide for this grounding effect.



common reference within the portable consuner device.
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an exenplary rnterrogati
portiahsmamibeiige treisngtted dean ifteebdat@ndeviceat i on or NFC
technol ogy. NFC technology utilizes a very short range
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device preferably communicate using a Near Field Communication or NFC
technology. NFC technology utilizes a very short range (e.g., usually less than 10
inches) two-way wireless connectivity, and is a short-range radio frequency (RF)
technology that allows an interrogation device such as a reader to read small

amounts of data when the portable consumer device is near the interrogation device.

[0027] A portable consumer device using NFC technology uses electromagnetic
induction to cause the portable consumer device to transmit information stored in it.
A typical portable consumer device using a typical NFC technology contains at least

a small processor and a transmitting antenna which is typically in the form of a wire



A typical portable consuner device using a typical NFC
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the portable consumer device and the interrogation device.

[0030] In some embodiments, the shield may also act as a blocking mechanism.
The electromagnetic shield can limit or block the flow of electromagnetic fields
between two locations, by separating them with a barrier made of conductive
material, such as a metal. Typically, a shield is used to separate electrical devices
from the other devices that generate an electromagnetic field. Electromagnetic

shielding used to block radio frequency electromagnetic radiation is also known as



bet ween two | ocations, by separating themwth a
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. Speedpass device _ _ .
without a microprocessor), keychain devices (such as the Speedpass device
commercially available from Exxon-Mobil Corp.), key fobs, cellular phones, personal
digital assistants (PDAs), pagers, payment cards, security cards, access cards,

smart media, transponders, and the like.

[0033] The portable consumer device may comprise a computer readable medium
and a body as shown in FIG. 1. (FIG. 1 shows a number of components, and the

portable consumer devices according to embodiments of the invention may comprise



commercially avail able from Exxon-Mbil Corp.), key
fobs, cellular phones, personal digital assistants
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The portabl e consuner device 32 may further i ncl ude a

[003&] orithechoréalie epaswner deyige 32vnpy furtkertipglidaal gontactiess element

32(9)13{}5@530?1”@ WiSdaly it IEMERIT R th8 rSHTLF S BHAE M d PR for other

data storage element) with an associated wireless transfer (e.g., data transmission)
element, such as an antenna. Contactless element 32(g) is associated with (e.g.,
embedded within) portable consumer device 32 and data or control instructions
transmitted via a cellular network may be applied to contactless element 32(g) by
means of a contactless element interface (not shown). The contactless element
interface functions to permit the exchange of data and/or control instructions
between the mobile device circuitry (and hence the cellular network) and an optional

contactless element 32(g).



data storage elenent) with an associ ated w rel ess
transfer (e.g., data transm ssion) elenent, such as an
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Bl uetooth(tm, infra-red, or other data transfer
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.the portable consuner, device 32 d an, interro ati n.
a mickQiPBESSOThIRE PrOTR SN el BCLaeet 1BP FEipblE o fer device 32
and ééi@?ié‘y%z‘?cﬁ t%oéﬂ&f‘é ‘é@hé@rﬁeﬁftﬂséé éﬂéﬁéhhmrg%é iRl or
control instructions via both cellular network and

information an@nesseaasin Wbatn%ta@lecg@mnneertqevwgea@%mayriuéther include

o BRHABRLSAGIRARL, R85 TR LS AP e dovie o

speaksrBEH %6 RUowRe fodnstimento Réart scd edinaRlricARINs Witkic, etc., and a
device 32 and a display 32(d) to allow a consuner to
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antenrraf@ﬂ apforwmrel%sadaﬂaetraiwferc(e g. adairaetadnﬁm |3§|©h) ﬂ'be antem/ma 32(a)

can e ol SR sy e ras U AR BE S gim e device 32
as wélfé’@ﬁﬁhémh%rw‘fé’lb% s@apﬁeﬁ'n %@%&%ﬂ@@bﬁs&ﬁ@ﬁé‘é‘(ﬁée 32 back to
devi ce 32. The portabl e consunmer device 32 nay al so
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[0038]S €thel anteAHA 32 (d)arnhd ebgsIed itdtes ﬁﬂ:@%b@mi( ) bA& other
portabl e consuner device 32 as we as transmt a

elemepts ayigdr the gqéablem@ﬂsum@r Q@VFQMIF@CHY)% Migean RéVirent 93@' (not
showfig2 b % BEaki ket 83 offaty, & Rend iodhgFios e e
interface®bemsmn h(mrtabne cotdi@ner device 32 and remote devices. For
example, the RF front end may be configured to receive an interrogation signal at RF
and filter, downconvert, and demodulate the interrogation signal for further signal
processing. Conversely, the RF front end can be configured to receive a data
transmission signal from the processor 32(c) and modulate and upconvert the signal

or otherwise format the data transmission signal for wireless transmission.

[0039] The portable consumer device 32 may also include one or more power

sources or power supplies (not shown). In an embodiment where the portable



el ements within the portable consuner device directly
or via an RF front end (not shown). The RF front end
weamshstiednf i gured, for exanple, to provide thRCHUS2008/065081
interface betmeen the portable consuner devi ce 32 and
t.e devi ces. exa

Er front end en:&a}/qi%e
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interrogation signal received via the antenna 32(a).
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on thé Pottable ednstpidrarivicesmeriuie or [ AAld infbenatiur @ftbehe same.
consuner device of the present |nvent|on may be used
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read information stored ont port ab
unautf@niz&cfﬂteﬁegaw devioe yl 30r Ttherews aeeedﬂorpna\terdmterrpgatlon of
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portab(e Gat R GRNEES Wi UpAuPeLZee I %ré%%? I% 74STes
currently associated with contactl ess portable
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erroga I On device can

portudmzm bUpat#dly coasumeeteviga2ed |ha|ut:|be aertﬁusidgaral @Eredessor 212
i nterrogation device 130. There is a need to grevent
(€.9..ia MG PRIGLESSPT 31D BHMeEBNeSteHng (iRancigbipferaatigng gnd a

transhftBHG BRI 1 Nt B RARIAPR (HB¥LSE he housing can simply be flat
body with or without laminated sheets, or may be a molded plastic body. In
embodiments of the invention, the transmitting antenna 214 may transmit
electromagnetic signals to an interrogation device (e.g., contactless reader 120), and
it may also receive electromagnetic interrogation signals from the interrogation
device. Shield portion 220 of portable consumer device 200 includes an
electromagnetic shield 225, which may be formed of a sheet of metal, metal mesh,

or a coat of metallic ink, or other suitable electromagnetic shielding material. It is
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[0043] FIG 3 is a schematic representation of a
contactl| ess portabl e consuner device 200 in accordance
wowaok/1p1es enbodi nent of the present invention.PEI/DSRE8/065081

portion 2 10 of portable consuner device 200 includes
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eéctromagnetic 225 whi ch may be fornmed of a
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conswyRE davee goPinay pover sracesasl 415 and antrmmacat4 iytransmit a
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devi c en’s
reader 120 because base portion 210 is also electromagnetically shielded. For

example, in some embodiments where processor 212 and antenna 214 are disposed
on a semi-conductor chip, rear face 216 can be electromagnetically shielded by a
backing material of the chip. A metal sheet/mesh or metallic coating on a plastic

body panel of base portion 210 can also be used to provide shielding.

[0046] Shield 225 may be about the same size as or slightly larger than the
transmitting antenna 214 and may entirely cover the antenna 214 when it is in the

closed position. Alternatively, shield 225 may be sized to substantially cover the
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cl osed position, having swng cl osed about hinge 2 15
rendering the device incapable of communicating with
w@oBastib®ss reader 120. Communi cation |ink 15PCT/BS2008/065081

broken when front face 226 of the device is disposed
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di sposed on a sem -conductor chip, rear face 216 can
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antenna 214 fromtransmtting or receiving

prevesited regatsigss: ofdheiagieatationtefrihe pertahlestansusmerdevige.
cl osed position. Hinge 2 15 may be configured so as to
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hi nged key fob. Key fob 300 includes a hinge 3 15
on a gmpogmpé}ﬂo of the cell phone 400 and shield 425 may be disposed on a
display portion 420 of the cell phone such that when the portions 410 and 420 are
closed about hinge 415, the shield 225 effectively blocks antenna 414 from

communicating with an interrogation device (not shown).

[0050] FIG. 7 shows portable consumer device 500 in accordance with another
embodiment of the present invention in which the portable consumer device is
implemented as a sliding-style cell phone. Transmitting antenna 514 may be

disposed on a base portion 510 of the cell phone 500 and shield 525 may be
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t he body portions 3 10 and 320 can be rotated to open

or close the key fob. Base portion 3 10 includes a
wEe@sasHey (not shown) and transmitting ant enneCBUE208%065081

previously descri bed. Shield portion 320 includes or
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the p@ﬂt%@?rc@ﬂﬁgﬁ@( |d§V'§ﬁ|F§P2§I'”tﬁF@ to the intgreegationipvige. For example, a

consurﬁ@?fn‘%y%&%ﬁéd){b Bl%cé e EBFtEB‘I@c%n%BH%V 'a%blc@?rbﬁﬁlétg to an

nmuni cat
authorlzeelnmtegagabm deviceat af POSZErRinal, v&hlcls neayf €row ah iatpreogation
lustratin net hod OOO rh{bprowdl

signalfqr oM NIRRT IREEM I e GRSS-oARBteEr LAl thesportable
conerH@r H@\%Bé’% Hﬁlg P ﬁﬁ&@rﬁﬁﬂlrﬁégté’m% tﬁb‘?ﬁteilr%géﬁon d@(/lce when the

whi ch an portable consumer device Is provid
shield ischoded taanempenypdsdionstoaricoger tifecantaninan Foaaxamp@wrﬁae

cons i A BBEEED 420G T EEpbIA g e n L oo
card issuer éeprow de a consumer with a portabl e

[0053]a'ﬁ§Lﬁ’ﬁQ’\ledi§ﬁ06 d partagler ernsuarergiayines Manbednaee ising any
suuta@%ﬁ%ﬂbaatln BRe hbthohER phitaBle Sorfslitetvidecdt be sk By first

forming an antenna on a substrate. A memory may be coupled to the antenna. The
memory may be present in the form of one or more chips which may be mounted
(using standard chip mounting processes) on the substrate, so that the one or more
chips are electrically coupled to the antenna. The substrate may be an insulating
plastic substrate like those typically used in a payment card such as a credit card.
Metal patterns can be formed on the substrate using conventional circuit printing
processes. An electromagnetic shield material may be added to the substrate to
prevent communication between the interrogation device and the antenna through

the substrate. The movable shield may be attached to the substrate with a suitable
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t he portabl e consunmer device proximate to the

i nterrogation device. For exanple, a consuner may be
w@bdosmedes o pl ace the portabl e consumer devi cePCT/US2008/065081

proxi mate to an authorized interrogati on device at a

POS termnal, which may emt an interrogation signal
meChEQIST R 2 S SRR RTAEGED g SeLh L R TRvGRdEsm & Gosed
positidh@BvéHR thd BStcPRRRR & 6983 BBERioH YAtChdoie LESMnRPition with

~to commuhicate wth the interrogation device when the
the ind¢rregatiansdexicseed t o an open position to uncover the

antenna. For exanple, the consuner may flip the shield
[00543 EPrtodimBhRDES the itvEHicerhdveea atindenaf ablPalitdhed hvhen a

above-descri bed portabl e consunmer devices nay be nade

consyrgphgremsy thaushialsl & the trablel gprnsumareieniss, toexpesedne e

' dovi £ y
vensERHTEHF YA EpfamBEnTREe bRl LRI by i poravt
cons@ntededce Theenmteogatearly Tiee portaisistconsuiiee deoice czinnotibe

or _nore chi ps which may be npounted éusi ng standard
succesHWIYiBigRiagRe HHer e shiekhis iRdtsdaiault flesedspOsitiRR. t he
AccoRftPlinfB? tiBH'irﬁ’?n@QSrtQﬂ)l@%ﬁbGﬁﬂlelr)deGBPQJa%doé tfi@fed when the

antenna. e substrate may be an insulating plastic
conswubsivaatsit to ke trtahesatted; iut ebhyotusebtiieved wagnene coaswumer

h . dit. . Metal. t ” be f d
does PREWaDh ¢t BHEMAoRdo Lo N RS IS PATLER. SPBAErAgRS of the
invenggg%gé%étivé}y‘ cakftd hMENaUIL ARBbeLMDBBINGSH3 of FRYirkention are

_ ed to the substrate to prevent conmunication _
relatiyaly iirexpenbiweitaeandgettre and eve efeating inHreugntnganauthorized

nterrb SR PR BEaHE Rl Mer oI By BuBoliBifas g inventon
are sPWsI6 ta%is8, MR it Mdire @REPlihat thesuphérelvill dse iDeFooned
froma cl osed position covering the antenna and an

emb@ﬂf@ﬁ”%ith? dmfemaﬂ CERAPERNtOVIRFIE RS Eﬁ@ﬁr@@ﬁﬂmr\s Fegadless of the

orientdibR'df thﬂgblgec\en‘éﬁwe[r%?ﬁe. %m?gaiﬁ?é?ﬁs\ﬁpfhet RGention may
I'nvention have a nunber of advantages. en a consuner

satisfgading anyesuitabid corbinttien pbstietbbdvantageser device to
expose the transnmitting portion, the consunmer makes a

[00553°qf58iéﬁ|b%r %%n%%l&l%oeihgﬁé\’ahhﬁap%r‘i@&m YR modifications

evice to be interrogated. The portabl e consumer

can bgeviade te tns dischrsuse crebsduivalgnisneraployget wihatedepantng from

shjeld is in.jts default_ . closed posit.jon. .
the sk Sndekars O e B e forEie e i SpBR P Al ES s Reppgiment are
exem%ﬁé/rk/ ¢6r herspeRificrmbEYiRfEntaREl caRHLoSsdBR bt Ensbodinlets
~ be transmtted, but cannot be retrieved when the
withircihtiss disslosdeses not want the information to be
transmtted. In addition, enbodiments of the invention
are relatively easy to manufacture. Al so, enbodi nents
of the invention are

14



rel atively inexpensive to manufacture and are

effective in preventing unauthorized interrogation of
w@2pensdabd e consumer devi ce. Further, enbodi nePtBUS$008/065081

the invention are sinple to use, nmaking it nore likely

t.a r wwll use it. Fourth, enbodinments of
Mﬂg—@r&ﬁ@g&ecan prevent wireless interrogation,
regar dhess %\fdpér@olé"cbﬁélﬁrﬂbf 88vieé cbﬁﬁ)rﬁﬁ{ g abl e consumer
devi ce. Enbodi nents of the invention may satisfy all

or any asuenapy torsteingiafororation; such advant ages. [ 0055]
parent to @gﬁt?s) illed in the art that vari ous

is ap .
change@ fr%e%??lr' S VS YE made to this

di scl ogu:raese Fottlof @Bhieming oS IREPtHY attenih t et
departi ng?wr omthe spirit and scope of the invention.

El enenBshigignerian ﬁoraﬁyslémwIﬂ@nﬂow@e@@@ﬁ@e@awrmmate

cost 50 JPRE] Py AR BTE SR ot B P e

mterrd:gaﬂbrpde\tueé)laadczomswrpbsmiemnmwrmﬂmmmurrg:atuanrmtmme f or
stori ng®| nformation; an antenna coupled to the nenory

interrgagiredpyee |'%%n%@ﬂ@:awh$rﬁ¢ﬁ Hhie shuglgipgrien é‘ﬂ@'é%&as%ﬁ&”é’n are
onprising a shield novabl e between a
mova"bﬂ) %L?Pagmapdoés?ﬁ?rfon in which the shield prevents the
ant enna from cormrunl cating with an interrogation

d d t ti

Mt & Re DRy Sy T dedteahg s Mt sio e
posﬂ@ﬁh@bgnfﬁ{%llréd oH p?’é’\ﬁéntt B@nﬁﬁ%ﬂcé’tﬂﬁ bé’tWe%hear\”ﬂPlY&Pég’atlon device and

coupl ed et her. . The device of claim1l wherein

the antganghvhgnit erartta@napmmtme@ the énterrogatien devite gnddhetshield.
prevent conmunication between an interrogation device
and the antenna when the antenna is between the
I nterrggat i Thedfwicseofadldini hevisdierl e shisld Ebmpiiees eecariductive
claim1 wherein the shield conprises a conductive
matefi@t erial . 4 . The device of claim 1 wherein the shield
is configured to prevent RF signals from an
i nterrogation device fromreaching the antenna, and
wher ei |. t he Taetdavige ofsclainnéavhéreiel teahieda acorifigurddh éo prevent

device of claim 1l wherein the proxi mate position,i
RF signpglsdgpm an interrogation Jevlce from r acﬁ(lng e ahtenna, and w%ereln the

antenna is a near field antenna.

5. The device of claim 1 wherein the proximate position is a closed
position and the shield prevents the antenna from transmitting the stored information

to the interrogation device in the closed position.
6. The device of claim 1 wherein the portable consumer device is
capable of being interrogated by an interrogation signal generated by the

interrogation device when the shield is in the distal position.

7. The device of claim 6 wherein the antenna generates power

from the received interrogation signal.
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position and the shield prevents the antenna from
transmtting the stored information to the

WO niognsaent i on device in the closed position. BCT/UI19@8/065081
device of claim1 wherein the portabl e consuner devi ce

i s capabl e in terr an inte

5§ gnal Bgened BePUP HTRATHEAS G e NaEo0ekOR AR Ramprises
data ﬁﬂ)@g@rééld thet Renffrpt @l position. 7 . The device of

claim 6 wherein the antenna generat es power fromthe

received interrogation signal.8 . The device of claim

6 wheregin t terrogatio naI es data t :

be. st ofed 1 TEHETERGTIa , SRR o B e Zoge et Bevice
compfiees ehe df REpReh étdRd CORSY MY, fRVA 66lIHaBHrRes one of

a payment card, a key fob, and a cellular phone. 10 .

The devi ce of cI aim1l, wherein the portable consuner

devi ce s bapLefy)&ss C|A’I?’ﬂ 1T\R}§erqe€ﬁ¥ r?ee%&ftakﬁ!e%'o%&mer device is

wherei n"the antenna i's CO

battedilegzosed W thin the portable consuner device. 12. The
device of claim1l wherein the antenna is disposed on a
base portion of the device and the shield is disposed

on a shiel dTH@rcIé\/\f/HaébﬁS’ffclélﬂ%d\%ér‘é‘?m tHé‘Snﬂéﬂﬁﬁ i%‘? %@B{jgé%

portlons bei n w th' respect to eac
powensmerdetrdassdm@ withinttbe pbﬁablreooorrwmrai&incm st al

positions. 13 . A systemconprising: the interrogation

devi ce; and the portabl e consunmer device of claim1 in

conmunifoat i gheMdited 6‘!‘9clélm ¢r\/\VH-'t-9‘éFn' tAB HRhLis d‘ré‘pose@ ona
nmet hod of using the portabl e consuner device of claim

base portidieofntbeeayiasoansd thei styeldds dispeisad an@slpleid pottien of the

souSOTRITEE 95YL58l3 TR 5k AOLAM L AkREufl ldapg

move the gpesit aftbahs pReuRRite BeY idalnsitidnde | nterrogation
device. 15 . The nethod of claim 14 wherein the

portabl e consuner device
13. A system comprising:

the interrogation device; and
the portable consumer device of claim 1 in communication with the

interrogation device.

14. A method of using the portable consumer device of claim 1, the
method comprising:

obtaining the portable consumer device;

moving the shield into the distal position to provide access to the
antenna; and

placing the portable consumer device near the interrogation device.

15. The method of claim 14 wherein the portable consumer device

is placed within about 10 inches or less of the interrogation device.

16. A method for forming a portable consumer device comprising:

attaching a memory for storing information to a substrate;
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is placed within about 10 inches or |ess of the

interrogation device. 16. A nethod for formng a
w@orosabilies consunmer devi ce conpri sing: attachi nBCHUS2008/065081

menory for storing information to a substrate; form ng

an antenna on the substrate, rein the antenna i.s
counl e EPTENG A AHERETE o ¢ AUSIHE o Pelels HE RERNBRyS eaupled to

the mARSorFGY & YodamBldongumep dicbicd: bAgt he device configured
to pfevent the antenna fromtransmtting the stored

i nf or mmavablyt couplingrat shielolfatthe weydoei eomfigurast toi prevaet the

shield.is noyable between a djstal position.and a .
anterfA S hdiensaulTeohe Stre8 ofaridh fuaf Meliharidtiedee. wheren
the sBi@PIEIrOVED e BetRsaH ¥ difal SddMtidrand Bfroxpidl PdsitiaR.

antenna coupled to the nenory and associated with a

base portion of the portable consuner device; a shield

portion-conpr i Si [ I -t he base

porti oﬂ?' t % %ﬁ%‘@%ﬁ8ﬁgn%'ﬁkgﬁﬁgeggﬁg‘&3§f@ mat eri al ;

and a soveloey fBirest@irg farplatiop: t he base portion and
the shield portion and capable of npving the shield

por t | oANFNSREHCAURIPA? it BISHHYY ErerAssedialednin A base portion
Ofthqgﬁéritéﬂlg'&ong\m%gbaviﬁfﬁe portabl e consuner device is

atteryless. e device of claim 17 wherein the
shi el daighi¢ltdgoptiarxcompasipgs shield ¢aupdexhfa tiherbsset mortion, the
vent. comuni cati on bll?z_twe n the interrogation device

shield, PR NGRORRHSII BT 30 enna | s bet ween t he
I nt err agabyMle RHER (ﬁﬁﬁ)lih@@h%?b@é Bortih and e Sia¥IdGSortion

of claim 17 wherein the portable consuner device is _
and cepphlel & ropvibgiting shieldpedigatteiween arproxteateqpsitionrand a distal

o B Pk 5L B DB BB FEAEEEnARY v (e

claim 17 wherein the antenna generates power fromthe

received interrogation signal. 2 1. The device of
cl ai m 48- whdheidevigeeofi Haigt i byérarein toe ghigld dpifsr prexinate
post 18 HPRRCALEL R Ot FEERLH o h 1P 6Bafincovic
and the apterseswhere thed antepay e betwsserdtheanteenogatibn deniteaand the
. cellular phone.23. The device of claim17, wherein the
Sh'elcgntenna is a near field

19.  The device of claim 17 wherein the portable consumer device is
capable of being interrogated by an interrogation signal generated by the

interrogation device when the shield is in the distal position.

20.  The device of claim 17 wherein the antenna generates power

from the received interrogation signal.

21.  The device of claim 20 wherein the interrogation signal

comprises data to be stored in the memory.

22.  The device of claim 17, wherein the portable consumer device

comprises one of a payment card, a key fob, and a cellular phone.
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antenna. 24. The device of claim 17, wherein the
antenna is coupled to a power source disposed within
wao b@spdrisabl e consuner device. 25. A system coP@F/USi008/065081

an interrogation devi ce; and the portable consuner

devi ce in tion with t

ot err 2gat | SReAHES SR A7 RBHS B16 HeRGS i near fied
anterP@r t abl e consuner device of claim 17, the nethod

conprising: noving the shield into the distal

position; and placing the portable consuner device

near t ation devi he t hod of

%6 whedi n (T8 BIREE REGhAC HaP e fTica g s fayfied 1
poweWisbitde cﬂb@cbéedl\ﬁ)ltlh|ﬁQH§?0ﬁéb|ee§tﬁstlfmérft%\ﬁld§. errogation

device. 28. A nethod for formng a batteryl ess

portabl e consuner device conprising: securing a nenory

uni t fgg stg\ré mrg%sé];%tﬁ nto a substrate; formng

an ant €nha on )tgﬁse su wherein the antenna i s

coupl eéntmtehbgatmnnleylcenandile portabl e consuner devi ce,
and wherein the substrate is di sposed on a base
por t i ofNQPOTHIE SONEEmIeE d@bﬂﬁ&ﬂ#@}a'@ev tecorBRyNRRIIgpWjith the
terrd geshield conprising a conductive material to
interr ﬁgﬁ)c%)ase portion, the shield is configured to prevent
t he antenna fromtransm' tting the stored informati on

to an | terroga eV|c and movabl e rel ati
e badh poAMendLeins heipdrale FRERER08KR0 Y 8 17, the
meth8a @¥hPRlsirgesi tion.
moving the shield into the distal position; and

placing the portable consumer device near the interrogation device.

27.  The method of claim 26 wherein the portable consumer device

is placed within about 10 inches or less of the interrogation device.

28. A method for forming a batteryless portable consumer device
comprising:

securing a memory unit for storing information to a substrate;

forming an antenna on the substrate, wherein the antenna is coupled to
the memory in the portable consumer device, and wherein the substrate is disposed
on a base portion of the portable consumer device; and

movably coupling a shield comprising a conductive material to the base
portion, the shield is configured to prevent the antenna from transmitting the stored
information to an interrogation device and is movable relative to the base portion

between a distal position and a proximal position.
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