~ 1 DESCRI PTI ON Apparatus for, and Method of, Recording/Playing Audio
Dat a Havi ng Addi ti onal Information Enbedded Therein Techiy ' .
The present invention generally relates to the field of audmmc]mmum,m‘,mnm
recording and playing, and nore particularly to a data recordin
apparatus, data playing apparatus, data recording/playing appa'r'g“t"ﬂ*s, dat a
recordi ng net hod and a data pl ayi ng nmetthod, for recordi ng/ pl ayi ng audi o
data or the |ike having additional information such as copyright

management information enbedded tRESERIPTAN a st orage medi um having such
audi o data recorded therein. Background Art Digital data such as audi o data
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Technical Field

The present invention generally relates to the field of audio data recording and
playing, and more particularly to a data recording apparatus, data playing apparatus,
data recording/playing apparatus, data recording method and a data playing method,
for recording/playing audio data or the like having additional information such as
copyright management information embedded therein, and a storage medium having

such audio data recorded therein.

Background Art

Digital data such as audio data recorded in a rapidly accessible storage medium
such as a CD (compact disc) can be copied rapidly and easily, and such copied data
is almost equivalent in quality to the original data. Thus, it has been strongly
demanded to take effective measures against illegal copying in order to protect the
copyright of digital data, and various techniques against illegal copying have ever been
proposed.

To protect the copyrights of audio content and video content, there have been

proposed digital watermarking techniques by which copyright management



demanded to take effective neasures against illegal copying in order to
protect the copyright of digital data, and various techni ques agai nst

i1l egal copying have ever been proposed. To protect the copyrights of
audi o content and video content, there have been proposed digital

wat er mar ki ng techni ques by which copyright managenent 2 information used
for copying control, playing control, Qracing hi story of copying or the

li ke is enbedded into main data such as audio data or video data in a form
whi ch winflormationiuséd fenoopyitgcontiol, playing dantrol; yacing histaryngl ecopyingorthe
digital watermarking techniques, SDM (Secure Digital Miusic Initiative) is
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in audio data by the SDM technique and the audio data is reproduced by a

pl ayer i echni que, the player has to detect the digital
wat er ma §Pﬁﬁ¥‘£€.”%§t‘f’€ﬁ“%§wa 3| ection of an audio content (including also
recordi ng control and playing confrql). For exanple, .a,data cordin
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of the IEEE (Institute of Electrical and El ectronics Engineers, 1Inc.)

(wi |l bB®igihle Music tlnitétive]) BEEvAIB khown.erFarc exampleg undeasg digitebmettenmarkd as
showmn in FIG 1. It should be noted that in this case, the digital
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the data recording apparatus is suppli'ed at an input” termnal 1 thereof
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digital watermark information for selection of an audio content (including also
recording control and playing control).

For example, a data recording apparatus having an interface complying with the
1394 serial bus standard of the IEEE (Institute of Electrical and Electronics Engineers,
Inc.) (will be referred to as “IEEE 1394 interface” hereunder) is constructed as shown
in FIG. 1. It should be noted that in this case, the digital watermark information is
embedded in audio PCM data.

As shown in FIG. 1, the data recording apparatus is supplied at an input
terminal 1 thereof with compressed audio data from a data playing apparatus having
the IEEE 1394 interface. In the data playing apparatus, the compressed audio data is
subjected to output-limiting as shown in FIG. 2 before outputting to the data recording
apparatus. That is, the compressed audio data is outputted from the data playing
apparatus via the IEEE 1394 interface to the data recording apparatus. For outputting

the compressed audio data, for example SCMS (serial copy management system)



the I EEE 1394 interface. In the data playing apparatus, the conpressed
audioc data is subjected to output-limting as shown in FIG 2 before
outputting to the data recording apparatus. That is, the conpressed audio
data is outputted fromthe data playing apparatus via the | EEE 1394
interface to the data recordi ng apparatus. For outputting the conpressed
audi o data, for exanple SCMs (serial c8py managenent systen) 3 infornmation
is used to limt the outputting via the | EEE 1394 interface, which will be
descr i bénformatiends usédtmlimit the owtpettmpodatie HEEE ]2594F1intesrfadem vdtielp wall bea
system controller 10 included in the data recording apparatus comunicates

wi th andesditd feddtal VelOR Witk réferéfdehold¢t 2 nterface 2 also included in

the data recordi ng apparatus and judges whet her t he out put desti nat i on
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destination is not corrpl I ant device, the stemcontroller 10 goes to
st ep sscmén@nwntes p@wéwtadnﬂlaatianalwm MEEEy 13 cinjerface 2 glsodinchidedi ng
wi th an encrypt key for decryption of the encrypted data not sent to the
out put dretitel dutd revordifigappatdtas and podgesivelrdthelethe oatpust destinbfivesupports the
decrypting the encrypted data. It should be noted that in step S5, neither
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which is not any conplian device, as anothelf way of disabling’th eV|ce
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step S2 where it will judge whether_ the output destination as a conpliant
devi ce Bystgnt septigler d0 gees towdep the vmﬁrswthed@@npm%rau@o data will be

encrypted for outputting with an encrypt key for decryption of the encrypted data not
sent to the output destination. Thus, the noncompliant device is inhibited from
decrypting the encrypted data. It should be noted that in step S5, neither the encrypted
data nor the encrypt key is passed to the output destination which is not any compliant
device, as another way of disabling the device from decrypting the encrypted data.

When it is judged in step S1 that the output destination is a compliant device,
the system controller 10 goes to step S2 where it will judge whether the output
destination as a compliant device is a recorder or not. When the output destination is
no any recorder, the system controller 10 jumps to step S4 where the compressed
audio data will be encrypted for outputting and the encrypt key for decryption of the
encrypted audio data will also be sent to the output destination.

When it is judged in step S2 that the output destination is a compliant device,

the system controller 10 goes to step S3 where it will interpret the SCMS information



no any recorder, the systemcontroller 10 junps to step S4 where the
conpressed audio data will be encrypted for outputting and the encrypt key
for decryption of the encrypted audio data will also be sent to the output
destination. When it is judged in step S2 that the output destination is a
conpliant device, the systemcontroller 10 goes to step S3 where it wll
interpret the SCM5 information 4 to jddge whether the information neans
"copy allowed for one generation”. Wien the result of interpretation of

t he SCM judgerwirdthenthesnfdratationeme anotaipygllcsvédifor bint génetation”s Yéhemthe
controller 10 goes to step S5 where the conpressed audio data will be
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audio data will be encrypted for outputting and the encrypt key for
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destination. That is, the conpressed audio data will be transferred to the

conpl i anbt besenidertheicutditeddsbnktiond4 i nterface 2. As above, since the
outputting via the IEEE 1394 interface 2 is |limted, the data recording
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audio data W]?l be encrypted for outputting and the encrypt key for decryption of the

encrypted data will also be sent to the output destination. That is, the compressed
audio data will be transferred to the compliant recorder via the IEEE 1394 interface
2.

As above, since the outputting via the IEEE 1394 interface 2 is limited, the data
recording apparatus being the data-transfer destination is enabled to decrypt and
record the encrypted data only when the SCMS information means that copying is
allowed, but the data recording apparatus cannot decrypt the compressed audio data
and record the data normally when the SCMS information means that the recording
is inhibited.

Data processed and sent as above is supplied to the data recording apparatus in
FIG. 1 via the input terminal 1 and to a decryption circuit 3 via the IEEE 1394
interface 2. When the recording is allowed, the encrypt key is also sent along with the

encrypted data. The data recording apparatus acquires the encrypt key via the IEEE



I's inhibited. Data processed and sent as above is supplied to the data
recordi ng apparatus in FIG 1 via the input terminal 1 and to a decryption
circuit 3 via the IEEE 1394 interface 2. Wien the recording is allowed,
the encrypt key is also sent along with the encrypted data. The data
recordi ng apparatus acquires the encrypt key via the IEEE 5 1394 interface
2 and causes the decryption circuit 3 fo decrypt the encrypted data with
the encrypt key. The conpressed audi o data decrypted in the decryption

ci r cui t 1394 sntsrfapt Reddtoauses thectkzopyptisi cincuit 3 taidecrspt theandeypted ddtt with
digital watermark information (indicated with a reference "WM' in the

i1 ustrgid &for ﬁnpgﬂded in audio PCM (pul se code nodul ated) data, and the
conpressed data i s deconpressed or expanded for decoding. The
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digital watermark information detection circuit 6 which wl] extract
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data by the digital watermarking. Simlar to the SCV5 i nformation, the
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fromthe digital watermark information detection circuit 6. \Wen the
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recording. Tga dio i’CM data from the decompression circuit 4 is also supplied to a digital
watermark information detection circuit 6 which will extract copyright-protective
additional data having been embedded in the audio PCM data by the digital
watermarking. Similar to the SCMS information, the additional data indicates “one
copy allowed”, “copy inhibited”, “copy-free” or the like, for example.

The system controller 10 includes a microcomputer for example, and interprets
digital watermark information from the digital watermark information detection circuit
6. When the digital watermark information means that copy is inhibited, the system
controller 10 controls the recording control circuit 5 to inhibit the recording. That is,
the system controller 10 inhibits the audio PCM data from being supplied to the
circuits downstream of the recording control circuit 5, for example.

When the digital watermark information is interpreted to is “one copy allowed”

or “copy-free”, the system controller 10 allows the recording by controlling the

recording control circuit 5 to supply the audio PCM data to the downstream circuits.



the systemcontroller 10 inhibits the audio PCM data from being supplied to
the -circuits downstream of the recording control circuit 5, for exanple.
When the digital watermark information is interpreted to is "one copy

all oned" or "copy-free", the systemcontroller 10 allows the recordi ng by
controlling the recording control circuit 5 to supply the audi o PCM dat a
to the downstreamcircuits. 6 The audPo data fromthe recordi ng control
circuit 5is supplied to a digital watermark information rewite circuit

7. ThenThetemndit detadfrgin the reaorting cantrol dreit 5dsisuppliddtoss gigitabawvaternpasrk” one
copy allowed", the systemcontroller 10 controls the digital watermark
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circuit 11 where it will be subject to predeterm ned nodul ation for
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Then, the output fromthe recording nodulation circuit 11 is supplied to a
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the encryption circuit 9 is supplied to a recording modulation circuit 11 where it will
be subject to predetermined modulation for modulation (will be referred to as
“recording modulation” hereunder). Then, the output from the recording modulation
circuit 11 is supplied to a write head 12 which will record the data to a recordable
optical disc 13. The optical disc 13 is rotated by a spindle motor 14 driven at a
predetermined velocity under the control of a servo circuit 15. It should be noted that
the system controller 10 has connected thereto a key-control unit 16 having keys which
are operated by the user for entry of a command and data, and an LCD (liquid crystal
display) unit 17 as a display element to provide the user with necessary display
information,

As above, in the data recording apparatus illustrated in FIG. 1, audio data can
securely be transmitted via the IEEE 1394 interface 2 and the recording is controlled

according to digital watermark information to positively protect the copyright of the



di splay) unit 17 as a display elenment to provide the user with necessary

di spl-ay information. As above, in the data recordi ng apparatus illustrated
in FIG 1, audio data can securely be transnmitted via the | EEE 1394
interface 2 and the recording is controlled according to digital waternmark
information to positively protect the copyright of the 7 audio data. It
shoul d be noted that it has recently béen proposed to digital watermark
information to limt the data reproduction in the data playing apparatus.
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digital watermark information in main data by spectrum spreadi ng, enbed
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or enbe | gital watermar ormation in main data under the effect of
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expand conpressed data to restore PCM data for subjection to detection of
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encrypt and conpress the data again, which cauSes thé performance of 'the
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the apparatuses. In recording of a compressed content whose copyright is securely
protected as having been described above with reference to FIGS. 1 and 2, it is
necessary to decrypt encrypted data and decompress or expand compressed data to
restore PCM data for subjection to detection of digital watermark information. For
recording the data, it is necessary to encrypt and compress the data again, which
causes the performance of the apparatuses to be degraded. Also, such extra operations
will disadvantageously add to the power consumption. Further, it takes more time in
many cases to detect digital watermark information, and the time from a user’s

operation of a recording or playing start key until an actual start of recording or

playing is longer, which will cause the user to feel something strange.

Disclosure of the Invention

Accordingly, the present invention has an object to overcome the above-



operation of a recording or playing start key until an actual start of
recording or playing is longer, which will cause the user to feel

sonmet hing strange. Disclosure of the Invention Accordingly, the present
invention has an object to overcone the above 8 nentioned drawbacks of the
prior art by providing a data recordin% apparatus, data playing apparatus,
data recordi ng/ pl ayi ng apparatus, data®recording nethod, data playing

nmet hod, and a storage nedium capable of mnim zing performance

degr adamemioned drawdackso$ ting prion adf by ipeovidmg atdate secoflimgadppazatubj data can
be attained by providing a data recordi ng apparatus including detecting
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above apparatus, additional informafion enbedded in nore secure input data
t han t hdegragationamg paweioconsamptiartobihe appargisest i ng neans. Al so, the
above object can be attained by providing a data playing apparatus
i ncl udi ng deilhet abgverebject foan bietattainedgbaditovidingla dafaoreverding sppazanad i n
| nput data, reproducing neans for reproducing the input data, and
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controlling means for controlling the recording means according to the additional
information detected by the detecting means. In the above apparatus, additional
information embedded in more secure input data than the input data is not detected by
the detecting means.

Also, the above object can be attained by providing a data playing apparatus
including detecting means for detecting additional information embedded in input data,
reproducing means for reproducing the input data, and controlling means for
controlling the reproducing means according to the additional information detected by
the detecting means. Inthe above apparatus, additional information embedded in more
secure input data than the input data is not detected by the detecting means.

Also, the above object can be attained by providing a data recording apparatus
including a plurality of external interface means, additional information detecting

means provided correspondingly to the type of each of the external input interface for

detecting additional information embedded in input data supplied via the external input



Al so, the above object can be attained by providing a data recording
appar-atus including a plurality of external interface neans, additional

i nformati on detecting nmeans provided correspondingly to the type of each
of the external input interface for detecting additional information
enbedded in input data supplied via the external input 9 interface neans,
recordi ng means for recording the inpuf data to a storage medium and
recording controlling neans for controlling the recordi ng neans according
to the imedefiace onedns| écordatg nreads ferteedrdingtthe inpuli ditartala stofagermediom,
detecting neans. Al so, the above object can be attained by providing a data
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i nterface means, reproducing nmeans for, reproducing the input data, and
control ling Alsantheiahovemhijee ¢ambe aHainedhyRiRyidingd date By ApRATARIS he
additional information detected by the additional information detecting
means. lﬁhéladiﬁ%w beNlity offj etéernadrinfeefaztt memes) duditionali nifounatica datectingr di ng
apparatus including judgi ng neans for judgi ng whether input data has been
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t he i nput a according to resu j udgment fromthe judgi ng neans,
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means for controlling the reproducing means according to the additional information
detected by the additional information detecting means.

Also, the above object can be attained by providing a data recording apparatus
including judging means for judging whether input data has been encrypted detecting -
means for detecting additional information embedded in the input data according to
the result of judgment from the judging means, recording means for recording the
input data to a storage medium, and recording controlling means for controlling the
recording means according to the additional information detected by the detecting
means.

Also, the above object can be attained by providing a data playing apparatus
including judging means for judging whether input data has been encrypted, detecting

means for detecting additional information embedded in the input data according to

the result of judgment from the judging means, reproducing means for reproducing the



Al so, the above object can be attained by providing a data pl aying
appar-atus including judgi ng neans for judgi ng whet her input data has been
encrypted, detecting neans for detecting additional information enbedded
in the input data according to the result of judgnment fromthe judging
means, reproducing nmeans for reproducing the 10 input data, and
controlling neans for controlling the ¥ produci ng neans according to the
additional information detected by the detecting neans. Al so, the above
obj ect tnputdetastandi aoatrabling meangifercentaoll mgrthe seprodycinganeans acoopdingttas

i ncl udi ng readi ng neans for reading data froma first storage nmedi um

di scri niliwdddidon®kiigofaticn defecrediby ithgdeteetihgm@dnsof the data read by the
readi ng neans, additional information detecting neans for detecting
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discrimnating the type of the first storage nedium additional
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data to a second storage medium, and recording controlling means for controlling the
recording means according to the additional information detected by the additional
information detecting means.

Also, the above object can be attained by providing a data recording/playing
apparatus including reading means for reading data from a first storage medium,
discriminating means for discriminating the type of the first storage medium,
additional information detecting means for detecting additional information embedded
in the data read by the reading means according to the result of discrimination from
the discriminating means, recording means for recording the read data to a second
storage medium; and recording controlling means for controlling the recording means
according to the additional information detected by the additional information

detecting means.

Also, the above object can be attained by providing a data recording method



storage nedium and recording controlling means for controlling the
recordi ng nmeans according to the additional information detected by the
additional information detecting nmeans. Also, the above object can be
attained by providing a data recording nethod 11 including steps of
detecting additional information enbedded in input data, recording the

I nput data to a storage nedium and cohltrol I i ng the recording according to
the detected additional information. In the above method, additional

i nf or mainchndingrsbemicddietecting additionaldnformatiatembedded inHapiuthgdata, weording not
detected. Also, the above object can be attained by providing a data
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i ncluding steps of detecting additional information by additional
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of a plurality of external input interfaces for detecting additional
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i nterface nmeans, and recording the input data to a storage nmedium
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additional information detected by the detecting means. In the above method,
additional information embedded in more secure input data than the input data is not
detected.

Also, the above object can be attained by providing a data recording method
including steps of detecting additional information by additional information detecting
means provided correspondingly to the type of each of a plurality of external input
interfaces for detecting additional information embedded in input data supplied via the
external input interface means, and recording the input data to a storage medium
according to the additional information detected by the additional information
detecting means.

Also, the above object can be attained by providing a data playing method
including steps of detecting additional information by additional information detecting

means provided correspondingly to the type of each of the external input interface for

detecting additional information embedded in input data supplied via the external input



Al so, the above object can be attained by providing a data playing nethod

I ncl udi ng steps of detecting additional infornmation by additional

i nformati on detecting nmeans provided correspondingly to the type of each
of the external input interface for detecting additional information
enbedded in input data supplied via the external input 12 interface neans,
and reproducing the input data accordilgy to the additional information
detected by the additional information detecting neans. Al so, the above

obj ect ¢mterfaee afrteansiednly reprodudingy the dinpat rdatar accogding Hodthd radditioma]
steps of judgi ng whether input data has been encrypted, detecting

addi t 1 Offorma bR 4eA bFThe ddarliordl iNfrivabich ARéQimERRaALNG Lo the Tesult

of judgnent, recording the 1nput data to a storage medi um according to

t he detected gdditional infarmation. Al t he .gbove | e

attained by pHSQA HEAPONephice p?agy‘?“na“ﬁ’é‘?ﬁﬁty p{%’d&% %Sg@tfégéf‘ﬁﬁgj’ﬁ%f’ﬂg
whet her input data has been encrypted, detecting additional  information
enbeddeindlndingstepsefijudging whetbetinpyt datathas been gnerypted, detaating adghiigonal
reproducing the input data according to the detected additi onal

i nfor naﬁﬂmmnaﬁbammbb@dabm&@bmgmt dataradeerdingationthe esuftr of/ jutgmert, dada
recordi ng/ playing nethod including steps of reading data froma first
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addi tional brmatifon e the read data “according to the result
of disctim na jon, and recording the read data to a second storage nedi um
accor di MR- det ect ed addi tional information. Al so, the above object

can be attained by providing a data recording/playing )
Also, the above object can be attained by providing a data playing method

including steps of judging whether input data has been encrypted, detecting additional
information embedded in the input data according to the result of judgment, and
reproducing the input data according to the detected additional information.

Also, the above object can be attained by providing a data recording/playing
method including steps of reading data from a first storage medium, discriminating the
format of the read data, detecting additional information embedded in the read data
according to the result of discrimination, and recording the read data to a second
storage medium according to the detected additional information.

Also, the above object can be attained by providing a data recording/playing
method including steps of reading data from a first storage medium, discriminating the
type of the first storage medium, detecting additional information embedded in the
read data according to the result of discrimination, and recording the read data to a

second storage medium according to the detected additional information.



met hod including steps of reading data froma first storage nmedi um
discrimnating the type of the first storage nedium detecting additional
i nformati on enbedded in the read data according to the result of

di scrimnation, and recording the read data to a second storage nedi um
according to the detected additional information. 13 Al so, the above

obj ect can be attained by providing a ]33torage medi um havi ng recorded
therein a processing programincluding steps of detecting additional,

i nformati on éibedlieaboneiobpeat caathe, attasned by pyoviding asteragatmedismhavidgage
medium and controlling the recording according to the detected additional

| nf or matdQRdedNBERiN a apicesding! pidpremahtlRaimiseesiedfi detotting Salditionalnput
data than the input da’?gl@i S nog 1:)ddeg‘t ected. Al so, the above oﬂt;%ect can be

attaine Qvi dl ' V| WARE

ot oceos MHQTmRLEH s TiRRI3 RETE RalE Mo THRIE ot S B4R S, and
enbedded i n jnput data,  reprodugi ng tRe in&ljt graba. and téont rolli t.he

r epr odu€eniallingthegiesgrdingaceorting 1o she detopted additional stormatiop, Whizen
detecting neans, wherein additional information enbedded in nore secure

i nput datditidmahinfoematipntenteddediia morte stetscingut dalasthantthe infhd\dataismdt can
be attained by providing a storage nmedi um having recorded therein a

processiypcldParam i ncl udi ng steps of detecting additional information by
additional information detecting neans provided correspondingly to the
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nput | rr]éceorrzlgg ethrélraeailqsh processing program including steps of detecting additional
information embedded in input data, reproducing the input data, and controlling the
reproduction according to the additional information detected by the detecting means,
wherein additional information embedded in more secure input data than the input data
is not detected.

Also, the above object can be attained by providing a storage medium having
recorded therein a processing program including steps of detecting additional
information by additional information detecting means provided correspondingly to
the type of each of a plurality of external input interfaces for detecting additional
information embedded in input data supplied via the external input interface means,
and recording the input data to a storage medium according to the additional
information detected by the additional information detecting means.

Also, the above object can be attained by providing a storage medium having

recorded therein a processing program including steps of detecting additional



and recording the input data to a storage nmedi um according to the

addi tional information detected by the additional information detecting
nmeans. Al so, the above object can be attained by providing a storage nmedi um
having recorded therein a processing programincludi ng steps of detecting
additional 14 information by additional information detecting nmeans

provi ded correspondingly to the type I each of the external input
interface for detecting additional information enbedded in input data

suppl i ethféinatibn xadtitishal infoimatiéredéectingeneas providedpomespandinglyetoi nput
data according to the additional information detected by the additional
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pro?/i gi ng storage ne avi ng' recorded thereln processi ng program
I ncl udi ng st of .judgi,ng whet her i.nput data has been epcrypted

det ect | ﬁ%lb&égga iwnéilp‘itnﬂa&néPPB e‘in‘b‘édﬂbed XA ‘Pﬂ‘bht‘“%? © EF@BF’diaHS to
the result of judgment, and recording the input data to a storage nedi um
accor di reproducing thet input datadaaording to theoadditipaal infprrpation detasied bypihect

can be attained by providing a storage nmedi um having recorded therein a

pr ocess haditivnab irfdrmatbt depertiigepeand. j udgi ng whet her input data has been
encrypted, detecting additional information enbedded in the input data

according 10 M08 theuohe Yojdc SANTYY attAfey bRBILANEG stofhgk iRediufifhavin

according to ecte tiona tion.~ Al so, "t he above. ogj ect
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has been encrypted, detecting additional information embedded in the input data
according to the result of judgment, and recording the input data to a storage medium
according to the detected additional information.

Also, the above object can be attained by providing a storage medium having
recorded therein a processing program including steps of judging whether input data
has been encrypted, detecting additional information embedded in the input data
according to the result of judgment, and reproducing the input data according to the
detected additional information.

Also, the above object can be attained by providing a storage medium having
recorded therein a processing program including steps of reading data from a first
storage medium, discriminating the format of the read data, detecting additional
information embedded in the read data according to the result of discrimination and

recording the read data to a second storage medium according to the detected

additional information.



storage nedium discrimnating the format of the read data, detecting
addi tional information enbedded in the read data according to the result
of discrimnation and recording the read data to a second storage nedi um
according to the detected additional information. 15 Al so, the above
obj ect can be attained by providing a storage nedi um havi ng recorded
therein a processing program incl udi nglsteps of reading data froma first
storage nedium discrimnating the type of the first storage nedium
detecting addso, theabovefaljeattdaarbecattrided dyi providing @sstotigeanadivon daviing o
the result of discrimnation, and recording the read data to a second
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Descri ptri on of the Draw r?gsnll—%g%gﬁi s a bl gﬁ% d?agrarm o;n(g; conventi onal
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apparatus shown in FIG, 1. FIG, 3 is a bl ockhgai agram Qf an enbodi nent of

t he dat additnadi imformptaemembedded ini the tead rdata, according,jent eoﬂi‘?sr{ﬁ? ®f 4is
a flow chart show ng operations nade for data recording in the data

r ecor di discajmpmnations asd eseordingith€.read detaGo bsdcond stomage chediunsacarding to
operations nmade for data recording in the data recording apparatus shown

in FIG i dEeEtedOaddtian? in€érfa@an.am of an enbodi nent of the data playing
appar at us
Brief Description of the Drawings
FIG. 1 is a block diagram of a conventional data recording apparatus.
FIG. 2 is a flow chart showing operations made for data output control in an
apparatus connected to the data recording apparatus shown in FIG. 1.
FIG. 3 is a block diagram of an embodiment of the data recording apparatus
according to the present invention.
FIG. 4 is a flow chart showing operations made for data recording in the data
recording apparatus shown in FIG. 3.
FIG. 5 is a flow chart showing operations made for data recording in the data
recording apparatus shown in FIG. 3.
FIG. 6 is a block diagram of an embodiment of the data playing apparatus
according to the present invention.
FIG. 7 is a flow chart showing operations made for data reproduction in the data

playing apparatus shown in FIG. 6.



according to the present invention. FIG 7 is a flow chart show ng
operations made for data reproduction in the data playing apparatus shown
in FIG 6. 16 FIG 8 shows an exanple of the configuration of a data in
the file formin the optical disc used in the present invention. FIG 9

al so shows an exanple of the configuration of a data in the file formin
the optical disc used in the present iHvention. FIG 10 shows an exanpl e of
the single- or double-density disc according to the present invention.
FIGS. 11A, 1FBG. 8ihosvschnldxampld af the configiaataon of erdatmin thedfilsl foymmin the
operations of the data playing apparatus according to the present

i nvent i gRticall disc Bided $n thPpRSEntin@e@haonof anot her enbodi ment of the data
pl ayi ng apparatus according to the present invention. FIG 13 is a flow

ppar at s, snalgt: Pt SHOwSR Exeiol Bf e SRITRAELLRDT el o R BN

recordi ng/ pl ayi ng apparatus according to the present invention. FIG 15 is
a flow theapptictl sisayseshir e EseHdB¥CAPN.dat a recording in the data
recording/ pl ayi ng apparatus shown in FIG 14. FIG 16 is a bl ock di agram of
still anot heFI6nbOghowstanekampie ofthe sigly+ ondoupeaensity discaocatiding tathehe

present invention.

present invention.

FIGS. 11A, 11B, 11C and 11D explains the data recording and playing
operations of the data playing apparatus according to the present invention.

FIG. 12 is a block diagram of another embodiment of the data playing apparatus
according to the present invention.

FIG. 13 is a flow chart showing operations made for data reproduction in the
data playing apparatus shown in FIG. 12.

FIG. 14 is a block diagram of a data recording/playing apparatus according to
the present invention.

FIG. 15 is a flow chart showing operations made for data recording in the data
recording/playing apparatus shown in FIG. 14.

FIG. 16 is a block diagram of still another embodiment of the data playing
apparatus according to the present invention.

FIG. 17 is a flow chart showing operations made for data reproduction in the

data playing apparatus shown in FIG, 16.

FIG. 18 is a block diagram of another embodiment of the data recording



FIG 17 is a flow chart showi ng operations nmade for data reproduction in
the -data playing apparatus shown in FIG 16. FIG 18 is a bl ock di agram of
anot her enbodi nent of the data recording 17 apparatus according to the
present invention. FIG 19 is a flow chart show ng operations nade for data
recording in the data recording apparatus shown in FIG 18. FIG 20 is a
fl ow chart show ng operations made forl™at a recordi ng in the data

recordi ng apparatus shown in FIG 18. FIG 21 is a block diagramof still
anot her appdradisatordihgttodhe present imveditiog. appar at us according to the
present invention. FIG 22 is a flow chart show ng operations nade for data

recordi ng ingyhe SIRirf shew ARPepethtions fiade fof diaGecdidingifthedatas a
bl ock di agraﬂ%}f 1g§§gr?gfher enbodiment of the data recordi ngg appar at us

according tq.the present inventd FIG 24 is a flow chart show ng
oper at i y aRIg%fata‘atsh"Wé‘cl&r%ﬂ(%g“f-n the data recording apparatus shown

in FIG 23. Best Mde for Carrying Qut the Inventjo Referr'.ng.t the
drawi ngs, seVdEaR0dnddlovwehars Sé‘PWH’Ei%P"daH@B%m(Wé‘)&gBQrr&PGE‘?m d‘éﬁ?ﬁ g‘l‘tﬁyi ng
apparatus, data recording/playing apparatus, data recordi ng nethod, data
pl ayi ngrertifi; appudatusshomagin R 18n according to the present invention

wll be explained. Note that in the enbodi nents which will be described
herebel ow, dgg4&. b9 is a block diagram of still another embodiment of the data recording
apparatus according to the present invention.
FIG. 22 is a flow chart showing operations made for data recording in the data
recording apparatus shown in FIG. 21.
FIG. 23 is a block diagram of yet another embodiment of the data recording
apparatus according to the present invention.

FIG. 24 is a flow chart showing operations made for data recording in the data

recording apparatus shown in FIG. 23.

Best Mode for Carrying Out the Invention

Referring to the drawings, several embodiments of a data recording apparatus,
data playing apparatus, data recofding/playing apparatus, data recording method, data
playing method, and a storage medium according to the present invention will be
explained. Note that in the embodiments which will be described herebelow, data to
be recorded or reproduced is audio data and additional information is copyright

management information including recording control information and playing control



be recorded or reproduced is audio data and additional information is
copyr+d ght managenent information including recording control information
and playing control 18 information such as copy-generation l[imtation
i'nformati on, enbedded in the audio data by the digital watermark. Note

al so that in the enbodi nents going to be described herebel ow, whet her
digital watermark information is to bel&#letected is decided in either of the
following two situations: (1) Control of data recording or playing with

di gi t al jnRfreTanehksuichf 237 coplyi-generation dimitstseminfariyationgembedded i the apdio dat a
Is a secure one. (2) Input data is a one having enbedded therein digital

wat er marg i)ﬂfgp%g%{awvg&fré&&ul t to detect. Inthe followng, first the

data recordi ratus, data playing apparatus and data

recor di ng/ pl gyi ,ng,appar, at for the situatiqn. (1 k| ' d
then the da?‘iotpgé%fﬂq%gn g%‘pﬁ?%’togémﬁﬂ %%H’gqﬂll{fy%%grlkﬁﬂg}%éﬁeé&yorg\ﬂ%ﬁ%an
situation (2) will be described. [In case it is decided whether digjtal
wat er madigitalfwatesmack information igde dstdatected indecidsd dn @1ibaT ahthantollowing
data is a secure one or an insecure one (for the situation (1))] [Data
recor di pgoNAtiohys] Referring nowto FIG 3, an enbodi nent of the data
recording apparatus according to the present invention is schematically
I Tustrated iy theod Rf 8D dt'dafa Rldtding or playing with digital watermark information

is not essentially required since input data is a secure one.

(2) Input data is a one having embedded therein digital watermark

information difficult to detect.

In the following, first the data recording apparatus, data playing apparatus and
data recording/playing apparatus for the situation (1) will be described, and then the
data recording apparatus and data playing apparatus for the situation (2) will be
described.

[In case it is decided whether digital watermark information is to be detected

or not, based on whether input data is a secure one or an insecure one (for the

situation (1))]

[Data recording apparatus]

Referring now to FIG. 3, an embodiment of the data recording apparatus
according to the present invention is schematically illustrated in the form of a block

diagram. The data recording apparatus is generally indicated with a reference 20. It

should be noted that the storage medium used in this embodiment is a CD-R (compact



di agram The data recording apparatus is generally indicated with a
reference 20. It should be noted that the storage nediumused in this
enbodi nrent is a CD-R (conpact 19 disc - recordable), CD-RW/(conpact disc -
rewitable) or an optical disc capable of recording with a density double
that of the CO-R or CD-RWand that digital watermark information is
enbedded in audio data being in the stif e of PCM si gnal. D gital watermark
information is enbedded in audio data by inserting it at |ower bits of the
PCM si gudc, - recoediitrlg),i€DuRé (cathpactedike ngewfitahle) oeabegticg! discaapable of

hi gh- energy part of audio data, or enbeding it by the spectrum spreading,

for exangddidim wiflew) dleﬁsﬂ Qouble tthet @at ther ETRRIOAICERRW AN (B8 idsgital
provided with™a plurality " of external input interfaces including an analog

 ntor 1 acubafsdatorttion L00REERLER ihugfe A MIERNYf ialc) néf"&E?"f o4

interface 25, In thi odi ment , er these xternal
i nput |rﬂlgitﬁh%’égermﬂfﬁé“{gmé‘ﬁ]@nééémt@dgf:d r%lag&lﬁ (:{pmégiwﬁgscprg@g 1&@ W‘?rﬁ%‘@rface
25 is secure as having previously been described, there are provided two

si gnal Mmhcei’@dcsﬁgnaiactmbadhlgdhundadheimasldﬁﬁgeﬂfEﬂEertﬁ&ding\itamwuba highs not
subjected to detection of digital watermark information while data entered

via the eﬁew ﬁﬂﬂb?%ud@(Hﬁhnaf efrmeuingn rth@@gécﬁﬁmss;hbmmgdfdm@me _
det ecti on he anal og inpuf interface 22 receives anal og audi o signal via

aldi o s gnal Ashayih i B 5 i AR FECorai AT A8 20 Sprovidee wilifa PTG |
22?;& ECQAggte npggf@g%gégﬁ ggméggg g%lp Slf)ggp }nlteer?a Zf IE%\/{I%teq'na ional

Electrotechnical Commission) 958 interface 23, USB (universal serial bus) interface

24, and an IEEE 1394 interface 25. In this embodiment, it is judged whether these
four external input interfaces 22 to 25 are secure or not. Since the IEEE 1394
interface 25 is secure as having previously been described, there are provided two
signal routes such that data entered via this IEEE 1394 interface 25 is not subjected
to detection of digital watermark information while data entered via the other three
external input interfaces is subjected to such detection.

The analog input interface 22 receives analog audio signal via an analog input
terminal 21a formed from a connector jack. The analog audio signal is supplied to an
A/D converter 26 which converts the data to audio PCM signal. The audio PCM
signal is supplied to a PCM signal selector 28. The IEC 958 interface 23 receives
audio PCM signal via a so-called optical digital input terminal 21b, and supplies it to

the PCM signal selector 28. The USB interface 24 receives compressed audio signal



audio PCM signal via a so-called optical digital input termnal 21b, and
suppliies it to the PCM signal selector 28. The USB interface 24 receives
conpressed audio signal 20 via an input termnal 21c formed froma
connector jack, and supplies it to a deconpression circuit 27 in which the
data is deconpressed or expanded to audio PCM signal. The audi o PCM si gnal
is supplied to the PCM signal sel ector2®8. Also, the |EEE 1394 interface
25 receives encrypted conpressed audio data via an input termnal 21d
formed fipmna inputnearhminal 2dk. fosmed frorhea desmectosdjack, dadasupplieseit, ta Be
data entered via the I EEE 1394 interface 25 is recorded to an optical disc

vi 8 anolaesmptauicn WrklHI 17 BPWiR Y atdlisl GeddifpRENd e BRParsdld>S oudidS.

The user selects one o the data entered via these external input

interfa for recqrdin e opt. ' i | eg, dat a
recor di ﬁm@%?aalt E@‘W(ﬁgt}&:%%g@ ]\ﬁn%ﬁhpg&igoyt-hg gﬂ? %Qgﬁ‘%ﬁé‘g‘%@* gg’v é\lg&
provided thereon a plurality of keys such as recording stajt and stop keys
in addi thoREEE 1394 infstiace d5cxece sy ensryigd soampiesssd @@ﬁgﬂt‘bﬂf’d% Wy the
user operating a corresponding key is supplied to the systemcontroller
100. TheessinabRlddotmed frym hQtbninectardeck.f dks wilhbpldeseribed iro detapluliatar, thend
Interprets the key-operation signal supplied fromthe key-control unit 43

to ] udogaphalreyialfe IEREIRPRiaRch 28i¢reRoRdPlosarpopfiea e Ralnother the

result | udgmnent . en it Is judged that the key havi ng been

operated by t user. is the in : | '
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system controller 100 controls the PCM, signal fel ect oy, 23 t %ﬁhe t .and

out put tthe data eptared vignihase extgraal mpud inteFiages WHGPOF‘{W% ?éﬁ% Fpldisc

controlling a recording signal )
For this selection, the data recording apparatus 20 is provided with a key-control unit

.

43 having provided thereon a plurality of keys such as recording start and stop keys
in addition to the input select key. A key-operation signal produced by the user
operating a corresponding key is supplied to the system controller 100.

The system controller 100 includes for example a microcomputer, and interprets
the key-operation signal supplied from the key-control unit 43 to judge which key has
been operated, and controls correspondingly to the result of judgment. Then, when it
is judged that the key having been operated by the user is the input selection key and
any external input interface other than the IEEE 1394 interface 25 has been selected,
the system controller 100 controls the PCM signal selector 28 to select and output the
signal from the selected external input interface while controlling a recording signal
selector 34, which will be described in detail later, to select a route for a signal from

the PCM signal selector 28. Also, when the it is judged that the key having been



selector 34, which wll be described in detail later, to select a route for
a signal from the PCM signal selector 28. Al so, when the it is judged that
t he key having been 21 operated by the user is the input select key and
t'he | EEE 1394 interface 25 has been selected, the systemcontroller 100
controls the recording signal selector 34 to select a route for a signal
fromthe | EEE 1394 interface 25. It shduld be noted that the data

recordi ng apparatus 20 is provided with an LCD unit 44 for exanple in this
enbodi meperatédBy thdube is thd iﬂpntts@hmkb?dnﬂahe HEEE/ $3%interfacolb dras beéh, as
a display device to informthe user of which key has been operated and

di spl ay . . . : !
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control circuit 29 and. als L o] tal wat rk i [ mat i ect.jon
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digital watermark information, if any, enbedded in the audio PCM signal

fr om t heededlings iagparatye| 2@ tisr prowidech withypan iLdsDt naity 44 Jor efamaplecit itBis as
copyright managenent information to the systemcontroller 100. The system

control Eﬁiboﬂ@ﬁehf‘(tﬁé RICD 9nit ¥ Baonheglet torhaggstemtcontfodlerd 00Qras a diplayt he
copyri ght managenent information is interpreted to nmean that the copy is

i nhi bi t§d 1148 i o0RY thoRsi hEWhi HRBC d HO18P Mfoatibhe
recordi ﬁgvfg'gﬁﬁrng&%it}rléc'l%?f gg%homl}%y?ﬁ?t er cr(%%il ﬁlgli:] T a?’ois, thel system
control | er, 100 ,controls the .recording control circuit 29 to stop supply of

the aud8VIBENODs E1VeY tPRAYSEIIYS  downst ream of the recording control

circuit 29. A so, when the copyright nmanagenent . ) )
The audio PCM signal output from the PCM signal selector 28 is supplied to

a recording control circuit 29 and also to a digital watermark information detection
circuit 30. The digital watermark information detection circuit 30 detects digital
watermark information, if any, embedded in the audio PCM signal from the PCM
signal selector 28, and supplies the result of detection as copyright management
information to the system controller 100.

The system controller 100 interprets the copyright management information.
When the copyright management information is interpreted to mean that the copy is
inhibited like “copy inhibited”, the system controller 100 controls the recording control
circuit 29 to inhibit the recording. That is, the system controller 100 controls the
recording control circuit 29 to stop supply of the audio PCM data to the circuits
downstream of the recording control circuit 29. Also, when the copyright management
information is interpreted to mean that the recording for copying is possible like “one

copy allowed” 6r “copy-free”, the system controller 100 allows the recording for



information is interpreted to nmean that the recording for copying is
possible Ii ke "one copy allowed" or "copy-free", the systemcontroller 100
allows the recording for 22 copying by controlling the recording control
circuit 29 to output the audio PCMsignal to the circuits downstream of
the circuit 29. The audio data fromthe recording control <circuit 29 is
supplied to the digital watermark i nfotdration rewite circuit 31. Even if
the copy control information included in the copyright managenent

i nf or macopying/tyoemtralling tleexecdrdigg fcontrobpiycuig 29 td eutpys themawdio thiOM signaloo
controls the digital watermark information rewite circuit 31 to rewite

the di gid e MRUGIsTHRIVWNStIEaR OGP He VR duitD, "Pl'il@audi@ Yt ArbAWRE reddtdinpddhtrol
i nhibited” or to a one to reduce the nunber of tines copying canh be done,
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rewite the digital watermark infornation, .the digital watermrk

i nf or matherPRyesantial informationinclyded iny ag%ﬂl&bt%wmw Patrpy a@@ﬂﬁr ess
and encrypt audio data for recording in this enbodi nent, the audio

data fr ¢he tdverding foxl copyimg, the Isystefincomtrolder 1@vcontrolsi theLdlgltallwa!aemmrkt
supplied to a conpression circuit 32 where it will be conpressed, the
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data will be encrypted. Then the encrypted data is supplied to an ECC
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i nterl eave Reed- SoI gnon code) for exanple, Then t encoder 35
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36.
number of copies like “one copy allowed”. When it is not necessary to rewrite the

digital watermark information, the digital watermark information rewrite circuit 31 is
bypassed or passed through.

To compress and encrypt audio data for recording in this embodiment, the audio
PCM data from the digital watermark information rewrite circuit 31 is first supplied
to a compression circuit 32 where it will be compressed, the compressed data is then
supplied to an encryption circuit 33 where the data will be encrypted. Then the
encrypted data is supplied to an ECC encoder 35 via the recording signal selector 34.
In the ECC encoder 35, the input data is subject to error-correction coding using CIRC
(cross interleave Reed-Solomon code) for example. Then the ECC encoder 35
supplies the error-correction coded data to a recording modulation circuit 36.

The recording modulation circuit 36 makes a recording modulation based on the

EFM (eight-to-fourteen modulation) technique.



The recording nodul ation circuit 36 nakes a recordi ng nodul ati on based on
the ‘EFM (eight-to-fourteen nodul ation) technique. 23 The recording

nodul ation circuit 36 supplies the nodulated data to a wite head 37 via a
recording anplifier (not shown). The wite head 37 wites the data to an
optical disc 40. The optical disc 40 is rotated by a spindle notor 41 at a
predeterm ned velocity under the LCV %3 I near constant velocity) control of
a servo circuit 42. The servo circuit 42 produces a velocity servo signal
based on audiTheRrerbsiing modudatien ciraut36lsuppliesthermdulated dath towpptitedieadt t o
the spindle notor 41. The servo circuit 42 receives a control signal from
the Systse/rmﬁ%iddéwmgaa&ﬁ lifier thwﬁ)hem@wﬂeqmaqf 37 Reritedrtheedd1£ a6 ad?

radially of the optical disc Al so‘the servo circuit 42 also controls

the posit. of theawrit. : 7.1n.4 ' ' t t he
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refractive index of the recording |ayer of the optical disg 40. , when
the opt ivelacity waderghe .GV dinrgy comtaniryelecipheontsol ‘?fgfbé‘?rd? QEquat ‘@J ngi ng
the crystal |ine/anorphous state of the optical disc 40. In this

enbodi neatvo eirdciio 42apmdacetenetlocity sbevd Sghal Bastd on anicBCM signaldo be
subjected to detection of any digital watermark information but it is

cont r ol lgghrde@CRirdxatple, AMMaipflstitto tHeaspindiematsnent Theseevarairtein 42
incidental to the audio " data.  The DRMinformation can be used to easily

‘ ' ah . : . .
ke 11 Siavne EohuPEORASITEm ey T b AR o R Tof o oot s BefRldiPet e | 2
regE S%FENQEW dah?afrghfa@ﬁ?qf‘{bg oggga1;§%4é.ggisqjhml nts%;\];oa cc:i?cuzﬁrjﬁsals%u o%ltrlo sd thteo the

position of the write head 37 in the tracking direction. In case the optical disc40isa

CD-R, the write head 37 records data by changing the refractive index of the recording
layer of the optical disc 40. Also, when the optical disc 40 is a CD-RW, the write head
37 records data by changing the crystalline/amorphous state of the optical disc 40.
In this embodiment, audio data entered via the IEEE 1394 interface 25 is not
subjected to detection of any digital watermark information but it is controlled
according to DRM (digital rights management) information incidental to the audio
data. The DRM information can be used to easily separate copyright management
information such as SCMS information or the like from even a data having been
encrypted and compressed. Thus, in this embodiment, data entered via the IEEE 1394
interface 25 is supplied to the recording control circuit 38 and also to a DRM
information decryption circuit 39. The DRM information decryption circuit 39

decrypts DRM information, if any, incidental to data entered via the JEEE 1394



i nformati on decryption circuit 39. The DRMinformation decryption circuit
39 decrypts DRMinformation, if any, incidental to data entered via the

| EEE 1394 24 interface 25, and supplies the result of interpretation to
t'he system controller 100. Wen the recording for copying is to be

i nhi bited according the result of DRM information interpretation, the
system controller 100 inhibits the rec®ding by controlling the recording
control circuit 38 to stop supply of the audio PCMdata to the circuits
downst r gasifate 2Bgand sappliesSthe réfeln of istermetatibmiy thersystemy cogtroHet 000e
allowed according to the result of DRMinformation interpretation, the

syst em cont r g gf (kO cofding 1oy &M]hg‘iﬂ@bﬂgﬁﬁf e B AheMeteall 6f iR ¢ he

recordi ng contr circult au o PCM sighal to t

circuits trea he citcuit 38. Thus data from.t he
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34. That is, data entered via the |EEE 1394 interface 25 can be recorded
for copgntiglling the reeondingicansrohdircuit:d&to sipp supply of the a1die®GM datatatheeady
been encrypted and conpressed. Next, operations nade for data recording in

t he dat gireeitodowngtragmasfahe irddit 380 Whentheadcorling forcoplying fseo te atlomesd
with reference to the flow charts in FIGS. 4 and 5. It should be not ed
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of the rst 1n step the system controll'er 100
Ludves MIELRS LIS Caend Kok B o he KGO Rkotll 43,1 s g o o
T essedsurt)gllg tigsafu%;rc]) (I:’%%rsglgrllalelrtoltgg c?rocﬁlststd%\n?l;[s?r%axsnlof the circuit 38. Thus the
audio data from the recording control circuit 38 is supplied to the recording signal
selector 34. That is, data entered via the IEEE 1394 interface 25 can be recorded for
copying as it is in a form it takes when entered since it has already been encrypted and
compressed.
Next, operations made for data recording in the data recording apparatus 20
constructed as above will be described with reference to the flow charts in FIGS. 4 and
5. It should be noted that these flow charts show the operations made mainly under
the control of the system controller 100.
First in step S11, the system controller 100 judges whether the record key on
the key-control unit 43 has been operated by the user. When the result of judgment
is that the record key has been pressed, the system controller 100 goes to step S12

where it will judge, based on the operated input select key on the key-control unit 43,

which one of the external input interfaces is selected for an input route for data to be



where it will judge, based on the operated input select key on the
key-control unit 43, which one of the external input interfaces is
selected for an input route for data to be 25 recorded. Then in step S13,
the system controller 100 judges whether the discrimnated input route is
secure (IEEE 1394 interface 25 in this_enbodiment). Wen the result of
judgment is that the | EEE 1394 interfad® 25 has been selected, the system
controller 100 goes to step S14 where it will control the recording signal
sel ect ore®tded. sellmnt idastapeSidy dtievspsteme coRfBller 300 i jutlges avhethsr theat
I's, output fromthe recording control circuit 38. Then in step S15, the
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information fromthe DRMinformation decryptlon circuit 39, and i

16, the syst co roII 00 J.ud When
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controller 100 goes to step S17 where it vml control _the recordi ng control
ci r cui t sglgctegl, ih@%%ﬁ@ﬁﬂﬁ@“éhb@og@@ﬁ%ﬁt% af wheke it wilkgantenl the racardiagt a i s
supplied fromthe recording signal selector 34-to the wite head 37 via

t he ECCsigmabskdectds 34rtd seleet datdi exgerexdiia the HEEE i180diinteBfact @5, that ds, diutygutt o
the optical disc 40. On the other hand, if it is judged in step S16 that

the recesdhBe fr@éoﬁi’ri?g' bGﬁltrblSmrblﬁ‘il?%S"Ph@n%siéfﬁS S’Sfl'ﬂetsﬁferﬁ)%tﬂbfll‘éf T@pi on
interpretation neans,” the system controller 100 goes to step S18 where it
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t he user by display, .that the recording is inpossible. A so, when it is
j udged { ﬁcrgméwns:ﬂgcmhai) it steRa 6, ke pystememiroligrelGQpidges whether the

copying is possible. When it is judged in step S16 that the copying is possible, the
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system controller 100 goes to step S17 where it will control the recording control
circuit 38 to the aforementioned recording-allowed state such that data is supplied
from the recording signal selector 34 to the write head 37 via the ECC encoder 35 and
recording modulation circuit 36 for recording to the optical disc 40.

On the other hand, if it is judged in step S16 that the recording for copying is
impossible as the result of DRM information interpretation means, the system
controller 100 goes to step S18 where it will control the recording control circuit 38
to inhibit the recording as above, and goes to step S19 where it will cause the LCD unit
44 to prompt the user, by display, that the recording is impossible.

Also, when it is judged in step S13 that other than the IEEE 1394 interface 25
has been selected, the system controller 100 goes to step S21 where it will control the

PCM signal selector 28 to select an input route having been designated by the user



has been sel ected, the systemcontroller 100 goes to step S21 where it wll
control the PCM signal selector 28 to select an input route having been
designated by the user 26 operating the key-control unit 43, and then goes
t'o step S22 where it will control the recording signal selector 34 to
select a signal fromthe PCM signal selector 28, or output fromthe
encryption circuit 33. Then in step S2Z® the systemcontroller 100 judges
whet her the analog input interface 22 has been sel ected as the input
route. peratingthedsay-contfoljunitdBpand then goessto,steph 822 wehemmitwill contrel the00
goes to step S24 where input analog data will be converted by an A/D

convert ?éco?@iﬂego_sighgl: Sélectdr Brto slBena tsigha?rfﬁélﬂﬂhéq?@h@bigfal $618ct a3 2S; dro
step S25 where it wll judge whether the USB i nterface Z4 has been sel ected

as the i.npu out n he .daka has been conpressed. Wien the result
of judSHﬁH{t f?%‘ﬂ"‘ﬁsgngf@ﬁg"%‘s@%‘&ﬂ?éontro| | er 100 goes to step S26 where it
wll control the  deconpression circuit 27 tg deconpress or expand . the

.th
conpr essed ddthen e S8, thesystemgontipdlerelQ0 judges syhether the analeg dnputyat a
has not been conpressed, nanely, that the IEC 958 interface 23 has been

sel ect eintetface 22shanbesamnselotiedraslihe inpupsoute. SWien3Sh6 resvieof judgement sause
the deconpression circuit 27 to deconpress the conpressed data. Next in

step S2%yedhqné%§iRm eonfrbRE! $00 WHesity A9as Soekhiere Hipuk tadlal R daT Wil be
information'is ehbedded in the audio PCMdata to be recorded. For this
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as the input route and thus the data has been compressed. When the result of
judgment is “yes”, the system controller 100 goes to step S26 where it will control the
decompression circuit 27 to decompress or expand the compressed data. When the
result of judgment in step S25 is that the data has not been compressed, namely, that
the IEC 958 interface 23 has been selected, the system controller 100 skips to step S26
where it will cause the decompression circuit 27 to decompress the compressed data.
Next in step S27, the system controller 100 judges whether digital watermark
information is embedded in the audio PCM data to be recorded. For this purpose, the
system controller 100 causes the digital watermark information detection circuit 30to
detect digital watermark information in the data from the PCM signal selector 28 for
a predetermined length of time in order to see whether digital watermark information
can thus be detected or not within the predetermined length of time. When digital

watermark information can have been detected in the data, the system controller 100



can thus be detected or not within the predetermned I ength of tinme. Wen
digital watermark information can have been detected in the data, the
system controller 100 27 goes to step S28 where it will interpret the
digital watermark information and then goes to step S29 where it wll

j udge whet her the detected digital watermark information is valid or not.
This judgnent is intended to see whet et he digital watermark information
has been falsified to have contents which cannot normally be. Wen it is

j udged goesstoaterS828 wihete it indlldeteeptet thedligitakwateamarkvinfarmation ard then gdes
valid, the systemcontroller 100 goes to step S30 where it will interpret

the di gid @kp S’ng \%Bgzr i willfjgag@WhethertagdelectéPdigital Wateranayantorination is

i nformati on, and judges, “according to the result of interpretation,
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is not valid or when it isgj,udg{;ad In step S30,that the recgrdi ng for

copyi nginfogmatippdias heen falsified ta Bave eontenls & 1%"@8&?’98*‘@1’&&' S18 where it
will inhibit the data copying, and then goes to step S19 where it wll
cause the LCWhen it i$4udgedimstpp S2%thatitter detbptedidigitalywatenmiark informatiodi ng
I's i npossible. Also, when the result of judgnent in step S30 is that the
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is possible.
When the result of judgment in step S29 is that the detected digital watermark
information is not valid or when it is judged in step S30 that the recording for copying
is impossible, the system controller 100 goes to step S18 where it will inhibit the data
copying, and then goes to step S19 where it will cause the LCD unit 44 to prompt the
user, by display, that the recording is impossible.
Also, when the result of judgment in step S30 is that the recording for copying
(will also be referred to as “copying-recording” hereundef wherever appropriate) is
possible, the system controller 100 goes to step S31 where it will judge wether the
digital watermark information has to be rewritten. When it is judged in step S31 that
the digital watermark information should be rewritten for a copying-recording control

such as limitation of copy generation or of number of copies, the system controller 100

goes to step S32 where it will cause the digital watermark information rewrite circuit



such as limtation of copy generation or of nunber of copies, the system
controller 100 goes to step S32 where it will cause the digital watermark
i‘nformation rewite circuit 28 31 to rewite the digital watermark
information. After having rewitten the digital watermark information or
when it is judged that the digital watermark information has not to be
rewritten, the systemcontroller 100 #bes to step S33 where the PCM data
will be conpressed and encrypted, and then goes to step S 17 where the
dat a wi Bll tbeeweitotiedigital haatengankriaformation.been described. Note that in
this enbodinment, when it is judged in step S27 that the digital watermark
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and subsequent steps to record the" PCM data. This is intended because there
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routed, it may be inhibited from being recorded. As having been descri bed

in the heeearstep SIS wheretthe datd will be esadirded aphaviagpseviossydsiegrdederibed.t o
detect any digital watermark informati on when the input route is secure,

|1 can recor gigURa el fii¢¢mbctimehfonhen i fadeel if 4P S27ARY 1ié @ ialand

with a highly 1nproved performance. That i1s, th the conventional data
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information, if any, enbedded in the data and has t conpressed .and
encr ypt etld sybsequent stepsdedieagrd the Rlhdatas ohhigiis hntengedb because there exists

a conventional content having no digital watermark information embedded therein or
a content unknown as to how it has been protected against copying. However, since
such a content not known as to how it has been protected against copying is also
unclear as to how it has been routed, it may be inhibited from being recorded.

As having been described in the foregoing, since the data recording apparatus
is designed not to detect any digital watermark information when the input route is
secure, it can record data entered via a secure route for copying very simply and with

- a highly improved performance. That is, with the conventional data recorded shown
in FIG. 1, even a data entered via a secure route has to be decrypted and decompressed
for the purpose of detecting digital watermark information, if any, embedded in the
data and has to be compressed and encrypted again for recording. In comparison with
the above conventional data recording apparatus, however, the embodiment of the data

recording apparatus according to the present invention, having been described with



t he above conventional data recordi ng apparatus, however, the enbodi nent of
the data recording apparatus according to the present invention, having
been described with 29 reference to FIG 3, needs no circuits for such
dat a deconpression, decryption, conpression and encryption. A data
recordi ng apparatus having only a secure external input interface such as
the IEEE 1394 interface will need no d2%ital watermark information
detection circuit and recording control circuit. Note that the secure

i nt er f ageferéndeoto IFIG 3gd needs he tirbibtsl 36¢ such eatadecah basblorﬁrdeceyqbtmmal
I nput interface with SAC (secure authenticated channelf such as secure

USB i nt Eﬁﬁ, it Is not any essential requirenent for t he
secure %n :f,sg‘é(‘:‘fé'abﬂ%@cr 1as been encrypted, but an interface via which

aut hentication.can be,.nmade with counterpart a rat far and
Whi ch can 1 r ehdARTeaIRUPE APPRIUYS RaVPRPTTS aen T ore fial dapl oy A en
regarded as a secure interface. [Data playing apparatus for the situation

(1)1 [ eathe BB 1394 injpeface will newst wo digitg! wetermarkircormatian detestionreisieuitof
the data playing apparatus according to the present invention is

schemat |aﬁglréyoﬂdlullg1§@,ﬁ@§p@irwuthe formof a block diagram The data playing
apparatus is generally indicated wwth a reference 50. Also in this
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USB interface, will do. Also, it is not any essential requirement for the secure
interface that data has been encrypted, but an interface via which authentication can
be made with a counterpart apparatus, for example, and which can transmit data
without having to encrypt the data, may be regarded as a secure interface.

[Data playing apparatus for the situation (1)]

[Data playing apparatus]

Referring now to FIG. 6, an embodiment of the data playing apparatus
according to the present invention is schematically illustrated in the form of a block
diagram. The data playing apparatus is generally indicated with a reference 50. Also
in this embodiment, digital watermark information is embedded in audio data being a
PCM signal by inserting it at lower bits of the PCM signal, embeding it under the
masking effect, embeding it around a high-energy part of audio data, or embeding it

by the spectrum spreading, for example, as having previously been described.

As shown in FIG. 6, the data playing apparatus 50 is provided with a plurality



by the spectrum spreadi ng, for exanple, as having previously been

descri bed. As shown in FIG 6, the data playing apparatus 50 is provided
with a plurality 30 of external input interfaces including an anal og input
i'nterface 52, JEC (International Electrotechnical Conm ssion) 958
interface 53, USB (universal serial buig interface 54, and an | EEE 1394
interface 55. In this enbodinent, it i&judged whether these four external
i nput interfaces 52 to 55 are secure or not. Since the |EEE 1394 interface
55 is seﬁex&rna]h'ﬁgat mterfacesvindredingwn analoglinpotines faceci2, TEAT (Idtaraatonar ed
via this IEEE 1394 interface 55 is not subjected to detection of digital
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i nput interfaces Is subje to such detection. The analog iInp
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58 and also to an A/ D converter 56 which will convert_ the data to audio
PCM si gfenr exiernalupnput interfaces 824pt araiseswisr /1 nat-oryiaee dhe JEEE 139459
The I EC 958 interface 53 receives audio PCM signal entered via a so-called

opti cal ifegfat@b5Siinpetureptheroate pidvideditwlo signal rastes sudlotimt Dath eteyet var 60
and also to the digital watermark information selector 59. The DA
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expanded to audio, PCM signal. The audio PCMsignal is supplied to a DA
convert & seah defgclipBo to the

The analog input interface 52 receives analog audio signal via an analog input
terminal 51a formed from a connector jack, and supplies it to a first input selector 58
and also to an A/D converter 56 which will convert the data to audio PCM signal and
supply it to a digital watermark information selector 59. The IEC 958 interface 53
receives audio PCM signal entered via a so-called optical digital input terminal 51b,
and supplies it to a D/A converter 60 and also to the digital watermark information
selector 59. The D/A converter 60 converts the input data to analog data and supplies
it to the first input selector 58. The USB interface 54 receives compressed audiq
signal via an input terminal 51c formed from a connector jack, and supplies it to a
decompression circuit 57 in which the data is decompressed or expanded to audio
PCM signal. The audio PCM signal is supplied to a D/A converter 61 and also to the
digital watermark information selector 59. The D/A converter 61 converts the input

data to analog data and supplies it to the first input selector 58. Also, the IEEE 1394



digital watermark information selector 59. The D/ A converter 61 converts
the i-nput data to anal og data and supplies it to the first input selector
58. Also, the IEEE 1394 31 interface 55 receives encrypted conpressed
audio data via an input terminal 51d forned froma connector jack. The
data entered via the IEEE 1394 interface 55 is reproduced via anot her
route wthout being supplied to the fi?kt I nput selector 58 and digital

wat ermark i nformation selector 59. The user selects one of the data entered
vi a t hesmteebarerifaredeiyas encnyptedacempressedraystiodlata ivia .anFinput Hesninal &didi on,
the data playing apparatus 50 includes a key-control wunit 72 having
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in addition to the input sé€lect key, and supplies a key-operation signal
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m croconputer, and interprets the key-operation signal supplied fromthe
key- condigital ptermark H‘fE’EFHQE‘OWFEWfo%f-he keys has been operated, and
controls correspondingly to the result of judgment. Then, when it is
judged t hat {The bsey sblectsnondeftheaiata entededyia heesesxtennsl inpaut intprfaceefarct i on
key and any external input interface other than the | EEE 1394 interface 55
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sel ector 58 to select and output the signa romthe sel ected external
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whi ch ¥ pdditiondadie mpud selectikey,apd suppbies 3 fe-aperation yignalprpduced by é’f‘?al
fromthe first input

user operating a corresponding key to the system controller 200.

The system controller 200 includes for example a microcomputer, and interprets
the key-operation signal supplied from the key-control unit 72 to judge which of the
keys has been operated, and controls correspondingly to the result of judgment. Then,
when it is judged that the key having been operated by the user is the input selection
key and any external input interface other than the IEEE 1394 interface 55 has been
selected, the system controller 200 controls the first input selector 58 to select and
output the signal from the selected external input interface while controlling the digital
watermark information selector 59 to select the similarly selected external input
interface. Further the system controller 200 controls a second input selector 64, which
will be described in detail later, to select a route for a signal from the first input

selector 58. Also, when the it is judged that the key having been operated by the user

is the input select key and the IEEE 1394 interface 55 has been selected, the system



selector 58. Also, when the it is judged that the key having been operated
by the user is the input select key and the I EEE 1394 interface 55 has
been sel ected, the system 32 controller 200 controls the second input
selector 64 to select a route for a signal from the | EEE 1394 interface
55. It should be noted that the data playing apparatus 50 is provided with
an LCD unit 73 for exanple in this enb®dinent (the LCD unit 73 is

connected to the systemcontroller 200), as a display device to informthe
user of conthbltdr 26 chrtsols ¢he seqardaingdt seldcidr Sditayselect aroutei fon atsignaldram be
given to any other wuse. The audio PCM signal output fromthe first input
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fromthe watermark 1 nformation selector 59 i's supplied to a
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any, enbedded in the audio PCM signal fromthe digital watermrk

i nf or macomnected detthe systerneantrollpr 200),1a%ea displpy dgvicectoetpBR the usspfi ght
managenent information to the systemcontroller 200. The systemcontroller
200 i nt ghi¢lekéy hiebeawpperatdd amddizptaeinformitiomhaving.to beagiveinto awpypthieght
managenent information iIs interpreted to nean "play inhibited", the system

control |, 200 controls the playing control circuit 62 to inhibit the
playing. That is, the systemcontroller 200 controls the playing control
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information is interpreted to nean that . . . ,
playing control circuit 62, and data output from the digital watermark information

selector 59 is supplied to a digital watermark information detection circuit 63. The
digital watermark information detection circuit 63 detects digital watermark
information, if any, embedded in the audio PCM signal from the digital watermark
information selector 59, and supplies the result of detection as copyright management
information to the system controller 200. The system controller 200 interprets the
copyright management information. When the copyright management information is
interpreted to mean “play inhibited”, the system controller 200 controls the playing
control circuit 62 to inhibit the playing. That is, the system controller 200 controls the
playing control circuit 62 to stop supply of the audio PCM data to the circuits
downstream of the playing control circuit 62.

Also, when the copyright management information is interpreted to mean that
the playing is possible, the system controller 200 allows data playing by controlling the

playing control circuit 62 to output the audio PCM signal to the circuits downstream



the playing is possible, the systemcontroller 200 allows data playing by
controlling the playing control circuit 62 to output the audio PCM signal
to the circuits downstream 33 of the circuit 62. The audio data fromthe
pl aying control circuit 62 is supplied to the second input selector 64. In
this enbodi ment, audio data entered via the | EEE 1394 interface 55 is not
subjected to detection of any digital ¥termark information but it is
controlled according to DRM (digital rights nanagenent) information

i nci denbfithd circuie62udihe audao dataTinom, theplaying controticirenit 62dasapplitdtoctheyi a
the IEEE 1394 interface 55 is supplied to the playing control circuit 67
and al sgeddhdi clRE@raLi on decryption circuit 68. The DRM i nformation
decryption circuit 68 decrypts DRMinformation, if any, incidental to data

entered via the | EEE 1394 i ntey.f . S ' . |t

ot or pret at i b s eodlertbidintils e DY HRRARES 1908 joieEBits g5Els not

I nhi bited according the result of DRMinformatigon interpretation, th

syst em sebiectad & C%wuqmp@iw flr&ltqéné@teﬁglagl? letofr{m%m byt thds ;9%%%%
control circuit 67 to stop supply of the audio PCMdata to the circuits
downst r aecording to ®RM @digitabrighithmanagemphtyinfigrmatiamirbrdentabte theagudiodi ng
to the result of DRM information interpretation, the systemcontroller 200

al 1 ows b, PIANESN9n KisCOmbolihEng datd'@nkérddivia theTBEE 1394Ciitérfhce 59_suppl y
the audio PCM signal to the circuits downstreamof the circuit 67. The
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circuit 68. The DRM information decryption circuit 68 decrypts DRM information,
if any, incidental to data entered via the IEEE 1394 interface 55, and supplies the
result of interpretation to the system controller 200.

When playing is to be inhibited -according the result of DRM information
interpretation, the system controller 200 inhibits the playing by controlling the playing
control circuit 67 to stop supply of the audio PCM data to the circuits downstream of
the circuit 67. When the playing is to be allowed according to the result of DRM
information interpretation, the system controller 200 allows the playing by controlling
the playing control circuit 67 to supply the audio PCM signal to the circuits
downstream of the circuit 67.

The audio data from the playing control circuit 67 is decrypted by a decryption
circuit 69, and then decompressed by a decompression circuit 70. Then the
decompressed audio data is converted by a D/A converter 71 to analog data, and then

supplied to the second input selector 64. As having been described above, the second



deconpressed audio data is converted by a DJA converter 71 to anal og data,
and t-hen supplied to the second input selector 64. As having been

descri bed above, the second 34 input selector 64 is selected with a

sel ection control signal supplied fromthe system controller 200 and which
corresponds to an input selection nade by the user operating the
key-control unit 72. Then the second i%but sel ector 64 supplies the

sel ected analog audio data to a speaker 66 via an audio anplifier 65, and
t he spedrqart sskotepdd iussdectad weithiaselectiontdoatroldignad supplied ftom tpesystéons
made for data playing in the data playing apparatus 50 constructed as

above WcbhtrBRef2OG andShi¢h EdtréHondS i6 8n idputReldotiow neduhs by ihe Uskfopdrating

shoul d be noted that this flow chart shows the operations nade mai nly under
the contrpl of th e rollep. wntl £ Stc4 em
cont rof 1 RexsBontrafut TACThER Y Fenfd yill selscidhiod bl BRUR s A8 1L
been operated by the user. Wen the resylt of_ju nt i.s that the play
key has a‘é@@rﬂ%ﬂé%§éﬂ?alifﬁé6s‘§ﬂ§taé‘rﬁ%ﬂtamli}féf‘rf ésa@néﬁ & spepker rsalzoc{;m? @ it
will judge, based on the operated input select key on the key-control unit

72, whi sbumwd fromh the hediexdata.nal i nput interfaces is selected for an input
route for data to be played. Then in step $S43, the systemcontroller 200

j udges whet hNextt,h%P@faﬁ%ﬂdThMeefbri aarat p{aﬁ‘iﬁig ihSthes@far sla¢ifeEappatus 50
e

interface 55 in this enbodi nent). When result of judgnent 1s that the
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data entsﬁ(r)gl% l\)/é %ottg] tlllal%Et is1 %ffv Ic gr?rs ows 1 %’ olgebr%%ioilss ‘ma e:[ g]%tinly under the
control of the system controller 200.

First in step S41, the system controller 200 judges whether the play key on the
key-control unit 72 has been operated by the user. When the result of judgment is that
the play key has been pressed, the system controller 200 goes to step S42 where it will
judge, based on the operated input select key on the key-control unit 72, which one of
the external input interfaces is selected for an input route for data to be played. Then
in step S43, the system controller 200 judges whether the discriminated input route is
secure (IEEE 1394 interface 55 in this embodiment).

When the result of judgment is that the IEEE 1394 interface 55 has been
selected, the system controller 200 goes to step S44 where it will control the second
input' selector 64 to select data entered via the IEEE 1394 interface 55, that is, output

from the D/A converter 71. Then in step S45, the system controller 200 interprets the

result of interpretation of the DRM information from the DRM information decryption



fromthe D/A converter 71. Then in step $45, the systemcontroller 200
Interprets the result of interpretation of the DRMinformation fromthe
DRM i nformation decryption 35 <circuit 68, and in step S46, the system
control l er 200 judges whether the playing is possible. Wen it is judged
in step S46 that the playing is possible, the system controller 200
controls the playing control circuit 6¥ to the aforenentioned pl ayi ng-

al l owed state such that data is supplied fromthe recording signal selector
34 to tbicuinr68,andeindstd S4thtlse systemdedrmtra bare2(étjudgas wiseth&Ethel@aging is
interface 55 is decrypted by the decryption circuit 69, deconpressed by

the d . ' Lok : |
e ecgg%ﬁ]ﬁﬁél Wht&?]gf'isﬁpi%c@d igg@té‘f)" 526 Ryt KWEI%%?g%&EMé, the twstamal og

data, s led to r via the secon sel ect'or 64 and
audi o ampl jfier ,_and. t hus .reproduced as nd in step S47..5.n¢e. no
i gl ¢ar chatreliFEAA0 EaREPIR R e FBRARTE St &Rt e HotimEyered ol ity
based on_the result of digital watermark information detection is done at
this ti AHoweHestatgesuch thahdataris supphed &isun dhe secasdinghsigpphgelretpr ddttol thene
sound reproduction is very good. On the other hand, if it is judged in

step SAritedical!3y.pl aying is inpossible as the result of DRM i nformation
I nterpretation neans, the systemcontroller 200 goes to step S48 where it

wi |l control iphe m@ugﬁg&ggfngka fid Pﬂvzmm'spl £304 PR 45 §9acthvpYéd Byahe

above, and goes to step ere it | cause the LCD unit "73 to” pronpt
e ke, Y38 SaP Y oG BB o ik
D/A converter 71 to analog data, supplied to the speaker 66 via the second input
selector 64 and audio amplifier 65, and thus reproduced as a sound in step S47. Since
no digital watermark information detection is made and no playing control based on
the result of digital watermark information detection is done at this time, the

performance from the operation of the play key until the sound reproduction is very

good.

On the other hand, if it is judged in step S46 that the playing is impossible. as
the result of DRM information interpretation means, the system controller 200 goes
to step S48 where it will control the playing control circuit 67 to inhibit the playing as
above, and goes to step S49 where it will cause the LCD unit 73 to prompt the user,
by display, that the playing is impossible.

Also, when it is judged in step S43 that any external input interface other than
the IEEE 1394 interface 55 has been selected, the system controller 200 goes to step

S50 where it will control the first input selector 58 and digital watermark information



the I EEE 1394 interface 55 has been sel ected, the systemcontroller 200
goes 'to step S50 where it will control the first input selector 58 and
digital watermark information 36 selector 59 to select an input route
hHavi ng been designated by the user operating the key-control unit 72, and
then goes to step S51 where it will control the second input selector 64
to select a signal fromthe first irunﬁ6selector 58, or output fromthe
playing control circuit 62. Then in step S52, the systemcontroller 200

noni t or gelebRr &9 toeledt ranninpberelitgifaging\beéer dm]gnamﬂdryml user optmtingathe
circuit 63 to judge whether digital watermark information is enbedded in
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control causes ormation detection rcuit
63 to detect wat er K _inf |nth aud| ata for.
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information can thus be detected or not within the gredete_rm ned | ength of
time. Weentrdl gircuit 62nableemin kteprn$2,rthe isysteonronaoBen @0 myeniters dhe OHR

data, the systemcontroller 200 goes to step S53 where it will interpret

t he di giffoh th@HasitA Watetharkinfoanatiow deteetiogatreuit 63 6 ppddsSwhether eligitalwi | |
judge whet her the detected digital watermark information is valid or not.

This | t
nas: beo darasinpthERREHis iR i bitflo PORL aG'1bHe PIYQI e plirRiser | o
j udged Al S54 that t det t al f

LalTa, ohhisjSimmeat b syien c‘%aﬁnﬁﬁeégﬂﬂg' ; Yi%s@gﬁm*q?fn%xﬁ%fo?ﬁ?gp%r et
the digital watermark information, nanme yri ght managenent

i nf or madeteetioarsirquitdefto deta@tcdjguahgatemrémf@nnauomn thetasdip BCAM data for

whet her the playing of the data is possible.
a predetermined length of time in order to see whether digital watermark information

can thus be detected or not within the predetermined length of time. When digital
watermark information can have been detected in the data, the system controller 200
goes to step S53 where it will interpret the digital watermark information and then goes
to step S54 where it will judge whether the detected digital watermark information is
valid or not. This judgment is intended to see whether the digital watermark
information has been falsified to have contents which cannot normally be.

When it is judged in step S54 that the detected digital watermark information
is valid, the system controller 200 goes to step S55 where it will interpret the digital
watermark information, namely, copyright management information, and judges,
according to the result of interpretation, whether the playing of the data is possible.

When the result of judgment in step S54 is that the detected digital watermark

information is not valid or when it is judged in step S55 that the playing is impossible,



When the result of judgnent in step S54 is that the detected digital
wat ermark information is not valid or when it is judged in step S55 that
the playing is inpossible, 37 the systemcontroller 200 goes to step S48

where it will inhibit the data playing. Wen it is judged in step S55 that
the playing is possible, the systemcontroller 200 goes to step S56 where
it wll control the playing control ci¥tuit 62 to the aforenentioned

pl ayi ng-al l owed state to Sl ay the data. Note that in this enbodi ment, when
it is | thigsystém contrpllss200 gaes tostep SdBmeiere itaw Bl imhitit thefdatarplaying.cWiest be
detected, the systemcontroller 200 goes to step S56 and subsequent steps

to play ittibﬁudg’é@i-n step S553hanthesleginds paossibleé)ehe spstefif Sotrolta B goestal
content having no digital watermark i nformati on enbedded therein or a
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playing is . also unclear as to hqgw it has been routed, it nmay be inhibited
from bePlying-allewed statedoplayithedaldar at us] In the above enbodi ments,

whet her digital watermark information has to be detected or not is decided
dependi ng updotetihathizr thisensbadinrealt, iwhent it iis jeddescin step SE2 that the digital
However, whether digital watermark information should be detected or not

may be Jagédestkdarantitith canpot bOdeRRied thegmtethrohplolier 200FoEs toltep SSECUTr €

or not. This enbodi ment of the data playing apparatus according to the
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conventional content having no digital watermark information embedded therein or a
content unknown as to how it has been protected against playing. However, since such
a content not known as to how it has been protected against playing is also unclear as
to how it has been routed, it may be inhibited from being played.

[Data playing apparatus]

In the above embodiments, whether digital watermark information has to be
detected or not is decided depending upon whether the external input interface is
secure or not. However, whether digital watermark information should be detected or
not may be decided depending upon whether a recording/playing medium is secure or
not. This embodiment of the data playing apparatus according to the present invention
is directed to the latter case.

The Applicant of the present invention has proposed an optical disc (will be
referred to as “CDx” hereunder) capable of both data recording with the same density

(will be referred to simply as “single density” hereunder) as that of the conventional



referred to as "CDx" hereunder) capable of both data recording with the
sane ‘density (will be referred to sinply as "single density" hereunder) as
that of the conventional 38 CD (conpact disc) and that with a density
double (will be referred to as "double density" hereunder) that of the
conventional CD. This data playing apparatus is directed to the
conventional CD, CD-R (conpact disc - 3%cordable) and CD-RW (conpact disc
- rewitable) as well as to an optical disc CDx capable of the high

densi t y (l2¢oomipagt (liscylandi thgt veitho adddrisityCQibonubte afwdllr ewré fe ateidetoCx ~“@jiblel n
this enbodi ment, the optical disc CDx includes three types: single-density
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type in whic data is recorded in pits). Each of thes pes of
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r eadabl e by a CD player is_continuously recorded_ in _the single-densjt
recor di (Rp1Epeet dise -+ avidtahla)casqwiel]; awt%ansqmwabdﬁwo@&ac etaf Wheskigha) so,
conpressed and encrypted audio data is recorded in the formof afilein

t he douldessitiersiorginge@ncldding sceadatile (Cox-Riand rewditatsle tGD=RW )or
si ngl e-/doubl e-density disc. Each of these types of discs has

si ngl e- densi §y (195 MG ﬁqaﬂ nﬁlletq'Ptidal Gﬁ@cm fﬁ%lddesaﬁréef%ygeg as@gletabﬁs

recording form recorde in the tabl e of contents nfornati on a
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of a dahgtal 12 r%ggrc{eldl 1?1 }El?sr)mElagh of these three types of discs has ID data recorded in
TOC information in the lead-in area thereof.

In this embodiment, audio data compatible with the conventional CD and
readable by a CD player is continuously recorded in the single-density recording area
of the single-density or single-/double-density disc. Also, compressed and encrypted
audio data is recorded in the form of a file in the double-density recording area of the
double-density disc or single-/double-density disc.

Each of these types of discs has single-density or double-density ID data as well
as ID data as to the recording form recorded in the TOC (table of contents)
information and file header. The single-/double-density disc has also encrypt key
information recorded therein.

FIG. 8 shows an example of the configuration of a data in the file form in the

optical disc used in the present invention. In this example, a file header added to a

content data includes, as shown in FIG. 8, a content ID unique to each content for



optical disc used in the present invention. In this exanple, a file header
added to a content data includes, as shown in FIG 8, a content |D unique
to each content for 39 identification of the content, information

i ndicati ve of whether the content has been encrypted (encryption

i nformation), information indicating how the content has been encrypted
(encryption technique information) (ind%ase data has been encrypted),

i nformation indicative of whether digital watermark infornmation has been
enbeddedderitifid¢dridpncehtherdonfdifd] infbemativnh andicatiné of mdidther thercantienttliasibeani on
of digital watermarking technique with which the digital watermark

I nf or m%heﬁlptéé (&i@fmﬁ@ﬁ it ah%ﬂ?qgﬁﬁﬁﬁtiﬂ)ntlhﬁldﬁﬂﬂ‘g%ﬁw {H¥¢dtenINe been

i nformat1 on i ndircat cont ent “such as vi deo, audi o,
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in the TOC i nformation. FIG 9 also shows an exanple of the configuration
of a datizformatios indicative ofwhethemndigital wetsrmark infosmation hasdesnesbrdded
invention. In this exanple, a file header added to a content data

i ncl udesp #ife séwient NWMs ifformaton), deforinatioat ifon idehoifivationn cfucligital a
content | D unique to each cont ent for identification of the content,

i nfor mi"v&agﬁr | %x?ﬁhgraﬁetchﬁﬁ%u%fwm & thie g EAWASEMARIn AR RIL 1A Zeﬁlasbeen

(encrypti rrratlon i ndi cative of how the data has been
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information), information for identification of i gital watermarKking
t echni q@@nfﬂm rsughi 8% Wd@,m@lﬂaleﬂmfegmkm%mqfﬁﬁm ﬁYP%)ny As having

previously been described, similar information to those included in the file header may
be included in the TOC information.

FIG. 9 also shows an example of the configuration of a data in the file form in
the optical disc used in the present invention. In this example, a file header added to
a content data includes, as shown in FIG. 9, signal configuration information such as
a content ID unique to each content for identification of the content, information
indicative of whether the content has been encrypted (encryption information),
information indicative of how the data has been encrypted (encryption technique
information), information indicative of whether digital watermark information has
been embedded in the content (WM information), information for identification of
digital watermarking technique with which the digital watermark information, if any,
has been embedded in the content (WMID), information indicative of the type of the

content such as video, audio, text or game program (content type), and information



has been enbedded in the content (WMD), information indicative of the type
of the content such as video, audio, text or ganme program (content type),
and information 40 indicative of whether the content has been conpressed
(conpression information). As having previously been described, simlar
information to those included in the file header may be included in the
TOC information. FIG 10 shows, by waybf exanple, the construction of a
singl e- or double- density disc 210 according to the present invention. As
wi | | beimteative efiwheter the,conbent hds beerpddmprsssed (Gompressionghformation) y As
recording area 214 consisting of a data area 213 where error

correct Hsg?gof%di&&w bEER 'de5 E1Sh et Kitnallaf Gnfi#iiafi oY tivisa incladeddnitthediles! y

recorde i'n the conventional CD, the data being readable by a

convent {onal popul ar |, [ I.ng area 214 al so includes a

| ead- i nhﬁ?‘gei Iﬁﬁfi)%edﬂﬁl%aggdﬁgﬁ? ngginfﬁﬁl%lﬁghé di sc 210 al so has an outer
doubl e-density recording_ area 218 where data can pe recorded wt hi gher
density thanFXGathi shovre bynway @i eramaples dhe coystratinnphg Sé‘?é&' o1 Aloublgrel y |
with a density double that in the recording area 214 in this enbodi nent.

The out densippdise2d Oragcosding cothdi presentdaveitdon.nAk wdHbesednfrom &6alQlthewher e
there are doubl e-density recorded audi o PCM dat a havi ng been conpressed,
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correction-co recordi ng- nodul ated.” The area 218 al so i ncludes a
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made by cggtrimlxglgsl; hr%i:(e)ridr::d as in the conventional CD, the data being readable by a
conventional popular CD player. The recording area 214 also includes a lead-in area
211 and lead-out area 212. The disc 210 also has an outer double-density recording
area 218 where data can be recorded with a higher density than that in the inner single-
density recording area 214, namely, with a density double that in the recording area
214 in this embodiment. The outer double-density recording area 218 includes a data
area 217 where there are double-density recorded audio PCM data having been
compressed, encrypted and configured in sectors by a CD-ROM encoder, and further
error correction-coded and recording-modulated. The area 218 also includes a lead-in
area 215 where TOC information as to the disc 210 is recorded, and a lead-out area
216.
The optical disc 210 according to this embodiment is made by formihg therein

pit trains corresponding to data to be recorded by means of a similar system to the

authoring system directed to manufacture of a master disc for a CD. However, the



pit trains corresponding to data to be recorded by neans of a simlar
systemto the authoring systemdirected to manufacture of a nmaster disc
for a CD. However, the 41 optical disc 210 has the doubl e-density
recording area 218, which is different froman optical disc nmade using the
conventional authoring system The information as to the encrypt key for
use to decrypt encrypted data recordedtlin the doubl e-density recording
area 218 is recorded by wobbling the pits in the lead-in area 211 or 215
for exagptieal dif¢ SH) had thelddublé-densitg récopdimgdrea 24 8t whiclesdifferemt éroin ghayi ng
of the encrypt key information by wobbling the pits. FIG 11A shows a
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subj ect lon to produce cha data as shown in FIG 11B.

In the case a,.co n .conmpact disc trai £ pit . |

i dth i ERTPTkeY TEReD drcpt ehedypietalia Brdedbn s bR deRuPresolding, g
linearly turned on and off correspondingly to the channel data shown in
FIG 11BreaR18 isirecorded by webblingithepits négm lepdqin asea 214 032 S5ar ekample.
referred to as "track center"” hereunder) consisting of a plurality of pits

and |anl*$_GB€11\I\AQIIIB‘,lelpj dred 1 $Dadxpdaias e goeddingtandtplaying afttheicaerypekegr Pc
of each bit P as indicated with a dashed line in FIG 11C. On the other

hand, wi j th its P f d i iti ff
SbbRARThéYRs. the pits are fornmed in positions o
t he trg’(i:r}(f&é%)% 8Wn Qﬁglrurle?fﬁlson per pendi cular to the track direction,

that is, in i,dt.hw se di.r.ection.of, t.he track h N Ne . In
t he exanpl e i‘ﬂ@w]'\fnip‘ns \@asqmil ,atmﬁwgi'ﬂ%‘“ d‘o‘?qrﬁ}ﬂg’%l\ga@%i iﬂefﬁ&‘l{éégpi ts
P are formed in positions deflected to the |eft of thetrack,cepéer Tc in

the di r sringis spbresterditiodRZ1 medulption jeproduice hanus! dajgagshown in FIG. 11B.

In the case of a common compact disc, a train of pits each of 0.5 pm in width
is formed, as shown in FIG. 11C, with emission of a laser beam movinglinearly turned
on and off correspondingly to the channel data shown in FIG. 11B. At this time, the
widthwise center Tc of a track (will be referred to as “track center” hereunder)
consisting of a plurality of pits and lands between the pits is always aligned with the
widthwise center Pc of each bit P as indicated with a dashed line in FIG. 11C.

On the other hand, with the wobble technique, the pits P are formed in positions
off the track center Tc in a direction perpendicular to the track direction, that is, in the
widthwise direction of the track as shown in FIG. 11D. In the example shown in FIG.
11D, when the additional data is “1”, the pits P are formed in positions deflected to the
left of the track center Tc in the direction perpendicular to the track direction. When
the additional data is “0”, the pits P are formed in positions deflected to the right of

the track center Tc in the direction perpendicular to the track direction.



the additional data is "0", the pits P are forned in positions deflected to
the right of the track center Tc in the direction perpendicular to the
track direction. 42 At this time, the anount or distance over which the
positions of the pits P are deflected should be within the allowable range
defined in the CD standards as a deflection of pit formng position during
recordi ng of audi o data, such that thedZistance between the widthw se
center Pc of the pit (indicated with the dashed line in FIG 11D) and
track center Afthiseiie, the fmourtangistanctloyer meikh dhelpositions oéthepits Fratef t he
position of the pit P I's detected as a tracking error which is an output
of the ghptadatdtdnd Bé““ﬁlﬂﬁnstﬁe%]dv@é“ble%ﬁ ®Weffinedlyst &i® CBP stdndabddas iazi ng

the tracking error, the additional data can be reproduced. However, when
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the copyright of the data can appropriately be protected. Since the
opti cal afd smckRent@ske iss@inabforeexaasplehe recorded data encrypted, it can
be said to be a secure nmedium Especially, the single-/double-density disc

has an encrye #gok-WAaHwite demeﬁbﬁ dm maﬁ dfhm it P isSdetecttidsad wpe of
b

optical disc is nore secure than t On the ot her hand,

can b LAtH °”9ﬂ'frﬂ§[v>xm%3§e%%ﬁﬁ%@ﬂf%@%ﬁﬁ%@%&bfq‘*&iﬁ%f%p AR R PG

dat a Ialn arat ys acgcordin
P sgl/s er% g by lflnariazclng the tr%clt(mg error, the additional data can be reproduced.

However, when data is recorded to a recordable CD such as CD-R, CDx-R, CD-RW
or CDx-RW, pits can only be formed as shown in FIG. 11C, that is, they cannot be
wobbled. Namely, even when data is illegally copied, information as to the encrypt
key for decryption of encrypted data cannot be reproduced so that the copyright of the
data can appropriately be protected.

Since the optical disc CDx described above has the recorded data encrypted, it
can be said to be a secure medium. Especially, the single-/double-density disc has an
encrypt key recorded therein by wobbling the pits. So, this type of optical disc is more
secure than the CDx-R and CDx-RW. On the other hand, the conventional CD, CD-R,
CD-RW, so-called mini disc (MD) and the like can be said to insecure media.

Taking the above in consideration in the data playing apparatus according to the
present invention, whether digital watermark information has to be detected or not is

decided depending up whether the medium to be played back is a secure one or an



present invention, whether digital watermark information has to be detected
or not is decided depending up whether the nediumto be played back is a
secure one or an 43 insecure one. In this enbodi nent, when data to be
played is an encrypted and conpressed one recorded in an optical disc CDx,
It is regarded as secure and is not subjected to detection of digital
watermark information. In case the dat43to be played is a one recorded as
any other PCMdata in the disc, it is judged to be an insecure one and
subj ect émkerarelenect Imnhisf eldbgdhnéntwamhmrmlata tovfber playednis df @ncrypted amdbl ock
di agram of anot her enbodi nent of the data playing apparatus according to

the preggpipressé@ndnelfecoldil Hﬁﬁﬁoﬁhéﬁﬂ' d‘i@c@l]?ilrﬁw?e yArd88A8sBLue dﬂlﬂiscl%ted
with a reference 80. As shown data playi ng apparatus 80 includes a
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CDx and,has encrypted and conpressed data recorded therein, jt is played
wi t hout ibePRg Tecifled asany @ﬂé\"ér&M data igtheidiscs Hiis jwedgedriarhe aninsecrteions.
However, the playing is controlled with the DRM information in this case
as wel | andxlsabjectdftbtb détectiondé digitdov Rtrmarkainformatibphonal CD or CD-R,
detection of digital watermark information, if any, added to the data from
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of detection to reproduce the data. On the other hand l"ayi ng
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with a reference 80. As shown, this data playing apparatus 80 includes a playing
system 80CD for a CD-type disc 81 and a playing system 80MD for an MD-type disc
101.

In the playing system 80CD, when the loaded disc 81 is CDx and has encrypted
and compressed data recorded therein, it is played without being subjected to detection
of digital watermark information. However, the playing is controlled with the DRM
information in this case as well. Also, when the loaded disc 81 is a conventional CD
or CD-R, detection of digital watermark information, if any, added to the data from the
disc 81 is effected and playing is controlled according to the result of detection to
reproduce the data.

On the other hand, in the playing system 80MD, in case data to be reproduced
has digital watermark information added thereto, detection of the digital watermark
information is effected and playing is controlled according to the result of detection

to reproduce the data.



information is effected and playing is controlled according to the result

of detection to reproduce the data. 44 The playing system 80CD i ncl udes a
reader 82 for the CD-type disc 81 as shown. Data read by an optical pickup
(not shown) of the reader 82 is supplied to a denodulation circuit 84 via
an RF circuit 83. The data having been nodul ated for recording is this
denodul at ed. The recordi ng-nodul ated dita is supplied to an ECC decoder 85
where it is error-corrected. Data output fromthe ECC decoder 85 is

suppl i ed to Theeplaginy syihem BOOD invbudeSCr ireddernd fonthe CD-type disa 8t tasd
data in the ECC decoder 85 and information in the file header are supplied
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systemcontroller 300 to _be an __insecure one, the selector 86 suppli Its
out put teacading is thisalamedwlatad: ol he recondingsmodutated, da@ is suppHedte an ECC

wat ermark information detection circuit 88. The digital watermark

i nf or matdecrdedeB T others itiis etror-ddfrededidec Datalioyitput from ¢herdCGCidecodernBbais and
supplies the result of detection to the systemcontroller 300. The system
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playing cont Eéﬁlso,ctilé %b iggor%%a P()rndci)P c%rct)rqcf)rqgctreﬁs&éﬁ ino{he Eé&%&%er 85 and
information in the file header are supplied to a system controller 300. This system
controller 300 judges, based on the TOC information and file header information,
whether the loaded disc 81 is secure or insecure, and supplies a signal for controlling
the selector 86 to the selector 86.

When the loaded disc 81 is judged by the system controller 300 to be an
insecure one, the selector 86 supplies its output data to a playing control circuit 87 and
also to a digital watermark information detection circuit 88. The digital watermark
information detection circuit 88 detects digital watermark information and supplies the
result of detection to the system controller 300. The system controller 300 interprets
the digital watermark information to judge whether the playing should be allowed or
inhibited, and controls the playing control circuit 87 according to the result of
judgment.

That is, when the playing is allowed, the playing control circuit 87 outputs data

which will be led to a digital output terminal 90b and also to a D/A converter 89 where



That is, when the playing is allowed, the playing control circuit 87
outputs data which will be led to a digital output termnal 90b and al so
to a DA converter 89 where 45 it will be converted to analog data and |ed
to an anal og output termnal 90a. When the playing is inhibited, the
control signal fromthe systemcontroller 300 inhibits the playing contro
circuit 87 fromoutputting the data. M50, when the systemcontroller 300
judges the | oaded disc 81 to be secure, the selector 86 supplies output

data tojtawill Byowertioonalig dath and Zedtamasal o outpuIRbmimal BOaEWHen the
decryption circuit 91 where information wll be detected in the input
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specifically, when the playing is allowed, the ‘Xﬁdn control circuit 92
out put s dat a Aleo,chhen the systedecontpeliar 360 Jadges:mdoa &Sﬁ 8iite bosecuta, theen
deconpressed by a deconpression circuit 94. Data output fromthe
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to a DA converter 95 where it wl converted to analog data and led to
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80NM i ncl udes a reader 102 for the MD-type disc 101. Data, read
300. The system controller 300 interprets tﬁe DRM information to judge whether the
playing should be allowed or inhibited, and controls the playing control circuit 92
according to the result of judgment.

More specifically, when the playing is allowed, the playing control circuit 92
outputs data which will be decrypted by a decryption circuit 93 and then decompressed
by a decompression circuit 94. Data output from the decompression circuit 94 is led
to a digital output terminal 96b and also to a D/A converter 95 where it will be
converted to analog data and led to an analog output terminal 96a. Also, when the
playing is inhibited, the control signal supplied from the system controller 300 inhibits
the playing control circuit 92 from outputting the data.

Next, the playing system 80MD will be explained. As shown in FIG. 12, the
playing system 80MD includes a reader 102 for the MD-type disc 101. Data read by

an optical pickup (not shown) of the reader 102 is supplied to a demodulation circuit

104 via an RF circuit 103 and the data having been modulated for recording is



an optical pickup (not shown) of the reader 102 is supplied to a

denodul ation circuit 104 via an RF circuit 103 and the data havi ng been
nmodul ated for recording is 46 denodulated in the denodul ation circuit 104.
And the denodul ated data fromthe denodulation circuit 104 is supplied to
an ECC decoder 105 where it will be error- corrected. Data output fromthe
ECC decoder 105 is supplied to a shock%}oof control circuit 106 including
a buffer menory (not shown). TOC information of the data having been

er r or - cdemedutaiedyin the dEfO datoatecirto’ 104. sApd thedlempoduleteglydatarfrom the
controller 300. The shockproof control circuit 106 controls wite and read

to and HeR@dulfion SizeuiPA0ALSduppliédio ARFTQ dévadér 105 wiit riolvillfbd &gopyst em
controller 300 so that the data stored in the buffer nenory will not be

smal | er than predet erm ned val ue. Thus, reproduced signals will be kept
cont i nu§PECHeHh each ot her even when the optical pickup junps froma track

to another track due to a vibration appljed,to the . data_playing. apparatus.
Dat a from t h®ateukputolsem: the EGIC éP?Q‘Eﬂrtiﬁﬁ F%Plglﬂj‘?fbm’ écﬁh‘)&ﬁﬁ%’% cdirol
deconpression circuit 107 where audi o data conpressed with the ATRAC
(adapt i e¢frchita06 imoludiagaubtiffer moanon) (natcthovenle WOC infortstiompok theedataack
to audio PCM data. The audio PCM data fromthe deconpression circuit 107 is
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i nformation~detection circuit °109. The digital watermark information

det ecti %8nt%flgru§(50.log w |l detect digital

The shockproof control circuit 106 controls write and read to and from the
incorporated buffer memory under the control of the system controlier 300 so that the
data stored in the buffer memory will not be smaller than a predetermined value.
Thus, reproduced signals will be kept continuous with each other even when the
optical pickup jumps from a track to another track due to a vibration applied to the
data playing apparatus.

Data from the shockproof control circuit 106 is supplied to the decompression
circuit 107 where audio data compressed with the ATRAC (adaptive transform
acoustic coding) technique will be decompressed back to audio PCM data.

The audio PCM data from the decompression circuit 107 is supplied to a
playing control circuit 108 and alsoto a digital watermark information detection circuit
109. The digital watermark information detection circuit 109 will detect digital
watermark information and supplies the result of detection to the system controller

300. The system controller 300 interprets the digital watermark information to judge



wat ermark i nformation and supplies the result of detection to the system
controller 300. The systemcontroller 300 interprets the digital watermark
i nformation to judge 47 whether the playing should be all owed or

i'nhi bited, and controls the playing control circuit 108 according to the
result of judgnent. That is, when the pI aying is allowed, the playing
control circuit 108 outputs data which/will be led to a digital output
termnal 111b and also to a DJA converter 110 where it will be converted

t o anal etcheth¢rtheraying shouddh banrlosgdortiphibitest, andaiontrblathe playing bentpolayi ng
Is inhibited, the control signal fromthe systemcontroller 300 inhibits

the pl a)éh@gg S Qor&inettel the 011§ bpjﬁ(%.llﬁé}ﬁt the data. Note that the system

controll as conffected thereto key-control unit 112 for operation
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data playing in the data pl aquﬂg apparatus 80 constructed . as havi ngisl%een
descri bachighovidl be lad teea degitaliaydputderminali kkldnand alsotee Dv Aogpnstester

in FIG 13. It should be noted that these flow chart show the operations

made maiwhete inedll belvonverted b anhldghdata watlded connranaleg oBfpht téimsial lhlat ep
S61, the systemcontroller 300 judges whether the play key on the

key- contypkn e plszga & PREBitaDahat &htRl dibRallftin 1MYeYstehie chhfsller 300

judgnment I's pl ay key has been pre@ssed, he system control | er 300

905 2 iShBRs T pHLANE bt e K ERSTINSHBY bloifaccs oizc I fhe dse,
disc 101, 1 heNgt%?}tlaetThg (s);;télgllclo%{ro?l%(r)388 %]LSV génelfec%er:iethereto ari(ey controlunit 112
for operation by the user to designate data playing or the like and an LCD unit 113
which displays necessary information thereon.

Next, operations made for data playing in the data playing apparatus 80
constructed as having been described above will be described with reference to the
flow chart shown in FIG. 13. It should be noted that these flow chart show the
operations made mainly under the control of the system controller 300.

First in step S61, the system controller 300 judges whether the play key on the
key-control unit 72 has been §perated by the user. When the result of judgment is that
the play key has been pressed, the system controller 300 goes to step S62 where it will
judge whether the loaded disc is the disc 81 or disc 101. When the result of judgment
is that the loaded disc is the disc 101, the system controller 300 activates the playing

system 80MD and goes to step S63 where the data will be error-corrected by the ECC

decoder 105. In step S64, the system controller 300 controls the decompression circuit



system 801~M and goes to step S63 where the data will be error-corrected by
the ECC decoder 105. In step S64, the systemcontroller 300 controls the
deconpression circuit 48 107 to deconpress the encrypted data, and in step
S67, the system control l er 300 judges whether digital watermark
|nformat|on i s embedded in the data. Mre specifically, the system
controller 300 nmonitors output fromth8digital watermark information
detection circuit 109 to judge, in step S67, whether audio PCM data to be
pl ayed H83 tdi dscombprens ¢herenkryiphéd date, iamd hnktepm,tthersg"stem rontroller 300r pose
of this judgnent, the systemcontroller 300 causes the digital watermark
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for a pre termned length of tine. The system controller 300
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109 can have detected digital waternmark information or not. Wen di taI
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interprets the digital watermark information in step S68, and judges, | n
st ep S6datavietbeeplaybd It dititadl wiatgrhark iefoematiok ¢mbedded itlereirs \Edri the Thi s
judgnent is i ntended to see whether the digital watermark i nformation has

been fak)%kéés%dof ﬂngﬁ m%ﬂf‘tm@tséfswﬁl%rﬁﬁ‘ﬂfé‘?BWEiﬁ’deh%h@%g}fﬁﬂeﬁ/a&érmﬁk
j udged tep S69 the detécted digital watermark information is
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be pl aygdprcdetermmed length of time. The system controller 300 judges whether digital
watermark information is embedded in the audio PCM data, based on whether the
digital watermark information detection circuit 109 can have detected digital
watermark information or not.

When digital watermark information can have been detected, the system
controller 300 interprets the digital watermark information in step S68, and judges, in
step S69, whether the detected digital watermark information is valid. This judgment
is intended to see whether the digital watermark information has been falsified to have
contents which cannot normally be.

When it is judged in step S69 that the detected digital watermark information
is valid, the system controller 300 goes to step S70 where it will interpret the digital
watermark information to judge whether the audio PCM data can be played.

When the result of judgment in step S69 is that the detected digital watermark

information is not valid or when it is judged in step S70 that the copying is impossible,



When the result of judgnent in step S69 is that the detected digital

wat ermark information is not valid or when it is judged in step S70 that

t he copying is inpossible, 49 the systemcontroller 300 goes to step S72
where it will control the playing control «circuit 108 to a

pl aying-inhibited state to inhibit the data playing. If the result of
judgment in step S70 is that the playi#® is possible, the systemcontroller
300 goes to step S71 where it will control the playing control circuit 108
to a pl g sgstai cowigoli¢ra3@0 goes teptepdii2: witiese diawill cbintrel theaplaying bostrol
enbodi ment, when it is judged in step S67 that the digital watermark
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where i ngenent data playing. T s 1 ntended
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pr ot ect ed §a| nst playing Hovvever since_such a content not known as to
how it Ktep HEEWhereit @all@gnaghthﬁglaymwm@l ccait 498 4p aipdayingaliayvedsiatet has
been routed, it may be inhibited frombeing played. Wen it is judged by

t he syst@m;ﬁ@dhé@tﬂeﬁdaﬁoo in step S62 that the disc loaded is the disc 81,
the playing system 80CD is activated and the ECC decoder 105 corrects

error in thenNi3kanhir B e §ﬁ%dlh& 1 ®RerGPis ﬂ}@geunh% Segnnat the degipmader
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rater marv\i;here it will make an arrangement for data playing. This is intended because there
exists a conventional content having no digital watermark information embedded
therein or a content unknown as to how it has been protected against playing.
However, since such a content not known as to how it has been protected against
playing is also unclear as to how it has been routed, it may be inhibited from being
played.

When it is judged by the system controller 300 in step S62 that the disc loaded
is the disc 81, the playing system 80CD is activated and the ECC decoder 105 corrects
error in the data in step S65. In step S66, TOC information or file header is read in
and interpreted to judge whether the loaded disc 81 is a secure one.

When it is judged that the disc 81 is a CD, CD-R or CD-RW and it is an
insecure one, the system controller 300 monitors output from the digital watermark

information detection circuit 88 to judge, in step S67, whether audio PCM data to be

played has digital watermark information embedded therein. For the purpose of this




I nformati on detection circuit 88 to judge, in step S67, whether audio PCM
data‘to be played has digital watermark informati on enbedded therein. For
t he purpose of this 50 judgnment, the systemcontroller 300 causes the
digital watermark information detection circuit 109 to detect digital
watermark information for a predetermned Ilength of tine. The system
controll er 300 judges whether digital ¥atermark information is enmbedded in
the audi o PCM data, based on whether the digital watermark infornmation

det ect i furdgmentyi the 18gsteman chatrell e 386 eaustisgfhealdigitale wadenmarkninfommation or
not wthin the predetermned |length of tinme. When digital watermark
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the digital watermark information in step S68, and judges, in step S69,
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system control |l er 300 goes to step S70 where it will interpret the digital
wat er mamkatémiarknimformation jdetiptionheirbt 109ecan diave FiEte ctad alighal batqrimarkd.
When the result of judgnent in step S69 is that the detected digital
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the copying is inpossible, the systemconttroller 300 goes to step S72
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digital watermark information is valid. This judgment is intended to see whether the
digital watermark information has been falsified to have contents which cannot
normally be.

When it is judged in step S69 that the detected digital watermark information
is valid, the system controller 300 goes to step S70 where it will interpret the digital
watermark information to judge whether the audio PCM data can be played.

When the result of judgment in step S69 is that the detected digital watermark
information is not valid or when it is judged in step S70 that the copying is impossible,
the system controller 300 goes to step S72 where it will control the playing control
circuit 87 to a playing-inhibited state to inhibit the data playing, and to step S73 where
it will cause the LCD unit 113 to prompt the user, by display, that the playing is
impossible. If the result of judgment in step S70 is that the playing is possible, the

system controller 300 goes to step S71 where it will control the playing control circuit



i npossible. If the result of judgnent in step S70 is that the playing is
possi‘ble, the systemcontroller 300 goes to step S71 where it wll control
the playing control circuit 51 87 to a playing-allowed state to reproduce
the data. Note that in this enbodinent, when it is judged in step S67 that
the digital watermark information canpot be detected, the system
controller 300 goes to step S71 where’lt will make an arrangenent for data
playing. This is intended because there exists a conventional content

havi ng &7 téi gplayingvallewedrstatero seproduce thedatdded therein or a content
unknown as to how it has been protected against playing. However, since
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is also unclear as to how it has been routed, it may be inhibited from
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played.

When it is judged in step S66 that the loaded disc 81 is secure, detection of
digital watermark information is not effected. That is, the system controller 300
interprets, in step S74, the result of decryption of the DRM information from the DRM
information decryption circuit 91 to judge, in step S75, whether the playing is possible.
When the result of judgment is that the playing is possible, the system controller 300
controls the playing control circuit 92 to the aforementioned playing-allowed state.

Thus, the data from the playing control circuit 92 is decrypted by the decryption
circuit 93, decompressed by the decompression circuit 94, outputted via the digital
output terminal 96b, converted by the D/A converter 95 to analog data and outputted
via the analog output terminal 96a. Since no digital watermark information detection
is made and no playing control based on the result of detection is done at this time, the

performance from the operation of the play key until the sound reproduction is very



I s made and no playing control based on the result of detection is done at
thistime, the performance fromthe operation of the play key until the
sound reproduction is very 52 good. On the other hand, when it is judged in
step S74 based on the result of DRM information decryption that the
playing is inpossible, the systemcontroller 300 goes to step S72 where it
will control the playing control circuyd 92 to the aforenentioned

pl ayi ng-inhibited state to inhibit data playing, and goes to step S73 where
it mﬁllgoggntrol the LCD unit 113 to pronpt the user, by display, that the
playing is inpossible. Note that the aforenentioned secure nmediumis just
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reference 120. The data recordi ng/playi ng apparatus 120 includes the entire
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media may be classified depending upon whether they are so secure as to make it
unnecessary to detect digital watermark information.
[Data recording/playing apparatus]
Referring now to FIG. 14, an embodiment of the data recording/playing
apparatus according to the present invention is schematically illustrated in the form of
a block diagram. The data recording/playing apparatus is generally indicated with a
reference 120. The data recording/playing apparatus 120 includes the entire playing
system 80CD in the data playing apparatus 80 having been described with reference
to FIG. 12, as it is as a playing system. In FIG. 14, however, the reader 82 is
illustrated including an optical head 821, spindle motor 822 and a servo circuit 823.
The data recording/playing apparatus 120 includes a system controller 400
instead of the system controller 300 in the data playing apparatus 80, and a recording

system 120REC instead of the playing system 80MD in the data layer 80. The data

recording/playing apparatus 120 uses CDx-R or CDx-RW as a storage medium, and



system 120REC i nstead of the playing system 80MD in the data |ayer 80. The
data- recording/playi ng apparatus 120 uses CDx-R or CDx-RWas a storage
medi um and 53 records conpressed and encrypted data to the storage
medium Data played in a secure state is recorded w thout being subjected
to detection of digital watermark information. As shown in FIG 14, data
outputted froma selector 86 when the $%&diumto be played has been judged
by the systemcontroller 400 to be insecure is supplied to a playing

control redordstémpreszpd afld ehéBipteddganaitie dtofapemédiam. dRitg pldyed ifihisetire 88,
and also to a recording control circuit 121.” The recordlng control circuit
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122. The digital watermark information rewite CII’CUIt 122 is controlled
by the plstedrhasdreengudged Hythe systew cortrdllgr 480 tovtet seemte is shpplied ton
enbedded in audi o PCM data whenever necessary, for exanple, when the
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sel ector 86 when the system cont roI | er 400 has judged
the digital watermark information detection circuit Sg.

The data having passed through the recording control circuit 121 is supplied to
a digital watermark information rewrite circuit 122. The digital watermark information
rewrite circuit 122 is controlled by the system controller 400 to rewrite digital
watermark information embedded in audio PCM data whenever necessary, for
exaniple, when the digital watermark information is copy-generation limitation
information or number-of-copies limitation information.

Data output from the digital watermark information rewrite circuit 122 is
supplied to a compression circuit 123 where it will be compressed. The compressed
data from the compression circuit 123 is supplied to an encryption circuit 124 where
it will be encrypted and supplied to a selector 126.

Data outputted from the selector 86 when the system controller 400 has judged

the medium to be played is a secure one is supplied to a playing control circuit 92 and

DRM information decryption circuit 91, and also to a recording control circuit 125.



the nediumto be played is a secure one is supplied to a playing control
circuit 92 and DRMinformation decryption circuit 91, and also to a
recording control circuit 125. 54 The recording control circuit 125 is
controlled by the systemcontroller 400 according to DRMinfornmation
detected by the DRMinformation decryption circuit 91. Data output from
the recording control circuit 125 is s¥pplied to the selector 126. Like the
sel ector 86, the selector 126 is selected with a selection control signal

f r om t hf¥he et erding ob1ed] drcriO 023! nitiolledipothe whstehecorthall erst0aocoeding
played is a secure or insecure one. Data output fromthe selector 126 is
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as above will be described with reference to the flowchart in FIG 15. It
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operat ed, the system controller 400 goes to ste ({) S82 where it will read
dat a frgmcordmgmodu]atlon circuit 128 where it will be modulated for recording. Then, the

recording-modulated data is supplied to a write head 129 and written to a disc 131
being rotated by a spindle motor 130. The scanning position of the laser beam from
the write head 129 over the disc 131 and rotation velocity of the spindle motor 130 are
controlled by a servo circuit 132.

Next, operations made for data recording/playing in the data recording/playing
apparatus 120 constructed as above will be described with reference to the flow chart
in FIG. 15. It should be noted that these flow chart shows the operations made mainly
under the control of the system controller 400.

First in step S81, the system controller 400 judges whether the dubbing key on
a key-control unit 112 has been operated. When it is judged that the dubbing key has
been operated, the system controller 400 goes to step S82 where it will read data from
the disc 81, demodulate it and make ECC decoding of it. Next i step S83, the system

controller 400 judges whether data to be played is secure or not. It should be noted



the disc 81, denodulate it and nmake ECC decoding of it. Next i step S83,
the system controller 400 judges whether data to be played is secure or
not. It should be noted 55 that a nediumto be played such as CDx, CDx-R
or CDx-RWis judged to be secure while one such as CID, CD-R or CD-RWi s
judged to be insecure, as having previously been described. Wen it is
judged in step S83 that the nediumis %5 secure one, the system controller
400 goes to step S84 where it will control the selector 86 to output the
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copying is possible. Wen it is judged that the recording for copying is
possi bl been desaribidem control | er 400 goes to step S87 where it wiil control
the recording control circuit 125 to a recording-all owed state and the
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information from the DRM information decryption circuit 91 in step S85 and judges,

in step S86, whether recording for copying is possible.

When it is judged that the recording for copying is possible, the system
controller 400 goes to step S87 where it will control the recording control circuit 125
to a recording-allowed state and the selector 126 to supply the data to a write head 129
via the ECC encoder 127 and recording modulation circuit 128. Thus the write head
129 writes the data to the disc 131.

On the other hand, when it is judged in step S86 based on the result of DRM
information decryption that the recording for copying is impossible, the system
controller 400 goes to step S88 where it will control the recording control circuit 125
to a recording-inhibited state to inhibit data recording, and goes to step S89 where it
will control the LCD unit 113 to prompt the user, by display, that the recording is
impossible.

Also when it is judged in step S83 that the medium is an insecure one, the



| npossible. Also when it is judged in step S83 that the nediumis an

I nsecure one, the 56 systemcontroller 400 goes to step S90 where it wll
control the selector 86 to output data to the playing control circuit 87
and the selector 126 to select data fromthe encryption circuit 124. Next
in step S91, the systemcontroller 400 judges whether digital watermark
information is enbedded in audio PCM d&¥ia to be recorded, by controlling
the digital watermark information detection circuit 88 to detect digital

wat er mak¥stefif ontpslla00godste sigs 890rwhereliewdlicontrol tibsdlexton8piedatmitni ned
| ength of tine and checking whether digital watermark information can have
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interprets the detect digital watermark information in step S92, and

j udges, CPRIYPRHORN ot it her the detected digital watermark information is
valid or not. This judgnent is intended to see whether the digital

wat er mar k i niNextdnistap $9%, thesysteiateontrober 400 udgesovhetbar digital svatermank:
normal Iy be. When it is judged in step S93 that the detected digital
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digital watermark information can have been detected within the predetermined length
of time. When digital watermark information can have been detected, the system
controller 400 interprets the detected digital watermark information in step S92, and
judges, in step S93, whether the detected digital watermark information is valid or not.
This judgment is intended to see whether the digital watermark information has been
falsified to have contents which cannot normally be.
When it is judged in step S93 that the detected digital watermark information
is valid, the system controller 400 goes to step S94 where it will judge, according to
the result of digital watermark information interpretation, whether the recording of the
data for copying is possible.
When the detected digital watermark information is judged in step S93 to be
invalid or when it is judged in step S94 that the recording for copying is impossible,

the system controller 400 goes to step S88 where it will inhibit the recording, and then

to step S89 where it will control the LCD unit 113 to prompt the user, by display, that



the systemcontroller 400 goes to step S88 where it will inhibit the
recording, and then to step S89 where it will control the LCD unit 113 to
pronpt the user, by display, that 57 the recording for copying is

i mpossible. When it is judged in step S94 that the recording for copying is
possi ble, the systemcontroller 400 goes to step S95 where it wll judge
whet her the digital watermark infornme§71on has to be rewitten or not. Wen
the result of judgnment is that the recording for copying needs rewite of

t he di giﬁeafec\ﬂ?&iﬁg%f%*)gfn%’i%ﬁ&fwslfb% the purpose of limtation of copy

generation and mtatton-of nunber of copies, the systemcontroller 400
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PCM data 1is conpressed in step S97, encrypted in step S98, and ECC-coded
and nodwasesarkdnforneativhasgodredetritenr aramtd Sdhémtletrepulso judgmenttis thati n
this enbodinment, when it is judged in step S91 that the digital watermark
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routed, it nmay be inhibited from being recorded.
information rewrite circuit 122 to rewrite the digital watermark information.
After completion of the digital watermark information rewriting or when it is
judged that the digital watermark information has not to be rewritten, the PCM data
is compressed in step S97, encrypted in step S98, and ECC-coded and modulated for
recording and then recorded in step S99.
Note that in this embodiment, when it is judged in step S91 that the digital
watermark information cannot be detected, the system controller 400 goes to step S97
and subsequent steps to record the PCM data. This is intended because there exists
a conventional content having no digital watermark information embedded therein or
a content unknown as to how it has been protected against copying. However, since
such a content not known as to how it has been protected against copying is also
unclear as to how it has been routed, it may be inhibited from being recorded.

As having been described in the foregoing, since the data recording/playing

apparatus is designed not to detect any digital watermark information when the input



As havi ng been described in the foregoing, since the data recording/playing
apparatus is designed not to detect any digital watermark information when
the input 58 route is secure, it can record data entered via a secure
route for copying very sinply and with a highly inproved performance. That
Is, with the conventional data recorded shown in FIG 1, even a data
entered via a secure route has to be d¥rypted and deconpressed for the
pur pose of detecting digital watermark information, if any, enbedded in

t he dat gowteds kesurepitranaeoprdedste @nterdd avix a sptexdt @yts forf copying vedy sgnplyn
conparison wth the above conventional data recordi ng apparatus, however,
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medi um or 'ntertace being secure. her, int enent i oned data
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be recorded to and/or reproduced froma renovabl e storage
invention, having been described with reference to FIG. 14, needs no circuits for such
data decompression, decryption, compression and encryption. In the case in which
only secure data is reproduced, the embodiment does not need digital watermark
information detection circuit and recording control circuit based on the detection
circuit.

Note that the aforementioned secure medium is just an example and the media
and interfaces may be classified depending upon whether they are so secure as to make
unnecessary the detection of digital watermark information. Also, as previously
mentioned, the data encryption is not essential for the medium or interface being
secure. Further, in the aforementioned data recording/playing apparatus, each storage
medium to which data is recorded or from which data is reproduced is a removable one
but data can of course be recorded to and/or reproduced from a removable storage

medium used in a hard disc drive or the like.

[Data playing apparatus]



mediumused in a hard disc drive or the like. [Data playing apparatus] 59
Referring nowto FIG 16, still another enbodi nent of the data playing
apparatus according to the present invention is schematically illustrated
in the formof a block diagram The data recording apparatus is generally
indicated with a reference 180. In this enbodi nent, when a | oaded disc 181
Is CDx and data recorded therein has $fen encrypted, the data is played

wi t hout detecting any digital watermark information. Also in this case,

however, t he Rfféytinpd now G0NFIG)! 16d stific anstiheg dmbdBieritnéDihatdaos. pliiag t he
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has di gi i.nf Lan: : . .di. i .
nfor rae PRl HeBRithe Bt PRisEALmEHRtn ihEhPuicals ikl INBeTOOE
(0] tecti I d th ata. As sh , daj. l,ay.i

180" | noP ok dagEaon heaaty bCorpBEaBPReS REerall nciu s SHULR BB Tids an
optical pickup (not shown). Data read by the pickup is supplied to a
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When the loaded disc 181 is a conventional CD or CD-R, if data from the disc
181 has digital watermark information added thereto, the digital watermark
information is detected and the playing is controlled based on the result of detection
to reproduce the data.

As shown, the data playing apparatus 180 includes a reader 182 for the CD-type
disc 181. The reader 182 has an optical pickup (not shown). Data read by the pickup
is supplied to a demodulation circuit 184 via an RF circuit 183. The data having been
modulated for recording is thus demodulated in the demodulation circuit 184. The
demodulated data is supplied to an ECC decoder 185 where it will be error-corrected.
Data output from the ECC decoder 185 is supplied to a selector 186.

TOC information and file header of the data error-corrected by the ECC
decoder 185 are supplied to a system controller 500. This system controller 500

judges, based on the TOC information and file header, whether data recorded in the

loaded disc 181 has been encrypted or not, and supplies a control signal for selection



j udges, based on the TOC information and file header, whether data recorded
in the |oaded disc 181 has been encrypted or not, and supplies a control
signal for selection 60 of a selector 186 to the selector 186. Wen the
system control |l er 500 judges that the data recorded in the |oaded disc 181
has been encrypted, the selector 186 supplies output data to a playing
control circuit 187, and to a DRM i nfay mati on decryption circuit 191. The
DRM i nformation decryption circuit 191 detects and decrypts DRM

i nfor mbf&@ﬁﬁ'&fhﬂmdﬁfé deectb£sgbt of decryption to the systemcontroller

500. Then the systemcontroller 500 interprets the DRMinformation to
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circuit 188, and then the decrypted data is supplied to a deconpression
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deconpression circuit 189 is led to a digital output term nal 196b, and
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control circuit 194 fromaoutputting the data. \Wen the system controller
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encrypted, the selector 186 supplies output data to a deconpression
controls the playing control circuit 187 according to the result of judgment.

That is, when the playing is allowed, the playing control circuit 187 outputs the
data to a decryption circuit 188. The data is decrypted in the decryption circuit 188,
and then the decrypted data is supplied to a decompression circuit 189 where it will
be decompressed. Output data from the decompression circuit 189 is led to a digital
output terminal 196b, and passed to a D/A converter 190 where it will be converted
to analog data. The analog data is led to an analog output terminal 196a.

When the playing is inhibited, the system controller 500 supplies the control
signal to a playing control circuit 194. The control signal inhibits the playing control
circuit 194 from outputting the data.

When the system controller 500 judges that the data recorded in the loaded disc
181 has not been encrypted, the selector 186 supplies output data to a decompression

circuit 192. The decompression circuit 192 decompresses the supplied compressed

data, and supplies the decompressed data to a digital watermark information detection



circuit 192. The deconpression circuit 192 deconpresses the supplied
conpressed data, and supplies the deconpressed data to a digital watermark
informati on detection 61 <circuit 193 and playing control circuit 194. The
digital watermark information detection circuit 193 detects digital

wat ermark i nformation, and supplies the result of detection to the system
controller 500. The systemcontrol |l er6600 interprets the digital waternmark
information to judge whether the playing should be allowed or inhibited,

and contfrelift 19%and playige comirolotircuit 1940t 194 according to the result of
judgment. That is, when the playing is allowed, the playing control circuit
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I nformati on. Next, operations nade for data playing in the data playing
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data and this data is led to a digital output terminal 197b and also to a D/A converter
195 where it will be converted to analog data. The analog data is led to an analog
output terminal 197a. When the playing is inhibited, the system controller 500
supplies a control signal to the playing control circuit 194 which will thus be inhibited
with the control signal from outputting the data.

Note that the system controller 500 has connected thereto a key-control unit 198
for operation by the user to designate playing or the like, and an LCD unit 199 to
display necessary informatioh.

Next, operations made for data playing in the data playing apparatus 180
constructed as having been described above will be described with reference to the
flow chart shown in FIG. 17. It should be noted that these flow chart show the
operations made mainly under the control of the system controller 500.

First in step S161, the system controller 500 judges whether the play key on the

key-control unit 198 has been operated by the user. When the result of judgment is



First in step S161, the systemcontroller 500 judges whether the play key
on the Kkey-control unit 198 has been operated by the user. Wen the result
of judgnment is 62 that the play key has been pressed, the system
controller 500 goes to step S 162 where it will refer to the signal
configuration information as to the data supplied fromthe ECC decoder
185, namely, to TOC i nformati on and fi62 header of the data recorded in
the disc 181, and goes to step S163 where it will judge whether the data
read fr ot theplali lsey H&lbdemspresse, encsystéraccontrolier S00pDRs tdstep S1b2twhére
judgnment in step S163 is that the data read fromthe disc 181 has been
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j udge whet her the playing is possible. Wien the result of judgnent is that

t he pl ay]i;@gisci@lp]@@ssbéaneand;ppteaxﬁtmm controller 500 goes to step S167 where
it wll control the playing control circuit 187 to the aforenentioned
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be converted to anal og data. The analog data is _outputted via the anal og

out put tke selpetior 18640 supplycthgsiatata the Payimggontiol gicwit 87k Thus, detection

of digital watermark information will not be effected. Then the system controller 500
goes to step S165 where it will interpret the result of DRM information decryption
from the DRM information decryption circuit 191, and then to step S166 where it will
judge whether the playing is possible. When the result of judgment is that the playing
is possible, the system controller S00 goes to step S167 where it will control the
playing control circuit 187 to the aforementioned playing-allowed state.

Thus, the data from the playing control circuit 187 is decrypted in the
decryption circuit 188, and the decompressed data is decompressed in the
decompression circuit 189, and outputted via the digital output terminal 196d, and to
the D/A converter 190 where it will be converted to analog data. The analog data is
outputted via the analog output terminal 196a. Since detection of digital watermark
information and playing control based on the result of digital watermark information

detection are not effected at this time, the performance from the operation of the play



i nformati on and playing control based on the result of digital watermark

I nformation detection are not effected at this tinme, the performance from
the operation of the play 63 key until the sound reproduction is very
good. On the other hand, if it is judged in step S166 that the playing is

i npossible as the result of DRMinformation interpretation nmeans, the
system controll er 500 goes to step SI6% where it will control the playing
control circuit 187 to inhibit the playing as above, and goes to step S175

wher e i keyuintil the'seurideepré@uction islGytgoodr onpt the user, by display, that
the playing is inpossible. Also, when it is judged in step S163 that the

500 goes to CHLeayhs AP JT S jifed B, SGRXRH I Pl inB LRSI, 1)

500 goes to ste contro o supply the
data to .t he decg sipn circuit 192 . .Thus, digital h  waternmarkJnformation
e det etieotesuiay DRI Bt atibinsrpedatiop st fecSisirtaonbiet s 4 oz
is supplied to the digital watermark information detection circuit 193
where thstepfi ¥ dwherehie willispstrobthe playingontioh circuitil§ 7t te inhibittheglaying

i nformati on. The system controller 500 refers to the output fromthe

di gi t al ay@bevepdnd goérodep §17dekheie 0Rvilldausetie LED taitj 1990 plomtftethe
digital watermark rnformation is enbedded in the data or not. That is, in

oLt e WAIRBVCI O bR eyt (1 outt from che, ol al
vat etk ) 0O o & NS So0 Al e AR B e, e
nater migéeril QLgrryr}T)?écil,(%Ee system controller 500 goes to step S164 where it will control the
~ selector 186 to supply the data to the decompression circuit 192. Thus, digital
watermark information is detected. Then the data decompressed by the decompression
circuit 192 is supplied to the digital watermark information detection circuit 193 where
the data will be subjected to detection of digital watermark information. The system
controller 500 refers to the output from the digital watermark information detection
circuit 193 to judge whether digital watermark information is embedded in the data or
not.

That is, in step S169, the system controller 500 monitors the output from the
digital watermark information detection circuit 193 to judge whether digital watermark
information is embedded in audio PCM data to be played. For the purpose of this
judgment, the system controller 500 causes the digital watermark information

detection circuit 193 to detect digital watermark information in the audio PCM data

for more a predetermined length of time in order to see whether digital watermark



detection circuit 193 to detect digital watermark information in the audio
PCM data for nore a predetermned length of tinme in order to see whet her
digital watermark 64 information can thus be detected or not. Wen digital
wat ermark informati on can have been detected in the data, the system
controller 500 goes to step S170 where it will interpret the digital

wat ermark i nformati on and then goes tobstep S171 where it will judge

whet her the detected digital watermark information is valid or not. This

j udgmentnfogmiatibaeds thisbedeviodionaot.t Wihedidigit allw atat aarieinkornd tdsedn lervehas
been falsified to have contents which cannot normally be. Wen it is
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information is not valid or when it is judged in step S172 that the

pl ayi ngjudge miwtlimths detested sigital wetarmark emfeooatiereds tvaligt ep net.74Thiser e
it wll control the playing control circuit 194 to a playing-inhibited

state t qudgihtmi is iMendddyo Ree whether Wedigitali wajeriaekl inforaiafdonSha2 beehat
the playing is possi bI e, the systemcontroller 500 goes to step S173 where
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data. This is intended because there exists a conventjonal content having
no di gi isvalichittbe sustem eanirotariSO0 goesdastap $hé? wiherejt will judge, according to

the result of interpretation, whether the playing of the data is possible.

When it is judged in step S171 that the digital watermark information is not
valid or when it is judged in step S172 that the playing is impossible, the system
controller 500 goes to step S174 where it will control the playing control circuit 194
to a playing-inhibited state to inhibit the playing. Also, when it is judged in step S172
that the playing is possible, the system controller 500 goes to step S173 where it will
control the playing control circuit 194 to a playing-allowed state to effect the playing.

Note that in this embodiment, when it is judged in step S169 that the digital
watermark information cannot be detected, the system controller 500 goes to step S173
and subsequent steps to play the data. This is intended because there exists a
conventional content having no digital watermark information embedded therein or a

content unknown as to how it has been protected against playing. However, since such

a content not known as to how it has been protected against playing is also unclear as



content unknown as to how it has been protected agai nst playing. However,
sincé such a content not known as to how it has been protected agai nst
playing is also unclear as 65 to howit has been routed, it may be

i nhibited frombeing played. [Data recordi ng apparatus] Referring nowto
FI G 18, another enbodi nent of the data recordi ng apparatus according to
the present invention is schematically6S|lustrated in the formof a bl ock
di agram The data recording apparatus is generally indicated with a

r ef er engehdwlit had beefl ad@tedeitangy be inhibitedtfsomAeingplayedor evi ously been
described with reference to FIG 3 is provided wth a plurality of digital

termnals, b a T, | apparatus 220 shown in FIG 18 is
provi ded wit 8&%%@@%5?’@%#5%& i nput term nal 221 which is supplied
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non-encrypted data include one having been conpressed or not conpressed.
I n t hi saeedrdingrtmthe pregentoinvention dnschamaticatly illugtrated: inghg formaf aoblockg
apparatus 220 via the digital input termnal 221. Note that as in the data

recor di fhgd@parPhe daBOretoedingi dppatdtus 3s geheraligtiadidaeabwding reflepaicet 220,220
uses a CD-R, CD-RWor an optical disc capable of recording with a density

00w, 2 3 i o g oL SR SRR ppor
Fsgﬂeﬂ Igﬁgé}, 3 P‘ io}va w}tﬁra p &rlél]iit)? I)P crhré?tta. t%rr]miir?alg,rgou? ?lgee 9atia TeSor %nog gpapta?at%g
220 shown in FIG. 18 is provided with only a single digital input terminal 221 which
is supplied with encrypted digital data and also non-encrypted digital data. Encrypted
data includes ones having been compressed or not compressed, and non-encrypted
data include one having been compressed or not compressed. In this embodiment, any
of such data is supplied to the data recording apparatus 220 via the digital input
terminal 221.
Note that as in the data recording apparatus 20 shown in FIG. 3, the data
recording apparatus 220 uses a CD-R, CD-RW or an optical disc capable of recording
with a density double that of the former. Also, the data recording apparatus 220
supports digital watermark information embedded in audio data being in the state of
PCM signal.
Digital watermark information is embedded in audio data by inserting it at lower

bits of the PCM signal, embeding it under the masking effect, embeding it around a

high-energy part of audio data, embeding it at an orthogonal transform coefficient or



bits of the PCM signal, enbeding it under the masking effect, enbeding it
around a high-energy part of audio data, enbeding it at an orthogonal
transformcoefficient or 66 enbeding it by the spectrum spreading, for
exanple. Also, data entered via the digital input termnal 221 is in the
formof a file. As having previously been described with reference to FIG
9, the file header includes signal coffiguration information such as a
content I D, encryption information, encryption technique information, WV

(i nf or maiiHRAIn ﬂilgﬁﬁﬂe][@ewﬁhhﬁﬁreﬂﬂﬁi  8br exdhplear k information is enbedded
nti

or not), WMmDTid IFcation information for digital watermark
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user operating a corresponding key is supplied to a systemcontroller 600.
The systigmat @onfiguration Gfomrdtiote su€loraseaacpitent Ib, cernrpption enfommation,
interprets the key-operation signal supplied fromthe key-control unit 243

to ] Udg@nm:p@i%nk?é/c e GRFSINPRRIAT WM %ﬂﬂoﬁﬁ@t\ibﬂeﬁldi’ca‘fﬁ weth&r @mndi ng
to the resuft of judgrment. It should be noted that the data recording
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as a display device to informthe user of i ch key has bheen pperated and
di spl aydngﬁaﬁmtpnaarlhmfpﬁga&l@nb@ogt%m?fb ag WO@P@FSIG%PPWW&L recordi ng
start command is entered by the user operating the key-control unit 243,
the system The data recording apparatus 220 is also provided with a key-control unit 243
having provided thereon a plurality of keys such as recording start and stop keys in
addition to the input select key. A key-operation signal produced by the user operating
a corresponding key is supplied to a system controller 600.
The system controller 600 includes for example a microcomputer, and interprets
the key-operation signal supplied from the key-controlunit 243 to judge which key has
been operated, and provides a control corresponding to the result of judgment. It
should be noted that the data recording apparatus 220 is provided with an LCD unit
244 for example in this embodiment (the LCD unit 244 is connected to the system
controller 600), as a display device to inform the user of which key has been operated
and display information having to be given to any other use. When a recording start
command is entered by the user operating the key-control unit 243, the system

controller 600 controls each of components of the data recording apparatus 220 to start

recording digital data supplied via the digital input terminal 221. The digital input



controller 600 controls each of conponents of the data recordi ng apparatus
220 to start recording digital data supplied via the digital input

term nal 221. The digital input 67 termnal 221 is supplied with digital
audi o data, and supplies it to a selector 222 and signal configuration

I nformati on extraction circuit 223. The signal configuration information
extraction circuit 223 extracts infornétion incidental to the supplied
data, or information in the header of a content data in this enbodi nent,

and supRémginal 221 9s sﬁﬁ]ﬂieﬁ/ﬁf‘it‘hrﬂigﬁﬂl aedibetatfhd NppliediinD 4 selectbp2ABtandn
fromthe signal configuration information extraction circuit 223, the
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the systemcontroller 600 selects any of a selector 222, recording signal
sel ect orrigforaratici ini thalheadercofhacknient datain this emblodiment, 2pd supplissitdot or
in FIG 18). In the data recordi ng apparatus 220, when the data supplied

vi a thefd gvdtéh dHiEdllertgon nal 221 is a one having been encrypted, the
systemconttoller 600 will select the selector 222 whether the data has
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221 is a one having
input terminal 221 has been encrypted or not. When the data is not a one having been
encrypted, the system controller 600 judges whether the data is a one having been
compressed. Based on the result of this judgement, the system controller 600 selects
any of a selector 222, recording signal selector 225 and digital watermark information
selector 229 (WM selector in FIG. 18).

In the data recording apparatus 220, when the data supplied via the digital input
terminal 221 is a one having been encrypted, the system controller 600 will select the
selector 222 whether the data has been compressed or not to supply the supplied data
to a recording control circuit 224 and DRM information decryption circuit 233, and
selects the recording signal selector 225 to output the data from the recording control
circuit 224.

Also, when the data supplied via the digital input terminal 221 is a one having

been encrypted and also compressed, the system controller 600 selects the selector 222

to supply the supplied data to a decompression circuit 228, and select the recording



been encrypted and al so conpressed, the systemcontroller 600 selects the
sel ector 222 to supply the supplied data to a deconpression circuit 228,
and select the recording 68 signal selector 225 to output the data froma
digital watermark information rewite circuit 232 (WMrewite circuit in
FIG 18), and further the digital watermark information selection 229 to
output the data fromthe deconpressiorb8&ircuit 228. \Wen the data supplied
via the digital input termnal 221 is a one having been neither encrypted

nor CO”ﬁ%ﬁﬁFﬂectbF?ZSYﬁ)t 8iipu? thé dhlefrofiDf digitslow stekmarls grfogmatiodd2write
supply the supplied data to the digital watéermark information sel ector 229
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rewite circuit 232, and further selects _ the digital watermark jpformation
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sel ector 222 is provided to change the destination to which the supplied
data is to bWl thetdatal sappliediviaghe digitaldnput feomina (221ois asonmbaviigdeen he
system controller 600. When the data supplied via the digital input

ter m naheifitek én%rg%t@ﬂtrﬁ)r hreSsce e SyNtEMPicifralled 600Reldctsitliedsel édtof 222r di ng
control circuit 4 and decryption circuit 233 via the selector 222,
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the data from the digital watermark information rewrite circuit 232, and further selects

the digital watermark information selector 229 to output the data from the selector

222.

As above, the selector 222 is provided to change the destination to which the
supplied data is to be outputted according to a selection control signal from the system
controller 600. When the data supplied via the digital input terminal 221 is a data
having been encrypted and supplied to the recording control circuit 224 and DRM
decryption circuit 233 via the selector 222, it will not be subjected to detection of
digital watermark information but it will be controlled according to DRM (digital
rights management) information incidental thereto.

As previously described, the DRM information can be used to easily separate
copyright management information such as SCMS information or the like from even

data having been encrypted and compressed. When DRM information is

accompanying the data entered via the digital input terminal 221, the DRM



data having been encrypted and conpressed. When DRMinformation is
accorpanying the data entered via the digital input termnal 221, the DRM
69 information decryption circuit 233 decrypts the DRMinformati on and
supplies the result of interpretation to the systemcontroller 600. \Wen
the recording for copying is inhibited according to the result of DRM

i nformati on decryption, the systemcontdoller 600 controls the recording
control circuit 224 to stop supplying the data to the downstreamcircuits.

Al'so, Wigforimationedeigptien cireait XABydedyps thiel DR, infdreatioai emd sepplied ther 600
will control the recording control circuit 224 to supply the data to the

downstreg LFCcul her, ] ording for copying. Audio
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signal selector 225. In this_case, ,the recording signal selector S
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and switched to output the signal fromthe recording control circuit 224.

Thus, t iefosiatatiohrdecryption, desysieny controlet 600 cantials derecerdingponiteal cirguit
recording circuit 226 where it will be converted to signals to be
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recording for copying.

Audio data from the recording control circuit 224 is supplied to the recording
signal selector 225. In this case, the recording signal selector 225 is supplied with the
selection control signal from the system controller 600 and switched to output the
signal from the recording control circuit 224.

Thus, the data from the recording control circuit 224 is supplied to a recording
circuit 226 where it will be converted to signals to be recorded. The signals are
supplied to a write head 227 via a recording amplifier (not shown). The write head 227
writes data to an optical disc 240 being rotated by a spindle motor 241 at a
predetermined velocity under a CLV servo control of a servo circuit 242.

The servo circuit 242 produces a velocity servo signal based on the data to be
recorded for example, ans. supplies it to the spindle motor 241. The servo circuit 242
is supplied with a control signal from the system controller 600 to position the write

head 227 radially of the optical disc 240, and also in the track direction.



I's supplied with a control signal fromthe systemcontroller 600 to
position the wite head 227 radially of the optical disc 240, and also in
the track direction. 70 As above, the encrypted data supplied to the data
recordi ng apparatus 220 is recorded to the optical disc 240. In this case,
the encrypted data supplied to the data recording apparatus 220 is
recorded for copying as it is encryptethto the optical disc 240. In case
the optical disc 240 is a CO-R, the wite had 227 records data by changing

the refracti wg dbwex thé ehbgpred da lizveto the daberevording appasstud 420 i8l so,
when the optical disc 240bf3gﬁa CDI?E’;\}\?)Ijt he wite head Zzglglr eIf:pords data by
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sel ect 024029 and recording control circuit 231. In this case, as having
previ ously been described, the digital watermark information selector 229
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deconpression circuit 228, and so the decorrpressed data fromthe
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the crystalline/amorphous state of the optical disc 240.

Also, when the data supplied via the digital input terminal 221 is a one having
not been encrypted but compressed and supplied to the decompression circuit 228 via
the selector 222, it will be decompressed in the decompression circuit 228, and then
supplied to the digital watermark information selector 229 and recording control
circuit 231. In this case, as having previously been described, the digital watermark
information selector 229 is switched by the system controller 600 to output the data
from the decompression circuit 228, and so the decompressed data from the
decompression circuit 228 will be supplied to a digital watermark information
detection circuit 230.

When the data from the digital watermark information selector 229 has digital
watermark information embedded therein, the above digital watermark information
detection circuit 230 detects the digital watermark information, and supplies the result

of detection as copyright management information to the system controller 600. The



detection circuit 230 detects the digital watermark information, and
supplies the result of detection as copyright managenent information to
the systemcontroller 600. The 71 systemcontroller 600 will interpret the
copyri ght managenent information. Wen the copyright nmanagenent
information is interpreted to mean that the copying is inhibited, the
systemcontroller 600 will control the7recording control circuit 231 to
inhibgt the recording. That is, the systemcontroller 600 inhibits the
recordi I c
ggsraﬁfg?éc{rﬁ}olfér M@Wllﬁ%ierpfét‘iﬁé éé@?ﬁghtﬁﬂaﬁ nékit InfoPmiatienc Wheéti the
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downstream circuits, thereby allowing the data recording for copying. Thus, the data
from the recording control circuit 231 is supplied to the digital watermark information
rewrite circuit 232. Even when the copy control information included in the copyright
management information allows the recording for copying, the system controller 600
will control the digital watermark information rewrite circuit 232 to rewrite the digital
watermark information from “one copy allowed” to “copy inhibited” or to a one for
a reduced number of times the data can be copied, if the copy control information
limits the copy generation or number of copies.
When it is not necessary to rewrite the digital watermark information, the digital
watermark information rewrite circuit 232 is bypassed or passed through.

In this embodiment, the data from the digital watermark information rewrite
circuit 232 is supplied to the recording signal selector 225. In this case, since the

recording signal selector 225 is switched with the selection control signal from the



circuit 232 is supplied to the recording signal selector 225. In this case,
sincé the recording signal selector 225 is switched with the sel ection
control signal fromthe 72 systemcontroller 600 to supply the data from
the digital watermark information rewite circuit 232 to the recording
circuit 226, the data fromthe digital watermark information rewite
circuit 232 is recorded to the optical72lisc 240 via the wite head 227 as
in the aforementioned recording of the encrypted data. Al so, when the data

suppl i edystesh cbatreilet 680 fonByiplyahei didh f2eh ik alg?fm Walkmdrk iefdrhftioaeen
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in the data nmeans that the copying is inhibited, the system

digital watermark information selector 229 is switched by the system controller 600

as above to output the data from the selector 222. So, the data from the selector 222

will be supplied to the digital watermark information detection circuit 230.

When the data from the digital watermark information selector 229 has digital
watermark information added thereto, the digital watermark information detection
circuit 230 detects the digital watermark information as above, and supplies the result
of detection as copyright management information to the system controller 600. The
system controller 600 interprets the copyright management information, and controls
the recording control circuit 231 according to the interpreted copyright management
information as above.

Thus, when the copyright management information embedded as digital
watermark information in the data means that the copying is inhibited, the system

controller 600 controls the recording control circuit 231 to inhibit the recording. Also,

when the copyright management information means, as the result of interpretation, that



controller 600 controls the recording control circuit 231 to inhibit the

recordi ng. Al so, when the copyright managenent information neans, as the

result of interpretation, that 73 the recording for copying is possible

i ke "one copy allowed"” or "copy-free", the systemcontroller 600 controls

the recording control circuit 231 to output the data to the downstream

circuits, thereby allowng the recordi?® for copying. The data from the

recording control circuit 231 is supplied to the digital watermrk
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encr ypt evhtdaharkainformation iftheafigital wateamank) imformiation erebeddedt indhé data to
conpr essed.

be recorded to the optical disc 240 has to be rewritten, like “one copy allowed”. When

the digital watermark information has not to be rewritten, the digital watermark
information rewrite circuit 232 will be bypassed or passed through. Then the data
from the digital watermark information rewrite circuit 232 is supplied to the recording
signal selector 225. Also in this case, the recording signal selector 225 is switched
with the selection control signal from the system controller 600 to output the data from
the digital watermark information rewrite circuit 232, such that the data from the
digital watermark information rewrite circuit 232 is supplied to the reéording circuit
226 and thus recorded to the optical disc 240 via the write head 227 as in the
aforementioned recording of encrypted data and recording of data having not been
encrypted but compressed.

As above, the data recording apparatus 220 refers to the signal configuration

information supplied incidentally to the digital data supplied via the digital input



As above, the data recording apparatus 220 refers to the signal
confi'guration information supplied incidentally to the digital data
supplied via the digital input 74 termnal 211 and including a content ID,
encryption information, encryption technique information, WMinfornmation
(indicating whether digital watermark information is enbedded in the
data), WM D information (digital waterpmark information ID), content type,
conpression information indicating whether the data has been conpressed or
not, et : ; ' : | ;

ot or ot SATAFREF M Aichd g B PO PRiSTAAb AR Afioh s miMesmighe e
data recprdi a atus 220 basi.cal.l | Llows .t o record the suppl,ied.data
ae it 1 ntapmattn SV RE Sntotmiston GrgiERtng o diglal Ml A inR e ishe
system controller 600 causes the digital watermark information detection
ci rcui t epBeddeddiax the dath)giWMIaindermation (digitadt watermape datarmatianhdDgat a,
and controls the recording according to the copyright nanagenent

i nf or matcbafent nelipegt esmpyessivn dinfdrnsdtionatindivatikg wHethierathonrdatdhhias tsdence
encrypted data can be protected frombeing illegally used, detection of

di ai tal K . . . N
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e. A so,  since non-encrypted data.can be controll far
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digital watermark infornation enbedded in the non-encrypted data, the data
can be peesrdingepparatmspihbasicalbyalloys topeeard the suppligsbdataiasrit issade f or
data playing in the data playi ng apparatus 220
When the supplied data is a one having not been encrypted, the system
controller 600 causes the digital watermark information detection circuit 230 to detect
digital watermark information embedded in the data, and controls the recording
according to the copyright management information indicated by the digital watermark
information.
Thus, since encrypted data can be protected from being illegally used, detection
of digital watermark information is not effected, the data recording apparatus 220
cannot be applied with any heavy load and function with an improved performance.
Also, since non-encrypted data can be controlled for recording according to copyright
management information indicated by digital watermark information embedded in the
non-encrypted data, the data can be protected from being illegally copied.
Next, operations made for data playing in the data playing apparatus 220

constructed as having been described above will be described with reference to the

flow chart shown in FIGS. 19 and 20. It should be noted that these flow chart show



constructed as having been descri bed above will be described with reference
to the flow chart shown in FIGS. 19 and 20. It should be noted that these
fl ow chart show 75 the operations made mai nly under the control of the
systemcontroller 600. First in step S181, the systemcontroller 600 judges
whet her the record key on the key-control unit 243 has been operated by
the user. Wen the result of judgnent 7§s that the record key has been
pressed, the systemcontroller 600 goes to step S182 where it will refer

to the ggp raﬁepé h%tfe%iaﬁﬂ?(rid?fd%m?éé&ﬂr%ffm@t dtelty cbhioREnHO0,

configuration Information extraction circuit 223, and goes to step S183
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control circuit 224, and also the recording signal selector 225 to out put
t he dat g firadnthé hecorddkeydiascheepnpresseds ithe syste@Peontiidlber G0(egoss/tst stap S182
controller 600 goes to step S185 where it will interpret the result of DRM

I nf or mat, Pl PRl ' ] ' b lsi , d
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possi bl e. \When .. the resul.t of judgment i h t i ' il e,
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recording control circuit 224 to the afaqrenentioned recording-allowed

state t gudggwhgthesdhe supplieddatars arenedhaning been sACTYRedect or 225 to the

wite head 227 via the recording circuit 226 and thus the wite head 227
will wite tWhenthe resulhef ppdgment b step S4R3 is that the supplied data has been

encrypted, the system controller 600 goes to step S184 where it will switch the selector
222 to output the data to the reéording control circuit 224, and also the recording
signal selector 225 to output the data from the recording control circuit 224. Then the
system controller 600 goes to step S185 where it will interpret the result of DRM
information decryption from the DRM information decryption circuit 233, and then
to step S186 where it will judge whether the recording for copying is possible. When
the result of judgment is that the recording is possible, the system controller 600 goes
to step S187 where it will control the recording control circuit 224 to the
aforementioned recording-allowed state to supply the data from the recording signal
selector 225 to the write head 227 via the recording circuit 226 and thus the write head
227 will write the data to the optical disc 240.

On the other hand, if it is judged in step S186 that the recording for copying is

impossible as the result of DRM information interpretation means, the system



On the other hand, if it is judged in step S186 that the recording for
copying is inpossible as the result of DRMinformation interpretation
means, the system 76 controller 600 goes to step S188 where it wll

control the recording control circuit 224 to the aforenentioned
recording-inhibited state to inhibit the recording as above, and goes to
step S189 where it will cause the LCD it 244 to pronpt the user, by

di splay, that the recording is inpossible. Also, when it is judged in step

S183 th ' [ : ' i irchi ystem
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the supplj,ed data is a one havin een, conpre r 1 regul t
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conpressed, the systemcontroller 600 _goes to step S191 where jt wll
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228, the recording signal selector 225 to output the data fromthe digital
wat er mafiatithé escortingnis ingpssibde.ci rcuit 232, and al so the digital watermark
i nformati on selector 229 to output the data fromthe deconpression circuit

228. Wen it éag§oj\’dﬂ9§‘f’t lhguggé‘d)ln%tg}g Stlﬁéttrlﬁhﬁne%%ﬂglibé(@a%fsaa bfte faving not

non- conpr ess data, 't stem controller 600" goes to step S192 ere it

will swtch the se tor 222 tg ut t he, dat a t, i Oy r.mar k
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signal selector 225 to output the data fromthe digital watermark
i nf or majudge whethier ¢he supplied daia is aranet having feen compressedw notf or mat i on
selection 229 to output the data fromthe sel ector 222.

When the result of judgment in step S190 is that the supplied data is a one

having been compressed, the system controller 600 goes to step S191 where it will
switch the selector 222 to output the data to the decompression circuit 228, the
recording signal selector 225 to output the data from the digital watermark information
rewrite circuit 232, and also the digital watermark information selector 229 to output
the data from the decompression circuit 228.

When it is judged in step S190 that the supplied data is a non-compressed data,
the system controller 600 goes to step S192 where it will switch the selector 222 to
output the data to the digital watermark information selector 229 and recording control
circuit 231, the recording signal selector 225 to output the data from the digital
watermark information rewrite circuit 232, and the digital watermark information
selection 229 to output the data from the selector 222.

After step S191 or after completion of the operation in step S192, the system

controller 600 goes to step S193 where it will judge, based on the detection output



After step S191 or after conpletion of the operation in step S192, the
system controller 600 goes to step S193 where it will judge, based on the
detection output 77 fromthe digital watermark information detection
circuit 230, whether the data to be recorded has digital watermrk

I nformati on enbedded therein. For the purpose of this judgnent, the system
controller 600 causes the digital wateffark information detection circuit
230 to detect digital watermark information in the data fromthe digital

wat er maffonh FhOH Wi(?iafl Whtefh ek fﬁ'foﬁﬁ@tléﬁ’ HeRcHbR KAt IT WvheRL theQdats téBel N

order to see ether digital watermark information éan thus be detected or
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goes to,step S194 where it will interpret the dl%lta| wat er ma
i nf or nrafydgments theesysjems coptrellen 69 cayges, the digjial wa\s%rgl@arkvmfpﬁ@atlpne

detected digital watermark information is valid or not. This judgnent is
i nt endedetectionccindidt 280 tohdetdetgdigital wedtermankkinfofmatien iinrthbadatddeom the
falsified to have contents which cannot nornmally be. Wen the detected
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recording for copying is inpossible, the systemcontroller 600 goes to
st ep Sl8étectulun the dﬁtacalh@symene:ohtromr 600 goes to step S194 where it will interpret

the digital watermark information and then goes to step S195 where it will judge
whether the detected digital watermark information is valid or not. This judgment is
intended to see whether the digital watermark information has been falsified to have
contents which cannot normally be.

When the detected digital watermark information is judged to be valid, the
system controller 600 goes to step S196 where it will judge whether the result of
interpretation of the digital watermark information, that is, of the copyright
management information, means that the data can be recorded for copying.

When it is judged in step S195 that the detected digital watermark information
is not valid or when it is judged in step S196 that the recording for copying is
impossible, the system controller 600 goes to step S188 shown in FIG. 19 where it will
inhibit the recording. Then it goes to step S189 where it will control the LCD unit 244

to prompt the user, by display, that the recording is impossible.



inhibit the recording. Then it goes to p S189 where it will control the LCD
unit 244 to pronpt the user, by display, that the recording is inpossible.
78 Wien it is judged in step S196 that the recording for copying is
possi bl e, the systemcontroller 600 goes to step S197 where it will judge
whet her the digital watermark information has to be rewitten. Wen it is
judged that the control of the recordithg for copying needs rewiting of
the digital watermark information for the purpose of limting the copy

gener ati on oNWRenRes j@lgedPhi §tep 195 Mﬁtﬁﬁ&@?&ib@!fb?koﬁ?ﬁg BQRsssitde, Shep
S198 where it will control the digital watermark i nfornation rewite
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also in this data recordi ng apparatus 220, when it is judged in step S193

t hat noretiogding foregopying keeds awriting wf dhe digitalewvatersuirk tinforgyaticanfor the
controller 600 goes to step S187 and subsequent steps where the data wll
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After completion of the digital watermark information rewriting or when it is

judged that the digital watermark information has not to be rewritten, the system
controller 600 goes to step S187 in FIG. 19 to record the data.

Note that also in this data recording apparatus 220, when it is judged in step
S193 that no digital watermark information can be detected, the system controller 600
goes to step S187 and subsequent steps where the data will be recorded. This is
intended because there exists a conventional content having no digital watermark
information embedded therein or a content unknown as to how it has been protected
against copying. However, since such a content not known as to how it has been
protected against copying is also unclear as to how it has been routed, it may be
inhibited from being recorded.

As having been described in the foregoing, since the data recording apparatus
220 is designed not to detect any digital watermark information when the data to be

recorded is an encrypted one, it can record the encrypted data for copying very simply



220 is designed not to detect any digital watermark information when the
data‘to be recorded is an encrypted one, it can record the encrypted data
for copying very sinply 79 and with a highly inproved perfornmance. That

is, wth the conventional data recorded shown in FIG 1, even an encrypted
data has to be decrypted and deconpressed for the purpose of detecting
digital watermark information, if any,7%®nbedded in the data and has to be
conpressed and encrypted again for recording. In conparison with the above

convent Landlitfhh FaRpRIVIA hitinés. TRAVRY®ith thomvdiRibnabaitaebcdrdeddat a

recordi ng appar atus’ actordirg to the present invention, having been
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af orement i oned enbodi ments, encrypted data is not subjected, to detection
of addi purpese dfrdetecting @gltghwateamxkgnﬁ%m%nerfrmykem{bﬁéflﬁ&m the ‘Sﬁ%éﬂéed
in the encrypted data, while non-encrypted data is subjected to the

det ect i has @b beaststnpiressad andf encraptednagain foasechrdingl Imaoerpeisoni withrtiat i on
enbedded in the non- encrypted data. However, the present invention is not
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deconpression circult w e to detect any digital watermark
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I nformati on may not be detected. -That is, even in _case a data havi ng not
been entefepneg 1 FlGochsresds npairmiitsfayi sugh daideApeQRpPress SCHPLUSbUI d
be detected or not nay be deci ded dependi ng upon whether the data is a
conpr esgetpeessiomand encryption.

Note that in the aforementioned embodiments, encrypted data is not subjected
to detection of additional information such as digital watermark information embedded
in the encrypted data, while non-encrypted data is subjected to the detection of
additional information such as digital watermark information embedded in the non-
encrypted data. However, the present invention is not limited to this system design.

For example, a data recorded having no decompression circuit will not be able
to detect any digital watermark information having been embedded in a data which is
not yet compressed because it cannot decompress the data. In this case, digital
watermark information may not be detected. That is, even in case a data having not
been encrypted is processed, whether digital watermark information should be detected
or not may be decided depending upon whether the data is a compressed or non-
compressed one.

Also, in a data recording apparatus not including a digital watermark



conpressed one. Also, in a data recording apparatus not including a digital
wat ermark 80 information detection circuit capable of discrimnating the
type of digital watermark infornmation enbedded in a file-formdata to be
processed according to signal configuration information supplied as added
to a header of the data, nanely, supplied incidentally to the data, even
t he object data having not been encryp8ted is not subjected to detection of
digital watermark information. That is, even in case a non- encrypted data

i s proceapfepsatiohiebedtionérélat sapdbde be diﬁtrﬁﬁliﬁlaﬁﬁgﬁﬁe typelef diptitadwaérmatkgi t al

wat ermark i nformation may be deci ded according to the type of digital
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obj ect data according or that no digital watermark information is enbedded
in the datidentallydiogithaldatat everntle iobfent ndata dmaving et bedreenerypted dsynoton-
encrypted data. That is, even for a non-encrypted content data, whether
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accordingto the type of the content data. O course, di gital watermark
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configuratiqon informatjon incidental to the data. That
J d?gltal watermark in ormat(l;on may be decided according to tlsie type ote digital
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watermark information.

Similarly, in case a content type being signal configuration information supplied
incidentally to an object data makes it clear that there is not provided a digital
watermark information detection circuit for the type of digital watermark information
embedded in the object data according or that no digital watermark information is
embedded in the data, no digital watermark information may be detected in any non-
encrypted data. That is, even for a non-encrypted content data, whether digital
watermark information should be detected or not may be decided according to the type
of the content data.

Of course, digital watermark information may not be detected in a non-
encrypted data having no digital watermark information embedded therein, which is
evident from signal configuration information incidental to the data. That is, whether
digital watermark information should be detected or not may be decided depending

upon whether an object data has digital watermark information embedded therein or



digital watermark information should be detected or not nmay be deci ded
dependi ng upon whet her an object data has digital watermark information
enbedded therein or 81 not. Also, in case a data format of an object data,
bei ng signal configuration information supplied incidentally to the data,
makes it clear that there is not provided a digital watermark information
detection circuit for the type of digiglal watermark information enbedded
in the object data according, no digital watermark information is enbedded
in the gdagta, or that there is provided an illegal-use preventive feature
adopting ot her copy control technique or playing control technique, no

That s, eveAlirin Shod Ber jubel ahel OGREL el e RERRN Spipgaata’ =
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various types such as CD, DVD and MD data formats. Even a non-encrypted
data may digitalewatetathrRrinforaystibmdetectiongitaniDfdd thentype raft digital sraternzargl e.
Al so, even an encrypted data which however has not been encrypted exactly
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whet her the data is a one having_ bheen encrypted or having not to be copied
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watermark information may be detected in any non-encrypted data. That is, even for
anon-encrypted data, whether digital watermark information should be detected or not
may be decided according to the format of the data. It should be noted that the data
formats include various types such as CD, DVD and MD data formats.

Even a non-encrypted data may be recorded or played according to DRM

information for example.

Also, even an encrypted data which however has not been encrypted exactly to
the intended purpose of the encryption may be recorded or played according to
detected digital watermark information detected from therein.

Also, in case it is possible to judge, based on predetermined signal configuration
information such as data format or the like of a data, whether the data is a one having
been encrypted or having not to be copied or played according to digital watermark
information, whether digital watermark information should be detected or not may be

decided according to the signal configuration information.



i nformation, whether digital watermark information should be detected or
not may be decided according to the signal configuration information. 82
In the aforenmenti oned enbodi nents, signal configuration infornmation
incidental to a content data to be recorded to an optical disc is stated in
TOC or the Iike of the content data or added to a file header of a
file-formcontent data. However, the &Y esent invention is not limted to

t he above. A content data to be recorded to a storage nedi um such as an

optical di sciifie afbreniigiofiedenfisbdinentsysighatenifigirativbn iformbdombicidentadded
to the sector header and sub-code part thereof. In the aforenentioned
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However, the data to be recorded or played is not limted to the audio
si gnal sptasentiwentienpis mgt Amitkat to hectboas. vi deo data, text data or gane.
Al so, the storage nmediumis not limted to the optical disc but may be a
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deci ded whether digital watermark information is to be detected or not,
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recordi b 2088 part thereof.

In the aforementioned embodiments, additional information is embedded ina
content by digital watermarking. However, the present invention can cover data in
which additional information has been embedded by any other technique.

In the aforementioned embodiments, audio signals are to be recorded or played.
However, the data to be recorded or played is not limited to the audio signals but may

be program data such as video data, text data or game.

Also, the storage medium is not limited to the optical disc but may be a memory
card, hard disc or semiconductor memory for example.

[In case it is decided whether digital watermark information is to be detected

or not, based on whether input data is a one having embedded therein digital

watermark information difficult to detect (for the situation (2))]

[Data recording apparatus]

When digital watermark information is embedded in an audio PCM signal and

the signal is converted to an analog signal, the embedded digital watermark



Wien digital watermark information is enbedded in an audi o PCM si gnal and
the signal is converted to an anal og signal, the enbedded digital waternmark
83 information will be difficult to detect. The data recordi ng apparat us
according to the present invention is a solution to this problem
Referring nowto FIG 21, still another enbodi nent of the data recording
apparatus according to the present invghtion is schematically shown in the
formof a block diagram The data recorded is generally indicated with a

r ef er enggfotationwillbs diffichndo denict. Theldata f@ﬁ@i@gtapﬁbhﬁﬂus acendiriefol the,
CR-RW (conpact disc - rewitable) or an optical disc capable of recording

wth a ggér%hi yn‘%qmneifsta%ﬂﬁé?g@g}i%@gﬂg CD RW As shown in FIG 21, the

data re I’ hg apparatus with a plurality of external

i nput termn i ncludin anal og,.j nput interface 14 nd, | EC 958
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signal entered via an analog input termnal 14l1a forned from a connector

j ack, sappéiatss accardingtoAhd presemt énventionis schematically shownlintbe formeofaed to
an audio PCM signal. The audio PCM signal is supplied to a selector 145.
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so-called optical digital input termnal "141d and supplies it to a
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RW.
As shown in FIG. 21, the data recording apparatus 140 is provided with a
plurality of external input terminals including an analog input interface 142 and IEC
958 interface 143.
The analog input interface 142 receives an analog audio signal entered via an
analog input terminal 141a formed from a connector jack, supplies it to an A/D
converter 144 in which it will be converted to an audio PCM signal. The audio PCM
signal is supplied to a selector 145. The IEC 958 interface 143 receives an audio PCM
signal entered via a so-called optical digital input terminal 141d and supplies it to a
recording control circuit 146, and also to a digital watermark information detection
circuit 147.
When the audio PCM signal from the IEC 958 interface 143 has additional

information as a digital watermark embedded therein, the digital watermark

information detection circuit 147 detects the digital watermark information and



information as a digital watermark enbedded therein, the digital watermark
i nformati on detection circuit 147 detects the digital waternmark information
and 84 supplies the result of detection as copyright nmanagenent
information to a system controller 700 including a m croconputer for
exanpl e. The systemcontroller 700 interprets the copyright managenent

I nformati on. \When the copyright managgent information neans that the
copying is inhibited, the systemcontroller 700 controls the recording
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information _is judged to be "one copy allowed" or "copy-free", the system
control | er 73hectystemicontroler 760dnterpigts tha copyrdghicmanagersentoinformation.he
audio PCM signal to the circuits downstreamof the circuit 146, thereby

al | owi n§vhérethi ighg nizmageafent iformationwekans that the fcopyirgie inlebited) the
control circuit 6 1s supplied to a digital watermark " information rewite

Ci Ul t 48 EBRfloUEY oM ofiBle 900 trEObrdiflf U1 OB 110! MIBE. the

copyri ght” nanagenent ormation al l'ows the recording Tor copying,
bor 1 SRR e it She usigrh EBnTAUet G Coptrtns et plial PERUH 136, - one
copy al |l owed" to ".cop}; i nhi bi t ed" aotr to a Creduced nunber of tines copy can
be donetaplep supplyingyhgendiaPCH deta tontherircudts dawmsiream ebthe eigeuis 146. be
limted, |ike "one copy allowed”. Wien it is unnecessary to rewite the
di gi tal wat eAl®s wheif the result@of intefrethtdntofithses@rightknanagement information
is judged to be “one copy allowed” or “copy-free”, the system controller 700 controls
the recording control circuit 146 to output the audio PCM signal to the circuits
downstream of the circuit 146, thereby allowing the recording for copying. The audio
data from the recording control circuit 146 is supplied to a digital watermark
information rewrite circuit 148. Then, even if copy control information included in the
copyright management information allows the recording for copying, the system
controller 700 will control the digital watermark information rewrite circuit 148 to
rewrite the digital watermark information from “one copy allowed” to “copy inhibited”
or to a reduced number of times copy can be done when the copy generation or
number of times of copying is to be limited, like “one copy allowed”. When it is
unnecessary to rewrite the digital watermark information, the digital watermark

information rewrite circuit 148 will be bypassed or passed through. The audio PCM

data from the digital watermark information rewrite circuit 148 is supplied to the



information rewite circuit 148 wll be bypassed or passed through. The
audio PCM data fromthe digital watermark information rewite circuit 148
is supplied to the 85 selector 145. The user selects one of the above
external input interfaces fromwhich data is to be recorded. For this

pur pose, the data recording apparatus 140 is provided with a key-control
unit 154 for operation by the user. Thgskey-control unit 154 has provided
thereon a plurality of keys such as recording start and end keys in
addltlogckguéppi 4nput select keys for entry of user's selection or

desi gnation ey- operation S|gnal corresponding to a key operated by the
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been operated and controls corresgondl ngly to the result of judgnent.
Then, t lie beyrecerdedoriardhisqrurpose,dbedata recording eppatatus 145 is providestwithrad
output a signal froman external input interface selected by the user. The

audi o PRys¢aited] umit 184 fordpletation betlraie! The ké§-dontrol vt E34 hay providdde
head 150 via a recording circuit 149 including an ECC encoder and recordi ng
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to be recorded for exanp and supplies it to, the splndle nmot or 152. The
servo cicPEigspondingite ask&)b@lp‘?,fétﬁ\ﬂi bythe eseits suppliegshtal thersysiemn eonsoHer00.
controller 700 to control the position of the wite head 150 radially of
t he The system controller 700 interprets the key-operation signal to judge which
one of the keys has been operated and controls correspondingly to the result of
judgment. Then, the system controller 700 controls the selector 145 to select and
output a signal from an external input interface selected by the user.

The audio PCM signal outputted from the selector 145 is supplied to a write
head 150 via a recording circuit 149 including an ECC encoder and recording
modulation circuit. The write head 150 writes data to an optical disc 151. The optical
disc 151 is rotated by a spindle motor 152 at a predetermined velocity under a CLV
servo control of a servo circuit 153. The servo circuit 153 produces a velocity servo
signal based on the audio PCM signal to be recorded for example, and supplies it to
the spindle motor 152. The servo circuit 153 is supplied with a control signal from the
system controller 700 to control the position of the write head 150 radially of the

optical disc 151 and also in the track direction.

Next, operations made for data recording in the data recording apparatus 140



optical disc 151 and also in the track direction. Next, operations nade for
data recording in the data recordi ng apparatus 140 86 constructed as
havi ng been descri bed above will be described with reference to the flow
chart shown in FIG 22. It should be noted that these flow chart show the
operations made mainly under the control of the systemcontroller 700.
First in step S 101, the systemcontrogd er 700 judges whet her the record
key on the key-control unit 154 has been operated. Wien the record key is

j udged Eé‘nilft}’& %@%v@%b@éﬁ%séﬂ%ﬁe&%ﬁé\gﬂggﬂrHerd’és'cﬁ'bea%tﬁ(?@ﬁré&éMeSNZ
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interface 142 but the |IEC 958 interface 143 is selected, the system
cont r ol Pperations garde mainkyapmdss she gpatrel of the gyisfern GoyEollee7REr di git al
watermark information i s enbedded in the audio PCM data to be recorded.

For this jud@imnin stepSI1istiemsyseahrcohtrelley J00dadgeaswhethedilss tezord kay enmar k
i nformati on detection circuit 147 to detect digital watermark information
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whet her onibe @perated atae gf the inpat é@lﬁﬁt key an éhfhkwxmnir@l vaiti 154, ayhather theni s

judgment is intended to see whether the digital watermark information has
analog input interface 142 is selected.

When it is judged in step S102 that not the analog input interface 142 but the
IEC 958 interface 143 is selected, the system controller 700 goes to step S103 where
it will judge whether digital watermark information is embedded in the audio PCM
data to be recorded. For this judgment, the system controller 700 causes the digital
watermark information detection circuit 147 to detect digital watermark information
for a predetermined length of time and judges whether digital watermark information
can have been detected within the predetermined length of time. When the digital
watermark information can have been detected so, the system controller 700 goes to
step S104 where it will interpret the digital watermark information, and goes to step
S105 where it will judge whether the detected digital watermark information is valid
or not. This judgment is intended to see whether the digital watermark information has
been falsified to have contents which cannot normally be.

When it is judged that the detected digital watermark information is valid, the



been falsified to have contents which cannot normally be. Wen it is judged
that the detected digital watermark information is valid, the 87 system
controller 700 goes to step S106 where it will judge, according to the
result of interpretation of the digital watermark information, nanely,
copyright managenent information, whether or not the recording for copying
of the data is possible. Wien it is juglged in step S 105 that the detected
digital watermark information is not valid, or when it is judged in step

S106_t hgjetbCcditAdlied 70 dds 153 906 Wheke Rt filige, AcRRrdiBt6 MERRUIAf! er

700 goes'to step re it Inhibrt t ecordi ng, goes t

step S111 where. it w0l .control an LCD.unit.155 to.pronpt.the user y
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S106 that the recording for copying is possible, the systemcontroller 700
j udges infosmagon)whethesiosaot the refiagding foxpopying of therdaip dmpewsibleas t o be
rewwitten. Wien it is judged that the control of the recording for copying

needs rew it Whemft i$ halgtiddintstdp 3408 thmthe defectedbdigital Watarimek irfformapyn
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user, by display, that the recording is impossible.

Also, when it is judged in step S106 that the recording for copying is possible,
the system controller 700 judges in step S107 whether the digital watermark
information has to be rewritten. When it is judged that the control of the recording for
copying needs rewriting of the digital watermark information because the copy
generation is limited or number of times copying can be done is limited, the system
controller 700 will control, in step S108, the digital watermark information rewrite
circuit 148 to rewrite the digital watermark information.

After completion of the digital watermark information rewriting or when it is
judged that the digital watermark information has not to be rewritten, the system
controller 700 goes to step S109 where the data will be recorded.

When it is judged in step S102 that the analog input interface 142 is selected,

the input analog data is converted in the A/D converter 144 to audio PCM signal in

step S112, and the audio PCM signal is recorded in step S109.



the input analog data is converted in the A/D converter 144 to audi o PCM
signal in step S112, and the audio PCM signal is recorded in step S109. 88
Note that also in this enbodi ment, when it is judged instep S103 that no
digital watermark information can be detected, the systemcontroller 700
goes to step S109 where the data will be recorded. This is intended
because there exists a conventional c&htent having no digital waternark

i nformati on enbedded therein or a content unknown as to how it has been

protected agaidisth4t@ld Mdhis@ibydimert] when #US fudzedianrteg$10®thak hodigies t o
how it has been protected against copying is also unclear as to how it has
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I nformati on unnecessarily and thus it can work with a highly inproved
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provi degnkhbWnddy ®BORYIt IHABWeen! ptotdctes againdt 8bpyind. Homkbver$ifté 8Geh adat a
entered fromthe analog input interface can be Teproduced w thout having
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enbedded digital watermark information will be difficult to detect fromthe
anal og As having been described in the foregoing, since the data recording apparatus
140 is designed not to detect any digital watermark information when the data to be
recorded is an analog data, it does not detect digital watermark information
unnecessarily and thus it can work with a highly improved performance.

In the foregoing, the present invention has been recorded concerning the data
recording apparatus. Also in a data playing apparatus provided with an analog input
interface and digital input interface, data entered from the analog input interface can
be reproduced without having to detect digital watermark information, as above.

Note that the above data recording apparatus has beén described in the
foregoing as a solution to the problem that when digital watermark information is
embedded in an audio PCM signal and the signal is converted to an analog signal, the
embedded digital watermark information will be difficult to detect from the analog

signal. In case digital watermark information embedded in analog data is difficult to

detect when the analog data is converted to audio PCM data, the audio PCM data is



signal. In case digital watermark informati on enbedded in anal og data is
difficult to detect when the analog data is converted to audi o PCM dat a,
the audio PCMdata is 89 not subjected to detection of digital watermark
information. In case it can be discrimnated, based on the aforenmentioned
TOC information and file header information, in which digital watermark
i nformation i s enbedded, analog data g PCMdata, it is possible to

determ ne, based on the result of discrimnation, which is not subjected

to det e:Btgk gurkjg&egggid@éctm{gfg%qﬁklk&g%ar%iﬁ maid. 09 data or audi o PCM
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Also, when digital watermark information is embedded in a compressed audio
PCM signal and the signal is converted to an audio PCM signal, the embedded digital
watermark information will be difficult to detect. For example, in case audio data is
compressed by the MDCT (modified discrete cosine transform) technique, digital
watermark information is embedded at a one of the DCT coefficients where
degradation due to the embeding of digital watermark information will not be
noticeable when the date is reproduced. This is yet another embodiment of the data
recording apparatus according to the present invention is a solution to this problem.

Referring now to FIG. 23, the data recording apparatus according to the present
invention is schematically illustrated in the form of a block diagram. This data
recording apparatus is generally indicated with a reference 160. In this embodiment,
the storage medium used is a CD-R (compact disc - recordable), CD-RW (compact
disc - rewritable) or an optical disc capable of recording with a density double that of

CD-R or CD-RW.



disc - rewitable) or an optical disc capable of recording with a density
doubl’'e that of CD-Ror CO-RW 90 As shown in FIG 23, the data recording
apparatus 160 is provided with a plurality of external input interfaces
including an I EC 958 interface 162 and USB interface 163 in this

enbodi nent. The I EC 958 interface 162 receives audio PCMsignal froma
so-called optical digital input termggl 16la, and supplies to a
conpression circuit 164. The audio PCM signal is conpressed in the
conpressi on ¢ | B4 drygu | =] Iy ) inderface
163 recei ves%%@%’gigdl:ﬁ'dlzg’ ggélt gﬁgn{egrogddﬁgi aj&;gggt?‘%gﬁo %Sepiraﬁ“}r@ d V%ﬁt?
formed from.a connector.jack, apd supplies it ecordin ont r.ql
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167. When the conpressed audio data fromthe USB interface 163 has digital
wat er mainterfaced®adtindhiscembadiments addi ti onal information therein, the above
digital watermark information detection circuit 167 detects the digital
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managenent information to a system controller 800 including a
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inhibit the recording. That is, the systemcontroller 800 inhibits the
recor di ddieddhBrinterfagierind receddsfcommressed atidig datacenterea via antiapuf tecminal
downstream of the circuit 166.

161b formed from a connector jack, and supplies it to a recording control circuit 166,

and also to a digital watermark information detection circuit 167.

When the compressed audio data from the USB interface 163 has digital
watermark information embedded as additional information therein, the above digital
watermark information detection circuit 167 detects the digital watermark information,
and supplies the result of detection as copyright management information to a system
controller 800 including a microprocessor for example.

The system controller 800 will interpret the copyright management information.
When the copyright management information is interpreted to mean that the copying
is inhibited, the system controller 800 will control the recording control circuit 166 to
inhibit the recording. That is, the system controller 800 inhibits the recording control
circuit 166 from supplying the data to the circuits downstream of the circuit 166.

Also, whenthe result of interpretation of the copyright management information

is judged to be “one copy allowed” or “copy-free”, the system controller 800 controls



Al so, when the result of interpretation of the copyright managenent
information is judged to be "one copy allowed" or "copy-free", the system
controller 800 controls 91 the recording control circuit 166 to output the
conpressed audio signal to the circuits downstreamof the circuit 166,
thereby allowing the recording for copying. The conpressed audio data from
the recording control circuit 166 is sllpplied to a digital watermark
information rewite circuit 168. Then, even if copy control information

i ncl udethe recbiding epyitriod bircuitsGaowutputrthe contpressedl dudis sigiel toetheraiicagtsf or
copying, the systemcontroller 800 will control the digital watermark
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or number of times of copying is to be limited, like “one copy allowed”. When it is
unnecessary to rewrite the digital watermark information, the digital watermark
information rewrite circuit 168 will be bypassed or passed through. The audio PCM
data from the digital watermark information rewrite circuit 168 is supplied to a selector
165.

The user selects one of the above external input interfaces from which data is
to be recorded. For this purpose, the data recording apparatus 160 is provided with a
key-control unit 174 for operation by the user. The key-control unit 174 has provided
thereon a plurality of keys such as recording start and end keys in addition to the input
select keys for entry of user’s selection or designation. A key-operation signal
corresponding to a key operated by the user is supplied to the system controller 800.

The system controller 800 interprets the key-operation signal to judge which

one of the keys has been operated and controls correspondingly to the result of



The system controller 800 interprets the key-operation signal to judge

whi ch one of the keys has been operated and controls correspondingly to
t.he result of 92 judgnent. Then, the systemcontroller 800 controls the
selector 165 to select and output a signal froman external input

i nterface selected by the user. The audio PCM signal outputted fromthe
selector 165 is supplied to a wite H#ad 170 via a recording circuit 169
i ncluding an ECC encoder and recording nodulation circuit. The wite head

170 wri ilﬂfgmé’ﬁta TReRNtheNysteth nfolief BOOTé’tﬁ]tﬁﬂE itR@lseledt$iC165 {o kelecphad ed by

a spind tor 172 ‘at a°’predeterm ned velocity under a CLV servo control
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position of the wite head 170 radially of the optical di sc 171 and al so
in the heat K7l véxcti mecordimgt ciropier 69 endudinge af cECateacoderoand gcordinge
data recordi ng apparatus 160 constructed as havi ng been descri bed above
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based on the operated state of the input select key on the key-control
uni t 17dignahbasest on tiee audio PCM signal to be recorded for example, and supplies it to

the spindle motor 172. The servo circuit 173 is supplied with a control signal from the
system controller 800 to control the position of the write head 170 radially of the
optical disc 171 and also in the track direction.

Next, operations made for data recording in the data recording apparatus 160

constructed as having been described above will be described with reference to the

flow chart shown in FIG. 24. It should be noted that these flow chart show the
operations made mainly under the control of the system controller 800.

First in step S121, the system controller 800 judges whether the record key on
the key-control unit 174 has been operated. When the record key is judged to have
been operated, the system controller 800 goes to step S122 where it will judge, based
on the operated state of the input select key on the key-control unit 174, whether the
TEC 958 interface 162 is selected.

When it is judged in step S122 that not the IEC958 interface 162 but the USB



| EC 958 interface 162 is selected. Wen it is judged in step S122 that not
the I'EC958 interface 162 but the USB 93 interface 163 is selected, the
system controll er 800 goes to step S123 where it will judge whet her
digital watermark information is enbedded in the conpressed audio data to
be recorded. For this judgnent, the systemcontroller 800 causes the
digital watermark information detecti® circuit 167 to detect digital
watermark information for a predetermined I ength of tine and judges

whet her jifieefat@ll 6Bek selevted, ithe qz\hmm eBntroHer BeO goeeao sty 8E2Bavivért it willhe
predeterm ned | ength of tine. en the digital watermark information can

have be | | er ere
e i 1 SRS BERES digiat WA BfsHal R SernfOAATh e comlfRsstiudiBers,
where it will judge ether the detected digital er k info ti.on is
VATl ! Batarier bd HDEdsd GEREHYS JSdETRE B gt sy HORLE DN fasds Ih digita
watermark information has been falsified to have contents whi ch cannot

nor mal | yatermatkeinformatson detgetdon bixtuit 16 7detdeteat dligitaji watermatk information
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inhibit the recording, and goes to step S131 where it will control an LCD
uni t 175tepdS I4owhere Havill interpret the digital watermark information, and goes to step

S125 where it will judge whether the detected digital watermark information is valid

ornot. This judgment is intended to see whether the digital watermark information has

been falsified to have contents which cannot normally be.

When it is judged that the detected digital watermark information is valid, the
system controller 800 goes to step S126 where it will judge, according to the result of
interpretation of the digital watermark information, namely, copyright management
information, whether or not the recording for copying of the data is possible.

When it is judged in step S125 that the detected digital watermark information
is not valid, or when it is judged in step S126 that the recording for copying is
impossible, the system controller 800 goes to step S130 where it will inhibit the
recording, and goes to step S131 where it will control an LCD unit 175 to prompt the

user, by display, that the recording is impossible.

Also, when it is judged in step S126 that the recording for copying is possible,



user, by display, that the recording is inpossible. Also, when it is judged
in step S 126 that the recording for copying is possible, 94 the system
controller 800 judges in step S127 whether the digital watermark
information has to be rewitten. Wien it is judged that the control of the
recording for copying needs rewiting of the digital watermark information
because the copy generation is limtegh or nunber of tines copying can be
done is limted, the system controller 800 will control, in step S128, the
di gi tal tl}((@kﬁﬁt%ﬁ{ Ked it AATFRBDO MR | fnS step! 59277t wh@ﬁ)érotl{ee‘ﬁi%ﬁeﬂ Wierdharikt al
watermark information. After ‘completion of the digital watermark
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conpressed in the conpression circuit 164 in step S132, and the conpressed
audi o siggneratiba is ¢igniteddr nuntiee pf HikAls cb{gyiagtdmtbaﬂsme islimfiied, erbogdtennt
when it is judged in step S 123 that no digital watermark information can
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copying is aAdtergampletionof the digil watesmage ifoppatien rewriting omwhen i 15i t ed
from bei ng recorded.
judged that the digital watermark information has not to be rewritten, the system
controller 800 goes to step S129 where the data will be recorded.

When it is judged in step S122 that the IEC 958 interface 162 is selected, the
input PCM data is compressed in the compression circuit 164 in step S132, and the
compressed audio signal is recorded in step S129.

Note that also in this embodiment, when it is judged in step S123 that no digital
watermark information can be detected, the system controller 800 goes to step S129
where the data will be recorded. This is intended because there exists a conventional
content having no digital watermark information embedded therein or a content
unknown as to how it has been protected against copying. However, since such a
content not known as to how it has been protected against copying is also unclear as
to how it has been routed, it may be inhibited from being recorded.

As having been described in the foregoing, since the data recording apparatus

160 is designed not to detect any digital watermark information in any data entered



As havi ng been described in the foregoing, since the data recording
apparatus 160 is designed not to detect any digital watermark infornation
in any data entered 95 fromthe IEC 958 interface 162 and fromwhich it is
difficult to detect digital watermark information, it does not detect
digital watermark information unnecessarily and thus it can work with a

hi ghly i nproved performance. In the alffve, the enbodi ment of the data
recordi ng apparatus according to the present invention has been descri bed.

However from thBAHT 958 iiitefdce N2 andafranpvebichdt igpdigfiedlt Sopderecddibivalt h an
| EC 958 interface and USB i nterface can play data from the I EC 95
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wat er mark i nformati on |s dlff_lcult to detect fr.omaudlo PCM data. I n case
di gi tal wat elmthekabavieptheatnbadimentexfdbe data medirdinpa@pparates accarding tothe t o
detect when the audio PCM data is conpressed, the conpressed audio data is
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Note that the above data recording apparatus has been described in the
foregoing as a solution to the problem that when digital watermark information is
embedded in compressed audio data and the embedded digital watermark information
is difficult to detect from audio PCM data. In case digital watermark information
embedded in audio PCM data is difficult to detect when the audio PCM data is
compressed, the compressed audio data is not subjected to detection of digital
watermark information.

In case it can be discriminated, based on the aforementioned TOC information
and file header information, in which digital watermark information is embedded,
compressed data or PCM data, it is possible to determine, based on the result of
discrimination, which is not subjected to detection of digital watermark information,
analog data or audio PCM data.

Note that it is not only in the aforementioned two embodiments of the present

invention that digital watermark information is difficult to detect. For example,a TV



Note that it is not only in the aforenenti oned two enbodi nents of the
present invention that digital watermark information is difficult to
detect. For exanple, a TV 96 signal converted to another TV system or
changed in nunber of scanning lines is to be recorded, it wll be
difficult to detect digital watermark information having been enbedded in
TV signal before so converted or chandg¥d. Also in this case, such a TV
signal is not subjected to detection of digital watermark information.

[ O her  gighaPtomidrte PRCanmheeTVsdystémtdiadhanigsd dy auhstidrefascaraing limss is to
di scrimnating bow digital watermark information has been enbedded in nmain

data |i 19 Al Ao el deqieded,
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whet her the digit wat e k informati on detectiopn circuit includ in
the datembeddsdiim k’aﬁsaag%r%ﬁo spawefﬁercg‘ﬂ%g?&-t SPAR P&%Mﬁag‘ﬁ\/i on
shoul d detect the digital watermark information. Also, if it is possible to
di scri nsigaakistiet subjected tadetwictiod af aligitahwatehmark infermatiener mar k
information i s enbedded (conpressed, non-conpressed, analog or digital

form, whet hﬁ(DtHé?%b&ﬁhfbrﬁ@QH&%ﬂﬁnﬁTbj ected to detection of the digital
wat ermark information may be decided in the data recordi ng apparatus or

pl ayer for t (o] L. Qne t] AR 0 requ
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information i 5 enbedded. he storage.nmediumis a CDx disc, jt is
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data recorded with the use of the authoring o ) .

FIG. 8, it may be decided, depending upon whether digital watermark information

embedded in a data, whether the digital watermark information detection circuit
included in the data recording apparatus or player according to the present invention
should detect the digital watermark information.

Also, if it is possible to discriminate the form of a main data in which digital
watermark information is embedded (compressed, non-compressed, analog or digital
form), whether input data should be subjected to detection of the digital watermark
information may be decided in the data recording apparatus or player for the
aforementioned situation (2) based on the result of discrimination of the form of the
main data in which the digital watermark information is embedded.

When the storage medium is a CDx disc, it is possible to discriminate, based on
the existence of wobbled pits, between data recorded with the use of the authoring
device (recorded at pits) and data from a CDx-R or CDx-RW. This fact can be utilized

to make no detection of digital watermark information in encrypted data from a CDx



device (recorded at pits) and data froma CDx-R or CDx-RW This fact can be
utilized to nmake no detection of digital watermark information in
encrypted data froma CDx 97 disc prepared with the use of the authoring
device while detecting digital watermark information in data from CDx-R,
CDx- RWor other disc. Also, the type of digital watermark information may
be detected fromthe file header and 9OC i nformation of a data, and it be
j udged based on the result of detection whether the digital waternark

i nf or Mediseprepared AR YRS 1SS obYhd Hiﬂhéiiﬂ'gt&'vicé’\@hﬂémﬁ&tir%f gn'rﬁg@l hWaferstpdrRet i on
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recorded or played.
be a one which cannot be detected by the data recording apparatus or player, the data

may not be subjected to detection of digital watermark information.

Contents include ones whose copyright should be protected more strictly and
ones whose copyright may not so strictly be protected, which depends upon their
types. With this fact taken in consideration, the type of a content may be detected
from the file header and TOC information included in the content data and it may be
decided based on the result of detection whether the content should be subjected to
detection of digital watermark information.

In the aforementioned embodiments, additional data is embedded in a content
by the digital watermarking. However, the present invention is applicable to additional
data embedded in a content by any other technique.

In the aforementioned embodiments, audio signal is to be recorded or played.
However, the present invention is not limited to such signal but can cover program

data such as video data, text data and game.



However, the present invention is not Iimted to such signal but can cover
program data such as video data, text data and gane. 98 Also, the storage
mediumis not limted to an optical disc but may be a nmenory card, hard

di sc or sem conductor nenory. Industrial Applicability As having been
described in the foregoing, since any securely protected data is not

subj ected to detection of additional i98formati on enbedded therein, the data
recordi ng apparatus or player according to the present invention can

operate with is Hotdimited &3 aR Bpiiealdiscbut Mag be alMemds
additional in ﬁﬁha%%ig?gégng??lfn?\%ult 1to det gctpollependi ng upgn t he typg of

i nput data in ich the.addit] | information is enbedded, the input data
is not &Y fbﬁ%@’sfz@rag{n&?q%@?&teﬁt&&ddi tional information. |In this case,
the apparatus is not burdened with the detection of additional information.
99 dains 1. A data recordi ng apparatus conprising: detecting neans for

detecting additional information enbedded in input data; recordi ng neans

for rechidlismialsApplicatility data to a storage nmedium and recording
controlling neans for controlling said recording neans according to said

addi tional i Afs@favgi B ndfdsefibed iﬁméﬂ%%(ﬁﬁg?ﬁhbégnﬁmély\@@f&iéﬂ aatdiis i onal

i nfornation enbed I'n nore secure in ata than said” input data is not
det ect erqotb gugj%'c{jedd % Hete At 3¢ Wditional information embedded therein, the data

recording apparatus or player according to the present invention can operate with less
burden and with a higher performance. Also, in case additional information is difficult
to detect depending upon the type of input data in which the additional information is
embedded, the input data is not subjected to detection of the additional information.

In this case, the apparatus is not burdened with the detection of additional information.



2. The apparatus as set forth in claim1, further conprising: secure input
i nterface nmeans for entering data securely; insecure input interface neans
for entering data insecurely; a first route for supplying the data entered
fromsaid secure input interface mneans to said recording nmeans; and a
second route for controlling the supply of the data entered from said

I nsecure input interface neans to saiggrecording neans by controlling said
recording controlling nmeans according to said additional information
detected by said detecting neans. 3.(j}§h§ﬂoparatus as set forth in claiml,
further conprising: secure input interface nmeans for entering data
securel&; angﬁ i@Fecur inﬁut IL.nterface.means for entering data insecurely;
wherein-sai d QP crteFﬂﬁﬁPrgé‘ DAY EQWPLISINE addi ti onal i nformation from onl y
the data entered fromsaid insecure input interface neans. 100 4. The
appar at us as detactingrmpansfor| detesting additinnal indegmatiomembedded dn inpptdatas f or
extracting copyright managenent information fromthe data entered from

sai d secure iregpitingiRahe€er f&@f@ihﬁc’sﬁﬁi mipat data toef Stogafegmediihphhd ng means
for controlling the recording of the data entered from said secure input
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wherein additional information embedded in more secure input data than said
input data is not detected by said detecting means.
2. The apparatus as set forth in claim 1, further comprising:

secure input interface means for entering data securely;

insecure input interface means for entering data insecurely;

a first route for supplying the data entered from said secure input interface
means to said recording means; and

a second route for controlling the supply of the data entered from said insecure
input interface means to said recording means by controlling said recording controlling
means according to said additional information detected by said detecting means.
3. The apparatus as set forth in claim 1, further comprising:

secure input interface means for entering data securely; and

insecure input interface means for entering data insecurely;

wherein said detecting means detects said additional information from only the

data entered from said insecure input interface means.



wherein the recording controlling nmeans judges based on the result of
discrimnation fromsaid discrimnating neans whether said input data is
secure or not and also controls the recording of said input data to said
storage nedium 6. The apparatus as set forth in claim1l, wherein said
detecting neans detects digital watermark information from said i nput data
and said additional information froml€&id digital watermark information.
7. A data playing apparatus conprising: detecting neans for detecting

addi ti ogal i Therapphiaos esrbetcfdeth inrclainp 3, fuisher comprisinguci ng neans for
reproduci ng said I nput data; and controlling neans for controlling said

r epr oduci ng : ' i ki lnal \
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secure i,nput data.than.said i.nput., data is not detected by said detectin
means. ¢ enered fro Sﬁ?ﬂged Bgte'l'ﬁj?rg?ct FANR 4 7, fur%/her corrprising?
secure input interface means for entering data securely; insecure input

i nterface neanethepreearding ﬁyltaallagimg@t&ﬁmgqntaﬂhngéhe rerardingef thepatdi ng
the data entered fromsaid secure input interface means to said recording

neans; anakréd skeandaidWeeutforinpantintdrfdoeg ndunss appdnding tdesaiidht copyrighted
fromsaid insecure input interface neans to said recordi ng nmeans by
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5. The apparatus as set forth in claim 1, further comprising means for
discriminating the type of a medium which supplies said input data;

wherein the recording controlling means judges based on the result of
discrimination from said discriminating means whether said input data is secure or not
and also controls the recording of said input data to said storage medium.
6. The apparatus as set forth in claim 1, wherein said detecting means detects
digital watermark information from said input data and said additional information
from said digital watermark information.
7. A data playing apparatus comprising:

detecting means for detecting additional information embedded in input data;

reproducing means for reproducing said input data; and

controlling means for controlling said reproducing means according to said
additional information detected by said detecting means;

wherein additional information embedded in more secure input data than said

input data is not detected by said detecting means.



9. The apparatus as set forth in claim?7, further conprising: secure input
interface nmeans for entering data securely; and insecure input interface
neans for entering data insecurely; wherein said detecting neans detects
said additional information fromonly the data entered fromsaid insecure
I nput interface neans. 10. The apparatus as set forth in claim9, further
conprising: extracting neans for extrd®li ng copyri ght nmanagenent
information fromthe data entered fromsaid secure input interface neans;

and anoBher Mhedppargusasiseofdriinin dransy,forthepoometisingg the recordi ng of
the data entered fromsaid secure input interface nmeans according to said

copyri ght quﬁeﬁﬁtffg?{’ﬁéé%ieﬁﬂs W#’ﬁgfdﬁg da¥a s@felgxtracting nmeans. 11.

The apparatus as s In clarm her conprrsing neans for

discrimnating the t . Of medi um whi ch supplies said input data; 102
wher ei n sai dlI?S«?EBFedm\i’S'?é@ﬁfﬁGFmmsﬁgﬁgpﬁr@@a%ﬁ%r ¥>the result of
discrimnation fromsaid discrimnating neans whether said input data is
secure or nog firshdoulesforcapplying theedata cotatedfrom sadd secwrsuinpyidtinterfacgai d
storage nedium 12. The apparatus as set forth in claim7, wherein said

det ecti ng;amgaﬁmmee@t@jngdhgaﬁglanwat ermark information fromsaid i nput data
and said additional information fromsaid digital watermark informtion.
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i nterface neans;

input interface means to said recording means by controlling said recording controlling
means according to said additional information detected by said detecting means.
9. The apparatus as set forth in claim 7, further comprising:

secure input interface means for entering data securely; and

insecure input interface means for entering data insecurely;

wherein said detecting means detects said additional information from only the
data entered from said insecure input interface means.
10.  The apparatus as set forth in claim 9, further comprising:

extracting means for extracting copyright management information from the
data entered from said secure input interface means; and

another recording controlling means for controlling the recording of the data
entered from said secure input interface means according to said copyright
management information extracted by said extracting means.
11.  The apparatus as set forth in claim 7, further comprising means for

discriminating the type of a medium which supplies said input data;



addi tional information detecting means provided correspondingly to the type
of each of said external input interface for detecting additional
i,nformati on enbedded in input data supplied via said external input

i nterface nmeans; recording neans for recording said input data to a storage
medi um and recording controlling neans for controlling said recording
means according to said additional inD2drmation detected by said additional
i nformati on detecting neans. 14. The apparatus as set forth in claim 13,

wherein the giherdinl Eé‘idofe&b’fﬂﬁfg”@bnirﬂﬂﬁigt i s ﬁf@eﬁ%di Bfi| theepesudx logr nal
I nput interface neans capabl e of authentication wth a data input device;
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i nput interface nmeans not capabtie, f said authentication is detected by
addi t i ofRd alspacamirels the reqording w«glw ta {o;saigiitoragp anediym.as set forth
in claim13, wherein the plurality of external input interface neans

i ncl ude32. sedheappatansas setrfouth im¢laim 4% eviraimssaid ddtectingemeans doteetsnal
i nput interface neans; wherein additional information enbedded in data

enter :gg?gi% ﬁ%t@ﬁ?ﬁf%?gﬁﬁggg@tﬁ! sr?iidl‘ ut! dit&ahdsaidBadRidnal #efo?Aiafienby
g ans.

from said digital watermark information.
13. A data recording apparatus comprising:

a plurality of external interface means;

additional information detecting means provided correspondingly to the type of
each of said external input interface for detecting additional information embedded in
input data supplied via said external input interface means;

recording means for recording said input data to a storage medium; and

recording controlling means for controlling said recording means according to
said additional information detected by said additional information detecting means.
14.  The apparatus as set forth in claim 13, wherein the plurality of external
input interface means includes:

external input interface means capable of authentication with a data input
device; and

external input interface means not capable of said authentication;

wherein additional information embedded in data entered via said external input

interface means not capable of said authentication is detected by additional



16. The apparatus as set forth in claim 13, wherein the plurality of
external input interface neans includes: external input interface neans
f.or receiving encrypted data as input data; and external input interface
means for receiving non-encrypted data as input data; wherein additional
i nformati on enbedded in data entered via said external input interface
means for receiving said non-encryptedO8ata as input data is detected by
said additional information detecting nmeans. 17. The apparatus as set

forth i[hi@kﬁiaﬁbjlﬁjetdmg{gejn@aﬁﬁe plurality of external input interface neans
i ncludes: anal og input Tnterface nmeans; and digital input interface neans;

wher ei nqaddi td L j e i . Vi i t he
anal og 15 cildrrparsead Bk RERAEENS BurhR R abRH o SRR o
i nformation detecting 104 ns. 18. The apparatus as set forth in claim
13, whe/HW 1pteEtace neans Jpchidesit ernal i nput i nterface neans incl udes:
external input interface nmeans for receiving conpressed data as input data;
and ext er nake¢urpextémakinpait énterfans meams; andi vi ng non- conpressed data as

i nput data; wherein additional information enbedded in data entered via

ei ther of saike@tecéxtetnal Pt inféredderpeani@ans i s detected by said
additional information detecting neans.
wherein additional information embedded in data entered via said insecure
external input interface means is detected by said additional information detecting
means.
16.  The apparatus as set forth in claim 13, wherein the plurality of external
input interface means includes:
external input interface means for receiving encrypted data as input data; and
external input interface means for receiving non-encrypted data as input data;
wherein additional information embedded in data entered via said external input
interface means for receiving said non-encrypted data as input data is detected by said
additional information detecting means.
17.  The apparatus as set forth in claim 13, wherein the plurality of external
input interface means includes:
analog input interface means; and
digital input interface means;

wherein additional information embedded in data entered via either the analog

or digital input interface means is detected by said additional information detecting



19. The apparatus as set forth in claim 13, wherein said additional

I nformati on detecting neans detects digital watermark information from
said input data and said additional information from said digital

wat ermark information. 20. A data playing apparatus conprising: a
plurality of external interface neans; additional information detecting
means provided correspondingly to thelo4pe of each of said external input
interface for detecting additional information enbedded in input data
suppl i eghevihg said external input interface means; reproducing neans for
reproduci ng said i nput data; and controlling neans for controlling said
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in claim20, wherein the plurality of external input interface neans

i ncl udeinput Gserfage anenals lnﬁb@ﬁsi nterface neans capabl e of authentication
with a data input device; and external input interface nmeans not capable
of said aut hextermatinpit intdrescei meadidior revedvingrbarpressedrdatarbeinpad data; dad a
entered via said external input interface neans not capable of said
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external | naf'fxteréipltaecfcfiggr?alnﬁ%grsmiltrfgrll USSedded in data entered via either of said
external input interface means is detected by said additional information detecting
means.
19.  The apparatus as set forth in claim 13, wherein said additional information
detecting means detects digital watermark information from said input data and said
additional information from said digital watermark information.
20. A data playing apparatus comprising:
a plurality of external interface means;
additional information detecting means provided correspondingly to the type of
each of said external input interface for detecting additional information embedded in
input data supplied via said external input interface means;
reproducing means for reproducing said input data; and
controlling means for controlling said reproducing means according to said
additional information detected by said additional information detecting means.

21.  The apparatus as set forth in claim 20, wherein the plurality of external

input interface means includes:



secure external input interface neans; and insecure external input

i nterface means; wherein additional information enbedded in data entered
via said insecure external input interface nmeans is detected by said
additional information detecting neans. 23. The apparatus as set forth in
claim 20, wherein the plurality of external input interface neans

i ncl udes: external input interface ned88 for receiving encrypted data as

i nput data; and external input interface neans for receiving non-encrypted
data as i npuextéaial; inpodntirfacedieanswapabkf of aatlieaticatibeddith 4 dathainput
entered via said external input interface nmeans for receiving said
non-enc?¥ﬂkgda ta as input data is detected by said additional
information detecting neans. 24. The apparatus as set forth in claim 20,

anal og 1 nput CRRTEHRPRC GRS Band AP PABRNY P S B Mhans . wher ei
additional information enbedded in data entered via either the analog or
di gi tal i npuwhentioafiditionabinformatioeembeddedin dath énteded viasaid extarmnal inputon
detecting neans. 25. The apparatus as set forth in claim20, wherein the
pl ural i jntehcehednzahot capablei o sdilanghsricwiony derested by said additional
information detecting means.
22.  The apparatus as set forth in claim 20, wherein the plurality of external
input interface means includes:
secure external input interface means; and
insecure external input interface means;
wherein additional information embedded in data entered via said insecure
external input interface means is detected by said additional information detecting
means.
23.  The apparatus as set forth in claim 20, wherein the plurality of external
input interface means includes:
external input interface means for receiving encrypted data as input data; and
external input interface means for receiving non-encrypted data as input data;
wherein additional information embedded in data entered via said external input
interface means for receiving said non-encrypted data as input data is detected by said

additional information detecting means.

24.  The apparatus as set forth in claim 20, wherein the plurality of external



external input interface neans for receiving conpressed data as input data;
and ‘external input interface nmeans for receiving non-conpressed data as
i,nput data; wherein additional information enbedded in data entered via
either of said external input interface nmeans is detected by said
additional information detecting neans. 26. The apparatus as set forth in
claim 20, wherein said additional infdbéation detecting neans detects
digital watermark information fromsaid i nput data and said additional

i nfor n’aﬁﬁlﬁﬂ ihfe?fAce dhéand @ichaleswat ermark i nformation. 27. A data recording
apparatus conprising: judging neans for judgi ng whether input data has been

encrypt ed; dg}l?‘?giiﬂ@gﬁﬁngaéﬁﬁ}eﬂﬁg‘eﬁd ng addi tional information enbedded in

sai d i nput at'a®ac e result of judgnment from said judging
means; recording neans, for recording said input data to a storage nedi um
and 107 recéigi?ﬂgnB‘&nW@f@qen'@e%%ns for controlling said recording neans
according to said additional information detected by said detecting neans.
28. The appamdtensinasiditéondlanfdrmation embeditd inutatdentecedrpia aitheg thaahalogt
route for supplying said recording nmeans with said i nput data judged by

sai d ] udgld tdTS APt ﬁl@erj!l’ﬁbeeﬁfé!éﬁmse@etééfea;b)a_ﬁﬁidaa&(ﬁﬁﬁﬂﬂl {iFbffAation dét&ﬁ'ngi ng
said recording neans with said input datd judged by said judging neans to
be non- pted data by controlling said recording controlling nmeans

according to said additional information detected by said detecting

25.  The apparatus as set forth in claim 20, wherein the plurality of external
input interface means includes:
external input interface means for receiving compressed data as input data; and
external input interface means for receiving non-compressed data as input data;
wherein additional information embedded in data entered via either of said
external input interface means is detected by said additional information detecting
means.
26.  The apparatus as set forth in claim 20, wherein said additional information
detecting means detects digital watermark information from said input data and said
additional information from said digital watermark information.
27. A data recording apparatus comprising:
judging means for judging whether input data has been encrypted;
detecting means for detecting additional information embedded in said input
data according to the result of judgment from said judging means;

recording means for recording said input data to a storage medium; and



means. 29. The apparatus as set forth in claim?27, wherein said detecting
means detects said additional information fromonly said input data judged
Ry said judging neans to be non-encrypted data. 30. The apparatus as set
forth in claim27, wherein said detecting neans detect digital watermark
information fromsaid i nput data and said additional information from said
digital watermark information. 31. ThdQOapparatus as set forth in claim27,
wherein said detecting nmeans detects said additional information being

sai d copyri ghécordingdeirivlling htdaie fopoont3lling sdfd RcdkdirisificAidRicofdifg to
conprising: judging nmeans for judgi ng whether input data has been

encrypt gd; : | f | et | nformati on enbedded in
said i n%ﬁg aﬁ?@?@%@%%%@’%@?ﬁghﬁﬁﬁg d%fé%nuggﬂngél?g'f rom sai d j udgi ng
neans; 8 produci ng neans for repraqduci said i,nput data; and

control égﬂg ﬁﬁﬁ?l’f‘%ﬁt“ B%F?tcﬁ%l“ihrfé‘ @3&@&%;‘?%&%%&85 according to said
additional information detected by said detecting neans. 33. The apparatus
as set fort haifisstaoatef@XSupplyingsaidoseprdisgmyeans with saidriaptitdétarjudggpbyi ng
said recording neans with said input data judged by said judging neans to
be encr ¥ §HdgimigaeaMtPbS eaGYPtePPAR; hpd suppl ying sai d recording neans

with said input data judged Dby said judging neans to be non-encrypted data
by controllinge S drdue (P&dédlﬂ)lying said recording means with said input data judged
by said judging means to be non-encrypted data by controlling said recording
controlling means according to said additional information detected by said detecting
means.
29.  The apparatus as set forth in claim 27, wherein said detecting means detects
said additional information from only said input data judged by said judging means to
be non-encrypted data.
30. The apparatus as set forth in claim 27, wherein said detecting means detect
digital watermark information from said input data and said additional information
from said digital watermark information.
31.  The apparatus as set forth in claim 27, wherein said detecting means detects
said additional information being said copyright management information.
32. A data playing apparatus comprising:
judging means for judging whether input data has been encrypted,

detecting means for detecting additional information embedded in said input

data according to the result of judgment from said judging means;



control ling neans according to said additional information detected by said
detecting neans. 34. The apparatus as set forth in claim32, wherein said
detecting neans detects said additional information fromonly said input
data judged by said judging neans to be non-encrypted data. 35. The
apparatus as set forth in claim32, wherein said detecting neans detect
digital watermark information from sail@8i nput data and said additi onal
information fromsaid digital watermark i nformation. 36. The apparatus as

set forth inr@ﬂraaﬁbﬁg,m\sﬂ@sﬁirnep@ddmﬁg egitliinpun@Masan@t ects said
addi tional information being said copyright managenent information. 37. A

data recordi | LSlng. ' : dj dat a
rom o f1rst opBoaHls AR IFGIBAIR ki prd ERThE S EER RecoPinp LG,
format of the data read b sai(g 109.(Laadi nﬁgmsans; addi tional information
det ect i Agditonalinformatiop deteried hyispid Alectiig BGAISi on  ermbedded in the data
read by said readi ng neans according to the result of discrimnation from
sai d di 88ri nilhatappgratesas setr faothr i clgimen futher canprisingy sai d read data to
a second storage nedium and recording controlling nmeans for controlling

S35 Lt oAISTRNS sl Bgtald sboRinghéargya sl s agetyo
forth ig,gl jﬁhg]n?gmc%E [$be eﬁ.@}ﬁné’& aﬁ{ai; ghgating means
a second route for supplying said recording means with said input data judged
by said judging means to be non-encrypted data by controlling said recording
controlling means according to said additional information detected by said detecting
means.
34. The apparatus as set forth in claim 32, wherein said detecting means detects
said additional information from only said input data judged by said judging means to
be non-encrypted data.
35.  The apparatus as set forth in claim 32, wherein said detecting means detect
digital watermark information from said input data and said additional information
from said digital watermark information.
36.  The apparatus as set forth in claim 32, wherein said detecting means detects
said additional information being said copyright management information.
37. A data recording/playing apparatus comprising:

reading means for reading data from a first storage medium;

discriminating means for discriminating the format of the data read by said



j udges whether said read data is secure or not. 39. The apparatus as set
forth in claim37, wherein said discrimnating neans judges whether said
read data is encrypted or not. 40. The apparatus as set forth in claim 37,
wherein said discrimnating neans judges where said read data is
conpressed or not. 41. The apparatus as set forth in claim37, wherein said
di scrimnating neans judges whether 389d read data is analog or digital.
42. The apparatus as set forth in claim 37, wherein said additional

i nf or mefda@the ARAASL i N neans detects digi tal watermark information from
sai d i nput cgata and said additional information from said digital

watermark in / ng:
readi ng meantiBhpLlofdatth 4R} f%{ﬂ%%gbE3099%098%%031?{}8“‘131“2@%@%. g
means for _discrimnating the type of said first storage nedi ?

addi ti onmbeddedrifthico datforerd thy SathAadiDE MAARSC AFROTAINE 19 OREI TGSHltoPEat i on
enbedded in the data read by said reading neans according to the result of
di scri ndisetiiminatiow feosaisaidddiscriminating npamsans; recordi ng nmeans for
recording said read data to a second storage nedium and recording

control I'ing fé%%?&ing%em%w&dra fﬁleréﬁpeatqltaas%msﬁﬁsg fHeQsurhOangai d

addi tional informalion detected by said additional infor on detecti ng
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whi eh rs?a(ido ra(c]llcsi1t§]|oantagil nff%%%raglon d%rtecr{ed by said additional information detecting means.
38.  The apparatus as set forth in claim 37, wherein said discriminating means
judges whether said read data is secure or not.
39.  The apparatus as set forth in claim 37, wherein said discriminating means
judges whether said read data is encrypted or not.
40. The apparatus as set forth in claim 37, wherein said discriminating means
judges where said read data is compressed or not.
41. The apparatus as set forth in claim 37, wherein said discriminating means
judges whether said read data is analog or digital.
42.  The apparatus as set forth in claim 37, wherein said additional information
detecting means detects digital watermark information from said input data and said
additional information from said digital watermark information.
43. A data recording/playing apparatus comprising:

reading means for reading data from a first storage medium;

discriminating means for discriminating the type of said first storage medium;



45. The apparatus as set forth in claim43, wherein said discrimnating
means discrimnates the type of said first storage nediumfromsaid read
data. 46. The apparatus as set forth in claim43, wherein said additional
i nformati on detecting neans detects digital watermark information from
said input data and said additional information fromsaid digital

wat ermark information. 47. A data recdddi ng nethod conprising steps of:
detecting additional information enbedded in input data; recording said

i nput dat a t additiRinal agfornedionndeteoting andans! for niptecting addiviodahdnfeemationng to
said detected additional information; wherein additional information

enbeddegd,y e; F Eatd ta; | Male] ' t ed.
36, A dsyIedENCinE PR R Vel B id AR MedrfiiodtAi 18 MHE] LaReH
I nf or mat,i on. enb a;. 111 reproducing said input data; and

dd in i d .
control f’}sﬁgf%lgﬁﬁong‘?%Qﬁ?L&(?ﬁgﬁt‘:&&‘g‘t&r‘(ﬂp&&“?a&’ssai d detected additional

i nformation; wherein additional information enbedded in nore secure input
dat a t han sarerordingmeans forireceoustingisaidaead datado asegand stasage medjumeandd
conprising steps of : detecting additional information by additional

i nformati on gadoeding ¢orEsiliag nigansifde domesll mpaidliiatordinginédies dacbedial teach

of a plurality of external Input interfaces for detecting additional
| nf or Mek4; A FARGAH S rati detded b0 28HitidmI FitomBtbh'def cting means.
44.  The apparatus as set forth in claim 43, wherein said discriminating means
judges whether said first storage medium is a one which records data securely or not.
45.  The apparatus as set forth in claim 43, wherein said discriminating means
discriminates the type of said first storage medium from said read data.
46.  The apparatus as set forth in claim 43, wherein said additional information
detecting means detects digital watermark information from said input data and said
additional information from said digital watermark information.
47. A data recording method comprising steps of:
detecting additional information embedded in input data;
recording said input data to a storage medium; and
controlling said recording according to said detected additional information;
wherein additional information embedded in more secure input data than said
input data is not detected.

48. A data playing method comprising steps of:

detecting additional information embedded in input data;



I nput interface neans; and recording said input data to a storage nedi um
according to said additional infornmation detected by said additional
i.nformati on detecting neans. 50. A data playing nethod conprising steps of:
detecting additional information by additional information detecting neans
provi ded correspondingly to the type of each of said external input
interface for detecting additional idflérmation enbedded in input data
supplied via said external input interface nmeans; and reproduci ng said

i nput data aggmoduding said amphtatidatamhal information detected by said
additional information detecting neans. 51. A data recording nethod

conprising s SSHﬁoﬂirig ﬁajig'ggjraaumﬁta%gg{gggg e sﬁ@%&f&?eﬁdp?&dﬁgoﬁﬁﬁﬁ&tﬁ%ion'

detecting additiona n mat 1 on~e ( In sal ut data according to
medi um accor e LR in BRmARTRbETAREI morbealifophiaft 1hghfda
pl ayi ng nmet hod conprising steps of: judging whether input data has been
encr ypt dputdiatais noigdeteetedi onal i nf or mati on enbedded in said input data
according to the result of judgnent; and reproducing said input data
accor di 49, t 0 Adand @edrling thettad icoaiRising kpswifi:on.
detecting additional information by additional information detecting means
provided correspondingly to the type of each of a plurality of external input interfaces
for detecting additional information embedded in input data supplied via said external
input interface means; and
recording said input data to a storage medium according to said additional
information detected by said additional information detecting means.
50. A data playing method comprising steps of:
detecting additional information by additional information detecting means
provided correspondingly to the type of each of said external input interface for
detecting additional information embedded in input data supplied via said external
input interface means; and
reproducing said input data according to said additional information detected
by said additional information detecting means.
51. A data recording method comprising steps of:

judging whether input data has been encrypted;

detecting additional information embedded in said input data according to the



53. A data recording/playing method conprising steps of: reading data from
a first storage nedium discrimnating the fornmat of said read data;
detecting additional information enbedded in said read data according to
the result of discrimnation; and recording said read data to a second
storage nedi um according to said detected additional information. 54. A
data recordi ng/ playi ng nethod conprisilig steps of : reading data froma
first storage medium discrimnating the type of said first storage
nediun1rgﬁnpgfiyagn&gqghh@nal i nformati on enbedded in said read data
according to the result of discrimnation; and recording said read data to

a second storggﬁ i r ding, t i.d det ect ed ddj ti onal
i nformation. 'B5 dﬁ? gtsg@amgéﬁd%gﬁﬁgﬁeﬁlgﬁﬁgﬁ ?‘#ﬁgﬁg LO 5?] C %‘SFWS
program i nclquaii,&%ast eps of: detecting additional information enbedded in
i nput dadditio O8ai d i nput data to a storage medium and controlling
said recording according to said detected additional information; wherein
addi ti 062l i X datagplayingemisthistbdomprisingestspeaf:e i nput data than said input
data is not detected.
judging whether input data has been encrypted,;
detecting additional information embedded in said input data according to the
result of judgment; and
reproducing said input data according to said detected additional information.
53. A data recording/playing method comprising steps of’:
reading data from a first storage medium;
discriminating the format of said read data;
detecting additional information embedded in said read data according to the
result of discrimination; and
recording said read data to a second storage medium according to said detected
additional information.
54. A data recording/playing method comprising steps of :
reading data from a first storage medium;
discriminating the type of said first storage medium,
detecting additional information embedded in said read data according to the

result of discrimination; and

recording said read data to a second storage medium according to said detected



56. A storage nmedi um having recorded therein a processing program

i ncluding steps of: detecting additional information enbedded in input

data; reproducing said input data; and controlling said reproduction
according to said additional information detected by said detecting neans;
wherein additional information enbedded in nore secure input data than said
input data is not detected. 57. A storbife nedi um having recorded therein a
processing program including steps of : detecting additional information
by addi taddifaonalinformatiamn det ecting neans provided correspondingly to the
type of each of a plurality of external input interfaces for detecting

addi ti ors8, i nAeforape mcﬁﬁheﬁmagirecm@utthmmaiﬂ@é\%ésg% gﬂogrﬁ»ﬁi d external
(6]

114 input interface neans; and recordi ng said input a storage

medi um i aid additional information detected by said
addi ti oﬁgﬁ{i?g’}%gﬁg?i@n detecting neans. 58. A storage nedi um havi ng

i i onal || R STDpTBLIMOORSN PrSCHEN I MR B ng moans | provi ded
correspondingly to the type of each of a plurality of external input
interfaces frocondingsaidrigpatidataitoraastoragecanediungrarehbedded i n i nput data
supplied via said external
controlling said recording according to said detected additional information;
wherein additional information embedded in more secure input data than said
input data is not detected.
56. A storage medium having recorded therein a processing program
including steps of:
detecting additional information embedded in input data;
reproducing said input data; and
controlling said reproduction according to said additional information detected
by said detecting means;
wherein additional information embedded in more secure input data than said
input data is not detected.
57. A storage medium having recorded therein a processing program
including steps of :
detecting additional information by additional information detecting means

provided correspondingly to the type of each of a plurality of external input interfaces

for detecting additional information embedded in input data supplied via said external



I nput interface neans; and reproducing said input data according to said
addi tional information detected by said additional information detecting
means. 59. A storage medi um having recorded therein a processing program

i ncludi ng steps of: judgi ng whet her input data has been encrypt ed;

detecting additional information enbedded in said input data according to
said result of judgnent; and recordi ng4said i nput data to a storage nedi um
according to said detected additional information. 60. A storage mnedi um

havi ng rigeef AeSthdehRhfs:aaf 0cessi ng program including steps of: judging
whet her ihput data has been encrypted; 115 detecting additional
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additional information. 61. A storage nmedium having recorded therein a
pr ocessilRfprprasinnadetesied iy said addpionsf infosmatiog dedecting meansfirst storage
medi um discrimnating the format of said read data; detecting additional
i nf or matS8on eAlstxdge medisai kavisgdectatiad akereina pgotassiigy program
including steps of:
detecting additional information by additional information detecting means
provided correspondingly to the type of each of a plurality of external input interfaces
for detecting additional information embedded in input data supplied via said external
input interface means; and
reproducing said input data according to said additional information detected
by said additional information detecting means.
59. A storage medium having recorded therein a processing program
including steps of:
judging whether input data has been encrypted,;
detecting additional information embedded in said input data according to said
result of judgment; and
recording said input data to a storage medium according to said detected
additional information.
60. A storage medium having recorded therein a processing program
including steps of:

judging whether input data has been encrypted,



result of discrimnation; and recording said read data to a second storage
medi um according to said detected additional information. 62. A storage
nmedi um havi ng recorded therein a processing program including steps of
reading data froma first storage nmedium discrimnating the type of said
first storage nedium detecting additional information enbedded in said
read data according to said result oflldi scrinination; and recordi ng said

read data to a second storage medi um according to said detected

addi ti onal

i nf ormation. detecting additional information embedded in said input data according to said

result of judgment; and

reproducing said input data according to said detected additional information.

61. A storage medium having recorded therein a processing program
including steps of:
reading data from a first storage medium,;

discriminating the format of said read data;

detecting additional information embedded in said read data according to said

result of discrimination; and

recording said read data to a second storage medium according to said detected

additional information.
62. A storage medium having recorded therein a processing program
including steps of : |

reading data from a first storage medium,;

discriminating the type of said first storage medium;

detecting additional information embedded in said read data according to said

result of discrimination; and

recording said read data to a second storage medium according to said detected

additional information.



