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WD 2004/ 079603 PCT/ AU2004/ 000274 -1 TRANSACTI ON
SYSTEM Background of the Invention The present
WO pwetdeon rel ates to a net hod and appar at us fBCT/AaU2004/000274
met hod of perform ng secure _transactions between a
user and a nerchant, and in'barticular, bet ween a user
end station and a 5 nerchant station. Description of
the Prior Art The r dBRANSACTEON SK§TEM or art in this
‘specification is not, and should not be taken as, an
acknomﬂed%enent or any form of suggestion that the
Backgrquyd of the Ipypnfign part of the conmon general know edge.
10 Currently, when online users wish to make a paynent
The gresqy pYeRUQT Valatest e | etRod @rd @ppagatyss fagst) gpathpd of performing secure
transfRB6AsOBIREEN Y uRAYADNE rhddéhaltS 8hd W ?éﬁwtﬁ’ar NBHHEAN w8 Rnd station and a
The nmerchant web page w | | ow the users to
mmﬁ@@gﬁéﬁmproducts such as goods or services for
purchase Once the products have been selected the
| typically be presented wth a paynent page
Desc'{;}@'iﬁ‘g‘r%fttg?jmﬂ?f*‘t‘ﬁe mer chant whi ch often offers a secure

chni que for . maki ng paynen 15 Thi s y .be_ achi eved
The o6 B by idiatth MRS SPEF BEaHO i dopsBH FEUIo0RY bt fign a5, an
ackndviledgb@entir GRARMIrc off dugpddtibrathat M8 triot bt Gk nisCpaiBdtethé B8mmon general
hlw@génent This will be for exanple an online nerchant
% account held with the merchant's bank or ot her
financial institution. In this case, the bank w |l
Curreuﬂjqaﬂieyt ity @ wish td akde rp@tjtad’ﬂt 0B pEiRhdsaiaetht MAbrmttSthis is usually

perfoEn&e y%ax\?ﬁg gxlte %se:r gng tg?rgegﬁlila ag "I%ﬁg@rcg?rgd’% tpggrfgvei lea ow the users
to selech@l‘rcglecte auctl a8gbdie ot Mﬁb@ﬁ?r @.ﬂ&}?aﬁtg‘ OBt Iﬁfxﬁtﬁt’sshaifé'lﬁeen selected the
er .a reater 0 sense of confidence in transac

wser YR IE FER SO T, hREHCHAh EE A T BHCT Ao sk Ofen offers a
securé teehlﬁ@rmoraﬁalqﬂglpeyrﬁenhank The bank software will allow

the online card user to enter the secure site of the

nmer ch to prov d details and seek

This B0 be Hetibits EhE AF Bio vt BaR o Dot ahp if ey isgBe merchants

fmancsa?lflmtlymom kd meke thespaggentn dUstwill bs f@rEATSIS ars S eneSddeit@ank account
the

i RS b Ao b OBL e L B ety o

to theonechatit’ mftﬂmﬁ éliadiis| ®whadddeao ltlfeaﬂﬁdiﬁahﬁseﬁeb%ﬁgél el dtetfacell Beallow for

thls a a he details bejin

real oGRS QB v BT e PG il piner L PPers g ber o wrester
sense @ taifldsncarie tridedtiaf ofiknenave thottsiht afttarit'® bhdkemizht €A @Bthe same as
Jﬁnsactlons are conpleted in real tinme or are batch

dsed. The paynment is then usually received by the
merchant the sane day or at the | atest the next day
The bdﬂpmﬁ@iawgmﬁ llew éhetonhime @fd lhﬁetoteh’aﬂﬁta@édufbmte 30thAank of the merchant

er.na ss to .th above is. f .
fo pr(thh&e crzrrer C antalgtrl ‘%ap\%m%‘ﬁ A Fe'h% Hﬂdt% ails arg ﬁﬂ’é‘ﬁ‘&ﬁgéﬁffw online
umngbﬁbﬁnwﬁ@ﬂmﬂg@mhemmhﬂéhﬁimmﬂmﬁ@Lthe processing of card
transactions. WO 2004/ 079603 PCT/ AU2004/ 000274 -2

In this instance the software operated by the merchant's web server will cause the credit card details to

their

be transmitted securely to the bank via this payment page with the details being stored by the bank
behind a security firewall. Card details are therefore never disclosed to the merchant. Transactions
are completed in real time or are batch based. The payment is then usually received by the merchant

the same day or at the latest the next day depending on the time of the transaction.

An alternative process to the one outlined above is for the merchant to have an agreement with an

independent broker or agent in relation to the processing of card transactions.
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In general these brokers or agents are not as tightly
regul at ed as banks and accordingly, the requirenents
w@bk@smemean t he nmerchant are al so of a | esser sPEIAHERW4/000274
| evel . In these instances the broker or agent wl|
usually allow for a secure paynent page and a secure
l'i nk between the nmerchant and the online card user.
In geppral ¢hepe) brpkers v pentp rag% indle atl dighily seeulsted pst brnks ard howrdingly, the

requn‘%‘feﬂs bﬂ@ed‘@f’rﬁ@ﬂl@&haﬁﬁ 2EiaRRg o? h fe3ber Qal%rdaigfe? Hlnthése ujls%ang’e@ he broker

be transferred to the broker's or agent’'s system
or aggrh Sl pyalhy losslor a e peyeREragrend @mure\hnk betwey the tgrclant and the

onlin€lek&@ldes TH: RArSREUNR phfide d2R1E R eg%hls 'n{e% lvéthm&gl%nt storing these

subm ssion to the broker or oes
detailp apidly it st esansepecdioethie b@kgrécqr rargmys rSY%dm far them tchproessor &hilst the

mercl@Bw0 e bAd B AL Redrd TR %eﬁﬁc‘f? fewall 2&?@{? subBSA0 B4e broker or

Simlar problens also occur in face-t
agenty thig deesaiey o hslessappreser] asptroineritkribis heeeeforo desirodsOto Fmntain a more secure
paymént3¥RhiGue. i N the case of tel ephone transactions, it is
necessary for individuals to submt credit card
details, or the |like, to the nerchant providing the
Similgrguehlens ajse ages isfags todage iapsegtioniad frispboneitansabtidns then
use these details to obtain paynent via the user's

For efa®W, in Gatdle @Pféﬁéﬁlﬂ'ﬁ*re trhﬁbaétﬁﬁs ‘1‘ﬁ§ ﬁec@gsa&Q&anﬁlQidﬁﬂé:ﬁ submit credit card
transact|0ns user usual y provi des their Crea

detail, oF theike, e the mgfc@hrg wroviding tbe,\]ep@c’ql\mgog@rqu Berwieest dhe mcp@t will then
use tHebd&iRAb tobfad fhykntORS #eistecrd@t Bl Secotm. THURe cdsD of face-to-face

both cases there is the opportunity for scrupul ous
transaggns ntha (usert Yseally rEpifles bl credih ggre to tlisi merchanh raflpwing ttiee merchant to
swipeQRd @bdit dafiBio UBBH the defa@fli t card details and apply these

fraudulently The necessity for inprovenent of

gur|t i carg or account based or simlar .

Thos, ip BaaRes § the ARRoERRElor sHARUiqYS mesachanth, thsirempdayeess and/or third
partict RObLNChEBREES c@ﬂlt bk PUhiRBAN 4PS (ERPESGHRANY.al | osses

are substantial, wth [|osses often running in to the

Banks/ i nancj al institutions, card

The S A QPP CRARDAI Se50 S ARTP B BABt g asipansations s threfoe

undlslfﬂtédl 0 P& ti@flard e | iddi Genad UM dy aﬂd”th@l BorRbduefittal 1 Rsde¥ELRrantial, with
ces to curb these | osses.

1 N& ens  and Bracth Z ,
osses g TIREA 1 E HEGS TBPKHpeis Matiaonaneie soramecg ruhenerchints
cumulaﬁveﬁi_snln%sﬁfrﬁﬂlblﬁ; i @bl%,rs AfAudIB ih laf BHSK to de@@loﬁ@}rs%nﬁ REd PRE&es to curb

o onlin ransact. The comon factors
these }%Fsége“ﬁlf‘g’lﬂﬁtaegrﬂ%l a“rl;ftt?“%r {rapd gemajng @nd, grgws hanglarmingate, in particular,
as mofatl YnoPyeoplo gabiled tS@Msdct,i ve card/account details
bel onging to another and 25 2) Wthout authorisation,
ave used.t hi for ion to obtain value or
Thec??ﬂé%%’gﬁpgﬁﬁﬁnlc hgﬁl}“fﬁ'@'Present | nvention The

A t}ﬁf(hﬁﬂﬁiylhas sheamdisaRitivh err@‘a&bﬁnaetellfs%eto@glagw dnBthat nd he
d above by providing an alternative

utlln
2) Wil O Re R0t ek B i (T © APl asPr HReSgh i ng
wi th existing systens, and yet has the ability to

dras Qve the security of online, and other
S“mn%argnéggg?r%%'étﬂgﬁ' PR one exanpl e, this is achieved by

- h ess] of .1 h i scl sure nsitive .
e A4S BTG LA B Wt
alternating mpthod of yalam@,ewmeﬂ s (mmbteht!f mtegmtﬁafgcmmloémmgl systems and yet has

I i.s_achi eved by
tho oo Rl e by RSl A bl S PndEREE on ¢
are made known to a WD 2004/ 079603 PCT/ AU2004/ 000274
In one.xampley dispa pehjeved bihnegatipetht megessity toif ¢e, diiosura o agngiing credit card,

accourlt Meiafi@bi @P 1iR¢] %‘ ar‘}ysth%d %91%9 Ql'reJ ye? rallcgvrrf]sethrle Itr‘ér%hotivomn ia%cli] pgysments to occur.

Preferably this is achieved by ensuring that the only details of a transaction that are made known to a
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preferably issued by the paying bank. This
sufficiently identifies the transaction, and is used
whyootl®eodrer chant to gain paynent. As the paynRC/AU2004/000274

indication is unique to the particular transaction and

the parties thereto, it cannot be 5 used by, or

benefit any third party to the transaction. It has a
third peydy withip thes ansaatign,t d1e p @ayment indicpiiquesichps a yeashesort the like, which is

I t r

Pt Y O b P R AP CHENE o Rl P R oy e
mﬂﬂ@@t@dﬁ@lﬂﬁﬂ@ﬁls or the like. In a first broad formthe

present invention provides a nethod of perform ng

As the %Q}H"iéi‘qt {HaRASACE 'uﬁi'aﬁe tolRL tﬁ\%ﬁ&la? Rﬁﬁsﬁ@oﬁ%ﬁd i%:aﬁa;t%g tl%%‘#o % cannot be

nmerchant station, the ne
used ¥y, 0r Senefit myghishparsnio teetrasicsor. dofes tamléle dimg use,and thereafier expires or
I
ceaseb ﬂ?hﬁ)@ gfgércg t%{e @%ﬁc’g r}i"/hls EI)EV%(L;H}%Q arh%efrgﬁél ﬁgﬂﬁ}]g 1§Bi’tndeQHformatlon
such PSmﬂTde%ﬂCP‘@ﬁ dgjgilstaiéhediker' s end station; (2) An
i ndi cation of the transaction; and, 15 ii) Transfer
In a GiR€ bRAY TeR t}feeﬂgﬁeﬁ@ 1ntvéht1%n fp'r&’i’tﬁg 'aallneth&? Bf E)H‘Edrﬂﬂlgsée%k Qﬁrﬁnsactions
I n accordance with the paynment detall firnan
betwgen g ey gid $atios prd ¢ werchat spting. taﬁma@e@mnhdmg the user and
ap qﬁ%feﬁ%%@ﬁt‘ﬁ%taﬂ@ﬁ&ﬁ fhe Qﬁd’ SRR § £4 Hﬁﬁ:thaﬁtgtaﬂ% ain
aynent fromthe user via the user account e
bgdé%%ﬁgﬂﬁﬁvﬂ&@%ﬁﬂm@ESt one of: a) A bank account;
ani‘}’ Gerdatb) pﬁnﬂe‘i@l@hﬁesﬁﬂélgdlﬁgc count. The method can

i nclude causing the financial institution station to
r esp&idAn Bdicpiionod theassr sieadjsietion; to: a) Initiate a
Secuys AORBRE YR Witk LRE; #Fer ' S end station b)
btain security informatioh fromthe user end station;
c) Pl seales thetraymenirisauresti tore, finamgial PStitorPstadndia agcordance with the
pay MBRtmenNEttGRL th RAndrRial B@htﬁ%ﬁc‘s ABh hoi%ii‘ﬂg laf? Qccouﬁm) the user and being
security Information can include at st one 15 R
user FRaPRISIVE f9) theypgymenigequgst tebiap pafintentcizond the sy |Via§he ®6r account.
d) Financial institution account details; e) An
The abddhiGRdyibRA; Rist Bndtirel erred payment nethod; and, f) Any

ot her reqU|red informati on. The secure connection can

ahe Bnkagioupis gyl e socket |ayer) connection. WO

bR 004EBY 8P Bénf/ AU2004/ 000274 -4 The payment
i ndi cation can include a voucher, the voucher being

used by the nmerchant to obtain
The method cari include causing the financial institution station to respond to the payment request to:

a) Initiate a secure connection with the user’s end station
b) Obtain security information from the user end station;
c) Process the transaction; and,

d) Provide a payment indication to the merchant station.

The security information can include at least one of:
a) A username;
b) A password,;
c¢) Credit card details;
d) Financial institution account details;
€) An indication of a preferred payment method; and,

f) Any other required information.

The secure connection can be an SSL (single socket layer) connection.
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paynment. The nethod may include: a) Assigning a unique
nmerchant 1D to each nmerchant; 5 b) Causing the
woregoglozgsd3 st ati on to i nclude a uni que ner chant PCDAUR004/000274
the paynent details; and, <c¢) Causing the financi al
institution station to: i) nerate a uni que
identifier in accordance with the nerchant | D, and,
The payyneps; igdicaion caw nehidg aevorehentthy yerchesrbeingaised by e merFheat to obtain
paym@Bf chant station may be adapted to transfer the
payment request to the financial institution station
10 via a secure SSL connection. The nethod may
rﬂﬁﬁﬁﬂﬁﬁﬂﬁ¥méﬂecau5|ng the merchant station to generate

a)\eRssRAGRS unfyGt Heichat O icdatSm@thavai | abl e products; D)
ow ng the user to select one or nore of the

S“r é%ﬂﬁ’es e masychen jiatippytoriprdudespiguamershant Ihin thepayeaeirdgtads; and,

ch @@yﬂgﬂiemmmtmuﬁf&stalén@} Causing the user to
Sﬁgnl ga yment details in response to the nynent
a nerptf, a ynigueidenifip: 18 aerordspgn witidhqymerskant I, mwdint i on

pn@vmﬁ&iemm@&;&m{f@&o@%fv%cmmg secure transactions
between a user end station and a nerchant station, the
aratus inc a merchant end station adapt _ed' .
The “i‘%&a’é’“ Stagan @PX/E apfégftﬁ‘éwﬁaa%fﬁfath? ROYPeRiequeE tethe fisangtal istitution station
via a &ud 8SCRaekaion. a payment request including: i) An
indication of the user's end station; ii) An

catlo of the transaction; and, c) Transfer the
gﬁ? Lkﬁiﬁest toaflnanC|aI institution station in

apoCAsid@he enevdhbdl statiéh tﬁ ayieRd wetliodd hétudihd@tdils 8RR A e products;
bjoé'ﬁ? t1Utt on stati an hol di ng_an account of the user an
e f)Bﬁ’?Eﬁo\?Ele‘i §ue %Bn‘irﬁéftb%\Vﬁé‘f?f irequest to obtain

c)p a@airaﬂg th BPohi StathGeb gictatd diGyHsATanREROMA! - The
ount ene | east one of: a) A bank

at
ceyting ¢ the 3??3 fo %§mﬁp¥ At details infesponssinthe PaARENFERUBAN
st ation is generally assigned a respective nerchant
In a skdond tbad riahﬁﬁhalpfes&it &tixﬂeﬁﬂbnﬁﬁbﬁ&s apphrAEPRF BedrMideNGb 8 Gansactions

a un| r.chan n t he ment details. Typicall
betwe 4 i AR £ 7 Oreh Bt HABb AN FRPOERariat o hakrohant chd sttion
adaptqn}aynent request to the financial institution station

a) R’%ea secure {T;% ect on al t hough ot her secure
connect iVt S02004/ 079603
b)P@Ehékhﬁ@@éjrﬁ)@@&Mestm&udlﬂ'g]e merchant station can be
web- pages including details of

a ap{g\gd to. a)..Cener at
aS)al mdg:atb%c?é Jtetug?r S eng station;
ii) An indication of the transaction; and,
c) Transfer the payment request to a financial institution station in accordance with the payment
details, the financial institution station holding an account of the user and being responsive to

the payment request to obtain payment from the user via the user account.

The account is generally at least one of:
a) A bank account; and,

b) A credit card account.

The merchant station is generally assigned a respective merchant ID, the merchant station being

adapted to include a unique merchant ID in the payment details.

Typically the merchant station is adapted to transfer the payment request to the financial institution

station via a secure SSL connection, although other secure connectivity may be used.
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b) Allow the user to select one or nore of the
products; c) Generate a paynent anount; and, 5 d)
woemeivesopaynment details fromthe user end st apCDAURIN4/000274
response to the paynment anmoupt. In general the
apparatus is adapted to perfoimthe nethod of the
first broad formof the invention. In a third broad
The megehantstasion pancherpdantevient i on provi des apparatus for

aRUbEHRFakeS EWIpa3 BGHEIBdihd RIS 6HE dvaidle REIMREN @ user end
station and a nerchant station, the apparatus

b} neslleyythe yses i selesiree a1 mpisof the gfoders; st ati on adapted to:
ol OG@kraRerSiMentandasBRt request to including: i) An
indication of the user's end station; i) An
dj nificeixe Poymnest detale fromakesusertand ptatiqaridl respynse foithd paywent amount.
secure connection with the user's end station; c)
Tn gefdRdl ﬂie@gﬁﬁ&ui is hi¥apted t@p iRt A2 iRt BE S Boa@Rofn SF Ak iRBation.
15 d) Process the transaction; and, e) Provide a
a nt indication to the nerchant station. The '
In a @’é% mra?af‘y%% sy PREECIO VRSN OEAVIASS PPRAFalitpior anthorisipgt segipe transactions
betweh -a @pr ShdISEHIMAHR; 2 mBichdt BRABSVAR appdfink ) in Bt b #nddshl institution
, de%aal l.s; d) Financial institution account details;
station agppted o An” j ndi cati on of a preferred payment met hod.

a)-rrl&c&e@ﬂf)@ynfeﬂﬂ@%%tit@[hdu&in@;r ef erably an SSL connecti on.
The paynent. i ndi cation can include a voucher, the

vdlc hernditipyol faeusery endislionir chant to obtain 25

payMaRtindickhitn PRNIBAkacti6gWESt can include a unique
nmer chant , the financial institution station being

| D _ , ,
hdajipied seques conyectigmuiiathe v s pidpiationdent i fi er in
c)PQOKUiAl 88 G Bty WhibinatibR B ikcNAd end Raticnd, b) Provide the
uni que jdentifier on the voucher. 301t will be

dn ppppesss the BHNsIHaE 2pte apparatus of the third broad form

eOfPré@ 4 phyeBht ifdcHBY ol M&Shnt atichON) UNCtion with the
apparatus of the second broad form of the invention,

and/ aor_be used tQ perform the nethod of the first
The seiiBHAMPERHOB YPIALY Pevestet lswst Oo2004/ 079603
aPAT {53004/ 000274 -6 In a fourth broad form the
resent invention provides a nethod of performng
bt ansact i ons  between a user and a merchant,

ol M@edBdahDebdilge! udi ng: a) Having the first party

d)pr Qvi de iga){urrent details to the second party;

Finanecial institution account details; and,

€) An indication of a preferred payment method.
The secure connection is preferably an SSL connection.

The payment indication can include a voucher, the voucher being used by the merchant to obtain

payment.

The payment request can include a unique merchant ID, the financial institution station being adapted
to:
a) Generate a unique identifier in accordance with the merchant ID, and,

b) Provide the unique identifier on the voucher.

It will be appreciated that the apparatus of the third broad form of the invention may be used in
conjunction with the apparatus of the second broad form of the invention, and/or be used to perform

the method of the first broad form of the invention.



b) Causing the second party to: 5 i) Generate a
paynent request including: (1) An indication of the
wo poog7es ty; (2) An indication of the transacPCDAP2004/000274
and, ii) Transfer the paynent request to a third party
in accordance with the paynent details, the third
arty adm ni stering an account on behalf of the first
In a g&fﬂe i{zroaﬁ dorpe ithegpressaiyBHatioR Progides  nmethod 94 yetermingepgers tiransactions
betwdeRl a AR Bhda REAVERA thd h MM dtiudidd: St party fromthe
account. The third party is typically a financi al
2} ndgving the st paghy Bmd}dgﬂ)@f%F Jetzild e the secerdspattiie account .
byngngﬁggkS&gﬁ&ﬁnaqmgeneraIIy a user, with the second
party being a nerchant. The account nmay be at | east
5 ong Sfeneratgy paymsatmequesiipeivding and, 15 b) A credit card
accoyf)t An HAWRWRIOf tHelfirWphidy; D€ appreci ated that the
account may be any account that allows funds to be
aIIoé@t@%mdﬁﬁﬂﬁéﬁﬁWﬁmﬁwdﬂﬁéﬂ@ser. The nethod typically

| Yl GRS CRY phyRtint ﬁﬁuésmoradthf?@f)zﬁ%/ ih QedofBRNt fﬂs\'i&)k&ﬁnenh details, the
paynment request to: a) Initiaté a connection wth the
user thirdpagy adpinistering e agcorsf onrbeltihefttho first pam anddeing eesponsive to
10 C) PHRGERSent RGudst BOBAR HaPRent HH: théjﬁrstgﬂai:’r}; IR tRe RAYGEN
i ndi cation to the nerchanht. The connectfon iIs
preferably being a secure connection, such as an SSL
The thighpag i tacally Fiancisd insiitijor, pridomeferebly admipistessthe gecount.
i ncludes at |east one of: 25 a) A usernane; b) A
The fRAPENWOE enefally eS| WittcdBé ScslRlRH) Soingdd mEcRARCT al
institution account details; and, e) An indication of
a preferre aynment nethod. 30 The paynent indication
Tm”??ﬁ@ﬂﬁWﬁ§aY %F&E *a voucher, the voucher being used
aPYA biik abROEhadd to obtain paynent, although any
al phanuneri c code may be used. WO 2004/ 079603
bbd#?ﬂ@? 369574 -7- The method typically further
i ncludes: a) Assigning a unique ID to each second
Howeppad it Wil by appeddfatedghdt IR aS@eNEayRIahy atRuitikd: dlléwd B8ds to be allocated
l)gq%%ﬁg_lD in the paynent details; and, c¢) Causing the
on beyq i institution to: 5 i) Generate a unique
identifier in accordance with the unique ID, and,
The method typically includes causing the third party to respond to the payment request to:

15

a) Initiate a connection with the user;
20 b) Obtain security information from the user;
¢) Process the transaction; and,

d) Provide a payment indication to the merchant.
The connection is preferably being a secure connection, such as an SSL connection.

The security information typically includes at least one of:
25 a) A username;
b) A password;
c) Credit card details;
d) Financial institution account details; and,

€) An indication of a preferred payment method.

30  The payment indication typically includes a voucher, the voucher being used by the merchant to obtain

payment, although any alphanumeric code may be used.
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i) Provide the unique identifier on the voucher. The
nmet hod can be a nethod according to the first broad
w0 o00a0fe03 he i nvention. In a fifth broad formPpE&EAU2004/000274
present invention provides apparatus for perform ng
secure transactions between’a first party and a
second party, the apparatus including second party end
The nethwtitypicalivi iptherdingledes: 10 a) Recei ve paynent details
fr | (A rate a paynent request
Y n@%ﬁﬁéﬁga lqlﬁ‘%ﬂj&%e%%lcff%? on'of the first party; ii)
bArCausidg thasécond prrtytihimcludeathe siitied, in thegpayrodnt Jutailssdndr t he
r : third party in accordance with
Cﬁﬁ%@%%%ﬁ%ﬁ# gllgt?aét?onttﬁe third 15 party adm nistering
an) aGewuait 2 oniqlrdhentifiergh agcheslafiqervgth theamiqpe A.cindei ng
resp | to. est to obtain paynent
fﬁgmg{bﬁigg??er@%&ggifﬁg% ro{rhneiV Lggééir&:count. In a sixth
broad formthe present invention provides apparatus
The nfeghod gan beoy inethertpesading to the Brstlread fomsof theinygeéipn.f i r st and
second parties, the apparatus including a financi al
In a fif#® bidali teb@D tlﬁg;ﬁ{:s'eﬁqn%ﬂm Bibviaes éﬂ%ra 86! YEFAMPBYREIN transactions
request i ncluding: 20 1) An indication of the first
betwagap figst pary)andn s¢eaefl rastyi thnarppratun éncludme second eaty eahefatianyadapted to:
2) Mok FaytheRERMAISHGA MR, W th the first party; c)
Obtain security information fromthe first party; d)
bpPreraeste agEmeny sequest inclydingand, 25 e) Provi de a paynent
i q?i aalihRtbPofhensghapd party. The apparatus of the
fifth and sixth broad torns is preferably adapted to
pebf dninditstiomefithoieensrctiomend.f ourt h broad form of the
c) M &Lk %'p&l&’lﬂ&lﬁl re%lu%\/ﬁ)rht Hird f)é?‘f@)qn LQbmAd %yifﬁrtﬁéﬁi}hent details, the third
i nvention provides a systemfor performng secure
t rrans adminisiesing Peaoppmhorpbehplf af they st garts ged eingaespaepive to the payment
PaEdust t DRaid PRAKGT Ko RG-Sk RGO Par ty end
st a{”?é%n ac%lo?%iﬂ%g 30 tort e&?ﬁr‘??h br oa%l form coupl ed
to a financial institution end station according to ,
In 2 ¢ixb bsoads farmp thyairesepl ¥venjipm PEovedseraRReratet fob AsherisingoteRure gnsactions
betwef fiftk S Lol PAded B BpfaPRusRE @SN 2 AANER ihsARiBE RHAGIRN to:
el ectronic paynent nethod to enable a user to
ak dRageigs yrgymeetiagusstgerbifiingand servi ces from a nerchant,
the nRuNEDH6PIMEd Sis@rl:he steps of WO 2004/ 079603
PCT/ AU2004/ 000274 -8 d) accessing a nerchant website
r dhotelgdiqatipneitheismpacionpider via a conputer network;
bP ) Infihted sERECOANMCHYERR e fikPPIAO! | ed by a nerchant
conputer, enabling the user to select an account held
oli Qtaig snryriefoapatipn Septhefrgpary,om whi ch payment is to
dPepriRLEhe FinsSSBRNLALI N @ paynent request at the
mer chant conputer, 'said paynent request including 5
e} denvifls 3 eaymenfindigatiphie theasspord@agiut er, i dentification of
the merchant, the transaction anount and
The apparatus of the fifth and sixth broad forms is preferably adapted to perform the method of the

fourth broad form of the invention.

In a s eventh broad form the present invention provides a system for performing secure transactions
between a first party and a second party, the apparatus including a second party end station according
to the fifth broad form coupled to a financial institution end station according to the sixth broad form

via a communications network.

In an eighth broad form the present invention provides an electronic payment method to enable a user

to securely purchase goods and services from a merchant, the method comprising the steps of:
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the account; d) electronically transmtting the
paynent request fromthe nerchant conputer to a
wo povanziead i nstitution conmputer, said financi BET/AU2004/000274
institution conputer control [ed by the financial
institution at which the attount is held; 10 e) at
the financial institution conputer, initiating a
2} cRUGFSBING & FFLARRRI Ateh s TerniPlE EPMGRISWicOMPEtprvia uemaputer network;
b?oé'fpé"ﬁﬁfchmft )wéﬁﬁféeéonkbl?edclﬁnl hkchedt cto?‘gyutléls ee‘habhng the user to select an

ransmtting security i nfformati on

c otfseneheld with g dinarcjah Bttt forsvhichpdyonnide tadstreads; and
) genbrafi}e a SREME tr¥quetf R tHRWRBart S0 ﬁt%pts@fél %%ﬁm-fe;{terequest including

|nanC|a Institution, proceSS|ng t
r eldertiication of Fhie vsevamERten 1deRitfichiiandl dfin: re@nlput ghe, traggagtion amount and

t h@t eabt@r el ectronically providing a paynent
indication fromthe financial institution conputer to
& heeqerieHirnranemiting &p paymenh raquent Hroby Badndrehan edmputer to 2 financial
pr ﬁ&%ﬁﬁon chﬁﬁﬁ'tEﬂ Qfid Bﬁ@l\ﬂafjﬁ&ﬂé’tfbn%Bﬁlﬁ‘{ltép&hﬁolﬁﬂﬁ:gﬁﬁ%ﬁnanmal institution
met hod to enable a user to securely pay a merchant
f r §hichiepsecpeyngis heldcount , the user operating a user

OfMkK BhaneiBd; ' i
T BB ERLUL, AAG SRl AT TR0l i
ac‘tséfs“s)mgtea merchant website remotely fromthe user
£ Ok RE cdﬁtt%l &€ tﬁ@@i" tu%ﬁsnﬂ%g\@é'cml i@l GhinHe \E}\%? cqmputer to the
account held with a financial indtitution from whi ch
palitagiel insitution pemprigeandc) confirning a paynent
? e WeSdecuriR ifoRAYIOE I acrct&ﬂée@ﬁ};athe r}ﬂfat‘l\’cq"h dﬁ&g%%g It)rocesm%g the payment

ransacti on anount and ccount ;
s egicat a Byfinanciad institieroenmweter, end thelquéeg plefsirmnaﬂh erowdmg a payment
f i p&BSioR rohEe ﬁﬁa%lhﬂﬁstmﬁﬁﬂ t%égu@rt 1?1@ ﬁlefcﬂﬂ{t ealnwer
transmttlng securltyln ornation fromthe user
nEut er to the financial institution. The account is
Ina “t“}ﬂb reag fopm shegiresgntrintertion mevidnsnn elegtronie paavem gestheddoemeble a user to
securfly b8 2 MESEAnk BbinWhdQfn dNEcddheMeNES gﬁﬁbﬁ%ﬁ ﬂ%k@co%y&pﬁd maintaining

present invention will now be des erence

an aceqynt Wiéh mireBpRHRYITHigN. tBometheddonyssing hewlebedf:  Figure 1
a) Sac@es&h@él‘&n&*&ﬁirﬁ wehsit Fenfid] fr&ﬁ t}Q:fusé'l’ BRBHESSa § &{mputer network;

erformng transactions; ure i's schemat |
by slgetan et acsernheddhpitea éﬂanﬁla §tﬂémfﬁ®m Whigh mmntuwg be prade;
cp rc%ﬁﬁtﬁ{m% Qﬂ@ﬁkhﬂ@quest':éagﬂga?mgnt requist ﬁfﬁmﬂﬁé th& tr?rl %9{09 D8t and the
an exanpl e one of the processing systemo
2;acEugiir e 4 |s a schematic di agram of an exanple of
dP na%céﬁtmé ;h&cﬁ@ QOrBﬁlﬁ‘ﬂlbﬂﬁﬁ c&fnec!%fog ﬁes@froxﬁ%e’%rﬁ#&:ﬁ SnsaftiEY dha
are | ow chart of ec:| I'c_exanpl e
el:, ﬁ%@ﬁﬂl&%ﬂh AP R éfzsumiyam Ofyating @@Mb@moqrpmputer to the financial
PGI&fdRR04/ 000274 -9- Internet; and, Figure 6 is a
preferred exanple of the process of perf orm ng

transactjons. Detajled Description of the Preferred
The aghonpids tyRiselly a credit card account, or a savings account.

Brief Description of the Drawings
An example of the present invention will now be described with reference to the accompanying

drawings, in which: -

Figure 1 is a flow chart of an outline of a process for performing transactions;

Figure 2 is a schematic diagram of an example of a system for implementing the present invention;
Figure 3 is a schematic diagram of an example of one of the processing system of Figure 2;

Figure 4 is a schematic diagram of an example of one of the end stations of Figure 2;

Figures 5A and 5B are a flow chart of a specific example of the system as implemented via the
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An outline of the process of performng a transaction
i n accordance with the invention will now be 5
waoelemgnitsesl with reference to Figure 1. |n partPCI/AERG04/000274
at step 100 a nerchant and a user (in this case a
custoner of the nerchant) néegdtiate a transaction.
This will typically involve having the user indicate
h““?ﬁé9¢mﬁsh to purchase respective goods or services
Figurb 643 ﬁgrgﬁrré@éxﬁﬂﬁfétof th8brodbss BPPLRERE treRactidhs. St €P 110;
details of the transaction are provided to the user's
financial institution, together wwith a 10 nerchant
Detaildd DésBriptiinSof €iTorefet it Bohbvantémd | nstitution is adapted
to adm ni ster an account on behalf of a wuser, and may

An olfies ef e @rdaess @ pefirining StddiBaclitn @ cotdfice ithaRKinv&tioh Rl now be
Al ternatively, the financial institution may

de L Ee“ fi f ; :
sorjbgd pith rrfesenes 19 igv el par ty adapted to comunicate with
the user's bank on behalf of the wuser. The nerchant
In pattidulas abstetn] (Quemércieint arfdi LiiseBG:S e REE 4 EustoiRr BEhS AddhahtNnegotiate a

i th t ' ion. The 15 t ID
i R LI N U S A A —
goods drstrviced frex the Ameddast] Agh Wgreddiicerer chant ID is assi gned
by a trusted third party. Wien the nmerchant IDis

rowvided to . the nerchant, it is. alsg sent.to any .
x0T Ghiee pioaiosd oSoE ire P PR ap dapsther it
merclanalis alntthie nass cthe fiancithinstit@tidnavadablee t ddfdRieteBdn account on behalf of a

user, énﬂilﬁ}%}é&l%rlg&gépﬁt a?q %ﬁ%?ﬂ%\g{é% iyg g?eg@rb ! Igre ’glg %.?Rﬁ%aﬁ% v, the financial

institete ey liestbad be i@ pday addptdded oommicaldeifietht e ekl 61 behalf of the

details may be provided either by the nmerchant, or by

"the user depending on the inplenentation. If provided

by the user, the user nmay al so provide account details

The nepehentiinguraque idandHerrssigred td themeickant inf aceorianhé &lth the invention. The

nt i.S 1.0 be made. At st 120, the financial

merc AT o B Bl PR P FRenkia o SRR, pperchant I

is assigget by afthsted tititdpeitgat ion is required to allow the
transaction to proceed, thereby preventing fraudul ent

whod G2DSREELANS, Bk ey b EAS AL Bt AEb L hons

particifiatiagnioited transestion seheron Toismilovisobd Snacinldattinytionatd exduely identify the

he t ' ecuri inf.ornption,. or the |.ike.
ot R B AP, o FCh R yntort il
financial institution to confirmthe user's identity
Thesegprhsacgion deseilsi may hehovidet eithedes the endrdentt hiebyt thansercdeparding on the
- . 0C thi ' e .al so indjicate ...
impleb@n@HE O brovited i R e W oS ol iR, Solefl ity Specitying an
accoupi ethe likef, fromivdhidhapgyment isatb bemdde. been provi ded above. 30
Once the financial institution has authorised the

. sawj.o oibﬁ t:ium&iga% R & %‘{J Sﬁetagglorisation
gt al n

USECr.

merct

)

At stdp f1§6‘,5tﬁi9ﬁlgat%al ihé?f‘?utfgg AphG

n
~ paynen step 1 oW n e nercﬁ%ﬁ? to 0
is reqgiagdrierallofr hentretrection e mpedcadd, ithessby tpatveing fowddlerorivad@ctions by third
partieg.OGI‘He Oaﬁ%gggé'tlggg A0 ¢d Aby Ha%{?lﬁ AROLAL R %{né inandtal I'1']nst1'tution
as, the user's bank, depending”on the inplenentation at
commypisgie 1arectlyTlleving thepesef ¢r mewdtide rrecucityomfamegonpior Hihe hike. Tt will be

appre{:fﬁcg& RN hid 2 @ QK EnE @ig%ncgagﬁrlgg@{eical }%n‘%ghﬁﬁ ?Tl%glr?siel\é ? gdepthy and to

merchant. Thi's can
confirprpfhp fes’s dysiigsior b trenaetiindo praeeedf | Atahis ipaint the sisdrtruetyi abse indicate an

accoulBOf tHRIAY S wincAhy }9&9&%& is {orb%lzdll,qk {ﬂ.%lﬁapﬁ:ot gﬁéaﬁg g%thg:g%dsc’ag &bove.

together with other "I nformation. s can t

by the . .
Once tlie financial institution has authorised the transaction, the financial institution can process the

payment at step 130 allowing the merchant to obtain payment from the financial institution, or from
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merchant to obtain paynent, for exanple by presenting
the voucher to the financial institution in return
wo er4prsopaynment. At this point, the nmerchant BT/AUZ®ed00274
to provide their nerchant ID to identify thensel ves,
and therefore confirmto thé%financial institution
that the nerchant is the intended recipient of the
anothgrparimtsuchias figet wseriabinke gpending opethe implemendatiogeftistap 140.  This is
[ rigt
P Rt Ve [ (e FerdBly AEXTRRpt DAL pRAI ) ity g8hea by e
merchagt.tj al |y supplied to the financial institutions, this
will be provided together with the standing

This éaﬁ Bt bHdve@BSs nutbe C6F if¥erd. MBS RS e§§rﬁ’ﬂl@ Ghel fhaflcifl AsBRASEmay provide
this case, when the financial institution

a Vouﬁl?ea inshiding thyymershapidhttogeflier with et infirmatios: Ehis qap thepibe|used by the
mercifi€tol Stain WRYrRMEYbr E)Qnibfecl%} ¥etknihd thet\n)ﬁcﬂef AR Frl R r%alns’u‘cutlon in

details to access the standing instruction, whic y
returnyigr {he PryyRST- B thisspainb ke merekant willoreed ip meddrheir mibrchans ID to identify

themdeRES BNhere b Snfitnh RRe ﬁrﬁﬁcﬁlﬁﬁkﬁﬂﬁbﬁﬁaﬂ Pec‘ﬁxlextc%n't Qe ifttended recipient
arrange for paynent to be nmade directly into an

of thegaydeikt of the nmerchant, thereby ensuring that
paynment is nade to the nerchant and not any third

Alten{hﬂﬁfély th&Nm&XRAP hidy e iR RAR ALY Snsiiitod & ﬁg%ﬁrétwwlgen obtaining their

ng@?rrent [ ng t he presenti nlg I nvention w
merchya i 1p dhys CW’tV}‘heF élffeépeé?«mgt s Eigally suppliedty theyfinancial institutions, this

will e kdvidel lt@dethet WEh @ER&E&B#‘ shstrEibid GBicB nBY TG beQfored in a database. In
mer chant servers coupled to a bypass paynent server

this cgse, Whefy e dpangfal SR PPES the peirrent. tha rivancial jinstfsgpramill use the

mercHaﬂtSID trableived vaRI M€ tAndctin@dehils ANTRIENSE Blel Qtin nxﬁéﬁ’l\i@ (51 Wthh may
ch as the Internet 5 and/or one or nore ﬁ

lmlu@&rf@bemﬂsoﬁ%lf of an pepoyaieol thehmenehansh Fhis adlewy éqesﬁnyncaa:lenstltutlon to

arran@EREH éﬁt aslaptede t&e&@nﬁfoa&ne adBkht RRGRS R SR G8RLP @nsurmg that
Vi ewe users of thé end station 3. In addition t

paymery fsgnade ﬁ‘éthﬁﬁ}etcﬁﬁﬁ 911‘151@\? apysthird pgrtyl i npl ement
applications 25 software which allows transactions to

An edepRestf a?f’;dffﬁds butaBIe €8 iHRRERN Mgt e Ffé@enﬁﬁ@ £0Btioh WRRbl MR- described
This w ically include usual paynent schenes such

with rgferepprdo figg@ret  a shoppi ng basket to all ow the user to
sel ect products such as goods or services, which are

In pa@lﬁlﬁlﬁ{ 6@ dpphrasaliRlass & REmMe e %ie?&anthQﬁreIQYIp&ﬁﬁlﬁ% H%{)&%s payment
er at es go i ssue unlque bypass IDs to each one of

server, ¥ BYE TR oL BRGNS, BRSUHUTEH T B TRSHIGR S TReS yie @ epmunications
netwollO@icR YRS htdd@dt ¥ @hdordnbbi hord L 3Wsi(NeaCAlch WeRRYR) 9ad
speC|aI applications 30 software to allow the paynent

t o be |nplenen d, with the software being
In usey Fl el BTN a0 sdheraie e haries Bfish dan be viewed by

users abd¢end Eﬁﬁo@ﬁp&ﬁi‘adﬁlﬁbﬂ/ & thid, Wel therdaBiOseRErOMI W1 Rfplement applications
t he nerchant I to the financi al

st SR BB Pncha B SEapklaree i Pajprcsent imertion, This

will typhﬁlly inulut©ikuslgfayRés sche@PEdudh & thOudRloPE Sifuppinf BAKAAS bil¥Sthe user to
hal f of ysers WO 2 04/07%203 PCT/AUS 4/ 000274

seleot Dby s 4} WriFRes,PIch B offersd forisel on frerish 8tclot ai |
bel ow. Accordingly, it will be appreciated that the
The bgmsyerer 2 opaatedtoniayie hﬁlqlildTWp&rs’EDE @feadB bitQofaRy mbRhaht &drvers 1 upon

ce S An exa t he s i tabl e
renghp{lo et:% ngs 51%5:1@ P TRESHR # N 1]'$|a5& rgpicg] yﬁgwglﬂmeflﬂ]eapphcaﬁons
softwq;ne coczdkm nhg psyisdne meihnd kobeinplenith@d CHBID the 2010 QY BERY ck@uRd by the

t/output 5 (1/0) device 22 and an
nwmhg%smv%%la$nlﬁh° yé’f% via a bus 24. The processor 20

executes application
The bypass server 2 will also provide an indication of the merchant IDs to the financial institution

servers 4. In use, the financial institution servers 4 operate to process transactions on behalf of users
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software stored in the nenory 21 in order to provide
the required functionality. The external interface 23
W@Pbdoammedhe processing systemto be coupl ed t oPCT/AU2004/000274

comruni cati ons networks and will therefore include

nmodens, network interface céWdS, or the like. In use,

each of the servers wll pically also be coupled to
of theysyaiamap Hd kbe( deesribedimupgre ﬂﬁalglpellm/ 10 information to be

stored therein. In the case of the nerchant servers 1
Accoldthgly, TBYill BCipfiRiateal iRy MR deBRrs 1,0981 Y
o org%éa | e, he#colgt s of t hee i {serrvs&29 gn[% lyb%en%%ﬁgﬁt%? La)ny form o~f
PfOCqSﬂn& Wéte’@}aé\@ egmplef thy pislle proeqseing syﬁtemm? showjnlif Figure 3.
typically include an indication of the merchants

As shoR@h tﬁé BoB&ksing %ﬁtetrﬁ‘ ﬁlcﬁMcsst £ HﬂoEé%QﬁtZIOeJoupléé ®OF hf%}n%ﬂl 21, an input/output
nmerchant IDs. 1n the case of the financial 1nstitdut $

(VO) deyige £4 aud ¢h prferipl) integfigsi Batip ¢ hupdfudde niesesspr 20 exec@tm epplication
softwlR seBddSin tHRPEEnITRY?2 Bih SRdet RProHE tH@feﬁlh?éﬁtﬁlﬂcQ&lahiys The external interface

Simlarly, the end stations 3 nust be capab
23 aljopva HhemEcrssing systmp forketcoried 9 comamRiEHishewtwerks wndvill thepefore include
moddnfR€netfdrR RGFaad cakddSdi thdiileOn server 4, as well as

browsi ng web- pages, or the like. An exanple of a

swtﬁble end station Is shown in Figure 4. In
In ussapachcef| e servere ‘@HthE*F%RY #ie Be jcaulert &s a Aajaberec@aiorhozp) to allow

inforRatiBRTD bY starkd theBdin.| HPHE A LPHE rleldht sgx%gﬂs Q&hi3 4na elﬁ\:qud%rlnformatlon
gféternal interface 33, coupled toggt er via a %’
regardiag Hie @radgers for sale. g ostp of ﬁﬂﬁﬁﬁ%uaa@ ecprkentiRe To wase o the bypass

serveBR ftﬂlé Qﬂl t§p13ﬁ}‘$f HAGIN N 1ﬁd¥£a‘ﬁb195f @bl ideR MRS RBReRMANIIOR system together
personal conputer, PDA, |ap-top, %

such
aSSOCBFF&ﬁ%m}BPt Bhe It fheevasepnfthe, Eranpipeinstigation servers drigacrill é:nmally include
detailBBYcardIDIRA, WRIBHy a0 iABEharihsat TDiie end station 3 could
be fornmed froma server, such as a nerchant server
. ri bed aboye. Spec:|f|c Exanpl e Operation of a
Slmﬂgrgv P SRR PR He cepRbls PRI FEOTRtgifodbe Mpfebant server 1 and the

finanéiflansiagibn Svek 8, 4s WelQs POWEAL FEElpRRY, P e Yikd AL Sxal f"e of a suitable end
ernet, will now be descri bed with reference

Statloﬁgdmhég’n% 1ga 4581 Pirioyay the eud gptiongsndpdsng pirqveffsprgws @ memory 31,
an infuflo@put S EPde20 32, r&ﬁd S Sier] iR cO13, LHB1aRkeREALh 99§s 3,
accesses a merchant web-site via the Internet or
ANs_ 4. At st O the user sel ects one or
Accor&f%&fuetWé“ P%?ppﬁﬁw@ﬁa%g*ﬁﬁad FRBRRAEY 5y Rk eHEHe Gpd station, such
asa pbﬂbl&l E@nﬂuhﬁ PDI@ ﬂ@ﬁ@ﬁtm@cﬁ’l&\f)ﬁéne JhSliR Y ulRerA6R SMBIrinlaction may

or mal exa el ecting products from
be ey e % e,k S0 RGSHY b RSB G Bl ayperchantserver

describb®atokvke. At step 220 the nerchant server 1 determ nes
the price of the selected products and displays this
to the WO 2004/ 079603 PCT/ AU2004/ 000274 -12 user.
SpecifiiEsanipley be in the formof a checkout process with the
nmerchant server 1 displaying an indication of the
Opergbion df,asslpecpﬁd eample of te isppiopin veiich telanbagen isAS bépeeBrideddnline via

user di t.he hto roceed with the
the Intefnaeﬁs“?ic clméne %eﬁ?ﬂ 8§|W|“§F e‘}é/(’e\#’p gures: f“?dr ‘ng that this
is acceptable. 5 At step 240 the nerchant server 1
In pagfevier; at emva ipdjigrea S Ar & Gtep S200 almdusé'r spbmysf thhiead tsatiérRES accesses a

merc 6ﬁt%5eb DG ﬂf%:eﬂ{t%@{z or%ﬂe“fﬁ]g %{"' typically include

I's o exa i ng address and/ or
del i very address. In addition to this, the user wll
At step@1Q tguser edectsoone ot moregrodueta §ir puehaae hisl mﬁwﬂdsean indgpation of this to the

merchahtW@REL, 8fhid 1‘35‘}; be dbdeQk ; in the normal way for example by selecting products from a
list and adding these to a shopping basket or the like.

At step 220 the merchant server 1 determines the price of the selected products and displays this to the
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details in the formof paynent details at step 150.
The financial institution details nust include
wa@ adotiozdeent i nformation to all ow the nerchant SPEDAU2004/000274

identify an appropriate fi nanC| al institution server
4A, 10 4B, 4C, 4D which wiFl2pe adapted to authorise
paynents on behalf of the user. This will typically be

user. t Hes o rbesinthe Kormvdfi & bheakaudl progass aiigho thatmez¢hatthgerves dr displaying an

: adapted to obtain
mdlcaggl{i%or [ %@ﬁcgﬂﬁ%r%gﬁn&t Rgﬁt@%@@%aénk on behal f of the

~user. In this latter case, it will be appreciated that
At staph23(F thaarer miichtess ifi the Mish tenregerd withsthe tiansagiepa typically by simply
confirtiiflof th& 80 abdaf@fpat i on to al I ow t he fi nanci al
Institution t identify the user's bank. 15 The user
al so provide details of their identity such as
At stqaa%\g thg metchart sgraersograkraieg @riaymen aequeH aad displays thisrtgdlee user. The
paym(?ﬁ IR?H%IE Fflgl tgﬁcatl@qnc‘f‘ﬁfe Rigdild R &&dlple Z%ﬂhﬁ@idhﬁ&%%i’ @thvery address.

al ) e pr0VI | ater, as set out bel ow.
In addifiapgioskisghdhsst wil besteaized 2o enterrad leagigletailn df thgio o dﬁnml institution

detaild 91 he GBE P%enfi&té(ﬂsl dt SQ:E 15@P pf}ﬁcﬁrﬁhﬁg 19M1tﬁtﬁﬁst§ta1ls must include

skilled In 0, the nerchant server
sufficigatriafosmation 4o ﬁih%@ﬁmeﬁcbwés ﬂdemfyae eprreiseclinghgia] imskiftion server 44,

4B, 46 chh %‘i 8 ABp ted Ehufiatise 15%1%%9 bn b&ALSSthe %érl Thﬁ QJlH’ Aically be

h @g |n ormat i on: he uni que nmer chant
the usmbalnh Véhj@hr &5 apfacqopet of ﬁ@rusgn i apag tba g ity pegthird p'«meadapted to obtain

authoﬁsraﬂ&F'ﬁ‘&{l 't}%rhsmmc on bAMIY on”Hé NERL nPRls 198 SRE en?&/ﬁﬂdb a%éremated that
Accord |ng Y, he user has sel ected a partlcu
the fingagipkepstituion |d@j$ﬁll$\/ﬁll@sh inclyd¢ q;uf’@cagn’q'm—fpm@gpraiq adow liesfijagceial institution to
identiRf iRV EehAnQ financial institution. This allows the
user to select either for exanple credit card paynent,
EFTPCS paynent, BPAY paynent, or the |ike, when
The usgy By 9]s9| glopide d@{@@sagf ftheirt nflhfesuqa}éqseaﬁ@ﬁ pr otmn/ma sprgl idgntifjcption at this

stage Qﬁn\éﬂiﬁﬁ% o® }h%trﬁéﬂlddl(ﬁﬂﬁh@ﬁeet iéal?y HJV%’*J& ffis HuiSder BV later, as set out
banks, and | aunched in is an electronic

belowpj [t|is @59 rRepaible dorystepe 239 fa@qi @60 b%pdp@}gtan 358 o g rdesibined, as will be
appregé{édwtﬁgsegg%@ﬁ]lﬂ%ﬂand credit unions as a 30 core
feature of internet and phone banki ng. BPAY all ows

custoners to pay a wide range of bills with via

At stet) PR ponechspt RET pReiEich a P2y TS regtRst ngoeoadtnprayitipihe payment details.
This ptiBerBRAMeMRAT BohRandiolibSihg Misdhsh: f | nanci al

institution have pre- reglstered In this case, if any
°  Theawique sreshant@Por mation i's required by the financial
« TIPLbitiihe Lk S ddtbi, Provi ded by the merchant,

such as unber or the |ike. WO 2004/ 079603
. TWMN@Q@W@@@ZM - 13 At step 270 t he paynent

ferred to the user's financi al

* An}ﬁ]g%g}%}lmpﬁ%nsseeec%%r 4A via secure connection. At step

280 the financial institution server 4A processes the
Accorgiaglyeiftthe agubst sekketed repartiviler payinregt eptier cuithetheic payneot dadails this is
prov1cfe?] tJ Prgan&g’leﬁst%.\tltgﬂ dThc'g gl?ow% e use%tho geleecQ 81%196ng1' icr)famrp red1t ca{d Opayment
EFTPQ8 phymant, tE?_e,WE paelmsmc dm tbmh]@t whd:reqmpﬁ@ﬁg th'Efde’&ﬂs:muhd:Imblehant BPAY is
a bill ag&re m cfgveq @2? go%fg mﬁnc?ahgn Pan‘le(E eaﬂg o checﬁl %%%7 BPAY is an

ve [ rrp
electrcmayblﬁ eymang guvice offgecignAstralidnhizanks, Ibmldmmsmuetsmm ciegit tumons as a

core fENRRE 8PﬂteHet gﬁﬂfpfhbﬁ:é lﬁgfting. BPAY allows customers to pay a wide range of bills with
via telephone or the Internet. Customer's can pay bills via BPay where the biller and the financial
institution have pre-registered. In this case, if any additional information is required by the financial

institution this is also provided by the merchant, such as BPAY number or the like.
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necessary information was supplied at step 260, or if
exi sting default paynent options have been predefined
whyooth®eoser with the financial institution. |PCT/AB2004/000274
user has only selected an option, such as 10 BPAY or
"Pay Anyone" access type pa§ﬁénts, the user may be
%pested to login to their Internet banking account,
At stfmz Brikspayeerfataicktss bfnstered sctbouser's fiparigial insetdtion server 4A via secure
comddkit£r natively, the user may be asked to provide a
paynment option if this was not provided at step 260.
If the user does not have Internet banking the
At stapelS0 herfinanpia) ingtierpemservgr 44 prosessesdhe prRymMPwfireques dafote initiating a secure
connédGbiio i us&fseeqﬂ StafiS ﬁaﬂ%@bb S’Théjl!iselt kil tlhértﬁe askéﬁ%%(ﬁﬁy any required
It is usual at ste for some formof secur
inforrpafien flo pesopm thecrpnacaen %téteé 3R§-i Firis eovad be preforrsest in BSwinber of manners
I the identified account, credit
mma%g%%hgﬁr%ﬁgﬂﬁenﬂ&gﬁﬁwg£&nII typically take the form
of a normal logon to a Internet banking schenme that
Thus,fer/exappler thapsey apy ol st copEmpihehthe irgwacgpn isgo proceed if sufficient

necesﬁ’a@y$3 MO RadQLPRA WM ddp id@eoxf jnafah@ m%fh&lﬁi)%fﬂ Sftionfhave been

provi si on o rivate information
Predeﬁ?ﬁddﬂéh‘iluﬁeﬁéfﬁh ﬂfeyfp pdalasipution y Htheesenbasvaahi selpctad A nbtion, such as

BPAYPEr 88§ Xbﬂe”%&%@ yPBDaynldd&, fre Q@&%@J bd ﬁ?&éstre&”t(i %ﬂinhto their Internet

server 4A receives any required information an

bankipg re@as 5 profide getgilreafithe azwuat tode aiped3 Pdternativedy, s WB@Onaytve asked to

providd Qﬁﬁ@deﬁﬂ optioR tif fnist @V%nn(ft %fo\(zﬁfeﬁ %to‘st% héo. dﬁttﬁé MeD Qods' no"f1 have Internet
voucher is require I nancial institu

bankigg:thg gerchant gen gxsplmeg sqfrm agkingcfhescceint datadls, @atit q@rdcﬂs:tads, ngthe like.
the voucher with a unique identifier. The unique

Howevélen s vsha® bt HBY300 €orl sGm& Fo?'mfo@ Eéau‘?cgr cReck %%Lﬁlle@ ﬂﬁcolnﬁll‘(m that the user

nunerj c sequence, coded |rmge bar cod

is geﬁFWéIY\}%M%‘F of ghetiftified ansaimb roradif cexd ariike Weer CRumwillaypically take the
form St BB dogod o PiAEH 00t
may. be séﬁt@%o théwﬁggghantn%ﬁg?ca%qmghgk@ﬁqgkgﬁ&ﬁiéBBW&OHOf
a Pasw&ﬂmﬁﬁgr eqdaityibe Aingpeisbiasifeion, qrﬁheamy\'@vleﬁﬁpm'ptaynfemnatlon which will
uniquélp Mehiifyitd 28, dush M £p 350.
! gl S V\f;lsrﬁ typical | yg‘l%gm%%élﬁﬁgéﬁggé&% qﬂést1§1|§ nanci al
|nst|tut|on server 4A either operating in accordance
The figpreR! HgktHEgN SREGT 44 Srocvesammprairgd infrreotion a9 then rerressprethe payment
atstef ®0ei pt or the like. It will be appreciated that this
may be achieved by 30 transferring a copy of any
gene ated above to the user end station 3. At
At siege B 6HG! FioRalien Sver 19y Ml iominsal fevouaer  reduired. If so the

finandi#® if¥liAsERrveh @A%@lﬁ‘éﬁt& tRORSRRdr |a9§ieﬂ Mot h6vighg th%tvéﬁdhglnwéh a unique
this will all%_resu t in the user being

ldentlg?aﬁé? @F?L@ddea%% ni“’éf GVEB™ 94 8 Bnigye %hm@ THEEIAGSEARCTGh Peded image,
barcodvasr tMi120 Qhé OARBE 3s tﬂéﬁ%zﬁ's%@% @R bhant 2t N hel d in

staS|s while the transaction is perforned. Flnally at

370, t he nmerchant obtains paynment from:t

Othersqu?] GRS periforgt 9499 {3 tlgtbglp)ﬁp? ﬁe@t Orfhe merch |115110at1ng that the payment
has beemBrotdssédi on server 4A, or from another institution,

such as the user's bank, depending on the

i npl enent ati on ically either_be_achieved
in any HRoF R PRIt et Ty sl SHaR0.5 TBRoH Greely be
perfortnbé by ¢he cfinericiz um;nhlltleld sdbyer Mheeltﬁd:rl’t@&ﬁtn@é inl a@ﬁdrﬂdnblé wan normal way, for

or ne e vouc

ener) Y DB b B Mo B DA PSR (i TS may be achieved by

transfgprigrespe sf anJivascher genérhied 8boaep) (e @BOdHd statifte3.oper at i on
of the systemw thin the Internet environnent can be

At stef? SE0TRL ﬁéa%galqgstiftu%oh QRer 4A terminates the secure connection to the end station 3 and
this will typically result in the user being transferred back to the web page of the merchant which has
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STEP 1 : The card user goes to the paynent page of the
merchant's web site and nom nates 10 the transaction
WQYEHAmMees prescri bed by the present inventi onPEFAUR®K000274

preferred nmethod of paynment and identifies their bank
or card issuer. STEP 2. Thelfkerchant's web site
generates a paynent request to the bank or card

been heldigstasis whilsthe panseatian ispsgformed. nay i ncl ude: a) an
i ndi cation of the user, and the transaction 15 b) an

Finallly R4t&A3 7090 @ércﬁa'ﬂ?oﬂt‘a?l&r pa§m§&qro%{ fak ﬁﬁ%cl%l-rﬁaltg’non o}@%ﬁ&aﬂg financial

or card issuer wl then respond to the reques

institugipn | ATVES 46 19g feos @@Qﬂa@ ingfiteitont isedh of the twm:es (hoale,’ @epend@ng on the
impleSb@AhtiAN Thi)wil R0y @Qhé € Yridv¥a innth fl{lf?'ﬁi Wiy & a‘ﬁfﬁﬁ the merchant

user c) processing the request an orisin
cash ip theryeugber yaplizd by the finaneiad ilﬁ'@tu‘@@fp pivaray be peifersed by tafing die voucher
to the@e%p@euv&wa%mmhgh & aTEh&RR Bl ocessdsEn 41 The mer chant
hen uses the paynent indication to receive paynent.
The interactions between the user end station 3, the
Thus, i (theh gF#PIEcdtPRT the gpriptionofftha aystennithingthe {nferperenvironment can be
summ@@ded 8¢ foftbwar e shown in Figure 6. In this case, step 4

is shown in dotted lines as this nay be achi eved by

haitRd tHe caidruseragoes fortbe pavmentagp af the merdhaetiscughi st andnominates
t e friddaneh @sttérrp §§E b by rthepﬁés%mn{réntlbﬁ ad 1rrbrefFr'i_’ed method of
t he form of vouc as di scussed in nore 3

b@pygnt P@Vﬁ%ﬁﬁeﬂthﬂt‘w@kgt qardissueh i n whi ch the voucher

SKIEeM The M@r@ﬁjan?@ we§ §Eérée9§9te@pﬁ’a\§/ﬁ1entt@(§.\e§ﬁqg ﬁlé%ﬁnl@&“éfaf& issuer, this
conpri se an al phanuneric code, “such a serles
nPABBSIS reavRst M@t ipdpde: whi ch form the identification of

the veysh@dicatibh bBihs Blek, 884 BE nBhIRRNL and letters will

|dent|f t he merchant of the card user, or an 30

aut hor ibs &t MéiFativn pbie userd cpbsaient anount as wel | as t he
CRTEP US G Bank oP@REis@ler wilSthid fégpbﬁcp’co thd reé1 Br chant

does not have an account with f1 nanci a
|nstltGimﬁﬁuﬁﬁ@ﬁmﬂﬁévméﬁﬁn@WhﬂWﬂB§WﬁEﬁﬁmhw- t hemsel ves

by SUb‘E) wtzhfﬁﬁg Eéaﬁqty%&aﬁﬁoﬁ Borh AR WEdnanci al institution

of the card uSer, or ey can pass details on to

their ﬁhlgfﬁ%eﬁstmgﬁh%)@é%@i éﬁlé aplevisiieshe tansrctior  br oker f or

cl ai M Qfproliflink BbSyrsABRaRBnTEES RN 603

S waSplifiok b SmiAbfalolion TREERANoyhoHh RO 0%

WL RE dnlheaneashagt theprus¢sdempaymertandietioplenessive gay g

benefits of the voucher nethod i nclude that issuance

The 11‘@&&1&161@5 veawsh ke hRHELRARNID tﬁehﬁm%ﬁlﬁ:m 1t Jﬁﬁtthe ﬁﬁ‘éﬁgﬁpﬁlsututlon

guaranteed and that there can be no party
serveridhy gt FHOME i g O rﬁa@éﬁ Gapes P1EP At HAWR i cioﬁed hms b FhéyayTheeschieved

by ha\}n{g:ﬂhg aRRecBnt YfesGid HeHRyRaE ikticMidd toqge ﬂﬁa‘ﬁﬁﬁll sth ﬁi)H ‘}1‘1:2 gnerfqn if it is in

en making the claimof 5 paynents the nerc
the for&b"fs"d’ Opsheis axdiscasseq imnor detaihbeldr.son. Wien subni t t i ng

the voucher they will also have to disclose their
Pa Sﬁcret merchant ID to the financial institution for
t&VMPbrification. Monies will be paid into to the account

r. nt only. The voucher will expire once
in the gl G S 6Pe BT SUFELE eIty RFr e BaRbgenld comprie
an alphanumeric code, such as a series of numbers and letters which form the identification of the

voucher. This series of number and letters will identify the merchant of the card user, or an

authorisation number and payment amount as well as the card user's financial institution.

If the merchant does not have an account with the financial institution then they can claim payment by
themselves by submitting the voucher to the financial institution of the card user, or they can pass

details on to their payment processing administrator or broker for claiming. In this case the merchant's
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It wll therefore be appreciated that the nerchant ID
is not generally kept secret. However, the 10
woreroghzostd | D i s used by the financial institutPGIAUR004/000274
ensure that payment is genuipely provided to the
mer chant, and is not frauduﬂéntly obt ai ned by anot her
third party In order to achieve this, the nerchant
ID woigsteed Wewtsilinyittedheittsaty\tagms for idpratifichtiapuinabesi nsti t uti on,
with the nerchant ID being used by the financial
The blrafiks! df el Vgﬂc}ﬁpmétﬁc‘}@ﬁ@luﬁjeechﬁ'lés&n% O g %hcf?éf ﬂdk%te@ YP#S therchant that
server 2. dentification can achieved I n any
paymesy és @fara@tqqdl A thab thereeqah e qaebird wbhmépgfetemeowgﬁaqd He rejateon to the
VOHChQIf ]I‘ﬁ? %@deﬁ&&%fp&%@%ﬁg@’mﬂ' K %@ét%kgfegﬁk%ﬁurﬁerpglakm% the claim of
certificates, a usernanme and secret
paymenitseth¢ fogishant will dhiodyceasies hnkh@fnn pWQométhgnbmlﬁegutm wneher they will
also h}:%estg Vc\lésr gsek%){afa?e%re?ﬁgxﬁgd'né g%tostgé:feis ]Slfﬁgthr[\]%)qe a%n@%gﬁcatlon. Monies will
bepmé@ﬁ@@ﬂb@@EOMﬁPﬁm@h@mhﬁﬁeﬁhnt I D. When confirmng the
identity of the nerchant, the financial institution

The v¥lichbr v1ESKreldABe B LARHE e ARSRASSNES Shy (Bkd HifesDY
conparing this to an indication of the usernanme and

_Passmord received fromthe by ass server 2, or by
It wilt thereéqre beianpresipied 2ot theemerabat HAds pelsesneelly keptispaet. However, the

mercth\ﬁp@Sﬁ uS&T Bethe FinfrRfal ﬁl@ﬁthtfldnct@tehﬁﬁ‘e tHaf 4y¥He§t i %Elﬁﬁneﬁﬁﬁrgwded to the
bypass "server 2 can be a apted 0 veri

mercha@emdn% ot dipuduieatly geipinedfy apethern third pasiys with t he
financial institution. In order to inplenent the

In ordeP¥E4thieP id tHeSmaeMoaNhad @&Hﬁfyttﬁﬁﬁseﬁ@§tb fhi BaRela®nstitution, with the
institution or credit_ issuer  has their own clearing

merchapfIDbeing used by the Anasialimpfitetian tapcoeriedefqilirironided B thebyass server 2.

Thus, Menlifi@ti MO NR LShieRE méﬂ?g)n@ of &h@ﬁﬁ& BY et G uBE KRB Elnou%ﬁ the use of
‘Financial |nstitution be appreciated in th

one-tigp A8 P EdigRksIgnaPRRS OF %@ﬁ%ﬁ: iR AR A PSS PGP GPIN o the lke
intended to represent any financial institution

In th1§@3l§@ t*)Jh@n e HQbHRhiNGgiRtErs I R BifpBesi sBYerdB s@&6& A thaRB and password or
of the user and therefore will typically

the hlie Wén b%%%tabélsl}ﬁé AR aspestRAaFth tpoyerchians 4D n Sfbe gonthing é%eeldenﬂty of the

merchafdthd Gia el ﬂﬁ{‘lﬁi‘uoﬂ ‘K}lllt dMEKAROVRRME 68 Bast i d fditi@ | Bhnparing this to
institution may represent a trusted third part

an indiqqlen phipepsEiage @M Ha8§wd FrSEecs ToyR e WEABISerAFIR, or by Hransferring the
usernaiht 44@1ph &AbEOP Heyphdd @erv&@ﬁﬂ?%ﬁc%@nz QA OIZR6E3e, the bypass server 2
PC’I’/AU2004/00027ZE,p in the process above Pﬁ
an bq pdlaptegyigyreriyith %@?ﬁ%@?f ﬂ@%@mﬁaﬁ RoniEm thie with the finprgjad getitution.
operates to contact a trusted third party who under
In ordeN® igipleRRhi thy ientioAgt 1 S6¥antaédub 1A Eath Tindid] MsBhutib0br credit issuer
t he transactlon ?@. behal f of the user, fromthe
has theig gy glegaghousPiiR REJd ESE dabitErk R pdsspance 9t (e Fouchere pending a
claim b$ Sideneachbt m of the bypass voucher or facilitate the
paynment process in accordance with the nmerchant's
standing 5 instructions. In this case, it will be
Finandglpgfi®ieitehed that the financial institution server 4A
may be a single server operated by the user's bank,
It willde apprecidtedk i, theodbonatfiatiike tarns Sfianeial instnhtianéveds Myended to represent any

snancle §86Hfort CBpftle Sl BB B St §n BT B p g rerefore

\munmhmnxmqﬁwuynstkenEnt|ng t he bypass server 2, or a
reputable 10 paynent adm ni strator or even a bank or

Howe&%sr,relt?E %'E%drnolt Qéc’ tca%‘é I 28 acl:?:%r\{illn%%r DPnl & o‘%‘é Ipl%gg’slg b ﬁlﬁnartlclilal gnlgt?mtion may

represent a frusted third party that interacts with the user’s bank to obtain authorisation for the

payment.



10

15

20

25

30

exanple, the trusted third party could be the bypass
server 2, such that users register with the bypass
W@ 20796031 | ow ng t he bypass server to subsequReit/Ay2004/000274
verify the identity of the %%er and perform
transactions on their behar “This may occur for
exanpl e where the user's bank or the like is not a
Thus g ﬁlrferrrocsfs abpe the wishEay net qoptpg the bank perese, hut dnptead eperles to contact a
ﬁusteﬁqglkcﬁ%ﬁ‘fye\dhd’\hﬁdar {HRSuBVRBSS RELME rmﬁ Jdbsh W&ﬁl ?d?tthehtransactlon on

therefore by able to deferm ne t merchant via t
behalfaf e, 455t fm the wepr's Bank. (Ihe bpnk Qrﬁ@ﬁtéd third partyrwlhthen issrefagiorm of the

bypads NEoubRY N8 NacilifteO ReUpaymERt Fﬁ‘)\f&b O t fRbSdarkol Sy Me merchant's standing
registers with a trusted hird party, such as the

nstruglioRsss server 2. In this instance, the trusted third

., party acts as the financial institution and acts to

In thidBKE, RAyiMER zgapfb@lateaecﬁﬁ“ﬁe aharkRE indSiGhion Sl 4AhAby bO8 single server
trusted thir arty effectively halds an account on

operafsgity|the sr'y alo g8 die likeper Ty ke forvengmplemenied hyed trygfad) thigkparty and
cmmm@%mﬁﬁﬁmagfgﬁ@ulde details of their respective
account with the trusted third party to the third
$¥ éﬁ@Jn t he manner descri bed above. In_this case,
The tustgd third PRk qopldihgyhedtustsd Fhlrd@ﬁ@f inleracsfiag the pyrest sezvﬁre% .or a reputable
paymEtSERMistiddt Gtbvad 4 BaNk of RRanbRBhsti@iod hiBAGK &ﬁ}ifﬁ?sﬁfp V@{h the user. For
t he tru %Hg éhlrd arty at a later date, such by
examplg fhe rusted fhizd pasty copldhe theRyppss semmssr 2 uchetht PéPfi)’?&’E{SS‘?T with the bypass

serveN dlIewmat thy Dyyass tsber to bubdeqpadilyyveidy thee Aht§ ot 8ANEE and perform
unds i.n. advance which are held in an account on

tmn“ﬁ@ﬁﬁpplﬁFbF ‘user. 25 In any event, this allows the
user to make transactions with nultiple mer chant s

This 18y @wefos b:REPR VAGEOHD hser’@ btk BYhd N it hetStBehnBehbf Ghe scheme In this
arty actin user's financial institution fo

case, i a%&?ﬁ&@étgregm% A B serva5 B VoRA ASRBET By S 6 determine th

mercthi @k Iﬂﬁtrhétaiaﬁt D, A6d 88 rahilt Betedl NG nRCIEAK for Eﬂé%aﬂnﬁéiﬁ tt@ gccur To
e aunﬂ%rlsed to communicate wth th

art
aVOldd@éﬁhes‘g St%fﬁ &}{?ﬁé‘?ls“ﬁ a0 B sych ag the BynagyseuRr 3-he

user's behalf In this instance, the third party 30
In thividstan@pthaitste® thirl ipkity ks & ths fihdnoi) ink@utibhemd atd to make payments on

L ESeB b,  t EL Ll b ot o e
In thip edskothénuieh evilt Be edquidéd tohorily gdan tof k@lr&@sp@ﬁﬁz@ racdd@fk with the trusted

T RO O T A
operaf2Qddhk Q‘Jﬁiﬁ@ﬁcr?&:ﬂ' £yl ) @Al B QMW the-ukd- to%&ﬁg’en@tyin%ﬁ of the trusted third

e appreci ated. that nunb
party \%ﬁ fgﬁr. 6‘ﬁ’ssu81h 2% {’V %@55&%@& ?% R Fheqth’é‘? ﬁﬁV plternatively, the
third patignesresjuie cleakbdiindd i@ hd @K FHich aré R@d B GBRDAt IXBEhalf of the user.
supply details of the transaction to the user, with
RERL g S gt R R T —
held bysthé trnaéd thirapatyesctiag af e msérhefitReig adtkutide fotethe b@pbdBE of online or
th Bi nancial institution server, but is instead
other fpnegBy red to the user end station 3 for subsequent
forwarding to the financial institution server 4A. In
Aham¢Wéxcm$mdofhddmgymamhtﬂeque&dﬂmQthgnh@tkhﬁﬂkﬁkﬂn@komnmnRMe

e.0 i ncl.udes, t he rchant, 1D
with tﬁcﬂugep }c,lgan?c e&arsflénran%lﬁl 1nst1 18?1 oy h‘ﬁe uiser ﬁ@%‘jﬂ ﬁ-ﬁi 1nFtB10§,ntae third party
will OGEtrawbmtpﬂemﬁsefmm dirseet hahthtefokdact fak Hanfiiaadial 1nst1tut10n in the above

i ' i-Qn r al | h ransa
cescrlpichdl, 198 R y e ros BB IR bt o e U % el sbove
befor¢ @ntaetingriid weméntiaekl oeotheh dinanpail tnis@thiion t6 brringt phynyenyi a
tel ephone, fax or in a face-to-face transaction
environment. It will be appreciated that in these

types of transactions
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there are again issues regarding the security of the
purchaser's details, as outlined above with respect
W@ o00aMbdene transactions. Thus, in the case of PCT/AU2004/000274

tel ephonic transactions, the user end station 3, the

merchant server 1 and finankfal 15 institution server

4A may be replaced by individuals provided wth
Alternpvecixamples. 1t will be appreciated that the

I nteraction between the individuals will follow a
It wilkibai dparecipizd t thatna tmembdiael variatipnseen dlsoglove Tdescribsd fechpique may be
- f f f ' i :
ipioh B Bl B Sal il SRR 1 S ORS00, vt
the userttennifeming thoesi detpils toghersaciphinstiviionnTeust indhis prse. Wty request is
not tralﬂ§1g1rrecﬁ§51n M&%ﬁeqa{aﬁtt‘é@r@f;r to ﬂél'fﬁl ?dlzﬁ u{sﬁfuﬁm‘f ?e%r b‘ilplg itR&4 transferred to

e nerc I nit negoti at e

the us¢rrend statian Jofor subsaquenk ﬁwmrémaj;o the @ndmalal ingfitution S@IS@r"rAp hone

a telesal es operative. Once the transaction has been
In th1sa(QEee ﬁ'fé aﬁﬁéﬂkéqﬁespéantbg & thE &‘@Hﬁ'ﬁ Gh lll‘R’GlCQ S@Qllt@naﬁncluc_lreﬁ the merchant

transférred to the user's financial Institution

ID thesean. oBheses Tﬂ‘ielhtfmﬁf?tﬁe‘ihe aferdheryJD apd dstaily of the tangeption tprﬂée financial
instituﬂﬁﬁ MEACQBWEI{ Qﬁbséaﬁgacg&tt@'bk ?er@frm&che transaction to
e user’ flngn0|al Institution. This may occur
ei t her through normal channels, via telephone, or via

It i algo pessibledorbn Ae PTHebASERCReHRS clbarRartslier By Vigddophone, fox
orin 4 fa@@fbcf’a@é tranStibed dHvir@net. ot Wil be §pp41;%1a?e%l tgeﬁ%&fhbﬁqglpes of transactions

above. Alternatively, the nmerchant can provid
there gfe peain issuep ragargingdles securisy ofihp serghsserts defaila s Puifipeg) abpys with respect
tomm&pga&haﬁﬂglal institution. This can occur by having

he merchant issue an invoice or the |ike, as

nentloned above. In either case, the nerchant ID

Thus, fithe e3¢ ofilelePhasia trasactionsris wier psiation B tBrmetshanf sever & ﬁéd financial

1nst1tuftlbﬁ‘ aedr als mdynsetibdisted O iddRidRan plrd?/ﬁieﬂ%tﬁ hafhonel NWSwill 1R appreciated
he case of "an invoice being issued, the invoice

t
that theﬁ@qe@gt@n tetyvaen dheripdividuakt willgollew, a é}npllgwp@q«pp'stottbat @éthnec? above. The

same 1s"tRB $rehdea6lrice trﬁltls@ctlfohzn G cBnmiuRisitioh BEtwEh $hOliser end station 3 and the
proceSSIng Onc he flnanC|a institution has

merchggitstatipn hbeing Welafqdéﬁga@wwat{oe befwesidhs wehand theamereheat:
with the user is initiated. This may occur, for
Thus, 8X &iPt8e, Be DAY bihé BRrchid 3AL idtiallyNehbtlate the &aﬁs@étﬁﬁ h@f example by
t he user. on a WD 2004/ 079603 PCT/ AU 004/ 000274 -18
havmgrg'@l ysgr BIH)@ &, telggal eéwpﬁé'wen gO’f‘CI‘?et % gél?sa 08 has by agreed, details of the
transabtidhaREd Blbe rBddidricd td BOuRAs ﬁnd’ﬁ&ﬁﬂlﬁit_ﬂ&t{&ne‘j phone nunber.
In the case of tel ephone transactions between the
nmer chant and_use thl%%could be_ achi eved

This qap A€ dP 2 WFDEhe! Wioar Hhys doseempl: fig) f@ﬁﬁ‘&ﬁfegaeo‘?ﬁﬁléfe% figals of the

transa¥fidnNtol the uge®s FRGAciaY enstitufiéd C ITRis ﬂld@’SJcblﬁrLglﬂh@rnthrdu@h fobi@nal channels, via
case of face-to-face transactions, this

telephgas, {OF Vi@ PesH S Copnestien, PEwE G ReTehash Sakqn e atd aaﬁlTai“ﬂélrfE“?t’é‘l‘uon station

4A as @escﬁséd ibuw, ONlta‘ExfahV&i MA@ Eten Bddn RFidR RS de@ils B thd B8 .for subsequent
or exanp hop, the uien coul d contact the
transfq:rfe}]1 %@F ginar}cH% tnis‘rlltmlqno c&n ch_ubhy Bfing tgué mey %nt issue an invoice or the
like, 28kdeBtidhal kpeoeby, the user may use an ATMor the like to
contact the financial institution. In this case, the
TM act.s as the_user end s t he

tio , al]low.n
In either cagsnihgrpeehent | P“HSttt}?é?r?“%‘?%ntﬁ 1t gPa“F’ﬁL PFiTng Alg the financial
institvibh @Vpaly e héretREA Cthug An th@ chse op & nositEkking iﬁbuécb itlfe invoice must include

i nst ance, .1 he financi i tution. can.
the g ROP I o oYt e RRPSHERILD the Eiery SRR U

via the ATM Thus, for exanple, the user can obtain
Once fi@\fimemtial igeitudon Basfdeiomihdietheresrshaion to bisgerotigedAddvtdcowith the user is
1n1t1atfcﬁpﬁln¥ ﬁhe%ﬁurd oté%%%ﬁn,}% §¥ ﬁi?%%énh}% EQ%I%\% 1}1 N3k I : i%?p glgenﬁ’llg qlser on a

then present the voucher to the nerchant, thereby
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effectively maki ng paynent. In any event, if
communi cation is via tel ephone, the user can provide
W@ b@4jordeas mati on required to 15 performthe PCT/AU2004/000274
transaction either by speaki g to an operative, or a
voi ce recognition systen1i eénented on a processing
system or by providing information using a touch tone
mobilg @912%01‘ byriagingshefuserphenc the fngreial ingiution enp ofedeteruadtphone number.
In thél@hRi dfSieleptRBé HAAABLAL @eﬁ@@f?‘mr&l&chaﬁf ahd Gselr) QE‘{% &ld be achieved by
descri bed above. Finally, confirmation of
transfeirigg §}2§’d’(5?rdﬁ afequre tglgahane lﬁ@nn@?tvms}’fﬂélrth@rfsmqgnm‘éaanmlenﬁamon In the
case ST hdREH-FALE FafkaltfnE RO B&KIIA &Y pedBfélvid 9 s&ﬁ]{gl:vc% ection be een a financial
connection. Thus, as described above I nanc
institytieq serverddorndyaniend stytismcal Thys.iferseremale, 1 in v shophide usen cqulhbcontact the
finandTRisRAMbn vid AIPHATBYmPEKd. N the form of an al phanuneric
code, or the iike, which can therefore be

communj cated to the_nerchant via the tel ephone. '
Alterneiiyely, b ysgiamsy ysp an ATNb dhedike theonfacithe Grengiahingitwtigngln this case, the

ATMGES 84 the Bsef bAtPRALAB, d1IBR gtk s@o @&ﬁﬁh&ﬁ&até)\fvltﬁ #4€ir financial istitution to
merchant in accordance with predeterm ned standlng

allowI thestrangactipmiode perferasd r Iyl instpg e the|finaxgial inshtion can issue a voucher to

the m&fé&fn@ @ir&k18 Cbr lah@hathBlyI et AGRNT BME SR GEAMLH ﬁg utsﬂ bl @tﬁtam payment

or art, t he resent i nventi on ensur es
detaﬂf iﬂﬁ’élrfE? @Prch%drsﬁﬂﬁ AMite gepi theperdily tethe ﬁgmnl al§tlmh@ and then

obtait € vogcher 86th kheCATEL THe Q@&Q‘a@ ltheh hadskdt l’ﬂﬂé Ahched ¢& A Merchant, thereby
details are only ever submitted to their own financi A

eﬂ%mPﬁ@FW*HEﬂBﬁnﬂ¢hls hel ps i nprove security of the
user's account details, credit card details, or the

Tn any lekdt, a8 céhinni¥itioh 15!3{7{3\&@15%011&"% @l lczirf‘ﬂro’w@& Ghel AR rmitRAYEquired to
of third parties. Furthernore, use of the voucher

perforgy the &aRsagsion ejtha by Heeakias orampereiEveopt aaY%cegacgﬂa@ﬁ@n systemgmglemented

on a grét@ssigReAsh, 3 by %vidﬁ%ﬁh%#ﬂﬁa‘tl%‘ §51ﬁg0a t%ﬂ&lutf)ﬁe e tiistHn usually take
artles are not able to redirect he paynmen tO

the fofth ahaseipbactals pae TGN o4 RASSVEEds; ﬁféh‘ﬁ’élfecqﬁ dercribrdgbevs.

register wwth the trusted third party, such as the
Finallp)HoaGSnaBay SRS tranSREiMEWilLaghia $6 irhik@shead ROME meltcﬂélﬁ e‘ﬁ’hér lvia a telephone

rovide the third parﬂy with the ogportunlt%
or SeryELQ-BEAYE COECtitBr dusnts degrsibed et thed mamsial ighitution Wil tapigelly issue a
Vouchélnﬁtthé Agrchf1at TeRlnayIRNH ReOAE HE RPRbRnBME i ARIE drGhe like, which can
tain the merchant WD 2004/ 079603 PCT/ AU2004/ 000274’

thefeforfé’e copnunieaiecth é}eé%‘?hémdb%th? fslephgpfient . A further

feature available to the systemis to allow additiona
Altemaﬁmy MRt figihcibD ifd@Ruass 04 @tage W tRdit Refind¥BRC BRMtidnDiccount of the

i ncl.ude for exanpl e any ot her jinfornmation
ol NG A PRSI S B G IPESpOmAf Je BB Y of
the schene. This can be stored centrally at the bypass
It W11]S®rappfec121;ed SMlc hnltldaaéchhﬁ]umycd&ﬁn@toatﬁ@ Qﬁ&%tf &[é%ré‘sbﬁ%@nﬁwl ensures
ial.insti ons, or_users or exa
at ey fphifl Bouiiongrin i hE e, Sgh o feaise Grkan dngngisl nséution
accouhti deRI1E i lonlye$ér stibthitted b, theNEWrOfindnSieT ifistf@fon] T6Rhelpl Qﬁlﬁ&ﬁ% security

R N TG ST N T

handstofthiri@artiesust ed third party inpl enenting the bypass
server 2, which requires the nerchant to be suspended

fromthe.,.sche ndi ng, i nyest i atlo Alternat veI , ]
Furtbqr AR B RS 0E SSER GhBIPANE Rehen it eiih pyyiedt gy tigfinancia
institutierdhe toa eadutea hiiae thiod eoatdiesl 2ed’ SoB@ble BN IeFirele PBE dafgie@Nto themselves.

ir level nt.eracti on th e system |n this
rurtie e st By ik P o e M Pl el G b e opss payment
server@sbscrlbcd dbloee, thinwiligirastidd thssﬂhird pirtyorithraé Qf;ﬁrt&nty to validate the merchant
i s, made reby. further enh

n e
as a gésnélg esfr?e%éhagt thtelﬁzby ensg%lrégﬁ%at only genuine merchants are a e to obtann the merchant
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Definitions The term" transactions" at |east
enconpasses any form of communi cati ons between two or
w@omgittleys 15 nore parties that relate to conmeCTap2004/000274
trade or the transfer of consideration or value. This
is not intended to limt th®interpretation of the
term which could therefore al so include any
ID, and drerafiore obthinpawgndad bet ween two or nopre parties
relating to any matter whatsoever The term "fi nanci al
A fuﬂh«%}%e{h&rg Ll SMAble 'tcpﬁlle l§ ectn %”% A0 aﬁé{m% 1 fnPo‘ijI'nXﬂlo%utg be %%Bﬂ%f with the
of maki ng a paynment, arrangi ng a payment
merchgft IPhd hissmy injude fglewemalel apy otEemndrngicaneerred twmwhtamfthe integrity
%gﬁ: r I |
and seac %!t‘fh egl(% ﬂ?shcgﬁl l]Jag é&)reﬁ Stfa}i’l& alc E’lg bgﬂatég Eeﬁzetr 2 gucﬁ Mhat it may be
accesstdamionged bemlmﬁrpacsde@tlmuynss YIStsensy fpeaqamp@ tmygh a su1table web-site, or
dlssengl"la’azédgcg ﬁ%lf%gnc?% 1rgg%ﬁnédgﬁm; %Is Cforclgceaij étl)ragé’ an%%%@{e#gﬁdg aeggired
but is not limted to bank accounts, credit accounts,
For exgmplgi ¢omplainis mederagrrding the spmyluciod m@r@@mmbye bagamade to the trusted
r r I
third ﬂ&? %@a@%ﬁgg‘% ﬂlyé:ysa Isér}(f mlcﬁ @ec@ﬁ tjgg %g%g%t?ﬁg% ﬁ}esge%ded from the
schemg epending ylve@@atpmot@mmatladysmﬁrphdn&t wealy be esvignedrevithoant integrity rating
made ?&éﬂ&ﬂ“&o eh&‘géé filo8 vddRS hép‘e}ﬂ&lﬂégg«gr tgé]{ 166 bfinteBRHE! thT e o}%s%m
Indication 1s’int e 0 cover any Yor m
|nd|cat|on that allows nent to be recelved by the
In thiswape; iherinfosmation sodd be elm ty ¢ithert thelascanr thiedivangial festifugion before a
| qﬁﬂﬁ cor por at ed
transaﬁ%ggs %M\%oﬁ?% ep%?l}%% ﬁ%&%‘#@ me%s%? only limted
to purchases of goods or services, but may also relate
DefinitiGnst e 30 paynment of bills, accounts or simlar
transacti ons where noney is due and owi ng by the user

The tdr@ “BR¥isactidts? &k IBAT ENbomP AR and ARmDY SbEMAiSatdAL bdthvBntt®E or possibly
to transactions with nerchants and may i ncl ude WO

more paytiek/ HFIEBY tPCYMMEEO0UFds o A transfep of congifstéien ghyalue. This is not

intendB@1 W BRItARMYE RBAhle@Bon FHT HACTHR! SvhidhN@ot1€T HerefTRE Cﬂ@n t1nclude any
is not intended to be restrictive, and is intended

commpeationslig beesTHWOORMOLE HRBISH ElAng & A MatteTEhatgeieem t o
obtain an ID (commonly referred to as a nerchant ID

The teAROYRIncal %sﬁﬁtloﬁmlﬁtﬁhd@ RRY ehifly QWafdividiAi @ap%lé |of hﬁﬁﬁlgfaq{a§ment or
i ncl ude regul atorépor gover nment bodi es,

arrangig apayfgent of behalfpd dheiserrpt gengrally referg ﬁ%ﬂb@n@wawlmwdmamsters orhas a

controfi@ HREBst itkiekSouhOhelilhydRd hde to pay their car
registration, tax or the |ike Persons skilled in the

d
i e D S b T S8 A s 3RS0k o enttmen o
credit ¥Rsthéviseind adbrik@Dirérh 6@t neRSd Whhéahs, REC RBRJIG&PATsBE lith#d to bank
er sans skllle in_the art shoul d be considered to

accouts, cfedifagaqps. 1Al &3 pqcounth ghagssgl aopernts Ioan 2HoM: i on
broadly appearing before 10 described. WO 2004/ 079603
SecuriBGhfoAhkH A 420 QR R144 any ctfler Tibrniati WorelEFld N MG cddifance with the security

RE .AS FOL nmet hod of perform ng
Protocgﬁ%/awl%a*ﬁ%ew E?ﬁgn%@wt\ﬁxeﬁﬁn&%%wﬁ@wﬁr QiU and a

merchant station, the
The term payment indication is intended to cover any form of indication that allows payment to be

received by the merchant and in one example include an alpha-numeric code, which in another

example may be incorporated into a voucher.

The term “payment” is not only limited to purchases of goods or services, but may also relate to the
payment of bills, accounts or similar transactions where money is due and owing by the user to any

third party. Thus, the system is not limited to transactions with merchants and may include
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met hod including: a) Transferring paynent details from
the end station to the nerchant station; 5 b) Causing
wo b@4nersehant station to: i) Generate a paynEannﬁqmmmmmzm

including: (1) An indication of the user's end

station; (2) An i ndi cati or?'bf the transaction; and,

i) Transfer the payment request to a flnanC|m
transaqtigns hetwreneny eardesi on i n accordance with the 10 paynent

details, the financial institution station holding an
Furthef60 4R te% “bBRhdPEE nstighehRl RDbe &@1%9%5 ﬁﬁfﬁs §ifReriliPto_cover any third

payment request to obtain payment fromthe user via
party rﬁﬁ@ereé with ghecpiig to opjainandPr(pspmendy tafctied do ase ro¢retiant ID, above) and to
whomtnlﬂﬁe@?sc&wat 'ﬁﬁ’é £ tﬁéreiiof‘eqﬁ&lu&r&%glﬁgto &) o&r}ﬁﬂéﬂé bBHEOUP e like, as

A credit card account. ]g R

well a%@@eﬁd iThis Wil therefpraatiov for ekaminks, zserst W@omhm@ pen el ¢nrggistration,
tax or H@URd Ng the financial institution station to respond

to the paynent request to: a) Initiate a secure

connection with the user's end station; b) Cbta
Persong skilleq iny the o Wi nPERiafr Gh 1URSTQYS Sferietings gncbmoéaﬁcatw@s will become

appareﬁ’tr OL1e §ith tvABatiohfARIARSdiRBtiorR WhichAfecShhe ﬁf ohds @rs&ﬂ%ﬁ‘ﬁ@& in the art,
ndi cation to the nerchant station. ?

Shouldal@cf@riﬂﬂ%@i toofald vahip the srinieand sseene; thy thmmmrﬁaan .brmdly appearing before

descriie@C!l udi ng at | east one of' a) A usernanme; b) A
password; c) Credit card details; 25 d) Financia
institution account details; and, e) An indication of
a preferred paynent nethod. 5) A nmethod according to
claim3 or claim4, the secure connection being an SSL
connection. 6) A nmethod according to any one of the
claims 3 to 5, the paynment indication including a
voucher, the voucher being used by the merchant to
obtain paynent. 30 7) A nethod according to claim 6,
the nethod including: a) Assigning a unique mnerchant
ID to each nerchant; b) Causing the nmerchant station
to include a unique nerchant IDin the paynent
details; and, c¢) Causing the financial institution
station to: i) CGenerate a unique identifier in
accordance with the nmerchant ID, and, 35 ii) Provide
the unique identifier on the voucher. 8) A nethod
according to any one of the clains 1 to 7, the
nmer chant station being adapted to transfer the
paynment request to the financial institution station
via a secure SSL connecti on.
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WO 2004/ 079603 PCT/ AU2004/ 000274 -22 9) A nethod
according to any one of the clains 1 to 8, the nethod

wo pdieny): a) Causing the nerchant station t oPQEABR@EE00274
web- pages including details of available products; b)
Al l owi ng the user to sel ect?lone or nore of the
products; c¢) Causing the nerchant station to generate

THE CLATM iFRINBY THE , INY BN TIGN ARECSUEPHOWRe user to submit

1)

2)

3)

4)

5)
6)

7

8)

A RENGF ggpef}g@é %{g!}r? g?%ﬁ&%ﬂss@et\%%n b tﬂlg"er REY %ﬂ)‘ﬁ agﬁfg g{é&:é%r% Qtétion, the

par at'us ng secure transaction
maiednnodrdihgst at i on and a nerchant station, the
. ' [k r : [ pted to:
R R e o LS
b) GBasingtile reerghmytnation teequest i ncluding: 10 i) An
I pdi ' f 's.end station; ii) An
iﬁdi(]geg%ljlatg%pg ‘{nﬂgeq#‘%gﬁglg%l ‘on; and, c¢) Transfer the
pay rienin inglgpaeet ofttiee werfs andmteiial; i nstitution station in
accosd . Wt h n details, the financial
insg‘?‘)tﬁ{q?n(;%hc\msl(ﬁnaﬁﬂgeﬁrﬁ%xg&héndan account of the user and
b8) Nganstes plenpdywent equdashe pdpasnl insdtpties station dbt@brlance with the
paynent fr.omt er Vi he I 0 :
o s e, 1 B g ViR R equiportdd gy and being
| eastspomsévedd the pagmedst tequist ta obtainpaymenn fpmlihe Vercvietie tiser account.
card.accqunt. .12 arat us. a ' to claim10 or
A R REGRo o) ARAB R RRERLINANEL S, Shea
a) r Adpeiciccaumt; andr chant D, the nerchant station being
b)ag"%:?tdec%art %ccjoncl ude a unique nerchant IDin the paynent
20 ‘det & Fs. T%t) Appar at us accordi ng to anyone of the
A olethodreecdflirigato TRjm tl e clagn 2hthermethbd inicding erwsgngatia pradial pstitution
ransfer th a tr est to the financi al
Sta:;uﬂré (ﬁl?sﬁ?ril%tﬁ%lse?paay:ﬁ%ﬁr?/qiugsggo'secure SSL connection. 14)
a) Apyiidatet sesura camedion githdheans’sené stafiort he cl ains 10 to 13,
t ner chant .stat i bei ng adapt.ed to: a) Generate
b)\l\@gt-ag‘zf’ 33 .%E‘ﬂ“ﬁ‘%.‘"ﬁlgﬂ’ eﬁ%?%gen%fsela%ii | abl e products; 25
c) bProdeésk dwtiatractitmesndt 0 sel ect one or nore of the

products; ). erate a . _amount; and, d)
d)RglE:O&%\%p yellﬁ@%%é(}na?ﬁ“gn}e?%égt%aé Tuser end station in
A netipdaserding t6 bleinp3 yiresaturiaynin fonhatioh 5 clulipyeaat febsiond off

ayt hori sing secure transactions between a user end
a)s%i‘alisfr%neand a merchant station, the apparatus

b)i Aglasstiiordy a financial institution station adapted to:
7 SEPESERORY the user' s end stationt 11) Ah
d)i Rihiandd] iretitutdn dcheunt dawibaatl) on; and, b) Initiate a
&) S AR et QNN e Mol Medt AR idg ST S end station;
A method according to claim 3 or claim 4, the secure connection being an SSL connection.
A method according to any one of the claims 3 to 5, the payment indication including a voucher,
the voucher being used by the merchant to obtain payment.
A method according to claim 6, the method including:
a) Assigning a unique merchant ID to each merchant;
b) Causing the merchant station to include a unique merchant ID in the payment details; and,
¢) Causing the financial institution station to:
i) Generate a unique identifier in accordance with the merchant ID, and,
ii) Provide the unique identifier on the voucher.
A method according to any one of the claims 1 to 7, the merchant station being adapted to transfer

the payment request to the financial institution station via a secure SSL connection.
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c) Obtain security information fromthe user end
station; 35 d) Process the transaction; and, e)

wePeanoTEson paynent indication to the nmerchant BCHAU2004/000274
16) Apparatus accordi ng to a|n115 the security
i nformation including at one of' WD 2004/079603
PCT/ AU2004/ 000274 - 23- a) A usernane b) A password;

9) A pythed aceprdingdp anycee af the claighs Lptp Sathemethod ingladingt | on
a) ACHRURthBErBhahBstatidA € %eéer@r): W%B-phéég o Rl g'aetgfcls & va11ab1e 8roducts

preferred payment met Appar at u accord
b) c plpying Ehegiserdo slast apg or MRS %él@l]i’f@u@tennectl on bel ng an

c) S@kusﬁrgnrhelﬁérbmt stah%)r td’i%ee@fat@fal,smr%ﬂbm nd,0 any one of

the clains paynent cati’on incl uding
da a‘%ﬁaﬁélrﬁerser f? ﬁ‘é’nvﬁftﬁwerrt dﬁferlsdg resRege toythe prememsanionnit t o

10) A@Qﬂaﬁﬂs RorRRY:0Bhg sebdtd tl&(l)sgéﬁo"ﬁﬁ YSwBGCOR B dftiofi Al H}rr%?chant station,

paynent_ request incl ud |n%1a uni que mer chant
th@c %?éaratilé)mﬂ“ﬁl&& e mgfehand §ud statiop edaptedde:i on bei ng adapt ed

a)tReceﬁkp%Eﬁtﬁls@roﬂﬁhQHﬁ stalgnt i fier in accordance with
the nmerchant 1D, and b) Prdvide the uni que

b) | Generats 3 emSH reqvestirsinding; | 20) A nethod of performng

sgcurrﬁn&&aaraﬁ@%beg@%seﬁs%ﬁl a first party and a second
ar5§1 he method including: 15 a) Having the first

ph) tAn ipdigafion ef harerseationendi | s to the second party; b)
c) CaMadraand fi‘a%frrél@r(‘rgd'lgst Q@E ﬁ}{antcﬁl 1nlst)tut§3131r§@atr191tr ?r a%ﬁ&}ééﬂé? Qith the payment

request including: (1) An indication o
pdatally; the Smangigl ingiifptioatstagen bldingen acceyns atth ower a@dwbbmgzesponswe to

b p%fn%ﬂﬁrfeﬁﬁestttb @bt@r@f)ﬁ‘ﬁﬁgnt FEA WRSserlvih e &J& {u:g?” party in

accordance with paynent detalls, rd party
11) Apaerﬁruﬁrl%cp@mgﬁ@clalﬁa Hb&@@moumrbeméhepafst@reorhe first party

a)ag@mgekggnge§pon3|ve to the paynment request to obtain
payment fromthe first party fromthe account. 21) A

b)néﬁﬁﬁﬂc%éé%Pwmng to claim20, the third party being a
12) Apﬁ)élﬁt%ﬁ‘ Qé(ﬁlrdlﬂg;t%tdlatlﬁ'lt g0 clan%Zl)l éhe %aﬁgt A48 rbg 3%55%16%1 a respective

| aim 2 hird party admnistering the dacco
mez@al?@ the merdhent s@@@bb%ngr@amt@d riycledsa tmﬁqup merahbetilREn 2@ payment
dethi. 22, the first party being a user. 24) A nmethod
according to any one of the clains 20 to 23, the
13) Apggaignacqorting topsyers of the eleiento to I theammshind dtatiore bein ndppted to

traﬁs‘?er(ﬂlre%aﬁﬂngrg vreqh@s@toarﬁ&ﬂrﬁﬂ&alt‘lﬁétl oﬁlgta&cgn A% a &:@Lﬁre Q&+, cBheltion.

bank account ;" and b) Acre card account
14) Apparatus according to any one of the claims 10 to 13, the merchant station being adapted to:

a) Generate web-pages including details of available products;
b) Allow the user to select one or more of the products;
¢) Generate a payment amount; and,
d) Receive payment details from the user end station in response to the payment amount.
15) Apparatus for authorising secure transactions between a user end station and a merchant station,
the apparatus including a financial institution station adapted to:
a) Receive a payment request including:
1) An indication of the user’s end station;
ii) An indication of the transaction; and,
b) Initiate a secure connection with the user’s end station;
c) Obtain security information from the user end station;
d) Process the transaction; and,
e) Provide a payment indication to the merchant station.

16) Apparatus according to claim 15, the security information including at least one of”
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30 26) A nmethod according to any one of the clainms 20
to 25, the nethod including causing the third party

wo eoorepend to the paynent request to: a) | nitPEI/au004/000274
connection with the user; b% otain security
information fromthe user; 30‘) Process the
transaction; and, 35 d) Prow de a paynent indication

a)t & user@amEr chant . 27) A nmethod according to cl ai m 26,

bl R&aGQRRECTT ON being a secure connection. 28) A nethod
according to claim25 or claim 26, the security

)i prediteerdideiaily; ncl udi ng at | east one of: WD 2004/ 079603

d)Pﬁ%&\%%ﬁ QW%gémta‘T'{aé}rs 33))1 A username; b) A password;

card det al Fi nanci al institution

¢) ade insigatioleots nreferregdayment aethady | ndi cation of a
17) A; &he Ed&%pdfuﬁ?tﬁ R 1?&10@919 16 Zt% se’é‘tlrg@&ﬁggloﬁ%&% % éo‘ﬁnecnon

ny one o alnms 25 he paynent” i ndi cati on
18) Anparafug ciceydiag ty @mc leng of thqeclzumﬁu clﬁetp Veithegpayseat myhcathm including a

according to
VOH?%P %%%uéh%%r% E%@ptl ncﬁ&gangw()bé"&‘%@ I?[gnl ng aI ugl gue
19) Aiparatug @mrﬁms de ohdn pldr the; paydels) reQeegt inalydinker s@guenaherchant ID, the
ﬁnQﬁ%ehB(ns‘&ig%ﬁ%g&Lt&b%eﬂlgEda?{%h%Je IDin the payment details;
and, ¢ usi ng tRe

ausi ng th I'nancial institution to: i)
a) Comrarait @ uriquidentifier in eqepidpince withrheameroradbli endai t h t he

b)uEf‘onggtﬂe%lqﬂg%sltlﬁ&)mtaﬁg%lcg& the unique identifier on

e voucher according to any one of the
20) A glethpdref p@forming GecuteHransretidns detvsemy fisst petytrod asewod dirtyy the method
ind1 Qi g15 any one of the claims 1 to 9. 32) Apparatus for
performng secure transactions between a first party
a) aHaving the i tarpyapreside napmment defpitsrta thgsedond baryi ng second

p o [ adapted to: a) Receive paynent
b)dgtgﬁsﬁ g Sreg&r%%ﬁ)hlgﬁoi rst party; b) Generate a paynent
r BqUésserajeraiapmiém gequedinelpdiag: i ndi cati on of the first

party Ah'la%éﬂoﬁm%ﬁjsﬁrpe of the transaction; and, c)

Trans%er t ment est to athird party in
accdﬁhéncmilwwlmﬁth@trqywh@nandjet ails, the third party

gﬁfn !n'?s%e? ':cllle g@;gnt @gqglgs;t’ '(E)H E‘lﬂd ggﬁef 1c9<§rd§n@§ Wgt{‘l 'ﬁfe (_}oag%%lﬁ ¥1eta11s the
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21) A method according to claim 20, the third party being a ﬂnanc:lal Institution,
22) A method according to claim 21, the third party administering the account.
23) A method according to any one of the claims 20 to 22, the first party being a user.
24) A method according to any one of the claims 20 to 23, the second party being a merchant.
25) A method according to claim 20, the account being at least one of?
a) A bank account; and,
b) A credit card account.
26) A method according to any one of the claims 20 to 25, the method including causing the third
party to respond to the payment request to:
a) Initiate a connection with the user;
b) Obtain security information from the user;
c) Process the transaction; and,
d) Provide a payment indication to the merchant.
27) A method according to claim 26, the connection being a secure connection.

28) A method according to claim 25 or claim 26, the security information including at least one of:
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the clains 20 to 31. 34) Apparatus for authorising
secure transactions between first and second parties,
wo b@sappes at us i ncluding a financial institutPONAU2004/000274
station adapted to: a) Rece‘JE e a paynment request
including: 30 i) An indication of the first party;
||) An indication of the transaction; and, b) Initiate
%) o AJBEP B connect ion with the first party; c) Obtain
b)sanaﬁsvstoydl nformation fromthe first party; d) Process
E: tra sactl on; and, 35 e) Provide a paynent
0); Eﬁdbtﬁf“iéiﬁaf% the second party. 35) Appar at us
d)aGm@ﬁdi’dlﬁlﬁtlﬁlﬁo&ic@blﬂi‘t%llstﬁﬁ appar atus being adapted to
0 mthe met hod of any one of the claims 20 to 31.
e)V\én deseipeerpaypot aetho274 - 25 36) A systemfor

29) A @ﬁﬁo@r aﬂ?b(ﬁglng &6 Whe ohé %F BRCLAR D 5OE! %Qﬁi gaagﬂeﬁts fhaRaidnY; cluding a
party paratus incltding a second

c}p secqnd
Vo ’E@’ caipehet léet“igdﬁeda@’ctb‘? @Frﬁganm obfai payBEntcoupl ed to a
3O)Aﬁ1bﬁh6@§dc&ld1nglt61§lﬁlh{2~gH@Ehe%@uﬁhﬁiﬂgon according to claim
via a communi cati ons network.” 37) An electronic
a)p garfé‘f%@f‘beaé%%?r@r’&f%ser to securely purchase
b) J0REmeaRkeSRM YhGeR ifdRIHR unRudhb &*}ﬁ% g&%eﬂﬁg Q{P&j
V\gg@rl sjing the steps of: a) accessi ng a
©) fgdhey ‘P@Il%ﬁtlwel?ﬁoa user computer via a conputer

npt \M%krate@unﬂlhe ﬂeﬁfﬁ’fe@ﬁ%@&or&ﬁ%ﬁl@thg Qﬂ%%e%é I, ?y aﬁ
S

ma)cg) an& nput er, . enabl i ng the user
al °ntg? Wlwetl‘llfmﬁﬁ‘fr ioAdhscougber nsti t uti on from which
31) A pefioe Eﬁcoird%gtt@ aRf kB 8he GAind008S 36 'tﬁ@m@thgcﬁggxgé;% mefRgY! gcsc%rding to
at q?e mer chant conputer, said paynment requ
any ppe o dhersdpimy bt Hent i f i cation of the user comput er,
32) Apbsleft ithd ﬁ&fdr@fhgodzecﬁrp QraHﬁEtﬁB@@etweElF% ﬁfs@ﬁgfﬁfgﬂdo A s@{&ﬁg npa,lri:y, the

and the account; d) electronically tra ttin

IPRAEAINSEREUdingsend peitheAdisiEomederRd it conputer to a

2) T Re¥8IE bdhment Qi i 1R iter, said financial
institution computer control’led by the financial
b) | Gteraie A Raymentaedugtiinchidinge account is hel d; 15 e) at

tlmeAﬁqllmlbgbfthgﬁltsh;a%l on conputer, initi at | ng a
Clgcure conmmunj cati on connecti on W|th the user

npidicatipy of fhgigansadiian;@atht r ol of the user,
¢) tTramsilte daP@lers @éifdéét toVa thidd ?'c{rﬂﬂﬁ 'a&:%rcfaﬁ&%ﬁﬂﬁe %ﬁﬁ{ent detadls the third

conp Uter to the " financial I'nstitutlon conp
d)arty pdpgistesiag g 3oequnt oif bt of thmfiistpasiy eapbabet; osponsie to the payment

frbdﬁ@ﬁtcﬂ) Bbtaih B&}Iﬁﬁ%ﬂﬁbrﬁ the fﬁ’gt %%Sﬁ‘*érﬂ thel-D&up2yMENt 20
%ﬁeSt at the financial institution conputer, and
33) Appss %%?P?fé‘rngéq deityBnibe apriasptys e adantsd 4o pradprre tite method of any one of
thelchghcAttban, fromthe financial institution conmputer to

t he nmerchant. conputer.
34) Apparatus for authorising secure transactions between first and second parties, the apparatus

including a financial institution station adapted to:
a) Receive a payment request including:
i) An indication of the first party;
ii) An indication of the transaction; and,
b) Initiate a secure connection with the first party;
c¢) Obtain security information from the first party;
d) Process the transaction; and,
e) Provide a payment indication to the second party.
35) Apparatus according to claim 34, the apparatus being adapted to perform the method of any one of
the claims 20 to 31.



38) The nethod of claim 37 wherein the account is a
credit card account. 39) The nethod of claim 37
wok@r o790t he account is a savings account. 40)PEIAU2004/000274
el ectroni c paynent nethod to enable a user to securely
pay a nmerchant from funds i#an 25 account, the user
operating a user conputer and nmaintai ning an account
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romt uSer via a co
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37 Ad E‘l@ct/tfohfétﬂagxﬂm{t rn?éﬂt'ﬂom%) %Qab?eaay f&Pt, éez?%rglgr 2iourchas[e groggqsu%lg tservices from a

confirmng a paynent request,
5 m¢fﬂ@h&ﬁl@|ﬁm@0dhempmmh@mp@nf anount and the 30 account;

d I n_connection.reque t
o) bR ARt RN EnGOTRIRLCRN ARl AR S bePiir SR
b)t plam snerahentyebside comitrolfed byf @nmcthanmco&npntertdmblugehe user to select an

O?JI‘B?H; ﬁ%rl]d Bfgthta%algclwp l!uf%n frdnlg bfcﬁ ﬁg}!rr?err}t 1séc1r e n&%dg,d met hod
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c) ag@owting a [BmAR) rediest atethi @@brdlbntcctcmputed,Osampment tdga@est including

10 aﬁféﬁ’cﬂﬁgﬁcinsof%estﬂng J&gﬂ%ut%f ?&Ht%c‘ation of the merchant, the transaction amount and

the account;

d) electronically transmitting the payment request from the merchant computer to a financial
institution computer, said financial institution computer controlled by the financial institution
at which the account is held;

15 e) at the financial institution computer, initiating a secure communication connection with the
user computer;

) under the control of the user, transmitting security information from the user computer to the
financial institution computer; and

g) if the security information is accepted by the financial institution, processing the payment

20 request at the financial institution computer, and thereafter electronically providing a payment
indication from the financial institution computer to the merchant computer.
38) The method of claim 37 wherein the account is a credit card account.
39) The method of claim 37 wherein the account is a savings account.
40) An electronic payment method to enable a user to securely pay a merchant from funds in an
25 account, the user operating a user computer and maintaining an account with a financial
institution, the method comprising the steps of:

a) accessing a merchant website remotely from the user computer via a computer network;

b) selecting the account held with a financial institution from which payment is to be made;

c¢) confirming a payment request, said payment request indicating the transaction amount and the

30 account;

d) accepting a secure communication connection request from the financial institution; and

e) electronically transmitting security information from the user computer to the financial
institution.

41) The method of claim 40 wherein the account is a credit card account.

35  42) The method of claim 40 wherein the account is a savings account.



