WO 2005/ 060659 PCT/ US2004/ 042211 SECURE MULTI MEDI A TRANSFER SYSTEM
FI ELD OF THE | NVENTI ON [ 0001] The invention relates to personal

mul ti medi awgeloyd/feBssoMore particularly, the invention rgtpt8iolf2d
nmet hod and apparatus for securely transferring nmultinmedia content

bet ween nul ti medi a systenms. BACKGROUND OF THE | NVENTI ON [ 0002] Wth

t he advent of videocassette recorders (VCRs), TV viewers are able to
record TV program events that are broadcasted in a given tine sl ot
and pl ayback the recorded rg_g%@fn conten | ater. . During the
recording, a VCR changes t FER SYFTEM pr ogr am cont ent
into magnetic signals and stores the nagnetic signal s on magnetic
tape. Wen playing back, the VCR changes magnetic signals into

el ectrical signals and the at {FaElie OFTRHE BYVENSIMys t he program
content of the signals on its screen. [0003] Wth the devel opnent of
di gi tal tedhoi}ogyThe iveentiGiRe]la¢sao pesny! sullisrediadentideyMorti pgiticalarly) theo
recorders (DVRs). Like a VCR the functionality of a DVRis to record
br oadcast ednjpmagi siateve atnstfodrand apperatysl farydeenrkly tBusfeming maditmetiinepnteat
DVR changes the electrical signals of broadcast programcontent into
di gi tal i nfhetwehnobimsliciysemsMPEG data streans, and stores the
digital information in a nenory device or directly stores the pre-
digitized TV signals in the nenory. Wen pl ayi ng back, the DVR

converts the digital infor @@ﬁf‘) | s. An attached

TV set displays the progr amggontent t]ﬁe st gnal s gﬁ its screen.

[0004] To r dT t |1y
C[ﬁ %tg Cont@éﬂt%mﬁ&&v%%&éﬂcﬁdéf%cﬁsg“?@%@}é& ard B

sel ect a r ol ave sonmeone el se perform

the OperatHQ&nd@W¢H&§&9a&ﬂ@#&umnémM&%&&%@%ﬂ%&%%&éﬁﬂ%ﬁ@%ﬂﬁé&Qé%Z11

recorded program content later. During the recording, a VCR changes the electrical signals
of a program content into magnetic signals and stores the magnetic signals on magnetic tape.
When playing back, the VCR changes magnetic signals into electrical signals and the
attached TV set displays the program content of the signals on its screen. - ‘

[0003]  With the development of digital technology, the VCRs are being superseded by
digital video recorders (DVRs). Like a VCR, the functionality of a DVR is to record
broadcasted program events for later playback. During recording, a DVR changes the
electrical signals of broadcast program content into digital information, such as MPEG data
streams, and stores the digital information in a memory device or directly stores the pre-
digitized TV signals in the memory. When playing back, the DVR converts the digital
information back to analog signals. An attached TV set displays the program content of the
signals on its screen.

[0004]  To record TV program events using a VCR, a user must manually select a

channel and control the VCR or have someone else perform the operation. By using a DVR,



however, the user may establish a programrecordi ng sequence by
programm ng the DVR according to a TV program gui de and have the
recordi ng Ry fopsiEBskeaut omatical ly. [0005] Al though the Eﬁ%hﬁ?ﬁg&ﬁiu
users to specify the recording tine, channel, and duration for a
plurality of events, it cannot nmeet the increasing needs in defining
and capturing the programevents in a more intelligent way. For
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server to obtain renote programrmng directives froma user; [0015]
Figure 5 is a pictorial representation of a graphical user interface

for prograwo Bedmedsbon; [0016] Figure 6 is a screen Cap%é’[‘/%sfb&/@qzﬂqw
Showi ng Wb page that appears in a user's web browser or television

screen; [0017] Figure 7 is a block diagramillustrating the
interactions anong the personal TV service center, the DVR and the
external content server over Internet; [0018] Figure 8 is a screen
capture of a replay bar indicatin% that the content is downl oadi ng

faster than pl ayback speeBRIEDDESTIRETIONOD THE RRYWANOGIM i 11 ustrati ng
a digital certificate containing DVR information; 50020] Fi gure_10
is a bl ock WOEYr anThe nresent iaventign i iHusiried Su g of exaumple, grdtot uiay Pk
connected to DVRs within a hone; -3 WO 2005/ 060659 PCTI US2004/ 042211
[0021] Fi gubmsitatipn; g the figusesiof theagecarnarying dieranes apd i Woshliv tefrmemh
exchange between two DVRs to create a_strong encrypted connection;
[0022] Fi guruwnergs feferdo simalgy elprents gin #ichy a digital certificate
contai ning DVR and_ content_ server information; [Q023] Figure 13 is a
bl ock di agr 1) | uBigkzstliin g block disgiapm iHusigtieg heprmyruication ¥sten fr s5%a%% i on
for billing purposes; [0024] Fi gur e 14 is a block diagram
i 11 ustrati nepeessdoreanf: ersepAl felavisin SeFVie: redi rects a  DVR request
to athird party server; [0025] Figure 15 is_a block diagram
i | | ustrati nORIDVRFisBIeR s adafa flaw disgrasn shoyying Hp opgIptinmp) Rrecopsse obthe Rysten
party content server;
shown in Figure 1;
[0013]  Figure 3 is a table diagram illustrating the structures of a user database and an
event database shown in Figure 2;
[0014]  Figure 4 is a flow chart showing a process used by a personal TV service’s Web
server to obtain remote programming directives from a user;
{0015]  Figure 5 is a pictorial representation of a graphical user interface for program
selection;
[0016]  Figure 6 is a screen capture of a Now Showing Web page that appears in a user's
web browser or television screen;
[0017]  Figure 7 is a block diagram illustrating the interactions among the personal TV
service center, the DVR, and the external content server over Internet;
[0018]  Figure 8 is a screen capture of a replay bar indicating that the content is
downloading faster than playback speed;
[0019]  Figure 9 is a diagram illustrating a digital certificate containing DVR
information;

' [OOZOj Figure 10 is a block diagram illustrating a media server in a local network

connected to DVRs within a home;



[0026] Figure 16 is a screen capture of a Now Pl ayi ng screen show ng
an accessible nedia server; [0027] Figure 17 is a screen capture of
a content efRfdheeieW Ng accessi ble content for a nedi gepREMEI042211
[0028] Figure 18 Is a screen capture of a transfer options screen
showi ng for content froma nedia server; [0029] Figure 19 is a
screen capture of a program status screen showi ng a program bei ng
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of a nusic W ng accessl roma nedia se

[ 0031] Fi g%‘ﬁkﬁo &%t@a&%ﬁgg&éﬁﬁgé%ﬁeéﬁgn.a photo screen show ng
ot 0s

accessiblep roma -media server; 10032] Figure 22 is a block

di agram i | ||ﬂ§ii| at iﬂg%‘gg t'(ga%‘%%}{ﬁstrﬁﬁh erdi%i%l:erﬁﬁéa‘ﬁ%oﬁtajﬁﬁ?é‘ﬁ?@a%ﬁ to

a DVR wi thin a hone ia ser aving I nternet access; and

-4 VD 2005/ Q60653 ROTALRZ004/ 042211 [0033] Figure 23 i's a bl ock

diagramillustrating a ne i & server in a local network connected to
Tnternet  d0uls Bgt i R A e s T e B e

il (1 o o TERAT B0 SR REPRE | v e Tol | ow ng. deecr pti on, for
1 Pl PO 00 AUTA LGB U 80851 Gl blSec i
I nvention. ﬁ@R%ciu%stl?@a third party server;

[0025]  Figure 15 is a block diagram illustrating a DVR being used as an encryption

pipeline for a third party content server;

[06026] Figure 16 is a screen capture of a Now Playing screen showing an accessible
media server;

[0027]  Figure 17 is a screen capture of a content screen showing accessible content for a
media server;

[0028]  Figure 18 is a screen capture of a transfer options screen showing for content
from a media server;

[0029]  Figure 19 is a screen capiure of a program status screen showing a program being
transferred from media server;

[0030]  Figure 20 is a screen capture of a music screen showing accessible music from a
media server;

[0031] Tigure2lisa sc.reen capture of a photo screen showing accessible photos from a
media server;

[0032]  Figure 22 is a block diagram illustrating a media server in a local network

connected to a DVR within a home with the media server having Internet access; and



apparent, however, that the present invention nmay be practiced

W t hout these specific details. In other instances, well-known
structuresﬁﬁﬂgmﬂ%%%ges are shown in bl ock diagran1forn1g g%ﬂﬁ?i&ﬁ
avoi d unnecessarily obscuring the present invention. [0 ggF n ﬁe
foll owi ng discussion, in references to the drawings |ike nunerals
refer to |like parts throughout the several views. A SYSTEM FOR
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connunicatq&c&$th a personal TV service center (hereinafter referred
to as service center) 130, which provides program gui de data,

graphi cal resources (such as fonts, pictures, etc.), service
information, and other fornms of data that enable the DVR 110.to
operate independently of the service center 130 to satisfy viewer
interests. The functionality of a DVRis typified in U S. Patent No.
6, 233,389 which is owned by the Applicant and is hereby i ncorporated
by reference. The conmuni cati on system uses a secure distribution
architecture to transfer data between the DVR 110 and the service
center 130 such that both the service data and the user's privacy are
protected. The DVR 110 receives broadcast signals froman antenna
115 or receives television signals from a cable TV system [0037] In
one enbodi nent of the invention, the DVR 110 generally conprises: a
plurality of conmponents that are necessary to digitize an anal og

tel evision signal and convert -6 WD 2005/060659 PCT/ US2004/ 042211

it into a digital data stream a plurality of conmponents that are
designed to record segnents of said data stream a plurality of
storage facilities that are designed to retain segnents of said data
stream a plurality of conponents that are designed to retrieve
segnents of said




data stream convert said data streaminto an anal og signal, and then
nodul ate the signal onto a RF carrier, through which the signal is
delivered to a standard TV set 120; and an interface 125, through
whi ch t he BRMPB'S3muni cates with a network 140. [003§fm;ﬁ@9 H10
contains a |l ocal secure crypto chip that that contains a non-
alterable private key. The DVR 110 secure functionality is further
described in U S. Patent No. 6, 385,739 which is owned by the
Applicant and is hereby incorporated by reference. 100391 The DVR

110 maybe directly conneygedl ED DERCRPTION OFCER BNVARTIAY using its
internal tel ephone nbodemto dial into an incomng call nodem bank

145. The i noe3dng S&ahdihodiagd bppasding fotieette nmltiheliseiefee & deanibed. h3ke f or
identification verification. Upon verification, the incomng call is

aut hor i zed. folltw¢inp deséeipony bt @lie fragvseslofexplasien suhieous sjeccifetatlhare EAR
110 is granted access to the databases in the service center 130.

[ 0040] Al t efpfiRid MEbnto pioviie RVRIdidh wEstbandinglof e plesencmnasiohet wild be he
service center 130 via the network 140. The interface 125 between

t he DVR 11Q0ippaenii hevsver, Wak the béSerttnvetiton thdyebd praosicabivitiont pieapecifiodkeails.,
of the DVR 110, or a dedicated network interface such as a cable

modem The aeERYiRfante] wel-knolAtettred andeddvives ara shovwn/iathéoch éiagrankfoan in
the Internet. The DVR 110 initiates a connection to the conputer
net wor k  14Qorbt t€ a¥did ighetesbBitpbbsambgsBe plestnciphaniennunber for an

I nternet service provider (I1SP). The ISP directs the network
connecti on pesglest Intthe follewhgrdiscasionpintrefered @@ 16 the diaskdngsilike aameérals refer to
verification. Upon verification, the network connection is

aut hori zed IgReattherdddRodk 1 desergrvaevised access to the databases in the
service center 130. [0041] The service center 130 receives program

schedul e i NARYSTEMFORREMOTIEACEDSSITO PERSOMNAL TWSERVIIEM schedul e
information 150 fornms the basis of a programguide that TV -7 WO

2005/ 0606590 p1 USZO04L042Rbhne 1Y SURE S EARR Y erh fr 36h S hock B4 OH:HIR

to be recor[g - The service®cent I ca
TV service is shown, generally designated as 100. In accordance with one approach, a

digital video recorder (DVR} 110 installed in a household communicates with a personal TV
service center (hereinafter referred to as service center) 130, which provides program guide
data, graphical resources (such as fonts, pictures, efc.), service information, and other forms
of data that enable the DVR 110 to operate independently of the service center 130 to satisfy
viewer interests. The functionality of a DVR is typified in U.S. Patent No. 6,233,389 which
is owned by the Applicant and is hereby incorporated by reference. The communication
system uses a secure distribution architecture to transfer data between the DVR 110 and the
service center 130 such that both the service data and the user's privacy are protected. The
DVR 110 receives broadcast signals from an antenma 115 or receives television signals from
a cable TV sysiem.

[0037] In one embodiment of the invention, the DVR 110 generally comprises: a

plurality of components that are necessary to digitize an analog television signal and convert

-6-



with the conputer network 140 through an interface 135. [0042] TV
viewers can use a renpote conputer 155 or personal digital assistants

160 to refRfBhdsi&sess the program database in the Seri‘bf/%siﬁﬁmﬁ%n
130 by establis |ng a conmuni cation channel with the service cen

130 via the conputer network 140. [0043] Referring to Figure 2, the
service center 130 incI udes a Wb server 200, \/\hi ch col |l ects,

dat abase. 2180 RARLH GhuRegt Bhaimes snaenens T e AaiBe % 902 Raments
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is first routed to the service center 130 for identification verification. Upon verification, the

incoming call is authorized. The private modem bank 145 answers the call and the DVR 110
is granted access to the databases in the service center 130.

[0640]  Alternatively, the DVR 110 may be indirectly connected to the service center 130
via the network 140. The interface 125 between the DVR 110 and the network 140 may be
the internal telephone modem of the DVR 110, or a dedicated network interface such as a
cable modem. The computer network 140 can be either a private network or the Internet.
The DVR 110 initiates a connection to the computer network 140 by calling a local access
telephone number for an Internet service provider (ISP). The ISP directs the network
connection request to the service center 130 for identification verification. Upon
verification, the network connection is authorized and the DVR 110 is granted access to the
databases in the service center 130.

[0041]  The service center 130 receives program schedule information 150 from external

sources. The program schedule information 150 forms the basis of a program guide that TV
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[0046] Figure 3 is a table diagramillustrating the structures of a
user database 220 and an event database 230. The user database 220

includes awR) Mhaddehézy Oof user records 300. Each user re?g@%szob? 042211
conprises a plurality of fields, anpbng which area user entitication

310, a crypto-key 320, a DVR identification 330, and an event |i st
poi nter 340. The user identification field 310 is used as a key into
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390 15 useo b eenr bt B SR b e et A,
ecord (or - BbieB¥ERs R YRt R RA6RN FrabRoM ] st nein
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center 130 r ‘(;e%ﬁis\{%s mgﬁgwe%%ﬁ%ggegﬂinﬁ%}aﬁgo%%ia R@ggf%é%gﬁ%mlme

sources on g peri 08I asl s. program sc ornmatl on

150 arri vesy e PLAK AR, A8 RG AL o iubiRgAl ed accordingly. -9

[0044]  In one embodiment, the DVR 110 includes a micro-server 250, which controls

b}

the communication between the DVR 110 and the service center 130; a local program
storage guide 260, which records the program guide provided by the service center 130 and
is updated whenever the DVR 110 accesses the service center 130; an event queue 270,
which is a data structure used to initiate recording sessions that capture selected TV
programs; a psedo-random-number-generator (PRNG) 280, which generates an
authorization key for remote access; as well as a network interface 125, which connects the
DVR 110 to the computer network 140 . The event queue 270 is coupled to a recording
device integral to the DVR 110.

[0045]  Both the remote computer 155 and the personal digital assistants (PDA) 160
comprise 2 Web browser 290, which may be a generic Web browser that enables the user to

view Web pages.



WD 2005/ 060659 PCTI US2004/ 042211 [00501 The DVR 110 updates its

| ocal program guide 260 on a periodic basis by reading a Wb page
fromthe V\eB -364i0¢6ds0 200 or via cable, satellite, or tel £
response to a request fromthe DVR 110, the Wb server %%st“?zu
consults the program dat abase 210 for updated program information
and then dynam cally creates a Wb page contai ni ng updated program

schedul e i nfpgiéat | PRure[300R Hbleﬁi%ﬁ}tﬁ Rﬁﬁuﬁ{ag&t\g@}u&u&% %?%ESB? El?t?base 220 and

avail able: direct and indirect. e TV vi r can indirectly program

the DVR 110xatettiafiBase 296 OrHaRo%S ' i
155 or a per soﬁal Eldi Fif:;i tal aséli stg%?h%ggzo@ﬁfﬁh%smu%??&gtg%egFECSI@EEH@‘%CII
browser 290ugeSrecdtd 800 bnRieES SuALBRE Hefts, Meh oSk ¥

server 200. Thch‘éb server 20€luﬁ%)1reser?tm§’ to Ew\?@‘vﬁ?ﬁe@gé@%ﬁﬁﬁ%ﬂ\éﬁ%’a

gui de usi NGorfigIBPHIE BIDVIS R e8] B0 I Tsl ik b Crpedser TNE TV

vi ewer selects TV prograns by programtitle and tine slot to Indicate

what  progrigemifeim kb o i?ﬁ&EQEQ kayinfohtﬁe MRz Hdse iﬁogllggccr@%kg?ﬁ%iﬁ gfo

center 130 executes a dispatch process 240 on a perio

di tch pry t : :
i spat ch priga@dso £41 thd ANTBArlRG rdseREd %ﬁ%%%%&%g ?t}t‘%ﬁgﬁﬁg }’03%‘9%%% his

di spatch process 240 encounters a user has spe

events, thepVRINAtEbLRYOMRIVR ARnki®lalibEYRSs b I ﬁxﬁ%e ﬁétéé;ﬂgfa?@ﬁ{ggaﬁgn

t he event dat abase 230. The di spatch process 240 then esta

communi cat i @fnds Wi i 2 # ' '
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DVR 110. This conmmunication channel i1s desi
di spatch priggess 240 to retrieve a special event-dispatch Wb page
fromthe mcro-server 250. The mcro-server 250 presents the

event - di SpaHE4Y] Ve i MRORe @itdbhe B0 SRAkED e%?ﬁ&§§5@aé‘9ma;mﬁnqu§1§% ke

process 240 then conpletes the event-dispatch Wb page an
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al so cause the dispatch process 240 to start the event transfer by
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250 uses event -directives found in the event-dispatc
are a time field 370, a channel field 380, and a duration field 390. The time field 370 is used

S

to indicate a start time for recording and is comprised of the date and time of the program
event, The channel feld 380 specifies which channel the DVR should record. The dul‘ation
field 390 is used to specify how long the DVR should record the content for that program
event. An event record can also contain an ID of a record {or object) in the program guide
database. The DVR retrieves necessary information from the program guide database.

B. PROCESS FOR REMOTE ACCESS TO PERSONAL TV SERVICE

[0048]  Figure 2, together with Figure 1, shows various processes that collectively enable
the functionality of the techniques described herein.

[0049]  The service center 130 receives program schedule information 150 from external
sources on a periodic basis. Once the program schedule information 150 arrives, the

program database 210 is updated accordingly.



to update the event queue 270 integral to the DVR 110. The event
gueue 270 is a data -10 WO 2005/ 060659 PCTI US2004/ 042211 structure

used by thgD¥R/okdidet 0 initiate recording sessions that P@%E%WM}%%

program events. [0055] In order to authenticate a transaction,
Wb server 200 includes one or nore authorization codes for the user
affiliated wth the DVR 110 to be programmed. The DVR 110 conpares

e Aot fiRstion SRSBYRIAL Bherdh iBbAF b pGRRidBYED bR oBeflod: ndflioy R

non- vol ati e ‘authori za are ti sensi i
b . C - Y ot _
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At hor ! 221 | il LSS AR ol b S AP e 10
DVR 110" pr e Prgrgi i bt G B ichly bR ol pade o bdopid updlifs
accesses Bﬁ}ﬂ%:%ﬁcﬂejdgletiﬂ[{)ﬁﬂﬂﬁpt he Internet using his conputer 155 or
. e

his PDA 16 user presents the authorization key and prograns

the DVR 11 0[3?\5/‘12 ? u 2’288 %Eg@f}%ﬁlg%e an‘eﬁé atb Q\Ba?[raﬁlg:ccﬁreclt a@lﬁ%&ﬁcmg%w

the mcro s once e user has access I'n direct nndg,

ort e N S Db RS EE
a process usged.py kg a\é%psoﬁﬁrdyﬁfal gs@x@taﬁf‘l%o%%g ﬁlﬁﬁﬂgﬁé i %P@%s%%@'isn ‘

renote prografmng directives froma user. are 'presen

ncrudes. ¢ naea (BaRRt PR Bef o ARRANER REPEESRy. TREUBE S5FR00,

] . . rst.
a0 {0 1 uans b Vo AAE ARl Bl i Bl R0 frfidF o Ak ol iy
the Vb sery gfe 390iQkersHEtEr xR0t Ehd S pré@9m title and time slot to indicate what

programs should be recorded by the DVR 110.

[0052]  The service center 130 executes a dispatch process 240 on a periadic basis. The
dispatch process 240 traverses the user database 220. Whenever the dispatch process 240
encounters a user who has specified program events, the dispatch process 240 retrieves the
event list 350 from the event database 230. The dispatch process 240 then establishes a
communication channel with the micro-server 250 that resides in the DVR 110. This
communication channel is designed to allow the dispatch process 240 to retrieve a special
event-dispatch Web page from the micro-server 250. The micro-server 250 presents the
event-dispatch Web page to the dispatch process 240. The dispatch process 240 then
completes the event-dispatch Web page and submits it back to the micro-server 250,
[0053]  The micro-server 250 can also cause the dispatch process 240 to start the event
transfer by polling the dispatch process 240 for events.

[0054]  The micro-server 250 uses event directives found in the event-dispatch Web page

to update the event queue 270 integral to the DVR 110. The event queue 270 is a data
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[ 0059] Step 410: The Web server 200 receives an authorization
password entered by the wuser; the mcro server 250 receives an

aut hor i zat {y@nokbikedshom t he user; -11 WO 2005/ 060659 PCTL LB 11
[ 0060] Step 420: T(Le Wb server 200 validates the authori zaglﬂgﬁ@éﬁg

password using the user database 220; the mcro server 250 validates
the authorization key with the key that it has stored. [0061] Step

' the useriarapaes Ssg Vi P Ret RbR SR ERECRAR  UbagR " ¢

menory of tQF jenote conputer 155 or personal digital assistant 160;
once the ni€ro server 250 has validated the authorization key, it

i Le i h - ati | h . 155
or per sonal (4T ¢ ot AdureruPuhbs FrbBHE aP é‘ge‘vfﬁla%ﬁ@tﬁfﬂé%?ﬁ%ﬁ ?élaow
200 ' er 2 ' t
the user i stiEiRkRe BdR MRS B 2l BA A MR Bk Ao bt RSl Aggfim

200 ' . ti d e t i, St
e L e
d b 230, . i . 200 i t ti
dat abase, 20Tt RS R YA Sl SR R e BELE b 8"
server 200 @ 1 .server 250.fqllows a script integral to the

y%teﬁg s%&%giﬁag%&men 3 didtie

first Wb sPte pres [0 The uSer and searches for a valid cookie

on the re {TP@E%%C ongy ﬁsef:rtléieldra?ecp lren:;[()%,eacgeiesge %e‘é%?:"f‘é 6%‘8&% Iﬂ%u%% %t%ts O}ié(:%tt] gl?%utﬁb%%aﬁon
NTE

Once a va okie I's di scovere 4 u

| uded f . D L.CAL ER REACE FOR
Proai) SeL B I oUac] o Snr e B s SRl ar
| _ FIGIPE S1PEE K O
The GUI So0TraC2R0, 18 fher s EhuRRG Pkt Lo R R ARG G50 Tm s

into the VG PRI FnPHIRETD Sk s 16 TREG RSN BoyB¥ tlc18or "o ST HEF 22005

-

the DVR 110 through the Internet using his computer 155 or his PDA 160, The user
presents the authorization key and programs the DVR 110 through a graphical user interfalce
that is managed by the micro server 250. Also, once the user has access in direct mode, the
user can download a program to the DVR 110.

C. PROCESS TO OBTAIN REMOTE PROGRAMMING DIRECTIVES

[0057] Figure 4 is a flow chart showing a process used by the Web server 200 and micro
server 250 to obtain remote programming directives from a user. Both are presented in
parallel, but in normal use are separate processes. The process includes the steps of:

[0058] Step 400: The Web server 200 or micro server 250 presents an authorization
request form in the first Web page to the user who accesses a special Web site that is
managed by the Web server 200 or the micro server 250;

[0059] Step 410: The Web server 200 receives an authorization password entered by the

user; the micro server 250 receives an authorization key from the user;
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i npl emented directly in the DVR 110, the GJ 500 is mani pul at ed
directly by the control process integral to the DVR 110. Wen the
QU 500 i sy Regisb&d to the rempte users via a conput epeRRkWRl izt
enbodi es as an active server Wb page. Figure 6 is a screen capture
of the Now Showi ng Wb page that appears in a user's web browser.
-12 WO 2005/ 060659 PCT/ US2004/ 042211 [0066] The GUI 500 conprises a

tablﬁm,?f?lémﬁﬂé"é‘% B RRL TR e 2 et w‘?ﬁéa%ﬁ%%ﬂ%mﬁ% i
gi ven day. e “%'%‘%*“‘S?ﬁg AERP b gt IR LS bl ®

actual ly nmegde pp.of data selection controls where the caption of the
control is set to indicate the title of a TV programthat is

schedul ed i ok g t S@E 430: @nce AEREFIRY: HO) RAG R dt‘thé)e{htl?)tnrz L Cﬁpa QRE &

inthe table 5 QI al so conprlses a nmechanis i ng

up 520 and gg ﬁ&k WkiBGhsE O] i3 Res R He $8h FBlatife niiMd29 of ﬁlé clo%;"p%ter

and turning backward 535; a nec anl smtor selecting a speC|

program a ?@bﬁmﬁf Fl 584156 oRedhe &HE&'V&?SO hhSYatidata HYQ' ch

cont ai ns se ect TV prograns; and a nec anismfor editing said

event |i st g%?'ﬁ%ﬂ%s alchold 4 %&M%&nﬁgﬁg Fﬁlétg]céﬁﬁuter 155

commandi ng downl oa hani sm cating t

progress, q&%e Eﬂ@ﬁﬂ@ﬂﬁggﬁhqgocancellng the ongoi ng downl oad. [0067]

The position o e control corresponds to the day and hour of the TV

program ey Th
b esented 1R He ot 38 TG (g mR G S B0 BRI BropE s

server 200, th&H&‘srhﬂ&%éﬁsbﬁi"s?de%ﬁéd‘ﬁd%%@ﬁt&%dcom rols are used in

conjunction wth the programguide 260 to create an event |ist 350

for the us ngGS-Ehe SE©Y 856: Thi WebIeRel So0kBRIves RN RL sbl@cﬁ § %ﬁlﬁ%es an event

dat abase 23 t he case of renote progranmm ng.

progr ammi ng;p8sd §RcIEVR dd Qeer 1R SR BE I50 3 sictedid tﬁe &eﬁ{ St BOLTHE rhillro

the event queue 270 that controls the DVR recordi ng sequence.
server 200 receives the user selections and places them on the event queue 270.

[0064] In Step 440, the Web server 200 or micro server 250 follows a script integral to

 the first Web site presented to the user and searches for a valid cookie on the remote
computer 155 or the personal digital assistant 160, Once a valid cookie is discovered, steps
400 through 430 are excluded from the process flow,

D. GRAPHICAL USER INTERFACE FOR PROGRAM SELECTION

[0065]  Figure 5 is a pictorial representation of an exemplary graphical user interface
(GUI) 500 for program selection. The GUI 500 is used both on the DVR front panel and is’
incorporated into the Web pages presented to remote users by the Web server 200. When
implemented directly in the DVR 110, the GUI 500 is manipulated directly by the control
process integral to the DVR 110. When the GUI 500 is presented to the remote users via a
computer network, it embodies as an active server Web page. Figure 6 is a screen capture of
the Now Showing Web page that appears in a user's web browser.
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E. I NTERNET ACCESS TO DI G TAL VI DEO RECORDER [0068] Figure 7 is a

bl ock di agram of a general schenme 700 illustrating the interactions
anmong the §&y¥bSRo&snter 130, the DVR 110, and the ext ef,eﬁh ﬁ,&ﬂ‘;ﬁﬂg
server 720 over the Internet, wherein a particular style 01S t he
Internet access is integrated into the DVR 110 to enable it to fetch
certain types of content over an Internet connection 140 and nake

them avail plabg; f OMThy GEWS0@cdnibrisbiea RN SEH (et CbRAtRRGHIESIS BO¥Iurhik 510 and
Figure 6. For purposes of -13 WD 2005/060659 PCTI US2004/ 042211

i [l ustrati ngpRrditeairoR¥ 31N e cdlinthly 10 coRBhohdiD HESHE bPihk FRINQHE h Bpecific
refers to specific elenents and protocols that nmaybe used in an

i mpl enent at bQéhdaSdled), Bise 1bRE 51 NdoRieqRhd td-theHdurs BHCRven ®&lyCThedOW@MBI510 and
ot her functionally simlar elenents or protocols nmay be used in

al ter nat i verowssbh @8 tald 3%re okl XRAPISof dhevwaleondl ddeiral Whedht caption
t hrough any public, private, or dedicated network rather than the

I nternet. Chiws cpOl Riskig iflichicahetid v alNgidpenaE stiesohbdifed iR HRUPENIS
maybe used. [0069] In a Now Show ng page, a listing of the content
name, i.e., adcbirgth k&&feiﬁ&’ﬂ/ofiﬁﬁt@ﬂﬁt@dﬂmth@(ﬂdb@qasﬂs.STﬁé@UI fusEongantent s
being fetched on the | 500, and a record icon, or sone variant

thereof, i ngigrahim tohakollikeuiPonhe sdoliisg Héwi 5P h @fshankREfoY LBWRS foRRMd
pick the content (i.e., the TV progran) and play it at any tine.

[0070] The gipvnieadingbycloned!s3sah nkBhnSREREselEiHS a sfedffici TV Slobafea 125
in Figure 1 is not ependent in any way on speed of downl oad. Figure
8 i's a scregbchaaRfbecritingAQrifedn PRgelist SPOWKIRE cnthifiPieddbicdary $0grakB:ad
by growi ng the green region 802 to match, indicates that the content
i's downl oadi AgcHaaiefor édidy daldybadist BOERGISH3n, inbehlseReMNans SB8hahBATor
such a replay bar 801 nay be used to indicate that content is _
downl oadi ngednafirlingt dodmldat ciBeddkniss BRakicding Bylotakad it @rosta¥Vahd 4 S
able to use all trick-play actions on whatever anount of content has
been downl omagétnism bhahcging e ongoing download.

[0067] The position of the control corresponds to the day and hour of the TV program
event. The user can toggle the selection controls that are presented in the GUI 500. When
the GUI 500 is returned to the Web server 200, the identifiers of the selected conirols are
used in conjunction with the program guide 260 to create an event list 350 for the user. The
event list 350 is then stored in the event database 230 in the case of remote programming,
For local programming of the DVR 110, the event list 350 is stored directly in the event
queue 270 that controls the DVR recording sequence.

E. INTERNET ACCESS TO DIGITAL VIDEO RECORDER

[0068] Figure 7 is a block diagram of a general scheme 700 illustrating the interactions
among the service center 130, the DVR 110, and the external content server 720 over the
Internet, wherein a particular style of the Internet access is iniegrated into the DVR 110 to
enable it to fetch certain types of content over an Internet connection 140 and make them
available for viewing in the Now Showing page as shown in Figure 6. For purposes of
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[0071] The fact that the content was downl oaded over the Internet is
transparent to the viewer, except in the context of presenting

program i nferiRidsfdds Where an indication that the contgpbykiel 59N,
the Internet may be made in various ways. [0072] Pointers to

downl oaded content are stored in a |ocal content database 740 on the
DVR 110 hard drive in an anal ogous manner to hom1broadcast progr anms

o aper Ly ifedlingia ¥ Blatupl Ol o Gl iBOR RGOS PfSE%Fﬁeiﬁﬁ’?ﬁlePﬂgﬁFs
- 2 ;

or f‘e\r??edoggé‘@ A @ﬁo‘%{e@ﬂﬁﬁéﬂ Lo didn, S A erl Lgue“%@ﬁ@’

anal ogous t g by ia% e 915(%3@ %ﬂar-réﬁﬁ&ksc&%}cﬁééoﬁ ﬂ?}ybehﬁgg in telanatlve

nodi fi ed such t net wo I's” presente

e T ﬂéﬁﬁﬁ‘a%%%pc%%@é%ﬂ ARy

A Woﬂghcﬁgﬁ%a%?fﬁ‘ﬁ’%ﬂ* e Vb Ol R BRE iy -

may be ﬁDdIéﬂEﬂoﬁ E%MQQVIgatIOH of nany itens sinpler. [0075] The
entity prov 8lng t content fromsome servers may be viewed as a

Hor o, & - oeltBID" Kin ARG Bl badl b e WA oo H‘%*“Cﬁ%ﬂ SO
any physi C ﬁfdw@f&’ﬁﬂ?{]u%h B%ﬁéﬂ%is glt‘gtctholettﬁ 50 e, & ?@r&l%})& or

server 720 s cont act ed uest's con

according t &ﬂé\%ﬂ@ﬁt%@df‘ 151&95’[5% ﬁlbtctﬁé d%ltﬂl V&R r?trc;!e% s§ T\,ﬁ%ﬁ%pe? ay H%ktt}pe

Web server- 200 Into a particular pi ece o co

sent down tégﬁéﬁ @egkqugmghhpgg%§?§ F server or the DVR may

throttle the downl dad spee e viewer requests nultiple

downl oads, fofyDVRId Sl HAAREuIEUS Bhed. Fhidl REGRENRYSS LAuARL 1 115

content; it maylnltlate mul t1I"'pl e tions w a maxi
dependent in any way on speed of download. Figure 8 is a screen capture of the Web page

showing a replay bar 801 that, by growing the green region 802 to match, indicates that the
content is doﬁfnloadiug faster than playback speed 803. Other mechanisms than such a
replay bar 801 may be used to indicate that content is downloading faster than playback
speed. In any case, the viewer is able to use all trick-play actions on whatever amount of
content has been downloaded to that point.

[0071] . ﬂe fact that the content was downloaded over the Internet is transparent to the
viewer, except in the context of presenting program information, where an indication that
the content is from the Internet may be made in various ways.

[0072]  Pointers to downloaded content are stored in a local content database 740 on the
DVR 110 hard drive in an analogous manner to how broadcast programs are stored, such
that all forms of searching and presentation properly display those programs and provide for

their manipulation.
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limtation, or queue requests, or both. [0078] In one approach,

el ements of Figure 7 address security of the DVR 110. Opening up a
net wor k poﬁkﬁ%&ﬂﬂﬁs o a | arge nunber of possible securlgﬁT ﬁ@&@@
revol vi ng around e security of copyrighted content and protecfion
of a custoner's prlvate data. [0079] In one enbodi nent, standard

Li nux firewall support is used to manage this protection by

aut omat i cal é)@%? ﬂgna S%O}Por%h{ed Qg&tcta s gswmombie ﬂfé%?éﬂﬁs REphelented in

(such as V‘é I scovery Irections

Cof tvar o o % %@a&%’?@%&é%ﬁ% e e e P
[0080] - ayra e bR R b ot e R A et BB ES e and
F}”gxngfﬁﬁgcJ %? %@wﬁéﬂﬁggg ?J ?&PﬁeEVRtﬁéoDﬁnggFfeﬁE SgeghfhEVR

wel | - known jn Eﬁjﬂfbé} i cQ@EMeﬁm Aol %ﬁé %}]ﬁng No 0@%@ dohRM 4 shown in

source of Jyna resses exa DHCP client of DVR 110

uses the Dlﬂg“roun %ﬂ%n %ﬁghhn%%dybet gg Lgé@?oﬁﬁerﬁﬁﬁf 750. |f

no server I'ng W O herw se, the DVR
110 wi I | i RAGBny i88PQRSE

[ 0081] One |§i§ﬁl§h@m %EG%P&E& revva Osﬂ'g%%%org |£ thatygthe SEpEr.
ext er nal er i nﬁé}% (1=

access i nf |oxﬁke'éggﬂ&ﬁ?lggﬁgaﬁg?ﬁg?ﬁﬁﬁgFgwgge a eIarggaﬁ%rrber

of met hods tgl%SIBI? fetw HanAmRue 5G9k Rl iitatddG cﬁﬁfn@l i—I'e{%V“a O3 @P is just a

| nternet connec étween two devices. One possibility is

al i asing, in WhiGh A mmii IF}n?%ﬁthB'glrf% RSk %&oéﬂ aﬂ%ﬁée [ thetBes,

access information 1n a Wwa a malicious host to enter

0 0K RS 8cs 2y pey Aoeo Ltago
content according to the program identification given. This is mapped by the Web server
200 into a particular piece of content, which is then sent down the connection. Either the
content server or the DVR may throttle the download speed.

[0077]  If the viewer requests multiple downloads, the DVR 110 may choose several
different ways to get the content; it may initiate multiple connections with a maximum
limitation, or quene requests, or both.

[0078]  In ome approach, elements of Figure 7 address security of the DVR 110. Opening
up a network port leads to a large number of possible security breaches, revolving around
ﬂie security of copyrighted content and protection of a customer's private data.

[0079]  Inone embodiment, standard Linux firewall support is used to manage this
protection by automatically blocking access to all but a few, well-known ports (such as Web
(HTTP) or discovery) in both directions of communication. The well-known ports are used

by the application software of the DVR to contact the external content server 720 for

downloading media content.
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content server 720 is authenticated and encrypted. The content server
720 has access to the public key of the DVR 110, and the DVR has a
copy of t Mdshessey of the content server 720. The

net adat a Eiﬁ;’r??gnt ?nFormatlon about the content server 7%\)/88 1/oa ed
by the service center 130. The DVR 110 stores the netadata in its

dat abase 740 and relies on the data in the database 740 to operate.
Usi ng a cer cat DVR -~ 110 and t he, cont

generate a @b§61t| rr% d?é%@?%ﬁc%ﬁﬁ}% oLiRey sgityrerp ﬁfe Ry S %ﬁ%’r@n?‘ %%i‘xfg?‘ém% 15

encr ypt ed ugﬂoaae& AineBIR 0. 6 Hoor u oPRE TARIEY ;Efe%k SRR MR hen

al gorithmis used for encry 5|on cormuni ion.

of the contgn éﬂﬁﬁt uszgtg g@ll%&&/ﬁ Qr't'{o o%tzjlﬁ 9 Het&/hﬁ{ a%&g EQ fof mg‘smtao

130, which provi appr o program e re

the’ cont ent a&fe%?a , add%@s%eog@%ﬁg%%ﬂagyﬁe?@gg 3344 pl BRE

The service center €scri ptions ent s

720. 1n on AUPR an BHERIRIEE LAY, ER0SRY i Houf hAFortE o be

content de r| ptio COI’] I cations

d
o & cont SpigEDUERts a@?if?‘.’% oﬁfﬂ%%iﬁedast g B94 el e B P

public keys, %p%ﬁ sdccess to the content server 720 are al so provided.
[0084] In or for the content server 720 to accept a connection

L L e B A N ity
or through Qr <ft|8%5 Ethe %ta'héﬂ/agge% %tﬁ eclp well uo[vT;P trhhtetléeé? ér&k y

dlstrlbutlon e con server s an a

t , nb
o oquoct e plEbati iR, £7D %éﬁéﬁe%#%&f@%ﬁeﬁdap RS bt o1 |
k Gl
astoci at ed %ﬂ%\éﬁeﬁﬁéﬁ@é ks, Fgg%?%*e‘#f%f&%@%{ﬂc%%ﬁn5%%#@%&%#?%
key. Each é’c %&depsrhii.ﬁ)e Etl&nqﬁlt& vJag}%a? AlaBfes \Q%ﬂchSGhOSP {3 el er

server 720 nust e e key servi
and attack the DVR by using an alias server address.

j0682] To defeat attacks of this nature, in one embodiment all communication with the
content server 720 is authenticated and encrypted. The content server 720 has access to the
public key of the DVR 110, and the DVR has a copy of the public key of the content server
720. The DVR 110 has metadata content information about the content server 720

" downloaded by the service center 130. The DVR 110 stores the metadata in its database 740
and relies on the data in the database 740 to operate. Using a certificate exchange, the DVR
110 and the content server 720 generate a one-time session key, and all further
communication are encrypted using the session key. In one embodiment, the Blowfish
algorithm is used for encrypted session communication, The public key of the content server
720 is distributed from the service center 130, which has also provided appropriate program

guidé references to the content server 720.
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center 130 may maintain a log of all distributed public keys, for
exanple, for the purpose of auditing key distribution. [0085] The
service ceficSho fuy refuse to provide the public keyyp 04/042211
inactive DVR. Additionally, the content server 720 may %fgg%né to
key invalidation requests fromthe service center 130, for instance,
if a particular DVR becones inactive. [0086] A nedia recorder 730 is

a subsyst e[HPg@ot h%hQ%%Qé;‘?e]lng%\g/s(?fcrcélﬂt&&s?rﬂmohé:@ﬁth@ébnté@géﬁ@W@O.Qﬁ of/R

110. Media rder or 'si nmul taneous record and pl ayback

of the doyn &ﬁﬁ%&ggﬂﬁgPésmion{?&sfs?&ﬁ%%ﬁ@ﬂﬂ%@ﬁ%ntiﬁscﬁ f6:R0cdntent he

cont ent an% asée 0. The npdia_recorder 730 w |l not be
started if,;n0.p6k %Bnﬂ%?'tdggé;rﬁ]iﬁﬁf‘%%drﬁndds&iptﬁﬁﬁ,'eic?i'blhe@e ddti arei@ported

i npl enent at’ on, nedra recor 30" conprises a nunber of different

threads. - kfo X\%{ﬁ%{e ?%?%g gé%&ﬁﬂk@%?@ﬂt@é@ﬂmz& thQﬂ%ﬁh(ijo(]gegr? Begweﬁ:i e

Queue Threa I ages a queue of network downl oa

requests an t@:ﬂf@é{@%b%{é é’gmdpad policy. Initially, this may be a

si npl e FI FOqueue mal ntain In the database. A recording queue

pol i cy obj i S AR RhdcBdn frém B ERENY,0C.
Pooss] (o) MUséL, %Zé%%@f°ﬁ§*gfﬁ@%@é?‘@%'?§%°§%%°?s responsi bl e for
managi ng a ' i ' souBR DAL, Thdleey ARBITREES May b
Recor di ng ﬂ#@%&gg%dﬁﬁg%ﬁﬁ%p% rverwﬁlﬁnﬁl enent s teﬁe aut hent i 3(r:a?i on

protocol , Leglealianhieafes oG R Bhtod iRy disiRAGE oA IR oL ey Kdge

SLTCY = H
content. [808 iatlro hi's strategy, a program object

wthin the I%ﬁ@&'m&}én&ﬁ{ A 72@&%511%& DRt PRl RAnh @B #8he FRcaTRY

i ndi cate nu e servers to be polled for the media content. The

servers arg.RQl 80 Rall ARG RSl 12 (BREAS e oaet: 130 Apbiits the

to accept a  requ or download 1s used. This provides for
| oad- bal anglug: 60 LA kel SGNES S BVRCLARISmber, the service center 130 retuns an

associated public key. The content server 720 may cache this public key. Each key has an
expiration date that indicates when the conteﬁt server 720 mmst delete the key. The service
center 130 may maintain a log of a1l distributed public keys, for example, for the purpose of
auditing key distribution.

[0085] The service center 130 may refuse to provide the public key of an inactive DVR.
Additionally, the content server 720 may respond to key invalidation requests from the
service center 130, for instance, if a particular DVR becomes inactive.

[0086] A mediarecorder 730 is a subsystem of the personal TV service application
software of DVR. 110. Media recorder 730 allows for simultaneous record and playback of
the downloading content. The recorded content is stored in the content database 740 of DVR.
110. The media recorder 730 will not be started if no permanent network connection is

available. In one implementation, media recorder 730 comprises a number of different

threads.
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plurality of content servers organized in a server farmor data
center. [0090] The Fetch Recording Thread periodically stores or

checkpoi ntgd hofs/wh@be to an database in DVR 110. Such ghpekRolfbing
allows restart of a download after a power failure or systemerror

at the same point in the nultinedia content at which downl oad was
occurring when the failure or error happened. The Fetch Recording

BTS2, PRI s oS ORI e ot s
cxarple, ngaEaons FRSBLCATR. IR FRISRADS RS Sl e
Shown | P TS O R R PR AL SRR AGINE °

a nechani s I, A ia and dat abase el enents between two
et RS R

DVRs is provi erri igure 7, one exanple of a transfer is
por tabl o Do Feic RRRling Tufdh R R P8 BB ol Bfhadind

| US2004/ : ' '
ranster deataprs Al SR e Al IO B iR RO TR on B B oo
to the port he%le!a\\iﬁ%g Qﬂh&g&\%@ﬁ%&éé&? r%ggsttﬁﬁ)l% ?ﬁ&gﬁc&:@&t %8%&%%% Hownload

that the nedra may be use esi’r Anot her ~exanpl e
transfer isoﬁﬂé)é’éﬂteﬂﬁi ng two DVRs, DVR 110 and DVR 770, that are
sl aved together such that two nedia streans are played with precise

oy 1o contul | APEYa@ASe b B ey AL Piecl A e bAROS Y SoNRDY

Wil o thi s Phavtion SPHRE R0 B Bl ER ) BE bR ifpl il

Viener cat | STARE NBnorr p R ROR By L EE RIS ThR ETRCAN Baigeft o

iTpge lrrgfii a 3%5&%9&%@5& iDudeRCTIMRovihG: HP1B55 BliEnd g dolifenf TR GRRLENT
plurality of content servers organized in a server farm or data center.

[0090]  The Feich Recording Thread periodically stores or checkpoints its state to an
database in DVR 110. Such checkpointing allows restart of a download after a power faiture
or system error at the same point in the multimedia content at which download was
occurring when the failure or error happened. The Fetch Recording Thread also manages the
state of database objects that are used for presentation and navigation of the content being
downloaded. For example, the Fetch Recording Thread manages the state of the recording
object for proper display in the Now Showing context as shown in Figure 6. There may be
one or more such threads active at any point in time.

F.DVR TO DVR INTERACTIONS

[0891]  Inone approach, a mechanism for transferring media and database elements
between two DVRs is provided. Referring to Figure 7, one example of a transfer is shown
using a smaller amount of disk storage as provided in a portable DVR 760, for example. As
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a dat abase object which provides descriptive information about the
nedi a content If a data transfer nethod is used, such as a network

(e.q. Egg%g_éo%b o a direct connection (e.g. | EEE %gﬁﬁ%iém}/&gﬂl

bot h the ontent and the descriptive i nf or mat i on
transferred, such that the integrity of the viewer experience is
preserved. [0094] Cont ent owners are concerned about potential t heft

betwoen t ﬁgé‘é%%éapﬁ%ef%és@%%@na O S are it el ARG oS Tnvisile
Comnec o SRR e SR TS T TR o
then used t crypt tr fer esiLrabl e
all ow t he t&‘ﬁ‘h 5’%8’? 21 he‘g't“g‘}‘% Ff’f@ﬁ hﬁﬂnusmgtwo
i nt ted b h DVR
knove +o- t HEVEEHRE 113 %W%@a“s% arediSzeie s gt laecﬁa‘;‘%aeataam' )
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such that the integrity of the viewer experience is preserved.

[0094] Content owners are concerned about potential theft of their content. A further
approach encrypts the data transfer between the DVRs 110 and 770. This can be donein a
number of standard and custom ways. For instance, the Diffie-Hellman secure connection
protocol may be used to generate a one-time key that is then used to encrypt the transfer.
[0095]  Ifitis desirable to allow the transfer to only occur to certain specified DVRs, an
integrated security systern may be used. The public key of each DVR is known to the other,
either through pre-sharing keys or a dynamic exchange of keys. When the transfer is started,
the DVRs exchange signed certificates that are encrypted based on the public key of the
other DVR. If both DVRs can decrypt and verify the signature of the other, then each DVR
has authenticated the other’s identity and can proceed to establish a one-time session key

that is then used to encrypt the data during the transfer.
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source DVR 110. Each DVR keeps a record of the transfers. This record
is uploaded to the service center 130. Later, this information could

be proce;s&@,%@d&@g for copy protection violations, C99+1?§2£59?4ﬁ211

unaut hori z etc. [0097] If the transfer |s |nterrup
destination DVR 770 marks the nedia streamas "partial” in the
descriptive object. Later, the transfer may be restarted. Since the
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"partial" in the descriptive object. Later, the transfer may be restarted. Since the design of

....4

the database system guarantees the media stream can be uniquely identified on the
destination DVR 770, the partial stream is found, and the transfer begins from its end, thus
avoiding re-transfer of media that has already been stored. Once the entire media stream is
stored, the descriptive object is updated to show a complete media stream.

[0098]  Transferring digital data between the DVRs may take place at whatever speed is
appropriate. For instance, it may be the case that the network between the DVRs is slow, in
which case the transfer duration will be longer than the playback duration of the content.
Alternatively, the network may be fast, in which case multiple media streams might be
transferred in much less time than taken for playback of one content item. The viewer on the
destination DVR may start viewing the media stream as soon as the first portions are

available, in parallel with the ongoing download of the stream.
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aut henti cate and generate encryption keys. Content can then be stored
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[0101] Certain media distribution architectures, such as digital satellite systems,

broadcast most media content in an encrypted state. Using a local decryption facility based
on a smart-card, the media content is decrypted only if if is viewed, thus protecting the
content from theft. It is possible for the DVR to save these encrypted media streams to disk,
and to initiate decryption upon playback. This method may be used to transfer media
streams between two DVRs. In order to properly comply a particular set of content
protection rules associated with the media stream (such as play once, expire after one day,
etc.), the DVR maintains with the database object describing the media stream the copy
protection information associated with the media stream (including whether the stream is
stored encrypted).

[01102] The content protection rules associated with the media stream may be transferred
to the destination DVR 770 as well. For example, the DVR 110 may have stored a movie

from the content server 720 that will not be decrypted until it is viewed. If the viewer wishes
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unli nked aspl@@. gomé‘examples of control interactions that may be provided in various erbodiments

are:

[0105] (1) Synchronized playback. A viewer may control trick-play features on a
particular media stream. Each key event is also passed to the destination DVR 770, which
automatically performs the same action. For example, a presenter may give a live
presentation using the source DVR 110 as a multimedia playback device, and an audience at
a remote location can watch the same presentation given in the same way at the same time.
Alternatively, two viewers communicating through some other means, such as a telephone,
may interact, while one or the other controls the playback on both DVRs of the same
program. This alternative approach allows precise discussion of the program of interest. The
means of commumication may be a simple chat program overlaid on the display in which the
participants type comments. Such an approach may be used for business presentations as

well as for entertainment purposes.

22



message for linking or unlinking may contain only the program
identification, assumng both DVRs 110 and 770 are in service. If

the desti ngly s/ Jeyd3e 770 is not in service, then the negepgehs
| i nki ng may contain additional netadata. [0107] (3) Sound or gré% 1|lcs

effects. Wien the viewer takes an action, such as pressing a
particul ar key sequence, the source DVR 110 may play a sound or
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way, which may be replicated for his friend on a remote destination DVR 770.Such

comimunication may be multi-way.

[0108]  In another approach, DVRs may transfer other types of data as well. For‘
example, consider a large home DVR 110 and a smaller portable DVR 760. Data such as
software, graphical elements, program gnide data, efc., may be transferred between the two
DVRs. For instance, the portable DVR 760 may be updated or data synched by the home
DVR 110 every time the two DVRs are connected. The update may include iransferring and
installing a software update, synchronizing program information, synchronizing recording
schedules, etc. The synch is much like a PDA where the portable DVR 760 may te]l the
home DVR 110 to delete a program because the user has already viewed it. The portable
DVR 760 transfers any operational information to the home DVR 110 whenever two DVRs
are connected, and the home DVR. 110 then sends the operational information to the service

center 130 whenever the home DVR 110 accesses to the service center 130.
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software, and then nedia streans may be transferred as well. If the
destination DVR 760 is a snmaller portable unit, then not all nedia
streanms Woulghobdideossbn this case, the viewer may expli Cb&Jr/}(Jsﬁ)B?l%ﬁl
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difficult to transfer vi eos froma DVR to any inconpatible system
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users may eXercilse reasonabl’e Use ri g s to recordi ngs that

they have \rﬁagrguclﬁﬁéta thilReARRTRAE D ABIES trhdst? bif trtdr krah @b URRSHRer bteria

"pirate’ 0s, or send premumcontent to their friends in

violation I heldS Ll fd%ﬂﬁ?{ﬂﬁ§ tigft 2PAh0RABRRA on viewer preferences.
PCTI US2004 03@2%116 [011% ar i ou%xpenb%g%ents of the approaches

herein may Aﬂgr‘ﬂr&ﬁﬁntlﬁ]‘@rrﬁa@ibﬁ QMtdAGn the descriptive object for the content may be used in the

selection criteria, such as length, actors, rating, etc. The criteria can trigger actions such as
“always transfer”.

G. NETWORK SECURITY SCHEMA

[0110]  As mentioned above, one approach herein provides a secure encrypted data
transfer between DVRs 110, 760, 770 or a content server 720 and a DVR 110, 760, 770, The
approach allows users to record a program on one DVR 110, and then watch the program on
another DVR 770. |

[0111]  The encrypted data transfer system described herein makes it very difficult to
transfer videos from a DVR to any incompatible system, or to a system outside the location
of the first DVR. Accordingly, usets may exercise reasonable Fair Use rights to the
recordings that they have made, but the approach makes it difficult for users to 'pirate'

videos, or send premium content to their friends in violation of Fair Use principles.
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aspects: Recordings are encrypted. Many recordi ngs are encrypted
when they are initially recorded. Those recordings that are not
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e A DVR may discover other systems from which it might transfer recordings via an
IP broadcast mechanism or other network discovery protocol. In such discovery
protocols, discovery packets typically do not leave the local IP subnet. In the
residential environment, a local IP subnet comprises a home's LAN. Additionally or
alternatively, if there is a concern that a user will try to share recordings with other
users, then application software of the DVR provides no mechanism which would
allow the system's owner to type in or otherwise mamually specify the IP address of a
gystem located elsewhere on the Internet.

o A DVR may only send a recording encryption key to another DVR, if the receiving
system is "authorized" to view that recording, For example, in this context
“authorized” may mean that the destination DVR is in the same household or is
registered by the owner as authorized. The key transfer is performed using a robust
public/private key system —in which each key transferred is intelligible only to the

one system to which it was sent.
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interface, the user enters the serial numbers of the DVRs that he wants included, which the

service center 130 verifies through its database, or the service center 130 finds the serial
numbers that the user has previously registered. The service center 130 can also restrict the
user to only the DVRs that he is a registered owner of by displaying only those DVRs for
selection. The user can associate a name with each uﬁt, e.g., living room DVR, bedroom,
etc., to allow the user to easily identify a unit. The user selects the units that he wants to
share or transfer media with.

[0115]  The service center 130 creates a digital certificate 901 that identifies the user’s
units that he has selected. The certificate 901 includes each unit’s serial number 903, 905,
and the corresponding public key 904, 905. The name that the user has assigned to each unit
is also cross referenced, as indicated by name 902 in the certificate 901. The certificate can
contain any mumber of units that the user identifies, including PCs with USB dongles as

described above.
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-26 WD 2005/ 060659 PCTI US2004/ 042211 [0116] To ensure that the
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verifying the digital signature 908 in. the certificate 901. Once the DVR has verified that the
digital signature 908 is from the service center 130, the DVR finds the network locations of
all peers that are listed in the certificate 901, using a peer discovery protocol, such as
Rendezvous from Apple Computer Inc. of Cupertino, CA.

[0119] Once a DVR 110 has discovered a peer 770 in the network, it sets up an
encrypted connection with the peer 770 using the peer’s public key from the certificate 901.
The encrypted connection may be “weakly” encrypted in that it is a fimction of two public
keys, one from each peer. Each peer sends a message using the other’s public key. A unitis
designated as the content server, in this example, the content server 720 is provided by the
service provider and is remotely located.

[0120]  The content server 720 creates a more strongly encrypted connection with the
DVR 110 by creating a random strong connection key and encrypts the strong key using the

DVR’s public key. The content server 720 then sends the encrypted strong key to the DVR
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DVR 110 by creating a random strong connecti on key and encrypts the
strong key using the DVR s public key. The content server 720 then
sends the GchyslsbddoStrong key to the DVR -27 WO 2005/ §, é@ﬁ%wmzzu
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approach, decryption may use hardware decryption elenments. The two
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any unaut hOI’I e e con ent con ent server
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random r ecor e us to encrypt the recor
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server 720 sends the recorded content Wlthout decryptmg the content.

[0123] The DVR 110 writes the recorded content directly to its storage device without
decoding it. When the DVR p-lays the recorded content, it decodes the content on the fly.
The approach described herein preserves the integrity of the recorded content because the
content is in an encrypted state during transmission and is stored encrypted on the DVR,
thereby preventing any unauthorized copying of the content.

[0124]  If the content server 720 sends an unencrypted recording to the DVR 110, it
creates a random recording key that will be used to encrypt the recording and encrypts the
recording key using the strong key. The content server 720 sends the encrypted recording
key to the DVR 110.

[0125]  The DVR 110 decrypts the recording key using the strong key that it shares with
the content server 720 and stores the recording key. The content server 720 sends the

recorded content that it has stored locally to the DVR 110. The recorded content was not
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[0125] The DVR 110 decrypts the recording key using the strong key
that it shares with the content server 720 and stores the recording
key. The c@iifidossaover 720 sends the recorded content |
stored locally to the DVR 110. The recorded content ms?ﬁﬁ/{ﬁ%@%@ﬂ%
2005/ 060659 PCT/ US2004/ 042211 encrypted when it was originally
stored locally by the content server 720. The content server 720
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the service _cent ; 003, 1004, 1005, and nedi a server
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roomin whi it rasi r.vi R .
certificat e[‘6 8](71 t hlilg' gﬁ%? ‘glg-ggle éq’gllrvre IOQEQ%%@&% tlvg%géfand g%tg%%\}ll?ouge
1003, 1004, 0 [ D""Fig i i :
expiration %)é? 'eﬁjaﬂﬁ?jg)gaﬁll e”ilés%f?fi‘/i?‘%gd’cent le(?aégé gﬁﬁﬁﬁlﬂ@%‘}]%%%@%i%fm
The nedi a sery . 1002
Sorver " nat BElooh & and BYRR0S icTben e e nudlalifiont 446 Hho SioBSHver 1002
of mul ti med ivi ' i dtink e SRAW Efter 1006
center 100 e%%ér%gé]&ht%%v%gﬁq 'it%ﬁgértsgﬁl%#ggne |Ogla%s%rgve;’g 1002 and 'Eerhe
that DVRs 1003, 1004, 1005, and media server 1002 are authorized to share content and

associates each unit by the room in which it resides. The service center 1006 creates a
certificate 901 that contains the media server’s 1002 and each DVR’s 1003, 1004, 1005,
serial number and public key along with an expiration date and the service center’s digital
signature.

[0128] The media server 1002 can be a PC, DVR, or other type of content server. The
user designates the media server 1002 as the main source of multimedia content in the local
network.

[0129]  The service center 1006 sends the certificate to the media server 1002 and the
DVRs 1003, 1004, 1005, via the Internet 1007. The media server 1002 and the DVRs 1003,
1004, 1005, use the information in the certificate to discover their peers. The DVRs 1103,
1004, 1005, discover that the media server 1002 is the only system that is serving content.
Once the media server 1002 has established a weakly encrypted connection with each DVR

1003, 1004, 1005, it creates a random sirong connection key for each DVR 1003, 1004,
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DVRs 1003, 1004, 1005, via the Internet 1007. The nedi a server 1002
and the DVRs 1003, 1004, 1005, use the information in the

certificatgdRolsizeover their peers. The DVRs 1103, 10§ QP042211
di scover that the nmedia server 1002 is the only systemtén'l(;{rtﬂgél&s‘5 2

serving content. Once the nedia server 1002 has established a weakly
encrypted connection with each DVR 1003, 1004, 1005, it creates a
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nusi ¢ cont el ,
screen capt tﬂfs%m%&gl%? a(s-n:iegczn!*il%d a%gve? I31(Jﬂar0ugh the DVR 1003 itself. The user selects the

options for transferring the selected content using a transfer options screen 1801 (FIG. 18).

The user can select where to start the transfer from using a Start From option1802. For
example, the transfer can start from the beginning of the program, from where the user last
paused, or at a certain time into the program. The user can view and transfer music content
and photo content in the same manner, as indicated by screen capture 2001 of FIG. 20 and
screen capture 2101 of FIG. 21.

[0131]  As described above with reference to FIG. 10, the media server 1002 can send a
previously encrypted recording to the DVR 1003. The media server 1002 loads a recording
key that was used to encrypt the recording from its database and encrypts the recording key
using the strong key. The media sexrver 1002 can optionally encrypt the recording key for

storage in its database using a local encryption key. I is normally not desirable to store any
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screen capture 2101 of FIG 21. [0131] As described above with
reference to FIG 10, the nedia server 1002 can send a previously

encrypt ed 02‘85%9%;0 the DVR 1003. The nedia server ?gﬁp% gggngn

recordlng was used to encrypt the recording f
dat abase and encrypts the recording key wusing the strong key. The
medi a server 1002 can optionally encrypt the recording key for
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strong key. m%%at%%dsc%eg F6180 see 19%13%160nggasm gshs fé/rﬁng dl"ﬁe%fs(e)rr c%}l?)ﬁy the

program by selecting Play option 1902 while the transfer is in progress (as described above)

or stop the transfer using Stop transfer option 1903.

[0134] If the media server 1002 sends an unencrypted recording to the DVR 1003, it
creates a random recording key that will be used to encrypt the recording and encrypts the
recording key using the strong key. The media server 1002 sends the encrypted recording
key to the DVR 1003.

[0135]  The DVR 1003 decrypts the recording key using the strong key that it shares
with the media server 1002 and stores the recording key. The DVR 1003 can optionally
encrypt the recording key using a Jocal key before storage. The media server 1002 sends the
recorded content that it has stored locally to the DVR 1003. The recorded content was not
encrypted when it was originally stored locally by the media server 1002. The media server

1002 sends the recorded content, encrypting the content as it sends the content.
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key to the DVR 1003. [0135] The DVR 1003 decrypts the recordi ng key
using the strong key that it shares wth the nedia server 1002 and
stores the tbdrg key. The DVR 1003 can optionally ?Eﬁf}gﬂbyﬁﬂ%
recordi ng key using a | ocal key before storage. The medl a server 602
sends the recorded content that it has stored locally to the DVR
1003. The recorded content was not encrypted when it was originally
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When t he DVE 1003 I%%s.t e recorded content, it decodes the content
on the fly U8 ER ’Edéllgtr)ifeéﬁ ng key. [0137] Note that if content
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saves DVR 1102 the burfen Qb 48ty Pl L& alhg Q%rekfﬁiur%ﬂyeorf < &R9QL
or restart pproact, Y q g key

for future use at the time that it is designated as the media server. Further, the receiving
DVR requires many CPU cycles to decrypt the strong key upon receipt. This significantly
slows down the DVR’s overall performance. The techniques herein save the DVR 1101 the
added burden of creating a new strong key whenever a DVR 1102 reboots or is restarted. It
also saves DVR 1102 the burden of decrypting the strong key after reboot or restart.

[0140] The DVR 1101 originally creates a strong conmection key, stores it in its local
caﬁhe 1103, and encrypts the key using the public key of the other DVR 1102. The DVR
1101 sends the encrypted strong key to the DVR 1102. The DVR 1102 decrypts the strong
key and stores the key in its local cache 1104 along with the encrypted strong key and the
machine serial number of DVR 1101.

[0141]  Ifthe DVR 1102 reboots or is restarted, it does not know what its status is in the
network. It may have been down for a few seconds or it may have been transplanted from
another network. The DVR 1102 requests the strong key from the DVR 1101 designated as

the media server. The DVR 1101 sends the strong key that it has stored in its local cache
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[0140] The DVR 1101 originally creates a strong connection key,
stores it inits local cache 1103, and encrypts the key using the

public key. her DVR 1102. The DVR 1101 sends t
strong keyW?)I)zo{)%O%%/R 1102. The DVR 1102 decrypts the sp(re'lgﬁgﬁlr%géﬁgn

stores the key in its |local cache 1104 along with the encrypted
strong key and the nmachine serial nunmber of DVR 1101. [0141] If the
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facilitate T ey ol own Lhg froma server to a DVR Fig. 12
shows a no |§ﬁca§§1|d8n oF&t 5‘18!.’%?‘?%1 g%cg?s icate shown in Fig. 9.

Al so, refergi i Bh?D i rvice center 130 creates the’
certificat ei'dgﬁzﬁl!c&ﬁ 'S ﬁgﬂmm?DVRs 110, 770. The

[0143] To facilitate Internet media downloading from a server to a DVR, Fig. 12 shows

d

a modification of the digital certificate shown in Fig. 9. Also, referring again to Fig. 7, the
service center 130 creates the certificate 901 which is distributed to DVRs 110, 770. The
DVR 110, 770 will recognize a service enfry using a specially-prefixed serial number in the
service’s serial number field 903, for example: FFFxxxxxxxxxxxx, where the
"sxxxxxxxxxxx" is used to provide additional information, such as version numbers, service
provider, etc. The display name 902 is set to something indicative of the service, such as
"Special Videos". Instead of a direct public key, the key field 1204, 1206 is filled in with a
fully qualified domain name of the access point for the server.

[0144]  The certificate 901 can contain a mix of service server information and peer unit
information. The expiration date 907 and digital signature 908 remain the same.

[0145]  Thus, the service center 130 can place information in the fields in all, or a group,

of certificates to name the same or different servers, etc.
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DVR 110, 770 will recognize a service entry using a
speci al ly-prefixed serial nunber in the service's serial nunber

field 903, | e: FFRXXXXXXXXXXXX, where the "xxXx " IS
Pt kg

used to provi itional information, such as version
service provider, etc. The display nane 902 is set to sonething
i ndicative of the service, such as "Special Videos". Instead of a
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encrypts the §tﬁong key with the DVR s public key. It then passes

the encrypt &% rong key to the DVR [0147] Once communication is
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the server can instﬁucﬁithe DVR 110 .to.send its preference vector
services, such as history, drama, coniedy, etc.

[0149]  Alternatively, the server can instruct the DVR 110 to send its preference vecior
to the server, which the server uses to synthesize the appropriate metadata. The DVR’s
preference vector contains the user’s viewing habits, e.g., what the user has indicated that he
does and does not like, what he has consistently recorded using options such as a season
pass subscription. The server does not store the preference vector information; it simply
discards the information after use. This preserves the user's privacy and makes sure the
preferences are always kept on the DVR 110,

[0150]  The standard video, music, and photo transfer interface is used as described
above. Fig, 16 shows a Now Playing screen 1601 where available content from the DVR.
itself and other accessible servers and DVRs are displayed 1602. An eniry for content from
a service has its associated name from the certificate listed. In the same manner, content
from another DVR is listed using the name 1602 that the user has associated with it, if any

exists. This way, the user knows the source of the content. Fig, 17 shows the content screen
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to the server, which the server uses to synthesize the appropriate
met adata. The DVR s preference vector contains the user's view ng
habi t s, e'ﬂ’O’ZOWEGSBhe. user has indicated that he doespéﬁ/ﬂgﬂ%&uﬂ?t
| i ke, what he has consistently recorded using options such as a
season pass subscription. The server does not store the preference
vector information; it sinply discards the information after use.
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DVRs that a 1. Sd ¢ ?ﬁ% - vVideo r d 1302 can
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[0152] Vhen yner 08 SPtadfhe trver I hilepRbdl i SolBplie GRARTGBRE, AP,
the" appr opr TaTe "RETTS by Set oo 1 fat Dt bk ot T ey
‘ also include an entry into a billing system, etc.
[0153]  Therecords can be queried on the service center’s Web site by a user 1304 so he
can easily check his bill.
[0154]  Referring to Fig. 14, a domain-name redirector 1402 can be used that redirects a
connection from a DVR 1401 to one of a group of third party servers 1403, 1404, 1405.
Redirection may occur based on load, the domain-name prefix used, etc. This allows the
service center to redirect a request to another company’s server. Redirection may involve a
fee or revenue share in various embodiments.
[0155] A domain name redirector 1402 can reside on each third party server 1403, 1404,
1405, so a request from a DVR 1401 can be redirected by the third party server itself. The
DVR 1401 requests a connection with third party server 1403, Third party server 1403
“delegates” its responsibilities to third party server 1404 by redirecting the request from the

DVR 1401 to third party server 1404. DVR 1401 then contacts third party server 1404 for
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poi nt, the server 1301 can record 1302 that the programis being
downl oaded, \/\hi ch may also include an entry into a billing system

etc. [0153,]PV igg(zc?g;ds can be queried on the service cgg@@%mﬁy}{ﬁgl

site by a user o he can easily check his bill.
Referring to Fig. 14, a domain-nane redirector 1402 can be used that
redirects a connection froma DVR 1401 to one of a group of third
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network to a target DVR selected from among DVR 1503, 1504, 1505.

[0157]  Another approach provides the third party content server with secure
transmission of its ‘content. Data is sent from the content server 1501 to the DVR 1502
using the content server’s encryption technique. The DVR 1502 decrypts the data using the
content server’s decryption technique. The DVR 1502 then encodes (if needed) and
encrypis (using the DVR’s encryption technique) the data while writing the data to its local
storage device. The DVR 1502 then reads the data from the local storage device without
decrypting, and sends the data over the network to a target DVR selected from among DVR
1503, 1504, 1505.

[0158] This ensures that a third party content supplier does not have access to any
sensitive information about the DVR crypto chip, encryption techniques, or addressing
schemes. It further reduces the time to market and cost of incorporating third party suppliers
into the content server network.

K. ACCESSING CONTENT VIA EMAIL
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encrypts the data while witing the data to its |ocal storage device.
The DVR 1502 then reads the data fromthe | ocal storage device

w t hout d and sends the data over the networ t
DVR sel ect eEigjz?é%d%gg?mng DVR 1503, 1504, 1505. [0157] Ang?t’%%g‘}d%r&gﬁ

provides the third party content server with secure transm ssion of
its'content. Data is sent fromthe content server 1501 to the DVR
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arrangi ng for a
content can be nedg:ayall able, |9 DV users by arranging

¢ "Links" to another server or to the content stored on another server, located
potentially anywhere on the Internet.

[0161] Such files can be provided to the DVR users via email or Internet download.
Two example scenarios are described below that demonstrate how content can be sent via
email to a DVR.
[0162] Referring to Figs. 22 and 23, a typical household DVR setup 2201 is shown.
Assume only the media server 2202 has access to the Internet 2205. An email author 2204
creates a content file with anthoring software. The file, for example, contains the actual
binary data for several images in JPEG format (it can contain any type of content). The
content file is emailed as an attachment to a user who accesses email from the same
computer running the media server 2202, Message commumication mecha;nisms other than
ematl may be used in alternative embodiments.

[0163]  The userreads the email and, if he is interested in the content, the user selects the

attached content file, invoking the media server 2202 to process the content file. The media
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server to process a special file containing: Actual content (in the

formof JPEG MP3, or MPEG files, for exanple). DVR configuration
settings, P N e, recording schedul es, database ?! { 7 ,
cont ent pr{é’gezpencgas%,L etc. "Links" to another server O:’TP #2&)@}/&4%1?

content stored on another server, |ocated potentially anywhere on
the Internet. [0161] Such files can be provi ded to the DVR users vi a

T et "R e A SR R0 o e
9152) el ol By amn%[@génaéiqogngsra@a dizerls O sty
o e 22 AR B UR BRACES8L55 08 SR v
oy ST bR AT ST AR
L3 oSSR et TR oo tﬁp;%sﬂwgw B e
b0 10 AATSRIALPTIB TR i ad S HE B
o g k00 0 T W AL
2202 scce kg gear%egz?g%g@g;h S T B Bl e RS
2 oI D A R G o e
R T b e S e

content sc "ifiliple photo files such as fast forward, panse, reverse, play (slideshow), etc.

[0165] In Fig. 23, a household DVR setup 2301 is shown where both the DVR 2303 and
media server 2302 have access to the Internet 2305. An author 2304 creates a content file
with authoring software. The file links to one or more content files, such as MP3 music
files, housed on the content server 2306 and served via HTTP. The content file is emailed as
an attachment to a user who (ideally) accesses email from the same computer running the
media server 2302.

[0166] The user reads the email and, if he is interested in the content, the user selects the
attached content file, invoking the media server 2302 fo process the content file. The media
server 2302 adds information about the content files to an internal database from which
container information can be later generated.

[0167]  The customer goes to his DVR 2303 and accesses the "Music & Photos" feature,
causing the DVR 2203 to request container information from the media server 2302.
Among the other containers of available content shown in music content screen 2001 (FIG.

20), the customer can now access one with music served by the content server 2306. When
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2101 (FIG 21), the user can now access one with inmages fromthe
content file. When the wuser issues the command to view one of the

i mages, t makes a request to the nedia serv 02, which
consults Wg%@oéﬁ%gl dat abase to render the appropri atgé 04042211
and pass the data to the DVR 2203. The DVR 2203 di splays the inage to
the user and does not store the image on its | ocal storage device.

The user cap use.trickplay fynctjons t he. | t] ofile

such as fas®ePysy m?ea?he;fé’ ,nglt‘é]&]@’ & 0%3#%“5&%%%@%}?}%@# @:c.ces’[s?ﬁltg%]
In Fig. 23, a househ VR.set u 301 | hown. where both the DVR
2303 Snd rRoRIeR Saey 05 Sire s gt P05 FAEeRE B qupopeye deim e vser

aut hor 2304 creates .a content file .wi.th authori.ng software. The fi|e
links to orEhde MoRHaY BREUATE op featisiod e PS8 a5 SRR, DPP TEterse ol Gl
on the content server._.230 nd served, vi TP. The content file.is
ol 1 ed” oe R et o e e e e eatory sl S Smebted i skt
t he sanme conputer .running, the | a.,S 302. [0166] The, user
oade the ik piny bt hemicin ARG ol SRV o G et it e friic b8
selects the, att che? con}gn%[fil file, invoking the nedia server 2302 to
PRRtEATOp.

process t heS'¥BHR EHtce 97 cgr server 2302 adds information

about the ¢ nt files.to an. internal. dat abase from whi ch contai ner
ot or mat s orl08H] beAP TLE AN Rdne oppUinS AR Cehof B GELPe Gt pren:

DuE 2509, RSSO, Bl SIS e SRR V
oIS 1 el O e 0 RS I Db
T s S SO SR8 YElo 0% R IR00 05050,
e el R T B R R BB R S 208 By
ggﬂ s gs € r ;\r/ Ll%lé%’oan% Plfé‘glg G .eg Egntgnq s%lcrﬁeas BT }o%wgrid,l pea%sef ¥e%Qrs§,%1Jy?§1£w‘1)?a§,€“€£n9é
step, etc.
[0169]  DVR users could use the approach to share content with each other via email.
For example, one user could send to another user a content file with links to personal photos
housed on the first customer's PC. f
[0170]  The approach herein can be further useful for third party vendors to market
content to DVR users via email. For example, a record label could promote a new album by
sending a content file with links to MP3 files containing sample songs.
[0171]  Third party partners can use the approach herein to deliver product to DVR users
via email. For example, a film processing lab could email a content file containing digitized
photos purchased online by a DVR user.
[0172]  Inthe foregoing speciﬁcgtion, the invention has been described with reference to

specific embodiments thereof. It will, however, be evident that various modifications and

changes may be made thereto without departing from the broader spirit and scope of the
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The progress of through the nusic is displayed to the user through a
connected television set wusing a replay bar as showmn in FIG 8. The
DVR 2303 d@e@Snbddsoshore the nusic on its storage devic
copyright protection. [0168] As noted above, the two prggggﬁﬁgwwnzu
exanpl es can be used for any type of content that a DVR can use or
display. If configuration information is received, the DVR 2303 wil|
store the Copbit! ahb Qcifth@in Rl uRRIR abd SocbRERy, Wl ]f%g%iigﬁwag%lﬁ&?dve
sel video I's

use the configuration information to configure

received, thghed MRy 23803 iGiebsakore the video content on its | ocal
storage device for l|later playback by the user. The user can use
trickplay functions on the video content such as fast forward,
pause, reverse, play, STow play, frame step, etc. [0169] DVR users
coul d use the approach to share content with each other via email

For exanpl e, one user could send to another user a content file with
| inks to personal photos housed on the first custoner's PC. [0170]
The approach herein can be further useful for third party vendors to
mar ket content to DVR users via email. For exanple, a record | abel
could pronmote a new al bum by sending a content file with links to
MP3 files containing sanple songs. [0171] Third party partners can
use the approach herein to deliver product to DVR users via enail.
For exanple, a filmprocessing |ab could email a content file
containing digitized photos purchased online by a DVR user. [0172]
In the foregoing specification, the invention has been described with
reference to specific enbodinents thereof. It will, however, be
evident that various nodifications and changes may be nmade thereto
wi t hout departing fromthe broader spirit and scope of the -39 WD
2005/ 060659 PCTI US2004/ 042211 invention. The specification and
drawi ngs are, accordingly, to be regarded in an illustrative

-40-



rather than a restrictive sense. -40 CLAIMS Wat is clainmed is: 1 1.
A nmethod for securely transferring nultinedia content wwthin a
network, the method 2 conprising the conputer-inplenmented steps of 3
4 providing a database on a nain server that contains registered
client systens and 5 corresponding information; 6 wherein a user
selects a set of clients fromthe database that he wants to share or
7 transfer media between; 8 wherei CltAdMSmin server creates a digital
certificate that identifies the set of clients; 9 and 10 wherein the
di gi tal certMhatigeimettifudes each client's serial nunber and its 11
correspondi ng public encryption key. 1 2 . A nethod as recited in
Claiml, wherein the user assigns a nane to a client, and 2 wherein
t he nane #ha th%us r .has as to tfle client is inserted_ into
the certificate. £ meBod fogseay a”é “?régcrp‘t‘Bﬁleﬂlﬁc@tg?tﬁfl@n%wgﬁknméﬁletmd
expiratidn daﬁ@nsmglﬂimmqﬁ@brmnplbﬂmemedmfstotﬁfl cate. 1 4 . A nethod as
recited in Caiml, further conprising the step of 2 sending the
certificate to each client listed in the certificate. 1 5. A nethod
as recited in Caim4, wherein a digital signature identifying the
main 2 rver i

recited ;&ﬁ d ai m%ébﬂ%ggg%ﬁb%ggﬁgﬁgﬁﬁ e\k/glr%f (f%lnfaains'? ﬁ%Stéggﬁ%@%gtﬁezm and
2 val i dati ng the di gi tcatrespogding infe@miafiod; he certificate.

6 wherein a user selects a set of clients from the database that he wants to share or
7 transfer media between;
8 wherein the main server creates a digital certificate that identifies the set of clients;
9 and
10 wherein the digital certificate includes each client's serial number and its
11 corresponding public encryption key.
12. A method as recited in Claim 1, wherein the user assigns a name to a client, and

2 wherein the name that the user has assigned to the client is inserted into the certificate.

13. A method as recited in Claim 1, wherein an expiration date is included in the
2 certificate.

14. A method as recited in Claim 1, further comprising the step of:

2 sending the certificate to each client listed in the certificate.

1 5 A method as recited in Claim 4, wherein a digital signature identifying the main
2 serverisincluded in the certificate.

1 6. A method as recited in Claim 5, wherein each client verifies the certificate by

2 validating the digital signature in the certificate.
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-41 1 7. Anmethod as recited in Caiml, wherein aclient finds its
peers listed in the 2 certificate. 1 8 . A nmethod as recited in
Claiml, wherein the client systens are digital video 2 recorders
(DVR). 1 9. Anethod as recited in Claim1, wherein the user
designates a content server from2 anong the clients listed in the
certificate as a source of nultinedia content, and wherein the 3
content server can be a PC, digital video recorder (DVR), or other
type of data server. 1 10. A nmethod as recited in Caim9, wherein
the conteht der veimﬁl‘@dtaésecﬁe%mr@ﬁgly@emaylmwﬂnmtsmm‘sﬁmdmiﬁlh a
client byscregtkffe @ random strong key, wherein the content 3 server
encrypts the strong key using the client's public key fromthe
certificate, and wherein 4 the content server sends the encrypted
strong ke othe cli met hod as recjited in C

wher ei n t%e client® ’H‘E@Péﬁﬁ@mﬁ]‘}é‘l @W‘Br]rgw it glignt %ygemﬁarﬁ%ﬂ&}'é Hedgay
and wher e n reqedesd (OWVR). key is used to encrypt communi cations between
the 3 content server and the client. 1 12. A nethod as recited in
Claim 11, wherein the client requests certain recorded content 2

fromthe EO nb ent ﬁﬁ‘l'él‘fl@& a8 1:[301%6% 111 élfﬁ%tl h&ﬂeﬁ@lﬁ i NG IGII lﬁ@qxghg‘iis n?’gerver from

wherein the content server encrypts a recor
encrypt the negge eipnisdistod dede cotifienn asuspurge Omubmedln goMa}t, angrycherein the

wherein the copdRMrverdasts YBE aagi dE@ﬁelcﬁg%{(m?@) ﬁg\é}@e%ﬁggﬁé}d

the requested recorded cont ent
recited in Caim1l1l3, wherein the cI i ent decrypts the recordi ng key

usi ng Z]t troﬁ%“g%and storfs t he recordlng wherein the
client wrltoblit nd Meades EaedR Glimg. Whereis henmnteat sebist pratesa sirapgly

st or age dZEVI @reryptédm@ﬂﬁeoﬂe@eﬁih a@heﬁt by a:réﬁtm@h%ﬁid?n mﬁ@ kts-iﬂ Qwifekdi® tHe cRABMS
4 back t recor ded co&lt eQ it c% he conte the fly using
the recordi n@ery@éﬁnc e strong keyusmg ecwnts public key omt e certificaté, and wherein

4  the content server sends the encrypted strong key to the client.

1 11. A method as recited in Claim 10, wherein the client decrypts the strong key using its
private key, and wherein the strong key 1s used to encrypt communications between the

3  content server and the client.

1 12, Amethod as recited in Claim 11, wherein the client requests certain recorded content

2 from the content server,

1 13. A method as recited in Claim 12, wherein the content server encrypts a recording key
2 used to encrypt the requested recorded content using the strong key, and wherein the confent

3 server sends the encrypted recording key and the requested recorded content to the client.

14. A method as recited in Claim 13, wherein the client decrypts the recording key using
the strong key and stores the recording key, wherein the client writes the requested recorded

content directly to its storage device without decoding it, and wherein when the client plays

N S T NG R S

back the recorded content, it decodes the content on the fly using the recording key.
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1 15. Anmethod as recited in daim1, further conprising the steps
of. 2 providing a content server; and 3 wherein the content server
contains a plurality of nultinedia content. 1 16. A nethod as recited
in Caim1l5, wherein the content server creates a strongly 2
encrypted connection with a client by creating a random strong key,
wherein the content 3 server encrypts the strong key using the
client's public key fromthe certificate, and wherein 4 the content
server sénds! heAdhethpisaaciist innlgn dyfustoer cormpasingihe steps of 7. A et hod
as recited in Caim16, wherein the client decrypts the strong key
using it 2 pri patvalikeycontuntsamrer@idn t he strong key is used to
encrypt communi cations between the 3 content server and the client. 1
18. A nefhod as Péereindle pontent sarvar equtainheplatakitytof sudtimestin contetitiest s
certain recorded content 2 fromthe content server. 1 19. A nethod
as recited iin Caim18, wherein the content server encrypts a

recor di nz kég 2gl rethpdieg rested ptlaimnks. phggwdheerricat e gealshe gmmelisi ng

the strong keytyptadiebnnb@ioaiwith h@ietitdting Sra®86/M&fro swhétSinConRhed
and t he rer&;gs ed recor .edgco the client. 1 20,

recordi ng ke . .ent to ,
A et hod as SRR B PR DG e er IR SIMBCFSvehm e Ceygiesierd Whercin
recordi ng ke doBiehgserdr tdnds Sib kAR gtkEronp desloahediehfie recordi ng key,
wherein the client wites the requested recorded 3 content directly

to its storage device wi thout decoding it, and wherein when the

She r1y hay 17 ¢ RRE ol RS RaSORS T BT MRk e o PECRES Bisp b b ik s
t r ansf er2i ngrivait kéyewdl wheren thersrong keyi inused heenwoypt comuniontipns bethgen tBe a
mai n seryer S?ﬁtéﬁfé"@r aﬂﬁt&?ebc?iﬁ ont he nain server that contains

regi stered Ient systens an 5 correspondi ng i nformation;

1 18. A method as recited in Claim 17, wherein the client requests certain recorded content
2 from the content server.

19. A method as recited in Claim 18, wherein the content server encrypts a recording key
2 used to encrypt the requested recorded content using the strong key, and wherein the content

server sends the encrypted recording key and the requested recorded content to the client.

20. A method as recited in Claim 19, wherein the client decrypts the recording key using
the strong key and stores the recording key, wherein the client writes the requested recorded

content directly to its storage device without decoding it, and wherein when the client plays

I S O I

back the recorded content, it decodes the content on the fly using the recording key.
1 21.  Anapparatus for securely transferring multimedia content within a network,
2  comprising:

3 a main server;
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6 wherein a user selects a set of clients fromthe database that he
wants to share or 7 transfer nedia between; 8 wherein the main
server creates a digital certificate that identifies the set of
clients; 9 and 10 wherein the digital certificate includes each
client's serial nunber and its 11 correspondi ng public encryption
key. 1 22. An apparatus as recited in Caim21l, wherein the user
assi gns a4 nane t 0a @atsabest the AaBNdrveh@htiontaind Gegitded &lltat syblgisUsEr has
assigned to the client is inserted into the certificate. 1 23. An
apparatusd as recited ignrépandm@itformhgongi n an expiration date is

i ncl uded én the 2 certificate. 1 24. An apparatus as recited in

d ai m 21,5 f ur t her VRSHB A VST Eglectaa bt ghdiepts rogitha daabase thathe Wity oshere op
each cli ept listed in thgfecer .i]f%i cate. 1 25. An apparatus as recited

in Caim?24, wherein &8 griIP%la ‘?t‘é’?l%]ture identifying the 2 main

server isgincl Ud%&&n%@nﬁﬁ&éﬁéﬂc&%{egaidigistgl(bertﬁ@at@ﬂﬂ dhttfes AR egcﬁicﬁi&gs;

in Caim25, wherein each client verit the certiticate by %
validatimg the digitalangi gnature in the certificate. 1 27. An
apparatus as recited in Caim?2l1l, wherein a client finds its peers
listed i HWthe 2 vwhereinfliehgital cettift8te inghudep pahaties's agial mohberdnd its Cl ai m
21, Wneriai n the client systepns are digital video 2 recorders (DVR).
-44 1 2911 An appar at u$OESPPRURE BRLE BICEYPEPRKS | wherein the user
designates a content server 2 fromanong the clients listed in the

ifi f |t ' d 3 wh ' he ..
Cont ont - der vy calyterekeBas P Ity EEQIPRlo o ol Sl ient

type of dat sand4vhsesivte name that the user has assigned to the client is inserted into the certificate.

1 23.  Anapparatus as recited in Claim 21, wherein an expiration date is included in the
2 certificate.

1 24 An apparatus as recited in Claim 21, further comprising:

2 means for sending the certificate to each client listed in the certificate.

1 25, Anapparatus as recited in Claim 24, wherein a digital signature identifying the

2  main server is included in the certificate.

26. An apparatus as recited in Claim 25, wherein each client verifies the certificate by
2 validating the digital signature in the certificate.

1 27.  Anapparatus as recited in Claim 21, wherein a client finds its peers listed in the
2 cettificate.

1 28. Anapparatus as recited in Claim 21, wherein the client systems are digital video
2 recorders (DVR).
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1 30. An apparatus as recited in Caim?29, wherein the content server
creates a strongly 2 encrypted connection with a client by creating
a random strong key, wherein the content 3 server encrypts the strong
key using the client's public key fromthe certificate, and wherein
4 the content server sends the encrypted strong key to the client. 1
31. An apparatus as recited in Claim30, wherein the client decrypts
the strong key using 2 its private key, and wherein the strong key
i s used to encry t communi cati ons between the 3 content server and
the clienk 2£ﬂ ampaeadpae sctied indlaimcl by wherein toy wendainatahe eaitent serecr

client reg Ueﬁéﬁ Bk M L1ERS ALEEH th@ce?t‘?ﬁhraf%% a 628 4HRuIARRES @Bntélﬁréﬁﬁr

1 33. An apparatus_as recited in Caim3 wherein the content server
encrypts 3 rwWeeewthyconteng ssvey sarbe P %m%yld@qf@cqr@@{ﬁgﬁf"écpm@@megfdata
content usi ngridpe strong key, and wherein the 3 content server sends
the encrypted recording key and the requested recorded content to the
4 client. 1 34. An apparatus as recited in Caim 33, V\/nerein t he

client decrypts,the recording key .2 n e stron and stores
the rec oel k89, ap%%tf’%?sﬁe?%g 1’?:1% aéﬂlzbl l?e?eé%g?l’i%ntf:@& E‘i gptesp strongly
recor ded 2c ondnenptedi di)ﬁltiﬁch(yn With b blsensb}@éragﬁg deeﬂdaﬁ s%ﬁ@l@dyt wﬁ@@@dhé@mtehn
and wherein when the, 4 clie ent

ecodes the EhIt gipomse REvneigy Furge Fts abfe brgom Siacey hesieabd Wgein
appar at ust asthe emittrederiver sGhdzithe aﬂ:rypfddl‘sﬁ’h%‘kd}‘{mklcﬁeﬂlg 2 a content

server; and -45 3 wherein the content server contains a plurality of
mul timedia content, 1 36. An apparatus as recited in C aim 35,

wher ei n the ﬁonm%gasmgm&feﬁ%emfo,m&pﬁg&%ecﬁ FAGLYRL B connestlion

with a cllent b ating a random sfron ere
server eﬁcrwﬁmﬂvmﬁéqgwndM@aheyhmgwngkﬁh@uﬁﬁﬂ@ﬁﬂ#ﬂﬁpmbhmumﬁ&msbﬂnamnhe

certificate, ,and: WARE Bldthe client.

1 32. An apparatus as recited in Claim 31, wherein the client requests certain recorded

2 content from the content server.

33. An apparatus as recited in Claim 32, wherein the content server encrypts a recording
key used to encrypt the requested recorded content using the strong key, and wherein the
content server sends the encrypted recording key and the requested recorded content to the

[ 'S T W R

client.

34. An apparatus as recited in Claim 33, wherein the client decrypts the recording key
using the strong key and stores the recording key, wherein the client writes the requested
recorded content directly to its storage device without decoding it, and wherein when the

client plays back the recorded content, it decodes the content on the fly using the recording

M P W LD e

key.

1 35. Anapparatus as recited in Claim 21, further comprising:

2 a content server; and
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4 the content server sends the encrypted strong key to the client. 1
37. An apparatus as recited in Claim36, wherein the client decrypts
the strong key using 2 its private key, and wherein the strong key
is used to encrypt comruni cations between the 3 content server and
the client. 1 38. An apparatus as recited in Caim37, wherein the
client requests certain recorded 2 content fromthe content server.
1 39. An appar at ushasinthedonedt seveCtaitamS8plumhgrofimultithelicconteant ser ver
encrypts a recording 2 key used to encrypt the requested recorded

cont ent u5|ng the strong key, and wherein the 3 content server sends
the encrybt edor ectt eHPAEUESY Teeied indfelainpdl sdhersin the coned gerenmrestes asyongls

4 client.21 &Ryl @Qﬁéduéﬁ uﬁm%héxﬁggh%ﬂmgm&mﬂ@u%ﬁg k&b%@feﬁl twsomem
client decrypts the recordin usi ng the strong key and stores

the recordi n@e%fncwféﬂﬁsﬁoﬁﬁéﬂyﬁs%ﬁhe %eﬂttsé’é‘blﬂ%Yr%%tC@@ﬁcge and wherein
recorded gontierbnteht sefkl enlPthk bfcriftQf O8g HeMb @I Mefthout decoding it,

and wherein when the 4 client plays bac% the recorded content, it
decodes the content on the fly using the recording 5 key. -46 1 41.

A conput ey - dab) e um carr nor e nces of .
fstrict i bnsSFor B adEarEry erainR bR hef e CORpREe wionskey wing
net wor K, Meﬁ@pma@@d@u&ﬁd@ﬁhe@ém tHestrontke®tis usdd dneryBEEIMEAGESatiohs between the
instructiins q¥ one or processors causes the one or nore
processors G PRSP glgteps of 5 6 providing a database on a
mai n server that contains registered client systens and 7
corresponding information; 8 wherein a user selects a set of clients
from t he Hat abase\nt dpprrahe apvemits! in €Clamad7ewbereindhe diznist@restyeeian recorded

between; »  content from the content server.

39.  An apparatus as recited in Claim 38, wherein the content server encrypts a recording
key used to encrypt the requested recorded content using the strong key, and wherein the

content server sends the encrypted recording key and the requested recorded content to the

B N =

client.

40.  An apparatus as recited in Claim 39, wherein the client decrypts the recording key
using the strong key and stores the recording key, wherein the client writes the requested
recorded content directly to its storage device without decoding it, and wherein when the

client plays back the recorded content, it decodes the content on the fly using the recording

th b W D =

key.
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10 wherein the main server creates a digital certificate that
identifies the set of clients; 11 and 12 wherein the digital
certificate includes each client's serial nunber and its 13
correspondi ng public encryption key. 1 42. A nethod as recited in
Claim4l, wherein the user assigns a nane to a client, and 2 wherein
the nane that the user has assigned to the client is inserted into
the certificate. 1 43. A nmethod as recited in Caim4l, wherein an
expiratioh date iAComRIgdeulabls mefam engigong peapes seauenges olinsavdiions fos
recited in Ciin¥lytdans eﬁﬂghﬁﬁltlﬁ@ﬂfﬁ)ﬁérﬁéﬂ%&ﬂl‘% ok herdn %ﬁé&qh&goiitﬂfﬁong or

certificate to each client listed in the certificate.

as recited iPotSsEAyanacs of {HsEriops by iegr Mare RPeARIs Aarses dherfhE PYADALE IMPRSSSOrS
main 2 wrvgrpeﬁgnﬁﬂﬁlstéggglfln the certificate. 1 46. A nmethod as
recited in C aim45, wherein each client verifies the certificate by

2 valldaténg the digital signature in the certificate. -47 1 47. A

net hod as reC|ted in Caim4l, wherein a client finds |ts peers

listed ingthe Sx%fné a Gaafase %gﬁ%‘ia%ﬂge%} El%gco?l sefg%ét d ch?ng@ﬁ;e%s%}ld

wherein the clle ens are ers

49. A net’hod as reci thn-b Oﬂa@%ﬁf(ﬂﬁqmdﬂler ein the user designates a
content server from 2 amdbng the clienfs listed in the certificate as

a source ®f nultiwsdeinacsmteadts a sahdf dieets diom thé datalBisethat Ientarseio \tBdre 68N
be a PC, digital video recorder (DVR), or other type of data server.
1 50. A n&thod as recﬁltﬁéﬁeﬁlﬁe@‘aqfwwmg wherein the content server

creates strong ted connecti,on i ent . by creat ng a

random s ong keQ}{h W%Bﬁ?@ﬁ?d@@é‘ﬁ;@a@ﬁ@f éﬁb I‘;}?Sﬁ? SHERLS:

key using the client’ scm@ubl ic key fromthe certifi cate and wherein
12 wherein the digital certificate includes each client's serial number and its

13 corresponding public encryption key.

1 42 A method as recited in Claim 41, wherein the user assigns a name to a client, and
2 wherein the name that the user has assigned to the client is inserted into the certificate.

43. A method as recited in Claim 41, wherein an expiration date is included in the
2 certificate.

1 44 Amethod as recited in Claim 41, further comprising the step of:

2 sending the certificate to each client listed in the certificate.

1 45, Amethod as recited in Claim 44, wherein a digital signature identifying the main

2 serveris included in the certificate,

1 46. A method as recited in Claim 45, wherein each client verifies the certificate by
2 validating the digital signature in the certificate.
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4 the content server sends the encrypted strong key to the client. 1
51. A nethod as recited in Caimb50, wherein the client decrypts the
strong key using its 2 private key, and wherein the strong key is
used to encrypt conmunications between the 3 content server and the
client. 1 52. A nethod as recited in Caimb51, wherein the client
requests certain recorded content 2 fromthe content server. 1 53. A
nethod as recited in Claimb52, wherein the content server encrypts a
recordi ng ke 2 use&ﬁto encrypt the re%uested recorded content using
the stron Aheretind earestedia Cam Untvhersingsligat finds i gesrn istethisy ot ed
recordingzke&mﬂmmdhe requested recorded content to the client. 1 54.
A nethod as recited in Caim53, wherein the client decrypts the
recording key using 2 the strong key and stores t he recording key,

wherein t ie t. rec d 3 conte ctI
HoCT s stbradt aevreLeh At i EEAIE R et e timerusine e Bieehaden
client playsrecdkdba¢RVRIre recorded content, it decodes the content on

the fly using the recording key. -48 1 55. A method as recited in
Claim41, further conprising the steps of 2 providing a content

d 2 wh | |
il 1 red oot ey Tetod MeGRELP L 3 \Ble SO MDY AeMldlaBobih Byer fom
t he cont eéht eenzdhe icotstlisied in the eashifigate 2 asnmrpe/qn‘.hmdumem eattérgyandiviherein the
client by creatd g fr cﬁpgé)e['}’étcﬁ 1:(‘1@6' recéﬁdagf E)él%?%% %%?%% ST

encrypts the strong key using t I ent ublg
certificate, and wherein 4 t he content server sends the encrypted
strong key to the client. 57. A.nmethod as recited in C aimb56,

wherein the Wi eft™ %Wﬁgﬂﬁéﬁ%cﬁm&ﬁgww?nw Gogtent servep cisatey a steonely

and wher & n dndf pediconteckeywith a Us@Eby &e@:ﬂ%ra}i‘ﬁﬁdoﬁmg keAkineRn MELMRER
the 3 content server @d the client

as recited in
i B wiRePEr erss BF sEohe Ko bR e CHOY s BITCKER §Padhe TR, and wherein

4 the content server sends the encrypted strong key to the client.

51. A method as recited in Claim 50, wherein the client decrypts the strong key using its
private key, and wherein the strong key is used to encrypt communications between the

content server and the client.

1 52. A method as recited in Claim 51, wherein the client requests certain recorded content
2 from the content server.

53. A method as recited in Claim 52, wherein the content server encrypts a recording key
used to encrypt the requested recorded content using the strong key, and wherein the content

3 server sends the encrypted recording key and the requested recorded content to the client.

54. A method as recited in Claim 53, wherein the client decrypts the recording key using
the strong key and stores the recording key, wherein the client writes the requested recorded

content directly to its storage device without decoding it, and wherein when the client plays
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back the recorded content, it decodes the content on the fly using the recording key.
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2 fromthe content server. 1 59. A nethod as recited in C ai m 58,
wherein the content server encrypts a recording key 2 used to
encrypt the requested recorded content using the strong key, and
wherein the content 3 server sends the encrypted recordi ng key and
the requested recorded content to the client. 1 60. A nethod as
recited in Claimb59, wherein the client decrypts the recording key
using 2 the strong key and stores the recordi ng key, wherein the

client wyit th e 3.content.diyrectly.to its

st orage &evﬁ%é wﬁ@%@%#ﬁﬁgggﬁéﬁgﬂ? : agﬁﬂ&%g¥@$ﬁnﬁﬁ%ﬂ§?ﬁéfclient pl ays
4 back the recorded content, it decodes the content on the fly using
t he recofldi ng keyrovidimg a content server; and

3 wherein the content server contains a plurality of multimedia content.

1 56. Amethod as recited in Claim 55, wherein the content server creates a strongly

2  encrypted connection with a client by creating a random strong key, wherein the content

3 server encrypts the strong key using the client's public key from the certificate, and wherein
4  the content server sends the encrypted strong key to the client.

57. A method as recited in Claim 56, wherein the client decrypts the strong key using its
private key, and wherein the strong key is used to encrypt communications between the

3  content server and the client.

1 58  Amethod as recited in Claim 57, wherein the client requests certain recorded content

2 {rom the content server.

1 59. A method as recited in Claim 58, wherein the content server encrypts a recording key
used to encrypt the requested recorded content using the strong key, and wherein the content

3 server sends the encrypted recording key and the requested recorded content to the client.

60. A method as recited in Claim 59, wherein the client decrypts the recording key using
the strong key and stores the recording key, wherein the client writes the requested recorded

content directly to its storage device without decoding it, and wherein when the client plays
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back the recorded content, it decodes the content on the fly using the recording key.
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