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WO 2008/ 068039 PCT/ EP2007/010746 1 5 Method and
Apparatus for Detecting the |IP Address of a Conputer,
woan/egn39cat i on | nformati on Associ at ed t her ewPCIVEPR@®7/010746
invention relates to a nethod for operating a conputer
network, a conputer 10 network, and an apparatus for
use in the network. In particular, the invention re-
|ates to a nethod and an apparatus for detecting an
address, in particular, an P address of a conputer
in a conputer network, and/or country / |ocation
informa- tion associated with the conputer and/or the
| P address. 15 The Internet is a worldw de, publicly
accessi bl e network of interconnected com puters /
conputer networks that transmt data by packet
switching using the Transm ssion Control Protocol
Meiﬂé‘ﬂ’)ancﬂAﬂphPﬁlubﬁbﬂD&tbcﬁngtthedP AddvessTobalGompuder, and Lo-

b k
o e Soen o B beRash Bt peiea iR *'

busi ness, and gover nnment networ ks, which together
carry various information and services, such as
electronic mail, online chat, file transfer and

el Ehg St Ba8S R e SrerL LS O BeP R G blimputer
netwAC BAIPHS a Pbﬁ?athgtféf 08é ih 3hé redvodd Ih eedriiculanfthe invention re-

I Nt érconnec conmput er networks / computers, |linked
Jatebytoca pthodvandsan appa@rtus,@r detegtingan @ﬁiqir@pgsg\ partucular an IP

connegti ons, .etc t he Ll e [ Iy 1 -
addfFo4 o 8rcRBRIEL (2 SR SRR REfor Bolnf A nforma
tlonl Ad¥6RHtEY WithRBE dorlsutandndick she (Riaidticess. Resour ce

Locators). The World Wde Wb is accessible via the

Internet 30 An Intranet can be understood as a

o, PO 5 U i €SS g ot o

put&BNK,cofiputas WHelWosksC tiat uranymltedata vo ameaftowmm using the
PCT/ EP2007/ 010746 2 An ntranet iS a 2_.; iﬁg}ﬂputer
Tranemigsion CaatrolReatosel(d Gy apd &g itegnetdrofpaol(

The Internet can be seen as a “network of networks” that consists of millions of
smaller domestic, academic, business, and government networks, which together
carry various information and services, such as electronic mail, online chat, file
transfer, and interlinked Web pages and other documents of the World Wide Web.

The Internet and the World Wide Web are not synonymous: the Internet is a col-
lection of interconnected computer networks / computers, linked by copper wires,
fiber-optic cables, wireless connections, etc.; the World Wide Web is a collection
of interconnected documents and other resources, linked by hyperlinks and URLs
(Uniform Resource Locators). The World Wide Web is accessible via the Internet.

An Intranet can be understood as a “private version of the Internet’, or as a ver-

sion of the Internet confined to an organization, e.g., a bank, an insurance com-

pany, etc.
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TCP/ 1P, network connectivity, and possibly the public

t el ecomuni cati on system to securely share part of an
woapgansmsat i on's information with its enpl oyeePCTEP3WTO10746

web based applications, stored in a respective web

application server, re- quirg information regarding

the country / location fromwhere a user - e.g. via a

web client - accesses a-respective application. 10

When the application is deployed within an Intranet,

for this purpose, a table or

An dBtaneliRch T S cOmRTICLB8 eprkeliat Bes dateradt PrtodSis, such as
0
TCﬁﬁF” ﬂe{f\@&l &?r‘rHOCECtMt¥ %r&% %&@Eibgg Héf{‘??b{@ié{l@%b??edrﬁéﬁt% system
to suweelyematdﬂ partedf amprp‘gaomahon sspformationvéth ity emplpyeasut
any internediate 15 HTTP proxy server - via a
respective web client, the I P address of the web
Soﬁ\b' Wwab ba(s%ﬁ%ﬁkﬁi%‘éﬁon@ystbﬁéﬁ M atrespbemlewebadislicatibs Gerver, re-
he respective country / location in- formation) can
qummfbgmatwmee@rdingeme countnyi & lecation fro@ whekne' userp- e.g. via a

ress._corre not e- address" of the
wepg ?)'etct??f:@s?%?’lal'%gegﬁweec?é@wat'g however, the user
accesses the web application via one or several
internmedi ate HTTP proxy servers, the_ |P address

Whﬁﬁéh@ﬁp@ﬂp&t&ﬂ;§ drployed withvan Intganetfor this purpose :; table or list
or fﬂ%\%ﬁgﬁfjge t%%éd ‘_ﬁlfpswﬁ foleéé’&fWeY)ecI|£ﬁﬂ p Ed&%%@%&'a%@.gcltaged coun-

Servers can conf

try Ehocation ir’ﬂferrﬁémrd 1 @lol‘éHT Pcheanatee) locktidn rlom(uﬂ:elvdibl'ﬂ.’ib
with the client's | P address. Mre precisely, the HITP

proxy servers may be con 25 figured such that the

If tr{i1 a %‘%oc?%]s cﬁé;uc r%ﬁggcgﬁéé e’r{% cﬂgggz: Without an ny int intermediate

receive
HTTRerorp sepydri-cvdh isorespecties weboelienptheoli? 9ddms|srofstbet\Meb client

(ol B0t U T8I 50 160 oSt e geaton i

for%ﬁti@r@e%&?%%l%n Phbeabbtepiniifdad: IHﬁFPs Eéé’éﬁh‘é%ﬂé@ﬂ% Ibebﬁﬁﬁées corre-

Ication server, and the cl |ent as wel
spoBdsith¢he [ neemtesadd?easj didbe resueclivesT OBABI®Nnection.
PCT/ EP2007/ 010746 3

If, however, the user accesses the web application via one or several intermediate
HTTP proxy servers, the IP address of the client does not correspond to the “re-
mote-address” of the respective TCP/IP connection. However, the HTTP proxy
servers can be configured to extend the standard HTTP header “X-forwarded-For”
with the client’s IP address. More precisely, the HTTP proxy servers may be con-
figured such that the respective “X-forwarded-For® HTTP header is
added/modified such that the HTTP header received at the web application server
does not only comprise the IP address of the HTTP proxy server (directly) con-
nected with the web application server, but aiso the IP addresses of all other
HTTP proxy servers between the web application server, and the client, as well as

the client's IP address.
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Hence, if an Intranet only conprises HTTP proxy

servers configured as said above, again, by use of
WOp®/g#89%e "country / | ocation | ookup table", PCI/EP2007/010746

information regarding the country / location from

where a user accesses a resp8ctive web ap- plication

can be detected (by first detecting the client's IP

address - as explained 5 above - and then using the
Hefloquifitary Ihtranetionbn congkispst HETE" praxyd seavars eonfiguced as said

country / Iocati i s_assqci at.ed t he e Lve .
abap, e sRy Uerobiiesaedvs o duRhf locption BakEp Hable/. Riomation

regh 'ﬁ?rt‘ﬁé cﬁﬁgﬂ'g d&dion ffom v(/ﬂ_ér%né Bekt abdofes SSRSIPective web ap-

ts predeCessor, SSL (Secure Sockets Layer)
phcptloncuamﬂ e meglﬂte@éby ficst ksdectinpLtbel clgdit' sdPeaddress — as explamed

oS B B R o 2o R Vol 3 Hermine wich

COURRNASBESIRIN [RassorMEEd Wit thBRESpEetiVielPdgddress it C.
However, if an HTTP connecti onpigési est abl i shed usi ng

TLS / SSL respective HITP 15 proxy servers between a

To Sl 4 Byl PRI GRL L hustd SinfIERe, JE4 pppoon Laver
Sedlmtyé?eaﬁdtltsé p@éde&m‘ssaﬂdsshe(SB%UV@rSocketstydr)ng'oltﬂ'éﬂ’s might be
s - is encr

usedh JLﬁTfr$S'—p$r@>m§é%t&g?@C%ggtotﬂg%g’fa%ﬁ@w%t b Pefp" Applications

o GEHEHAEHE Y PRI SRR iR iadage oron,

etc.Ther ef ore, the vveb applica- tion server cannot det ect
the client's I P address, and thus cannot determ ne the
country / location associated with the respective IP

Hoﬁgﬁrsz.sarg%‘lﬁc@ﬁnééﬁ%n i§ %'éfébh%%d /uskr&P?LSQ'SElS@qJé@Bectlve HTTP

these or other reasons, there is a need
proxyseivees bebseen aiclieehandma wabcampdca@on senver éabodt adeor modify

T gL SR8 o Rk ST BB el B server

~ incRidind W'ﬁvfﬁebabrsdews eRicAfptédcan® tiérefore! RANRITABIB DY the HTTP
access to a second de- vice of the netvvork

proxy servers.

Hence, the HTTP proxy servers cannot extend the HTTP header “X-forwarded-
For’ with the client’s IP address, as explained above. Therefore, the web applica-
tion server cannot detect the client's IP address, and thus cannot determine the

country / location  associated with the respective IP address by use of the “coun-

try / location lookup table”.
For these or other reasons, there is a need for the present invention.

According to an embodiment of the invention, there is provided a method for op-

erating a computer network, comprising the steps:
(a) from a first device of the network, requesting access to a second de-

vice of the network;
(b)  redirecting the request to a third device of the network;
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(b) redirecting the request to a third device of the
net wor k; WD 2008/ 068039 PCT/ EP2007/ 010746 4 (c)
WOQeq8&w813Ag | ocati on i nformati on associ at ed w PRT{HER2007/010746
first device by use of the third device; (d)
redirecting the request to t#e second device. 5
According to a further enbodi nent of the invention, a
computer network com prises: at |least a first,
seqend, dwtdctiny lodatiemiisformatien @issotibtedswithrthe dirst device by use
adapted to, redirect an access request of the first
devifdBe third HeVICRi r d device for de- tecting |ocation
i nfQx mat fjﬁfgo 'earte‘%ﬂl t i e do ice. 10
Adv(g?wt agrggﬁg Y, {?Le acg\éggdqtr equegnag(%‘e\?ﬁéé first device
is a secure Internet / Intra- net connection request,
ang. the redi rected request is a.normal, un-secure
Acqorﬁg'é‘ﬂn@t R redﬂg?g' e flt 'r}véa’aﬁgg't a i%mEHt{{rh%?t,work com-
priggdvant ageously, the third device detects the location
information by de- tecting the IP address of the first =
de\atcleasirav first.agecenrd.yand Hbird ndeviceiewhetein rthgs fpeand levice is

acHfAS 54 Pkl By e BE B B fra il ST A Btace for -
tecti®) RN iIMBratia aesodiafed wiah ittea fikst devizesni tted by
use of URL encoding. Further features and advant ages

of the present invention will becone apparent from

Ad\}ré‘g\gaeéévlén{s@y}'irtﬂg Aiebal 'r?@ut?ﬁgﬁrthgtﬁir&rhévzicé [3€2 ISBYERAS I miet / Intra-

e
eference acconpanyi ng draw ngs.

net thanactimnreuesticant! the reglireated requiestisda normabwirdsecure Internet
further understanding of the present invention and

! Intgaret GrResHPRIedMest: and constitute a part of this
specifi- cation. The drawings illustrate enbodi nents
of the present invention and together

Further, advantageously, the third device detects the location information by de-

tecting the [P address of the first device.

Advantageously, the third device transmits the detected location information by
again redirecting the access request. Particularly advantageously, the detected

location information is transmitted by use of URL encoding.

Further features and advantages of the present invention will become apparent
from the following detailed description of the invention made with reference to the

accompanying drawings.

The accompanying drawings are included to provide a further understanding of
the present invention and are incorporated in and constitute a part of this specifi-
cation. The drawings illustrate embodiments of the present invention and together
with the description serve to explain the principles of the invention. Other em-
bodiments of the present invention and many of the intended advantages of the
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30 wth the description serve to explain the
principles of the invention. G her em bodi nents of
woehs/qessgent i nventi on and many of the intend®dT/EP2007/010746
advant ages of the WD 2008/ 068039 PCT/ EP2007/ 010746 5
present invention will be readily appreciated as they
becone better understood by reference to the
followi ng detail ed description. Figure 1 schematically
presentavéRidtowa AR Rprédialddf AaHlY erEPhé BBtiBY Bh@ststood by
ac- 5 cording to an éenbodi nent of the invention.
refafence to thesfollewing dethilgd idesodptiant.es an exanpl e of a
country / location |lookup table that mght be used in
the Intranet conputer systemshown in Figure 1. 10
Figlniet s6hematbayallistratey d $éctiin Gipsintiehbodompelsr system ac-
according to an enbodi - nent of the invention to
cordiggde tan enabodimand o 4lae giventioni ent, and the country /
| oca- tion' associated with the respective |IP address.
Figure 4 schematically illustrates the interaction of
Figerend soleerhaticdllytifestiates ameexarplecafrapcs atnsyistations laniup table
in Figure 1 to performthe nethod steps accardi ngI to
thai might eddnthe AntraRet GRrapwtes SYSIEM WA i FgH R -
Det ai |l ed Description, reference is nade to the
acconpanyi ng 20 draw ngs, which forma part hereof,
Figured3 scherhatidallysiisstates impetivagt stepsd Usest actdrding topare efribodi-
embodi nent s, i i C he i nventio be practiced.
merfohige fryeriontR eied e §P kot s ChuboaniLat coRayy hioce
tion!! 'tahgﬁtfqgt NRits e FddpetiveIP tidasésschanges  may be made

eparting fromthe scope of the present
i nvention. The fol- |ow ng detail ed description,

. therefore,.ig not tq be taken in aclimt¢ti

Fiodss 4 epaealyis e dae MCTRBRRS ShTRoaErs RERRyyTaRet

conipifePdRERhowrRiNBigule 9u4beHormhBBRhe®Ul Ysteps according to
I'TTustrates a section of an Intranet conputer system1

the gmbasiimentef the iaverdiesuodi nent of the invention. The
system | conprises a plurality of 30 conputers (or,
nore general ly speaking, electronic devices) - e.g.
respective PCs (personal conputers) 2, work station

conputers, server conputers 3, 4, 5, etc. .
In the following Detailed Description, reference is made to the accompanying

drawings, which form a part hereof, and in which is shown by way of illustration
specific embodiments in which the invention may be practiced. It is to be under-
stood that other embodiments may be utilized and structural or other changes
may be made without departing from the scope of the present invention. The fol-
lowing detailed description, therefore, is not to be taken in a limiting sense, and

the scope of the present invention is defined by the appended claims.

Figure 1 schematically illustrates a section of an Intranet computer system 1 ac-
cording to an embodiment of the invention. The system 1 comprises a plurality of
computers (or, more generally speaking, electronic devices) — e.g. respective PCs
(personal computers) 2, work station computers, server computers 3, 4, 5, etc.
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WO 2008/ 068039 PCT/ EP2007/ 010746 6 Between the
conputers 2, 3, 4, 5 data m ght be exchanged using the
WOPNEs/s8i38- sion Control Protocol (TCP), and tRET/EP2007/010746
Internet Protocol (IP). The Intranet conputer system1
shown in Figure 1 can be undgrstood as a "pri- 5 vate

version of the Internet”, or as a version of the
Internet confined to an organi- zation, e.g., a bank,

Be%énnﬁ%r&?ﬁﬁut@mawzt & GataTﬁﬁgHtFBé @R@ﬁar&‘gvmuémg the Transmis-
system 1l - here: a bank - 3%‘ be used to securely
0

swrsﬁ‘awrérqbﬁ’mtocol (e ) engdbeilvternetfintoed (IH): s
information with its enployees. 10 To the Intranet
comput er system 1, hundreds or thousands of conputers

The?lnt%ne‘t coputegbystem doshaeh @l Figire TeapWeundérstaod 4s a “pri-
ht be located at a plurality of different

vate (y@gﬁg%p@,@g the Internedl; arrasesd vergian aidhe hiemet conf ned to an organi-
zati%ﬂ%ecfa%bgﬂﬁ ran @?&é@c&n@%ﬁge&k' ve web application

above s conputer 4), require
i nformati on regardi ng the country | ocation from

Thq\mﬁcgrtﬁ? %ﬁﬁ@ gg%ﬁg%ﬁi 1a ' es S‘) S@r?]g n{'rgqaﬁ ' T %éadt%oéecurely
sha@@ %?ﬁ' cg theredpective rd?@ﬁﬁ' §aﬁ$n siRRAGLON VihOPEPIcyeds.

t he 'associ aled country / location |nforrmt| on
is stored ("country / location |ookup table" 7, see

To (nefficingl comanis 8o PP bt P lBE L LomPUESZ 5. 4,5
m,gﬁeggr@hﬁgcﬁﬂ respective dots. As is further shown in
Figure 2, the country / location | ookup table 7 might

com prise two - or nore - groups of data fields: A

e bopyBbEL2, 8L e S CheSa 0t By o HmtRpB Uyt fpoatons

countrfeyIpri sed in the above Intranet conputer systeml1

(here: of clients A, B, C, D of the conputer sys-
Some web based applications, stored in a respective web application server (e.g.,
the above server computer 4), require information regarding the country / location

from where a user accesses a respective application.

For this purpose, a table or list or file might be used, wherein for IP addresses of
respective computers 2, 3, 4, 5, the associated country / location information is

stored (“country / location lookup table” 7, see Figure 2).

As is shown in Figure 2, each IP address e.g. might comprise four groups of num-

bers, separated by respective dots.

As is further shown in Figure 2, the country / location lookup table 7 might com-
prise two — or more — groups of data fields: A first group of data fields 6a, 6b, 6c,
6d for storing respective IP addresses of computers 2, 3, 4, 5 comprised in the
above Intranet computer system 1 (here: of clients A, B, C, D of the computer sys-
tem, etc.), and a second group of data fields 8a, 8b, 8c, 8d for storing information
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tem etc.), and a second group of data fields 8a, 8b,
8c, 8d for storing informati on WO 2008/ 068039
WORWR/GRBOO7/ 010746 7 regarding country / | oc&CiIramr2007/010746
information - e.g., respective country codes - associ -
ated with the respective |IP dddresses (and hence, the
respective clients A, B, C, D). / 5 For instance,
according to the specific exanple shown in Figure 2, )
regahding wonitry /llocatidroinforoudtign +abg e réspediveatosmtiyreades - associ-

first client A with | P add "163.52.128. 72" .]
et 85 bt eiSed s B Bon AR Boedil it ..
D).2 second client Bwith the | P address "175. 63. 228. 79"

is located in Spain (here: country code "ES'), that a
third client Cis located in the USA (here: country

code " US" 0 and t f cly . D
ror RGeS abpard AL ool SHbie Y rPRigLrbE e bounty
loc&sie, 108RYp Stablerbt eingratedritbht defirgs atient NA palthi thd dP, address
or exanple, the 2-digit country code accordin

168383, 33602" & locates! inmevieariand Msbapmmneeun GHY. ihat a second
o R 715l s net BTG 3 9087 (g coun

codeatit $”)7that .aothiddnéliented iiooated gatht USA (leereacbantry code “US”),
rovince /[ state ./ city where a respective client i,8, .
and thakedaurthalient Dde locain Ji SuitgErANe Eherer Pouptry ode "CH').
enbodi nent of the invention, for each and every

conmputer 2, 3, 4 of the Intranet conputer Séztem 1,
As thentrgspde} anyg sufabledcastes migitdbe lusedsipoparticulagdfor example, the

country / location. inf i is stored in the table
2-digit gqy Wf?ﬂq%w%?cqrg'é‘gtqeﬁ%gﬁ é@gg'uet@nbodi ment, for the
conmputers 2 of a first group of the 25 conmputers of

the Intranet conputer system1, the respective IP '
Insteadr efsthes abavel couhtry defootriativad(and(ntt inyadditier dbereto), respective

[[nformation is stored.in the.table (. r .
(rorbibef IRt e tig AS SR Fithe, BRIES T [tbrmation re-
gardipgr 8rsSeantehe/ Esavmideor gthtel Nciy WHed | £ rdsedtive - dient he located,

| P"addresses, but not the associated country /

etc| etati on

According to a first embodiment of the invention, for each and every computer 2,
3, 4 of the Intranet computer system 1, the respective IP address, and the associ-

ated country / location information is stored in the table 7.

In a further — alternative — embodiment, for the computers 2 of a first group of the
computers of the Intranet computer system 1, the respective IP addresses, and
the associated country / location information is stored in the table 7. However,
for the computers of a second group, the respective IP addresses are not stored
in the table 7 (or e.g. the IP addresses, but not the associated country / location

information, etc.).

If a user accesses the web application stored in the server computer 4 directly —
without any intermediate HTTP proxy server - via a respective web client (here:
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information, etc.). 30 If a user accesses the web

application stored in the server conputer 4 directly -
WORPYSG8A39any i ntermedi ate HTTP proxy server - PGL&P2007/010746

respective web client (here: WO 2008/ 068039

PCT/ EP2007/ 010746 8 the cli8&nt conputer 2), the IP

address of the web client can easily be determ ned:

In this case, the client's I P address corresponds to )
thetdlient cempiuterail thes P adfiresseof thesweb cliget qarpeasily be determined:

in Lg\% Eggél ﬁ{qugl?ed@%f,@; a@ﬁ‘@a@?gﬂrﬁf@%ﬁ% @nhmeggﬂfgrggtlefaéfﬁ%ss” of the

res?e?ﬁ@’mcmlf&&#ﬂéétigni s used to determ ne which country
ocation is associ- ated wth the respective IP

address. As is further shown in Figure 1, the Intranet

t t 1 ' T .
nGRRhS aeaks e ghbits O IGHER: g BopR el [Bpgton ookur
table” r7e¥Rb WA irlfFigf_ﬁbCZ is Usdito détensirm whiohdeaetryof location is associ-

t housands of TP proxy servers 11 a, 11 b, 11 c, tens

ated withthediesgectiye thaddmsss of router conputers 12,
firewalls 13, etc., i.e., respective "network
infrastructure” 100 (see also Figure 3)). 15 If - as

As iss furtresnshowrriig Figure 1, theelntsamet aoogsdes systenwdbalso comprises

sev%?ﬁb%ﬁ&ﬁrg&?tsghge%ﬁg@éqﬁ#;ﬁ é,\r/re \ Crg r{ljtgﬁtger%1 ﬂélr @ge‘%{]ﬁg 13, etc.
(e.dTTtHRSSrHINREEY BF tholsafds bF HFTP bréy sémerd PIA&GHNESSIc, tens or
f tnh spond to the

e client does not corre- sp _ _
huridreds be-thddsarsis’ obfoutbe comppitarsi 12; firewall® 18oeteci.eorrespective

.. 20 However, all the (tens hu eds or thousands)
nebﬂwm%ﬁ@%w%%é@ (f%eeg’r'sq%ggﬂre%%c in the Intranet
conmputer system 1l shown in Figure 1 are configured to

extend the "X-forwarded-For" HITP header with the
If —csi israHosvl in Bigtire ds- thetuser@oseisses the web appiiealiersjored on the

sen?%;c\:/cfrrgéﬂé%tf \V,iélc}géj %%é}éé:r Zé? gzcﬁo Qgéﬁ#belﬁlgk}g&ﬁ g&]i/erszawere: the
HT{Nﬂ gﬁ%g%g{)&ér@m oy, hetc) ! e IPHEEBrdRAgRthe et Wisbsahot corre-

plication server does not only conprise the
spond to the “remote-address” of the respective TCP/IP connection.

However, all the (tens or hundreds or thousands) HTTP proxy servers 11a, 11b,
11c in the Intranet computer system 1 shown in Figure 1 are configured to extend
the “X-forwarded-For” HTTP header with the client’s I[P address.

More precisely, the HTTP proxy servers 11a, 11b, 11c are configured such that
the respective “X-forwarded-For” HTTP header is added/modified such that the
HTTP header received at the web application server does not only comprise the
IP address of the HTTP proxy server which in the chain of HTTP proxy servers
between the client and the web application is closest to the web application server
(here: the HTTP proxy server 11c), but also the |P addresses of all other HTTP
proxy servers between the web application server, and the client (here: the HTTP
proxy servers 11a, 11b), as well as the client’s IP address (here: the IP address of

the client computer 2).
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| P address of the HTTP proxy server which in the chain
of HTTP proxy servers between the client and the web
WO G68BPi on is cl osest to the web applicati oRCEEPYHYT/010746
(here: the HITP proxy server 11c), but also the IP
addresses of all other HTTP 80 proxy servers between
the web application server, and the client (here: the
HTTP proxy servers 11 a, 11 b), as well as the
client's IP address (here: the IP address of the
client conputer 2). WO 2008/ 068039 PCT/ EP2_O(?]7/ H__}O?éG f th
Againagiieh haxingefetesiachthejelientscW pddress gierestheplR gdress of the
. : | $ N r .
ol Sbfnudeliz Tf B GE 2o fintty Dop SO F RQKRNBBIE Mows e Figure 2
is Useguoedétermineuwhitht couttyer lncatiomis associated with the respective 1P

| ocation is assocjated with_the respective 5
add{gas 68, the @gt,ec(qqlel dﬁ@%@@fhﬁ S'Eﬁ%é%oé"@ftef hg cli ent
conmputer 2). If a user via a respective web client

(here: the client conputer 2) accesses the web
If aapgdii viat & gaspedtivedwieh clieat {beresithe aahent sompuigr 8 @aceesses the

we ariiealisn s\ G5 8C%el sordBh MR EPALEE s8Top b segyre’ Imtemet
|ntrg§»§pemwé&ioﬁowEbﬁi_chwsera)n@ (rn%tsF@ﬂ, LAee Seatiunity)t/SSD (Secure

nmbodi nent of the invention, the ocedure

| ol - |'ow ng}aér_
Sockeghi ayer)gannestionoaerarding tohan emkadiment pf dhg inueption, the fol-

dth - Ll ' ' '
owfREpistBnflé Mot e apbféElq B8R RIS 1) 5aieRS; and the coun-
try PRRatib® B8 Socided WItR i@ répectite ¢P isgidresnput er 2, 15
requests access to the web application 4a stored in

the server computer 4. For this purpose, the

Fir#g@'gateg%l),’ Ebéy‘gge WIhESFed biilrséoh BhMNZESAYRE Slient computer 2,
reqihééttsm%ddsﬁmgplglenwebrﬁml&gﬁmﬁ@med hg‘ll"tgé&e'r:seremmpater 4. For
a0 S aneae e St IR gy RES i Tocator). e g

signifies that the connection is to be a "secure"

Inter- net / Intranet connection (whilst "http" would

have si gnifi &ottphdmyapp.mycomapanycoirgapp-patié” a nor nal ,

"un-secure" connection). Further,
"myapp. nmyconpany.cont is the web address / URL of the

is ePEEreBNinf IR Wb BrovisethbR8 i§ helickal” dyPineCasdrodedaalss Figure 4,
arrow “A”). Thereby, “https” signifies that the connection is to be a “secure” Inter-
net / Intranet connection (whilst “http” would have signified that the connection is
to be a normal, “un-secure” connection). Further, “myapp.mycompany.com” is the
web address / URL of the server computer 4 on which the web application 4a is
stored, and “app-path/” the name of the path where the web application 4a is

stored on the server computer 4.

As is shown in Figures 3 and 4, the https — request of the user is e.g. intercepted
by a web server 3 located between the client computer 2, and the server com-
puter 4 on which the web application 4a is stored, or a specific program 3 stored

on the server computer 4 (see also Figure 4, arrow “B”, Figure 3, arrow “1.").
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25 stored, and "app-path/" the name of the path where

the web application 4a is stored on the server
WOoRomies®sP 4. As is shown in Figures 3 and 4, PREHERRAOGH10746

- request of the user is e.g. intercepted by a web

server 3 | ocated between thegoclient conputer 2, and

the server com 30 puter 4 on which the web

application 4a is stored, or a specific program3

Thei, & AshuRst th@ BESVRILGRPBRUESS., 4n Gpaehe! modidegstared,on the web
arrow "B", Figure 3, arrow "1."). WO 2008/ 068039

SerpeTT) FePPengoDROtRLds issgetsae Figuredu@stow &Ca- LLS- Pl ugi n

3a, e.g., an apache nodule, stored on the web server

/| server conputer is issued (see Figure 4, arrow "C'").
TheThESLPIGgiPl 8g-nasSwilt besesclibetyén Aativer detdil ibeldw r checks whether

o &g S S e e
alre%é}?eerf?é?e@ﬁﬁn fg%lfg‘tin%?'ro(nﬁ@@ﬁ' FUHSA, the BLSPWgin 3a for

not ugin 3a for " the respective
therreqpe«sttveofeqdmtwétthbrvmh;@roﬂaerg%agmat&@ a gaudemiksy (here: a

oerb S R 8 B4 . £35 A ofos e B i P o key

for MAér FHdRAON iM RO B THIPT S SRer® bOMek POt B¢l cltint chmputérent
conputer 2. 10 Further, the LLS-Plugin 3a redirects

the request of the web browser 2a to a cen- tral

r1 hgsl'jlé,aﬂ ?13§ !5%/5%%% Qlig ?? Fi rq‘? tﬁ; ﬁ%@g%éé?'za?éa cen-
tral %délioﬂﬂbbku;@%bwe?cs (ede ARireds afrod-“Df, dsheel eB\Rigure 3, arrow
nputer 4 whi ch the web appllcatlon 4a is stor

"2 "hridhersby, rﬁé.'@eordgmalheep@lreﬂ webr addness 13k 10f A sPEART Q%"Putef 4
?bﬁldhs \yeg)gaeﬂ&lc%%nsﬂ YEEtd ?Qﬁ'pé'ﬁcfrthé e Q{f%é q%h where the

ar ame 'hu

wel aﬁdmfﬁti@ﬁwa}wm@@nﬁhetMM@arﬁbuwrm are p(dwdeﬁ (hére: by use
above paranmeter Ilrk). In particular, the

of goparameter Juriras wel aSth@ r%{’@ﬂp#&%%‘cﬁfﬁ&éfﬁd tae L $sGlugin 3a
(he{AeggHg%tbo%r[?a{jﬁﬁﬁt)é ﬂlf tI'i‘ne Pbl:é?%%daﬁ ogEFarﬁéte‘i'@ﬂurl and lirk

I OWsSer cen ral ocation up server
are provd@ed as URL encoded request parameters of the redirected request of the

web browser 2a to the central location lookup server 5.

For instance, the request of the web browser 2a may be redirected by the LLS-

Plugin 3a using a redirection web address

“http://lls.mycompany.com/lis/lookup?liuri=https%3A%2F %2Fmyapp.mycompany.
com%2Fapp-path%2F &lirk=wahczcrnssrrmrixipuv”.

Thereby, “http” signifies that the connection is to be a normal, “non-secure” Inter-
net / Intranet connection (whilst “https” would have signified that the connection is
to be a “secure” TLS- / SSL-connection). Further, “lls.mycompany.com” is the web
address / URL of the central location lookup server 5 to which the request is redi-
rected, and “lls/” the name of the path where a respective location lookup service
program 5a is stored on the central location lookup server 5. Further, as already
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For instance, the request of the web browser 2a may be
redirected by the LLS- Plugin 3a using a redirection

WORels/wmsip ess PCT/EP2007/010746
“http://1ls.myconpany. com || s/ ookup?l|url=https¥BAYRF
%2Fnmyapp. nyconpany. 25 11

com)/QFapp- pat h%2F&I | r k=wahczcrnssrrnrl x| puv".
Thereby, "http" signifies that the connection is to be

meAtiKEdTR! , theNON{RICUr &ncbllblr - RRjuest | nigaiagieter IIurI (here:
connecti on (whilst "https" would have signified t

“myane. oyeerapanp.eony, and “‘aep-pathfosigrifiesthe web address 7 URL of the

or SRR el iter /4t EFARE, Bt 318 e oro
nal@&éq&éstédtmly\hpphcétm 42 ipustoted on tieeliserver coathutend. ln addition,
list" the nane, of the path wher e respective

as |akatalmadyomerpionedyitbe URloangrasd reaugstrraragetendirk (here:

PRI RER Y BYs Ton e 1 qpmezapne Lus

PlugiRL3a&ncoded request paraneter |lurl (here:
"nyapp. nyconpany. com', and "app-path/") signifies the
web address / URL of the originally requested server

Wﬂﬁéct@d FoANERfoN HERVEEN thE cﬁé‘ﬁ@cdﬁ?b%r@? v@!b Browser 2a,

reque ted web application 4a is stored on th
ancbtisle\mntrabri@nﬁtan laaokun S@d‘&ftfl tma reraal,anes- sﬂque%{dwemet/ Intra-

net ?%21}188{] edmgggt&ﬁ r ?b§?9u§§f_éﬁﬂpgg§6®h éhégécatlon lookup
serViéd pesaraay SQW@(@ﬁitﬁb’céﬁlﬁ?all—lb&tld?l loBk0p JRrveiss h’ﬂaj then corre-

(redirected) connection between the client co

spondingly sirilaseas 2aplainer! ahgve ieteenthealP lassé&s%gp thﬁam@& client /

v a normal, "non-secure" Internet / Intra-
C"eﬁgmﬁéﬂﬁé&si on (in parti cular, not a TLS /

SSL-connection), the location | ookup service program
5a stored on the central |ocation | ookup server

ma

In pariiguiaroifthe e sliehlyl gliest FPMRULEYs2 ysaom Meat%i;f@ctecy connec-

tlondﬂc%%%eé '?Ige c%gﬁ’?pfo%%ﬁ ﬂflm% L“@R/ef I 8??& %'trﬁmt any interme-
conmput ér 2: n pa Prct lient /

diate| HETWP proxpseerer2, thealR laddeéxsvcm‘ thed:vele@edt tdlierd ccomputer cor-

responds to the “remote-address” of the respective - redirected - TCP/IP connec-

tion.

If — as is shown in Figure 1 - the web client / client computer 2 via the above redi-
rected connection accesses the central location lookup server 5 via one or several
of the above HTTP proxy servers (here: the HTTP proxy servers 11a, 11b, 11c),
the IP address of the web client / client computer 2 does not correspond to the

“remote-address” of the respective — redirected - TCP/IP connection.

However, as explained above, all the (tens or hundreds or thousands) HTTP
proxy servers 11a, 11b, 11c in the Intranet computer system 1 shown in Figure 1
are configured to extend the “X-forwarded-For” HTTP header with the client's IP

address.



10

15

20

25

30

tion accesses the central |ocation | ookup server 5
directly - without any interne- diate HITP proxy
WO2e48(068039 . t he | P address of the web client /PETEERR07/010746
conmputer cor- responds to the "renote-address” of the
respective - redirected - TG I P connec- 20 tion. If -
as is shown in Figure 1 - the web client / client
conmputer 2 via the above redi- rected connection
Mo pessissly] les exptaired | aboe, dhel HIRED psexw eergergi 41and1b, 11c

I f the. TP- pr, h gt
adcﬂmﬁr %ﬁ%ﬁb%f@ﬁg%\&e gﬁg&@%&&ﬁﬂﬁ%ﬁqﬁéqc&{ fhat' e HTTP
he R T8ESIVEA dt e \¢eBtral ickatioh I6bkNseBRBUAGY oy boesprivas the (P
correspond to the "renote-address" of the_respective

addressdf the H3d P prory serveswhich imthe sbaigvel HTJ® proxy servers be-

expl.ai ned. abov It ( ;
weB3h8 1) Eomhine e auf el e JodlRbBGe Foryer 5 iy flgsest to
the | déint@N RcRiBANBOROP BEFEMS Yhahnhe iHITFP grogy berdér at@, but also
conflgured to extend the "X-forwarded-For" HTTP hea

thewP addressesiafnall other HIJH psaxy sesvetDoedEesrghe geniran ocation
PCT) / 46 i , i
ookGTSERRY SEOTAE 1t KB puptes (BBl ipE TP Bob§esonvers 11a

119 dad wedlidsythelP addrpes of tte clerftaompuded2For ' HTTP

header such that the HTTP header received at the
central l|ocation |ookup server 5 not only conprises

In ;Hﬁﬁcdlgr tﬁ%ﬁf‘;"r%%gir@\@s bPthe LildntRe tefR R é’gﬁi'ol‘hbsitﬁ th8%ast entry

chal n of roxy servers be 5 tween {%e client

of thenP(fawakdeddForhd TERt hedddroreseived ab tihecantral decatiqns lookup
closest to the central |ocation | ookup server 5

S€N#{et-e: the HTTP proxy server 11 c), but also the IP
addresses of all other HITP proxy servers between the
central location |ookup server 5, and the client

Aﬁerdnmdlltl@rdeZthBdrtbe csllf\t’sﬂﬂvagdmﬁp (hergicthe 1A agidregs opfhe client
| R . j e .
corfBE R 3054 EodtHE oo MpE oA, ot 2

use@ob¥ QRO ABEStIT IddKugd 8eiviedprygradh Sahetored on the central location
"X-Torwarded- For" HTTP header received at the gentrak

lookuix sefvien 9 kpKggermine which country / location is associated with the re-
spective IP address (i.e., the detected IP address of the client computer 2) (see

Figure 4, arrow “E").

The “country / location lookup table” 7 — as is shown in Figure 3 — e.g. might be
stored in a respective IP-Lookup File or Databank (DB) 7a of the central location

lookup server 5

For instance, if it was detected by the location lookup service program 5a stored
on the central location lookup server 5 that the |IP address of the client computer 2
is “163.52.128.72", according to the table 7 shown in Figure 2, the respective cli-
ent computer 2 is located in Switzerland (country code: “CH”).

If the detected IP address is not contained in the table 7 shown in Figure 2, or if
the IP address is stored in the table 7, but without an associated country code, or
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server 5. 15 After having detected the client's IP
address (here: the IP address of the client conputer
WO2p08/068189 above "country / | ocation | ookup tabP€T/EP2007/010746
shown in Figure 2 is wused by the |ocation | ookup
service program 5a stored onl3the central |ocation
| ookup server 5 to determne which country / Iocati on
is associated with the re- spective |P address (i.
if tﬁdﬂasstﬁﬁaeﬂmd)uhﬂyacﬂxdieee;g i$ “XBE signifying thamt]e e:oua)ry(/sleeatlon is
20 Figure 4, arr countr

unkrgunl e atataeted ty the Tobatior kiR Sribe oSt g5t that gy country
/uogﬁgﬁg%%gci E‘%@Mtﬁ%ﬁé%f;’!@ctiv‘% IPofidtasEi | e or Dat abank

central location |ookup server 5 25
For instance, if it was detected by the |ocation
ram.ba stpored n the

s SRAERSI B REET R, ALV TR BT ppatea by e

|ocz§’t|idr?|Hok98'§élr'¢'|§é pfogiatn 5h6stoPed $R8hd Zentrab adbndodkup server 5
table 7 shown in Figure 2, the respective cli- ent

com@ﬂml]@diﬂe following trdemaation: Swi t zer | and (country code:
"CH'). 30 If the detected IP address is not contained
in the table 7 shown in Figure 2, or if the IP
addeds- &>k tmedtanedMIr rvalic sécabdse <Versitnrtcavintriy cese>grandom key>
associ ated country code, or WO 2008/ 068039
PCT/ EP2007/ 010746 13 if the associated country code

Thesfting &séndi-id>Yean! f41 3113213‘f§iﬁs tahel I ¢ mhake thé aoken amique. For
is unknown, it is detected the | ocation | ooku
instgpEee; @érqdrt@@raaeegrat%byﬁbed@@ﬁimlookum SERIFQRIGGram Sa stored

S& r

on 55081 T6caloblfp SSFAES e BB 4 83t Rkt second to

kensgenerats) by thecloeatied idykuphservicecptogoaml ‘immay Ise givenea second,
. prngram 5a stored on the central | ocat@)n I %ug .

differepy apmbercaipird $PiRD IRBEfIRA R the IPRRtLTMAQKYR. Service program

5a ﬁfasfo g Sg}iégrg %#Hﬁhg@n% QL ﬂ%nn e &st and second numbers),

etc., e.g. by use of a counter (which e. g is reset after a certaln period of time, or

e.g. is automatically reset after having reached a certain maximum number).

Further, the string <timestamp GMT> (e.g., “20050714084300GMT") signifies the
time when the respective token was generated (by giving the respective informa-
tion regarding e.g. the date (year, month, day of the month), time (hours, minutes,

seconds), time-zone, etc.).

In addition, the string <valid seconds> signifies for how long — e.g. from the point
of time defined by the string <timestamp GMT> - the respective token is valid
(e.g., several minutes or seconds, preferably, a relatively short amount of time,

e.g. less than 40 or 20 seconds, etc.).

Further, the string <version> (e.g., “1”) signifies the version used for the token’s
syntax, such that a syntax different from the syntax explained here might also be

used in the future (under a different <version> number (e.g., “2")).
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10 The string <serial-id> (e.g., "4131213") is an ID

to make the token unique. For instance, a first token
wogersacgi3ed by the | ocation | ookup service pro@CaMP3E7/010746

stored on the central |ocation | ookup server 5 may be

given a first nunber, a secord to- ken generated by

the | ocation | ookup service program 5a may be given a

second, 15 different nunber, a third token generated

by the location |ookup service program 5a may be

iven a third nunber (different fromthe fi

Stllggﬁﬂm mg@@mgfco%te/ cogeyyis Hie gauntpy cqd @dpﬁ@@pg as explained
abcﬂ@qbg{hs IQcatio?} fo%?%?) ?e}r’i/f%re Brogféfnasa Qﬁfe‘d"gn%etdémral location
or . g. 'S automat 'y res after having reached

lookeyd tse'rverlﬁabty uuemﬁthéaéro)mt@(l I6catidrelookupdaklef i7r{g.g., the above 2-
<t i mest a °§\ ? éo 714084300GMT") signifies

dlg‘tﬁgun{ry,q:g W?@ﬁof RO 1R I9Q318R: t oken was generated (by
giving the respective informa- tion regarding e. g t he
date (year, nonth, day of the nonth), time (hours

Fmaﬂy) Lthestnngs etcandmm keyPnis-the rebovet r@n)iOTTBBeY geagtated &1y, the LLS-

Pl S Pore BheRSA s B G B 1 (here

“wahiczERssARPE?)); the respective token is valid
(e.g., several mnut es or seconds, preferably a

rel atlvely short anmount of tine, | ess than 40 or

Thef gbé V& ?zﬂ%?‘f (ss?r&fﬂ ?%Li&q%;jr/f,H? Sﬁbg&@ﬁg@%rﬂag %%E%hg&‘ Th the token

is tﬁem*s@hed&vmha tdﬂl&hteakév Bb f tlde fdoaltlentloékupmedvﬁ:&smngaam 5a/the
expl ai ned here m ght al so used in the future

cenrighdegatigndiopkup Getver,a(EPersh e k.99, usipg)§ sigipalgorithm

0] F{é;!/EPZOO?/ 010746 14 Still further, the
Sucét%sﬁg ﬁcoun Iy code> is the country code det ect ed as

expl ai ned above by the | ocation | ookup serV|ce
program 5a stored on the central |ocation oku
Thestokesy (siring segeepee) rand: tha,irkep's sign@iyieoarg ﬁzﬁn,E‘Rt encoded,
t tly, the web
and 31947 Pl S TadyPu o oty s CORE (Nofeiificty. the we
addkeys>/ URL dfctheseveer comdpuatek dyorgwmr'aﬁwep applicatich 4a is stored,
and the path where the web application 4a is stored on the server computer 4, as

defined by the above parameter llurl).

In more detail, the location lookup service program 5a redirects the request of the
web browser 2a back to the above server computer 4, and the respective redi-
rected request - again - is intercepted by the above LLS-Plugin 3a (see Figure 4,
arrows “F", as well as Figure 3, arrow “3.”). Thereby, the above token (string se-
quence) and the token's signature are provided (here: by use of a parameter
llinfo) as URL encoded request parameter of the redirected request of the web

browser 2a to the server computer 4.

For instance, the request of the web browser 2a may be redirected by the location
lookup service program 5a to the LLS-Plugin 3a using a redirection web address
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Plugin 3a (i.e., corresponds to the above paraneter

lirk (here: "wahczcrnssrrnrlxlpuv")). 10 The above
woRe&e8(38t ri ng sequence) / the above i nfor mat POW/EP2007/010746

contained in the token is then signed with a private

key 5b of the location |ookup service programb5a / the

central l|ocation |ookup server 5 (see also Figure 3),

e.Jg. Uusi ng a sign algorithm such as SHAl1w t hRSA. 15

Thehtt L}(zﬁiprmW@omhﬁllwﬁ)/appméthMIrifMAd@ -BKiphadUr &
are t RL encoded and added to the originally
request ed web address / URL (nore exactly the web

Thﬁgg app p/s @nlfﬁ%‘s fhla?tﬁee{:gﬁﬁ%ﬁ@ﬁ’l'é a%8e Cﬁhtbhfet/ Intranet

4a”1s store epat where t
conitreltion! | cateren 4a as stDLd on the s&ﬁhmonoenhmn er 4Further

SRSk JRP Y BES T ks [URE'S o o
nall&er@h[xg%% dd¥oef €6 ?ﬁierotf éﬂl?thé"ﬁgn*ér SR pAR VaRsre th@ originally

ove server c nputer 4. and the respectlve redi -
requesteddveb qppdicatioradai is stoiies domitee sepverdcampulies 4ada\asdition, as

o<, e s SO S, MBS, By g Trdreomace-

DKRSWXI 19 |ﬁé’é1ﬂfé3§t%0\ﬂf‘ﬁ>kbheah@ kiea tokei' 9 Biginatgear e
provi ded (here: by use of a paraneter I1linfo) as URL

encoded request paraneter of the redirected request of

o [ 5han U5 fs 1 PRAVAEEHos ARNEpstpgdBratre by

perforahin fdspréclive URL Jeeadingn | ookup service program 5a
to the LLS-Plugin 3a using a redi rectl on web address

WD 2008/ 068039 PCT/ EP2007/ 010746 15 "https:// nyapp.

- _ ’) i " . .
o SRR PSR BAHAN L R ARAdhE R it by wsing @
publié kky' Sevfrthe lJLrS-E’IItIgm 21a I tﬁer et seo@niesdrvencomeuter 4, corre-
TLS- / SSL-connection. t}
sponding to the above private key 5b of the location lookup service program 5a /

the central location lookup server 5 (see also Figure 3).

Further, the LLS-Plugin 3a verifies that the received random key (i.e., the random
key according to the string <random key> of the above token) corresponds to the
above random key generated by the LLS-Plugin 3a (i.e., corresponds to the above
parameter lIrk (here: “wahczcrnssrrmrixipuv”)), and that the respective random
key was previously issued by the LLS-Plugin 3a (e.g., within a predetermined
amount of time, e.g., several minutes or seconds), i.e., that the random key is still

valid.

In addition, the LLS-Plugin 3a checks whether or not the token is still valid by use
of the strings <timestamp GMT>, and <valid seconds> of the above token (e.g.,
by checking whether or not a point of time defined by the point of time according
to the string <timestamp GMT>, plus a period of time defined by the string <valid

seconds> has already passed).
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5 "nyapp. myconpany. com app-path/" signifies the web

address / URL of the origi- nally requested server
WOeomwiesBP 4, and the nane of the path where tRET/EP2007/010746

originally requested web application 4a is stored on

the server conputer 4. In addition, as already

nmentioned, the URL encoded request paraneter Ilinfo

(here: "AlI AdP- DKhLwX...") signifies the above token,
Stillfufthien ethieokled-FiugihBthecks Wheffiee drirdtRhedokerstD defined by the

takes the provided token, and the associ.ated, si gnat.ur
Sting <SpEAFPnRAY DeEBRY FEeTRL WIBR, 1% Brgt i (e Gnned by the

c ey jdd es the token and the token's
abo?%g%%ﬁb@%’g%@@ﬁé%%ga 15 public key 3c of the

LLS-Plugin 3a / the web server / server conputer 4,

oSG PR TR 6 oD . s s
be %@%QEL%_@%)%WRH&%N&E IDs bFRAUR &RUEistWih e staredeken (D (to

ugin 3a verifies that the received random
deteetywhether ortriod ar futerentoken 1Rey algecdefined by @ raspestiye giing <se-

ot 2SR 45, e SRR B DB PO L ETRRERFINGS 74 gospecive
strifP &y 8P 886N A, ke gsined apavejreter | 1rk (here:
"wahczcrnssrrnrl xl puv")), and that the respective

random key was previously issued by the LLS-Plugin 3a

Furﬁ'\é%ggwael %n;grﬁb{]/ BcBti6H %fghg}gg?&qlasgﬂ?iﬁt%ﬁatw% | §ingS&dduntry code>

es or seco e random key
is stotedtbyl the (A5 Palgid .34 in thedd TTRrsession ¢drier oftfhe dient computer
checks whet her or not the token is %ti I* VEL%SD bé. uge
2 (sge Figere dy iafigy <6 )md iseng- dsmone dadllawthe b baddHaL33r as ex-
: e k 40. Yeoeheck] r
plaihOfl RS seB FRUIE 42 ariow Y GE I cte EMetiO Y (e ghether or not
the 36spertiveacaintiynglosatior dfarmpal@i for theusieat sonmpadern? has already
time defined by the string <valid seconds> has
beep qeladPinedssed) . WO 2008/ 068039 PCT/ EP2007/ 010746 16

Still further, the LLS-Plugin 3a checks whet her or not

the token I D defined by the ) .
The above storing in the HTTP session context can e.g. be realized using the

SSL-Session-ID, a session cookie, or URL-rewriting.

When all of the above checks / verifications had been successful, the LLS-Plugin
3a newly redirects the request of the web browser 2a to the above server com-
puter 4, and the respective new redirected request - again - is intercepted by the
above LLS-Plugin 3a (see Figure 4, arrows “H”, as well as Figure 3, arrow “4.7).
Contrary to the previous redirect, however, in the new redirected request, the
above token / token’s signature are not provided as URL encoded request pa-

rameter.

For instance, the request of the web browser 2a may be redirected by the LLS-

Plugin 3a using a redirection web address

“https://myapp.mycompany.com/app-path/”
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string <serial-id> had been used already within the

period of tine defined by the above string <valid
woesdesis®. 5 Then, the LLS-Plugin 3a stores tRETEBR@M/010746

ID (i.e., the string <serial-id>), so as to be able

to conpare future token IDs 1gf future requests with

the stored token ID (to detect whether or not a

future token ID - also defined by a respective string

<se- rial-id> - had been used already within a period

of tinme defined by a respective strln% <val i d
ie. ,s@mhjsddrm \@wghaﬁm@ﬁp@@dsép theovetupddeass efiginaly ﬁf‘Wed into

e kST 8B LGN, B P 12 45 P 3. arow

“A"YATTP sessi on cont ext of the client conputer 2 (see
Figure 4, arrow "G'). This e.g. is done to allow the
LLS-Plugin 3a - as ex- plained above (see Figure 4,

Theff'ﬁﬁ?whttgs/) flg\r) i sREF khe ?oﬁﬁ@ctfo%tlgrts pe5 88 ure” |r'il@Fne15 Intranet

e’'res e country ['ocation Information for
conmectiort, conpherer 2 has al TeGdy been d@Slkeoennedtion he Further
above storin

YRR YR BRMAGOTHEPE-8at S Laiiss ths, WabAUBES / Jyfdk el the origi-
nallgrreh#xpéstéﬁ"gér@érngomégtéw}? iy {heoﬁaha%f&hévrﬁatﬁhﬁt@éﬁ’é the originally

erirfications een successful, the LLS-Plugin 3a
requestey welnapplitationidsa isesfarast onthe Rervesisontiiters. 2a t o
t he above server com puter 4, and the respective new
redirected request - again - is i ntercepted by the

As é‘?@éﬁ% abovehediduntd (1868tidT Bieenatiorpas definédiby the stmid <coun-

as Figure 3, arrow™4."). 25 Contrary to the previous
try cedix avas stoved the hLShBIUImNSEiemm@cH&TPr sgsrian context of the

oiofPEEpllE (heb BPSA°HABTLGS, R SpEhel Bl Bt s

deté@t@é théfLLfSlPlU/ghb 3brtﬁwsme ré@ paBtivedEoirstely mtaadn hxyfotmatlon for
O Plugin 3a using a red |rect|on web, addr

the cMmt@mpWﬁagma@@mpe@@ gpgqjm@%g gsee Figure 4 arrow “I).

The respective country / location information is then forwarded by the LLS-Plugin
as HTTP header to the originally requested web application 4a stored on the
server computer 4 (see Figure 4, arrow ‘K"), e.g. by adding an HTTP header “X-

Auth-Location”.

The web application 4a then responds to the request of the web browser 2a (see
Figure 4, arrows “L"), and the content as provided by the web application 4a is

shown on the user's web browser 2a.

The content shown at the web browser 2a, and/or the rights of the user may de-

pend on the country / location information as detected above.

For instance, some data of the web application 4a may only be accessed (shown

at the web browser 2a), and/or amended by the user if it was detected that the
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WO 2008/ 068039 PCT/ EP2007/ 010746 17 i.e., a web

address which corresponds to the web address
woanisgiessb|ly entered into the web browser, i.@CI/EP2007/010746

originally "clicked" by the user (see also Figure 4,

arrow 5 Thereby, "https" siignifies that the

connection is to be a "secure" Internet / Intranet

connection, here: a TLS- / SSL-connection. Further,
respE¥MEPWEY CHBREN ClieANtaPpuiRt D is Ictated &it espiduetevatined country /

address / URL of the origi- nally requested server
locatinmior & predetarming@ sahatContties/ E&@Homﬁ)er e the

originally i 0O requested web application 4a is stored

on the server conputer 4. As as said above the country
lnsl/eabaﬂaagi advitim,%drﬁés;jpmgldamr:}ds[ﬁﬂmg Isb;vn_et (athet)rdatg mﬁ?w be ac-

try code> was stored by t -Plugin . 3a in the .
cessedFG ahiaseDr STOWSEr 26 TIREMBYE bp 2@EB0Rs Giytbe user i
i " ' ' ) {s lozated at a
it wps GO ol tne ReshIEENED RASHEF Chtht fiiMpltor 215 Iopated
predetenmined countay i catiohdomat predetesminedhset bf epwntries / locations),

conmputer 2 had al ready been determ ned (see Figure 4,
etCarrow "1 "). The respective country / |ocation

information is then forwarded by the LLS-Plugin as

HTTP header to the originally requested web
Stilla ftheratsasne 4dudhenedaten mae nglobe eaoeesseghpander qnay not be

see, Eiqure 4 rrow, K' b i T .
ampEGEiL T B8 i GRnDrdde ToCtnacts RSV yiEh, Hlefl / lint com-
putéi€2 RN, RN AL 8& cAlinthyhElovatiom iusieiowa (see

Figure 4, arrows "L"), and the content as provi ded by
the web application 4a is 25 shown on the user's web

At BSBech: IBRAIRNE Moy RN MlisthflEa il GEQURRI HdFein, it wil

e “user nay “bend on the

be gspretiated by @eede ohordiviaryrskill iarthe artikiae atvattietyp o alterdate and/or
For instance, sonme data of the web aBpI i catj on 4a

equivalgntimpigrpentatignsJRaAe sibstitwtedéay t ?@\n@srﬂ%{wodi%agnts

sho%%g?%wgwg%ﬁﬁ%i@ﬁ?é/‘@éor%e&?ﬁfee&e%gﬁf invBftion.

This application is intended to cover any adaptations or variations of the specific
embodiments discussed herein. Therefore, it is intended that this invention be

limited only by the claims and the equivalents thereof.
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18 / respective web client / client conputer 2 is

| ocated at a predeterm ned country |location (or a
woprsdessP m ned set of countries / |ocations). PCH&P2@WA010746

or in addition, correspondingly simlar, sone (other)

data may not be ac- 5 cessedlqshown at the web browser

2a), and/or may not be anended by the user if it was

detected that the respective web client I client

conputer 2 is |located at aClgimsdeterm ned country /

| ocation (or a predeterm ned set of countries /

| ocations), etc. 10 Still further, some (further)

dat / orfirisiAgRRg&teps:
o B e T

cli(ent /frarhizefinst denicep@) of tie networR (1), SegHESNGh gcEess to a sec-

e.country / |locatipn is unknown. Although specific
O"ia%ﬂ_a? @p?gthﬁﬁgWBQ%ﬁﬂi | lustrated and descri bed
her@jn, retlirdéting thebrdifiedpy gahied aevity (bheftheofietwork (1);
ordinary skill 1Tn the art that a variety of al %_ernat

. €
andchr dejecting lnsationpntarmation; arseciagd ths e first qeyvepe (2) by
for th gl i ments shown and descri bed
wi t75u ‘ﬁggﬁ'ﬁf"ﬁé&g&@ﬁnhe scope of the present
i nyant i gadiredtinigptirpiquest toothel sedondedeléck (2). cover any

adaptations or variations of the specific enbodinents
di scussed herein. Therefore, it is intended that this

t
2 o LRSS Bt TRl B gt i govioo
is alskoUr@internet / Irtramé thahrfectioopequaestng a conput er

network (1), conprising the steps: (a) froma first
device (2) of the network (1), requesting access to a

3. Seel'he'srr%.@ﬁo@t% bffim(2) whérdih enhd 8 ¥@reKinterhet ( |51')tranettchognection is

|
redirecting e request to a third device (5) of ]
a ThSt(Tansppt) Layar)Sersrdy) i 9L I(SeauieoBocksts Layeriozpnnection.
associated with the first device (2) by

4. The method of any of the preceding claims, wherein the redirected request

is a normal, un-secure Internet / Intranet connection request.

5. The method of any of the preceding claims, wherein step (c) comprises:

detecting an address of the first device (2) within the network (1).

6. The method of claim 5, wherein the address is an IP address.

7. The method of claim 6, wherein the address is comprised in an HTTP
header.

8. The method of any of the claims 6 — 7, wherein step (c) comprises: deter-

mining location information associated with the detected IP address.

9. The method of any of the preceding claims, wherein the location informa-

tion is information regarding the country where the first device (2) is located.
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use of the third device (5); (d) redirecting the
request to the second device (2). 10 2. The nethod of
WwOogpes/ae80BY wherein the access request from t hePETHESR007/010746

device (2) 1is a secure Internet / Intranet connection
request. 3. The nethod of cl2 m 2, wherein the secure
Internet / Intranet connection is 15 a TLS (Transport
Layer Security) / SSL (Secure Sockets Layer)

connection. 4. The method of any of the preceding

10,00 L PR 3 Of TR TR N 1T e (&, omprises:

transmift thq8cel 188tidH intdiendtigpeedi ng clai ms, wherein
step (c) conprises: detecting an address of the first

device (2) within the network (1). 6. The nethod of

clagm5 regn,t.he dr 1S.an | r . ; :
1. et Mrbhetiogt of (bl o WHBREYh "t e dslpgfd JB3dtort Information is
trariPiRet I héroraiingTURL ehesdiag. 8. The nethod of any of

the clains 6 - 7, wherein step (c) conprises: deter-

m ning location informati on associated with the

12, 9etQed %jethgg gﬁ%ﬁﬁ% tHe .p%e?%ée]ﬁp r@éiﬁ’% \Plﬁer%‘ﬂ"}’ stdp Hi‘g ﬁomprises:

preceding C erei ocati dn 1 nforma-
trarisenittivigod k@Y on regarding the country where the first

device ('2) is located. WO 2008/ 068039

PCT/ EP2007/ 010746 20 10. The nethod of any of the

13.PT eGRALNGNG %'f'?nyd%?ﬁ@iggei%écﬁﬁg.&éinfso'Wﬁér%?r? step Egd)lclzomprises:

transmtting the detect ocatri on I nformation.

tranBhdttimgt dntichecdtamipai m 10, wherein the detected | ocation
information is transmtted by perform ng URL
encodi ng. 12. The nethod of any of the preceding

14. E'e?’ HB methsd 8F Bn§ (0P Ané SaifATP0 L SI85 whereg@ détefdlocation in-

formation is transmitted together with a digital signature.

15. A computer network (1), comprising:
at least a first, second, and third device, wherein the second device (3, 4) is

adapted to redirect an access request of the first device (2) to the third device (5)

for detecting location information associated with the first device (2).

16.  The network (1) of claim 15, wherein the access request of the first device
(2) is a secure Internet / Intranet connection request, and the redirected request is

a normal, un-secure Internet / Intranet connection request.

17.  The network (1) of claim 16, wherein the secure Internet / Intranet connec-
tion request is a TLS (Transport Layer Security) / SSL (Secure Sockets Layer)

connection request.

18. The network of any of the claims 15 - 17, wherein the third device (5) de-
tects the location information by detecting the IP address of the first device (2)
within the network (1).
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10 13. The nethod of any of the preceding clains,
wherein step (d) conprises: transmtting a tine
WO20e8M680324. The nmet hod of any of the clai ns 1BCI/EP3007/010746
wherein the detected location in- 15 formation is
transmtted together with axigital signature. 15. A
conputer network (1), conprising: at |least a first,
second, and third device, wherein the second device
(3, 4) is adapted to redirect an access request of
the first device (2) to the third device (5)
19.det Ehe inggwpdc of ianyy Dhihe elaimen1assds, alt/lé%rem ﬁ*he tth'éd 'device (5)

vl 1 5o BRI b e iy accos re

questsecure Internet / Intranet connection request, and
the redirected request is a normal, un-secure
Internet / Intranet connection request. 25 17. The

20. ”etm ‘g}ét\;vbrleofCEI%iW 18, WMaREiR! the rb‘“eté@t%lfir %cbﬂéﬁﬁﬂﬁim’(atlon is

ntran connec- tion request is a TLS (Transport
transmylﬁedmmse of/URL SgtodirRpcur e Socket s Layer)
connection request. 30 18. The network of any of the
claims 15 - 17, wherein the third device (5) de- tects

21 gh@f\ﬂu ap ?Sfeﬂﬂs 3‘)‘1%? Eﬁ%b'n‘i’% é&nﬂﬁb?ﬁbtv?&kt(h? dd%{ﬁé@t@ﬁédlrect an

the first eV|ce hin the networ

acceeesemﬂgm alpﬂrst Emoembmhaﬁetmr&@) tcrraefuﬁ@tew)sewcef(S) in the
15
neiPB B SRS ot e T i e g

again redirecting the access re- quest. 5 20. The
network of claim 19, wherein the detected | ocation
22.i nfierapparatus (3} phalaimt2bavhgreirs theBCcrs Eaquast e the first de-

vice (2) is a secure Internet / Intranet connection request, and the redirected re-

quest is a normal, un-secure Internet / Intranet connection request.

23.  An apparatus (5) for use in a computer network (1), adapted to detect loca-
tion information of a first device (2) in the network (1) by detecting the IP address
of the first device (2), and to transmit the detected location information by redirect-

ing an access request to a further device (3, 4).

24. The apparatus (5) of claim 23, wherein the detected location information is

transmitted by performing URL encoding.

25. A method for operating a computer network (1), comprising the steps:
- from a first device (2) of the network (1), requesting access to a sec-
ond device (4) of the network (1),
- redirecting the request to a third device (5) of the network (1),
- detecting the address of the first device (2) within the network (1) by
use of the third device (5);
- redirecting the request to the second device (2).



21. An apparatus (3) for use in a conputer network
(1), adapted to redirect an 10 access request of a
WOoRDesHesEdevi ce (2) in the network (1) to a fur PREMEP2007/010746
device (5) in the network for detecting |ocation
i nformati on associated with 2he first device (2). 22
The apparatus (3) of claim 21, wherein the access
request of the first de- vice (2) is a secure Internet
26/ Wtdbmrﬁtteﬁpmg?atn withr prpgestn, cedel farmperfemining cthedmethod steps
quest is a normal, un-secure Internet / ]|ntranet
|nd@a¥ﬁ¢e@tawfr%lm,ssi to 14 when Hisyarogram is Sxepyied n,ajGomputer.
conmputer network (1), adapted to detect |oca- tion
information of a first device (2) in the network (1)
27.by Tred eompuotert pregramadidin qwegram cotle afooosdmgetmclamq 2p, wherein
and to transmt the getected cat I 0 bk? ormation q%
the ZomRuiEs PrOSRAMYg SIRTed.QLE €0 Plorege M.
(3, 4). 24. The apparatus (5) of cIa|n123, wherein the
detected location information is transmtted by
perform ng URL encoding. 25 25. A nethod for operating
a computer network (1), conprising the steps: froma
first device (2) of the network (1), requesting access
to a sec- ond device (4) of the network (1);
redirecting the request to a third device (5) of the
network (1); detecting the address of the first
device (2) within the network (1) by 30 use of the
third device (5); redirecting the request to the
second device (2). WO 2008/ 068039 PCT/ EP2007/ 010746
22 26. A conputer programw th program code for
perform ng the nmethod steps indicated in any of
claims 1 to 14 when the programis executed on a
conputer. 27. The conputer program w th program code
according to claim 26, wherein 5 the conputer program
is stored on a conputer-readabl e storage medi um



