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(57) Abstract: A method for generation and/or authentication of TOTPs com-
prises, at a client device, performing an initialisation operation that comprises:
determining a time period; generating one or more one-way function (OWF)
chains for each of one or more sub-periods of the time period, wherein an OWF
chain for a sub-period is generated by dividing the sub-period into N segments
of equal duration; and recursively applying a one-way function N times to a
random initial secret that is a head node of the OWF chain, to generate a tail
node of the OWF chain; and transmitting, to one or more 0 verifier devices,
an initialisation message comprising a client identifier and the tail nodes of
respective OWF chains, such that a TOTP generated by the client device is
verifiable by the one or more verifier devices using one of the tail nodes as
a verify point.
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