; QRSTWVe3e@TZFF6| T9* _ , _ DESCRI PTION COVMUNI CATI ON METHOD DATA
PROCESSI NG APPARATUS, AND PROGRAM 5 TECHNI CAL FI ELD The present invention

rel at es thﬂMmmmmmﬂmmations nmet hod, a data processing apparatus, and a
program t are used for proviiding services using an ICio or

ot her integragggy,circuit. BACKGROUND AR+ At the present tine,

communi cations systens using |IC capgsckeprirbansactions through the Internet

or other networks are being devel oped. 1s In such comruni cations systens,
application prograns receiving requests fromservice providers for

provi@imﬁ ﬂﬁﬂ H@ES using |1 C cards and executing processing defined by the
servi are execut ed P s. 20 In response to a
procﬂ ﬂ M @ t, for exanpl%$%¥$%i$é¥fé§§eﬁﬁ&ﬁb#er or a PC (persona
conput er y1%¥Me server apparatus gerforns rocessiﬂg such as user

aut hentication and dat cFHoLE ﬁIﬁﬁdAEBgB§Eyﬁon BsBHOGRAMhe above

application prograns. 25 Services using |IC cards as descri bed above are -
2 perforded using SAMs (secure application nodules). There is a demand for
qui ckly providing a service by a plurality of SAMs |inked together when a
plurality of SAMs TEOENIMAIL ¢FIBIB/i de a service using a single IC card. 5
Further, in this case, there is a denmand for suitably nanaging data to be

kept confidential Theopr@ideit RaRtdrag G dlalted ad e daghasrshtoidie public
anong SAMs storing data and prograns relating to provision of services by

different senuig@PUSl RSSESrdddi %g{?}&l@a@ls'lﬁg,{d\l\@}g@@k;pe pr esent

invention has as its object 'to provi

thereof which are used for providing services using an IC
10 or other integrated circuit.
BACKGROUND ART
At the present time, communications systems using IC
cards for transactions through the Internet or other
networks are being developed.

15 In such communications systems, application programs
receiving requests from service providers for providing
services using IC cards and executing processing defined
by the service providers are executed by a server
apparatus.

20 In response to a processing request, for example,
from a reader/writer or a PC (personal computer), the
server apparatus performs processing such as user
authentication and data encryption and decryption based
on the above application programs.

25 Services using IC cards as described above are



comuni cations nethod, a data processing apparatus, and a programt her eof
enabling provision of quick service by a plurality of SAMs (data processing
apparatuses) linked up. 15 Moreover, the present invention has as its
object to provide a communi cations nethad, a data processi ng apparatus, and
a programthereof enabling suitable mandgenent of data to be kept
conti dent i al Jd¥BAUIET PG | HMaNth LA fo RDP: Ak EELRSRUaEPLIC PHBELC
anong SAMs 20 storing data and prograns relating to provision of services
by different isser‘_ﬂvic}(ie bu(_'f‘i 18586s. 1 acp(ingv .lthe agovg. objects, a
communi cat i ons MetTod Accor dicﬁg ?15 P75t a'%%e%t BtVihe P:ﬁv%nti onis a
data processing nethod for transferring data between a 2s first data
processing a %ﬁ%ﬁstlé&%lﬁ% Linkedtogether juhen 2 PLarat bi¥affand a
second data processing apparatus executing a second application program
conpri si ng t HEAMg epinlofuP R PR 1S | 3 s$e¥dt @ protedsa ngingpar A€usardl ds
first managenent data indicating a data s nodule which said first
applicati én progr d&nxthsr anongthipl casei t thefedas aa ndemard forni ng said
second application program and said second data processing apparatus hol ds
second manageswEintalsiay anamky Oad | dgta €atlse noabit ecahfodedtial beromedther sai d
first application program referring io to said first managenent data and
sending a requastisesdald fl 66 Ke ddt Sc1®seh etd ntREAEHLL 9cPamEAgdshRssai d
data processing apparatus by said first data processing apparatus and
referring to | secend ta.q o] i sakd request
and, when ju @l{}fiat said 1 %Eﬁ%ﬁﬂ%dﬁ?%§5€§§g%g?égSK¥£égpdgrequest i's
all owed to be used b sajg. Lrst epglicatiog grogra sendi ng the data
modul e speci f1¥A TFEE Y FrhuREE" oSSRV HCRi PUP A&PESBr ocessi ng apparat us by
sai d second data processin aggar atus. 20 Further, the comunications

f

met hod of*% he firSRISEHRRY hEHE nRYENBRONr ef erabl y further conpri ses,

when said first data processing apparatus is connected to
The present invention has as its object to provide a

communications method, a data processing apparatus, and a
program thereof enabling provision of quick service by a
plurality of SAMs (data processing apparatuses) linked up.
15 Moreover, the present invention has as its object to
provide a communications method, a data processing
apparatus, and a program thereof enabling suitable
management of data to be kept confidential from other
parties and data to be disclosed to the public among SAMs
20 storing data and programs relating to provision of
services by different service businesses.
To achieve the above objects, a communications
method according to a first aspect of the invention is a
data processing method for transferring data between a

25 first data processing apparatus executing a first



a first server apparatus, said second data processing apparatus is
connected to a second server apparatus, and 25 said first data processing
apparatus and said second data - 4 processing apparatus comruni cate via
said first server apparatus and said second server apparatus, having said
first server apparatus send said first data processing apparatus a first

request and haviiges@ish IhESIrSRTY6E & S0PERATUStACheEcbRssARd first
managenent data in accordance wth said first request and send a second

request desi ;Egkégjgx.gég%ﬁgdglg?%gﬁgngﬁgliga EOHSSg8§E8 ai d second

dat a processi appar at Us er, e Co ni cati ons "of the first

i o aspect of the invention preferab further conprises having said second
server apparaT?EPEbﬁﬁ??n?ﬁﬁe?ﬁ%?ss%¥g L\ ﬁﬁhglgyfﬁﬁbéaﬁgepﬁ CEEPY Fi r st

application programis in a condition usable in said second data processing
appar at us ancPPRRT3tes hebkdsohirsheBaragerentodabprdipdisptibpgser data
apparatus and having said first server apparatus send said first request in
accor dance wimedehe dwinbehf saadi bBhrsd sppditakiondrragprocusesngmapgarat us.
A data processing apparatus of a second aspect of the invention is a data
processi ng apphurilisty osf 2dats ansdel esnfodai agnwshldasaetbad dgpaipatdiesnsi ng
apparatus executing a first application programand for executing a second

application pEpgsasm &RAPEASHNSedBndNEsthapeobBEsE haNabparhRAsdabA4W th
sai d other data processing apparatus, a nmenory neans for storing a

plurality of daf &smgn%ggﬁénangtggiaahgaggganglgaggi@ghgqa a&gg&@ﬁ'and

- 5 managenent g%ta i ndf cati ng ata no a e used in said

managenent dat TR 4500 HRRCES Rt h-BoFobELs CRFORT REGOBEer "HaPELLRg

Peoncer' " PPRSTELLS 21 20¢ nafiSGehal?' 3ded SR6%STRATNG SoHEqualy © S ¢
designating said data module intended to be used to said
data processing apparatus by said first data processing
apparatus and referring to said second management data in
accordance with said request and, when judging that said

15 data module designated by said request is allowed to be
used by said first application program, sending the data
module specified in said request to said first data
processing apparatus by said second data processing
apparatus.

20 Further, the communications method of the first
aspect of the invention preferably further comprises,
when said first data processing apparatus is connected to
a first server apparatus, said second data processing

apparatus is connected to a second server apparatus, and

25 said first data procefsing apparatus and said second data



is permtted to be used by said first application program reading out the
data nodule relating to said request fromsaid nenory neans and sending it
to said other data processing apparatus. 1o A programof a third aspect of
the invention is a programto be executed by a data processing appar at us
for transferring data wi th anot her dat"a4pr'ocessi ng apparatus executing a
first appli catrioone r,ogr am aanrd 1_]‘uor eoxecur'fii ng a sieé:ond. cgpp{ i c€ti on, program
conpri sing a B o5 S A nsg Fom sS40 ot Het it processThy- appar at us
a request for use of a data nopdule, a routine referring to managenent data
i ndi cating a3PREFaRfuER ST (IRFAY ReNEN aRPALA Y i (RAVERSI $234 on
programin accordance with said request and judgi ng whether to permt said
first 20 appliigat GepdyanRa v s9nd gaid nbdise datatprecesstegd
request, and a routine sending a data nodule relating to said request to
sai d ot her dargpauadusssS L Eip areduess W jhalging saigefirssi Hbevenrn

i nformati on processing systemof a fourth aspect 2s of the invention is an

informati en pEpeAstivy Bfdrenio saiid LML i wath@émen t eddtsi g means havi ng
a plurality of data (storage mediun) and access apparatus for accessing

data in sai d FREHHAKE TRRHS , s e @i Fs S b Sl €O D0 ORANS H88okgcor di ng
means key information linked with the plurality s of data, said access

apparatus ha #g_gg/ rat .on, | i i sal r g key
i nformation i%?n gccor anclgﬁ%hﬂ?h%ﬂg%%q%gé%geciﬁgeéf%agr? E%ef@%‘l&%
access key irgor mat | on inccgu s, access a ar at us sgecifyi ng information for
speci fyi ng an °ace‘cae’sés ST %t ?(P%%?%%P e BEHE2 Y% d access appar at us

has a |inkage comruni cati ng nmeans able to conmunicate with a plurality of
ot her access apparBHURAT . vid Arrnkeationpaeihed atckReeingata in said
recording neans, if the access apparatuses in said access apparatus
speci fyi A§ | RYREYr rafl | Gre sknventlon gprefewvibly hEvr tleerscomppasasuses,
access key information corresponding to the above data is
having said second server apparatus confirm whether said
data module to be use by said first application program
is in a condition usable in said second data processing
apparatus and notifies the confirmed result to said first
15 server apparatus and having said first server apparatus
send said first request in accordance with said
notification to said first data processing apparatus.
A data processing apparatus of a second aspect of
the invention is a data processing apparatus for
20 transferring data with another data processing apparatus
executing a first application program and for executing a
second application program, comprising an interface for
transferring data with said other data processing

apparatus, a memory means for storing a plurality of data

25 modules forming said second application program and



obtained fromthe |inkage comunicati ng neans, access processing

i nformati on processing said access key information in accordance with a
specific access 20 algorithmis transmtted fromthe access apparatus to
said recordi ng neans, said recording nmeans processes the access processing
i nformati on based on a specific algorithm™ and | ater access from said

access appar ghlis dehed QR qm&’ié’gﬁﬁu(ﬁ % dfsd dodd Nk eth Wi kdy the Kecor ding

2s neans key 1 nfornmation of correspo ata 1n sad recordi ng nmeans

is obtained. 1n {he inf.o t.iqQn processi.ng system accordin he. fourth
aspect of théls'ler%/eln isc?nl,c{ ;r)E?ie’?sgtra ;5115%5}%;%&%50 %ab@hr%?(gsa ﬁ%%%féssss%?

access key informatjon and 5 said access algorithmon an jdentical

seni conduct oM&Hi% G IN B AP tsﬁﬂﬁir’i‘ JeHTR t R Rt 57 ReGprdance
difficult. In the information processing systemaccording to the fourth
aspect of th&iithyentiesess Hramiaidfithehcdd ta Prree3sing @PPRR#TFS based
on one or nore to decryption algorithns anong DES, RSA, AES, and elliptic
encryptioh. landheherf aruddinm Ppridats giodp by stelabieortd ngaid raguéstrt h
aspect of the invention, preferably said comruni cati on path between access
appar at uses hs tdearniis tadh kag e« angadiloat sagd nBanst | spphceypied byogram,
specific algorithm In the information processing system according to the

fourth aspectr&fditdtf dutyeitd %t@r@&imlﬂem%gpe&i sdfqatggnésbnrismbased
on one or nore decryption 20 algorithnms anong S, RSA, AES, and elliptic

encrypti on. Isréittzh(?nérﬁglﬁf '}Péaleé‘ré;rgcf;seéﬁ t Si’étx‘?g‘éﬁi:&rgizﬂgrtc‘?afc e fourth

aspect of the 1 nvention, prefe e access appar at us, i's
possi ble to sel ect whether the access key information obtained froma

plurality of RGN AR Y ratuses is to be held permanently or held

10 A program of a third aspect of the invention is a
program to be executed by a data processing apparatus for
transferring data with another data processing apparatus
executing a first application program and for executing a
second application program, comprising a routine

15 receiving from said other data processing apparatus a
request for use of a data module, a routine referring to
management data indicating a data module permitted to be
used by said first application program in accordance with
said request and judging whether to permit said first

20 application program to use the data module relating to
said request, and a routine sending a data module
relating to said request to said other data processing
apparatus when judging it permissible.

An information processing system of a fourth aspect

25 of the invention is an information processing system



g tenporarily. In the information processing systemaccording to the
fourth aspect of the invention, preferably comunication between the
recordi ng means and the access s apparatus is by conposite connection of
one or nore of wireless connection by radio waves, electrical wred
connection, and optical connection. IA Thé information processing system

accor di ng tocgﬂgraga&ta SP2eo2bhi e raRKRN HaQ n P e ks rua%ty%gf - daLe

comuni cati on tween t e access apparatus an t e pI u

access appar ses is ¢ i te caonnectian_of re of wr e

Connect | on- by “FRARGeWTEa Ry Bl REAEAR ARECCA TS Bon AP Tl &

connection. 15 The nformatl on processing system accordl ng to the fourth
aspect of tha&™n ﬁé‘éFh FEFOrSipPe MEARS y VRETE G S34c FRARTDT DrRansiis
system conprising a controller for controlling the access apparatus based
on a det er ni HeGOFANgcBrRANShkaYC deforamFddoa dd nkadt wittd e miiukaidans. 20
BRI EF DESCRIPTION OF THE FIGURES FIG 1 is a view of the overall

configurati oefoladacowmid exidesss appairarhusc dardiangpdss they pireéSamation
enbodinent. FIG 2 is a functional block diagramof an IC card shown in

FIG 1. 2s FL@nkad widhviseWd Gecdddidigiinns NRPrinfd@tidh in 9 FIG 2.
FIG 4 is a view for explaining the software structure of a SAM nodul e

shown in Fl Ggclorighfice with? the®\Waiy xRl ad;ﬂ:_lcﬁ&ﬁ: R A H{idn S
external menory shown in FIG 1. FIG 6 |s a view for expl ai ni ng an

o ous for dessrusinuel drrEatl Ao I ddby fpake Epmarfh @ T 2, EF‘GaXS
|saV|veors cpﬁallnlnqr&nrg%%llcat (ﬁ%ror mlnadlscloser sho |
FIG 5. FIG SERCHY G T9R i AP LGS PR ’PT and
OPT shown in FIG 8.
10 owning the same, said access apparatus has a linkage
communicating means able to communicate with a plurality
of other access apparatuses, when said access apparatus
accesses data in said recording means, if the access
apparatuses in said access apparatus specifying
15 information are a plurality of other access apparatuses,
access key information corresponding to the above data is
obtained from the linkage communicating means, access
processing information processing said access key
information in accordance with a specific access
20 algorithm is transmitted from the access apparatus to
said recording means, said recording means processes the
access processing information based on a specific
algorithm, and later access from said access apparatus is

allowed only when the result linked with the recording

25 means key information of corresponding data in said



FIG 10 is a view for explaining types of 15 application el enent data APE.
FIG 11 is a functional block diagramof a SAM nodul e shown in FIG 1. FIG
12 is a view for explaining a communi cati ons net hod between SAM units shown
in FIG 1. 20 FIG 13 is a view for explaining a case in which a degenerate
key is transferred between SAMunits sShown in FIG 12. FIG 14 is a view

for explainiPg?%rﬁggéfkggggté%ggﬁgé?éeagnnand SAMAPETC. 25 FIG 15 is a

view for exp enen S - 10 shown in FIG 14. FIG 16 is

a view for explaiﬂin L2 SAgIeIe nt transfer response SAMAPETR. FEIG 17 is
a view for expl ai Png 8 1BGPFRRt#8P grﬁﬁﬁﬁﬁﬁnguﬁﬁéﬁﬁpcaFF8ﬁ ARGn§OSAME .

FIG 18 is a view for_explaining an exanpl e of operation_for transfer of
degener at e kEhedbparbht aBRRCEARE URPES1BYBPALRBd BERbPEabIVnGarAG 13. FIG
19 is a view for explaining processing for 1o generation and transfer of a
menory parti8FefAspaeRRgsatEpGnonptessaidi agcese &rpl Andoxgaiient Bod of
setting tag data APE TAG shown in FIG B for a nenory partition package
(APE). FIsG gaidsaacesswalgpreéxpmapni ag tiHentierdl sems copeluattioon ahipa
conmmuni cations systemshown in FIG 1. FIG 22 is a view for explaining the

overal | operabi aRalsdsCandURbABErOAY FyshmekhehowtsideFh®e HififliGuld3 is a
vi ew for expl ai ni ng anot her enbodi nent of the present invention. 20 FIG 24

is a view for expkgi BhRY;ARBLASE1BADRILEREL AL LR tRiE S ddIHNtHon. FI G
25 is a view for explaining anot her enbodi nent” of the present i'nvention.

FIG 26 is at@(@}f’oﬁ%h%%%h@ B¢ M BALLATRON, MRL reRah 1G4 esent

i nventi on. 1

specific access algorithm is based on one or more
10 decryption algorithms among DES, RSA, AES, and elliptic
encryption.

In the information processing system according to
the fourth aspect of the invention, preferably said
communication path between access apparatuses by the

15 linkage communicating means is encrypted by a specific
algorithm.

In the information processing system according to
the fourth aspect of the invention, preferably said
specific algorithm is based on one or more decryption

20 algorithms among DES, RSA, AES, and elliptic encryption.

In the information processing system according to
the fourth aspect of the invention, preferably, in the
access apparatus, it is possible to select whether the
access key information obtained from a plurality of other

25 access apparatuses is to be held permanently or held



FIG 27 is a view for explaining another enbodi nent of the present
invention. FIG 28 is a view for explaining another enbodi nent of the
present invention. 5 BEST MODE FOR CARRYI NG OQUT THE | NVENTI ON Bel ow, the
best node for carrying out the invention will be described with reference
to the acconpanying drawings. FIG 1 ts8a~view of the overall configuration
of a 1o co nicationi system 1 of the present enbodi nent. As shown in FIG
1, the comunfCRPT 3RS ¥ysten11 uses a server apparatus 2 installed in a
store or the like, an IC card 3, .a card reader/witer 4, a personal

computer 5, an Asﬁn(ﬁ ﬁlFBEPFBﬁt%QPvPEQCSFS%PGe§Y5§€FV€FQQEE&P§tJQ 19, i5
SAM (secure application nodule) units 9a, 9b, and a nobil e conmunicati ons
devi ce 41 haﬁﬁﬁgfaﬁrF@ AsBerE of Ghﬁté@N&P@GO@ur@ﬁﬁﬁqnabﬂHé pr esent
invention) built in so as to comunicate via the Internet 10 and perform
settl enent pecouvmesipgtind beliweepr tbedwesiorgiogeseang 2adudiheg aaeds@ card 3
or nobil e comruni cations device 41. The SAMunit 9a (first data processing
appar at uss of appasafusi H¥ebyi eBnpbas tan cexhedtilonMfoihe/ rdiBHey dfeans of
present invention) and a SAM nodul e 8 (processi ng neans of present
invention). Z5rBikkBebonhBetSAN vyl tra%l?.o( saced dAlRdiiReASHited - 12

apparatus of present invention) simlarly has an external nmenory 7 and a

SAM nodul e 8, ﬁlggcgi%kﬁngup o%%l?éﬁokgh%%cE Jaeed, transfers data with

anot her not s eatures o nnunlcatlons System 1] In
the present enbodi the SAM unit _9a shown i i s characterized in
the Communi cat F on HebiBen EREREANM AL 05 E S11A 1122680 MRS Hhar
utilizing the application elenent data APE stored in the external to nenory

7 of the SAVEDRI fOQSthFérspéﬁ&rrﬁlfe theo 1gventiensaRrafiarady ob for

10 communication betWween the access apparatus and the
plurality of other access apparatuses is composite
connection of one or more of wireless connection by radio
waves, electrical wired connection, and optical
connection.

15 The information processing system according to the
fourth aspect of the invention is preferably a secure
information processing system comprising a controller for
controlling the access apparatus based on a determined
protocol, the access apparatus, and the recording means.

20 BRIEF DESCRIPTION OF THE FIGURES

FIG. 1 is a view of the overall configuration of a
communications system according to the present embodiment.

FIG. 2 is a functional block diagram of an IC card
shown in FIG. 1.

25 FIG. 3 is a view for explaining a memory shown in



di fferent service businesses to provide services linked together, it is
necessary to give another service business a card access key and card

i ssuance key package i5 required for 1C card (1 C nodule) operations in a
secret state. For exanple, to calculate nutual authentication keys with an
| C card between different service bustn@sSes, it is required to obtain a
card access ff¥1 Eard degenerate 20 key, or other key information.
Specifically, "When'settling noney by the SAMunit 9a and purchasi ng

mer chandi se by ths SAM unit 9b.and _furthe congleting bat h processi ng
during one nut ual 4t hAntBct VORYpEPFoB*RIBANARY ENCASPItHRTES necessary to
25 transfer key informati on necessary for the nonetary - 13 settlenent
from the SAMPERPEtYBet 8ft ReSBUMRGARLEOBhaHE dPeHTE-alkey necessary for
access to the IC card at the SAMunit 9b side. In this case, it is possible
for the SAM unit BaGan8 5st hevéaw finirt eSblagnindi wi temlory aceesft e | C
card, however, it becones difficult to guarantee sinultaneity of operation
and processi agtépnaboimbmbleg shoehaiy FeEGt| anent and nerchandi se purchase.
For exanple, a situation arises that the nonetary settlenent is to

conpl eted, but aceyisi ki @8 af viBe E‘B&Cﬁiﬁdiaiﬁiin% Ret 5 lRltadn Moreover, a
busi ness borrowi ng a shared nenory area of an IC card to provide a service
i ndependent | ¥,.§ §aﬁoigcgugg@e§ggriEggang'oglbqrsregistering the service on
15 the I C card ?area regi stration key package etc.)) froma manager of the
shared nmenory are megqr i ng.organi zation) far exanpl e. SQ,, It is
necessary to trangFéf ZRcépgagggfi?Poﬁgﬁeylﬁggkgﬁg %8?%%&.%§%|4?talls
partitioning an IC card tqo zo generate a_shared nenory area between the
menory managPhg98t8aRrzarfoRPAnghons: 8 &§1& Srovider (for exanple, service

busi ness). _
10 FIG. 8 is a view for explaining an application

program in a discloser shown in FIG. 5.

FIG. 9A and FIG. 9B are views for describing details
of data PT and OPT shown in FIG. 8.

FIG. 10 is a view for explaining types of

15 application element data APE.

FIG. 11 is a functional block diagram of a SAM
module shown in FIG. 1.

FIG. 12 is a view for explaining a communications
method between SAM units shown in FIG. 1.

20 FIG. 13 is a view for explaining a case in which a
degenerate key is transferred between SAM units shown in
FIG. 12.

FIG. 14 is a view for explaining a SAM element
transfer command SAMAPETC.

25 FIG. 15 is a view for explaining element attributes



When a plurality of businesses provide services |inked together as
expl ai ned above and transfer key 25 packages and ot her application el enent
data APE, the - 14 conmmuni cations system 1 provides a neans enabling
sinpl e establishment of a secure communjications path anong the SAM units 9a
and 9b and other SAMunits. Below, the conponents shown in FIG 1 will be s
described. [Lfofkalr 4n3ragd Mbile Conmmuni cations Device 41] FIG 2 is a
functional block diagramof an IC card 3. As shown in FIG 2, the IC card 3

has a I C (integra chrcyit dul a _havi_ng.a ne 50 and.a 1 o CPU 51
. The nmenory 50, gggéhgﬁnHFnLFggfwéio%afxg ﬁ%%ﬁr? §?§%¥%§HfmﬁﬂV%h a credit
card conpany_ or other service | 15 1 uses, a nenory area 55 2 which
a servi ce buSFRB8ESYsrespense %ﬁ%bggﬁinory area 55 3 which a 15 service
busi ness 15 3 uses. The _nmenory 50 stores key data used for judging an
access right to t B&Cneddr ¢ Sape¥isy foryeyrdainifged TOUGINRYIERF an access
right to the nenory area 55 2, and key data used for judging an access

ri ght to % hemptnedy agithenzdceXidn EnmenieAlst.a are used for nutua

aut henti cati on and data encryption and decryption. The nmenory 50 al so
stores identificatiIon détdsoh wiew Eorakxkplaining Gar ;xhmitley .ofThe nobil e
communi cations device 41 has a 25 comruni cati ons processor 43 for

conmuni cati ngpwirkikidh AR trankFerSOF'Heddicdude &PRidta Brtirdittam k and
the Internet 10 and an I C nodule 42 able to transfer data with the

communi cat i oQs ; REOE&PI QA ndd %@%dggnﬁﬁyn%@%qﬁ;mﬁkp the SAM unit 9a through

the Internet 10 froman antenna. C nodul'e 42 has identical functions

to the IC FIG. 19 is a view for explaining processing for

10 generation and transfer of a memory partition package.
FIG. 20 is a view for explaining a method of setting
tag data APE TAG shown in FIG. 8 for a memory partition
package (APE).
FIG. 21 is a view for explaining the overall
15 operation in a communications system shown in FIG. 1.
FIG. 22 is a view for explaining the overall
operation in a communications system shown in FIG. 1.
FIG. 23 is a view for explaining another embodiment
of the present invention.
20 FIG. 24 is a view for explaining another embodiment
of the present invention.
FIG. 25 is a view for explaining another embodiment
of the present invention.
FIG. 26 is a view for explaining another embodiment

25 of the present invention.



nodule 3a in the I1C card 3 descri bed above for the point that it transfers
data with the communi cati ons processor 43 of the nobile conmunications
device 41. Note that processing using the nobile comunications to device
41 is performed in the same way as pl‘OCffSi ng using the 1C card 3, and
processing using the I1C nodule 42 is pettorned in the sane way as

processi ng using t I I i f.0l 1 CL APt &

processi ng using tEE%'I %@% agxé"n%aq Isféfmr)é :alSrgr}d;V%m}gﬁaﬁéd%%%l ow,

t he SAM uni tsofg% 9h Wi | Intbel qres r.iobned in detail. The SAMunits 9a, 9b, as
descri bed above, hr?a\Per Saer ndlVHEwS es 7 (nmenory nmeans of present

i nvention) and SAM m)dtﬁlr?gs_ 8 (pr.ocessing neans of present inventjon). 20

Here, the SAM moddi% 8 afhy HE reY ARF R TIMUDRARERGT FPRAIMEMY may

be realized as_an apparatus holding a plurality of circuits in a housing.
[ Sof t war e Corfffi dlteatRESFYTE MMM 8] The SAM npdul e 8 has a software
configuration as 25 shown in FIG 4. - 16 As showmn in FIG 4, the SAM
nmodul e 8 has, in GEAEY MOEMERGR JARBRNING\QUT tTHRIpPSWENEBI®@N, a har dware HW
| ayer, a driver layer (OS layer) including RTOS kernels corresponding to

t he peripheral HWBed dwowathedhauh termddey effors darryai 10§ st Nthé Ni hegh Eabh y
grouped units, a higher handler |ayer grouping together application

speci fic |ibraniepetidescriBbdi¥h | Addred®s €0 | thd NeclbinpayPingt he
application progranms AP 1, AP 2, and AP 3 (application prograns of present
i o invention)ydefididg procedures for use of the IC card 3 by the credit
card conpany or otHer service businesses 15 1, 15 2, and 15 3 shown in FIG

1 are read out fr he external memory 7 and rated. Each. appl Lcation
program can be se&t?v(\}’tﬁl one or' ¥ VFeOQSyhrr%c?‘()ersoflfp?%rfP’r%u’f?\ 1%% ‘I’gy%r,

firewalls FWarelPr_ovi ded anong t he _
10 communications system 1 of the present embodiment.

As shown in FIG. 1, the communications system 1 uses
a server apparatus 2 installed in a store or the like, an
IC card 3, a card reader/writer 4, a personal computer 5,
an ASP (application service provider) server apparatus 19,
15 SAM (secure application module) units 9a, Sb, and a
mobile communications device 41 having an IC module 42
(integrated circuit in the present invention) built in so
as to communicate via the Internet 10 and perform
settlement processing and other procedural processing
20 using an IC card 3 or mobile communications device 41.
The SAM unit %9a (first data processing apparatus of
present invention) has an external memory 7 {(memory means
of present invention) and a SAM module 8 (processing
means of present invention).

25 Further, the SAM unit 9b (second data processing



application prograns AP 1, AP 2, and AP 3 and with the higher handl er

| ayer. [External Menory 7] 20 FIG 5 is a view for explaining a nenory area
of the external nmenory 7. As shown in FIG 5, the nenory area of the
external menory 7 includes an AP rrem)rylglr ea 220_1 storing the application
program AP 1 of the service business 15 4, an 2s AP nenory area 220 2

storing the i |0 R - 1A f .t VA '@ﬁ§§ 5 2,
an AP nenory%%%ggg%yg %fg?%%lrs%g??ﬁen%aeﬁ)p J'|03:na)t i%rﬁnlpl:}%glﬁgﬁ A%%gpt){?* e aslérvi ce
busi ness 15 3, and an AP, na@gﬁgnen negfry area 221 used by a manager of
the SAM moduf€™98d. 5308 & Wﬁﬂﬂ%%: ion programs stored in the externa
menory 7 in the SAMunit 9a cqrrespond to first application prograns of the
present inventionIghFAbmads & AR StR P9t theenstrnafatRnory 7
in the SAM unit 9b corresponds to second application 1o prograns of the
present i nvemtiitdn anathaspinatasheyp gt d‘iﬁcﬁliel- stored in the AP menory area
220 1 is conprised of a plurality of application elenent data APE (data
nmodul es of presentlHeatamesomf Casumysi eatitdres Avstemry) area 220 1 is
limted by the 15 firewall FW1. The application programAP 2 stored in the

AP nmenory area 22Qn? the ¢ygy¥driteenodinidnit altte SKM appi t cod | showh eipent
data APE (data nodul es of present invention). Access to the AP nenory area

220 2 is imped by ihemidddgmlda AW %hg%mi%ii&p 1Pe OIS #he3

stored in the AP menory area 220 3 is conprised of a plurality o
P! on, ST S EF ST EDEL S YRR ERD) - Aocess 1o
application element data APE stored in the external
10 memory 7 of the SAM unit 9b.

For example, to use the SAM units %a, 9b for
different service businesses to provide services linked
together, it is necessary to give another service
business a card access key and card issuance key package

15 required for IC card (IC module) operations in a secret
state.

For example, to calculate mutual authentication keys
with an IC card between different service businesses, it
is required to obtain a card access key, card degenerate

20 key, or other key information.

Specifically, when settling money by the SAM unit Sa
and purchasing merchandise by the SAM unit 9b and further
completing both processing during one mutual
authentication period with an IC card, it is necessary to

25 transfer key information necessary for the monetary



- 18 In the present enbodi nent, the application elenent data APE is, for
exanple, a mninmumunit downl oaded fromoutside of the SAMunit 9a to the
external menory 7. The nunber of the application elenent data APE form ng
each 5 application program can be freelia/ determ ned by the correspondi ng
servi ce business. The application progr #5~AP 1, AP 2, and AP 3 stored in

t he external r r r I ! e_de L e ep.r into

t he SAM nodule 8. %ﬁfzﬁe&aogglﬁ%t% %g%r%gnstéAPé%%Z&%\@nd%lﬁg are
prepared by the service businesses 15 1, 15 2, and 15 usi ng, for, exanple,
personal confRSRE Fo ¥BY MECLSSATY F°B AFRFS i 1P FHee ﬁc FRrArat d5hRI oaded
to the external nmenmory 7 via the SAM nodule 8. 15 Bel ow, the application
prograns AP BSAM\mrmit [ simdes. i || be described in detail. There are one or
nore application prograns in a SAM for each service business. First, an
appl i cation progran Amhiss gzask i nit hies erexikleafonehive ySAMofint heSs ANdNI t
9a (SAM A) shown in FIG 1 will be explained. FIG 6 is a view for

expl ai ni ng arttep@AM atniion 9 ogr amdirsdwa el | aacddes ekher Dal caedpry 7 of the
SAMunit 9a (SAM A) shown in FIG 1. 25 As shown in FIG 6, the application

program AP hafowever? it dssddrhés adi o slat @ A6 dbhFntédedimhytagel be
application program AP, data APP VER for indicating the version of the

application Qgpg;ﬁépa(gorpw%(gg@é%g{\%,%%%tﬁﬁ%%%%géﬁépgi cating the

nunber of the application 5 el'enent pplication
program identification data APE%I D,of one or_nore_application el ement data
APE i nol uded T3 CHRURE RS 20 PUE AT 5 BPE TRETPPES nfit data PT,
option data OPT, and entity APE PL of the aggl ication elenent data APE. io
Not e that theStHPHR™D %ﬁgﬁéh%eﬂb%r’ﬁ?’t‘e ¥y pyttlement 1is

10 completed, but acquisition of the merchandise is not
completed.

Moreover, a business borrowing a shared memory area
of an IC card to provide a service independently has to
acquire key information for registering the service on

15 the IC card (area registration key package etc.) from a
manager of the shared memory area (memory managing
organization) for example.

Also, it is necessary to transfer a card partition
key package for logically partitioning an IC card to

20 generate a shared memory area between the memory managing
organization and shared area provider (for example,
service business).

When a plurality of businesses provide services
linked together as explained above and transfer key

25 packages and other application element data APE, the



and the option data OPT shown in FIG 6 and FIG 7 correspond to first
managenent data according to the present invention. The identification data
AP IDis determned so that 15 it is different for every service business.
The tag data APE TAGis an identification tag of the application el enent
data APE which a service business can~sét and is determned so that it can

be unanbi guousl y specif.ied anp t he application progra . 20.1n FIG 6,
the entities c(ﬂ“}‘rl‘ﬂ@cfptpﬁ?ncsaﬁ%r% gﬁhepnlf)cpv ‘f C @@‘%&)‘?ge %%ﬁ@ﬁ\% FYRHR three
APE_|I D shown by hatchi ng among the four identjfication data APE ID stored

in the appli GG FHRALM AP 2 rSLFYER FAMPIRY LR P37 B PTeREr therom t he

SAM unit 9b (SAM B) to the SAM 25 unit 9a (SAM A) shown in FIG 1. - 20

That is, the S iutids A2 tand Sk Ak AT AN o kf®nent data APE do not
exist in the external nmenory 7 of the SAMunit 9a. FIG 7A is a view for
expl ai ni ng the perBalowlatthéTcdnsdnewts nsidwih B PEGshbwiilh B G 7A, the
permt data PT has the nunber of nmutual authentication keys, presence of

nut ual autherddsxagillsd. | nst ance of the nutual authentication key of the SAM
A, application element data APE of the nmutual to authentication key of the

SAM A, instance ofgtdecdpd UdlaytMehil & atoRukeda i ohbepSPMEB, 48pP! i cation
el enent data APE of the nutual authentication key of the SAM B, and access

i ght data PMSD. , - ' ion, t&he. |
notance of mutual® St Fon Catt B o1 he S g TR bpal Kt PaRdeP sment

FIG 7A are presedt® TPOMe SR { 1200 St & EhAi B8 By Cransier from
the SAMunit 9b. 20 FIG 7B is, a view for_explaining the option data OPT
shown in F|Gjyytegrated circuit) module 3a having a memory 50 and a

10 CPU 51.

The memory 50, as shown in FIG. 3, has a memory area
55_1 which a credit card company or other service
business 15_1 uses, a memory area 55 2 which a service
business 15 2 uses, and a memory area 55 3 which a

15 service business 15 3 uses.

The memory 50 stores key data used for judging an
access right to the memory area 55 1, key data used for
judging an access right to the memory area 55 2, and key
data used for judging an access right to the memory area

20 55 3. The key data are used for mutual authentication and
data encryption and decryption.

The memory 50 also stores identification data of the
IC card 3 or IC card 3 user.

The mobile communications device 41 has a

25 communications processor 43 for communicating with an ASP



As shown in FIG 7B, the option data OPT stores the SAMID of the SAM B,
identification data AP I D(B) of the application programstored in the SAM
B, and flag data 25 PCF. - 21 The flag data PCF has a first flag for

i ndi cati ng whet her the application el errﬁ t data APE exist inside or outside
of the SAMunit 9a, a second flag for~indiCating whether the application

el ement data s%PxEv gcf éﬂﬁt}&:@fﬁ) tl@’lotﬁ:frﬂgrr?&v% et%’@etﬁé SthPsEet 016 e

public or not cating er they are to be used

tenporarily o tor ) e ntI when isclosed 1o the outside. In
t he exanpl e ﬁ%F(“ECF"&IfD ‘{%gaqﬁ C i iom %‘T %\t‘élsgh Qi de", and

t he second and t hi rd flags are not set et. The :)ermt data, PT or the
option data GSPMYHCAEART LTWFIPHAD I RN FERF i thethe P nacy
of the party able to set setting data in the application 15 program AP.
Based on t he Wtta,%a Hhspghodhin el Beeynrig ek wheemern c?nh®Rn2o pernit the
setting of the setting data. Further, in the present enbodi nent, ports for
use by thée appli cd&hen®mutans 42 chatefident i Thk funghtidns teetbé I@e ports
defined by the application prograns, 20 applications, etc. are defined as
managenment daicdulRas®Ed nn the TenegededtddaéaibédealSédb undt stRa, pSbnt
determ ne the nodes of use of the ports defined for the application

programs. NeXthat Ne: aPRAALOLF OTUPEL I PER Eife Sé&ﬁ:@@lnieaﬁbsna%%ésé@ak
menory 7 of the SAMunit 9b (SAM B) shown in FIG -

in the exi er i Tertrd P Rt Qﬁ‘g%g‘?%%ﬁ%?%%ci‘%ﬁﬂ ?L"%r Zm i\.P stores

Note that processing using the mobile communications

10 device 41 is performed in the same way as processing
using the IC card 3, and processing using the IC module
42 is performed in the same way as processing using the
IC module 3a, so in the following description, processing
using the IC card 3 and IC module 3a is illustrated.

15 Below, the SAM units 9a, 9b will be described in
detail.

The SAM units 9%9a, 9b, as described above, have
external memories 7 (memory means of present invention)
and SAM modules 8 (processing means of present invention).

20 Here, the SAM module 8 may be realized as a
semiconductor circuit and may be realized as an apparatus
holding a plurality of circuits in a housing.

[Software Configuration of SAM Module 8]

The SAM module 8 has a software configuration as

25 shown in FIG. 4.



5 As shown in FIG 8, the application program AP has identification data AP
ID for identifying the application program AP, data APP VER for indicating
the version of the application program (or package thereof), data APE NUM
for indicating the nunber of the appli c%i on Zo el ement data APE incl uded
in the application program identificatfon data APE | D of one or nore

application el eme%'EFs HAahé ARE Efﬂ;'.mti;,g %ﬂr% t | &Rl1 &g g&é)%rl_aig} gt)%gepat a APE

TAG pernmt data option data OPT, e entity A
application ene data APE._ 15 te that the tag data, APE T the permt
Gora BT, and BHE QP doveh LooF SROMPTSE Ao dhd s 5o T BRVERE Lo

second managenent. data accordi ng to the present invention. Mreover, in
FIG 8, the éntdRiver da¥are EhiiadRTlon B W RIB ke or r espondi ng
to the three APE I D shown by brackets anong the four identification data
APE’ | D st or edcanrasrongbigld cka i e pegirherdl A%, (A iloved haodlehel Y@ uni t
9a (SAM A) shown in FIG 1. These three entities of the application el enent
data 25 APE eSarstprarveadseirextior nabgimainly groipédeanss unethdbpher - 23 FI G
9A is a view for explaining the permt data PT shown in FIG 6. As shown in

FIG 9A, the Haididr dadyePlginpiie togdetieOf appl 18 t both hepétLpieon keys,
presence of mutual s authentication, instance of the nutual authentication

key of the SAMy}a@d ig@t | OMakd edeip ded@e APE Of the nutual authentication
key of the SAM B, instance of the nutual authentication key of the SAM A,

and Lo the access TTaRt dar & nel TRERL! (he WETLLER SR ok Yzphe A PN A
and the appl A ot et (RRRL FRELT TRESHEVIAI *AUPRERETEat i on Key of
o o g ke o adPi hg procadures for uee'of Po'18"8LEG Lromthe
by the credit card company or other service businesses
15 1, 15 2, and 15 _3 shown in FIG. 1 are read out from
the external memory 7 and operated.
Each application program can be set with one or more
15 macro scripts.
In the AP layer, firewalls FW are provided among the
application programs AP_1, AP 2, and AP _3 and with the
higher handler layer.
[External Memory 7]
20 FIG. 5 is a view for explaining a memory area of the
external memory 7.
As shown in FIG. 5, the memory area of the external
memory 7 includes an AP memory area 220_1 storing the

application program AP 1 of the service business 15 1, an

25 AP memory area 220 2 storing the application program AP_2



The access right data PMSD designates the node (read, wite, or execute)
for permtting access (use) fromoutside of the application el enent data
APE for the each APE stored in the application program AP. The designation
20 may be perforned by specifying a predetermned right. FIG 9B is a view
for explaining the option data OPT showh’ im FIG 8. As shown in FIG 9B,

the option da T stor.es the.SAM | f, the i.dentifi { data AP
| D(A) of an 25 (E'gél SEation r[t)arug‘glrnaerﬁss'It2050|=e2d i ?@?“émry And f adg—cg(;ata -
24 PCF. In the flag.data PCF, in the exanple of FIG, 9B, the first flag

i ndi cates "i ASPFENT the aPRIAFHIILT iPrF&i‘-’&é\"ég‘R_épé?F' NG FIRETSird flag

i ndicates "tenporary use". s Note that the application elenent data APE are
stored in thEuSinessall Sngno@Andy 3y AfeMANRPSBIRTY RSP PaGERFeL DY BFed.

Bel ow, the types (APE TYPE) of the application element data APE will be
descri bed. ZbyFeGmatagder »fvithe S aqeiwianidP + he types of the application
el enrent data APE. As shown in FIG 10,as the types (APE TYPE) of the

applicatien el enemerdgt ahdPlprlhicaAR are gtogeanke s tdated KriARBhe card access
key data (1 C area key data, |1 C 1s degenerate key data, etc.), file system

confi gur ati oRxdahrfhalSAdmBtwal athantdeatinn kry dotrespi key Poekage key
data, 1 C card operation nmacro conmand script program nenory partition key

package, ”E”%%1&%&@1@&%1%&%#)6@%%e&%@%&§&99% key package,
i ssuance key package, "area regi stration key package, area del etion key

package, servi .reqi.stratio e t nd .servi eleti key-, package
are stored as‘-"pg)gﬁcla%'la Cino}r@gre}rraé"n% sggcféodzlﬁi& e%’gt\%lqbéaftm%&fﬁgt?%es of

t he applicati%n el enent, 25 data APE shown in FIG 10 V\{H be described in
detail . the SAM unit 9b corresponds to second application

10 programs of the present invention

The application program AP _1 stored in the AP memory
area 220 1 is comprised of a plurality of application
element data APE (data modules of present invention).
Access to the AP memory area 220 _1 is limited by the

15 firewall FW_1.

The application program AP 2 stored in the AP memory
area 220 2 is comprised of a plurality of application
element data APE (data modules of present invention).
Access to the AP memory area 220 2 is limited by the

20 firewall FW 2.

The application program AP 3 stored in the AP memory
area 220 3 is comprised of a plurality of application
element data APE (data modules of present invention).
Access to the AP memory area 220 _3 is limited by the

25 firewall FW_3.



- 25 AP resource key data K APR The AP resource key data K APR is used as
an encryption key for when setting the application el enment data APE.
Different key data K APR is allocated fox every s AP area to set the
application elenment data APE. Card accg s key data The card access key
data is key data used for a read/wite %e?ation of data with respect to

the memory 50 1n e b AL USRSl e 201 4 T, caf Guaipeess, key

data i ncl udes, for exarrpl car sys em’key card area key data,
| C card servi data, | C card degenerate key data, , etc, the IC
card degeneréltag Eydisy ifO% &FAPR 'gé}té‘?’a‘t’éﬂ‘%wr?a‘ntcrwr?]rfba%nﬁr?rﬁe | C
card systemkey data is and menory area nmanagenment key data of the menory
50 and is us@@tfsetdwﬁteﬂheatﬁ%mnkﬁat%rto Fihe Hertegnah mereRey’ dathe
referred to by an I C card operation macro conmand script programis

i ncl uded in appliegataforthed eypiti citicorARE ayfen hedataeARE poxmindieeaah d 20
access key data. File systemconfiguration data As file system

confi gur abi ompgdtiana ttilter erargran arareXxsai el Healadami med) dby vehalat a, and
journal data. The log data is, for exanple, data of the history of 2s use

of the appli cdrsd g APy diteedegat i ve - 26 datais, for
exanpl e, information on the invalidity of an IC card, and the journal data
is, for exanple, tfhg fylﬂmwaet ﬁ?s alp & SAM FOr,6X § storéd! e
system confi guration, e type I I'e @ctess— recor

desi gnati on, Sor ri se ecte ln cas ord key, t he record
si ze, the totdl ‘%tﬁmeé&%‘? SFHREY e 1% %?@EH%JU?% ?%n fecord

si gnature net hod type, record data size, and record si gnature key are set.
Furt her , mheﬂmﬁcqqybled when read into the SAM module “B.

10 The application programs AP 1, AP 2, and AP 3 are
prepared by the service businesses 15 1, 15 2, and 15 3
using, for example, personal computers 16 1, 16 2, and
16 3 shown in FIG. 1 and are downloaded to the external
memory 7 via the SAM module 8.

15 Below, the application programs AP _1, AP 2, and AP 3
will be described in detail.

There are one or more application programs in a SAM
for each service business.
First, an application program AP stored in the

20 external memory 7 of the SAM unit 9a (SAM A) shown in FIG.
1 will be explained.

FIG. 6 is a view for explaining an application
program AP stored in the external memory 7 of the SAM

unit 9a (SAM A) shown in FIG. 1.

25 As shown in FIG. 6, the application program AP has



lo validate the signature when witing data to the file systemfromthe
outside is designated. Here, the "record" is the mninmnumunit for
witing/reading with respect to file data. SAM nutual authentication key
data i5 This is also used for nutual authentication anong APs in the sane
SAM The SAM nutual authentication key ddta is key data used in accessing

correspondi ng, lication el nt PE from apother AP in the sane SAM
or fron1anot%ﬁ$£ lﬁﬁFl%ﬁN§£§? %ggtﬁggbﬁafgeg%é ¥%ng56ép38?;b8agé?8 i's
encryption key data used when exchangi ng card access key data_and aqther
data after mRYIRFr3MtARntdER i DRP BRI AMENdicetingdtbBerarsdA nREr o
command script program 25 The | C card operation macro comrand scri pt
program _ 2the apphibeetbeedebhydraselorcrapgkagactberecé) i dadadescri bes
the order of processing relating to the 1C card 3 and transfer with the ASP
server appar aARE NOM fbe igdteatlingetbéi onmbacr of coheaagpddeaptiopr ogrami s
set inthe SAMs unit 9a, then analyzed in the SAM nodule 8 to generate the

correspondi Ngelémért digbh i APE dohalud&ayinetneyapplichic@Bnppekagamlhe key
menory partition package is data used to partition the nenory area of the

menory of the; gt el Ppbat PoRBHREN XpR! 1hCofabHe3obehBrR 8ppEithtioRuUSi Ness
starts to provide a service using the IC card 3. Area registration key

package The aéféméﬁgié%ﬁgtkﬁﬁ 59¥1€3§ﬁ29§5kﬁefggﬁé9§§§g%§r§?95§5ﬁﬁ-%anrea

in the nenory area of the nenory o _ a-service

ey package (FAEBIAEF—ERflc, BeFBRY FREaPEa RBFAPToRakE, SPlckage Fetaty
package able to be automatically generated in a SAMfromcard access key 20
dat a. APE_PL of the application element data APE.

10 Note that the tag data APE_TAG, the permit data PT,
and the option data OPT shown in FIG. 6 and FIG. 7
correspond to first management data according to the
present invention.

The identification data AP_ID is determined so that

15 it is different for every service business.

The tag data APE_TAG is an identification tag of the
application element data APE which a service business can
set and is determined so that it can be unambiguously
specified among the application programs AP.

20 In FIG. 6, the entities of the application element
data APE corresponding to the three APE ID shown by
hatching among the four identification data APE ID stored
in the application program AP are transferred, as

described later, from the SAM unit 9b (SAM B) to the SAM

25 unit 9a (SAM;A) shown in FIG. 1.



Service registration key package (internal generation) The service

regi stration key package is data used to register the application el enent
data APE of the external 25 nmenory 7 before a service business starts to

provide a _ 28 _ service using the IC‘?O ard 3. The service registration

key package is a package able to be aut tically generated in a SAM from

card access key d%th%tk§s's%}‘;\§ e deligld ﬁﬁeﬁ%ﬂ%pﬁ araal; generation)

The service del etion key '‘package 1s use ation elenment data
APE registereq in_th xterpal . mengry 7. The rvice deletion ke ackage
is a packageegﬁfngnfo%ta%'ab tdﬁnﬁ't%&caﬁ’ﬁlftgelﬁbr S rJ‘%AI\?I‘?’?%‘?#/c_gr%é(
access key data. The AP mgnagenent nenory area 221 of the external nenory 7
shown in FI GEhg Wé’é‘lﬁPgﬁanagenent data for managi ng the above nenti oned
application prograns AP 1 to 15 AP 3 . Access to the AP nmanagenent nenory
area 221 is |imt& Gy 72 i anadiiewricr §pitidid &y PeianidaMasRIER 8 i s
connected to ASP server 20 apparatuses 19a, 19b through an SCSI or

Et her net . 5 Theha®sh dav WIG.afparatus 19 is connected through the Internet 10
to a personal conmputer 5 of an end user and to a plurality of term nal

appar at uses i ncl ugdisnghdig [er FI® TPoNtHe e ki tl,dalta 22T diwk 1thed of the
servi ce businesses 25 15 1, 15 2, and 15 3. _ 29 _ The personal conputer

S i_S connect hmded oefxi‘r[ﬂﬂlf‘al t th SHATR 4 8i%h Q@éﬁs,r eﬁﬂé‘éé%ét&f fuddg pugh a
serial interface or USB interface. The card reader/witer 4

authentication, instance of the mutual authentication key
of the SAM A, application element data APE of the mutual
10 authentication key of the SAM A, instance of the mutual
authentication key of the SAM B, application element data
APE of the mutual authentication key of the SAM B, and
access right data PMSD.
Here, the presence of mutual authentication, the
15 instance of mutual authentication of the SAM B, and the
application element data APE of the mutual authentication
key of the SAM B shown by hatching in FIG. 7A are present
in the SAM unit 9b and are obtained by transfer from the
SAM unit 9b.
20 FIG. 7B is a view for explaining the option data OPT
shown in FIG. 6.
As shown in FIG. 7B, the option data OPT stores the
SAM ID of the SAM B, identification data AP_ID(B) of the
application program stored in the SAM B, and flag data

25 PCF.



realizes, for exanple, wreless communication 5 corresponding to a physical
|l evel with the IC card 3 (1 C nodule 42). Operation commands to the IC card
3 (1 C nodul e 42) and response packets fromthe IC card 3 (I C nodule 92) are
generated and decrypted at the SAMunit_9a, 9b side. Zo Therefore, the card
reader/witer 4, the personal conputer %, and the ASP server apparatus 19

| nterposed i nbet wegn, gy, THINGL 1A% 0 21078 A0 ERLGYEL R, GONLEDI A QT Lhe
comands and response N B Tara payl oad pOI’JfI oh ana” are not Tnvolved in
actual operations in the ICcard 3 i5 such as data encr;‘/ tion an

decrypti on, d‘ﬂﬁé}ﬂl‘f e aprkicatign gleneph dxtipiftere g%tlfni 9, °&nd
16" 3 can custom ze the application programs AP 1, AP 2, and AP 3 by

downl oadi ng ®utRide RScihaPNrbE 7 o a¥REPE hEl29 Sp kpdiFatsngr| G
11 is a functional block diagramof a SAM nodule 8 shown in FIG 1. As
shown in Fl GwhethaehetigApmpbidat Bom gl emeniSPEa tanhbhi cfit the i nterface 60,
an external nenory 25 comrunication interface 61, a bus scranbler 62, a
random 5 3Gappilindeeti eye neredram GBre ato dverdpscl osledr ypt btheb6dubaiageanry 65,
and a CPU 66. The SAM nodule 8 is a tanper-proof nodule. The ASPS

comuni cat i omd )} e4idCL €W £QT f ESPOFES 1RdbchbenghiREERES Bhelhgrar €8Nt
i nvention, the nmenory 65 corresponds to a nenory neans of the present

i ti , t d i f t
nvention, - ang, tig EALAS, 0L OPODUSEL 0@ PUOCASSLRAAAERRE P! uhlR Pr esen

i nventi on. nicatron 1 nter Is an interface 10 used for

data i nput/output, W t% t he ,ASP sgé.v [ apparatuses 19a, 19b shown in FIG 1.
The external ?T%Jf?/s% n%n?%%t?% t%%erface 61 is an interface used for

data input/output with the external nenpry_7. .
In the example shown in " FIG. 7B, the first flag

10 indicates “outéide", and the second and third flags are
not set vyet.

The permit data PT or the option data OPT, for
example, store data for authenticating the legitimacy of
the party able to set setting data in the application

15 program AP. Based on the data, the SAM module 8a judges
whether or not to permit the setting of the setting data.

Further, in the present embodiment, ports for use by
the application programs are defined. The right for use
of the ports defined by the application programs,

20 applications, etc. are defined as management data. Based
on the management data, the SAM units 9a, 9b determine
the modes of use of the ports defined for the application
programs.

Next, the application programs AP stored in the

25 external memory 7 of the SAM unit Sb (SAM B) shown in FIG.



15 The bus scranbler 62 scranbles data for output and descranbl es the input
data when inputting and outputting data via the external nenory

comuni cation interface 61. The random nunber generator 63 generates random
nunbers used for authentication. 20 The_encryptor/decryptor 64 encrypts
data and decrypts the encrypted dat a.” The Tenory 65 stores tasks, prograns,
and data uselcl %&h CPC}J866. se&:lescri bed | ater. The CPU 66 executes an IC
card procedure adenemt: 25 185k (j ob managenent data managenent task) or
ot her task. - 31_The CPU 66 perforns processing defined in the SAMunits
9a, 9b based on opfdat % T AMERTE qocﬁ" ﬁi&wmﬁ 1A APPBYCR PR ont r ol s
processing of the IC nodule 3a and the |IC nodul e 42 based operation
comands of EHFeIrems Apdharesh im thee extenal IMREY he € BRRIUPAM42 of the
nobi | e conmmuni cati on device 41. The CPU 66 in the SAMunit 9a and the CPU
66 in the SAMNdrH t9oW SAdhiB)olshaem i F%EF erl ( communi cati on) between t he SAM
units 9a and 9b. 10 [ Commruni cati on between SAMs] Bel ow, as shown in FIG

12, a conmuni cati Gus AW d W RIG | réanstres rapysl gept i crat posgedrenkht hast a APE
between the SAM units 9a, 9b will be described. In the comunications
system 1, as jdgsilfiedh heddldatal novEn gde AMEEGiPe end HPLLBaEidR |1 nk

to provide services using the IC card 3 and the IC nodule 42, the SAMunits

Oa and 9b 1 aefiart e AR OO AL g5 AP DG LN oFn ChT s

case, the SAMu 't he server—appar at us , the server apparatus

19b, and theﬁ%Myﬂm%jf‘?%h%igg%‘iiﬁi’%@ g%l. n}g%élpi%é\sg@e%@piggg on interface

60 shown in I éxa as s%own in FIG

13, an entity of degenerate key data (APE) is stored in the application 25
pr ogr am AP( BYMER 19 AR B t}?'f%rfb‘%‘?k’?r o‘PPtT'nlée mflcagfon

10 element data APE included in the appiication program,
identification data APE_ID of one or more application
elements data APE forming the application program, tag
data APE_TAG, permit data PT, option data OPT, and the
entity APE PL of the application element data APE.

15 Note that the tag data APE _TAG, the permit data PT,
and the option data OPT shown in FIG. 8 and FIG. 9
correspond to second management data according to the
present invention.

Moreover, in FIG. 8, the entities of the application

20 element data APE corresponding to the three APE_ID shown
by brackets among the four identification data APE_ID
stored in the application program AP are utilized from
the SAM unit 9a (SAM A) shown in FIG. 1.

These three entities of the application element data

25 APE exist in the external memory 7 of the SAM unit 9b.



- 32 wunit 9b. When the degenerate key data is referred to fromthe
application program APIA) stored in the external nenory 7 of the SAM unit
9a, the SAMunit 9b beconmes a discloser and the SAM unit 9a becones a
referrer. s Further, the application elgiﬁrent data APE of the degenerate key
data is transferred fromthe SAM unit™ t0 the SAMunit 9a. The transfer

transmts a SAM elﬁl@ntg t ri%n%f Wi&gf?%%iéﬁga%’hﬁ %ﬁ'g&?}l? &E&agbp,pfased

on the set 1o conteéent of option access right
data PVMSD in thhe appl i i%n progranms AP(A), (B) of the SAMunits 9a and 9b
and transnit §"8¥8aM el"enent®t ransfer response fromthe SAMunit 9b to 9a in
response. FIG 14 is a view far_ explaining a SAM el enent i 5 transfer

command SAMAPETC. A& ShSthh 1 G %fy, thi rsadt sk BT 33 etP® omand
SAMAPETC has identification data AP ID of its own (transferor_ of conmand)
appl i cati on pustpeamet eyl carthantdmatiam |Kows ., thresrire phrmytyabo
(transferee of command) application program instance nunber of a nutual
aut henti cat i e then tdfcattion r drsftaree off dleomunil mintentoicatison key
application el enent data APE for which transfer is requested (nunber of

el enent attridfuteds) SAREEIIBHLiddR fd dldmnelt e KPP adf Ofhav 2% t he
transferee (rmutual authentication ID), and an - 33 attribute list of the

appl i cation el fiRMeifRR i FWPlotidd e B SidstdidéE of Nené! RN 1

attribute list has the types of the application elenment data APE and

el ement attr it S8 SO 0k Fhe ity A NS SLRIRIL 81 (i Bydge Siffer in

the itens set accor type ication nent data

(APE TYEF) f%&ﬁMgéjLﬁéqﬁsﬂéglIé%éﬁé“%?ﬁﬁ%&on key of the SAM A, and

10 the access right data PMSD.

Here, the presence of mutual authentication, the
instance of the mutual authentication key of the SAM A,
and the application element data APE of the mutual
authentication key of the SAM A shown by hatching in FIG.

15 9A are obtained by transfer from the SAM unit %a.

The access right data PMSD designates the mode (read,
write, or execute) for permitting access (use) from
outside of the application element data APE for the each
APE stored in the application program AP. The designation

20 may be performed by specifying a predetermined right.

FIG. 9B is a view for explaining the option data OPT
shown in FIG. 8.

As shown in FIG. 9B, the option data OPT stores the
SAM ID of the SAM A, identification data AP_ID(A) of an

25 application program stored in the SAM A, and flag data



For exanple, as shown in FIG 15, when the to application el enent data APE
to be transferred is area service key data, a system code, an areal/service
code, and an el enment version are set as elenent attributes. FIG 16 is a
view for explaining a SAM el enent transfer response SAMAPETR 15 As shown
in FIG 16, the SAM el enent transfer 'r'e%ﬂ)oﬁse SAMAPETR conpri ses
identificati ata AP-1D of its own (transferer of response) application
program identification data AP ID of another party's (transferee of

response) applicatjo rogram . inst en er of a 20 t
bt bar o vavtroreie P s g Dy U Sxaef GRS, 98¢ tbe

application el enent_data APE to be transferred (nunber of el enent
attributes), Hditdgnart imtiatrg ubinsideent tRatserendt fil2delirdhfatefee of
a response (nutual authentication nanagenent ID), flag data 25 PCF, and

el enent |i st .“open34 ardbridhe ttivl od ey indicabes t heemypravy uvse” .
application elenent data APE (APE TYPE), elenent attribute size, elenent
attributes, and eModte tdiat hehappbpLiata oiorl ehanéntdalat APEPE 5a®s shown i n
FIG 15, the elenent attributes differ in itens set according to the type

of the appli ctd dt elenend shet@riPE ndibrJ YERY t Sebeihgt 8hBegptEQr exanpl e,
as shown in FIG 15, when the application elenent data APE to be returned

is to areal sglylittyd®bfalfaa area key data and service key data are set as
el ement attributes. Transfer between the SAMunits 9a and 9b using the

above SAM el enent fe 0, / E%QO [ s .per{ rF%LSI f nut ual

aut henti cation bet%ﬁ%wt h%h%A%gn?tg a—'g?]]chiEi_LSongbg 15};3?%05 vi ew for

expl ai ning the routine of mutual f‘bitﬁhenti catjon between the SAM units 9a
t

and 9b. Step SNt FrRtEAFBe b e YRFRYE8Te 8 in the SAM unit 9a of

10 FIG. 10 is a view for explaining the types of the
application element data APE.
As shown in FIG. 10,as the types (APE TYPE) of the
application element data APE, the AP resource key data
K APR, card access key data (IC area key data, IC
15 degenerate key data, etc.), file system configuration
data, SAM mutual authentication key data, SAM key package
key data, IC card operation macro command script program,
memory partition key package, memory partition base key
package, expansion issuance key package, issuance key
20 package, area registration key package, area deletion key
package, service registration key data, and service
deletion key package are stored as application element
data APE.
Below, part of the types of the application element

25 data APE shown in FIG. 10 will be described in detail.



20 the referrer generates an authentication command RUTH Cl1 storing a SAM
I D of the SAMunit 9b, AP ID of an application programto be referred to,
port ID of the AP to be used, APE ID of the application el enent data APE of
- the nmutual authentication key of the SAMunit 9a, 25 encryption nethod, and
random nunber RA generated by the -=33% SAM unit 9a encrypting using

mut ual aut henticatiqn key data AK B of the SAMunit 9b. The CPU 66 sends
the authenticatiort EEmTAETPUEGRH¥EY (B B unit 9b via the server
apparatuses 19a, 19b. 5 Step ST 202: The CPU 66 of the SAM nodule 8 in the
SAM unit 9b of thd&hs dP pragouligr) ke R dCAEDtLs theedasiedi cati on
command AUTH Cl1 received at step ST201 using the mutual authentication key
data AK B t o eyensymitieorarkeyo Bt héndn ot ioing etshpo nesep WL Adk Rin sé bemantt he
data obtai ned by said decryption and a random nunber RB generated by the

SAM unit 9b efipday Rl Usi Mk tdiet My ada B4t KNEAPR CR4 | AV Ke¥tdat foAKedasf the
SAM unit 9a. The CPU 66 sends the authentication response RUTH RL to the

SAM unit 9a Wm shpd e SELv SEn QPRSP d5€Sor W entdfe SheR ABE03: The CPU 66
of the SAM nodule 8 in the SAM unit 9a decrypts the authentication response

AUTH R1 received a.thtecf ST202 m%the mut ual aut hentication key data AK
A, 20 judges whet Her~3F% &ftffiith %R obt ai ned by said decryption and the
random nunber RA generated at step ST201 match, and, if judging they match,
gener ates an aut hefhe ardraeersnrke R T2 gt koY datacuseddbar nanber RB
encrypted using the nutual authentication key data 25 AK B. The CPU 66
sends t he autiead/wEt teoparateich AT H&R2a witBoborespethetSAVhanmem®byvi a t he
server apparatuses 19a, 19b. Step ST 204:
50 in the IC card 3 and the IC module 42.
10 The card access key data includes, for example, IC
card system key data, IC card area key data, IC card
service key data, IC card degenerate key data, etc.
Here, the IC card degenerate key data is key data
generated by encrypting using the IC card system key data
15 and memory area management key data of the memory 50 and
is used for mutual authentication.
Further, even the key data referred to by an IC card
operation macro command script program is included in

application element data APE of the same type as the card
20 access key data.
e File system configuration data
As file system configuration data, there are, for
example, log data, negative data, and journal data.
The log data is, for example, data of the history of

25 use of the application element data APE, the negative



The CPU 66 of the SAM nodule 8 in the SAMunit 9b decrypts the

aut henti cati on comand AUTH C2 received at 5 step ST203 using the nutual
aut henti cati on key data AK B, judges whether a random nunber RB obtai ned by
sai d decryption and the random nunber R?S generated at step ST202 natch,
and, when judging that they match, stor &3 nutual authentication

managenent | d.gen t |o tfgﬁ% ﬁﬁggaﬁg CPU
66 sends theggf}tghel%tl ?;otqt %ﬁ‘ r slpdng"Lejll t%g:vtr{% h nlAjtql_{ fq}ﬁ

server appar g tuses 19a, 3_%‘ Due to .thj nut u aut hent. cat,i.on between t he
SAM units 9a &nd’a%i’l ?“6% e ) ld?t af\l/ﬁfer? W]@dw%ts 9a and 9b

have al ready finished the nutual authenti catl on and the session is

est abl i shed, hdfttory: of ©*&tEies @&t & SME aut hentication conmand RUTH C1
at step ST201, step ST202 and step ST203 may be onmitted and the

aut henti cati on respansxanghe RA P identsyatean aerdiznmratiern, ithe i fypee SAM
units 9a, 9b nmanage nmutual authentication in units of mutual authentication
key data andof $besifdld scessabl (rsehed;d they rdasiginatitdrentsaat | amipg)ocedur es
can be omtted. Here, the judgnent about 25 whether a session is already

establ i shed fi@r salleRHeRE! Gth caselbf MM asSddH Usdy €108 res@erdli sigzanyt ual
aut hentication key data is perforned at a requestee (SAM unit 9b in FIG

17) . Bel ow, amL%YBRI1e RfmHne u%ctﬁstr@étﬁtﬁ S gieaeNe Al & K5y, dat a
between the SAM units 9a and 9b will 5 be expl al nec1g usi ng FI G 18." FIG 18

|saV|ewfor ex i Al £xa t hi s operat . St S1221: The
server appar at usdq:Jffgl c%l’%f T mvﬁtrm}% 3G’eg’enre":'rc’ll.z; reCijllcij‘—=l eys’laf a ?s‘gal ready set
(updated) in the SﬁM un|t 9b St ep ST222 The server ar at us 19b notifies

the server a Signatyrg ke %e??e?at%‘?@iﬁﬁat‘g“? E2dy set

10 validate the signature when writing data to the file
system from the outside is designated. Here, the "record"”
is the minimum unit for writing/reading with respect to
file data.

e SAM mutual authentication key data

15 This is also used for mutual authentication among

APs in the same SAM.
The SAM mutual authentication key data is key data
used in accessing corresponding application element data
APE from another AP in the same SAM or from another SAM.
20 e SAM key package data
The SAM key package data is encryption key data used
when exchanging card access key data and other data after

mutual authentication among SAMs.

e IC card operation macro command script program

25 The IC card operation macro command script program



in the SAMunit 9b. That is, it notifies a referrer that 15 application
el emrent data APE to be transferred is already prepared in the SAM unit 9b.
Step ST223: The server apparatus 19a changes an internal state (node) of
the CPU 66 of the SAMunit 9a to a node 20 enabling |inkage anong SAMs.
Step ST224: The server apparatus 19a Teqjlests processing using the IC card

3 (I C nodul e, 42) to the SAMunit 9a. Step.ST225: .25 e 66 in the SAM
ini t 9 per { SFnBePREEESE RY o SesyiopbHRi Ny st  PAduE ASRTHE e
processing, iIf degenerate key data of the application el enment. data APE
present in t kBesg¥ABRi Pfoprrsessdng: &@latdng i tde Ih&adeyehé@ste key is
not present in the SAMunit 9a, the CPU s 66 perforns nutual authentication
descri bed usithgnpfer vithi thet REPSAMrvien agparatast 4. Ihey Kegwinsh, Step
ST226: The CPU 66 in the SAMunit 9a sends the SAMunit 9a a request for a
transfer of bperdédencmaerokepmianad BeripAVEREHEashdwn set BInG thB)SAMSt ep
ST227: The CPU 66 in the SAM unit 9b generates a SAM el enent transfer

response { SAWARETBA ,shown ahatlh@edl G nSttiid FAM RIS it gumitattat a APE
of the designated 15 degenerate key data in accordance with the transfer

request and ggRdScrRaspRm@ihg trite catM Witi RA.da¥ep ST228: The CPU 66 in
the SAMunit 9a term nates the session established at step ST225 and

perfornms processi ngK20 concer ni ng the IC cac%d 3 (I1C nodul e 42) using the
degenerate key dafaK8YoPERCrY PREti&ien, BREAMCel enent transfer response.

Next, an exanple of realization of operations to generate and partition a
menory partition H&e keykigmory partition package is data used to

partition the memory area of the memory of the external
10 memory 7 or IC card 3 before a service business starts to
provide a service using the IC card 3.
e Area registration key package
The area registration key package is data used to
register an area in the memory area of the memory of the
15 IC card 3 before a service business starts to provide a
servica using the IC card 3.
e Area deletion key package (internal generation)
The area deletion key package is a package able to
be automatically generated in a SAM from card access key
20 data.
e Service registration key package (internal
generation)
The service registration key package is data used to
register the application element data APE of the external

25 memory 7 before a service business starts to provide a



2s shown in FIG 10 by conmuni cati on between the SAM units - 39 9a and
9b. In this exanple, for instance, a nenory manager |ending out the nenory
areas of menories in the IC card 3 and the I C nodul e 42 and perform ng

ot her operations uses s the SAMunit 9b, while a nenory area provider uses
the SAM unit 9a. Here, the nenory parti48 on package is generated based on a

menory partition, base package. _The ry partition base package is
gener at ed bySBbVEHE gﬂﬁ?ﬁn?ﬂe9§za93gﬁggnanager side, while the nenory
partition package is generated at the SAMunit 9b_at the nmenory area

provi der side. Th&Pef BREViGRenePRE LEAMIGR kY PISKEER dS 2 Sartition
package, it is necessary to obtain a nenory ~5 partition base package from
t he SAM unit abde EpGhelsutematicallvogeaesried ig g SMELney faerdyener ati on
and transfer of a menory partition package. Step ST291: The server
appar at us 19acoésshkegedatp.manager sends 20 a command for generation of a
menory partition base package to the SAMunit 9a. In response to said

command, 4he SAM Ungir9dcgeqgiatesnt taayngagkxﬁaamihftlegnaliagen@%@%) Step
ST242: 25 The server apparatus 19a notifles the server - 40 apparatus

19b that the nmeno partitiaon ckage has been _generated jn the . SAM unit
9a. Step ST243: T%‘esgf\Fgrlcgpﬁl%faLg!téﬁgnlgﬁyi ??lf(lacs?% CEmMYET p:(?r elgeetﬁaeration

of a menory gartition gacka e data to_the SAM unit 9h. Step ST244.
pprlication element data APE registered in the external

memory 7.

The service deletion key package is a package able

10 to be automatically generated in a SAM from card access
key data.

The AP management memory area 221 of the external
memory 7 shown in FIG. 5 stores AP management data for
managing the above mentioned application programs AP_1 to

15 AP 3.

Access to the AP management memory area 221 1is
limited by a firewall FW_4.

[SAM module 8]

The SAM module B is connected to ASP server

20 apparatuses 1%a, 19 through an SCSI or Ethernet. The ASP
server apparatus 19 is connected through the Internet 10
to a personal computer 5 of an end user and to a
plurality of terminal apparatuses including the personal
computers 16 1, 16 2, and 16_3 of the service businesses

25 15 1, 15 2, and 15 3.



After the SAMunits 9a and 9b perform nutual authentication described using
FIG 17, the SAMunit 9b 10 sends the SAMunit 9a a SAM el enent transfer
command of the format shown in FIG 14 designating nenory partition base
packet data. Step ST245: In accordance with the SAM el enent transfer
command, 5 the SAMunit 9a sends the-SAM umit 9b the SAM el enent transfer

response shown |n |G 16 st ng the nmry partl I on ack

generated at stepl3T2BETSTAB SK ﬁg‘ﬁHFFrgE JEnEPRNES Edﬁe%f? 28‘ 'on
package usi ng the received nenory partition base package. 20 Step ST246:
The SAM uni t tobandumbi E¥yPeheasdr yepdgppurates 4obhreyght Be seadddy partition
package has been generated. Step ST247. The server apparatus 19b notifies
the server 2&ntppfiaaeusr1U8Bt hnterflaceenfhye parti rieedepdeitigerhds been -
41 generated. Step ST248: The server apparatus 19a sends the server

appar at us 19aealireasy,yfpar ekbmphe¢owimedekar communicaitignpartition 5 of the
menories in the IC card 3 and the I C nodule 42. Step ST249: After the SAM

units 9a sandc8bragpbaaihagtbha puidalkaauteelli ¢atthorndese idded wsiqe FI G
17, the SAM unit 9a sends the SAM unit 9b a SAM el enent transfer conmand of

lo the formaf,ghieungbh FIG 14 designating memory partition packet data.
Step ST250: In accordance with the SAM el enent transfer conmand, the SAM

unit 9b sends the §A¥I %QIOB %% ?‘dgAlgloelt%geritc %%rdr %nsfl%tr r%ﬁﬁ _sr]%{shown in

FIG 16 storing tﬁ I'On packagé genérate 5. Step

T251: Th AM _uni he r Y r rtition
ST25 © S duregpggsgsgzche%s %%%m %%en%%P dag:gIé)module 42)

are generated and decrypted at the SAM unit S%a, 9b side.

10 Therefore, the card reader/writer 4, the personal
computer 5, and the ASP server apparatus 19 interposed
inbetween only function to store and relay the content of
the commands and response in a data payload portion and
are not involved in actual operations in the IC card 3

15 such as data encryption and decryption, authentication,
etc.

The personal computers 16 1, 16 2, and 16_3 can
customize the application programs AP 1, AP 2, and AP 3
by downloading a later described script program to the

20 SAM module B.

FIG. 11 is a functional block diagram of a SAM
module 8 shown in FIG. 1.

As shown in FIG. 11, the SAM module 8 has an ASPS
communication interface 60, an external memory

25 communication interface 61, a bus scrambler 62, a random



package, for exanple accesses the IC nodule 42 stored in 20 the nobile
communi cati on device 41 through the server apparatus 19b and Internet 10,
partitions the nmenory area of the nmenory in the I1C nodule 42, and has a
predet ermi ned service business use it. te that the SAM units 9a and 9b
may communi cate by 2s sinultaneously set img a plurality of conmunication

o setting t Ranbas°HehbkARolRy, (Bh SREVEERRY i dicr qi5. & metihed
menory parti %%gn?ﬁgclé:%gpi( ?gE) wi |l be explained. 5 Wen partitioning

menory areas 'in the I1C card and the I C nodule 42 into many
areas, a nane by which_use of .a gar_titi oned nenory area IS envisioned is
i

set as the tag dat3eABPEMTREAudEE; S 3 (PP BYGRF Medl€: 20, there is a
case to wherein a nenory area (private) of the nmenory 50 of the |C nodul e
3a in the | C cardTBeopSPRe crumippdgrdion 1o texnfEias Gfeanresronds & for a
service business Bto use (Private B) and an area for another service

busi ness A t theséntBuifhice AF, thleecpresendr daveltivat,e thle mnemeasd €8/ 15
partitioning the sanme into an area for a service business Bl to use

(Private Bl) coRtedpoatiea tbOh mesRrYy GRaP4sioFeThdBdrieddhe invRntMale B2 )
In this case, a tag nane "Public" is used when an area is a public area,

and tag nameandPrhateuBle @@ reBpokdlst tB2'a ekl i laAlk AlaHs 2
private area. In the case, it is possible torealize a nenory partition

operation deé&ggg‘itng_ 2g+dat2 APE TAG if the above mentioned tag data APE
TAG and cont &nt for the menory partition package are acceptable for a

manager 2s Side MRaghAgS e UL dnirace 6 1L u AIVLIRLLY © Of

10 used for data input/output with the ASP server
apparatuses 1%a, 18%b shown in FIG. 1.

The external memory communication interface 61 is an
interface used for data input/output with the external
memory 7.

15 The bus scrambler 62 scrambles data for output and
descrambles the input data when inputting and outputting
data via the external memory communication interface 61.

The random number generator 63 generates random
numbers used for authentication.

20 The encryptor/decryptor 64 encrypts data and
decrypts the encrypted data.

The memory 65 stores tasks, programs, and data used
by the CPU 66 as described later.

The CPU 66 executes an IC card procedure management

25 task (job management data management task) or other task.



partition package envisioning nultiple partitioning, strings of characters
linking the type of the issuance package, nenory partition package, or

ot her package, the 5 nenory partition area nane, area node, or service code
.are used. Exanples of elenent tag conn%ﬁ?s of a package in the case shown
in FIG 20 will be listed below "D:~~PrivateB2" is used as the tag data

APE TAG of ato ngﬂgrﬁpgagglbgggogﬁ g?gEEEER$A§?%?5%dP§Bt%5!O%Aﬁfea B2,

"I~ ~PrivateBl " "I's used as an i ssuance package of
t he nenory part n area Bl, and "S' ~~Publ i ¢~ 00 i ed t he tag
data APE TAGIBEEY S8r.PBobATBACoR; APTANAPP SEPIARSSS 8o tin, e udial
operation of the connunlcatlons system 1l shown in FIG 1 MA| be descri bed.

FIG 21 and BRaG 9922Bdecopiye!l FoPr8€§éFﬂBHn6ftﬁ@eOQQrEPPu&ﬁbpétﬁ&?| n the
comuni cations system1 shown in FIG 1. 20 Step ST21l: Service businesses
15 1 to 15 3the %ﬁrmpé§1?e68lb?ﬁgdr@Q&é§¢§°ﬂr§ﬁmﬂﬁ@d§e9¢iG@ebéﬁ nesses
prepare script prograns describing processing concerning transactions which
t he servite modiuhesS8asipether ACusamrg BCacdr dhe3 IGn mdsiuder d@nalf ddwput er s
16-1, 16 2, and 16 3 shown in FIG 1. - 44 Moreover, a manager of a SAM

nodul e 8 prepabeseCebmaplbditignfdevaaganent data of the service
busi nesses 15 1 to 15 3. Step ST22: s The AP managenent data is storeq in

an external nenoryhg. chieBe LRe thel sBi B%QQF@%‘Q%%P%&EﬂcﬁRJ%ﬁ# o
downl oaded fromthe personal computers 16 1, 16 2, and 16 3 to the externa

[ 7 h
reror :;ase;’%ef« By gVoHTHhR SRy, A0 STl Wit ast 38, i ver
downl oad is, R&WEnEQSFBE'a%% 9%anaged by a script

10 [Communication between SAMs]

Below, as shown in FIG. 12, a communications method
when transferring application element data APE between
the SAM units %9a, 9b will be described.

In the communications system 1, as descriped before,

15 when the SAM unit %a and SAM unit 9b link to provide
services using the IC card 3 and the IC module 42, the
SAM units 9a and 9b transfer the application element data
APE between them.
In this case, the SAM unit 9a, the server apparatus
20 19a, the server apparatus 18b, and the SAM unit Sb
communicate using the ASPS communication interface 60
shown in FIG. 11 of the SAM units 9a, 9b.

For example, as shown in FIG. 13, an entity of

degenerate key data (APE) is stored in the application

25 program AP(B) stored in the external memory 7 of the SAM



downl oad task in the SAM nodule 8. Step ST23: z5 A script interpretation
task in the SAM nodul e 8 uses the AP managenent data and the script program
to generate IC card entity tenplate data, input data bl ocks, output data

bl ocks, | og data bl ocks, and operation definition data bl ocks for the
servi ce businesses. 20 These generated fata are stored in a nenory 65 of

the SAM modulg;  SHOWER EhE adbenSkaReSKRY: aital €sCakted kCumiuls, 42)

is issued to a user. Menpories 50 of an | C nbdul e 3a an | C nodul e 42 25

shown i n Fl 3 store k data used r,.tran tjons with - 4 a service
busi ness mﬁf%hﬁh?gﬁ& cﬁgéPnc8ﬁPP§EPs?$fﬁé g&%?%%bgnbe ﬁbgﬁtfﬁgaUser and the

servi ce business na¥ be concl uded thr§ugh %he |.nt er net %p etc. after the IC
card 3 is isUGEATYs’SPEptRE2EAMEYPIL, JAp| EPaFAN ANdde PR bBS0TES & server
apparatus 2 by using a personal conmputer 5 through the Internet 10 to try
to purchase depehafgrsandsther $aM apddr fauderomesyds referd@ssi ng request
to the ASP server apparatuses |10 19a, 19b through the Internet 10. Wen
recei vi ngs a procefsirthereqirbst appdicaltd ogeelemeaipdadtauSPE athdh&SP server
apparatuses 19a, 19b access the personal conputer 5 through the Internet

10. Then, a gpegeasrhite kegudatal Ak thansEetaled FdonmroHehesranthiits 9b
reader/witer 4 is sent to the SAMnodule 8 in the SAM units 9a, 9b through

t he personal +goRBUt 8aMdunkitt @znet 10, and ASP server apparatuses 19a, 19b.
Step ST26: An entity generation request is issued to the SAM 20 nodule 8

e e Y
command from the SAM unit 9a to 9b based on the set
10 content of option data OPT, flag data PCF, and access
right data PMSD in the application programs AP(A), (B) of
the SAM units 9a and 9b and transmits a SAM element
transfer response from the SAM unit 9b to 9%9a in response.
FIG. 14 is a view for explaining a SAM element
15 transfer command SAMAPETC.

As shown in FIG. 14, the SAM element transfer
command SAMAPETC has identification data AP _ID of its own
(transferer of command) application program,
identification data AP_ID of the other party’s

20 (transferee of command) application program, instance
number of a mutual authentication key of the transferee
of a command, number of the application element data APE
for which transfer is requested (number of element
attributes), management ID for mutual authentication with

25 the transferee (mutual authentication ID), and an



The SAM nodule 8 perfornms polling with the I1C card 3 2s when receiving an
entity generation request. - 46 Step ST28: An entity generation task 71
in the SAM nodul e 8 judges, after the polling, whether the nunber of IC
card entity data present in the SAM rmdgée 8 is smaller than a 5 maxi num
nunber defined by an SC conmand of the rtpt program If smaller than the

maxi mum nunbg%i%geaﬁliﬁq{ oIe7ICTe N tat%psfie a@r&g,eloéﬁ%\ﬁ ; et r%é%&g@ssi ng is

ended. Step e entity generation specl card 1lo

entity tenpl ate data of. whi.ch service business to use for exanple based on
data stored iarﬁirﬁg)ue ilt’\;,\lsﬁ}de‘ner ation request and indicating the issuer of
the 1C card 3 and uses the specified IC card entity tenplate data to
generate |C card &fidy tha £lemeng &FQrdptepi saiasdthe SRRt s to the
ASP server apparatuses 19a, 19b the entity ID of the IC card entity data
gener at ed at Wre@pPpiigatgiep grEmen dagp |APE AR pbereit ca henblgehest task
in the SAM nodul e 8 searches for services usable by the IC card 3. Step
ST32: Thesl C car d Ax clegur eimefE@eneht tlhskelememe Bt tiogitee iffer

aut henticates the legitimacy of the IC card 3. 25 Step ST33: - 47 The IC

card 3 aut hentri aeesi tidis | sk tdd@Eydidig the € tPpsell &f SthByappEpsatior and
ST33, nutual authentication between the IC card 3 and the SAM nodule 8 is

performed. 5 AlerdHts dd 8 AMS (FrH | PASSH aBOY 6yhidh aErLREpOFei ¥ th the
application el ement data APE executed in the SAM
requested.
For example, as shown in FIG. 15, when the

10 application element data APE to be transferred is area
service key data, a system code, an area/service code,
and an element version are set as element attributes.

FIG. 16 is a view for explaining a SAM element
‘transfer response SAMAPETR.

15 As shown in FIG. 16, the SAM element transfer
response SAMAPETR comprises identification data AP _ID of
its own (transferer of response) application program,
identification data AP _ID of another party’s (transferee
of response) application program, instance number of a

20 mutual authentication key of the transferee other party),
the number of the application element data APE to be
transferred (number of element attributes), management ID
of mutual authentication with the transferee of a
response (mutual authentication management ID), flag data

25 PCF, and element list.



nodul e 8, the AP managenent data is referred to, a card access key is

obt ai ned, then nutual authentication is performed using the obtained key
bet ween the SAM nodule 8 1o and a CPU 51 of the IC card 3. Step ST34: The

I C card procedure managenent task of thg SAM nodule 8 reads and wites data
necessary for procedures wth the IC cartl 3. i5 Further, the IC card

procedure managenpibet agke’ 21uReH 21 184 MO HAPeSd @F haged on the 1C
card entity data to performpredeterm ned arithnefic processing using the

data read out _fromthe IC.,card. 3. . Ste 1330502 | C,card .procedure
managemnent t??gﬁgﬁaﬁ:ﬁgnsﬁ%ﬁg lE'| ga ao%‘[PguﬁgPtEhg‘Ygﬁﬁde? ieH'genrdgsult of step
ST34 to the ASP s<§r er a para@éuses 19a, 1%b. Step ST36: For exanple, the IC
card proceduP&tHd Hé@m?r’l e 2 R TS AL TIRN eV RPGLISR I eIt ds'& he I C
card entity data. - 48 _As described above, according to the

comuni cat i oAPPL}EREAPD gAeMERE dARUAFRES 9a, 9b, it becomes possible, by
communi cati on between SAMs, to receive application el enent data APE such as
a card actess keyagr sheyns ins&Fil&ncd Spadiegeliamen tc atftinidvtied ditffiar

Mor eover, since it is possible to define, as the setting for communi cation
bet ween SAMs int héemangetohodicxcliogute dahe hypepplfi ddid @ppdlieratitordat a APE
to other SAMs, so it is possible for the SAM of the disclosing io side to

define the rangmenft ¥a&aSAFE QRPN ey tAHO rIAARIH. data APE. Further,
according to the comruni cations system1 and the SAM units 9a, 9b, since

access attributes o tegc% | ;;_I i cayt is‘?\%w%' }ﬁrﬁlcﬂatﬂi ,A%eq‘?‘”cﬁe defi ned as
o

settings 15 for comunica !ori. bet ween S t becones possible for a SAM
o ehe, O 50! S Hde.! SR AL Aot test o el g 220 Tt anc
10 area/service key data, area key data and service key data
are set as element attributes.

Transfer between the SAM units 9a and 9b using the
above SAM element transfer command/response is performed
after mutual authentication between the SAM units 9a and

15 9b.

FIG. 17 1s a view for explaining the routine of
mutual authentication between the SAM units 9a and Sb.

Step ST201:

The CPU 66 of the SAM module 8 in the SAM unit 9a of

20 the referrer generates an authentication command AUTH C1
storing a SAM ID of the SAM unit Sb, AP_ID of an
application program to be referred to, port ID of the AP
to be used, APE_ID of the application element data APE of

the mutual authentication key of the SAM unit 9a,

25 encryption method, and random number RA generated by the



el ement data APE. Further, according to the conmunications system1 20 and
the SAMunits 9a, 9b, since it is possible to define the right for setting
the range of disclosure and the access attributes of the application

el ement data APE as settings for communjcation between SAMs, it is possible
to prevent settings frombeing illiciT I%/5 performed. 25 Further, according
to the commuqi L.QRS oSY .- 49 . S it : w8} nhce the
range of di sg’h@ghbg%o %t %é%%qlggt iu%ﬁnglg‘l#en%ldétl}%%m%aqlﬁgﬁﬁﬁ of

nmut ual aut hentication key dat s settings for i catjon . between SAMs,
it is possi bB@t?oAﬁ—&hf’ nt?‘ﬁe%lp‘g’aél’“fl&r QQ'MIC%Mrﬁ‘? i acconpanyi ng
di scl osure of application elenent data APE. According to the communications
system 1 andapfidenAfcatiios gommand ﬁVTﬁhﬁ}a|t0alrth¢erﬁﬁg%am1<ﬁq et

it is possible to partly omt the nutual authentication to processing in
the case of slkeaviedeappealatmsasallSaut I&h.i cati on key and nut ual

aut hentication area, so it becones possible to reduce communi cati on costs
acconpanys ng nut uateputdrer®a2cat i on and |ighten processing in the SAMs. 15
According to the comuni cations system 1l and the SAMunits 9a, 9b, by using

tag data APE TAG fiofe ¢as) FRaldorny sae millica i) elene wiate dPkto be
transferred in conmunicati on between the SAMs, it becones possible for a

service busingss A & RAYMJEIINPE U NPT Vo bl Y4 QUS ways.

According to the conmuni cati ons system 1l and the SAMunits 9a, 9b, in

communi cati on_betwe W%Eb ex.pancﬁi t.he t P and. cont.ents_of_1he
application é’log}?@rﬁde %ocreltvrea sapgrSta% %/r ansfuesl"lrr?%gt}?ae I%‘bg%#c.
relating to 25 card processing, it becones possible to notify the start,
- 50 authentication key data AK B to generate an

10 authentication response AUTH Rl storing the data obtained
by said decryption and a random number RB generated by
the SAM unit 9b encrypted using the mutual authentication
key data AK A of the SAM unit 9a. The CPU 66 sends the
authentication response AUTH Rl to the SAM unit 9a via

15 the server apparatuses 18b, 19a.

Step ST203:

The CPU 66 of the SAM module 8 in the SAM unit 9a
decrypts the authentication response AUTH Rl received at
step ST202 using the mutual authentication key data AK A,

20 judges whether a random number RA obtained by said
decryption and the random number RA generated at step
ST201 match, and, if judging they match, generates an
authentication command AUTH C2 storing the random number
RB encrypted using the mutual authentication key data

25 AK B. The CPU 66 sends the authentication command AUTH C2



end, etc. of processing to a SAM of an opposing party. According to the
communi cations system 1l and the SAM unit 9a, by form ng an application
program AP using a plurality of application elenent data APE and using the
5 AP managenent table data and APP table data to define the processing
content of each application el ement dat¥ APE, it becomes possible to

provi de a va ie o] ervices, usi.ng.an | C card 3. Further CcCO ng to the
comuni cat i o %é?t %ﬁ% unl"% §P V&3 5’2‘? BrEVES G‘?é’atrﬁé:uﬁlgsné%é’ger}% tabl e
data and APP tabl e data to flexibly realize use of application el enment data
APE in the sane SBWPRN§Tu@46f application el enent data APE between
different SAMs whil e maintaining high security. i5 According to the

communi cat i ons sy§henfPU ®ferfudheg Sappmodarlico® dinerpbet Sddt andARE et ween
different SAMs, since the SAMs mutual ly authenticate, it becones possible
to increase tieerypter the euthendjohitian comrangt AUTH O2heredeiheadi rent s] 20
FIG 23 is a view for explaining anot her enbodi nent of the present

invention Asteposrr208 bk®Gng23hel mudfialCat@h@ntiCaid eebatd Mt g are
two data areas for data A handled by a service business A providing a

pr edet er ni neqyagey %e%b&gaagah@io%nﬁm@re@o@;rta%é&w%ﬁ 42 and data
B handl ed by a - servi ce business B pI’OVI ding a prédeterm ned

Servi ce. Keydgg&”?'g’ﬁégg lﬁgy t%%t %a doﬁ'uq“ V\%; g%ne%%q:e c{)VX@ ts“:\tre pll

accesses the are set or eac Service busi ness A has the
reader/wite ( ndt es Vi ge 5|n s B has the reader/witer

513(B). The %Egéé FQ?FF? beg By L et PR TR A, TS, &ey A
generated by the service busi ness A enabl ing access to the data Ain the IC

card 510. ThBUtY3leaddhrRticatinrhergage & ANk IANELHESES Bhol ds a key

B generated by the service business B enabling access
10 authentication response AUTH R2. The CPU 66 sends the

authentication response AUTH R2 to the SAM unit 9a via
the server apparatuses 19a, 19b.

Due to this, mutual authentication between the SaM
units %a and 9b is completed.

15 Note that when the SAM units 9a and 9b have already
finished the mutual authentication and the session is
established, after the transmission of the authentication
command AUTH _C1l at step ST201, step ST202 and step ST203
may be omitted and the authentication response AUTH_R2

20 sent at step ST204.

That is, if the SAM units 9a, S9b manage mutual
authentication in units of mutual authentication key data
and a session is established, the mutual authentication
procedures can be omitted. Here, the judgment about

25 whether a session is already established for a requested



to the data B in the I1C card. The key data is set beforehand by utilizing a
controller 512. Wien the controller 512 issues an i5 instruction indicating
the key data setting, the reader/witer 511 holds the key data. In FIG 23,
there is only one controller 512 connected to the reader/witer 511,
however, the service business B sets th¥ Key data in the reader/witer 513
20 bef orehan 2 _contealler 0 LS, . ener at ed
by the servi gggé‘aé?%g?Sﬂéﬁﬁ l%r?lf%(%% ogéﬁf‘%em%&h%i%%%&%’?%é%?@,émﬁﬁ@:
conversely the key data_B generated by the servjce business B |s unknown to
the service Bﬁ§?ni§spﬁ?f?§%?ﬁea%oﬁtF@ﬁP@F G 6““3%9%&1%&)%@&? 17).
reader/witer - 52 511 via a control comunication path and transmts an
instruction for aBedewingndgrampde iE Ppegatd o & oy s eomf ol | er 512
to the reader/witer 511. The instruction includes a read operation of a s
desi gnat ed adegebkrateekeyy datat e tweenartiheb BAM anutist dzaopardatborwidfl
designated data to a designated area, etc. In the case of a read operation
t he read dlat el expehineedd utsdnigh@Icantldal | er via the conmuni cation path. In
case of a wite operation, it is returned to the 1o controller via the
conmuni cati on pat rrahetiiBer st e wiehi & RDIxHlAMIMRS a7l Eenidld oF tits For
exanpl e, suppose that the IC card 510 storing the data A and data B is
connect ed tooggga%gggqr/wwiter 511 via the conmuni cation path. Note that
the 1C card 15 conmmunication path may be a wire, wireless, optical, or any
ot her neans so Ioggegsgszhs above to exchange information. Here, suppose
that the control | & PsSUé€ dn instruction to the reader/witer 511, via the
control communication path, for reading out the data Ain the IC 20 card
510 and witing t H&edSLIVAT FPRAFafatsy I8P gonfHing jwhether JRIRnR8Take t er

511, as nentioned above, has to access both the data A and the data B in
10 key data is already set (updated) in the SAM unit 9b.

Step ST222:

The server apparatus 19b notifies the server
apparatus 19a that the degenerate key data is already set
in the SAM unit 9b. That is, it notifies a referrer that

15 application element data APE to be transferred is already
prepared in the SAM unit 9b.

Step ST223:

The server apparatus 19a changes an internal state
(mode) of the CPU 66 of the SAM unit 9a to a mode

20 enabling linkage among SAMs.

Step ST224:

The server apparatus 19a requests processing using
the IC card 3 (IC module 42) to the SAM unit 9a.

Step ST225:

25 The CPU 66 in the SAM unit 9a performs processing



the 1C card 510. Since the reader/witer 511 only holds the key data A
enabling access to the data A, it issues a 2s request for acquisition of
data B enabling access to the - b3 data B to the linkage unit A The

| i nkage unit A is connected to the Iinfaﬂg unit Bin the reader/witer 513
via a reader/witer comrunication path and transmts the above acquisition

s request to agdd AR iWidefeNOt SN iR rﬁ%gﬂi&,erilgommni cation

path, like the above nmentioned | C card comuni cati on pat may be a wire,

wirel ess, opti I .an her, e bl e t.a exchan informatio

I nf or mati on ff%%er?ge taﬁ%oﬁ‘gﬁg} tq%é:alc?af?}alf eral%\ﬁ]ijtceai%lcoon%.lﬁnefr%earqu 0 a'b%{}?ip El: S
encrypted by the key data C held by tll:%g%l,i nkage uni{ A and_the |inkage unit
B, so what inP5EFRT 0T FNseisiyt é&g‘ﬁ'a d £ Bt RREr nTwetherhethe nkage

unit Bin the reader/witer B receiving the acquisition request encrypts
the key data Begenaradle kevaddedwh pueentatih Bhe $A¢ g a9, Sule hyPY he
key data C and returns it to the linkage unit Ain the reader/witer 511

vi a t he readefbwpetrdio rommmutiuzdt izorthat th. caByi drh ededmidbapasstn@nBIGt hE7
reader/witer 511 can acquire both the key data A required for accessing
the 20 data Awitth hhd Gararshixl®mkb tderdiayi Slata ed€ipn r ed for accessing
the data Bin the IC card 510. Due to this, it becones possible to read out
the data A in the Is@_e/rxﬁrgztpfg]d)_ and to wite the data A into an area of the
data B. 2s The reader/witers 511 and 513 hold a variety of key - 54

data i nformtion saLanpleds, Fasid eanalyzets a4 ghosn am, pragpl e of

the configuration of the reader/witers 511 and 513. I's a central
processi ng unit for overal

progr am uni t a request og §5é¥gggégf é%rﬁﬁg”aéégﬁérééé ﬁqu&g@gised of a
10 (SAMAPETC shown in FIG. 18).
Step 8T227:
The CPU 66 in the SAM unit 9b generates a SAM
element transfer response (SAMAPETR) shown in FIG. 16
storing application element data APE of the designated
15 degenerate key data in accordance with the transfer
request and sends the same to the SAM unit 9a.
Step ST228:
The CPU 66 in the SAM unit 9a terminates the session
established at step ST225 and performs processing
20 concerning the IC card 3 (IC module 42) using the
degenerate key data stored in the received SAM element
transfer response.
Next, an example of realization of operations to
generate and partition a memory partition key package

25 shown in FIG. 10 by communication between the SAM units



541 in which arithmetic control routines of the CPU 532 are stored and a
data unit 542 holding arithnetic control results etc. obtained by the CPU
532. An encryptor 534 utilizes key data 3l ven fromthe io CPU 532 to
encrypt or decrypt data given fromthe CPU 532. The CPU 532, the nenory
uni t 533, andgﬁhénéng?”ypt or 534 are connected via an internal bus 531.
Since they handle a |l arge amount of information requiring confidentiality,
they are nounted odAnt kbisapxampile,5ZQrsdnstanes, @ &SMATIN MBNAURE be

anal yzed fromthe outside. A control IF 523 is an interface for

comuni cat i nglentdhngheutotheohkeawrylarehewofi melo®i el i nvtdieelC dairal B ven
fromthe CPU 532 is transmtted to the controller 512 and data received
fromthe cont pall @hed512 MSdLRkCROd a2@ PalrFdrifi ngPYthad: opeGAtd dfs Akled s an
interface for conmmunicating with the 1C card 510, whereby data given from
the CPU 532 i $pbr 8RFMuhL2d ob0 18 16CaCaethodlO 208 dalR IRGCIIRI shd he | C
card 510 is fetched into the CPU 532. 25 A l'inkage | F 522 is an interface
for conmmuni cag%&gunii 92 with other reader/witers, whereby data given
fromthe CPU rs"transmitted to the other reader/witers and data

recei ved fromthe (i_)]ther reader/witers i.Z:.fetche intg the CPU 532. 5 The
reader/writers 5117878 '5F3SFFPEY PITHEION BAF A GG BRY the key

data C, so even the service businesses owning the reader/witers cannot be
| earned. On t R@sSBEheR RaA@Morle Pa&tIitdO iPeiSfe£8Kadfef ore use, generat es

key data A enabling access to the data Aio in the IC card 510. The CPU 532
reads the key dat a Theomemogyc paintdltilon S2@Geanhdkalads it denerstpetiby c area
in the nmenory unit 533 by a routine stored in the programunit 541 in the
menory unit 53Be BanM hevit Obent itheamanafgerratiide niridgendid mgnesryf or z5
managi ng what data key in the IC card 510 data held by a reader/witer can
current accesgairtittiendpadkdyd i¥dgdnedrated at the SAM unit 9b at the
memory area provider side.
Therefore, when the SAM unit 9b generates a memory
partition package, it is necessary to obtain a memory
15 partition base package from the SAM unit 9a.
FIG. 19 is a view for explaining processing for
generation and transfer of a memory partition package.
Step ST241:
The server apparatus 19a of the memory manager sends
20 a command for generation of a memory partition base
package to the SAM unit 9a.
In response to said command, the SAM unit %a
generates the memory partition base package.

Step ST242:

25 The server apparatus 19a notifies the server



the nmenory unit 533. The information nmanagenent area can |learn the key data
which it holds itself by the table showmn in FIG 25. 20 The key data shown
in FIG 25, that is, the eight digit mexdteti mal 12345678, is shown as an

exanple. Wen_the | C catd, 5 in ich the data.A.and the data B are stored
i s connect ed Wﬁafﬁgufcig?r %‘RFI‘—: §g% g'ﬁﬁ‘ofﬁep55%f|t69pe?a§ g?eﬁ’ﬁss Z’r?e"
instruction via the caontrol 2s IF 523 for witing the data B to the area of
the data A  9enggatedeipchher AR PBL 592 -searches through the information
managenent area. Since the data unit 542 in the nmenory unit 533 only
contains the key d&teapAS&R4BIi ng access to the data A, it sends a request
for acquisition of the key 5 data B to the reader/witer 513 via the

| i nkage | F 522. Th@henserwetri appamaigenddb dssaeisn al lvemmaaderfos i ter 513
receiving the request holds the table shown in FIG 26 and stores key data,

for exanple, peReeh@hbndodi b MRNBHOCHARILiRE689PBCkade Wi e the sAM
reader/witer 513 receiving the request searches through the information
managenment argg;ti bpdetermnes that it holds the key data required for
accessing the data B, so returns the key data to the reader/witer 511 via
the linkage | F 5224, N th?%t, the 15 linkage IF 522 will not |eak key data
B encrypted by the Ke atfa C set beforehand and returned fromthe

reader/witer 513 t he,rea wi.ter 511. The lifetine of key data in a

reader/writer afteftb&Fng §c§§’H é’&l}'ﬁﬁor%aar%‘fings’ PEX é’rrmlité“raeican be

handl ed 20 as follows: (1) Hold permanently as Ionl%) as there is no explicit
( ’

i nstruction f8rthepéicratirnofeseeibes Meing &he iSHE us-thdkRl with

atime limt until a predetermned tinme elapses 25 (3) Acquire from
cor r espont® ng sepddether SAM unidn 92 a SAM element transfer command of

the format shown in FIG. 14 designating memory partition
base packet data.
Step ST245:
In accordance with the SAM element transfer command,
15 the SAM unit 9a sends the SAM unit 9b the SAM element
transfer response shown in FIG. 16 storing the memory
partition base package generated at step ST241.
The SAM unit 9b generates a memory partition package
using the received memory partition base package.
20 Step ST246:
The SAM unit 9b notifies the server apparatus 19b
that the memory partition package has been generated.
Step ST247:
The server apparatus 15b notifies the server

25 apparatus 19a that the memory partition package has been



- 57 necessity In the above-nentioned exanple, the case was illustrated of
acquisition of key data required for accessing the data in the I1C card 510
from another 5 reader/witer when the ddtlh1s held by anot her

reader/witer. Howeyer, the informati on nmanaged is not necessarily key data
and may be va?FBﬁ§a¥?Sés of information. FIG 27 is an exanple of an

i nformati on managenent area in the case where the fact that data io other
than key data i s aP$6Ph&FdH8d i s considered. FIG 27 shows that two |IC card
access key data are held and the accessible areas are data A and data B.
The attribute col ufhessenverhappatriadusr ilJianslendst dheatsenvers apreadtus

i ndi cates presence in its own apparatus. It is i5 learned that the IC card
access key datlaaoh memodtgt pabtitiet aiomechnid dart Hesteadaring igsart ik iche

i nformation obtained fromother than its own apparatus, as described above,

varies in infgEMheOmedFraAGSMEM tHefd ARHINGAD dHee fandduie of2 t he set
lifetinme. 20 Up to here, the exanple of two reader/witers was envisioned,

but there may al soghe t%&@ngr nore. Communi cation anong reader/witers is
al so possible in a broader network environnment. FIG 28 is a view for
show ng an exanpl e, qf the. configuration when ing the 2 5 ahove . - 58
Up to here, Iinkag@‘%&ﬁrt ;%hz?r e%AlggHr?é&se%at gnrdea er‘%ﬁ$%r&l§%§%‘? 6"%‘?1%”}1 but
in FIG 28, they.are connected to the Internet_ or qfher public network.
Here, if the %é\yfh&&ttécﬁédm é’&%ﬂi’e‘ﬁ?%élsﬂé‘gj&%wiﬁer e Sy upit Sa
reader/witer 613 comuni cate |inked together is the key data AB and the

key data requiSedgiswitde S uadde S FLEma: rans e i quwmagyd of

comuni cate |inked together is the key data AC, not only is it not possible
to eavesdiop dhet Horovartmshiocsar iion Fi& .wddn desdrignahitngainsnerty imanttol piosrsi bl e
to prevent unauthorized access where for exanple
packet data.
Step ST250:
In accordance with the SAM element transfer command,
the SAM unit 9b sends the SAM unit %a the SAM element
15 transfer response shown in FIG. 16 storing the memory
partition package generated at step ST245.
Step ST251:
The SAM unit 9b uses the received memory partition
package, for example accesses the IC module 42 stored in
20 the mobile communication device 41 through the server
apparatus 19b and Internet 10, partitions the memory area
of the memory in the IC module 42, and has a
predetermined service business use it.

Note that the SAM units 9a and 9b may communicate by

25 simul taneously setting a plurality of communication paths



the reader/witer 613 obtains information fromthe reader/witer C w thout
perm ssion. As described above, accordingto the present invention, it is
possi ble to provide a communi cations is nethod, a data processing

appar at us, an¢rangma@tamgt Aepaaicatiadl idlenent Wald APl data processing
apparatuses (SAM to quickly provide services |linked together. Further,

according to the pﬁgggwé g@,\geagt@l% Idf 15249 fPSHS taad UL UL P

comuni cati ons mnet ata processi ng apparatus, and a program t hereof
enabl i ng data processi pparat uses storing dat.a an rograns relating to
rovi 1 o of * SBRUPCED Bl P &P s AAYS DR, TR Bas 7 Chotoe
data to be confidential fromther 2s parties and data to be disclosed to
the public. Packgge NBEEIRYAL1ABS 1CRRAL™PA The present invention can be
applied to a data processing apparatus, a nethod thereof and a program

t hereof used for pMH@EnsiPeT Gtissing demenh@ress afttdp AePriesuin (1 0).
- 60 CLAIMS 1. A data processing nethod for transferring data between a
first data prdbesdichgagshamat thee gt madv) ea 49 rigttappny & rems praogiame and a
second data processing 5 apparatus executing a second application program
conpri si ng t heyswepehofusamen a5 @t til tisdn ath inferfs 10€ efrsd N 0l A ginf 9d isnd®| ds
first managenent data indicating a data nodul e which said first application

program uses anpRG+ A Whal iddy fatdataprlora®dul es form ng said second
application program and said second dat & processi ng apparatus hol ds second

management dat a i ndiealigg. A 1A & JTHh Ald RS, U bekised {97, gl i st

application program

10 wherein a memory area (private) of the memory 50 of the
IC module 3a in the IC card 3 or the IC module 42 is
partitioned into an area for a service business B to use
(Private B) and an area for another service business A to
use (Public A), then the area (Private B) is used by

15 partitioning the same into an area for a service business
Bl to use (Private Bl) and an area for a service business
B2 to use (Private B2).

In this case, a tag name “Public” is used when an
area is a public area, and tag names “Private Bl”,

20 “Private B2” are used when an area is a private area.

In the case, it is possible to realize a memory
partition operation designating tag data APE _TAG if the
above mentioned tag data APE_TAG and content for the
memory partition package are acceptable for a manager

25 side managing the SAM units 9a, Sb.



referring to said first managenent data and i5 sending a request
desi gnating said data nodul e i ntended _304§e_ used to said data processing
apparatus by said first data processing apparatus and referring to said

second managenent @data hAmMAGEORSARCS Mithly Ritd negueakic ¥X.a \M&{bﬂ%dgi ng
that said 20 data nodul e desi gnat ed by said request”is allowed to be used

by said first F%Q‘Qllltg%%’x pachagd Q@ A5 G/ 8; %‘it‘l}lae q.-‘{ilet (;{jned I n

sai d request sai data processing appar tus y sal d data
processi ng ap ratus 2. A co ni.cat i qns t hod as .set, forth inclaim
1, - 61 g?ﬁéf‘géot%-r g‘lar'@cttﬁé' ping qipr‘?eq:e f?‘?}%et RRUBNMDcessi ng
appar at us |s connected to a first server apparatus, said second data
processi ng apParkpgs i HeEGRVe PREF1d R mese%ro@%ﬁﬁ%% e sai d
first data processing apparatus and said second data processing apparatus
communi cat® vmemoxyd pRintdttioer waeagmament dreandosis d e cmnirisesr varde
apparatus, sending by said first server apparatus a first to request to

said first dabaepu@eessi ng apparatus and referring by said first server
apparatus to said first nmanagenent data in accordance with said first

request and sendi NgxAmpAENG £ & \en td S Hninh &AISE %ﬁfeéﬁb’é ein Ntrggded

to be used to said second data 15 processing apparatus A communi cati ons

met hod as set L@kt ghlora,nclqu R . By than ¢RMHsidy g%leb@teps of : confirmng
whet her said data nodule to be use by said first application programis in

a condi tion 20 usahlg rgq,lalq.t %{%stq% Cdfa%el [0GESSI acpa{:@r al s R of a

notifying the confirmed resu server pparat us by sa

second server ar at us .and sendl sal first server paratus sajd
first roqtbst MOt FART qlecmrwx Pt e P Ui0a

“I:¥¥PrivateBl” is used as the tag data APE_TAG of an
issuance package of the memory partition area Bl, and “S:
¥¥Public¥100C” is used as the tag data APE_TAG of a
service "100C" in a public area.

15 Below, the overall operation of the communications
system 1 shown in FIG. 1 will be described.

FIG. 21 and FIG. 22 are views for describing the
overall operation in the communications system 1 shown in
FIG. 1.

20 Step STZ21:

Service businesses 15 1 to 15 3 or parties receiving
requests from the service businesses prepare script
programs describing processing concerning transactions
which the service businesses perform using IC cards 3 on

25 personal computers 16 1, 16 2, and 16 3 shown in FIG. 1.



2s said first data processi ng apparat us. - 62 4. A comunications nethod
as set forth in claiml, further conpriaing the steps of: having said first
dat a processi ng apparatus and said seco & data processi ng appar at us

mut ual |y aut henti 0. ter o .5 Q1 RO itimacy of
the other party, gﬁ%9%§€§ﬁb égﬁ%n€§€§t8%a§asg¥o@§ég?%gaa %EES%§§ send said
second data processing,a tus said requyest. 2. communi cati ons net hod
2 oet for th FRECSSPRRATRE AP HEn 2 StehE Ha R e s EBBSSBFYLE hol di ng by
said first data processing apparatus said first managenent data storing key
data used forb¥ﬁ&QE§5%®thgnliE@ti%ﬂ3mﬁth sai d second data processing
apparatus for using said data nodule, holding by said second data
processing i 5 appa®temsSTa2d second nanagenent data storing key data used
for nmutual authentication with said first data processing apparatus for
causi ng sa d dat a ThelUhP manhgemspt dytsaid stosedappl anaekaerpndgram and
having said first data processing apparatus and 20 said second data

processi ng appenetys7rut ual |y authenticate each other using key data stored
in said first managenent data and sai d second managenent data. 6. A

communi cat i ons et gy AStAE sLALLY hRoGkahhéepbiblingt GRUR' bipRyiLhe Steps

of : 2s having said first managenent dafa and sal d econd nmanagenent

data store mutual henticatipon instruction data_ for .designatin et her
o e ot or o oo SUADSTELSR' LRD bORLEHEL' BndREarE ) 60l 3030, NapdOoL Do
appar at us andhg_ﬁaid second, dat a_processi ng,_apparatus _refer to the nutual

-

aut henticatio stPutPRoR*HEra2L o™BRPELRPNE RhethEr SPY HBALS: FPsai®® nut ual

aut henti cati on.
10 through the Internet 10, ASP server apparatuses 19a, 19b,

and the SAM module 8. The download processing of the
download is, as shown in FIG. 13, managed by a script
download task in the SAM module 8.

Step ST23:

15 A script interpretation task in the SAM module 8
uses the AP management data and the script program to
generate IC card entity template data, input data blocks,
output data blocks, log data blocks, and operation
definition data blocks for the service businesses.

20 These generated data are stored in a memory 65 of
the SAM module 8 shown in FIG. 11.

Step ST24:
An IC card 3 (IC module 42) is issued to a user.
Memories 50 of an IC module 3a and an IC module 42

25 shown in FIG. 3 store key data used for transactions with



7. A conmuni cations nethod as set forth in claim5, further conprising the
steps of having said first data i o processing apparatus end nutual

aut henti cati on using said key data, then sending said request to said
second data processing apparatus, then 44 thout nutual authentication
agai n, sending a request designating another nodule |linked wth said key
data to sai d aesendidat bupineesswighl@hiphatauger Zonkra@usuni cati ons

met hod as set forth in claiml, further conprising the steps of: holding by

sai d second data prRgegshPgadRPBbekdanS2hd s8eNdnt@RAge MR 1¢Rl a storing
data 20 defining a node of use of said data nodule to be used by said first

application p n ayin I C a,pro i.ng.,a ratus refer
to said seconéaggﬁgégngﬁp %gt§°§§393§§nﬁﬁggs§50$R§aﬁ§§%gp%twﬁ uléﬂﬁV sai d
first applicatipon p r within 25 the range of node of use defined. -
64 9. A connﬁh?@ﬁt%ggs?gLFHGE §51§e95§8 inclaim1, further conprising
the steps of: holding bé sai d second data processing apparatus said second
management® dat a f uPtRBr Eapﬁning a b party permtting the setting of said
second managenent data and permtting by said second data processing
apparatus the settFR§ exanrle,s#bendanHsgdc AETESESSa 20 FerVesr ApRATAtus
defined in said second nmanagenent data. 10 10. A communi cations nethod as
set forth in &l bymiginguat perscoapr compy telre 5stthpough thel dinmtgprimetsaiad
first data processing apparatus said first nmanagenent data including tag
data indicati Bg thg €enparchaseapRirchandiBeqf aa séaivermagifaraftargniang said i 5
first application program and hol ding by said second data processing

appar atus sai dssgeand pRBRGSERAL Q@?@eis'%(:lt‘édit'?ﬁ 23® dahdrd b e
content or application of a data nodul e
10 1%9a, 19b through the Internet 10.
When receiving a processing request from the server
apparatus 2, the ASP server apparatuses 19a, 19b access
the personal computer 5 through the Internet 10. Then, a
processing request for the IC card 3 from the card
15 reader/writer 4 is sent to the SAM module 8 in the SAM
units 9a, 9b through the personal computer 5, Internet 10,
and ASP server apparatuses 1%9a, 19b.
Step ST26:
An entity generation request is issued to the SAM
20 module 8 from the ASP server apparatuses 19a, 19b. The
entity generation request stores data indicating the
issuer of the IC card 3.
Step ST27:
The SAM module 8 performs polling with the IC card 3

25 when receiving an entity generation request.



form ng said second application program 20 11. A conmuni cations nethod as
set forth in claiml1, further conprisLnthQe steps of: holding by said
first data processing apparatus said first nmanagenent data including data
for managi ng use ¢ RPFdgdefined in said first application program25 in
response to a right or application, - 65 holding by said second data

processi ng appar at i e %Qg (Bage ta i ugdi far
managi ng use of a%gr%dlg?f I'n Sard é%%%nﬂfag%lﬁﬁétgﬁg%g%?gmgi n

response to a rjght or_appljcation .5 managjng by said first_data
processi ng abﬁﬁ# s 3% ftﬁfrﬁﬁikiﬁﬁiréhé%mgﬁagﬁef??@Peﬁpﬁfiiét?ﬁﬁd
programin response to a right or ap and nmanagi ng by said second

l'ication, I
dat a processigftiappAataPrRIeDE %Ppé?? Shiimedule 8ai8 sBabhErifhan a

application programin response to a right or application. 12. A

conmmuni cati onsaxiguinchusbaetdéHindd i by chni 8¢ Icofmandeof cbhpr serngtt he st eps
of : sending by said first data processi ng apparatus a request designating
the type of garalyshaha IOdsth#l 1er i thamdelde ti0akemus efuibesai thaeeasd dat a
processi ng apparatus and sendi ng by said second data processing apparatus a

data nodul e G&¥FdESRDN S Js &p SET2l0 SPeEhéLRIsé YERe ObrdabasiRgULE bAdeal. d
first data processing 20 apparatus. 13. A conmuni cations nethod as set

forth in claiml, dugthefogonprising the step of: sending by said second
data processi ng apparatus together with data nodule relating to said 2s

9Tt o AL L J6EaPLE S SROR8N: RS Otne 1cOBasdl 07206
10 entity template data of which service business to use for
example based on data stored in the entity generation
request and indicating the issuer of the IC card 3 and

uses the specified IC card entity template data to
generate IC card entity data.
15 Step ST30:

The SAM module 8 outputs to the ASP server
apparatuses 19a, 19b the entity ID of the IC card entity
data generated at step ST29.

Step ST31:

20 An IC card procedure management task in the SAM
module B searches for services usable by the IC card 3.

Step ST32:

The IC card procedure management task in the SAM
module 8 authenticates the legitimacy of the IC card 3.

25 Step ST33:



processing apparatus is permtted, to said first data processi ng apparatus
and tenporarily using or storing and using by said s first data processing
apparatus a data nodul e recei ved fronms&i’d-second dat a processi ng appar at us

based on the data..14. [of0) ications. nethod, as set.forth in.claim1,
urther compr | oi ngtthet 6 SR8 o7 S5LARRTH FELES 5%, 180+ bibady, BetBeng
appar atus and_said second data processi ng apparatus comruni cate with an
integrated ci$R4imoNEes®id server apparatus to provide predeternined
services and having said data nodul e indicate data or a 15 routine for
operating a menor yBérebeps 8HPY ande§TaBedmuruali authgnticasamoni cati ons
nmet hod as set forth in claiml1, further conprising the step of having said
first data pribeessemgtiappiCatasdaBdasdi theesaMdmddtudepBotesperformed.
apparatus sinultaneously set a plurality of communication paths for

transfer of said datatRDguteme]basAméataocpeacabsivagy appacabitdahee with
transferring data with anot her data processing apparatus executing a first

appl i cation pmgrg&ﬁﬂé;fzp&neéf&ﬁl&hegdataeﬁﬁﬁdezacaieahi ¢al kgl RARYram
conpri si ng: - 6 an interface for transferring data with said other data

processing angasaiuSe  AcAETREVnARANENEAE ShOLI 0O pbiall ty of data

modul es form ng sard Secon plication programand s nmanagerent data

i ndi cating a data_no uIe.allgﬁed ta bg used i n aidt&ihit agplication
program and a°BFEEeSSYnySnBRRBIPSH - EPEP PHEURS 8HFGoREASFEASR: *fata in
accordance wth a request from said other data processing apparatus and,
when j udgi ng BeafieEmed wBingethel abtaired kavobeityges: the §é§’rrFPEjé’&et & be

used by said first application program reading out the data nodul e
rel ati ng 1o sand aegqBYsblf obntbeai dCneawdy 3neans

Step ST34:

The IC card procedure management task of the SAM
module 8 reads and writes data necessary for procedures
with the IC card 3.

15 Further, the IC card procedure management task 72
uses an equation specified based on the IC card entity
data to perform predetermined arithmetic processing using
the data read out from the IC card 3.

Step ST35:

20 The IC card procedure management task in the SAM
module 8 outputs the processing result of step ST34 to
the ASP server apparatuses 19a, 1Sb.

. Step ST36:

For example, the IC card procedure management task

25 72 of the SAM module 8 deletes the IC card entity data.



and sending it to said other data processing apparatus. 17. A data
processi ng apparatus as set forth in 15 claim 16, wherein said processing
means perforns nutual authentication w ylg said other data processing
apparatus and, after they confirmthe legitinmcy of each other, receives a
request from sai d 0§ h@ss@piBe@r H6668} NYcabPaAL AFUEoaBHeSBBRARUALBAAcKBIUI €
relating to the request 20 to said other data processing apparatus. 18. A

data processi g&gs@&ga{ ahH é‘ﬁe5§AMf\9ﬁiés' QaC| gbm 16, blé’&SﬁnSb%o@@thEenmy

means stores said managenent data storing data defining a node of use of

sai d data Mgyl e SandNs 3gLOol het, 8R! LeAL] O0oPLAICRTL npglmat?% sai d

pr ocessi ng ne ers O Sal managenent 'dataan per STuse of said

data nodule b sald first §|IC ion pro §n1|n t he range of node of use
dof | ned. 16, SLOEC #5EasaPhgSuahara RSCAEdoBECRER, KeWnoE EFXI m 16,
wherein: said processing neans conmmuni cates with an integrated circuit to
provi de a Spr etiesean¢aceagkagecen angosfidentidlyskesfs stores said data
nodul e io indicating data or a routine for operating a nenory area in said
integrated circui tMoP@overpragnaen L6 be presibée by defiane,prscédsi ng
apparatus for transferring data with another data processi ng apparatus
executing a fsestiagpforatommuhbcptbgnabeandehosAMsecthengaageeodnd
application program conprising: a routine receiving fromsaid other data

processi ng apgasaldsude’ 84UERE APPlieat2bnaclamaniDdults, APE @ iother
referring to managenent data 2o indicating a data nodule permtted to be

used by said giis! 2@PLECALi BRI AILAFHEN AECEANABEE thil BusdIdgigguest and

j udgi ng whether to permt Irst application programto use dat a

modul e relatlngdgotgaagfiggu%ﬁe range of access from the application

element data APE.

Further, according to the communications system 1
and the SAM units 9a, 9b, since access attributes to the
application element data APE can be defined as settings

15 for communication between SAMs, it becomes possible for a
SAM at the disclosing side to individually set a write
right, read right, and execution right to the application
element data APE.

Further, according to the communications system 1

20 and the SAM units 9a, 9b, since it is possible to define
the right for setting the range of disclosure and the
access attributes of the application element data APE as
settings for communication between SAMs, it is possible
to prevent settings from being illicitly performed.

25 Further, according to the communications system 1



and 2s a routine sending a data nodule relating to - 69 said request to

sai d other data processing apparatus when judging it perm ssible.
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to the data B in the IC card.

The key data is set beforehand by utilizing a
controller 512. When the controller 512 issues an

15 instruction indicating the key data setting, the
reader/writer 511 holds the key data.

In FIG. 23, there is only one controller 512
connected to the reader/writer 511, however, the service
business B sets the key data in the reader/writer 513

20 beforehand by the controller 512. Due to this, the key
data A generated by the service business A is unknown to
the service business B, while conversely the key data B
generated by the service business B is unknown to the
service business A.

25 The controller 512 is connected to the reader/writer
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returned to the controller via the communication path. In
case of a write operation, it is returned to the

10 controller via the communication path whether the write
operation was successful or not.
For example, suppose that the IC card 510 storing
the data A and data B is connected to the reader/writer
511 via the communication path. Note that the IC card
15 communication path may be a wire, wireless, optical, or
any other means so long as it is above to exchange
information. Here, suppose that the controller issues an
instruction to the reader/writer 511, wvia the control
communication path, for reading out the data A in the IC
20 card 510 and writing the data A to the data B.
At this time, the reader/writer 511, as mentioned
above, has to access both the data A and the data B in
the IC card 510. Since the reader/writer 511 only holds

the key data A enabling access to the data A, it issues a

25 request for acquisition of data B enabling access to the
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10 reader/writer communication path is encrypted by the key
data C held by the linkage unit A and the linkage unit B,
so what information is being exchanged cannot be
determined. The linkage unit B in the reader/writer B
receiving the acquisition request encrypts the key data B
15 enabling access to the data B in the IC card 510 by the
key data C and returns it to the linkage unit A in the
reader/writer 511 via the reader/writer communication
path. By the above operations, the reader/writer 511 can
acquire both the key data A required for accessing the
20 data A in the IC card 510 and the key data B required for
accessing the data B in the IC card 510.
Due to this, it becomes possible to read out the
data A in the IC card 510 and to write the data A into an

area of the data B.

25 The reader/writers 511 and 513 hold a variety of key
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10 CPU 532 to encrypt or decrypt data given from the CPU 532.

The CPU 532, the memory unit 533, and the encryptor
534 are connected via an internal bus 531. Since they
handle a large amount of information requiring
confidentiality, they are mounted on the same chip 520 so

15 that operation cannot be analyzed from the outside.

A control IF 523 is an interface for communicating
with the controller 512 shown in FIG. 23, whereby data
given from the CPU 532 is transmitted to the controller
512 and data received from the controller 512 is fetched

20 into the CPU 532.

A card IF 521 is an interface for communicating with
the IC card 510, whereby data given from the CPU 532 is
transmitted to the IC card 510 and data received by the

IC card 510 is fetched into the CPU 532.

25 A linkage IF 522 is an interface for communicating
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L' 10%&' ()-10% () - On the other hand, the service business A, before
use, generates key data A enabling access to the data A
10 in the IC card 510. The CPU 532 reads the key data from
the control IF 523 and holds it in a specific area in the
memory unit 533 by a routine stored in the program unit
541 in the memory unit 533.
Further, there is an information management area for
15 managing what data key in the IC card 510 data held by a
reader/writer can current access in the data unit 542 in
the memory unit 533.
The information management area can learn the key
data which it holds itself by the table shown in FIG. 25.
20 The key data shown in FIG. 25, that is, the eight digit
hexadecimal 12345678, is shown as an example.
When the IC card 510 in which the data A and the
data B are stored is connected via the IC card IF 521 and

the controller 512 sends an instruction via the control

25 IF 523 for writing the data B to the area of the data A,
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The information management area in the reader/writer 513
receiving the request holds the table shown in FIG. 26
and stores key data, for example, the eight-digit
hexadecimal 56789ABC.

10 When the reader/writer 513 receiving the request
searches through the information management area, it
determines that it holds the key data required for
accessing the data B, so returns the key data to the
reader/writer 511 via the linkage IF 522. Note that the

15 linkage IF 522 will not leak key data B encrypted by the
key data C set beforehand and returned from the
reader/writer 513 to the reader/writer 511.

The lifetime of key data in a reader/writer after
being acquired from another reader/writer can be handled

20 as follows:

(1) Hold permanently as long as there is no explicit
instruction for deletion from the controller 512
(2) Continue to hold with a time limit until a

predetermined time elapses

25 (3) Acquire from corresponding reader/writer upon
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10gGL0%&' () - 1ee@de) /¥ @u® . ( Howb¥el) the information managed is not
necessarily key data and may be various types of
information. FIG. 27 is an example of an information
management area in the case where the fact that data

10 other than key data is also handled is considered.

FIG. 27 shows that two IC card access key data are
held and the accessible areas are data A and data B. The
attribute column shows where the original information is.
“Own” indicates presence in its own apparatus. It is

15 learned that the IC card access key data of the data B is
obtained from the reader/writer B. The information
obtained from other than its own apparatus, as described
above, varies in information management area according to
the handling of the set lifetime.

20 Up to here, the example of two reader/writers was
envisioned, but there may also be three or more.
Communication among reader/writers is also possible in a
broader network environment. FIG. 28 is a view for

showing an example of the configuration when using the

25 above.
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611 and reader/writer 614 communicate linked together is
the key data AC, not only is it not possible to eavesdrop
on the communication between them, but also it is
10 possible to prevent unauthorized access where for example
the reader/writer 613 obtains information from the
reader/writer C without permission.
As described above, according to the present
invention, it is possible to provide a communications
15 method, a data processing apparatus, and a program
thereof enabling a plurality of data processing
apparatuses (SAM) to quickly provide services linked
together.
Further, according to the present invention, it is
20 possible to provide a communications method, a data
processing apparatus, and a program thereof enabling data
processing apparatuses storing data and programs relating
to provision of services by different service businesses

to suitably manage data to be confidential from other

25 parties and data to be disclosed to the public.
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when said first data processing apparatus holds
first management data indicating a data module which said
first application program uses among a plurality of data
10 modules forming said second application program and said
second data processing apparatus holds second management
data indicating a data module allowed to be used for said
first application program,
referring to said first management data and
15 sending a request designating said data module intended
to be used to said data processing apparatus by said
first data processing apparatus and
referring to said second management data in
accordance with said request and, when judging that said
20 data module designated by said request is allowed to be
used by said first application program, sending the data
module specified in said request to said first data
processing apparatus by said second data processing

apparatus.

25 2. A communications method as set forth in claim 1,
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said first server apparatus and said second server

apparatus,
sending by said first server apparatus a first
10 request to said first data processing apparatus and
referring by said first server apparatus to
said first management data in accordance with said first
request and sending a second request designating said
data module intended to be used to said second data
15 processing apparatus.
3. A communications method as set forth in claim 2,
further comprising the steps of:
confirming whether said data module to be use
by said first application program is in a condition
20 usable in said second data processing apparatus and
notifying the confirmed result to said first server
apparatus by said second server apparatus and
sending by said first server apparatus said
first request in accordance with said notification to

25 gaid first data processing apparatus.
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further comprising the steps of:

10 holding by said first data processing apparatus
said first management data storing key data used for
mutual authentication with said second data processing
apparatus for using said data module,

holding by said second data processing

15 apparatus said second management data storing key data
used for mutual authentication with said first data
processing apparatus for causing said data module to be
used by said first application program, and

having said first data processing apparatus and

20 said second data processing apparatus mutually
authenticate each other using key data stored in said
first management data and said second management data.

6. A communications method as set forth in claim 4,
further comprising the steps of:

25 having said first management data and said
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109 7. A communications method as set forth in claim 5,

further comprising the steps of having said first data
10 processing apparatus end mutual authentication using said
key data, then sending said request to said second data
processing apparatusg, then, without mutual authentication
again, sending a request designating another module
linked with said key data to said second data processing
15 apparatus.
8. A communications method as set forth in claim 1,
further comprising the steps of:
holding by said second data processing
apparatus said second management data storing data
20 defining a mode of use of said data module to be used by
said first application program and
having said second data processing apparatus
refer to said second management data and permit use of

said data module by said first application program within

25 the range of mode of use defined.
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permitting by said second data processing
apparatus the setting of said second management data only
to a party defined in said second management data.
10 10. A communications method as set forth in claim 1,
further comprising the steps of:
holding by said first data processing apparatus
said first management data including tag data indicating
the content or application of a data module forming said
15 first application program and
holding by said second data processing
apparatus said second management data including tag data
indicating the content or application of a data module
forming said second application program.
20 11. A communications method as set forth in claim 1,
further comprising the steps of:
holding by said first data processing apparatus
said first management data including data for managing
use of a port defined in said first application program

25 in response to a right or application,
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10 application program in response to a right or application.
12. A communications method as set forth in claim 1,
further comprising the steps of:
sending by said first data processing apparatus
a request designating the type of said data module
15 intended to be used to said second data processing
apparatus and
sending by said second data processing
apparatus a data module corresponding to said specified
type of data module to said first data processing
20 apparatus.
13. A communications method as set forth in claim 1,
further comprising the step of:
sending by said second data processing

apparatus together with data module relating to said

25 request, data indicating whether either temporary use or
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said second data processing apparatus communicate with an
integrated circuit via said server apparatus to provide
predetermined services and
having said data module indicate data or a
15 routine for operating a memory area of said integrated
circuit.

15. A communications method as set forth in claim 1,
further comprising the step of having said first data
processing apparatus and said second data processing

20 apparatus simultaneously set a plurality of communication
paths for transfer of said data module.

16. A data processing apparatus for transferring
data with another data processing apparatus executing a
first application program and for executing a second

25 application program, comprising:
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by said first application program, reading out the data
module relating to said request from said memory means
and sending it to said other data processing apparatus.
17. A data processing apparatus as set forth in
15 claim 16, wherein said processing means performs mutual
authentication with said other data processing apparatus
and, after they confirm the legitimacy of each other,
receives a request from said other data processing
apparatus and sends a data module relating to the request
20 to said other data processing apparatus.
18. A data processing apparatus as set forth in
claim 16, wherein:
said memory means stores said management data
storing data defining a mode of use of said data module

25 by said first application program, and
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and

said memory means stores said data module
10 indicating data or a routine for operating a memory area

in said integrated circuit.

20. A program to be executed by a data processing
apparatus for transferring data with another data
processing apparatus executing a first application

15 program and for executing a second application program,
comprising:
a routine receiving from said other data
processing apparatus a request for use of a data module,
a routine referring to management data
20 indicating a data module permitted to be used by said
first application program in accordance with said request
and judging whether to permit said first application
program to use the data module relating to said request,

and

25 a routine sending a data module relating to
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said request to said other data processing apparatus when

judging it permissible.



