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[ DESCRI PTION] [Invention Title] A COND Tl ONAL ACCESS
SYSTEM I N DI G TAL MULTI MEDI A BROADCASTI NG SYSTEM AND
MEOFHCLISTHEREOF [ Techni cal Fi el d] The present PCIAKR2005003721
relates to a digital nultinmedia broadcasti ng (DVB)
transmtting system |In particular, the present
invention relates to a DMB transmtting system and

nmet hod when a relay network other than a key network

is built for a blanket area in a digital broadcasting
system usi ng a single frequency network (SFN).

[ BadRESERWPTION] Di gi t al broadcasting has
characteristics of providing nultiple channels, high
qualllnventiemditieli ti pl e functions. In particul ar,

devel OPRRAGNDITIBNALAGY] %%S?S"I*EmmblbfrﬁAEmL?ﬂwEmA

concurrent co |nat| on oF i mages, speech
i rrespecti BROADRASTING S!S'EEM AND MEél'lHKhDsTsHEREOF
t hereof, and has formed a return channel through a

Smodem to allow interactive services. Accordingly,

digital data broadcasting has overcone the probl ens of
con ntion l_. | og broadcasting and has provi ded
X fé?algﬁces with high added val ue to viewers.
| n gener Fhetpresent inventiandetstbeltbi & ediditali talltimedia broadcasting
broadcasting, a transmtter for respectively form

o DN ARSTHiting FEBN. ndb RsrCYI", The Aresant Avertamigiaes o a
fr oM q?ﬁné?ﬂﬂ’@r%& geﬁﬁ@nd fhel] ifyﬁ rrllac{ ﬁe?a){(ﬁemrﬁ tbtﬁ% than a key

serV| IS rec I'S generate net

10t hehatwbekyisniblitciok a bladket amaain ardlgjtajatproadcasetmgl system using a

installed so as to cov he bl anket area. For
exzﬁr‘ﬂﬂ'@,fFGiQHeﬁCEéH?E’qukt(gl;Blsg| tal nmultinedia
broadcasting (DVB) system nobst regions are avail able

for receivi n% signals froma satellite, and the gap

fil I[Backgrowpsdf
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acquire a receiving region in
bl anket D@@ta%ﬁoadta%hgtha@@hdrarmst@s@mpko\rcﬁnglmmgeudnannels

possi bl e, Such as regions in a subway, a tunnel

high quallty, and multiple functions. In" particular, development of
multiplexing techniques has enabled concurrent combination of images,
speech, and data irrespective of contents, size, and transmission thereof, and
has formed a return channel through a modem to allow interactive services.
Accordingly, digital data broadcasting has overcome the problems of
conventional analog broadcasting and has provided multimedia services with
high added value to viewers.

In general terrestrial and satellite digital broadcasting, a transmitter for
respectively forming a key network or a relay network is provided in a single
frequency network (SFN), a blanket area in which no service is received is

generated in the key network or the relay network, and a relay or a gap filler is

25 installed so as to cover the blanket area.

For example, in a satellite digital multimedia broadcasting (DMB)
system, most regions are available for receiving signals from a satellite, and
the gap filler is used to acquire a receiving region in blanket regions in which
no direct signal receiving is possible, such as regions in a subway, a tunnel,
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iand a building. In other words, when it is not easy

to directly receive satellite signals on a ground
wo0ma128hat is, within a tunnel, underground, PEMKR2005803721

buil ding, the gap filler receives the satellite

signals through a satellite signal receive antenna and

starts broadcasting. Key centers represent

broadcasting stations that function as a main center

of the broadcasting network system and they plan,
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BBSigriaS.onSBSgroand sidek teitdis Budhilc astunmgl, anderground, and in a
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enter I S

_ an auxilrary statfion with | ess power
sand i s aKep ceatdredepresenebloddeastiag istations that function as a main
Conventi opal | é’r a relay center a servicer

h .
t h&entes, ofx thes Siraadgastin r'@%ﬂﬂ’@é‘éﬁyg m’eﬁpent,heﬁlﬁlg&! %Egduce, and
bo ' ak i ' i ; i
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r elBB,s MBGe CBBayBBS, i ABSal $B8, sandhdfeukdomgo Bsoadeasting, and
recei vi ng radi f t he k d_i
S5l LRGSR oGRS ek A Sppe ok 5. The

108! Hrbadéatihyg staiirisl1bestell e SeoaNareliaisiMetI0 WeafieREransmitters.
radi o waves of different frequencies. Wien a third

servi ce Alsoviadelayotanter (R@nistancawxitianycdatiomyitsdess pewer and is

| d it | NESS I ici i _
DL fateda iRt REtBn Behlaftlldi, BYsy, bgnter has a service
r elrayioRethi«. a HBSigAgted ireagcastingeregitay ibug simcedrathdaheregions
new busi ness of bullding the network cones to acguire
t hdhavegmealpradie waye-arriyaband blankehamas: e relgy i thatalled for the

5%, A R4GT AL, TREIOBe 6 g Gy BaMbSloriBsing acio
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A SB0eNErS, Siariull AR BlasNaR M8 eBHFERs WS recio waves of
Erﬁé{ﬂg%g‘fffﬁggﬁﬁcﬁ s_g:ar;/ielc:s on the correspondi ng

y network so that the
subscri bivhemay thisd Berviceheroviden sthen thianstey buagicasting service
Ocaup?rggiders with business rights participates in building and managing the
broadcasting network or relay network, the service provider having entered
the new business of building the network comes to acquire the right of using
an additional broadcasting network or relay network, and it is required to
control the service providers that do not join the business to not use the

25  corresponding broadcast network or relay network or control them to

optionally use the same. Also, it is needed to provide a subscriber with
charged broadcast services on the corresponding broadcast network or relay
network so that the subscriber may pay for the provision of services caused
by usage of the network in the blanket area.

30 In other words, when a key center service provider is different from a

relay service provider, the relay service provider generates the cost of
2



by usage of the network in the blanket area. In other

wor ds, when a key center service provider is different
wobRewmizsst el ay service provider, the relay serPCT&R2005/003721

provi der generates the cost ofinstalling and

mai ntai ni ng a broadcast network in the shade region,

and the relay service provider charges for the usage

of the relay network. However, the relay service nust

be a charged service for the purpose of activating the

"l tafl Rl MRt ettty AEABEA RahBRCHTRA! s Hdion, and the

char ge ervi ce en provi O now.
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1050l ution] In one aspect of the present |nvent| on a
transm ssion systemfor conditionally accessing
di gifpadcigalre] medi a broadcasting (DMB) according to
transmtters includes: a key center system for

scr dmekhmialePiobfiIn ssi on stream by using a control
word tha trans

ted. b fi
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broadcast signals having the first transmtter
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[ Technical Solution]
In one aspect of the present invention, a transmission system for

20  conditionally accessing digital multimedia broadcasting (DMB) according to
transmitters includes: a key center system for scrambling a transmission
stream by using a control word that is generated by using first transmitter
identification information, encrypting the transmission stream, and
transmitting encrypted broadcast signals having the first transmitter

25  identification information through a key network; a relay system for receiving
the encrypted broadcast signals from the key center system, inserting second
transmitter identification information other than the first transmitter
identification information into the encrypted broadcast signals, and
transmitting the same, the second transmitter identification information being

30 generated by the key center system from the first transmitter identification
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identification information into the encrypted

broadcast signals, and transmtting the sane, the
wozawamzhst r ansm tter identification infornati oRCD&ER2005/003721

generated by the key center systemfromthe first

transmtter identificationinformation according to a

predeterm ned matching algorithm and an

aut henti cati on system for receiving the nmatching key

fromthe key center system and transmitting the

T T e T
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sedyRterR ., s Hansitting tha Matening say it ?I@Br%?“QﬁfI siyice subscriber

anQihidn AERER a9é1lé£]§ofr8 Wlbé“r’fﬁ'lfiwd% b§ the relay system, the

transm ssi on I tio y accessi ng
5di ghatehingu| keyeusireg busmﬂctmstderlgct( ) fiest c tradsmgtearo identification

L, RgTEHGR Tor e saaana 4 FORIeY (BaH FoA Gy RtPGn

for indi gabhb@et Q@geét 6frtﬁ8§ﬂ'é§érﬁrln%°ntﬁbnk@ytrérgr‘ﬁ@élonb%ethod for
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1O”U||Héll9ﬂ|fﬁ9é't|66 ihfoPmbtion 561 FRdicilingt thae @ tragshiver igvd hey h,énter b)
first transm ssion identification infornation and t

corgarambling transmissinn ammnaunq’q@dmg@udm idsoeRed data prowded by

br oad Si I

Cr A ity e o P SR TR LR G RT oL enpppting the
anatdymiaSiBAC istrebint hecramdserRhtini Ib\)erﬁnd:)rensemble multiplexing the
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di dransmision; REERE biagethals ity henisish Eaamisgon, identification
15b: 3@@03@33.85%89%& légﬁﬁol Word: 8R8 d:g i Lﬁ%'tﬁ{ed’tm%erﬂulhplexed broadcast

roma Key encr

br Oagﬁ@lShtcsagmahﬁnissrdnusigngl smdotrdns;mdm;gnthe same through a key
identification information that is generated by the
keyn%tlé@ﬂér fromfirst transmtter identification

| nfor mat 'Iﬁ@tllﬁ)aﬁétrﬂé aEE@ctkcﬁXh %?ééﬁntfin\}é?ﬁlﬁh' §'tﬁ‘aﬁshﬁ§b|%|)1 method

i nf or mat speC| tching al gorithm
anaﬂoyz:longnmhelly aceessmg blrgmiaduaﬂhmsd@bmadceémdi)MB) according

o et Rt 2 RS BB prd el bl o a ey
ot hgdntbnamhé hentiyptdd thrdadBAS &ignals including second transmitter
. identification information that is generated by the key center from first
transmitter identification information that is the key center's identification
information by using a specific matching algorithm; b) analyzing the received
25  broadcast signals’ second transmitter identification information, and inserting
the second transmitter identification information other than the first transmitter
identification information into the broadcast signals transmitted to a
subscriber; and c) multiplexing/modulating the broadcast signals having the
second transmitter identification information, and transmitting the broadcast

30 signals to a subscriber station.

In still another aspect of the present invention, a system for
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identification information into the broadcast signals

transmtted to a subscriber; and c)
wonuiletiizasexi ng/ nodul ati ng t he broadcast si gnal BCTaR2015/003721

the second transmitter identification information, and

transmtting the broadcast signals to a subscriber

station. In still another aspect of the present

i nvention, a systemforconditionally accessing digital

mul ti medi a broadcasting (DVB) according to
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usigenerater twrgenerating al cgrinaineardbynysing thecerasian keyogenerated by

X d | | f or. '
7 dBe Vgl i Befiding fic desrBlinghdfie Brelie: Pipwpieg broadeast
10: E%iérﬁa@lé‘w &éiﬁg ethg?r?{n%? Qe Yenehdted Bt tHe coletrdlolverd generator;

e Tatcher, rol word generator, and the .
decantbr contiolldr foy decryplingtheatragivechenopypled bragsicast signals by
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BB AR BRE BB R )P RO i, thp toher, he
| degnitiol ward @enkrdter, rarid e disdogier @ccoeling gs trenbroadcast network
according to the status whether the systemis

redpstvehiel the atfaesmiielc detarmined . by nthg i frangmiltase ddentification

as . th \Y} Laon . § . I: .
2! e BEEEE Bl e FRIBASP nfomaton detector
br dsslengs Bnd ddabR)ing 1o dhe etatas delibther thecsystamsisr iegistered to an
system | ncl udes: a) the extended service subscriber
sysPdended 8eWiG®y encrypt ed broadcast signals froma

G 7 B Sl SR BT o ISbSEit TR hithod fo
c hagorelitjorally @ceessing digitad hnﬂtimedaiadﬁoadG@iingr(E}héBﬂ intagr extended
20|t ?gérk{cl{ef g@ﬁg&ﬁf?ﬁ%: ﬁ]pll'msest: hae) lfﬁé{ SXABhEEd Sservice subscriber
system receiving encrypted broadcast signals from a key center or a relay
center; b) detecting transmitter identification information from a
synchronization channel; c) checking whether the detected transmitter
identification information is the key center's transmitter identification

o5  information; d) the extended service subscriber system externally receiving a
matching key through the DMB network or a radio network when it is
determined that the detected transmitter identification information is not the

key center's transmitter identification information; and e) decrypting the
received broadcast signals by using the matching key and the detected

30 transmitter identification information



information; d) the extended service subscriber system
externally receiving a matchi ng key through the DVB
wonetowwz¥glor a radi o network when it is deter nPOBKR20ME51003721
the detected transmtter identification information is
not the key center's transnmitter identification
information; and e) decrypting the received broadcast
signals by using the matching key and the detected
transmtter identification information[Description of
Drawi ngs] FIG 1 shows a block diagram for
traﬁ@@ﬁﬁtipﬁ@ eflerayyingsll br oadcast signals in the single
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5%9?%" e9HOBf encrypted broadcast signals by a

Skey cent FIG. & ' §héWs CENTVIB %Bné%ﬁﬁﬂté&éksoﬁaﬁ}zﬁﬁtﬂﬁg system
and a subscriber station according to an embodi ment of

t haceordiegto anesmhadimentoiGhespresmdnentioB. condi t i onal
access t

sceess | ESSILALLA A5CYURSANSG Ghilib Gy R Boadeast

br

thys bIKEY TeRRirVee felhy cenedr, ria&ifltw’fHen@fldtldim%ystem and a

rel ay netvvork according to an enbodi nent of t

pr sxidscribenatationaccarding to aymm@wm@rﬁftﬂﬂ%er%s%ﬁ Hvention.

for
10 el ay ne

feSpﬁ%' Vfagﬁ angeLs et r&%nﬁg%(gﬁ?tage‘éfa@%gghﬁttmg service

|ng 0 an e

pr egdidihg e ahlembodﬁin@nt of thegreséntinsentidrer
identification informati on and contr.o

transm tfé@ Byshoweegne¥htesk bioadeask ?'9@?'%%&%%66‘(63' network
SYNG{Y i | oh Mﬁl ?@?Bg@ tlgghﬁ &nﬁedﬁm% k& bré¥ent fHvention.

presen

ows a key table for

stori ng §4Gsboshdvey trahbmittedosigaalsofiod respe@eyekx;haﬂm@IS(eﬁ/the key

155+ CReiivork R0anhe e IBv Ttk ShshEiad th ik Aiodimeht b fhe present
metifegniddy, transmtting encrypted

20

25

30

FIG. 7 shows transmitter identification information and control words
that are transmitted by a key center transmitter through a synchronous
channel according to an embodiment of the present invention.

FIG. 8 shows a key table for storing session keys that correspond to
IDs by the key center transmitter according to an embodiment of the present
invention.

FIG. 9 shows a flowchart of a method for transmitting encrypted
broadcast signals in a key center system according to an embodiment of the
present invention.

FIG. 10 shows a flowchart of a method for transmitting encrypted
broadcast signals in a relay system according to an embodiment of the
present invention.

FIG. 11 shows a condifuration diagram for a subscriber station of a
DMB conditional access system for a transmitter according to an embodiment

of the present invention wherein the subscriber station can be a private use
6



broadcast signals in a key center system according to
an enbodi nent of the present invention. FIG 10 shows
woaodsliez@shart of a nethod for transmtting encPgpPKRI005/003721
broadcast signals in a relay systemaccording to an
enbodi nent of the present invention. FIG 11 shows a
condi furation diagramfor a subscriber station of a
DMB conditi onal access systemfor a transmtter
aﬁcordi ng to an enbodi ment of the present invention
. station can be a private
usZ%@'ﬁ?fn%Iea Etb%ggrdoh%ﬁﬁe phone. FIG 12 sﬁovvs a
I | ovvcha[ flG 012 ehMBawavlaﬁﬁairlgnab DbMBemdlmmacﬁess method for a
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Sh?)\f\ése‘?‘ltflll\%/l\ﬁl rt for a DMB conditional access nethod
fo ransm-t in an extended service subscriber
5stati on BIG. o‘r33|s|n@/vs a flowahaofor aelaMBocﬁondiﬁnrpai @soess method for a

|nvent|o ary enbodi nent of the

pr d@ggMitt ‘f'\rvé'ﬁt PBnN%e)E}jeﬂe?% tsé{b\éﬁ'%b%feﬁ? ngcHr(Png to an
detgdhpoditieht bﬁfh%rrﬁ'ﬁ§§nﬁlﬁvéﬁtﬁ>r\a000”panyl ng drawings. An
encryption broadcast signal transmtting system and

nmet hod t hereof according to an enbodi nent of the

present invention will now be described in detail,

r ef §BESTYMQDEhe drawings. In the terrestrial and

5010l BR85S Bt o

f ordedcHBEG Irftle tvmhr nelv@:ren@e t@theﬁaécmdmhymg draings.
subscri ber to differen use at | east two networ ks
t he broaA@a@ﬂCW@Elﬂbrth@ée&/?aﬁb signal npesmg, HYsieEm 2nd"method

e Bt SRcbh ool pITAIERyoh pliteReRhEna0M now be

! Use sone ne
cordtsicribadlin détaﬁismfénmgttodhle drawidgsai | , t he

U T W ERTE L R B ——r
andy | ransadikdett SO | fresaht Mvention, it is controlled for a general
subscriber or an extended service subscriber to differently use at least two
networks in the broadcast network having a single frequency network so that
one user may use all the networks and another user may use some networks

20 by using a conditional access function.

In detail, the transmission stream that is transmitted to the subscriber
is scrambled according to the control word, and transmitter identification
information (TIl) is applied as a value for finding the decoding of the
transmission stream to thus perform a conditional access for the respective

o5  transmitters. Here, the Tll is a proper identifier assigned to the transmitter,
the TII signal is transmitted to a synchronous channel, and the TIl can be
used together with frequency information (FI) within the single frequency
network (SFN).

As to the DMB conditional access system and the conditional access

30 method in the system according to the embodiment of the present invention, a

general conditional access system (CAS) will be described, and the difference
7



information (TIl) is applied as a value for finding

t he decodi ng of the transm ssion streamto thus
wopersfiozsst a condi tional access for the respect PCEKR2005/003721

transmtters. Here, the TIlI is a proper identifier

assigned to the transmtter, the TIIl signal is

transmtted to a synchronous channel, and the TIIl can

be used together with frequency information (Fl)

within the single frequency network (SFN). As to the
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S RAPEAR B 8L Sk B B FEbieRAEE kb Subsggber i the
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20  engine scrambles the program so that no unregistered user may receive the

transmission stream that is the programs, and the encryption engine encrypts
entitlement control information.

Further, the receiver of the CAS includes an integrated

receiver/decoder (IRD), an entittement management message (EMM)

25 authenticator, an entitlement control message (ECM) authenticator, and a

transmission stream block, and it uses a customer ID key in the decryptor of

the IRD to decrypt the service within the EMM regarding whether to have an

entitlement and decrypts the control word (CW) within the ECM and thus

receives the program.
30 Accordingly, the CAS requires the following functions. That is, the

CAS needs a scrambling and descrambling function for protecting the original
8



transm ssion streamthat is the prograns, and the

encryption engine encrypts entitlenent control
woRefeanzst i on. Further, the receiver of the CABCT/KR20$6493721

an integrated receiver/decoder (IRD), an entitlenment

managenent nessage (EMM authenticator, an entitlenent

control nessage (ECM authenticator, and a

transm ssion stream bl ock, and it uses a customer 1D

key in the decryptor of the IRD to decrypt the service
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Pr (el #o )sthe mul ti media data to be

transmtted ccording to a predefined rule so that no

user wi t hoatheemords,dhe scranalyling pracess:chinges theeriginal broadcast

Sorotaiep el st i sta BRI LBl REn 2p83p8 sEEEhEIMG process
1ocha§%ﬁab|6%éyen@irrgabn méama@%bsﬁpm@aém tgped tmtducsmdeo/data) and

regi stered user view them and the scranbling
prdbemnaétma(aba gidigiéaldi ng on the broadcast program

types (a | | e

(anal og/ jﬂs |4 zﬁcgéarﬂﬁﬁrgd gt%c%r%gn%fbeeﬁﬁ) ng'?gcb Sgﬁél gecenver that has the
perdantige oy ( CV\g th@lclela\/@ésdrémbluli@keyhe control word

(CV\) that is a descranbling key. Also, the encr él&(}v .
process ﬁdssx,etbesertq%otwhpmesmret%/\}hq I’?Sf‘trPEV‘)éP (CW) that is
5 T S tsg @ggﬁté?e\ﬁntl‘{“ the L{dambied Stb%‘é"t%ar{s?mﬁﬁd by the

transmt recel ving user’ s ‘tecryptor

desreceiving osery deerypto:raanbdha@scmwblmgopndcesa”@anvbﬂa accurately

have the same secret

e TR bheh R b SHEE e g BRRS St ey
encrypt s | RSP hEC,ntM&hsent control function encrypts the control word
(CW) so that it may be loaded in the ECM and then transmitted to a
20  subscriber station, it is periodically transmitted for the purpose of security, and
a new control word is encrypted for each period. The ECM includes a control
parameter in addition to the encrypted control word (CW), the transmitter
transmits the ECM to the subscriber station, and a microprocessor in the
subscriber station compares an installed authorization parameter with the
25  transmitted control parameter. When the comparison result shows that the
parameters correspond to each other, the receiver is authenticated, and the
control word (CW) that is the descrambling key is decrypted by using a
decoding key that is received for each subscriber station. The control word
(CW) has a different value for each program, and is changed periodically.
30 Also, the entitlement management function provides an entitlement to

the subscriber station or updates the same, and the subscriber management
9



(CW so that it may be |loaded in the ECM and then
transmtted to a subscriber station, it is

wopamwiieziscal |y transmtted for the purpose of BETHKR2005/003721
and a new control word is encrypted for each period.
The ECM includes a control paranmeter in addition to
the encrypted control word (CW, the transmtter
transmts the ECMto the subscriber station, and a
m croprocessor in the subscriber station conpares an

con&ei n?d g 'S ‘?\{,\Hﬂ\ﬂt %hé”@h@ W tthe L BRI 2R gjg&ﬂghgmts the

rame e COfT'p ISOI’] resul't

thmnctypee@aEmmettermecm¢awoﬂd009h eacthargnhiesiont siteam. In this
i cated, and the cantrol

t d
{ ndstaace. e AU Bisfiohs eipvice da enpivmanLip e Jepruptor of the
deGaekil6r deupddieind Bnfiibied, 1 or each, subscr i ber

ation. contro CW has a different value
5f or eachimpthegembodienent iof thehpregedt ipeentich,ddéntificatibs of broadcast

the entitl enment a nt function proyi des, an

entEVaHEn N0 thh oSOl 51 SUPSTIRLONORO oihey Gxiended service are

Sara?stu@roﬁisﬂeﬁe RS tWBRE .dmgsam%nﬁﬁm%ﬁ NGOt tﬁé t?éhsmltter
encrypts the EMML and transmts the ‘encrypte

EMitlerdification édeinatiort (b wf theaterrestriatiD B standard S| 31)0 401 of

o TR FD G KL Ee o g ana e

10t hffe%'?t'rﬁétﬁ/@ﬂ(‘t arld) EffiRiepilpoctharaGesl tHhendirsiRet according to
i nvention, i dentification of broadcast networks and

t helistingvighed sigralss c Therefore, trbthtemnb&dlmﬂmé @f ther priesent invention,

(Db BT pre bR B SRR cphE R AR, (G b are then

( Tldncryited by Usiid TH o tidreB)MBreicandaceks ibThe data V! ahd provide
the Eureka-147 Rule) to assign identifiers to the

br s@¢¥EYt i ng network and the relay network, and
efficien a ng Oint
15 He%egﬁ% gﬁ%lrﬁtﬂﬁgh Egsls alfe“rf?frﬁieﬁ in lgier to_prevent the

di stinguis ore, 'In the enbo of
t haennmabhavmgmmetwork ideahﬁm:atsml fanctir froar eeing rusatilvam no fee

DY ez nh e hahothg oSt B b g REb A tnd n i

o g, B RuAA ot RGP apb e R 1R e because

havthegignals ef tee kelayerativbricare differemicromnthoseraftbe gy network

20uSeOI (Hhe scram%?ed signals of the relay network function as interference in the
area of the overlapped signals.

Also, in the broadcast network having the single frequency network,
general subscribers and extended service subscribers can receive services
within the coverage of the key network, and the extended service subscribers

25 can receive services within the coverage of the relay network. Further, the
general subscribers and the extended service subscribers can receive
services in the overlapped coverage of the key network and the relay network.
In this instance, it must be basically assumed that the service provided to the
general subscribers in the key network may not be influenced by an addition

30 of a relay network, no reduction on the service coverage of the key network

may be allowed, and service continuity may be generated by an handoff
10



for all the networks wi thout the operation of

identifying the network, and in this instance, the
woereantisi ng process i s not applied to the rel BgT/EKR200510k3721

because the signals of the relay network are different

fromthose of the key network and the scranbl ed

signals of the relay network function as interference

in the area of the overlapped signals. Also, in the

broadcast network having the single frequency network,

0 NEhalasH BRRLLARHR RO SRR AR e TG RelpRC | ber s

recel ve services e covera of the key

net\/\prk,Refutritngletoe)dtaﬁmdgd, geDNIBe csndiitiomalbacsessasystem and a

recei ve services wthin the coverage of the rel )

o CRBHItionALAeIREs, Methoce B svSter acsoiing fan Griediment of the
ex é@&q q ; j ; recei ve services in
th?overllﬁ\éﬁﬁ%\@g?ﬁé@é g?‘r;(?rllwﬁ(;éqzey network and the

5rel ay neFl@rkshows almethodfoatiarsmitingrencryptedderondeastysignals in

assuned th the service provided.to th ener

= BEE i dred el R AP Ia ot SubEFRL et e present
by imrerdiddi ti on of a relay network, no reduction on the
service coverage of the key network nay be all owed

and ser vRetergaattpriiG.y1 nbena sevdietwetk A ema relay network 20

V38 R FgBE0 TR, SV SRR £ g heton 10
102CGe66ivey vided, andiopandadtd froneh pacalkityof prodrach servides providers

system according to an enbodi nent of the present
i nasiek Ry RSS| theﬁb\ﬁnéénﬁl@&FfﬁB%!ttqfll@ntﬁ'%ﬁ%ﬂ\énfa"ﬂ%tﬂq{b(jT"a) for

|RORRTREE 9 ROSEIPIReRs S 95siicLRTbEd Brdias sonas
t hdn nhiss'gatbnbe,vthet?mypt@dfmoﬁdmttsdgnal@ard pawlkm treougly a DMB
net wor . or a.re . het wor ' .
e aea g st 8 P G S spmites to 3
1510 rfer%gebélrﬁér YRE§21 Hofh @ trBRSmikRich Eéﬁf@rta(hTI@)Uﬂ?'tgﬁo‘ﬂgﬁf the key

program services providers and encrypts em an
i nsmtwerk, oatisey ateetranstoittedito dbe irelay icentardt from the key)center 11

L i 0 . KT B WAL GRER 8, BROBARE sianas e
engrainfitled 16 INE 36Thy Tebifst 31 foen B Réyl cehtepuidh the RS center 11
broadcasting station 12 including a DVB system and are

t r oeawetts dae Tgadnto Tllb by using a specific matching algorithm to insert the

20 Tllb other than the Tlla into the broadcast signals and transmit them to the
relay center 21. The Tlla is provided to the key center 11 by an
authentication system 230. Also, the encrypted broadcast signals within the
key network 10 are transmitted to a subscriber station 14 in the key network
10.

25 In the relay network 20, the relay center 21 receives the encrypted
broadcast signals through the key network or a private line and transmits the
same to the relay 21 in the blanket area through a relay link, and a gap filler in
the blanket area transmits them to a subscriber station 23 within the relay
network.

30 Accordingly, as to the encrypted broadcast signals in the single

frequency network, the key network 10 or the relay network 20 transmits Tl
11



relay center (RC) 2 1 froma transm ssion center (TC)

13 through the key network, or they are transmtted to
worbms/mzsay center 2 1 fromthe key center 11 POTARINNSH03721

private line. In this instance, when the broadcast

signals are transmtted to the relay center 2 1 from

the key center 11, the key center 11 converts the Tlla

into TIlb by using a specific matching algorithmto

insert the TlIlb other than the Tlla into the broadcast

S PR BEB o Fd QP Btz wibioe ey

auheensrkc 0 ioprthé Yelagmetddrk A0siespetiivetyndegypednd reproduce the
broadcast signals within the key network 10 are

t r @hsnipted Braasicastsignelsiassprdingiq diferentischemesy ey
getlvvor K B, bn%ﬁJWs raegeﬁergﬁ iWié%%Qn dihg IﬁﬂBaY:ﬁﬁﬁi'ﬁbﬁél access
recei Veés the encrypte foadtast signals throug
5t héranspnittiag wystenoaceordinigviatan embedmnentiofdne present revention.

same to the rela l.int | anket th h a.

a2y 11 Beferting & Fiap 2 fha B c3nionRlLARetes.falismiting system
tr mﬂaéssatkggrﬁeki’erasy%@ﬁ P @l refdy2dy st 2D 0Man@i 4h Atihentication
rel'ay network. Accordingly, as to the encrypted

br cysteas 230 gmdikie systeimetransigitethier engrgpted broadeast, signals to the

T weBReiRneEieg 240n T Rév e Susfit 2300, Bpw be used to
10St "i‘éel%@%nf% Ghtdf Ak the fefaykeystent 200 Willlse ased heindicate the

relay network 20 respectively decrypt and reproduce
t heelaymeptered br oadcast signals according to different

schenes. Fl S ' ' . f .
condi ti oEE?%%%&%E?%fgigmg{}? Hﬁ)&éi&%@%ﬁl%@@rﬁ%ob%nusmg a
enAtioE Mor@f(CWIE durksatels fravemitter ideritification rigfotraatidrs(Tlla) of
2, the DMB conditional access trapsmtti n% te
2 dhiies oy tacsonm g somrobvbr B i oSk  badkey conter
and j [ : d
5 RS OB S MR C A GRASIAS o encrpte
SUQﬁ‘géd&!ﬁt (;Tﬁg@é throddl thd key kheywaorknt dheskeyt eantend1vestablishes
now be used to represent the k nter and the, rela
e ok Fey SBrea o e U8 b 25 13 e rBLbhol vore
Igﬁrqéﬂaé 5 SBEGhbIMEPKS "Ik 8%sd pERSAILSI SarfddsSMESTIRY of the key
center 210 and periodically applies the Tlla that is changed by the
20 performance of encryption.
In further detail, the key center 210 generates a control word for
scrambling the transmission stream by using a session key corresponding to
Tlla through a specific key table (refer to FIG. 8) storing a session key
corresponding to Tlla and generates broadcast signals with the encrypted
25  control word that is an entitlement control message (ECM), and transmits
them. Referring to FIG. 8, the key center 210 stores a key table showing

session keys (SKmm:»SKu*»SKm1y) corresponding to a plurality of key

center identification numbers ( 7a:">THaw > Tlav ) in a predetermined
memory. For example, when the identification number of the key center 210

30 is given as T, the corresponding session key is SKTHM, and the session

12



control word (CW, generates transmtter

identification information (Tlla) of the key center to
woenrymsit he control word by using the TIla oPCT/ER2608§003721

center and thereby protect the control word (CW, and

transmts the encrypted broadcast signals through the

key network. The key center 210 establishes the Tlla

of the key center and applies the Tlla so as to

protect the control mord that is a scranbling key, and

celbr 5055 e drrRaRTs Sabfifl dorf aBhARRY [fRleonteol word to

chﬁ{@ggga%hhge)ragégsornance of encryption. In further
detail, the Key center 210 generates a control word

for scr dnbthencpsenef traasmitiing ithm bseadeast 15ignads iy the relay center

£35Sl 80 o Rgh UL b M BB ARG o s

5 Cotﬁéeéﬂﬁﬁéhggsbﬁaly with @glingeredariis tdtheasidsseriber Smba and the
with the encrypted control word that is an entitle

comlawm the blanket 6., ladbistinsisase: the: kynrenter 8r19|rﬁgelves Tlib

6@’?168165 gg@{%ﬁﬂéé’% §)?§t§EH %%6) aﬁH%%% @ irfswlkteaﬁ’ibﬁner of the Tlla,

Sléﬁdltheoéutﬁéﬁma?ﬂdﬂlgsyslem BBmlrcmlntmls tf make EHatcmrrespondmg to
| denti ficati on nunbers

pr ddibt be kngwe wgﬁﬁr'glla psop{mgg(gﬁﬂ)ﬁ% 'Illl\gh%ﬁ:po(rﬂlgg to L predetermlned
0 d‘f‘%t‘:ﬁi’n‘é%{l SRhRHEREE doF etsESnglﬁ Eﬁfg I?eWs's‘Elbgéd@éhtly used.

e correspon ing seslion key 1S talL and
SeSSI onk'éheskelay ceatert cﬂzj)enaamptlisea sugnalsolofvvdhel akﬁu network

the contr ol th
£ heolasEowingiaribe Srokgens Rk bR R same, o
reI dLﬂSfetseéndzg%#Im@@ ti‘f@létréﬁﬂfseihratlgy ¢hara@9cehtdra2 6 through a
ey center , ays the broadcast
s. gmtaae line mndHeansmsits then TI Abrelay newosms@c\rardept shown) in the

statjon and t i.n the bl

157 ndelaloeenen 220 galrEls dfersieTiofcrGhaliff 5is Pefte providers to
autapiatateatil HRodyRate Mel signardacsrdingt toi thealT DMKkscivemeeand then
of the Tlla, and the authentication system 230

cortansimit tthe nsame Tthreughvra esaielite wiptiah 0| BSHEe KRN, broadcast
when Tlla is changed to TlIb according to a
préﬁgg ‘'ned mat chi ng al gorithm and a correspondi ng

mat chi ngTkeyaitheptid:tionusystén 23@dyenerates Tlla and Tlib to the key
20 center 210, and transmits a matching key for identifying Tlla that is the
identifier of the key center 210 from TlIb that is the identifier of the relay
network to the extended service subscriber station. In this instance, the

matching key can be periodically updated by the key center 210.
In detail, the key center 210 includes a service multiplexer 212, a
25  scrambler 213, a transmitter identification information (Tlla) generator 215, an
encryptor 214, a system multiplexer 216, a modulator 217, and a transmitter

218.

The service multiplexer 212 multiplexes the audio, video, data, and
additional information respectively provided by a plurality of contents
30 providers into transmission streams. The audio, video, and data are

provided by a plurality of contents providers through a video encoder 211a, an
13



The relay center 220 anplifies signals of the key
networ k corresponding to the single frequency network
woaod/1mzsdnsnmts the same, or nodul ates and anpPCTiKR200G5063721
streanms input by the key center 210 through a private
line and transmts them A relay network server (not

shown) in the relay center 220 gathers transmi ssion
signals of six service providers to generate TII,
nodul ate the signals according to the TDM schene, and

;hs dlbréérflg)@et ZWQ,Cé@q'% éé}é%égv*brazrﬁ@‘ gLdd é(ﬁ'v @at 119 this fhstance,

roa prograns aut ent | cation
Syﬂ"teeauaibOs@@/rw Bt Hfané'rhlttedatmioﬁgh fant mdependelyt cleanrel so as to

210, and transmts a tch tf Tl |
thBEOV'%etﬂeaQTSH?ﬁ'tﬂ abdss Satickey (BR: CRED BN T, pfed for
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servi ce su SCriper s atlon In this |nstance
5 t heemdecisl genetatedciato Besimgleistrdiaoa by ya wpieatrnultlbiexeheand is then

< Yahsmited, sindeo b Sfded, sendle il liaR PiglRss, “Sidio, and
trﬂﬂﬁg%léilﬁg/sw&%hfia%h'lﬁfbrhféftleh”md ‘t’rﬂs(lﬂ'étbﬁbe the audio, data,

gener an encryptor 214, a system nul tIB exer
21@ndavidedusarvice are7 multiplexed rinies @i se@rcezs.zbanrwie y the service

SRR o AT BRI e o

100y 1@ 0¥ W %'lﬁdlé/ fPAmEOBY etRks spster deuiltipleréo 216araid the orame is
streanms. The audio, video, and data are provided by a

pl ttnaasnuttedaﬂwr@mh amhysisabehamied t hr ough a vi deo

gg::\c;g?r Zﬁ:l% gs%ra}rﬁgfgp ?g?vg}gﬂ%l?és fthell g'rﬁflt rﬁ?g%dci é&%@lssion streams
au@iceoiiyy teca pradéteamined ttﬂa@I by husingla comtioh sepe (G¥ViX so that any

channel so as to provide a CD-quality audi
hasaRMhohanAe e TUSRRTI AL Ol (ehea YarIsIoT SAAN Ry o

jgSuch as 4I'I%( | GanShittdle laé‘ |ﬁ%a?|ShV'|ﬁ1%fmjéhSnV'(T’ﬂé’) sgéndrafor 215

% s generateéd into a single streamby a

nulgenptataer Tilanidri mdtdadangt thet sthiet ttlamsmlimre tMQWﬁtIGGobmadcaSt
serV|ce i.ncl udes noti on ur es,, audi

nu|segr|@] ©if e YR I1FEHIRTz alt[if‘o s rﬂ‘f‘%?ﬂ%‘% ﬁjg %raﬂspu tter identification
! n%l’élf%ﬂflstloﬁ '(*ﬁlé)%rféraﬁ?tﬂ5 cﬁf&tly'q&grﬁtégvﬂlrae afidt is desirable to

nt'o a servi ce channe y the service
receive the TIIa generated by the authentication system 230 and use the
20 same.

The encryptor 214 generates an ECM having an encrypted control
word (CW) by using a session key corresponding to Tlla of the key center so
as to protect the control word (CW).

The system multiplexer 216 multiplexes encrypted broadcast signals

25  together with system control data into a single ensemble transmission stream.
The system multiplexer 216 is also called an ensemble multiplexer, and in this
instance, a plurality of audio compression streams and various types of data
are respectively channel encoded and are then multiplexed together with the
system control data into a single transmission stream, and the above-noted

30 multiplexed result is called an ensemble.

The modulator 217 modulates the ensemble multiplexed broadcast
14



mul ti pl exer 212, the service channel is then conbined

Wth transm ssion data to be a single frane by the
wozgwstierssnul ti pl exer 216, and the frane is traR€MKR2e®/003721

t hrough a physi cal channel. The scranbler 212

scranbl es the nultipl exed transm ssion streans

according to a predetermned rule by using a contro

word (CW so that any user who has no entitlenment nay

not receive transm ssion streans. The transmtter

id ifd ' ' ] (TIla) generator 215
ge%gngiée@%rtrﬁﬁsrbgsﬁﬁéhglgi ng that the transmtter

transm tThengtransraitieas218i gaabmutssthdweemptednttﬁoaddarst signals
this instance, the transmtter jdentificatio

i ninsiuding &ie (e payl the ceptiebyorhCW) fathe %ubgssﬂe%@retgansmlts the
Tl b?oa t%&n?ﬁ |H€Iﬁ¥i[@btb§ T t'b%@'riél% gé erld.

generat e |ca I on syst and use the
5sanme. Thalsencthgptrelay?2téntpenépat amlwdesE(a\/l tnansmidteanidentification

sgfr{fég'ged CZE roJ \Aﬁép g&g\)ﬁen{lg&pﬁ'@@%@’@é@@%&% e relay center

pr%ﬁ%hlﬁé}eﬂ@nhr@é \Nﬂéld ﬁy\)tran-ghﬂttéb/iideﬁiﬁlﬂyﬂldd Mf@ﬁﬁétlon (GF

216 mul t1pl exes encr roadcast signals together
i b} genemton a2don %Etmuumiexea/nmdtgat@r @26c@prica GF transmiter
tr@ggnission stream The system nultiplexer 216 is

call ed an ensenble nmultiplexer, and in this

101 nst anceTh@ THbunsertdr22af arfilgite® TIHHTT esdrionysted @a@@d@sd signals
various types of data are respectlvel_ﬁlchannel enco

ed
andecaieed fiom the keyrenied Z18q@nchisenst Hik o 4 bé?ﬁdcast Slgnals

COMEL B, P SRR, 55 TS e R anater

engimehfittinghiee BRshicakDsigRAlE isadelat centér ¢hrenghk rebtetay network.
mul ti pl exed broadcastsignals_into transm

si gnal s. Thaay P@ﬁgﬂﬁ/mpéplaiq@%% ARdtiRlexes Wéé g}g@j&%{e%&he signals
150" ?@éjt(%mﬁg &héiﬂgé@ iddMifichtich ﬁﬁé’rrﬁéﬁ%r@ﬁ@é & 221 of the

e su Scriper or transmts t roa cast
Si geklyscenter. udn itigs tihstance, tthEGnuluplerxer/mochmmeQZZZIan be divided

i3 MM A0EH Fiedilto 304 Hjen s pe dreialed.*
mul ti pl exge/ pagy| éditer Afehsndittee! 203 apdfishhits the multiplexed and
modulated broadcast signals to the subscriber station, or transmits the same
20 to the gap filler through a relay link.

The GF Tllb generator 224 generates GF Tlib.

The GF multiplexer/modulator 225 changes the Tilb in the encrypted
broadcast signals received from the relay center into GF Tllb, and then
multiplexes and modulates the GF Tllb.

25 The GF transmitter 226 transmits the multiplexed and modulated
broadcast signals to the subscriber station in the blanket area.

The authentication system 230 includes a user authentication server
231 which periodically transmits a matching key so that the subscriber station
may decrypt the received key and may extract a corresponding control word.

30 In detail, the user authentication server 231 transmits a matching key to the

extended service subscriber station through a wireless network when the
15



transmtter 223, a gap filler (GF) transmtter
identification information (G- Tllb) generator 224, a

WO @poermut8i pl exer / nodul at or 225, and a GF transRCT/KR2005/003721
226. The TlIlb inserter 221 analyzes TlIlb in the
encrypted broadcast signals received fromthe key
center 210 and inserts TlIb into the broadcast signals
that are transmtted to the subscriber so as to
indicate that the transmitter transmtting the

br | .
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5 The rel asdsoethmuuscahemuatlen 2A93can beengenerahsubscriber terminal

R SR AR —
fi bk@ndbﬂré?#ﬁbe %ub@bﬁb’er' d:eﬂkweW‘l@roGGcgétir’fg pRtramsdrredpdctive of

generates G- T GF nul ti pl exer/ nodul at or 225

chﬂlg:]ebov&elomd lenprypttlpe |@n&\ey}§eyeme@wglgfd@ggj¢ thg gﬁggnged service

rece fr RN .t he [ & I

mptPH e PabS il Bled 1) flegstifiog, oo Mew” e (6tBadoasting
10t ' PRSGTahise by 22€ing ' thes mattehihd ekeyu trianpinittezt] fronal the authentication

nodul at ed broadcast signals to the subsc tbl ber st

| n systemRaBk el haceafigyfation Atk APERYION A 8¢ ﬁ@ﬁf’ﬂ@%f Mtion 240
| e HeACHSE WU IBR e R Ao TGy 4. 231, vt ch

ransmts a matching key so that the
subscr i bmrthetembommmu ofdioe ppesetri’nenvem@nvmtheeya%maf the single

?ﬁ%rq%é%ggbp% e efa{oeﬂg}}eeg%conblﬁrktq%grm [ ad%tegh!)rk have the
Pdé“% Eﬁ%st %ntdhﬁ\e‘?rx%@ﬂgﬁgyﬁ&%hrz@tléﬁh§cgud3§ﬁteed so that the

sta I'on rough a W releéss netwrk when theextended
selvoadcasthetworkés cenfigured withoutinigrferenee batwran therkeyinetwork

SUBSEY B8 el PR o1lBh TS TSRS il (i @ transmitter
SLC?&S'%?F%J@@ tugé]l‘@]tld]gt VEudstahtRily! TR isyséd fardhe subscrber station
S no W reless nodem
to identify whether the broadcast signals are transmitted through the key
20 network or the relay network. In this instance, no interference of the single
frequency network is generated when Tl has different pieces of transmitter
identification information. TII is not provided in the data region, but is
established by combining carriers of an OFDM synchronous channel, and the
combinations are arranged without iteration so that the received transmitter ID
o5 can be identified without receiving at least two signals from the single
frequency network.

FIG. 3 shows a block diagram for transmission of encrypted broadcast
signals by a key center, a relay center, an authentication system, and a

subscriber station according to an embodiment of the present invention.
30 Referring to FIG. 3, when the key center 210 transmits Tlla of the key

center, a control word (CW), and encrypted broadcast signals to the
16



Al so, the subscriber station 240 can be a genera
subscri ber term nal or an extended service subscriber
wobtaewmizigl , and the general subscriber or the p&TERIEH/ 003721

servi ce subscriber can view broadcasting prograns

i rrespective of the above-noted encryption in the key
networ k, and the extended service subscriber having

regi stered to the service can view the broadcasti ng
prograns by using the matching key transmtted from

th { ; 5 . . _
op SrBFR 3ibh B h LT HGoRO MoRiRéqrer “idion 240a
desoluding theigeneral tsubserilserestatiort anéltke exfiended sdreice subscriber

enbodj nent of, th t i tion, int f
© ha o BRIy TR RsPROCHR SBaNS P hes) "asofes them by
af‘%sfri@%hé%lﬁ&aﬁ@ﬁﬁ@édﬁtf@%r& g@ ‘?‘mAIs%,rtﬁé‘REY céﬂﬂar@h@i tfansmits
si gnal® synchroni zation is guararteed So that the

5 br day centemigdentfi¢ation inforfragioned ha) tthdbe authenticationcystem 230

between, t he ke t k dth I K. 0n this. ..
ndbfoug, o TReRdly einel crarteails QBT fentef o fgéntification
| nfiroPRGLEN (TIR)R6 tiRaFdiay t¥nteF 2R0i and Hradsiits dnhéntitliement control
subscri ber- station to identify whet her the broadcast

si lgmswgar ECMyestitlement managgmeniemessagret(EhiV) dhroupk a fast
rel . \\OI. {(\S instance, no interf f
thér?%rrﬂgf'%wf;ﬁ%%%rﬁ%@)hetmrk i S generat 2[1 \%220%? has

10di f f er enspbanesekly hataoskyiwhen theleeslay foentdri 220 inserts the relay
information. TII is not provided in the datﬁ regi on, )
butcentersstipintetbe bsgadeash sianals aad tiaesaisringm tpib subscriber
Sy ?ﬁfqtq{‘ﬂﬁb,ct @@u‘é’scri%tﬁ{?ﬁn 5308 tRAY iﬁ%‘?eﬁél%l 30b station
W thou a e t D

rteratron so receive ansmtter
carcahaot dleerygdti thé enchypted riroadoastigsighalsebayt using Tllb, and the

oL b SRR g tnion o
1507 @Wﬁ'ﬁlasfh%?@oﬁe?goﬁdé(% B G recBivir) 3 nfRENIRG ke from the

authentication system and a subscriber station _
ac cuthintigation smysterb @B0nand can obteinpasessioni kelefar decrypting the

Ref [ to FIG 3,.wh t k '
i 1BnbeT Rt Reg Scepiiindh et dien BY T REy brog i slghals and
enGEpRIRIGePhaaBfodicast SigahRs. t THatasuls tie belay siativork) the relay
240a in the key network, the subscriber statiaon 240a

i nclentem22Q trengmite the relapsentassr TR andancayried soadcast signals
ZOeXttSn eéj §c’u rs\é:'riggr S&Qﬁ&ﬁ'?&éb, and transmits the ECM/EMM to the

authentication system 230. In this instance, the extended service subscriber
station receives the matching key through a corresponding wireless network
when the extended service subscriber station has a wireless modem, and it
receives the matching key through the DMB network and decrypts the
25  encrypted broadcast signals when it has no wireless modem.
FIG. 4 shows a DMB conditional access transmitting service
according to an embodiment of the present invention.
Referring to FIG. 4, a DMB conditional access service area according
to an embodiment of the present invention includes a key network 310, a relay
30 network 320, and an area 330 in which the key network coverage and the

relay network coverage are overlapped.
' 17



station decrypt the encrypted broadcast signals and

then reproduce themby using the Tlla and the control
wovawd1338W . Al so, the key center 2 10 transni PETKR2005/003721

center identification information (Tlla) to the

aut henti cati on system 230 through a synchronous

channel, transmts relay center identification

information (TIIb) to the relay center 220, and

transmts an entitlenment control nessage

(ECM / enji -
(SO SO SRR PARGGRBES T ARk K310, and o
nesubsdriberstatidrhrecedlesya keytente AW ai arska tcontrobword frgm the key

center's Tllb jnt he.  br oadc, [ ls. t it
¢ hapherktransilge 31 i tiisaerens Dioateast SRR cr | bor

station Oéﬁrgl%t tef 52 i9PRided ! %ra’lybr%mhatshgnand extended

cannot crypt the encrypted broadcast signals by
5usiseqvide bbbsariber istationsB322 andB28traceive encotptedh Hroadcash signals

ext ended servjc ubscri bher st.atipn can know t :
cor¥ %gept?r%\'l 'Wrﬁegc@@{}?lﬂ@ ﬁo%ﬁﬁwﬁqu I?gbl?%r%ﬁ In this
t hengieh 8 thé Etd rie SIEURE LB cABErsC3IR ahd 328 in theé $6liagmetwork
key for decryptlng the control word and accordingly

c a@wmpcewaé)remqusigm_ala m&@ger@rgm b_§cgih@|rs cannot receive
R 445 3B IS B0 eP 322 1, TER ey, I, ERQy/ERRVanc e

10CemhsichingTkéP frstH ec ket edtiumiedtiostsetvgnaBs theoudte the DMB
subscri béer station 240b, and transnits the ECM EMM to

thme&\gor;@ntheavireiﬁsswgw-zso. In this instance, the
ext ende i i i . i -
A]};%;Ylﬁ rglé%%iﬁﬁ(érr IsRRfonSI Bt %I\;e%%b ddifter Tlli from the

mat chi ng a correspon g W reless networ
whedytristwerk ansiditiee 341 or thelbslay iceaterskkt from thaegelay center 321

w rel ess nodem .and it receives the matching, ke

¢ hrid iy SR SR IRIE R Kew PSTURFS BoWeTPRE A0S ey network are
15brctﬁf$ﬂ§ﬁge§.i gnals when it has no wirel ess nodem FIG

4 shows condi tional access transmtting service

accor di n§l®o5ahowsbenirypted bioadhastpsigaalstbatweentthekey network
Ref er

el orine A G o Rle LIS pReH Hention
55" pRASTIEISEIS. btaeiesch 51, chplaybrkeestoinal
andheAeDMB key network 410 is performed as oIIovSs.Wor coverage
20 When video 412a, audio 412b, and data 412c are provided from a
plurality of program providers, they are multiplexed into transmission streams
by the service multiplexer 414, and the multiplexed transmission streams are
scrambled by the scrambler 413 by using a control word.
The control word is encrypted by the session key that corresponds to
25 the Tlla inserted by the Tlla generator 415, the encrypted control word is
multiplexed by the system multiplexer 416, and the multiplexed control word is
transmitted by the key network transmitter 411. In this instance, Tlla is
provided at the header of the data structure of the encrypted broadcast
signals, and the scrambled transmission streams includingj the video 412a,
30 audio 412b, and data 412c are provided at the body of the data structure.

The process for receiving the encrypted broadcast signals in the
18



rel ay network coverage are overl apped. A key network
transmtter 3 11 is provided in a key network 310, and
woaomuhssti ber station receives a key center TPCHKR2005803721
control word fromthe key network transmtter 3 11 to
t hus receive broadcast signals. Arelay center 321 is
provided in a relay network 320, and extended service
subscri ber stations 322 and 323 receive encrypted
broadcast signals with relay center TIlb inserted

| nar L Pote) BOMATE 4280, nBhE Bedibed o s 322 ana 323

in the rehayrowicast kighdl teamsmittedibyetheriaydestaiorls transinitter 411
and the general subscribers cannot receive the sane

si Aé@ reprivedbequdhethe melay fenter2421 caed e thiseinstanaamipe relay

an ) r: At '

sorsniErosTHB e ¥pe Rk Enefllo Behpfitted By B ey network
5 Eettmswtteﬁd @FFLI by ]chl@e spb;atio?hﬁrthetmultiplexéﬂmodelam:vm,tdrm in this

ey center a fromt ey, net wor k ifter, 3 11 .

or 'raertén¢ee|tlaw&larﬂt§ae”ﬁ¢¢ iis GhARgRA. mé@i[lgf:]%?né ¥iggo, gjidio, and

t j .

ot B BARMIRLPAS DIPRICKS! SURRME SR BHGRRIF HangAted from

brlmlaeikayst:eaieg.nal s between the key network and the

relay network according.ta an, enbodi t_of .t .

pr esent {“ﬂ@te'ﬁt Wﬁﬁ.“ tﬁéﬁ%?'??'ﬂa_SE’&aEISc?f%g?ncr?&%%ﬁ!éﬁsm a control
1007 wdt8, 8NP YalRdisbiheahed shtosa %?ﬁbﬁrohﬁué lehafhnBlVRnigethis signal is

netvvork_410 I's perfornmed as foll ows. When video 4123,

audtapsmitted tathe wianatwrkafka of e snehrerersachannel is changed

pl ural i of .program Rroyi y e (M

ity #gﬁsﬁpgsﬁhgnééﬁﬁ gé%yaggﬁﬁ%%é kségr maergea,;r?ul"ﬁ itfg%g(ée network.
414 herdfré, N Ao Nintd fdtAsE doddure SyBtaeEANthR! datTEni®are the data are
scranbl ed bé\if: he scranbler 4 13 béNUSI ng a contr ol

mwaceiva@ within ecspeqified areaeincineppel sifce the datasammnthesgame as
) !
L e BB Rok 89yl S B R e Wleapped arca o

Multhé Reyx Adtvidrkt Sreasynd e nelldyi pletwerk 4, simod thieesynchronous
mul ti pl exed contrgl word is transnmitted by the key
netch@nret ifgntifigs differentvaluesy this instance, Tila is

pr ovi dedTﬁ%reth Rsegeherd shbScrilith ahlredeiv8rRIthat iereceived by

encrypt ed broadc¢ast
the key network and cannot receive relay center Tllb from the relay network

20  since the relay center TlIb is transmitted in the relay network in a different
manner of the key center Tlla, and also, the extended service subscriber can
receive TIl in the key network, and can reproduce the encrypted broadcast
signals when receiving a matching key for detecting Tlla through the DMB
network or the wireless network.

25 In other words, the general subscriber station can receive the Tlla
value of the key center, and the extended service subscriber station that is
available for the relay network performs a similar operation as that of the
general subscriber in the key network and receives a relay center Tllb value
and a matching key through another network in the relay network. In this

30 instance, the other network is a DMB network or a wireless network, and

when a terminal has no wireless modem, in a like manner of a vehicle type
19



signals, and the scranbled transm ssion streans
i ncludi ng the video 412a, audio 412b, and data 412c
woaew/1pzeyi ded at the body of the data struct uPeT/KR2605/003721

process for receiving the encrypted broadcast signals

in theT-DVB relay network 420 will now be descri bed.

The broadcast signals transmtted by the key network
transmtter 4 11 are received through the relay center
421 , and in this instance, the relay center's Tllb

RG89 Ay T6cBlD AR AR nkP e, e

q}lltémnhanﬁcélged gl mbtvhmﬂg;_Bey ﬂgdughnthélDMB s$astrinformatien channel
a at the header is, changed into Tllb, and the
vi #el&) anddhen desAiBI9Na!Se transmitted as broadcast

signal s %ﬁ%@ ﬁé\ﬁn 'QIrQI%LanMé}ﬂsfﬂé f&%lﬁél%&ﬂés‘iﬁé matching

center. fransm ssion streans are
5 sc kepith Mgbythescongasaondmgrwirelﬁes ah,et\aorkl | A/geueral subscrlber can

inserted i q_ﬁ sgnfchro ou chan nd thIdS g
i seGelYR A t I@dvqlg FQm t‘%{ annot receive
SY BigHafiA4he 9@I§9%‘tw6ﬁ< Wﬁ@ﬂ%ﬁwd t%télidﬁidrﬁlly@@ébﬂréﬁ rAafching key

aretransmtted as they are in‘the relay network
Théoredecrgptiorofront thef miayn oetwmlsuaed retele netwask extended service

t nevepRii iad GiresandRan: e el BeSBTE A R i them by
10di fufsﬁfgeme mbtcmﬁd Key tﬁé’tﬁstr@cdleéecthﬂﬂlghnthbf‘@odveemd)téﬂn%iwork in
area of the key network area and the rela

3r Sbe sﬂdﬁye nlelworkyndﬁr thiwusstenaandhe |f§§ht'nf%ﬂ”§§t|°n channel (FIC)
0 8 A FUPE R SR Y i v v

amihe@\ﬁ@ﬂkOtaré@CQIhme sighals cret aot Tda\rhagedmwhba thes akey network
network since the relay center TlIb is transmtted in
t h&ofreppondretadbedelay nEtWerk-er ent manner of the key

jseenter Tyfa, p.@?lgn?hﬁ? CE[]PS th%”gli&esaéé’érﬁloﬁ%%ﬁéﬂ R general

can receive ey netwo reproduce
t hgudberibynt eah ecehdc sighalsi |grtabs’eWyeneW\mlelwheﬁgha stores the Tlla

et Ter b ek SCechBrl i oG e Sy epwor. To
4 e S S50y g s
st dhé okeyt hemntérs Tila, and applies the modified Tlla to the process for

20  scrambling the transmission streams.

Further, when the key network’s Tlla has a CW, errors may occur in
the mobile condition and the received signal cannot be accurately decrypted,
and hence, some bits of the symbol of the TIl can be used as a error
correction code (ECC) so as to more accurately correct the errors.

25 FIG. 6 shows transmitted signals for respective channels of the key
network and the relay network according to an embodiment of the present
invention.

Referring to FIG. 6, key center Tlla and a control word 512 are
alternately transmitted to the synchronous channel (SC) 511 in the key

30 network area 510, and an ECM and an EMM that are encryption information

are transmitted to the fast information channel (FIC) 513 so as to decrypt the
20



avail able for the relay network perforns a simlar
operation as that of the general subscriber in the key

woneatoziel and receives a relay center TIlb val peT/&RI0@/003721
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mat chi ng key through another network in the relay
network. In this instance, the other network is a DVB
network or a wireless network, and when a term nal has
no wireless nodem in a like manner of a vehicle
typeterm nal or a private-use receiver dependi ng on

t h?eéﬁi\?é(?ggﬁla t W%ﬁ)éréslgf ceRfeFs™®lib [i§ GRINSRTittéd rthtﬁE éégmchronous

key t the ast 1 nformati on channel
andhaieei Sﬂacofymesrelayglaiwgrk 9@ isohasvionigentifyi thelrelag network and

?ﬁgﬁg@%gr& %@m%g%gl ngsée%r\!}]ﬁm éripl nﬁ@Mn are Prargfsmltted to

SUH*?&FI@S%%%rhsr l%gd%lhdﬁ‘?pﬁhé' réGeiVéd HStd oM the key

center network e cannot receive si gnal s in the
rel ay nelnmdeﬂallmnetnamsmissmgl framedaccardingl toy ancemsbodiment of the

t chi f f
e AR I LY BB BB Sk e nformation
I egRhMfelShAddl hainsdriiee cRunAet (MSE.)and can r ecel ve
them by using the matching key that is receiv

t hrough The sypeheonization ﬁlearvmlkmpwdeﬁearry"awrﬁb%@md a phase

{1 Seine PP AR LRRAETR g ged B R niilbihbol.  The
nelsyREtrohizatibe &fanretinolulesrinforriation requiveds far a tlansmlssmn

damaged when the key network corresponds to t
netmmeq a w@bp} @ﬂdeéeqmcyowghgomﬁg e a%{gg,et}ﬂe syncﬁ}'/omzatlon

o %ﬁgh@él: |§Q{Sﬁ§ fégﬁ @ tlo?lu gﬁiétrgfféeqs Egrsiﬁ@hﬁéﬁlzatlon
:Egﬂwfgﬁerwmﬁmmkbngtdeéalhteder:ledwatlbnzimbttolmen moves to

ay networ
server i ?ﬁ%stk%f)?"@éﬁ?'ig é'g'??lggpba' bg%&gﬂ@gﬁ{f titg%r}‘ (S1), a
ce%&r in éﬂrﬁatlﬁp%ﬁp&a‘?ﬁl i(fllﬁ@?“ FriudsbidX | @rifigufdtn information

rocess for scra ransm ssion streans.
Fur(M&Iy anm@nondinhokaal}aomesw()@lé\ )s Tila has a CW errors

o anal o TRROVCET JBe G B Yeab s Bar Bensmiigurrh d8Cear part as
gioﬁilﬁféﬁ“llagﬁﬁcsiﬁﬂbé’é aoéeﬁsvl(}% ik, @AbcatonSaAd as patter, Cund then to
as to nore accurately corre
t haralyzerthe MSC. In th|s instance, the Sl includes a service title and channel
information.

FIG. 7 shows transmitter identification information and control words
that are transmitted by a key center transmitter through a synchronous
channel according to an embodiment of the present invention.

Referring to FIG. 7, the method for transmitting the key center's
transmitter identification information and a control word (CW) through a
synchronization channel in the key network is illustrated. Generally, the
control word (CW) has 64 bits, and in this instance, when a frame range
transmittable together with transmitter identification information Tlla is 8 bits,

a 64-bit control word (CW) is divided into an 8-frame synchronization channel

30 and are then transmitted. When the control word (CW) is transmitted, key

center transmitter identification information Tlla for identifying the key center
21



FIG 6 shows transmtted signals for respective
channel s of the key network and the relay network

woaesanzisng to an enbodi nent of the present i nPEMKIRAMS/003721
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Referring to FIG 6, key center Tlla and a control
word 512 are alternately transmtted to the
synchronous channel (SC) 5 11 in the key network area
510, and an ECM and an EMM t hat are encryption
information are transmitted to the fast information

Ch?é"i‘r%'nsfrﬁ't&) A3t m'?’s‘iaﬁéé aper bé‘?érehﬁ@ﬁﬁﬁﬁéi'é@ Gﬁ@faa 610b, and

ycenter S |stransmttedto
sy fidhadoa6d4ndndicatel sy&rs\zmrmﬂzatiwe a’r@lnaylsn(aﬁbthe Eeiere@@e agimerals

sog2bid ook i et ol S Bl . ane

t hﬂw&'r@fe’?@ﬁbé‘ﬁuﬁfer&@ 6564 486 30IE afE Rn¥ef wirls- (CVI1, CW2,

detail, a transm ssion frame according to an
em@Wh)ithat acd trahsmijitegsfenthe respet:tlwsyrmﬁrumizatm channels

channel . Fkhab ashein, & dovchalt:pfandiethadio; Fansmiting encrypted
sy I I
OSSP 4, e o
pr pvestd mwmtlba nuI | synbol. The synchronization

channel | ude ol nat,i on requi red f i

transms P E%I:Rg é;}'ﬁhlﬂ Mgpﬁgaﬂéﬁﬁvﬁg encrypted broadcast
SyR a‘Péﬂané‘ rbenférséystérhethié’é@rbrdéﬁhéﬂipl%r Phangretheik®y center
use sync hrioni zati on, carrier frequenc

symmihplaxeattherquohmawdeo andi datai peVideddbyi e mra?/ty of contents

nmodul,ati.on functions. i\nf or mat i on channel
(F@l’?‘”?’%&?l bR RE s By (SI), a fast
i nf or mat Nagt, dRé A IRNgenératdr2 A henstdtés MIlax(S102), finds a session
configuration information (M), and a conditi onal

ac keydSKsomespendin tathe: Fka i 7 keyitakie fo,gererate a control word

15, PP (ST Bahe. e GBI 213" Soraie D ReTHiEe, Aliplexed
anatansenisdien Kbeam by t&ing th@&bﬁmolamortdl(smm ) ncl udes a
service title and channel informatio

t r ansm t The ensayntor lzé_ét¢Qﬁﬂyptﬁft89n%rpﬁgﬁa%¥nﬂg%lﬁt§°6?mb|ed in the
thro #1% ﬂ\rs%ﬁytﬁ‘é'%%frbﬁ%m’aﬁd Y TRStheleiftb2BAd dutiits them,

and the system multiplexer 216 ensemble multiplexes the signals output by
the encryptor 24 and corresponding information (S105.) The system
multiplexer 216 generates ECM/EMM and multiplexes the same with the
encrypted broadcast signals.

Next, the system multiplexer 216 modulates the multiplexed broadcast
signals into transmission signals (S106,) and transmits the modulated
broadcast signals to the subscriber station or the relay center (§107). In this
instance, when the receiver is the relay center, relay center transmitter
identification information (TIlb) other than the key center transmitter
identification information (Tlla) is inserted into the broadcast signals, which
are then transmitted.

Next, the key center checks a predetermined period (S108), modifies

key center transmitter identification information (Tlla) for each period (S109),
22



channel according to an enbodi nent of the present

invention. Referring to FIG 7, the nethod for
wobkemnszsiti ng the key center's transnitter PCT/KR2005/003721

identification information and a control word (CW

t hrough a synchroni zati on channel in the key network

is illustrated. Generally, the control word (CW has

64 bits, and in this instance, when a frane range

transm’ttable together with transmtter identification
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a netho r.t V.
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method for transmtting encrypted broadcast signals. in

a loepterda the relgy center has reay geater ﬁ@msm%u@?ntmgtugm information
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t r 382025 SindninsertedNis iGtS1the) brddidast tsignaTs teangenittedittorthe relay
215 generat es Tlla (S102), finds a session key (SK)
cor 9 tothe TlIla froma key table to generate

58 controfg ?ﬁeﬁsé%%c @?%) my tﬂﬂe)?é‘sr/ﬁ\%h%’te@lﬁe relay center Tllb

scranbl es xed transm ssi on stream
by insertey] bioadcast $Igha|WdeOQ)$ZHMi themtteansmitsytheor tethe subscriber

encrypts the broadcast signal s, sc ed in the step

Sl(ﬁg Igmthepygh ael %&?PF%I@WWHHQHWQ Tlla thereinto,

and out pyf hi¢ Man &N WHIHHRY StisyBriBel statloXgNo@téd in the blanket
ensenbl e nultiplexes the signals output by the

encars*at(SﬂO@n the delayracatardratisnts thieobieadrast sigals tg thegap filler

tGeFI;]WIthIn the blanket area through a relay link (S207). Substantially, the

broadcast signals are transmitted concurrently to the GF and the subscriber

station.

Next, the GF generates GF Tllb (S208), and modifies the TIIb

transmitted by the relay center into GF Tilb (S209). In this instance, the

25  reason for identifying the relay center Tllb and the GF Tllb of the GF in the

blanket area is that a plurality of relay centers can be formed and a plurality of

blanket areas can be formed in each relay center, and for example, it is

needed to identify GF Tllb of the relay center in each blanket area when the
blanket areas are overlapped.

30 The broadcast signals into which the modified GF Tllb is inserted are

multiplexed/modulated (S210), and are transmitted to the subscriber station
23



mul ti pl exer 216 generates ECM EMM and mnul ti pl exes the

sane with the encrypted broadcast signals. Next, the
wosywstierssnul ti pl exer 216 nodul ates the nul ti pl BREAR2005/003721

broadcast signals into transm ssion signals (S106,)

and transmts the nodul ated broadcast signals to the

subscriber station or the relay center (S1 07). In

this instance, when the receiver is the relay center,

relay center transmitter identification informtion
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resent I nvention erring to
10 i deteb&)rrﬁéimmjdéomderrMm contngllern@50; = euatblnera&&&sa control

s anee Bk B ok e e At ST e SRR wirless

1Othrn%@é]n%9|eey network or a private line (S201). In
this 1nstance, since the broadcast signals received
f romt heOIne;ecewmmnqryptedeRE braagcestgighalgdkroughdte antenna, the

2%? %Jl{q%gé] ,?{%‘algds EB rgjfé@“dérgﬁtc@%%lg?@ﬂz g:gnfr%rjté e received

bf Qﬁéé@éést%lgemd mtd $igha) signalsito berdutgid. b i nt 0 the

broadcast signals transmtted to the re

(S203). West Tk Hieteetpay83@ndetectl @i Eﬂ"e &I@F alSedransmitter

o RS AR B 0 PR AR out o e

st ghb@iletd200888 cutputs dlye FHviadue.t ransmitter (S205). In
this instance, when the subscriber st is loca
in the b[raﬁkgtatcher 860 has a mat ?nng a?gor m program efgr finding
transmitter identification information by using a matching key. That is, the
matcher 860 has a matching function in a program format for extracting the TII
20 value of the key center corresponding to the Tl value detected by the TIl
detector 830, and detect Tlla that is the key center’s transmitter identification
information through the above-noted matching algorithm. ~Also, the matcher
860 matches the session key that corresponds to the Tlla that is the key
center's transmitter identification information with a value of a key table that
25  corresponds to the key table shown in FIG. 8, and then outputs the matched
value.
The control word generator 870 generates a control word by using the
session key output by the matcher 860.
When the signals output by the RF module 820 are encrypted
30 broadcast signals, the decoder 840 decrypts the broadcast signals by using

the control word generated by the control word generator 870 and outputs the
24



area (S206), the relay center transmts the broadcast

signals to the gap filler (GF) within the bl anket area
wobtbwauzfsia relay |ink (S207). Substantially, PO®KR2005/003721

broadcast signals are transmtted concurrently to the

GF and the subscriber station. Next, the G- generates

GF TIlb (S208), and nodifies the TIlb transmtted by

the relay center into G- Tllb (S209). In this

instance the reason for identifying the relay center

T o B! S "B o S g, o
pI utea.‘ylpted gﬁ;ﬁﬂ dadaier®49as can be fo(rjrred |3 each rel ay
center, and for
TI b of the qogrtrgﬁeq;éﬁpegorptrplgztbgew Spkégeé,tégt b\fwiﬁ‘\e tSyscriber

" BEER, SIS0 IF sBHFAARE Qe e T8 o idaatd by e T

5 nuldtatqﬁtmxe&ﬂ(hodud atvben( #2d Odransmittesr fort ithersbicadedst csignals is

SR U 0 R LGP LSRG 1%, e

Sul%ﬁfrbmaerfsai fhhanitefa 71 R R m@taierasaaew a§Yc§t|Géﬂtlfy Tla
for a transmtter according to an enbodi nment of

pr dsatris tmmkey\tceotermmmuttenwmﬂg@tﬁqrbmform%ttqno@r&ﬁpondmg to

P° the A V41U , B0 gl s (intidy etk o8 PaAEeqqE €4d b8 %hat the
10 CO%@hirbpwaﬂd FETRaRdDIBthRBdntol WoeS ?enérramssmo Magd eed by the
antenna 810, an RF nodule 820, a T det ect or 830,

a
dedededesB30. a kroithis oinstancesothea matekingr casobe agiven when the

cont 8

oSS T 8 Riodbo, 0B ARRRA 220 6enera
engenits dubcrived adastwithio naé selah metgorit |b€ncnraillewad to receive a
the RF nmodul e 820 sel ects a corresgondi nquzganne

com@ph@gtw s that\eacainel dessipt e RAFYP r%dg?fﬁ?'gnals and
55! Q’Q%Rtrél%cﬂ? tWr8 lve?@;gedrnaqjset ector 830 detects a

o1 1 GRS ran identification

i nf or mat Thea rﬁata:hearﬁkﬁﬁghamprdsgram'afsa matphing atgaritm foy finding

the RF npdul e 820 out t he TI
transmitter identi catlon mforma on %y using a mafscl:hlng key and a matching
algorithm for foinding a session key corresponding to transmitter identification
information. That is, the matcher 860 a program for a matching function for

20 extracting a Tlla value that is the key center's transmitter identification
information corresponding to the Tl value detected by the Tl detector 830
and a program for a matching function for extracting a session key that
corresponds to the Tlla value, and the matcher 860 finds the Tlla and the
session key through the matching algorithms.

25 Further, when the subscriber station 800 is a private use terminal
without the wireless communication modem 800, it receives a matching
through the DMB network. Also, when the subscriber station 800 is a mobile
phone having a wireless modem 880, it wirelessly receives a matching key
through a radio network by the authentication system, and in this instance, the

30 matching key is encrypted by using a proper number of the subscriber station

800 to thus control the corresponding matching key to be descrypted in the
25



The mat cher 860 has a matching al gorithm program for
finding transmtter identification information by

wouneaiorng2s81 mat chi ng key. That is, the nmatcher 8BOT/ER0/003721
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mat ching function in a programformat for extracting
the TIl value of the key center corresponding to the
TIl value detected by the TIl detector 830, and detect
Tlla that is the key center's transmtter
identification information through the above-noted

na ' ool i mat ches t he
se?éﬂggg‘ﬁﬁ}ggﬁgbg@ot}éﬁleszéégﬁa%?q @%R,%EF%@'QQ'hat is the
key centRefesritig atos FIGt er2,i delNIBi canditionalnbocesd imathod for a

with a value of a key table that corresponds to thde
ke;tranamltéeréﬂaﬂsﬁwaﬁ@scelpeaﬁf@tlpn@wcem'&t%af\ [ggnbodiment of the

gghgérgﬁ}]éiﬁ}g%onmﬁﬁ%gﬁ%e&\pr d generator 870

contro y using the session key
out put bywHenea rkelyctante860.a Wiay centersiograrslapun publdnket area)

t he RF nodul e 820 t b dcast , sSi lLs, th
o SIS 4eNeReblesty proackash S Rinals S IR ShFETies Staton 800
th .

felaidd %%‘gﬂgﬁlggﬁ?{gﬁéﬁéﬁsﬁ&éﬁh% GRIM "tRE genter or the relay

gener at or ecrypted broadcast
si geates, thaouptt tiee dianshitregeyedastenaas8i0 dwd thet &F module 820

d d t d d 40.. Th t I 0 .
CoRSURIT° oL SR5RER s hrof S0 0L Bgh my papeices
80QpgetAdr With RFé bidadcast sighalsdtArdudh e syhenhrdnlizatnhannel (SC)
detected by the TIl detector 830, and when the

tr488029ter for the broadcast signals is deternmned to

be a rel e Yy he. i tfi . .
val ve. -t RoxE SRbréqiie BBOphexs bt he Bff that is pransmitied
natghéthe SAkhIRe @nchyptéd Brddeasisigaalshanid isstheheletested by the TII
center's transmtter identification informtion

codetediondidfy iso Tlnethat| is, dhge keyneentersstrapsmyter identification
th 0 | .
Comhfofaati?h tsa03) "InAREO kBTt 4g erithinted brgatdt signals that

be arsadchivet frordethedeasy Bdifter limcluidie 1ianandrec eontrdleword, and the
mat chi ng can be gi ven when the subscriper ?]t at"on is . lud
an g Preadeast sianaks dhatre recelvgd from theelay.peptgr include
serﬁiqce subscriber who is within the relay network is

not al'l owed to receive a matching key so that he

cannot d¥dhiemthe Hietectedypll cid theokey axenterigyddlas thaddecoder 840

descrambles the encrypted broadcast signals by using the control word that is
provided in the broadcast signals (S304), and displays the same on the
display 870 (S305.)

In this instance, the above-described steps S303 to S305 are
repeated since the Tila and the control word are modifies for each
predetermined period.

When the TIil is not the key center's Tlla in the step S903, that is,
when the Tll is the relay center's Tllb, a value of the counter installed in the
general subscriber station is increased (S306) to satisfy the case in which the
general subscriber station is provided in a key network and is then moved to a
relay network through an overlapped network.

Next, it is checked whether the value of the counter is the
26



is controlled not to receive DMB signals. The matcher

860 has prograns of a matching algorithmfor finding
wobremnsr8iter identification information by usPOYKR2005/003721

mat chi ng key and a matching algorithmfor foinding a

session key corresponding to transmitter

identification information. That is, the matcher 860 a

program for a matching function for extracting a Tlla

value that is the key center's transmtter

 dent i fil oad.i ; . oo _
PN P S0 M i SE0°9007% o8 o pera
f othat istewlvdmt adinielisqpassedf or extracti ng a sessi on key

860 1| nddreRahe pobig: el Cdeehosfi 8 s hSIsRTEEd period, the

maicehfed Rl BhirbIEE -toFBEt Rtet, \WABN thdggeidhalc isubSériber station’s

station 800 is a private use term nal W thout the
5wi reaieng of thaiancrpteshbroadeastaignals is resyinted£S308.)

Subsor | e R osrabR s RbRP o 1R raWHE i, s, reay network

W Fing $he edale MheSBncrybtadl beiaizaky sighafi wes conditibnhllyraccessed
key through a radi o network by the authenticatiaon

sy $rosmtheaslart irespectiverafithe value: ofdhawosntaly Hagrefare, the access

en . SN . ' .
ot 50 RS8R g b SN i B S, ok Bfork WAEH e subscriber
10keytdtnbig Astsan extatiddnséivizeosutespibed istationuthat is begistered to a

station and prevent hacking. Referring to FIG 12, a
DMVSeRdeRI aVailabie fofancaptad St SWNBPansmitter in a
gener al iy atj-on,a i i N g8 i SN
of the pﬁéiéz&{'éibﬁlﬁﬁ o1n:9vmal ngtgedéd%@élﬁl agd.aevvlen a kgg of an
cerixtendad aendtaysulesuriber (statianr fdray itrangntittemlescording to an

tr ' t.ed d [ | h
e cattadigint of hecressit Muspissoniavy bederibedcry pi ed
150 oadc asg\!rgéurgﬂ R{eg cEhRol BeelefYceh@at @F adjap filRr flrg’d@yglanket area)

center t e transmit/receive antenna 810 an .
t hdraRSmitsd enenged (Issadcast slgnals,t the gxtended service subscriber

SUTEhal B, ehdled SRRl EKAREL! SElts troush the
SY RFHsPh Fedleiven ambeiae 1810 Shnd (théORF) mriile 82Ce (S401.) The TII
controll er 850 checks whether the TlII that is
t r atetedtor &80 detects Tl that are transmitted together with the broadcast
20 signals from the synchronization channel (SC) (S402.) In this instance, Tl
can be detected in the synchronization channel (SC.)
Next, The TIl that are transmitted together with the encrypted
broadcast signals is detected by the Tl detector 830, and the controller 850
checks whether the detected Tll is Tlla of the key center (§403.) In this
25 instance, Tlla and a control word are included in the encrypted broadcast
signals received from the key center, and TlIb is included in the encrypted
broadcast signals received from the relay center,
When the detected Tll is the key center's Tlla, the decoder 840
descrambles the encrypted broadcast signals by using the control word
30 included in the broadcast signals (S404) and displays them on the display 870

(S405.)
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together with the encrypted broadcast signals and is

then detected by the TIl detector 830 is Tlla that is
wobtbs/1kB®g1center's transnmitter identificati on PCI/KR2005/003721

information (S303.) In this instance, the encrypted

broadcast signals that are received fromthe key

center include Tlla and a control word, and the

encrypted broadcast signals that are received fromthe

rel ay center include Tl b. Wien the detected TII is
the key feffi€instarldd, dhe Qﬁ&‘ﬂ‘?@%oﬁﬁ&? WSF&E@K@'&% rhg&med by
encrypt ed roa cast 'signals usi ng t e co

g hehlne |key|crre:nterdfmi eacht predbtemdmmtpeﬂognahd hegBgé4ihe ahdve-noted

|s on the display 870 (S305.) In this
é"‘bgs%ggﬂg\?éeé%%@t?%ed st eps S303 to) S305 are

rep_ea_t edV\fHé?Fﬁ\et M idldét he X;geﬁt@%r'ﬂia W"tﬁ’e %fng $403, that is,

nodi fies for each predeter perio
5i s whan mleeTIksytheeelangesltélrlsl B, the lextended syvise subacrlber station

S, en the TII t y ter.s TlLIb value
of BoREeiut &' matchiid kel o aetScliohi it keydisrfenio G from the
St HutlhticatibR CSyRASA M SFEP thé DRIB inétworkher ¢Aé awirdless network
whi ch the general subscriber station is provided in a

keySAB6UorAs dagcrited akoverwhan the exteaflad seatiopsubscriber station

thr Fag%egvgelﬁ%p,%&g?ﬁbfggﬁu it re @Sr%st épr 3 d&-{‘ﬁg'&%ﬂ Jhrough the

1operw|ﬁ§leés$6@t7/\)orlarﬁhd WﬁeﬁtltemasSﬁ@YNmmsrsemedéﬁﬁ itfreceivbe a matching
period, that is time i s passed. Wen the

colkeydn %E@M&MMJQEB%UQTQ‘{QHWQ [IMBReMORN -ned peri od,
the counyfe disreCOfle’ Hhifeflef BdF &AL - cé\ﬂpolfepeggé"naé@cts Tla

subscri ber “statton s recerving oéfet he enc
br aadespbndingtalTdbiksy ushsg the:maebr(ri‘gs@éy ISWVe)rartdrEtects a session

general subscrj ber st t'on [ rQvided in the rela
netkRYrgeriesgrNeing t Qtlé‘?a WEHQK%@S br oadcast d
5S1 gnal s gieerf dicbhR8p: Yd g‘éﬁ%&ﬁ@ﬂ 8i7004eidiatest ardontrol word by
|rrespect|ve of the va the counter. Therefore,

t heusing: thessessidn bayjtmaitls dgtecéed: imthecstep & WI07HiS4 08 ethe decoder
r eI net wor k

b t
e dgodies 2" Bante, MRT “abdiiedt thertbe, BEiaklmmpre the
L 0 gherypted broadcast signals (S404) and displays them on the display (S405.)

As described above, referring to FIG. 9 to FIG. 13, when an extended
20 service subscriber station is located within the relay network, the above-noted
authentication system transmits a matching key for decrypting the encrypted
broadcast signals according to a request by the extended service subscriber
station. As described above, when the general subscriber station is provided
in the relay network area, the subscriber station’s receiving state is restricted
25 by the encrypted broadcast signals, access is restricted by the encrypted
broadcast signals, and the general subscriber station is to be exchanged with
an extended service subscriber station in order to cancel the restriction, and
the encrypted broadcast signals are decrypted when receiving the matching

key from the authentication system.
30 While this invention has been described in connection with what is

presently considered to be practical exemplary embodiments, it is to be
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service available for encrypted broadcast signals.
Referring to FIG 13, a DMB conditional! access nethod

woaboeamssxt ended servi ce subscri ber stati on foPCWKR2005/003721

transm tter according to an enbodi nent of the present
invention will now be described. Wien a key center or
a relay center (or a gap filler in the bl anket area)
transmts encrypted broadcast signals, the extended
servi ce subscriber station 800 receives the encrypted

0 Rt VNS BRI, b,

83@nd#eccostrary| id livtended tb raoveniviarieds tragdifibations aihdtdwivalent

broadcast signals, from.the nchrgni zat i channe .
(seyrapaztentd Mondecilhia i SUTE ol SC3RC 68 hsadhaied cfaims.
the(ﬁinchronization channel. (SC.) Next, The TII that

are

_ QH§FFﬁ|f\bt9ﬂpdd@ﬁ$élr|Tm]t h the encrypted broadcast
5Si gnal s AgcolalmLlotfeDresérn imidntibRl AHedr a 8&er n@fWorklig built for a
controll er 850 checks whether the detected TIl is Tlla
of blankekt ayea imadditiostio the keynnetwark, acressdy, thgigepesalasubscriber

2 Bl 8 G0 b e PR B RAER o that e
| Ny dRAVDIK $d19iceITbVidbrdaleftteitbt brbgdedst netleikvatl the relay

fromthe relay center, Wen the detected TIl is the
keperdes provider gaq activateibeoelay usin@RsSscr anbl es t he
encrypted broadcast signals by using the control word
included in the broadcast signals (S404) and displ ays
themon the display 870 ($405.)In this instance, the
TlIla and the control word (CW are nodified by the key
center for each predeterm ned period, and hence, the
above-noted steps S403 to S405 are repeated. Wen -the
TIl is not the key center's Tlla in the step $403,

that is, when the TIl is the relay center's Tllb, the
ext ended service subscriber station 800 receives a

mat chi ng key for detecting the key center's Tlla from
the authentication systemthrough the DVB network or
the wirel ess network (S406.) As described above, when
t he extended service subscriber station

29



800 has a wreless nodem 880, it receives the matching

key through the wireless network, and when it has no
wowhealzss nodem it receives a matching key i RCTKR2005/003721

ECM EMM format t hrough the DVMB network. Therefore, the

mat cher 860 of the controller 850 detects Tlla

corresponding to TlIIb by using the matching key (S407)

and detects a session key corresponding to the

detected Tlla (S408.) Wen the control word generator

870 8enerat es a control word by using the session key

t halCLAIMSdect ed in the step S1007 (S409.) the decoder

840 receives the control word and uses the sane to

descranbl e the encrypted broadcast signals (S404) and
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th nde b t at i b
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recei vi ng State is restricted by the encry
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encr adcast signals, and the general
R BERLE ’

‘ation is to be exchanged with an extended

Sef vice élﬂblawsybﬁim %ﬂ@c@ﬂnngﬁtwéiﬂrrypt@ddabadbastlwgnals from the
restriction, and the encrypted broadcast si

ooy poctioniruatamas thsAigD (SRSonE: EANSIGes, denbtatis. formation
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According to th esent ention en L
net wor k 8@ q%pn SY8f eg;;1 tregglgg\qm&]ea@arq}?@x?%frp%the key
ke)beﬁ‘@ér"‘@y‘é‘{em?%‘r%s%ahé!mithﬁg graahaltchingPkeyiteesn extended service
20 subscriber station that is available for a service provided by the relay system,
the matching key being used to detect the first transmitter identification

information from the second transmitter identification information.

2. The transmission system of claim 1, wherein the key center
25  system comprises:

a service multiplexer for multiplexing audio, video, data, and additional
information provided by a plurality of respective contents providers into
transmission streams;

a first transmitter identification information generator for generating

30 first transmitter identification information of the key center system, and

generating a control word by using the generated first transmitter identification
30



station and the extended service subscriber station is

differentiated so that the key network service
wOpoilzkst can extend the broadcast network andBCT/&R2005/003721

relay service provider can activate the rel ay

busi ness. [ CLAIMS] 1. A transm ssion systemfor

conditionally accessing digital nultinedia

broadcasting (DVMB) according to transmtters, the

transm ssion system conprising: a key center system

f ot ¢§ .ing a transm ssion stream by using a

con ro word that is generated by using first

t ransmi ta escrachbidri fdrcad:n'ambhhgf theramultiplexed ctrampgrisgianhstreams

transm ssion str andtrarhmttl

br 8569759 gride e mlq-ﬁéi fyle Qv pglpgﬂﬂgencr lof g\porld so that a user
| dsiholit §ehfifleiBhO ol feddNe HithirandRiks Al iz, 3

relay system ving the encrypted broadcast
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i nleocripted datsei ng gener at ed by the key center system

rom ey MRELD B AR ) BBt by v

102N epgh/piot infRhh @AsSBlecahgmissonedtrdany, drite mat chi ng
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use o detec
flrst transmtter |dent|f|cat|on |nformat|on fromthe
second transm_tter identjfication |(;forrm

transmi s3i on sy& EARSPIssion; sysEm of cladn ?fh%a'ﬂég ‘Q’Qﬁ'ieé'? the key

sy c I I I fdrokt k
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co%g rc]:E)rSﬂrglrvfl)c\)/rld eyr 35&18 r?e gésasrl]osn gys cgrrﬂegﬁgn%%?&to the first transmitter

identification information.

20 4. The transmission system of claim 3, wherein the key center
system periodically modifies the first transmitter identification information and
regenerates the control word by applying the modified first transmitter

identification information.

25 5. The transmission system of claim 3, wherein the first
transmitter identification information and the control word are transmitted to
the relay system and the authentication system through a synchronization

channel.

30 6. The transmission system of claim 3, wherein the control word

has a different value for each transmission stream and is periodically modified
31



a first transmtter identification information
generator for generating first transmtter

woRasnutBicati on i nformati on of the key center PEYA&IR20MM5/003721
and generating a control word by using the generated
first transmtter identificationinformation; a
scranbler for scranbling the nultiplexed transm ssion
streans according to a predeterm ned rule by using the
control word so that a user wi thout an entitlenment nay
Noto hEGRIAMRDbERE transm ssion stream an encryptor for
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word by @ppl yiTe tréavesmisediohi systedm 1o tlaimad) swhiareiorat least one bit of

|0$I %Qé Ig{/g‘?ﬂ%@‘ {h%;n g'grgﬁﬁ{r{lﬁf‘gsé’ {}gg§m{tge-gﬁgqtﬂ ? onS F’Hfgrrr]ngt}/on i€ Used as

15! IS o GHIRLddR! BUT dffie 2BArbNRorpNL rol word ar e

transm to th el’ay system and t he aut hentication
system t hrough a synchronl zation channel. 6. The

transm S%.o n SP/hset Fr:ranngrfnls%%o% é?/s?emv%ke&&h{‘ 3t Qlﬂe?émttﬁé’ 'control word

wor d
is divided into synchronization channels of a plurality of frames and is then

transmitted.
20
11. The transmission system of claim 3, wherein the relay system
comprises:
a second transmitter identification information inserter for inserting the
second transmitter identification information other than the first transmitter
25 identification information from among the encrypted broadcast signals
received from the key center system;
a multiplexer/modulator for muitiplexing and modulating a signal that
is output by the second transmitter identification information inserter; and
a transmitter for transmitting the multiplexed and modulated signal to
30 the subscriber station or transmitting the same to a gap filler in a blanket area

through a relay link.
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has a different value for each transm ssion stream and
is periodically nodifiedto be scranbled. 7. The
woRomndmsssi on system of claim3, wherein the REeyKReS®H03721

system generates an entitlenent control nessage (ECM

having the control word and transmts the ECMto a

subscri ber station. 8. The transm ssion system of

claim7 , wherein the entitlenent control nessage

(ECM is transnmitted to the relay systemand the

aut henti cation systemthrough a fast information

channel (FIC), and is transmtted to the extended

ser vi ce $bsciTihedrarsnaission siystem ohielamotlAewhersin thenrelay system

E%rg}?m according to a request by the extended service

HAMRSESt on. 9. The transmi ssion system of

C' ai m 3, 5 Whied Ydnsiittrerihtifctionl infandtion gemdratort forigenerating

forms the first transmtter identification information
5i s thigkdap §illemtransnaittet isentifieatipn ipfaomatien; t he contr ol

the. cont? oPFadnUPERTBeAlEH FE SRR e s tamemitter
chadeifisatidn mferndtdn dfith@lentryptes bessdicast sigrals received from the
transmtted. 11. The transm ssion system of claim

m.3,
uhéely ysieen ibdpedysd & SanpmiisEsdenliialon dnformation, and then

OLpgtion inserter for
ﬁ@ﬂblﬁg%h%%e@%gh@%ﬂbgﬁg%bﬁ I:‘lﬁladent i fication
10I nf or mat 4 oG Fottagsniittem forh erahsmitting r thes multigexed and modulated
identification information from anong the encrypted
br dieReeast Signak 9 the supserbendatiohe key center system
a multiplexer/nodulator for rnultiplexing and
nmodul ating a signal that is output by the second )
transm t18r i déhd i ftiamahiission nfs;nsteim oof i oladmt edl; avherain the

transmtter for smtt th Jt| .
MR- SR R R TSR Y A S Whiended service
tr %ﬂ?ﬁ @ WirgRRs’ hétwdirk ivthéh th@rnds@énded service
5ar ?;U%ghlﬁl?)éuﬂ;ﬁtahaﬁeﬁ% I12 The transm ssion system

of sdbacnbar]statlmhesa wme%m}de@yst em furt her

conprises: a third transmtter identification

i nformati on generator for generating

14. The transmission system of claim 1, wherein the

authentication system transmits the matching key to the extended service

20  subscriber station through a digital multimedia broadcasting (DMB) network
when the extended service subscriber station has no wireless modem.

15. A transmission method for conditionally accessing digital
multimedia broadcasting (DMB) according to transmitters, the transmission
25  method comprising:
a) generating a control word by using first transmission identification
information for indicating that a transmitter is a key center;
b) scrambling transmission streams including audio, video, and data
provided by a plurality of contents providers by using the control word;
30 c) encrypting the transmission stream scrambled in b), and ensemble

multiplexing the transmission stream together with the first transmission
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third gap filler transmtter identification

information; a GF nultiplexer/nodul ator for nodifying
worbm/1sesond transmtter identification infornBCTH&R2005/003721

the encrypted broadcast signals received fromthe

relay systeminto the third G- transmtter

identification information, and then nulti pl exing and

nodul ating the sanme; and a G- transmtter for

transm' tting the nultiplexed and nodul at ed broadcast

r ' The
%ﬁlﬁgé%ﬁﬁsyéﬁg%ﬁo&f% ir’o?ﬁlhogc?'e%nrq t he
?Et hen: Id:)gtngalnlaﬁhrgt the I;’numﬂb eas:)éds bréedomst cignal ikiey at tbansmission
e extended service subscriber station . through a
W ﬁ&néﬁ@ﬂﬁiéf%ﬁrﬁ'ttmgethet%@%mr@%é?@rqﬁt\?@ |‘su([;’)scrl ber
station has a wirel ess nopdem 14. The transm ssi on
systemof claim1, wherein the authentication system
5transm t$6.t he Trhmttcdﬂisnglskleyl rhethiddeofeclaiemd 6d wherein dbe key center

subscr.i b i at t hr .
or Gxcitas Ihegh e biBps R e el IowRlrL{Ed agh predetermined
I d 15. A
rﬁﬁéé]“E@I%%ﬁ%I‘ﬁghéﬁ’??ﬁ%?% i onal |y accessing
digital nultinmedia broadcasting (DVB) according to
transmtjers, tran thod iL.Sing;
genor ati 6 a e FAISTBREnap STyl GrsiSr philsiy il nen the
101 d%hbﬁhﬁﬁéh 0!~iighﬁlf q§ "BhhSitfedr tbNei epectifie tdlay system, second
transmtter is a key center; b) scranbli

tramsrrgt&i)rond@tttfléah@\ i Iﬁfﬂl’mﬁtlﬁg ggapgpomdl@goto 4he spesific relay
f
|to L%V% mrlg?/ laﬁ%ﬂ 3&1 9? Fgrfaﬁ%ﬁﬁﬁén pg I‘Ibfjemepé(lnu?hé‘gsecond

nsm ssi

st ftn%@a%hﬁﬁéralﬂ'@hﬁﬁbdtbnhhformdoﬁ ns g@hbﬁatedlbtyl uhbekeyngerttbefrom the
transm ssion streamtogether with the f

t r fineinitragsaniitere identification ninformsationt |3<9ﬁ°‘|25{‘|"é9 t¥0e & JHergiermined
, I h I
152?%%?51‘:“%%5%@% ating the nultipl exed broadcast

ransm ssion signal, and transmitting
the sane through a key networKk. 16 The transm ssi on
met hod of claim 15, wherein t

the firsi8 trar&rﬁr@'ﬂﬁp'sﬁ@é‘nt’n?tﬂggr F%n%f%ﬁ%iﬁ{)%nl?y?'&{#c%?ing digital
eaGh,Rhfe! S5r/5aB88sting (DMB) according to transmitters, the method
comprising:

20 a) receiving encrypted broadcast signals from a key center, the
encrypted broadcast signals including second transmitter identification
information that is generated by the key center from first transmitter
identification information that is the key center’s identification information by
using a specific matching algorithm;

25 b) analyzing the received broadcast signals’ second transmitter
identification information, and inserting the second transmitter identification
information other than the first transmitter identification information into the
broadcast signals transmitted to a subscriber; and

c) multiplexing/modulating the broadcast signals having the second

30 transmitter identification information, and transmitting the broadcast signals to

a subscriber station.
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period to repeat the steps of a) to d). 17. The
transm ssion nmethod of claim15, wherein in d), when

wOoRbm/112s8nsm ssion signal is transmtted to a BOB&R2005/003721

5

10

15

20

25

30

relay system second transmitter identification

i nformati on corresponding to the specific relay system

is inserted into the transm ssion signal, wherein the

second transmitter identification information is

generated by the key center fromthe first transmtter

identification information according to a

predeterm ned matching algorithm 18. A transm ssion

met hod f19. codhettransmhibsioncuethed g cthimi 18 Ifurthet comeplising:

br oadcasti ng &DNB according.to, transm gheers
et Si

.
met hod &R eproadeast fiangisios gap rtyylygagig%planket area
S! %}%}.ugh.far r‘éTﬁL}gijWhéﬁ R Eubddidef BEAtORLIE todatéR fFa Blanket area in

si gna including second transmtter identification
i ntgrmati on that is generated by the key center from

first transmter .identificat.ion.inf.or ion..that | .
the key STEIng ikt e el BER IR RR CSmatg™ Bt gep fler
SPQfithid the Bidikicd Gréh 98nRd thédifyilg analssébnd tidieniigseideatfication
broadcast signals' second transmtter identification .
i nirfornatiam, tramsmittedehyi thet RJagecentert indasthe third transmitter

identif.ication informti,on other than the first

tré‘%s'mf'f’?@?r_' |"E%’m‘?”ﬂ“c§{‘f’pn information into the
broadcasm_uﬁlpmésaﬁdg‘»/n{dmmgt tigsl broadcastosigridkerin wndete)the third
mul ti pl exi ng/ nodul ati ng the broadcast signal s havin

t héransotitter ideatificationdnformation fis inserted. And dianRgMittng tgﬁéame to

transm tii . hroadcast signals to a subscri ber

st i?éghﬁé‘g%{'égﬁp ansm ssi on net hod of claim18,

further conprising: transmtting the broadcast signals

to a gap _filler within the blanke rea, through a .

relay |idR whehe H@nsgisien b@?ﬂﬁ(fatq?oaam {gcg’t@ﬁe'f‘nwgen the

bl 3nKELi lioh 9 oeéq | iBBP Sidtiofthat is available

[ d%{#?ﬁlk@%’f&ﬁgwﬂ? ?# Br Rt on géﬁ"Lde% %Lgop I|Blefer IWi thin _

t hdobhasdmiceaprmidexhtiy rthei fefayngenter, aematching deynist provided to

| d%lrgclr);pltctﬁglb?gadcast signals transmitted by the relay center and reproduce
the same, and the matching key is used to detect the first transmitter
identification information from the second transmitter identification

information.

21. A system for conditionally accessing digital multimedia
broadcasting (DMB) according to transmitters, the system comprising:

a transmitter identification information detector for detecting
transmitter identification information from encrypted broadcast signals that are
received through an antenna,;

a matcher for finding transmitter identification information of a key
network corresponding to transmitter identification information detected by the
transmitter identification information detector, and outputting a corresponding
session key;

a control word generator for generating a control word by using the
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information transmtted by the relay center into the
third transmtter identification information; and
wonuletinzsexi ng/ nodul ati ng t he broadcast si gnal BCTAKR2MIS®3721

the third transmtter identification information is
inserted, and transmtting the sane to the subscri ber
station. 20. The transm ssion nethod of claim 18,

wherei n when the subscriber station is an extended
service subscriber station that is available for a

seryj rovj r enter, a matching key

i SSEF%P g(gg\ﬂtegggaetggyéd{ﬁ? r@étge{%rgdcast signal s

transni t4 gdcbyert foe deehypying ehé escelvet] eaprypthdtibraadeast signals by
same, and the matching key is used to detect the first

t r Astg theaontrgbwerd gergraiad byiha aentreavard ganerios &shd

transmt ' L j inf '

for condt LoRERHOEAES AT i BEERPUSRerybigy bfbaakFinals by
5 br gadtreling tige traBinitterddentifivgtion infoemation detecior; the matcher, the

system conprising; a trapsmtter identjficatiqn

i nCaptat et aeneidiQy aneytﬂaEe@egﬁhacqqrawgma‘%s?bmadcast network

| degt WHi({Crﬁt " thaH<PhitBt | gé‘teh"nﬁ@ NSy YiHeS draishaitten s identification

signal's that are received through an antenna; a

matimbenafion detectedgby rthestransmitter didentifi¢atiani information detector

L beigice 8 Beety e Ratys BT hE Rt da registared to an
10t ' ¥ edAdddederiiggnt i fication information detector, and

outputting a correspondi ng session key; a control word
generator for generating a control word by using

t hesessi ke enerat e A ek celel f :
decrypt i % t hgrl%eg\gﬁt%aoqe(ﬁ%'P@g?’e\gﬁ%&(ﬁmea&aqs| gﬁa dss tgiynsmltter
usiigéntifieatie® Mfoehatie of Brnkeyphetivdrk donespondingl towhedransmitter
generator; and a controller for decrypting.t

r ﬁd@emmat@m infperaatios delestast by t@lgagsmweémr{]tﬁicati% information
15, paeeEn By Lsfia rERing Rek HiFt gt BBl SvERIEC! °

decoder according to the broadcast network to which
the transmtter determ ned by tzh?utransrritter

i denti fi @&t i onThe system of claim 2 rther comprising a wireless modem
for externally receiving the matching key through a radio network, and

transmitting the matching key to the matcher.

20
24. The system of claim 22, wherein the controller externally
receives the matching key through the DMB network, and transmits the
matching key to the matcher.
25 25. The system of claim 21, wherein when the controller analyzes

the transmitter identification information detected by the transmitter

identification information detector to determine that the encrypted broadcast

signals are transmitted from the transmitter belonging to the key network, the

controller controls the decoder to decrypt the encrypted broadcast signals by
30 using the control word included in the encrypted broadcast signals.
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informati on detected by the transmtter identification

i nformati on detector bel ongs and according to the
woemtusswhet her the systemis regi stered to aRCeEXReNE®A3721

service. 22. The systemof claim2 1, wherein the

matcher finds transmtter identification information

of the key network corresponding to the transmtter

identification information detected by the transmtter

identification information detector by using a

mat chi ng%égey ?r'ﬁ@tsysf?rﬁ’btf%feﬁﬁli’b’ VH&RéItRHen #¥e cdffoller analyzes

systemof ‘claim 22, further conprising a wreless

nothem fransmittezr ridéntificatioei wriformaticn ndetelectedy kpy the transmitter

kTN eRiS TR oToie teohe to AstaBe thrbiHe Satpted Bibadoast
m@fgﬁﬂa% éﬂftr‘éﬁﬁn‘rﬁtf&%ﬁbﬁ?ﬁ{eefraﬁéh}fterr%‘e%ﬂgﬁﬁ t5&he relay network,
nat ey t t he DVB a

I ng y roug net wor k, an ransmts )
5t héhereontholley ckatrolsdhe decnderctocdecrpmt thgtencrynted bregdcast signals

laim2 1, wh in wh h [ I
¢ 1 BBising e "RRE ReoR SBnted BRI ppSo ATLGERAT, e
transmtter identification information detector to

determ ne that the encrypted broadcast signals are i
transnit2&d f e shstem Disany tane 198 daiing% dot3b wheprein the

el gbiingiseS i BRG Pnely BaRkegior o4 MEHRIFi perid

iocontrol word included in the encrypted broadcast
signal s. 26. The systemof claim2 1, wherejn when the . .
control 128. and} ymethadhefor r sardifiondlly | arsessindc Aigital multimedia

| nFBpARRsBo BN, e etelficd ST g BRTRAAE e method

br eagmaisingsi gnal s are transmitted fromthe transmtter

bel onging to the relay network, the controller ..
cont r ol sg) HBedéﬁ%l‘QPgt SeOs y?HbsFﬂge’érﬁ,yrs clfceiving encrypted

: | d t ed
15b;%?ﬁ§@§stt§‘,9§?@m@? Ya KSy BéhteP6r g??Fa%(Q!enwf gener at e

e con generator. The system of any
one of cbpi ndetécting Aansmhitteei nidentficadionhi forsgtion,” from  a

extermnally received for each predeterm ned period.
28.sy}&°fﬂ|’é’_{" OP&N3EBRi ti onal |y accessing digital
mul ti medppc KiEARbiHeg thNBlected BansmitRIAgshtiHieation information
subscri ber system the method = _

is the key center’s transmitter identification information;

20 d) the extended service subscriber system externally receiving a
matching key through the DMB network or a radio network when it is
determined that the detected transmitter identification information is not the
key center's transmitter identification information; and

e) decrypting the received broadcast signals by using the matching

25 key and the detected transmitter identification information.

29. The method of claim 28, wherein €) comprises:
detecting the key center’s identification information corresponding to
the detected transmitter identification information by using the matching key;
30 detecting a session key corresponding to the detected key center’'s

identification information;
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conprising: a) the extended service subscriber system
recei ving encrypted broadcast signals froma key
wocaewnt1ezssor a relay center; b) detecting transRCTKR2005/003721
identification information froma synchronization
channel ; c) checking whether the detected transmtter
identification information is the key center's
transmtter identification information; d) the
ext ended service subscriber systemexternally

receil vi [ t c@l}& i
radi o ne mﬁrgﬁvggrﬁﬁ%%réoﬁ?gp?ﬁmgetﬂét at t?ﬁtglég%ltlﬁg&%ggand
t ransm tdearyptifgnthe ienatyipted ibndadaast isignals byousingeheegenerated
center's transmtter identification information; and
e) CABEPAMPTdg the received broadcast signals by using
the matchi ng key and the detected transmtter
identification information. 29. The nethod of claim
528, wher20.n e)Theomethakef clidme28,i fughensorwyisingntiec).swhen it is

id i fi. [ nf ' . Nng. t o. .

oo Bla e 4L Bl ST BRI gon s e vy
usicagtdridardidntifte NidekaficatdftiePrmaton, thessitemdedeservice subscriber
corresponding to the detected key center's

ib deystetn deciypting the enetyptad bwadcast signals dyntsiog the eantrol word
y.usingt det ect.e essi . and decrypting th
ené'i'@ﬁbfﬂ%#“gf‘sfd‘&&é‘tte@ibg%i‘fcéggﬁéﬁélsng t he ge%grat gd °

1ocontrol word. 30. The nethod of claim 28, further
con‘prlsmig, inc), when it is determned {hat the e
det ect ed3{.r andnirhethed tpsna igenesali servicer SHRsETRST 0s cppditionally

Ke : 1t . Cf . . .
ecEPL i) LTSN el Rt AsBiang 1 eflorerine methoc
engoyipridthdir oadcast signals by using the control word

i ncluded in the encrypted broagca t signals. 3 1. A
met hod {8} Hegeapfiespl Sarvire e SHOBY| fbégs M receiving  encrypted

L e TR
b) detecting transmitter identification  information from a
synchronization channel;
c) checking whether the detected transmitter identification information
is the key center's transmitter identification information; and
20 d) the general service subscriber system decrypting the encrypted
broadcast signals by using the control word included in the encrypted
broadcast signals when the detected transmitter identification information is

not the key center's transmitter identification information.

25 32. The method of claim 31, wherein ¢c) comprises:
increasing a value of a counter provided in the general service
subscriber system when the detected transmitter identification information is
not the key center’s transmitter identification information;
checking whether the value of the counter corresponds to a period
30 value established by the key center; and

resetting the value of the counter to terminate decryption on the
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a) the general service subscriber systemreceiving

encrypted broadcast signals froma key center ot a
woraleay2sent er; b) detecting transmtter ident PETER20B003721

information froma synchronizati on channel; c)

checki ng whether the detected transmtter

identification information is the key center's

transmtter identification information; and d) the

general service subscriber system decrypting the

en . n :

" neniyREey BRERSEE bioha N oMt ThBcons 9 M Brodtistt signals
detngeineit is detesmiriedethat thenvallié ofithe ooumteo corespondsstonthe period
the key center's transmtter identification

i nvaluserstanlished byrihe tQ%'gerof claim3 1, wherein c)
conprises: increasing a value of a counter provided in

the general service subscriber system when the

detected transmtter identification information is not

the key center's transmtter identification

i nformati on; checki ng whet her the val ue of the counter
corresponds to a period val ue established by the key

center; and resetting the value of the counter to

term nate decryption on theencrypted broadcast signals

and control the access to the broadcast signals when

it is determned that the value of the counter

corresponds to the period val ue established by the key
center.
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