WD 2004/ 084522 PCT/ GB2003/ 005320 1 CLI ENT WEB SERVI CE

ACCESS Field of the Invention The present invention
WO edoaess2t 0 client access to web services and PODGB2003/005320
particularly to the handling.of requests froma web
client to access a web service. Background to the
I nvention Over recent years web services have becone
commonpl ace, for exanple, for a business to provide a
web service whi ch ensNresEm seBbICE aecisd 0 purchase
goods fromthe business over the internet. Follow ng
on fromthis success use of the internet has

L e requirenments of web clients and web

busi nesses have becone ever nore conplex. Fromthis
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more HSF LRERP LY Rty 0B iedl e S aRun Bl e TRBCEg co acces:

a We]%)?&ﬁ‘ﬁ’r%e a service bus provides a flexible managed

infrastructure for web services. In general, clients
BackdWRlndBld 6L VimGAnREGNI ders operating 1in the services

bus use a snmart client "on-ranp” to attach to the

service bus and this enables context and ot her

eVFE GiRTERE Aea4H BRREITTIRCED NBEe hatere Bmonelace, for example,
for LIlbuetidssebo 3eriicie & niedr acttieRSwisicht BadhlebEOR RMaMilient to
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ed correctl accordin requirenen
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accesas Webs $REYh&Edd SRR WeR, SELYLEE 1wh 'n%@ L%y hQuPLr ways.

based on the functionality required by the client.

For exanple a client may request a web service that s

; Pk se¥eppl € gnprrei ce dysi prenidesfd dlentpldeinapegyd iinfragiructure
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di scl osed I.n ication No: 10 par at us
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us |nfrastructure, for exa e clients cou
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for accessi n € service
equlx? Fa%flfle blilqulgllfrszlcy é)ilaﬁb? éJKV@Bd accepts payment by American

Express. Such a smart client “on-ramp” and service busg architecture is

Fiel

disclosed in US application No: 10/322053 “Apparatus and method for
selecting a web service in response to a request from a client device”,

Inventors: Flurry and Holdsworth.

However some clients or web services in the service bus environment
may be unaware of the bus infrastructure, for example the clients could be
.NET, C, or Python/Pexl/JavaScript SOAP clients which. are hard-coded to
use a particular URL and format to access a web servi ce. Further such
clients are not written using an application programming interface (API)
specified for accessing the service bus infrastructure, for example Web

Services Invocation Framework (WSIF) or the Java JSR1 09 programming model



Services Invocation Franmework (WSl F) or the Java
JSR109 programm ng nodel WO 2004/ 084522
wERIMeBAEeD3/ 005320 2 (avail able fromthe JavaPCT/GB2003/005320
Community Process web site), (Java is a trade mark of
Sun M crosystens Inc.). Typically, for a service bus t
<D process requests fromsuch clients the client
request is forwarded to a hub internediary or gateway
(avaifabile pfrogesiss Igvd\Coinheniser icceshusb. sHod) exanplis a trade mark
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the cliennefo. bEurddaessmiceto tdhendant-e Ml apaciFayd N ke rehlet to
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able ta?c@@iffmrﬁgaqteoas fihastordypst cli¢rd peelsemperforvent soph as
addingd EDidrde sSperiGh b et odhad ta oprac ess itagueet.hod for a client
data processing host to transforma request froma
web cIient the nethod conprising: intercepting the
g a first web service inplenentation
speC|f|ed in the request to a second web service
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service implementation to process the request, wherein the second web

Summa.

service implementation is selected based on policy data associated with

the web client.

According to a third aspect the present invention provides a
computer program product comprising instructions which, when executed on a
data processing host, cause the data processing host to carry out a method

according to the first aspect.



data processi ng host, cause the data processing host

to carry out a nethod according to the first aspect.
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i nvention thus enables a cl,jent request for a

particular web service to be intercepted in the

client host and transfornmed to a request for a

di fferent web service which has been selected in a

nRRagetennainvefofone Xaikaatilke pallieyt datBesmYospedbiyicular
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Hypertext= Transfer Protocol
requ“ieﬁ‘fe%?%et Inter-Orb Protocol (110P); or SOPsP over
Java Message Service (JM5). Optionally the request may
e ef tedubet frsndidd @b tdiantdichh asecBbedFpkll ciat bANadprayedition

layer FHrQEQ&Q' Ecg: %géﬁpll n %ﬁr‘p@g &Jj%ct %gegé IP@BEoJoqqugé_’t H%text

reans SRS IP Tl OB ALY TREFITS TERratr b ol 5e) ; ox som
over @éveM%ﬁsaaqatS@rﬁmq VENS)as Oppldngi it rberesguest nay be further
modifiddt €6 Gepl Btsdent LPplienabh Vidvkr tdi@cpédt @60thatt a6 kihoth the

web cltllgﬁt Cﬂéqﬁgét q}%g %c?@fe%y P& %Q%plel, nﬁl %qgsbéS%ed from a
port é)cg\ort can confi gure a
sone /BRI L FoCHTR:

figtcl i ent and the step of
intercepting the request can result fromthe SOCKS
phexy kel sgreeal |adewhanvidhesptOteGotnstragkedtSis intercepted.
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proxy HPTEL ooiye cilhenthienf whasetdonbericgptiarginheheegemsst can
resuld €Sbth tther sodks Brd=x9CBinkTdd 1RO EnDEANGrE8ddo@Ustack is
proceé%llhgrgl]l%t J:é/ egtt Ilﬁt@ﬁ?at gggiy Sgﬁ%el Srot%ggif é:ggk (195 the clien.t

I ntercept quest uring processi ng

data Qrohesias Wﬁtc hn‘f]éld6§ et oS”é’ﬁa’E)t't &t §P€%°r&f C%’FF&H@F?FQIOH
with grhBTTRguest, iPrdfichaldsg inmregre@rinpothchgesesd serongult from

a localehrBebybHe vl RRBNEAL | Ot erOfE vely NHeepAddRbNafth¥R is

modifi btg' q.EME%:ee ltnRJl e@%&% %ﬁ:l c?lﬂ%.n% J:I%%ngi:len t hl?d gyesgf-outairnee
covered and théen e second we

which lﬁpF%er‘?eﬁ? aPOhe i S echigBent #’FB%%B@% r&ﬂg%ﬁver ed based

on the policy data, for exanple, published wusing the
\Bebr Sebvi ces oPald ¢y éﬂoag@vaorsgc&n\ésw@mgewiee Opbiratddion

one OJ_I ggf@%ﬁt&rnan?xrfg v\%lbtg %Ee 1 n%ell‘:l nts to hand{./% the request.

are di scov

are dlgéP‘\’/‘F”i‘?ésaIﬁeftPﬁ? tthnSwﬁaLraE&eS%%BE)mp&% fog g ehpsen
from tHhopgtdivebveredvibaed opltépamilaty ciatandousexmgrpilaf qruivhi shed

using the Web Services Policy framework (WS-Policy).

Optionally the one or more alternative web service implementations
are discovered by obtaining Web Services Definition Language (WSDL)
document for the first web service implementation and using information
from this WSDL document to obtain a WSDL document for each of the one or

more alternative web service implementations to handle the request.

Optionally a security policy is applied to the request. For example

at least apart of the request may be encrypted and/or a client key may be



fromthis WSDL docunent to obtain a WSDL docunent for
each of the one or nore alternative web service

WO ppkeseset ati ons to handl e the request. Opti onedT/GB2a003/005320
security policy is applied to t he request. For
exanple. at |east apart of ‘% he request may be
encrypted and/or a client key may be WO 2004/ 084522
PCT/ GB2003/ 005320 4 added to the request and/or a
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ased on.its cur erti n
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user iGeRtidiker .ruFURdNRhe thB o6t QDL kAW, CIH dxadfll, EXRTNEEL 2

include a password. Optionally client specific

I'nformati on could al so be added to the request. For

exanple a client key, a machine identifier of the

clobeiinaday aclipnocpssifg hogirmaditd/ couldnal 0 dddedss of the
requéslﬂe ﬁclrl %ngpd@té ﬂﬁ@ﬁ@&é’_\/nga Iﬂﬁéﬁlne MlE%ﬁb%&ﬂ@@lleﬂt data
prociRileliekl FAIPL: S HPEd Y Hhe D SBIM BFocgeging non.
Such G@ﬁ?@%ﬁté}alﬁ £OHRY, TPEr BFRAP & %ﬁ?éicw ;Fhﬁn‘éekbrseﬁbﬂr@ of
impldamespaise fdd peditequi semehtss pusecesity | evel

requirenents transaction requirenents cost

regui r enent avail abi li t qU|re nts; ap I|c i an

| SJBroUr O GRST THeqhiT GBS, SRRGLLT ORal O ALSF it proonee
tlmerﬂ@@ﬂi#ﬂ?ﬁé?ﬁs;Se%ﬁﬁ}tMe%?W§érE@qyér$mﬁ@Féhm§¥?5%¢QE%°n requirements;
cost reaul ferratd ;S ava Brabel i fje sediipbinart sof agdle crian hgsrTheotocol

requlx%}ﬁgﬁgé ogdﬂtlgnﬂoy\ﬁ’np&ng@§&{ 'rgawglretﬁfnﬁ/@ya&fl w%%ag@:lv@ce
r.ef er ence to a preferred enbodi nent

ln@l?ﬂﬁ&%@ﬁfn 9 FPIEYPated in the acconpanying drawi ngs,

in which: Figure 1 is a block diagram of data
processi ng environnent in which the preferred

Brie@‘BQQ&’Ji%E@&n o e presgat invention is advantageously

applred; Figure I'S a schematic di agram show ng an
exanple of a web client sending a request froma
cTheninvprooesyitlo ngw b dssgnibed dycondiAgeteort deonly, with

referddhkOrt Akt prdfiegbé® eBbbEman S clhepsds, Cadlijaguatmekaainvehe

accm%%%; g.ggggmgg a f egugst froma client process to a

Service according to the preferred enbodi ment of
the present invention; Figure 4 is a schematic diagram
offigmee 6nig anplafk ﬂi@m@ & dapr aressivigoaenvegorsnt in which
the M&E@ﬂ:e@r bghdaahed bromapwedenel i8Rhtion is advantageously

applied;

Figure 2 is a schematic diagram showing an example of a web client
sending a request from a client process to a web service according to the

prior art;

Figure 3 is a schematic diagram of a web client sending a request
from a client process to a web service according to the preferred

embodiment of the present invention;

Figure 4 is a schematic diagram of the on-ramp of figure 3,

processing a request which originated from a web client;
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chart of the main processing steps of a client data
w@e@emsseng host of figure 3; and Figure 6 i s BCT/GBM03/005320
chart of the main processing steps of the on ranp of
f igure 3. Note that in the>figures |ike nunbers are
used for like parts. Description of the Preferred
Enbodi nent Figure 1 is a schematic diagram of a data
@E@Qﬁésé NG 8MNWidOBRRAY oF NtheWhh Gh ptrb@es@ﬁ.ﬁ@g@téﬁd of a client
odi ren sent_j.nvention can be
datar%%%an a e%ﬁgﬁjhggpg%ghg' emjdflgure 1, a client/server
data processing host 10 is connected to other
clinent/Gdmver fidat ahpriocésHiengaioprscek@inmdtels vifatheg on ramp
of fidetwerk 11, which could be, for exanple, the Internet.
For exanple, according to the present invention, a
web client running on host 10 can neke a request to a
Wete sErati de BRRITIBTE LaEhE¥Fresr 2putisedf tWarl 5% 8RRty
in the client transforns the request into a request to
a web service available in host 13, the web service

host bei ng_se e ba ed on a policy data
Descripfic Do e ‘eé b §t. Cient/server 10 has a
processor 101 for executing prograns that control the
epgnati Dnsoh #drematld enbdsar vera H8ta arRAdMaiobadrivieonment in

which 'gﬁgoﬁili%ﬁ%ﬁnémb]oggme@c B@n’ch\éob@ééén% {WRIERE Yon 13913 peANd a

net wor connec 1 use %ﬂ i nterfaci

ng w th the
aaven gt ATk “PELF O COmMURFGaki Gnov B THACbU R brocsssiis nost
10 is chpmeatiesropepshel? chirht! ServErgitie Er@%eSﬁl%W@ﬁ‘a% jlg and 13 via
a netvWdkAgLAMINEW agilanbex aspl =ob1a, web miteemit. POA example,

accord%ggd'tggt}?e Leguest 11%9@161911 aW@Qb St@ﬁ¥ﬁ§%uh£ﬁ%lgeﬂﬁrﬁo@‘:| 0N can

k accor d ng tos ¥ eepgl or gg tV\? egcgftag running
make FEpIRETVitCe® E‘i“ﬁ%b i ﬁh‘(':i’acc }5?‘3&8 %ljﬁl ?1 s@sm 9]% nd-21-0
in the gkpeet | vy fomwc hhesicagesr TCMY 1PTpHEEscet astaeleeryire
availdbl UEE ]z?ostﬂ‘le3V\I&b@CWélﬁ@b]fﬁﬁl@SSnaquegl[EsabllﬁgDrseaedﬁaﬂkbased on a
pol:Lc:yS gé%écgiso%g;?& Ivﬁ@htﬁ%t wébc‘ cqlz.éﬁgt egl.{éﬂtEs@L&\‘l%K ﬁ%ﬁbcﬁ

anka. Co
processgy AHALskAr eﬁ%ﬁtlpﬁepﬁp@aﬁ%%tth?é %Oﬁér%ﬂpﬁ ?coaeff%%mﬁ a€ éPe
clientZg@rybrtHe pr oA oolatitlackencFyeckymeht ddRi oh toayerlatile memory
103, alﬂfioé(_i deswdrikgbodeebr 1otec ks ihhiatdTavhis kviah Wb network

11 fort! Jax%ﬁ%fceaft‘i'oﬁew&%ntﬁé’%%ﬁér J:L%n@?%%?%x% 13hgq TEP/IP

protocol stack and 1 n this exanple provides Sinple

(oj ect Access Protocol (SOAP) over Hypertext Transfer

Pigtgeo? isHETShemAkterdiagiarelsyowinpoan example ofthaeb client
201 sé@BphigcatiQpiekayrs eoul dleﬁréla\tivﬂ@e |1ﬂ1bEéﬂé&ta1i:ﬂin€QiiQ_‘abcording to
the it Q80! Al OB} .c1106: ARR! 148 g\ﬂs%ays{ aoé’aegog&éaeséing hosts

ques t hen asses ransport
200 arélnalﬁefﬁﬂ?%t%?]é’r' S el ¢r Aer Porael REPbr k
| ayer provides data transfer over a netmork and in

thi ﬁi@ﬁm @he web client makes a request for a bank service

operation that is directéd to a bank service at URL http://www.banka.com/
(209). The web client 201 passes (205) the request to the application
layer 202 of the protocol stack. The application layer provides high level
protocols through which a web client/service can access, for exa;nple, the
TCP/IP protocol stack and in this example provides Simple Object Access
Protocol (SOAP) over Hypertext Transfer Protocol (HTTP). Alternatively,
for example, the application layer could provide Internet Inter-Orb
Protocol (IIOP). The application layer 202 modifies the request and then
passes (206) it to the tramsport and network layer 203. The transport and

network layer provides data transfer over a network and in this example
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provi des support for Transm ssion Control Protocol
W@ T@Rps4seEer I nternet Protocol (IP) . AlternatP@EGH2003/005320
for exanple, the transport and network |ayer could
provi de User Datagram Pr ot ocdl (UDP). The network and
transport layer 203 then nodifies the request and
passes (207) it to the network interface |ayer 204
this WR{,&h p'rB{rﬁi['écsa&ﬁipWﬂ BEot-herGlshesdi hacshwabe mRbocol (TCP) over

Intertnﬁ@npsrottogo t r@P ] quﬁ trng\ %7 (‘l%er fcis-xh %65}%%1@0 L\lgle\}é Aé@%?t and

UeS ar rl ves at t Servi ce
et ph NP RHOR T 4% OFEE ef?a\}tearm SFReTL UGPY -| RoPFHEE =0
transpayerla2éd abi chen pagddsed 2H8) redvest expdestssdes () it to the
netwo&kaﬂ%QEéc@ﬁgyéketM knk aly emcdiZadehi ¢irh prOW1IEES: hardware and

transmlgg tt:fﬁgr IF] J(Béj ove@etltl% %%%ﬁgr[]g 1§nd network | ayer

anges made e nmessage in the client

network and transport |layer and then passes (216) it

t ohéthehapmduesit iancilvaepesat 252, hewii ¢ho priovhelesbsegyydee
1mp1e§n@£tai@6ﬁl HIEE. rJ@@l\f‘é@pb& cald Qgtx&cﬂ%ef_nﬂeﬁ'@@c& ﬂd@@ts 2th 8vhich
passef FIRTS AR Ral S 16, hEaRko LR DL 13PEL 881 it

passes
proquﬁm%mﬁftatﬁOénTCzaSﬂP Thae W@Sew%ﬁﬁd rr@&w@g"t 1ﬁ§%r H@@?\es the

changeeCeideeto Hfher mgr 9aes Shnghe Not.ent hatwitke anelrreesnargelayer and
then BEQ&&CQFlét @L@ktcm"@ﬂe @b@i./igae:loﬁ URREt 21201 i@ SAMBdes support
for sﬁﬁg}li?%%/f use aqzlon iﬁ%egg%cﬁfl&oes thesggpgl%ﬁggrga%e to the
requegk| Ehtthe t: Wér—on alagﬁém@n%ﬁseﬁhéﬂﬁm oF t&r thefrarget

web delrgide idpldnentdrat omeiic| Tlerdt thée sslland reqdedt et theehereceived
for pggl':eééltntgp Iéc!t\é’\’\ﬁ’ﬁg@% @Qﬂ)sé%ﬁm@e %Qt@c%rlvbi%k must provide

ation whi_c u wi | I L rec
Suppoﬁ% 5"? §Eﬁl ﬁamteh%ro%?cfoéﬁt u?"‘iannot &% algeLl & q tSSQP/ HTE
and TE@Y ¥ )c dnpeisienhi ¢ hseeesstorleRapgisE, tha é’le]écftllﬁn\?\é@ques*c
service inplenmentation to handl e the request based in

p%l}\%&)’er,dgt&ogﬁéﬁcéﬁtt%@ ]\fM“tJ} Bpt_e o\ﬁ'eplgﬁlr'eeft 1sFi:lgiér @e]g’ client
SC ermtl C % he client 9 pr essi nge_

is heﬁf}sfo‘i%ﬁl%? ]fﬁ? ¢ t\mi cﬁvwﬁ'agar%{geﬁo ai £ 8g servi
implegepbrtdiongta orhme prefreppest vahbdifi ABTRCEEE - tfed prassehtthe
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web client request to proceed to the destination specified in the request.

However, according to the preferred embodiment of the present invention
SOCKS support 305 is comfigured to re-route a web client request to an
adapted SOCKS proxy 306 which is local to the client. As a result when the
web client request is passed to the TCP/IP transport and network layer
203, SOCKS support 305 is called and this redirects (322) the request to
the local adapted SOCKS proxy 306 which then passes (323) the request to a
URL filter 307. The URL filter checks the URL specified as the target of

the web client request with a configuration file which contains details
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filter 307. The URL filter checks the URL specified as

the target of the web client request with a
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or ernativ SeLv

(328); r?%i g?ﬁ?n?%ﬁ % % lnp‘?l c?é:fe i ioaﬁ/ Fayer fagg gending over
the ngHivdykt hen passes (327) :it on to the TCP/IP

transport and network | ayer 203 for passing (328) to

t I'ke.l.dd'ﬂl%%\/\@ri% QYmcnge d@?ﬁtlwci( slcﬂgzﬁét{:@:‘:@l&@:}éﬁr o@Qﬂef&f—ramp 309 of
flgur&ﬁ:e i gﬁ/%rcg P%r%ngg v%%ﬁe Oﬁntgrga%g a nor{a%e y t l g&kP/HTTP
parsqrhé%#pén@ﬂPsHWﬁ éholaﬁ@rm@@enﬁ}taﬁphﬁatﬁa aye¥~°né>f the
servid@\RUIT The MbS&ﬂrleae&:ea_{IﬂﬁstﬁOQE/ tHsERA3Abmande ISDEOP/HETP parser to
a mat%gpir{egctgmg% l4@yec[§ tﬁg otnher r ‘ib§e TdSmarEAenyRBgCAd @Bbks up
oLtk (g BHg) RS 4O B (HE 50 # A IO ThE® rof cPgPoiey
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requﬂmexaerﬁel | s§odrdibe 4021 rERpuipeiiesys, ftichesarayon freguirements, cost
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requ:tz?ec{ﬁeélé:@fl 6‘#1({% mentl?él.ﬁgecu“ t%x e:equlremen S, an or Web service

implementation requlrements The matching engine, then uses the policy
information and request information as extracted from by the SOAP/HTTP
parser from the web client request to modify the request using discovery
403, selection 404, and security 405 mechanisms. The discovery mechanism
403 is used to discover alternative web service implementations availablé
on the service bus and that are able to process the web client request,
for example based on the URL specified in the reqguest. The selection

mechanism 404 is then used to select a specific web service implementation



requi renents, availability requirenments, application
| ayer protocol requirenents, additional information
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requi renents. The matching epgi ne, then uses the
policy information and requ%st i nformation as
extracted fromby the SOAP/ HTTP parser fromthe web
client request to nodify the request using discovery
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ani sns g nlne 401 sel ect%ag
of afr?&;né%lplrgi:oco\?\bﬁuggrﬁ é—H’ F han t re 1rem8n ld} specifies a
maxinugopeste ambeprioyi deeds Rapvidedaly Lﬁhtea‘ﬁ?]% SFFHﬁ§ﬁo‘1“% use of a
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Thus a preferxred embodiment of the present invention has been
described in which a web client request is intercepted and transformed.
Transformation of the request includes changing the web service to which
the request is sent, and optionally changing such things as the
application layer protocol used to send the request, the security protocol
used for the request, or adding information to the request. However, there

are many alternative embodiments to that described.
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data processing host to be added to the request; and
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applicepliacedydy pantddoO pdr stsherFOreheny dosoeraTpbeslinfor the
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be cliangeh @nsmp/aﬁtﬁw tepplicE agrFwr a8 IF 207 be W@%i‘aé#lef B
addiweeanyd eceirp.t he descri bed enbodi nent, with reference

to figure 3, the on rarrp 309 :is able to use a

servi.ce bu mhlch prOV| application ayer

SPBEEET1 B OF GFEIEI IFoP 1 Sof - SOAPPHPPBS A FToPof b rEiscovery
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basec@%q/ A8 %gmi%egeﬂﬂqﬁ%nag%age (WSDL) documents. ‘This is
possible if the client used a WSDL document to obtain a def inition of the
target service implementation to which it made a request. Im this case,
after intercepting the reguest the discovery mechanism can £first obtain
the target service WSDL document and then, based on informa tion in this
WSDL, obtain WSDL documents for sultable alternative web service
implementations, for example from a Universal Description, Discovery and
Integration (UDDI) registry. Note that a WSDL document contains details of
the target service such as Port Type, Bindings, Ports, Messages, Types

etc. The Port Type defines the operation and operation parameters provided
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C en |ne or exa
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based to!na@li%ﬁ{:s&fli@ data. For example, the request is redirected to a
web service which provides the same service as that of tthe original

request but which is approved for -use by the client based company policy
data. Once the regquest has been modified it is then sent, at step 504, to

the web service to which it has been redirected.

Figure 6 is a more detailed flow diagram of the pxocessing carried
out at step 506 of figure 5. At step 601 policy data fox the client is
obtained from a configuration file and at step 602 a discovery mechanism

is used to find suitable alternati—ve web service implementations to handle
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1dent1r£q.er bvrhS_Ltcﬁpcaqloge %s\q?gstc %gérytl@cg?enlué?qclil&ﬁjsgp v\;e% E!L{]Qlt

e al téerna service | nment ations. to
userha?ﬁaﬁ%lwx@tz%m@/ U559 tﬁeﬁ?@z‘s@s?e@%%tzds A9 Y HeEWEB 2
suitailiecappliequiest layirt pratatpVedof orxagraerPlIoP can H&H/§UREY. For
examPas €fe %qﬁ@@: oo BN Gh=aNYe addith ARakatdal anspesi finedséTected

web éer]:vay:\%b Cl C)eSnt EI'O%U ges\;erafugu%Ethedpgbl &fye g@i %C%/ V\gg service

I'scover sm At
base%éaneewldﬁnﬁm%w iy Speet e L 86@9&6\/%&’%%?3\?@8&6510“%
timei npl enentation, from the discovered |ist of suitable
alternatives, to handle the request. For exanple, a

serV|c Quld b € 0 | e e :
e
ha %@é’eée%&bﬁ‘? e SEPFEN bl CIARBTI R BXpriggdise that
the iFhensidrecbilih breeiradi sniney deustdrecessigigene thed, a data

proc@spsﬁlnb C@éﬁa@@tdsa}é? la RERIREO! pfdet-as eding: tcbrﬁp Feguestinstructions
bl t b d
se._available fr e service bus an
fox (fahrré’ O\}\lﬁt‘cn% ¢ PR Se?ceeés’tsélagweg}ls%rw ce inplenentation

can be contacted. Having selected a web service, at

Stmos BfMent Seceartiiovy prechded smetshods etbeoaappl gndagomputer
progPRPLeREIAL € SBEHK id ¥ePQEEN: request for a web service is
intercepted and the target of the reguest updated according to policy data
associlated with the client. Further the application layer protocol in
which the web client reguest is specified may be changed and/oxr
information added to the request. As a result a web client which makes a
request for which the target web service is hard-coded may be adapted to
take advantage of managed access to web services resulting in access to
web services which, for example, provide quality of service
characteristics which more appropriately match the requirements of the web

client.



to the request, for exanple the selected web service
may require all comunications to be encrypted and/ or
w@2@e0suse2 appl i cation | ayer protocol to be useCI/GBR003/005320
step 605, optionally client,specific information is
added to the request, for 'exanple an identifier which
can be -used to identify the client data processing
host such as an | P address o= nachine or an
identifier which can be usadmgo identify the web
client or web client wuser. Finally at step 606 the
transfornmed request, is provided to a suitable
1. Applicphtdesir PAPERSHPEL BEOPS 1O CERAHOFR 1Y pprefest trom @
web clS@QAR/ HET Retfod cexariplies tthe segpgest protocol nmay be
chosen to match that of the selected web service or
chosen fraom.seve supported by the sel ected web
%ré?ei/ﬁcggtlnﬁés% 5%§lfsgl'i ent policy which specifies for
exanple a required response tine. Note that whil st
thengineferf ed tenbodiarente dfiotdmenprisisuntreqideedi on thegequest
to a sRE&N de5Wdhadd tngeneraltiber Mmaa skilled person woul d
realise that the invention could be enbodied in a
data processing nethod, a data processing apparatus Qqr
AcTTpite i sGrarT hlredidtt €% P8P mFEVhST FYRg-aton
thereblyOéngatify itrige cutotdavetiasarvpreciewdemptabidrode Phagess the
requesR! €S€nt invention provides a nethod, apparatus and
conmput er program product in which a web client
request for a web service is intercepted and the
PRPTRIR BT tIRFPEqURIS BeHpRat HPLEEEBFIIAG 1 SFOISCESS fasgd o
policya8sacCisated aMddhwl tie tdlei eelt cliFenrtt-her t he application '
| ayer protocol in which the web client request is
specifie y .be changed. and/ or__ ipfar ' .add :
2- Fﬁ% r?egéﬁ[gs?n? NS4 ?é”&%r?lna t\g/j\ll((aébreézlul‘esetr&?L S\?\%# %:C%%ﬁa%%eggag Tirst
applicpptRre JEVEDrPERtiochl tae £Bf GEChofkIroBRriFcs ethes FRFERSE ote® ©F
may be adapted to take advantage of nanaged access to
%Q:Lﬂﬁ%%{lt&@é fﬁ@gﬁ T bk N REE E5H tQ 5 %Qorﬁﬁ_é)ﬁgﬂ.@&ation layer
whi ch or exanple, provide quality of service
Protocoliaract eri stics which nore appropriately match the
requi renents of the web client. WO 2004/ 084522
3. RGE/ £B200 3 H05320r dAiGl AldvScldim A wHdaremt tiat glient data

proce&ﬁﬁ&%\:%@i@g £%0Ck§%9réﬂdqgh@ Jreguest fde@@e@ring the
web client, th.ﬁ mef ho% &9 risine dtlhx§ steps: .ih the.call
request, CIIFARET g HHEYr EuST SRSRGITNG B Ti TSt web service
detailisnpf erentediert -specified in the request to a second
web service inplenentation; and forwardi ng the request

4. %etrhleechggcggdej%grsgfa\ﬂncf dﬂm&%@t@tér‘%ﬂn the client data
processing host comprises a HTTP proxy and the step of intercepting the
request comprises calling the HTTP proxy and including with the call
details of the request.

5. The method of any preceding claim comprising the further steps of:

discovering one or more alternative web service implementations to

handle the request; and

selecting the second web service implementation from the one or more

alternative web services discovered;



t hereby enabling the second web service inplenentation

to process the request, wherein the second web
wa@esniogss2: npl enentation i s sel ected based on POI/iGBR003/005320

data associated with the b client. 2. The nmet hod of

claim1l wherein the request is specified in a first

application | ayer protocol and the nethod conprises

the further step of: nodifying the request to be
6. speGidthed dencmimes an@drappliheadisomnleayes stppotowolises. the
steps EF’E met hod of either claiml or claim2 wherein tha

clirent data processing host conprises a SOCKS proxy

and the step of intercepting the request conprises = = =

cht#indgg tthé 1 SOCKSP preoX yCa APt P britAg™ i h SeRet gg| pefinition
Languadet aidns) ddoctuentr egtiask. £ist Thed retkade ofmplemddnterciohai=md

1 or claim2 wherein the-- client data processing

host conprises a HTTP proxy and the step of,

PRERE &ag%)wal% &rop etalﬁe‘%%’b %swﬁesﬁgﬂpigrr‘%tﬁﬁl% &S <ument
to obtpiuxy WPk domehardi hgr wath afhehe ik ogevelie sleprardve web
servideC guRShen tatidhe thehdIR0e OfheaRyqysecedi Ng cl aim

conprising the further steps of: discovering one or

nore alternative web servicge inplenentations to i
7. RERQIERERE SHUESESeUAE Ca BoTTRETRES SetoRd” e Step of:

service inplenentation fromthe one or nore

abberiRgt i wWcweh SpeMicgeso dhscoapesad; WO 2004/ 084522

PCT/ GB2003/ 005320 13 6. The nethod of claim5 wherein

the di scovering step conprises the steps of: |

YBEER IR AR &TER ot a%léfl’é%rt\?’iec@e‘?“ﬁbi:éhﬁﬂ}%ﬁ SRR SS ons oF
more dSetle cespefinition Language (WSDL) docunent for the

first web service inplenentation; and using

i nfor L an Q b_.ser i i.npl enment ati on WSDL

889 qﬁ%g?aot %atsg} %Qrgt %ﬁ&d%}é%%gﬁf for each of the one

or nore alternative web service inplenentations to

adthe at beb cetpraskey To Tre reetdsdd @hdany precedi ng

claimconprising the further step of: applying a

Ss%% J{r{gt ¥h$ Qfle!z&é/stt stﬁearf&ld?gtéppm%ra%ﬁgn tl%?/eg&%tgf:ol ;

applyirng the-security policy conprises one or nore of

the steps: encrypting at |east part of the request;
8. addi mgrhad vwebawyt iveptedkiey ¢tlgimheomprinsést; thnduserrti ager of:
the request using a secure application |ayer protocol

'adding information specific to the web client to the request

comprising one or more of the steps:
adding an IP address of the client data processing host;
adding a machine identifier of client data processing host;

adding a web client key;

9. The method of any preceding claim wherein the policy data specifies
one or more of: a response time requirement; =& security level requi rement;
a transaction reqguirement; a cost requirement r an availability
requirement; an application layer protocol recuirement; an additional

information regquirement; and a web service implementation requirement.

10. A client data processing apparatus for ttransforming a request from a

web client, the apparatus comprising:



8. The nethod of any precedi ng claimconprising the
further step of: adding information specific to the
wowem4o84sent to the request conprising one or POI/EBRGH03/005320
the steps: adding an IP adg%gss of the client data
processi ng host; adding a chine identifier of
client data processing host; adding a web client key;
9. The nethod of any precedi ng claimwherein the
pRebh€ Fodairm espatiihyeishe @BGueRK; NDre of: a response tine
requi renent; a security level requirenment; a
transactiqQn requirenent; a cost requirenent; an . ,
Aars a1 § g?‘%ﬁ&i SNt 7R R Phy Ry Specified in
the rquuesodol a regand eienservane aiduil enemtation; nfamdmat i on
hREk IERFEftrivaddithdtNe re§eEsd €6 dHIPEEItRE alebOBervice
impler#e%gé[ltliro% ebg‘oena'ﬁlﬁllgl %ﬂg s%%%gd RB8CESIL NG ﬁﬂﬂﬂr?etnlﬂgtion to
or transformng a request- froma web client, the
procesgn bt e Conpri si ng: WO 2004/ 084522 PCT/ GB2003/ 005320
14 neans for intercepting the request; neans for
GREAGINNGhdl rlebhiS tEebnHQE NG G i eeRRbattier SpEGbhestion is
operaﬂll%p]:é @%igcecqlﬂﬁétsetcggé “%%CQMi@@k&n@QER@nﬁ‘:gtion based on policy

ement ation; and nmeans for forwardi ng the request
data 3s§otiiteEdtibfic ' WIEC servite i npl enent ati on t her eby
enabl ing the second web service inplenentation to
11. ]Eiﬁhecagﬁﬁr&ﬂh% 6@%1%&?;1,1(}/\&17&,5&11@ tihe ragans fior spBalgiengim a
. | Ist [Vl e tatl (0] . ]
R e b e
policy data associated with the web client. 11. The
appes dousnadfifelm trhd cephesteitn Hehereeduest insaspeonfli ed
applidaién 1bkEStrapgddication | ayer protocol and the
apparatus f=urther conprises: nmneans for nodifying the
request to be specified in a second application |ayer
12.  gheteeratep2of e gprdrdt UL 6F FRther SUSthPIoCEgprising a
SOCKS @lrakynabd fi=umédrer foonprteseapging t8OOKEUPrUX Y saPrkehée to calll
the SARANS-KOMadaNt £EGRRLHNG LhE LeguRsh;is oepemablestpccal a
the SOCKS proxy and include with the call details of=
the request. 13. The apparatus of either claim10 or
13.  fRevirersrtis apprtdetsciprdRilerr Idonpricses SaPHIIT P pLbXYy ST
comprigrd 4 METPRAangy ford Lt ereeptior aghtieheentéueshei sequest is
opera@.@efcﬁplcgli Q@cCatlp bRASHIAR iRE0Xe aneh ikhd wder vidditlag the
lel details of the request. 14. The apparatus of any

+ed1°Be of clains 10 to 13 further conprising: neans for

di scovering one or nore alternative web service
14. The apparatus of any one of claims 10 to 13 fuarther comprising:

means for discovering one or more alternative web service

implementations to handle the request; and

means for selecting the second web service implementation from the

one or more alternative web services discovered;

15. The apparatus of claim 14 wherein the means for discovering

comprises:

means for obtaining a first web service implementation Web Services
Definition Language (WSDL) document for the first web service

implementation; and



i npl enentations to handl e the request; and nmeans for
sel ecting the second web service inplenentation from
W had4/o84322 or nore alternati ve web servi ces di spO/eBaw3/005320

15. The apparatus of clai 4 wherein the nmeans for

di scovering conprises: nmeans for obtaining a first

web service inplenentation Web Services Definition
Language (WSDL) docunent for the first web service

rieaPd €nentsihboimfcandt D 2004/ 084528 KT CB2003YHh820ion WSDL

docmnem]:St(BT%@B§1rf @r WS’@'J @lgcun{‘étagr 'f%t_fl Qalch].‘ B@ ni’:ﬁé1 %ngvpt;:}: Sfﬁfr\él gfternatlve
nent to obtain a

web Ser{‘:fgge T ﬁ?e cr)l}:aglao@ﬁD%? h?ﬂ SnEh%rreﬁB?% ‘al ter nat ive web
service inplenentations to handl e the request; 16. The
16. TAppamatatsusobf ey one off cibamesil@ot s ¥orfnsert hefmprising:
conprising nmeans for applylng a securlty policy to
t he I L. conp neans for
ERCH O S X0 BaSEUBLFY P e PettbSEie o uRFbping on
more ofadding a client key to the request; and neans for
sendi ng the request using a secure transport
mggﬁsh%kséﬁcryﬂﬂmgm@ 2pRaratys of « ere%gg ;0 claims 10
to 16 further conprising: neans for adding
information specific to the web cL ient to the
mearudst ape i ssichfenkedr taorkee obausgrransnd or addi ng an
| P address of the client data processing host; neans
mfe%s @Qﬁ'g&dﬁnyﬁéﬁ@' quuég%nhlsiﬂge ggc&_Jel ggz;n g:?(; chanism.
processing host; neans for ad n ent ﬁey;
18. The apparatus of any one of cIalnB 10 to 17
17. Thhearepmtushef polvi eye dat glaspediof Eesloderdremprosrof simy:
response tine requirement; a security |evel

méglgéj lfB?%‘ing %n%gﬁr\]asr:QG{x %B?éﬂw Egr@f&t We]:g-l cg_ol'Ze?]lt to the

uiremerit. an avail ity requirement
re@“mt %ﬁ?&%FFbﬁn?aVéFoﬁ?Bfocol requi rement; an additiona
|nfornat|on requi renent; and a web service

bR EPRH@MEhOMn TRHHAFERBNGE thR. cA SRMRMLEHRIRIESE host;
product conprising instructions which, when executed
on a _data groceSS|ng host, cause the dat a processi ng

TRYET TPD SIEAPY P BAth el iEEhbd SXs Ot I HiLABY TRiT Ry OB 180
host; clains 1 tc 9.

means for adding a web client key;

18. The apparatus of any one of «laims 10 to 17 wherein the policy data
specifies one or more of: a response time requirement; a security level
requlrement; a transaction requirement; a cost requirement; an
availability requirement; an application layer protocol requirement; an
additional information requirement ; and a web service implementation

requirement.

19. A computer program product comprising instructions which, when
executed on a data processing host , cause the data processing host to

carry out the method as claimed in any one of claims 1 to 9.



