
WO 2004/084522 PCT/GB2003/005320  1 CLIENT WEB SERVICE
ACCESS  Field of the Invention The present invention
relates to client access to web services and  more
particularly to the handling of requests from a web
client to access  a web service. Background to the
Invention Over recent years web services have become
commonplace, for example,  for a business to provide a
web service which enables a web client to  purchase
goods from the business over the internet. Following
on from this  success use of the internet has
increased and the requirements of web  clients and web
businesses have become ever more complex. From this
has  resulted the arrival of middleware offerings
which enable clients to  access, and businesses to
implement, web services in new and better ways. For
example a service bus provides a flexible managed
infrastructure  for web services. In general, clients
and web service providers operating  in the services
bus use a smart client "on-ramp" to attach to the
service  bus and this enables context and other
environmental information to be  added to the
client/web service interactions so that, for example,
security, transaction and other processing can be
handled correctly  according to the requirements of
the web service and its clients. Further,  it allows
service selection and discovery to take place in a
managed way,  such that when a client wishes to access
a web service it can use a web  service which is found
based on the functionality required by the client.
For example a client may request a web service that s
;ells IBM computer  equipment offering delivery in the
UK and accepts payment by American  Express. Such a
smart client "on-ramp" and service bus architecture is
disclosed in US application No: 10/322053 "Apparatus
and method for  selecting a web service in response to
a request from a client device",  Inventors: Flurry
and Holdsworth. However some clients or web services
in the service bus environment  may be unaware of the
bus infrastructure, for example the clients could be
NET, C, or Python/Perl/JavaScript SOAP clients which.
are hard-coded to use a particular URL and format to
access a web service. Further such  clients are not
written using an application programming interface
(API)  specified for accessing the service bus
infrastructure, for example Web  



Services Invocation Framework (WSIF) or the Java
JSR109 programming model WO 2004/084522
PCT/GB2003/005320  2 (available from the Java
Community Process web site) (Java is a trade mark  of
Sun Microsystems Inc.). Typically, for a service bus t
<D process requests from such clients the client
request is forwarded to a hub  intermediary or gateway
for processing by the service bus . For example a
gateway is published as the provider of the web
service and can, on  receipt of a client request,
route the request to an appropriate web  service
provider which is discovered and selected in a managed
way that  would also be used for a service bus aware
client. However, this requires  the client to be
updateable to change the URL specified in its request
to  the URL of the hub intermediary and in some
scenarios the client may not  be updateable in this
manner. Furthermore, the intermediary may not be  able
to perform actions that only the client could perform
- such as  adding client specific information to the
request. Summary of the invention Accordingly,
according to a first aspect, the present invention
provides a client data processing method for a client
data processing host  to transform a request from a
web client, the method comprising:  intercepting the
request; changing a first web service implementation
specified in the request to a second web service
implementation; and  forwarding the request to the
second web service implementation thereby  enabling
the second web service implementation to process the
request,  wherein the second web service
implementation is selected based on policy  data
associated with the web client. According to a second
aspect the present invention provides a client  data
processing apparatus for transforming a request from a
web client,  the apparatus comprising: means for
intercepting the request; means for  changing a first
web service implementation specified in the request to
a  second web service implementation; and means for
forwarding the request to  the second web service
implementation thereby enabling tha second web
service implementation to process the request, wherein
the second web  service implementation is selected
based on policy data associated with  the web client.
According to a third aspect the present invention
provides a  computer program product comprising
instructions which, when executed on a  



data processing host, cause the data processing host
to carry out a method  according to the first aspect.
WO 2004/084522 PCT/GB2003/005320  3 The present
invention thus enables a client request for a
particular  web service to be intercepted in the
client host and transformed to a  request for a
different web service which has been selected in a
managed  way. For example the policy data may specify
specific quality of service  requirements for the web
client and as a result a web service is accesseEl
which more appropriately matches the web client
quality of service  requirements. The request from the
web client can be specified in an application  layer
protocol, for example, Simple Object Access Protocol
over Hypertext=  Transfer Protocol (SOAP/HTTP);
Internet Inter-Orb Protocol (IIOP); or SOPsP  over
Java Message Service (JMS). Optionally the request may
be further  modified to a different application layer
protocol to that in which the  web client request was
specified. For example, it can be changed from a
SOAP/HTTP request to an IIOP request. There are
several alternatives as to how the request is
interceptec3L.  Optionally if the protocol stack of
the client data processing host  includes SOCKS
support, the SOCKS support can be configured with a
SOCKS  proxy local to the client and the step of
intercepting the request can  result from the SOCKS
proxy being called when the protocol stack is
processing the request. Alternatively, if the protocol
stack of the client  data processing host includes
HTTP support it may support configuration  with an
HTTP proxy, in which case intercepting the request can
result fr .m  a local HTTP proxy being called .
Alternatively the protocol stack is  modified to
intercept the request during processing and call a
routine  which is used to enable the step of changing
the request. Preferably in order to choose a second
web service implementation  one or more alternative
web service implementations to handle the request- are
discovered and then the second web service
implementation is chosen  from those discovered based
on the policy data, for example, published  using the
Web Services Policy framework (WS-Policy). Optionally
the one or more alternative web service
implementations  are discovered by obtaining Web
Services Definition Language (WSDL)  document for the
first web service implementation and using information



from this WSDL document to obtain a WSDL document for
each of the one or  more alternative web service
implementations to handle the request. Optionally a
security policy is applied to the request. For
example.  at least apart of the request may be
encrypted and/or a client key may be WO 2004/084522
PCT/GB2003/005320  4 added to the request and/or a
transport mechanism for sending the request  is chosen
based on its security properties, as indicated using
web  Services Security Protocol (WS-Security) or other
information. The client  key could be, for example, an
identifier such as a client identifier or a  user
identifier. Further the client key could, for example,
include a  password. Optionally client specific
information could also be added to the  request. For
example a client key, a machine identifier of the
client data  processing host, and/or an IP address of
the client data processing host.  Such information
could, for example, be used by the web service
implementation for audit or security purposes. The
policy data may, for example, specify one or more of:
response  time requirements; security level
requirements; transaction requirements;  cost
requirements; availability requirements; application
layer protocol  requirements; additional information
requirements; and web service implementation
requirements.  Brief Description of the Drawings The
invention will now be described, by way of example
only, with  reference to a preferred embodiment
thereof, as illustrated in the  accompanying drawings,
in which: Figure 1 is a block diagram of data
processing environment in which  the preferred
embodiment of the present invention is advantageously
applied; Figure 2 is a schematic diagram showing an
example of a web client  sending a request from a
client process to a web service according to the
prior art; Figure 3 is a schematic diagram of a web
client sending a request  from a client process to a
web service according to the preferred  embodiment of
the present invention; Figure 4 is a schematic diagram
of the on-ramp of figure 3,  processing a request
which originated from a web client; 



WO 2004/084522 PCT/GB2003/005320  5 Figure 5 is a flow
chart of the main processing steps of a client  data
processing host of figure 3; and Figure 6 is a flow
chart of the main processing steps of the on ramp  of
f igure 3. Note that in the figures like numbers are
used for like parts.  Description of the Preferred
Embodiment Figure 1 is a schematic diagram of a data
processing environment in  which the preferred
embodiment of the present invention can be
advantageously applied. In figure 1, a client/server
data processing host  10 is connected to other
client/server data processing hosts 12 and 13 via  a
network 11, which could be, for example, the Internet.
For example,  according to the present invention, a
web client running on host 10 can  make a request to a
web service available in host 12, but software running
in the client transforms the request into a request to
a web service  available in host 13, the web service
in host 13 being selected based on a  policy data
associated with the web client. Client/server 10 has a
processor 101 for executing programs that control the
operation of the  client/server 10, a RAM volatile
memory element 102, a non-volatile memory  103, and a
network connector 104 for use in interfacing with the
network  11 for communication with the other
client/servers 12 and 13. Figure 2 is a schematic
diagram showing an example of a web client  201
sending a request 208 to a web service implementation
211 according to  the prior art. The web client and
web service run in data processing hosts  200 and 21-0
respectively, each using a TCP/IP protocol stack. In
Figure 2 the web client makes a request for a bank
service  operation that is directed to a bank service
at URL http://www.banka.com/  (209) . Tha web client
201 passes (205) the request to the application  layer
202 of the protocol stack. The application layer
provides high level  protocols through which a web
client/service can access, for example, the  TCP/IP
protocol stack and in this example provides Simple
Object Access  Protocol (SOAP) over Hypertext Transfer
Protocol (HTTP). Alternatively,  for example, the
application layer could provide Internet Inter-Orb
Protocol (IIOP). The application layer 202 modifies
the request and then  passes (206) it to the transport
and network layer 203. The transport and  network
layer provides data transfer over a network and in
this example 



WO 2004/084522 PCT/GB2003/005320  6 this layer
provides support for Transmission Control Protocol
(TCP) over  Internet Protocol (IP) . Alternatively,
for example, the transport and  network layer could
provide User Datagram Protocol (UDP). The network and
transport layer 203 then modifies the request and
passes (207) it to the  network interface layer 204
which interfaces with the client hardware and
transmits the request 208 over the network 11. When
the request arrives at the host 210 of the web service
implementation it is received by the network interface
layer 214 which  passes (215) the request to the
transport and network layer 213 which  provides
support for TCP/IP. The transport and network layer
undoes the  changes made to the message in the client
network and transport layer and  then passes (216) it
to the application layer 212, which provides support
for SOAP/HTTP. The application layer then undoes the
changes made to the  request in the client application
layer and passes (217) it to the target  web service
implementation 211. Thus the client request has been
received  for processing. Note that the web service
protocol stack must provide  support for the same
protocols used in the client stack (i.e: SOAP/HTTP
and TCP/IP) in order to successfully process the web
client request. However, a problem of the prior art of
Figure 2, is that web client  is hard coded with the
URL (http://www.banka.com) of a web service,
implementation to which its request will be directed.
As a result the  client cannot take advantage of a
service bus which can, for example,  select a web
service implementation to handle the request based in
policy  data associated with the web client. Figure 3
is a schematic diagram of the client data processing
host  200 of Figure 2 which has been modified
according to the preferred  embodiment of the present
invention. In this embodiment the TCP/IP layer
further includes SOCKS support 305. In normal use
SOCKS is configured to  re-route a web client request
to a SOCKS proxy (or server), the SOCKS  proxy then
performs some level of security checking before
allowing the  web client request to proceed to the
destination specified in the request.  However,
according to the preferred embodiment of the present
invention  SOCKS support 305 is configured to re-route
a web client request to an  adapted SOCKS proxy 306
which is local to the client. As a result when the
web client request is passed to the TCP/IP transport
and network layer  



203, SOCKS support 305 is called and this redirects
(322) the request to  the local adapted SOCKS proxy
306 which then passes (323) the request to a  URL
filter 307. The URL filter checks the URL specified as
the target of  the web client request with a
configuration file which contains details WO
2004/084522 PCT/GB2003/005320  7 which are used to
decide if the URL specified as the target of the web
client request is suitable for modification. For
example the configuration  file may contain a list of
specific URL's for which an exact match is  required
or a list of URL's containing wildcards for which a
similarity  match is required. If the URL i_-5 not
suitable for modification the web  client request is
returned (not shown) to the TCP/IP transport and
network  layer 203 for normal processing- However, if
the URL is suitable for  modification the request is
passed (324) to a SOAP/HTTP parser 308 which  can
extract information, such as any data which
accompanied the URL in the  web client request. Having
extracted the required information, the request  is
passed (325) to the on ramp 309 which then modifies
the request to be  suitable for passing to a service
bus which provides access to a variety  of web service
implementations using a variety of protocols.
According to  the preferred embodiment of figure 3 the
service bus available to the  client provides access
to web service implementations using one of two
protocol combinations, IIOP 310 and SOAP/HTTP 311 and
the on ramp modifies  the web client request to be for
an alternative web service implementation  which Is
available via the service bus and using an IIOP
request. As a  result the on ramp 309 passes (326) the
request for the alternative web  service
implementation to the I 2OP application layer 310
which then passes  (327) :it on to the TCP/IP
transport and network layer 203 for passing  (328) to
the network by the network interface layer 204 for
sending over  the network. Figure 4 is a more detailed
schematic diagram of the on-ramp 309 of  figure 3 and
the components which interface with it, namely the
SOAP/HTTP  parser 308 and SOAP/HTTP 310 and IIOP 311
application layers of the service bus. The web client
request is passed from the SOAP/HTTP parser to  a
matching engine 401 of the on ramp 309. The matching
engine looks up  policies specified for the web client
in a policy file 402. The policy  file may, for
example, contain details for the client of response
time  requirements, security level requirements,
transaction requirements, cost  



requirements, availability requirements, application
layer protocol  requirements, additional information
requirements, and/or web service  implementation
requirements. The matching engine, then uses the
policy  information and request information as
extracted from by the SOAP/HTTP  parser from the web
client request to modify the request using discovery
403, selection 404, and securit~r 405 mechanisms. The
discovery mechanism  403 is used to discover
alternative web service implementations available  on
the service bus and that are able to process the web
client request,  for example based on the URL
specified in the request. The selection  mechanism 404
is then used to select a specific web service
implementation WO 2004/084522 PCT/GB2003/005320  8
from those discovered. The one chosen will closely
match the requirements  specified in the pot icy file.
The selection mechanism may further select-a  suitable
protocol from those available from the service bus and
which can  be used to access the web service
implementation. A security mechanism 405  may also be
used for selection purposes, for example to select a
suitable  protocol which matches the security
requirements of the client or web service. For example
the client or web service implementation may require
communication through a more secure protocol such as
WS-Security over  SOAP, secure HTTP (HTTPS), or secure
IIOP (IIOPS). Further the security  mechanism may, for
example, encrypt the message using SOAP encryption
and/or add information to the request such as a client
key based on the  security requirements of the web
client or web service implementation. In  the
preferred embodiment as a result of using these
mechanisms the  matching engine 401 selects an
appropriate web service to handle the web  client
request and provides that to a suitable transport
protocol, for  example SOAP/HTTP or IIOP, 311 and 310
respectively. Note that, for example, the policy file
may contain one or more of:  a response time
requirement which requires uses of a faster transport
protocol or a web service which gives a guaranteed
response time; a  security level requirement which
requires encryption of the request or use  of a secure
protocol- such as HTTPS; a cost requirement which
specifies a  maximum price range for goods provided by
the web service or use of a  communication protocol
which provides a low cost connection; an  availability
requirement which requires use of a web service which
provides 24x7 avail ability or use of a protocol with
guaranteed request  



delivery such as transactional JMS; an application
layer protocol  requirement which specifies one or
more application layer protocols which  either must be
used or must not be used for sending the request; an
additional information requirement which requires an
IP address and/or  machine identifier of the client
data processing host to be added to the  request; and
web service implementation requirement which requires
for  example, a web service implementation provided
IBM approved dealer or a  dealer base in the USA which
accepts payment by American Express. Thus a preferred
embodiment of the present invention has been
described in which a web client request is intercepted
and transformed.  Transformation of the request
includes changing the web service to which  the
request is sent, and optionally changing such things
as the  application layer protocol used to send the
request, the security protocol  used for the request,
or adding information to the request. However, there
are many alternative embodiments to that described. WO
2004/084522 PCT/GB2003/005320  9 For example, in the
described embodiment, with reference to figure  3, the
web client uses a SOAP/HTTP application layer 202.
However, in an  alternative embodiment this could be,
for example, IIOP, II OPS, HTTP,  HTTPS, SOAP over
JMS, Remote Method Invocation (RMI) over i'IOP, XML
over  Java Message Service (JMS) , SOAP over Simple
Mail Transfer Protocol (SMTP), or Enterprise JavaBeans
(EJB) (JavaBeans is a registered trademark  of Sun
Microsystems Inc.) . If, for example, the application
layer was IIOP  the SOAP/HTTP parser 308 would be
replaced by an IIOP parses. Further, for example, in
the described embodiment, with reference to  figure 3,
the web client request is intercepted in the transport
and  network layer 203 by SOCKS support 305. However,
in an alternative  embodiment this could be achieved
by a different means. For example, the  HTTP layer can
be-configured to call a local HTTP proxy, tlii.is
replacing  the SOCKS server 306 with a HTTP proxy and
changing interception of the  web client request to be
in the SOAP/HTTP application layer (202). Further, for
example, in the described embodiment, with reference
to  figure 3, the on ramp 309 :is able to use a
service bus which provides  application layer
protocols of either IIOP 310 or SOAP/HTTP 311 for the
sending of requests. In another embodiment one or more
of these  application layer protocols may be omitted
and/or replaced and/or added  



to. For example other additional/alternative layers
provided by the  service bus could be IIOP, IIOPS,
HTTP, HTTPS, SOAP over JMS, RMI over  IIOP, XML over
JMS, SOAP over SMTP, or EJB. Further the transport and
network layer protocols available to these application
layer protocols can  be changed and/or added to, for
example UDP/IP can be avail able in  addition to
TCP/IP. Further with reference to figure 4, for
example, when the discovery  mechanism 403 discovers
one or more alternative web service implementations to
which the client request can be targeted it may do
this  based on Web Service Definition Language (WSDL)
documents. This is  possible if the client used a WSDL
document to obtain a definition of the  target service
implementation to which it made a request. I n this
case,  after intercepting the request the discovery
mechanism can first obtain  the target service WSDL
document and then, based on information in this  WSDL,
obtain WSDL documents for suitable alternative web
service  implementations, for example from a Universal
Description, Discovery and  Integration (UDDI)
registry. Note that a WSDL document contains details
of  the target service such as Port Type, Bindings,
Ports, Messages, Types  etc. The Port Type defines the
operation and operation parameters provided WO
2004/084522 PCT/GB2003/005320  10 by the target
service, the Bindings specify the transport
mechanisms, and  the Port specifies the end point
addresses for channels providing access  to the target
service using the transport mechanisms. For example,
alternatively a DARPA Agent Markup Language (DAML)
Services document could  be used instead of a WSDL
document . Further, for example, in the preferred
embodiment with reference to  figure 4, the matching
engine uses discovery, selection and security
mechanisms to transform the request. In an alternative
embodiment one or  more of these mechanisms may be
omitted and/or replaced and/or added to  and/or
encapsulated into the matching engine. For example an
additional or  alternative mechanism could provide
transactionality by surrounding one or  more requests
from the web client in a unit of work. Further the
client  policy data may be, for example, encapsulated
in the mechanisms or a  random policy may be applied.
Further the web client request may be passed  directly
to the matching engine without first being parsed and
alternatively the matching engine could make calls to
tlae parser as  



required. Figure 5 is a flow diagram of the main steps
in tile preferred  embodiment of the present
invention. At step 501 the web client request is
intercepted. At step 502 the URL specified as the
target of the web client  request is obtained and at
step 503 a check is made to see if the URL is  listed
in a configuration file as a URL that is suitable for
transformation by the on ramp (309 of figure 3). If
the URL is not  suitable for transformation the web
client request is sent to the target  URL at step 504.
However, if the URL is suitable for transformation at
step 505 the web client request is parsed to obtain
additional information  such as any parameters sent
with the request, for example, details of a
particular aspect of the web service to which the
request is targeted, or  details of a WSDL document
which describes the web service to which the  request
is targeted. Then, at step 506 the web client request
is modified  based on client policy data. For example,
the request is redirected to a  web service which
provides the same service as that of the original
request but which is approved for use by the client
based company policy  data. Once the request has been
modified it is then sent, at step 504, to  the web
service to which it has been redirected. Figure 6 is a
more detailed flow diagram of the processing carried
out at step 506 of figure 5. At step 601 policy data
for the client is  obtained from a configuration file
and at step 602 a discovery mechanism  is used to find
suitable alternative web service implementations to
handle WO 2004/084522 PCT/GB2003/005320  11 the web
client request. Alternatives for example can be found
based on the  URL and any additional data specified in
the web client request. Further  policy data may be
used by the discovery mechanism. At step 603 a
selection mechanism is used to select a web service
implementation, from  the discovered list of suitable
alternatives, to handle the request. For  example, a
web service could be selected based on client policy
data which  specifies that the web service must be UK
based and provide for payment by  American Express.
The selection mechanism may further s elect an
application layer protocol for sending the request
based on those  available from the service bus and
through which the selected web service  implementation
can be contacted. Having selected a web service, at
step  604 a security mechanism is used to apply an
appropriate security policy  



to the request, for example the selected web service
may require all  communications to be encrypted and/or
a secure application layer protocol  to be used. At
step 605, optionally client specific information is
added  to the request, for example an identifier which
can be -used to identify  the client data processing
host such as an IP address o= machine or an
identifier which can be used to identify the web
client or web client  user. Finally at step 606 the
transformed request is provided to a  suitable
application layer protocol, for example IIOP c)--r
SOAP/HTTP. For  example the request protocol may be
chosen to match that of the selected  web service or
chosen from several supported by the selected web
service  based on a client policy which specifies for
example a required response  time. Note that whilst
the preferred embodiment of the present invention  has
been described in general terms a skilled person would
realise that  the invention could be embodied in a
data processing method, a data processing apparatus or
a computer program product comprising instructions
for carrying out the data processing method. Thus
present invention provides a method, apparatus and
computer  program product in which a web client
request for a web service is  intercepted and the
target of the request updated according to policy data
associated with the client. Further the application
layer protocol in  which the web client request is
specified may be changed and/or  information added to
the request. As a result a web client which makes a
request for which the target web service is hard-coded
may be adapted to  take advantage of managed access to
web services resulting in access to  web services
which, for example, provide quality of service
characteristics which more appropriately match the
requirements of the web  client. WO 2004/084522
PCT/GB2003/005320  12 CLAIMS  1. A client data
processing method for transforming a request from a
web client, the method comprising the steps:
intercepting the request; changing a first web service
implementation specified in the request  to a second
web service implementation; and forwarding the request
to the second web service implementation  



thereby enabling the second web service implementation
to process the  request, wherein the second web
service implementation is selected based on  policy
data associated with the web client. 2. The method of
claim 1 wherein the request is specified in a first
application layer protocol and the method comprises
the further step of:  modifying the request to be
specified in a second application layer  protocol. 3.
The method of either claim 1 or claim 2 wherein tha
client data  processing host comprises a SOCKS proxy
and the step of intercepting the  request comprises
calling the SOCKS proxy and including with the call
details of the request. 4. The method of. either claim
1 or claim 2 wherein the-- client data  processing
host comprises a HTTP proxy and the step of
intercepting the  request comprises calling the HTTP
proxy and including with the call  details of the
request. 5. The method of any preceding claim
comprising the further steps of:  discovering one or
more alternative web service implementations to
handle the request; and selecting the second web
service implementation from the one or more
alternative web services discovered; WO 2004/084522
PCT/GB2003/005320  13 6. The method of claim 5 wherein
the discovering step comprises the  steps of:
obtaining a first web service implementation Web
Services Definition  Language (WSDL) document for the
first web service implementation; and  using
information from the web service implementation WSDL
document to obtain a WSDL document for each of the one
or more alternative web  service implementations to
handle the request; 7. The method of any preceding
claim comprising the further step of:  applying a
security policy to the request; wherein the step of
applying the security policy comprises one or  more of
the steps: encrypting at least part of the request;
adding a web client key to the request; and sending
the request using a secure application layer protocol
; 



8. The method of any preceding claim comprising the
further step of:  adding information specific to the
web client to the request  comprising one or more of
the steps: adding an IP address of the client data
processing host;  adding a machine identifier of
client data processing host;  adding a web client key;
9. The method of any preceding claim wherein the
policy data specifies  one or more of: a response time
requirement; a security level requirement;  a
transaction requirement; a cost requirement; an
availability requirement; an application layer
protocol requirement; an additional  information
requirement; and a web service implementation
requirement. 10. A client data processing apparatus
for transforming a request- from a  web client, the
apparatus comprising: WO 2004/084522 PCT/GB2003/005320
14 means for intercepting the request; means for
changing a first web service implementation specified
in  the request to a second web service
implementation; and means for forwarding the request
to the seconca web service  implementation thereby
enabling the second web service implementation to
process the request, wherein the means for changing a
first web service implementation is  operable to
select the second web service implementation based on
policy  data associated with the web client. 11. The
apparatus of claim 10 wherein the request is specified
in a  first application layer protocol and the
apparatus f=urther comprises:  means for modifying the
request to be specified in a second  application layer
protocol. 12. The apparatus of either claim 10 or
claim 11 f=urther comprising a  SOCKS proxy and the
means for intercepting the request is operable to cala
the SOCKS proxy and include with the call details of=
the request. 13. The apparatus of either claim 10 or
11 whereira apparatus further  comprises a HTTP proxy
and the means for interceptirag the request is
operable too call the HTTP proxy and include with tlae
call details of the  request. 14. The apparatus of any
one of claims 10 to 13 further comprising:  means for
discovering one or more alternative web service  



implementations to handle the request; and means for
selecting the second web service implementation from
the  one or more alternative web services discovered;
15. The apparatus of claim 14 wherein the means for
discovering  comprises: means for obtaining a first
web service implementation Web Services  Definition
Language (WSDL) document for the first web service
implementation; and WO 2004/084522 PCT/GB2003/005320
15 means for using information from the web service
implementation WSDL  document to obtain a WSDL
document for each of the one or more alternative  web
service implementations to handle the request; 16. The
apparatus of any one of claims 10 to 15 further
comprising:  means for applying a security policy to
the request comprising on  more of: means for
encrypting at least part of the request;  means for
adding a client key to the request; and means for
sending the request using a secure transport
mechanism.  17. The apparatus of any one of claims 10
to 16 further comprising:  means for adding
information specific to the web cL ient to the
request comprising one or more of: means for adding an
IP address of the client data processing host;  means
for adding a machine identifier of client data
processing  host; means for adding a web client key;
18. The apparatus of any one of claims 10 to 17
wherein- the policy data  specifies one or more of: a
response time requirement; a security level
requirement; a transaction requirement; a cost
requiremerit; an  availability requirement; an
application layer protocol requirement; an  additional
information requirement; and a web service
implementation  requirement. 19. A computer program
product comprising instructions which, when  executed
on a data processing host, cause the data processing
host to  carry out the method as claimed in any one of
claims 1 tc 9. 


