WO 21104/ 100583 PCT/ GB2004/ 0111956 APPARATUS AND METHOD OF HANDLI NG

SI MULTANEQUS UTRAN RADI O RESOURCE CONTROL PROCEDURES [ 0001] This invention
rel ates to apparatus and nmethod of handling sinultaneous universal
terrestrial 5 radio access network radi o resource control procedures which
change the security configuration in a universal nobile tel ecomrunications
system user equi pnent BACKGROUND TECHNI CAL FI ELD [ 0002] This application
relates to YMEQ Lld;versal Mobile Tel ecomuni cati ons peyghaiduoisds 10
general, and to an apparatus and nethod of handling sinultaneous universal
tenrestrial radio access network radio resource control procedures in
particul ar. DESCRI PTI ON OF Tl B3 RELATED ART [0003] UMIS is a third
generation public | and nobile tel econmuni cati on system Various

st andar di zatszexrubodp e T eosk FROWNENE GIpushirobs STrdN @D 16 RERIURE dNfRL UMTS,
each in their respective areas 15 of,.cgupgetence. For instance, the 3GPP
(Third Generation Partnership Project) has been known to publish and set
standards for GSM (d obal System for Mbbile Comuni cations) based UMS,
whereas and the 3GPP2 (Third Ceneration Partnership Project 2) has been
known to publish and set standards for CDVA (Code Division Miltiple
Access) based MME S. kL BLA . &?to%@ﬂ@ 'xngmef'ﬂodgﬁaﬁdl&gi%lnﬁﬁaneo%tUQMQrth*lsst?tl@%t' on body,
specific partners publi sh and set standards in their respective areas. 20

[ 0004] St andardiodaes nentk ridfSksoik® cdPB pB3durey 3hidOh@ge(ROSRitD B)fizadtdn @sses t he
subj ect of UMIS RRC (Radi o Resource Control) protocol requirenents between
UTRAN (Uni ver S8persfigphilaleqommpnicptiopsisgstem wpead@eNet wor k) and UE ( User

Equi prrent). Al though ETSI TS 125 331 specifies the requirenent that the UE
shal | be able to process several RRGdueesdres, the document may not
address how to neet the requirenents for handling sinmultaneous RRC
procedures in particular. W 2004/ 100583 PCT/ G32004/ 001956 2 [0005]

Consi der a wi rietidgsAngitiil e device (UE) that conplies with the ETS
specifications for the UMIS protocol. The ETSI specification for the RRC

| ayer of the ROEET Sihis' ap@cationsreiatss] to SvERS el&nijerpal Mobile Telecommunications System) in

10 general, and to an apparatus and method of handling simultaneous universal terrestrial radio access

network radio resource control procedures in particular.

DESCRIPTION OF THE RELATED ART

[0003] UMTS is a third generation public land mobile telecommunication system.  Various
standardization bodies are known to publish and set standards for UMTS, each in their respective areas

15 of competence. For instance, the 3GPP (Third Generation Partnership Project} has been known to
publish and set standards for GSM (Global System for Mobile Communications) based UMTS,
whereas and the 3GPP2 (Thixd Generation Partnership Project 2) has been known fo publish and set
standards for CDMA (Code Division Multiple Access) based UMTS, Within the scope of a particular
standardization body, specific partners publish and set standards in their respective areas.

20 [00047  Standard document ETSI TS 125 331 v3.10.0 (2002-03) addresses the subject of UMTS
RRC (Radio Resource Control} protocol requirements between UTRAN {Universal Terrestrial Radic
Access Network) and UE (User Equipment). Although ETST TS 125 331 specifies the requirement that
the UE shall be able to process several RRC procedures, the document may not address how to meet

the requirements for handling simultaneous RRC procedures in particular.



section 8 as quoted: [0006] "The UE shall be able to process several

si mul t aneous RRC procedures. After the reception 5 of a nessage which

i nvoked a procedure, the UE shall be prepared to receive and act on anot her
nmessage whi ch may i nvoke a second procedure.” [0007] Furthernore there are
specific instructions wth regard to handli ng RRC procedures

si mul t aneously where nore than one procedure requires a change to the
security cophh,gui@kdon. This is described in UMIS RRE/BEALARMk:
specification ETSI TS 125 331 0.10.0 (2002-03), in sections: 10 8.6.3.4;
8.6.3.5; 8.1.12.4a; 8.2.2.12a; 8.3.1.9a? 8.3.3.5a; 8.3.4Sa and ot hers.

[ 0008] These sections basically state that if any procedure is initiated
whi ch requires a change to the security configuration while there is

al ready a progeAsr ecaiicQ0liRgks Watic v &9) heQublSinan-Ghrangaind@nd B&n. security
configuration, then it should be rejected. [0009] In short, it may only be
possi bl e t o hdnSomecypTbcEdumecifciat orhaRRfelsvet didhe SECHFI 1§ 125881 g&ai gur ati on
on-going at a ti .(%0010] It may not be possible to genuinely handle RRC
procedures si MFPAAYSUCI y without. the use of nultiple processors and so
singl e processgyei MaheiBRial LRSS LveRBinlando @R pRBkE A fleMtres@GUEnt i al .
This nmakes it difficult to inplenent the above functionality such that the
UL behavi éur icsa oered sitidgitvokedv prcchizndit Phgahessagaso siars idapicousty, 20
SUMVARY [ 0011] According to one aspecgt of the present application, there
is provided a' ?5*W@ﬂﬂﬁﬁﬁﬁﬁFsmﬂgﬂﬁ?§‘hs having a security configuration,
the apparat us @gapt Kheln@:e B&ChY RS SAGES:s fuit® Moda UTRANN rael gelaiessages
havi ng a conmand, sel ect comrands requesting a security change procedure,

t he appar at usitolgnpssly shaguorahares sagérdremidh ethanggo heseriyeonfizurbwdiyéd message
fromthe UTRAN, the 25 received nessage _hayjn recei ved conmmand, said
message handl éF CEpALTE" L@%PF%E??%@‘TEEQF%é f@%&lﬁgéﬁﬁﬁﬁh”¥$%ﬁythe

recei ved jgessage.sisheranyi pr o gl 0o &, SLCWkhLY. NaRge procedure for sel ect
nmessages; a sequential processor to receive an ongoi ng conmmand havi ng an
ongoi ng proceds, ‘e getiOLRE0A 420 (hi8BY PCTIGisBROOAVIED 1066 « cBogedient i al
processor capabl e of invoking the ongg&ggm%rocedure sali d sequenti al

processor cap dﬁ}ué\/ c&rﬁgumtzon while there is already n going which also requires a change o the
security configuration, then it should be rejected.
{0069] In short, it may only be possible to have one procedure that changes the security
15 configuration on-going at a time.
[0010] It may not be possible to genuinely handle RRC procedures simultaneousty withoul the use
of mulliple processers and so single processor implementations must be at least partially sequential,
This make_s it difficult to implement the above functionality such that the UE behaviowr is consistent

with handling messages simultzneously.

20 SUMMARY

[0011]  According to one aspect of the present application, there is provided a user equipment
apparatus having a security configuration, the apparatus adapted to receive messages from a UTRAN,
select messages having a command, select commands requesting a security change procedure, the
apparatus comprising: a message handler to receive a received message from the UTRAN, the
25 received message having a recelved command, said message handier capable of extracting the received
command from the received message thereby providing & security change procedure for select

messages; 2 sequenfial processor to receive an ongoing command having an ongeing procedure, said



suspendi ng ongoi ng processi ng upon reception of the received nessage at
sai d nessage handler, said sequential processor capable of resum ng
processi ng of the ongoi ng procedure upon control of said nessage handl er;
a command store connected to the nessage handler to save the received
command, 5 said command store capable of storing the received command

t hereby providing a saved procedure reference; and a security

configurati emohangg detector to receive a potential pgegishisiyni&hange
command consisting of one of the received conmand, the saved command, and
t he ongoi ng procedure, said security cénfiguration change detector capable
of determning if the potential security change comand contains a change
to the security configuration; wherein said nessage handler is coupled to
10 sai d conmmanequstioprégessbr Sap@bp liedking O Gadid pHRGUE Rid salenidl REESS pabicand | S
coupled to said security configuration change detector to save, process,
and det ect coﬁ*%@@ﬂﬁ?%ﬁ%?@ﬁﬁﬁgéﬁnW%ﬁ@bﬁﬁﬁﬁﬁ%Wd@%%ﬁéb%$9@$%%ma%ﬁ8@g
determne if t i exi sting.co n t he user equi pnent., .the

exi sting conﬁ%ﬁ%ﬁggﬁﬁgaégéﬂ%%[?téﬁ§%§%ﬁgggﬁﬁﬁlﬁggﬁﬁm?ﬂlmﬁﬁg%%%am%onnand,
such that the mtser adqu paRind saP PRRA6S! 1t B hddRee LERAN a6 dehQugh cdutadser e
processing the sel ect commands sinultaneously while said 15 sequenti al
processor “i s atf (MR sige SwadsTt fgfing He sk rpmgd demrarddsetyienrioaivy . [ 0012]
method of  pracaee; s PEREE Bkt B RE RRER Y, ARR b P e e T 8
security conf icgisking bofs oftthi@eceiSdl b AR QO LiScdGONFRBN S &eiboirk HRMLR, ERAN to t he
user equi pnent, the nethod conprising the steps of: (a) determining if
there is an exX¥&ty fAYiEEiATehttecatecrtiecnider depnipmeitie fEl)ial fouitieheed s an
existing 20 ¢ : r._equi nt. upon reception af a,received
connand? (i) 3%%%@%@?%35?ﬁgggﬁvg?ﬁﬁﬁggﬁ%ﬁ%hﬁ mﬁf%%%%%?ﬁﬁngVPwkégternining
if both tie reaeiseeiCOmMIBRNEuARAdo e scdhtST hrotehscs, ORIMRNGLEQANS iid seceySECUri ty
configuration change; (iii) if so determned, rejecting the received
command; (iv) SPfeydt: dvee Hettearirisniedprogavinh gechentraeten viaoec brammddst o be

Phe oxi ati g comana s budduaREe PR TR BB R R RE™ o) ocessi no
to conpl ete; saGhndbkiad ont feheUSBS coRGl ROBRbARRSAESA, 5@k 1l Ge WUERAN R be
processi ng commands simultaneously. [0013] O her aspects and features of

t he present apipFyscals B AR thouslelt oererrecprpser therpelect mpindsenuligeadibne's fay ski | | ed
of an b 2004 1608 e ehiIBpi bt e SRh RhLAM,C1 SpectTie embodinents

[0012]  According to another aspect of the present application, there is provided a method of
processing simultaneous commands at a user equipment having a security configuration, the
simultaneous commands sent from a UTRAN fo the user equipment, the method comprising the steps
ofi (a) determining if there is an existing command at the user equipment; {b) if there is an existing
20 command at the user equipment, upon reception of a received command: (i) suspending the existing
command processing; (if) determining if both the received command and the existing command contain
a securily configuration change; (i) if so determined, rejecting the received command; (iv) if not so
determined, saving the received command to be processed once the existing command processing
compietes; and (v) resuming the existing command processing to allow the existing command
25 processing to complete; such that the user equipment appears to the UTRAN to be processing
commands simultaneously.
[0613]  Other aspects and features of the present application will become apparent to those

ordinarily skilled in the art upon review of the following description of specific embodiments of an



4 apparatus and nmet hod of handling sinultaneous universal terrestrial radio
access network radio resource control procedures in conjunction with the
acconpanyi ng figures. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0014] Enbodi nents
of the present application will now be described, by way of exanple only,
5 wth reference to the attached figures, wherein: FIG 1 is a block
diagramillustrating an enbodi nent of a protocol stack apparatus provided
with a si nu{;\bqnﬁfms%handl ing RRC bl ock, in accordancecwchholfigspresent
application; FIG is a block diagramillustrating in greater detail the
si mul t aneous handllng RRC block of PIG 1; 10 FIG 3 is a first
interaction diagramillustrating simul taneous procedure handling, in
accordance with the present application; FIG 4 is a second interaction

diagramil | USt'iE[ﬁltaﬂusngid Skt Efaﬂﬁﬂrussuﬂl‘téﬂ&ﬁ%d&h[v&sah&ﬂ&ﬂn!{]r\ﬁ:%ﬂo icRss AGGQgdance with

the present application. FIG 5 is a flowhart illustrating an enbodi nent
of a method ofresgramtshtrohmeelyss propedumds basomngpdiziliansi n accordance with the
present application; and FIG- 6 is a block diagramillustrating a nobile

device, which can act as a Uganl &0-apest® ppWMivibhst he apparatus and
met hods of FIGS. 1 to 5. [001I5] Same teference nunerals are used in

different fi 98,69%2 Qe BRRL 6 Bd MsduPlopBLEMRN b ve dQ@EéJ bERy PESGRIRLON OP THE
DRAW NGS 20 [0016] Referring to the drawi ngs, FIG is a block diagram
illustratisng ambefbodiomentchaffigass, pergt:ocol st ack appar atus provided with a
si mul t aneous handln .. 1 n accardance with the

appl i cati on. [0017TG%HSé’b§HdF%P€€“HFSBﬁ‘ RE 4 SPRIP P A BB U AT PR ‘5"‘@]‘-‘% 200 is a
sub | ayer of “%g‘lts%nfltﬂltogg ga@ﬁt%iﬂlb@l}f&rm a%co;dg’nge vQErh th@-prQMt zga§mgfop,t OCO! stack 100.
The SH RRC 200 exists in the control plane only an 25 provides

i nformati on transf#d6 2Seristicigoilishenyionsaceess: sguitatoumNASRAGock The SH RRC
200 is responsjible for controlling the configuration of radio interface
Layer 1 110 and” Layer 2 120. When the UTRAN wi shes to change the UE

confi gur aib' on it V\hb.l3 le a%t%Hﬁte:@cumﬁQﬁigiﬁus&'a@ngtsigﬁlta!ﬂé'o:us%B&E@é Haﬁdmg i

accordance with the present appiication,

FIG. 4 is a second interaction dlagram illustrating simultancous procedure handling, in
accordance with the preseat application.
FIG. 5 is a flowchart illustrating an embodiment of & method of siinultaneous procedure
15 handling in accordance with the present application; and
FIG. 6 is a block diagram illusirating a mobile device, which can act as a UE and co-operate
with the apparatus and methods of FIGs. [ to 5.

[0015]  Same reference numerals are used in different figures to denote similar elements.

DETAILED DESCRIPTION OF THE DRAWINGS

20 [0016] Referring to the drawings, FIG. 1 is & block diagram illustrating an embodiment of a
protocol stack apparatus provided with a simultanecus handling RRC block, in accordance with the
present application.

[0017)  The SH RRC block (Sinuitaneous Handling RRC) 200 is a sub layer of radio interface
Layer 3 130 of a UMTS protocol stack 100. The SH RRC 200 exists in the control plans only and

25 provides information transfer service fo the non-access stratum NAS 134, The SH RRC 200 is

responsible for controiling the configuration of radio interface Layer 1 110 and Layer 2 120. When the

UTRAN wishes to change the UE configuration it will issue & message to the UE containing a



WO 2004/ 100583 PCT/ GB2004/ 001956 5 command to i nvoke a specific RRC
procedure. The SH RRC 200 | ayer of the UE decodes this nessage and
initiates the appropriate RRC procedure. Cenerally when the procedure has
been conpleted (either successfully or not) then the SI-1 RRC sends a
response nessage to the UTRAN (via the |lower |layers) informng the UTRAN
of the outcone. Although it should be noted that there are a few scenari os
5 where theywgh R || not issue a response nessage pk9ckhguddBRAN, in those
cases the SH RRC need not and does not reply. [0018] Advantageously, The
SH RRC bl ock 200 allows the protocol stlck 100 to be seen as processing

t he UTRAN comrmand procedures simnultaneously while enabling the protocol
stack 100 to process UTRAN comrand procedures sequentially. 10 [0019]

Tur ni ng Now t Qodmhde to 2wokEd GRcifi? RRSpra@edik. aeksndiragooamtriot hd s klel MPmisRggr eat er
detail the sinultaneous handling RRC block of FIG 1. UTRAN 210 sends
messages W t h 89 fie nveosiae Prlosstie Ssnerfathendiarrerdut Hebegeppiced (pither

and a'tr ansm ¢Ter gLy DRodl 88 Re i ARk p LR EEH @ w SRR, T copond
to the UTRAN iff@hini heSERAOCSSIRGESINRREReE hQKNRNSE: ths mappt b &akbeguicsUE 220 i s
al so provided with a sinultaneous 15 handling RRC bl ock 200, which is
connect ed °t o r'éerei B Hetsdhybis o e TRARs R POUTRAY indesiae the S BRC negind  whi ch
is connected tg send responses to UTRAN 210 via transmitter 214. The
connections between recsi ver 212 and si nul taneous handl i ng RRC 200, and
bet ween si nul treungousivihapdlsiyNthe BRGrcam to0 ams@ind tRkoco? bk MBY10 oD ¥@h e bl ocks
that are not expressly shown in FIG 2, such as for exanple the protocol
stack bl ocks dfecqsfughe YTRAgoppgd prereduzeianizecsdicthis ayplicsavfriotyent dck BA©213, whi ch
is subject to ¢ n under the effect of the nmessages with sinultaneous
pr ocedur es thg'i%geésﬁgﬁagg?nﬁ]él%g&eaﬁsf"ﬁ}u@m@g{hfi guration 213. Although not

expr essl yioshowswidin tkfag ndw 10 SIECUrHIEY: GONfldcgUh@iud OGN iDBCORSIIdRr ed a
property of the access stratum (AS), so that changes to the security

confi gur at i on siipePehariicesiygi Perk ob Eone eHIRAe? ISHerRREessrad titheinplsgpousof  t he AS.

o020 T SIS DAPELD SR 058000 up i Y st e, ressace

change det ect Ggei202, 1@ 2 GORRBNT 4 SRk 126, the@dssap@CkN O gaT 1o B/OrraRd a

rej ector 280. .

for those messages where a response is applicable. UE 220 is also provided with a simultaneous

15 handling RRC block 200, which is connected to reccive messages from UTRAN 210 via receiver 212,
and which is connected to send responses to UTRAN 210 via transmitter 214, The connections
between receiver 212 and simuitaneous handling RRC 200, and between simultaneous handling RRC
and transmitter 214 may involve blocks that are not expressly shown in FIG. 2, such as for example the
protocol stack blocks of FIG. 1. UR 220 includes a security configuration 213, which is subject to

20 change under the effect of the messages with simultancous procedures that change the security
configiration 213, Although not expressly shown in FiG. 2., security configuration can be considered
a property of the access stratum (AS), so that changes to the security configuration involve messaging
between the SH RRC and the rest of the AS.
{0020]  The simultaneous handling RRC block 200, is provided with 2 message handler 240, a

25 sequential processor 238, a security configuration change detector 250, a command store 260, an
acknowiedger 270 and a rejector 280,

[0021]  Depending on the current state of simultancous message handling RRC block 200, there may

or may not be ongoing or saved commands 245, alse referred to hereinafter as existing commands, in



[ 0021] Depending on the current state of simultaneous nmessage handli ng RRC
bl ock 200, there may or nmay not be ongoi ng or saved conmands 245, al so
referred to hereinafter as existing commands, in W 2004/ 100583

PCT/ GB2004/ 001956 6 the SIT RRC 200. As used in this description and in
t he appended clains, the termcommand is defined to mean either a
procedure that was invoked froma nessage, or a nessage that includes an
invocation w®aypigcedure. For exanple, there woul d RegdiR.R¥dSEki NY
commands at the SH RRC if the sequential processor had no ongoi ng
procedures and the command store had no %aved nmessages. Conversely, it 5
can be said that there are existing commands at the SH RRC if the
sequential processor is processing an ongoing procedure, and/or if the
command st ore HagH &R%@Oésdusﬁmmnagm iptiod anil & the Apéna geds, thh Al SeaeRnidRl
processor 238 processes command i.e, either nessages or procedures.
Simlarly, it Pgwmﬁ¢F”ﬁﬁﬁﬁmfWEF““H@HH@WG“§¥§Fé”?ﬁﬁ“@ﬁ@é@m@?@@é@ﬂPES i.e,

ei t her proceduha oMdTRS S 0 i s.connected
to the receiver %12 Nbssggg§ﬁg%ggggk24%§P§%§§%g§ﬁh%%%6ﬁﬁﬁaﬁef ?Wgnlng i f
there are any wmg@nhgnmml@ﬁm@dmn@mﬂmmdsmﬁé&mmMmamsﬁ&h&£M@g(ﬁﬂﬁﬂﬁﬂﬂs t hat
exist in Sinu g s handling RRC 200. If there are no existing conmands,
t hen sequentlaa“%?S‘ ?8?“?@%““%PB@@@§E§Hﬁ§€éﬁvéﬂE@WPNNW@bﬁwnﬁﬂgamn

sequence. HOV\BM‘@JH} fplotcdlnp§n§/@199thmlgxqeln§£1mg|$9 Q@cd%s@g@ ?txs envmaﬂcd that her %tla s an
exi sting command, i nstance because sequenti al” processor pAC S busy

processing a IEWGV¥5@$h%ﬁwemﬁmmede@ﬁﬁﬁ&ﬂ@wi@@hw&hﬁﬂgﬁ@ﬁlﬁ@mﬁ@ﬁwﬁmty
configuration 21 or %ecause there is a saved 15 conmand in the command
stor 260 that %hﬁﬁéﬁ%e%ﬁﬁmégﬁﬁ?wTya%6%?W&U?%¥Wﬁﬁgéthen nessage handl er 240

routes the recgivednARIBOML:dPb A8 SEEH rat ange detector
bl ock 250, which proceehs ?5: det e?H%heEP%¥%ﬁ8 E!9H$$eh el lsca%hanges t he

security k@o nf i of deteartivingrif thekef arch ot dgotnp @ siveC@inMeck 245 QOBEDEL c@rﬁlﬂm(fs he: exiist 1 Ng
conmmand change tRe security configuration 213, then the rejector 280
sinply rej ect SIPEeOP R R REC CmIERE &t aFyh cawwds e stdvetibpiberorizind, i f the

recei ved comﬁm%sggaﬁlvé%r@mcom&&gz &UQ& ST ¥r>(ess%%ﬁlmhlg‘£4oaat' on 443 then

the command store bl ock 260 saves the recelve “URLE N can be

processed aftéwmﬁheuﬂmmst¢mmpqmmnﬁmﬁdbhasb&@ﬂmmqhﬁampﬁﬁGﬁ&@hng%m§qquent|aI
processor 238 Eroqesses recei ved and saved commands i n sequence, and
dependi ng on CREVSHEEGHEBE fghpspsdheasingnlisaition s of Epeethse aaspac fi c

nessage Mka I @jB8GhOk m28Rmard ko BEKNP cifil.c messa via
acknow edger 270, Bot h agﬂhéad&ﬁgeémlgggﬁmﬁwféﬁ@"“m’*?éﬁ“%gWﬂ%%F@ate t he

out cone of routes the received command to the security configuration change detector block 250, which proceeds
to determine if the received command changes the security configuration. If both the received

command and the existing command change the security configuration 213, then the rejector 280

simply rejects the received command straightaway. On the other hand, if the received command does

20 not change the security configuration 213, then the command store biock 260 saves the received

command so that it can be processed after the existing command has completed processing, Sequential

processor 238 processes received and saved commands in sequence, and depending on the outcome of

the processing, either rejects a specific message via rejector 280, or acknowledges a specific message

via acknowledger 270. Both acknowledger 270 and rejector 280 communicate the outcome of

25 simultancous message handling RRC processing to the UTRAN via transmitter 214. In the event that a

command does not require a response, sequential processor 238 need not send either a response or &

rejection.



25 sinul taneous nessage handling RRC processing to the UTRAN via
transmtter 214. In the event that a comand does not require a response,
sequenti al processor 238 need not send either a response or a rejection.
WO 2004/ 100583 PCT/ G82004/ 001956 7 [0023] In the event that nore than one
exi sting conmand exists at the SH RRC 200, it is envisaged that the
security configuration change detector 250 determne if any one of the

exi sting cofBpdsssghanges the security configurati oRcgddol 0241

Advant ageously, the apparatus of FIG 2 enables the UE to process UTRAN
procedures 5 sequentially while the UTRAN sees the UE processi ng the UTRAN
procedures sinultaneously. [0025] Turning nowto FIG 3, FIG 3 is a first
interaction diagramillustrating simultaneous procedure handling, in
accordance wit [IuozB]heInmree\s:a It n@RHad @aéxis0f corldhhiAN;t31 Q. SEd0@ i fsiefvgizedreSSage,
‘message 1' 315 having 'security change |I' 317 to UE 320. Upon reception of
'message |' 315! MyECUBZO B TRSEEEETT P37 EREMYE WY Pt SR SEHIAGoBRRI Wi | e
security chan i s ongoing, 10 UTRAN 310 sends a second
nmessage, nesgcgdne ggsgégz%ln%ﬂég%éo, Upon reception of 'message 2', UE 320
suspends 327 gerdr i hyparebanyethelapi6€ eSI8E. M R21S OF &Sprdc@s Ualer fictieed f nMessage
2 contains a security change. As illustrated, 'nessage 2' does not contain
changes t 3 t he*®@aly iy e S Ngu bt YTorrcesdng “IEJETIS"QTPYOCQS‘Ef?Sé@WHPFE@IYt hat a

2t step 330 TRPHr of Pl WP EUHES AR 2 L P RS R USRS S RREEEN 1)
change 1 proc Qﬁﬁddﬂgha&l@ﬁg in lalpaﬂhnc]aautﬁ 8¢ pistadpbienio0f Useeurb Eeyds G Iﬂangaasaée,

processi ng 340, UE 320 sends 'response to nessage 1' 345 back to UTRAN
310. However, Sfeed UEMDE' S%Vhfﬁtﬁé?g’eéﬂé?VEFP&sUmrsra%kﬁn théssage’ ¥5 1835, the UB
?J%ORAR{ g(l:SEd:Srhgg(?l&ul s&%ﬁ? chazh,gy pmw%lns §§g%lzl% iecur%y chanée Hloqessg%%ﬁ is c!r‘T;goI%g![ \elgd ;Lgm
OF 320 sends 'UTRSPONSAdshE:cifeHSAGE: n&saoSﬁS%b@@ﬁmb pr&]h@ephgﬁBANes&m ¢80 t hat
fromthe point of view of the UTRAN 310 the UE is handling si mul t aneous
procedur es. NOE&UPEs3HeouEy %“H’é?li¥@§f3‘é§ﬁ%?é0 rtmwdﬂb@marﬁ meggefleoRlied g et or a
oD bk, SRR IR TR R3085, RN 08, RLARERRRL, L Etcot e
expressly shawamidg@ lhE|a@wr@,c1An§msﬁiotth&fed BS SR GL tlﬂbf@h Emis nKL%QgHE rsgs Asdpesponse,
the UE would not send one. [0026] Turning nowto FIG 4, FIG 4 is a second
interaction dif¥lge &mYiel 1ar Prewter AGSiark RN SFLsourty change 1 processing 340. Upon

15 termination of securily change 1 processing 340, UE 320 sends ‘response to message i’ 345 back to
UTRAN 310. However, since URE 320 advantageously has ‘saved message 2’ 333, the UE 320 proceeds
to process ‘saved message 2’ as if it was just received from UTRAN 310, The result is that © message
2 processing’ 350 completes, and UE 320 sends ‘response to message 2' 355 hack to the TTRAN 310
so that from the point of view of the UTRAN 310 the UE is handling simultaneous procedures. Note

20 that either response may be an acknowledgement or a rejection if, for example, the messages cannot be
processed for other reasons other than those which concern security changes. Although not expressly
shown in FIG. 3, if either message did not require & response, the Ul would not send one.

C[0626]  Turning now to FIG. 4, FIG. 4 is a sccond interaction diagram iliustrating simultancous
procedure handling, in accordance with the present application. UTRAN 410 sends a first message,

25 ‘message 1° 415 having ‘security change 1’ 417 to UE 420, Upon reception of ‘message 1° 415, UR
320 begins security change 1 processing 422, While security change 1 processing 422 is ongoing,
UTRAN 410 sends a second message, ‘message 2 425 having ‘security change 2' 418 to UE 420.

Upon reception of ‘message 2', UE 420 suspends 427 security change 1 processing 422 50 as 10



procedure handling, in accordance with the present application. UTRAN 410
sends a first nessage, 25 'nessage 1.' 415 having 'security change 1' 417
to UE 420. Upon reception of 'nessage 1' 415, UE 320 begi ns security change
| processing 422. While security change 1 processing 422 is ongoing, UTRAN
410 sends a second nessage, 'nessage 2' 425 having 'security change 2' 418
to UE 420. Upon reception of 'nessage 2', UE 420 suspends 427 security
change 1 pr@eessiifgk;422 so as to WO 2004/ 100583 PCT/ ¢B2eQ4h 01956 8
determne if nessage 2 contains a security change. As illustrated, "~ nessage
2' does contain changes to the securit§ configuration, so UE 420

determ nes that a security change is detected 430, UE 420 therefore
rejects 'nessage 2' 425 at step 432 and sends a 'nessage 2 failed 433
message back t®temidd RAMNsad I ontdilss 4201y ciegknesid3idd, ettt 2 tdyes eheingengd tr ocessi ng
440. Upon term nation of securitg 5 change 1 processing 440, UE 420 sends
'response to nisEHGe copisngies. HAEKE HUUTRARE 4 FioHdes g At s i FEUR 420
advant ageousl v, Aas, [:0).e6LE8 o FRSSAPG322ma éeﬁéﬁ 20ade N3t d LOMLNL LRQINT Of view
of the UTRAN 410 the UE i's handling sinultaneous procedures. Note that
response 445 mapabelalE 4AckNeyWE dgaiedingOr pr&eskif) ©C tUp@Nerhibatiof @keceanpl e, t he
message cannot be processed for other reasons other than those which
concern seécur i T3ECHEAEES “40at 178 trks rerseénapess 41475 WO TR 4P-Eovsen i f ei t her
10 nessage did. - j res. I he, I t send [ 0027]
A'though s he ¢ 2 neehbhBiRyhER8A0R Bph #5 LR i W pa R £ O

descri pti ons, UTRANS:eMNYIUBageeling faliaedut heddyps. 0 cied aesSspake Sommpads be

si mul t aneously handled in substantially the sane manner as illustrated and
descri bed. [ 0GZ8]HiPft fig HEW tloforpegrlenhe myge capngtde poePw e 9RF ey ust r at i ng
an enbodi nent gf. . S ) h Lo in

accor dance mﬁfﬁ&fﬁgﬁgégggﬁﬁig%%ﬁrg5%&%%éﬂﬁggég?&gﬁgg%égégﬁag%Fsgﬁﬁocess one
or part ob onencpigodetur@iratesgnd.iipeE wbiethetone, subsequent nessages that
are received while the UL is busy are 'saved' . [0030] Wien each UTRAN
nessage i s red@ed " YeifdeR Mg it ipFiSedard f anl thels disripgops: Ehamiged s
requested. |If - LS1,R0,,SE ity . hen .t he nmessage is either saved
or processed ﬁ%ﬂ%g?g?%?%QO%ggﬁé%%%8§ﬁ%@%ﬁy%ﬁ%ggh%%gﬁgawggﬁmbﬁmg%g UE.

[0031] If theinessagaled@des contain a security change, but no currently
active or sav%%%grocedure

Turning now to EIG, 3, FIG. 5 is a flowchart illustrating an embodiment of & method of

15 simultaneous procedure handling in accordance with the present application.

[0029]  The UE can only process one or part of one procedure at a thne, (hetefore, suhsequent

messages that are received while the UE is busy are ‘saved’.

[6030]  When each UTRAN message is received, a check is made to see if a security change is

requested. I there is no security change then the message is either saved or processed immediately
20 depending on the current foad on the UE,

[0631]  If the message does contain a security change, but no currently active or saved procedure

contains a security change, then the new message is also either saved or processed immediately

depending on the current [oad on the UE.

[0632]  If the message docs contain a security change and a cursently active or saved procedure also
25 conlains a security change, then the newly received message is rejected straight away. This is done

even if the saved message, with which it conflicts, is not yet being processed due to other messages

being processed before it



contains a security change, then the new nessage is also either saved or
processed i medi ately depending on the current | oad on the UE. [0032] If

t he nessage dots contain a security change and a currently active or saved
procedure also 25 contains a security change, then the newly received
nessage is rejected straight away. This is done even if the saved nessage,
with which it conflicts, is not yet being processed due to ot her nessages
bei ng proceggagh.hakgre it, WO 2004/100583 PCT/C82004@Q@@9§@mmgh{0033] The
flowchart of FIG 5 summari zes an enbodi nent of a nethod provided at the UE
in accordance with the present applicafion. At step 510, the method 500
begins. At step 510, a nessage is received fromthe UTRAN at the US. At
step 520, a determination is made as to whether there is an existing
procedur e thatwizg Cui nenhdyot Bel Ngupiee as saddimand airfthdiGr@Mddst i ge pr ocedur e
is currently being 5 processed then step 530 ensues, At step 530 wher eat

t he received Wé@éﬁ@éﬂﬁ§e%$@b@@@@ﬁ‘A%ﬁﬁﬂgﬁémﬁ%@ﬁ@@”mgdé§wﬁéhkm%%ﬁ§tep 510
whereat to Walugcelvc Flom %%ﬂﬁ%lsagtgeeii? At ep y(ﬁg &etcrnLnaﬁoh%r Sae §lo%ﬂeth%?(t\1e§e zg 1S
procedure curreéen el ng processe e nethod continues at step 540
wher eat the rr&&;n@@p[@mmﬂmﬁscut;hﬂy beﬁm@&b@ﬁédSanﬁ)ff nb b@ipssagei teely ved at step
510 to determ ne whether the recei ved nessage contains a security change.

| f the reéelvéﬁmw%§§ag§ﬁ@BﬁFﬁﬂh“@ééhﬁﬁﬁvmﬁwaﬁﬁ@“*@%éﬂ“ﬁﬁéaW%FHBHmcont|nues
at step 10 56003 a%lr ea} ng wl%ele'it(tjc wai rfomner\]\'er%ssgn S. % e\ru 1 ;Eu!, 1@ ESU gggclélgu% cont ai ns
a security change. rfH erm ned, then the met ont i nues at
step 570 \Aheraatamtym@ngrm@scs/adn flﬁ?ﬁ&i@@%nhrﬁesraBdte@Gl(E\dm&ﬂdle 'Enlé’tﬁ)d effRimbiald r et urns
to step 510 in order to wait for new nessages. However, if the existing
procedur e doesouteppel teegisesesc rreadebti st Y0 HaApEES Whethpidis 'epd PEEROWIEB I | nues at
;f, ggegﬁ?evw;g:rgcfacgift)’t cmc%g 1[C tPc 1¥cglgcdnnﬁ§atiﬁg)mam seeu dt%racha%‘% tHanthe éﬂg&é%%(é;}%guessatt .Lét%g 510 as if
it 15 wepe j yst wl’e@ﬁ@d ;Vadmmxlbt@qgﬂl];r eAibia ) bro@duRt038h iR aFAe&auy Gyandel Gt it6s d0S a bl ock
diagramillustrating a nobile device, which can act as a OF and co-operate
with the appaﬂﬁv%@maﬁﬁﬂﬁéﬁ%@d§m6$“FF@§ﬂ3WWF%ﬁ%mﬁaﬁﬂmVﬂﬁﬁﬁﬂﬁﬁdﬂﬁt@xenplary
wireless Comn'lmrgi.l&afttung% sg éllbm order o “bdl{ h)leﬂcatm@talﬂgn 1{9\%9@1 1{%159)(1 ng xoc,LQm{Y(io% t wo- way
Wi rel ess comuni evi ce havi TEast VoI e and Sdat A cormuni cat i on
capabilities. nm&kalzﬁecﬁttﬁihltr@cﬂ 100 G m@ﬁ eanabwt 95502 ertan@c Gapabicksid s t 0
communi cate with other conputer systems on the Internet, Depending on the

exact saved until the existing procedure completes, after which the saved message re- -enters step 510 as if &t
15 were just received.
[0034] Turning now to FIG. 6, FIG. 6 is a block diagram llustraling a mobile device, whicl can act
as a UE and co-operate with the apparatus and methods of FIGs. 1 to 5, and which is an exemplary
wireless comrmunpication device, Mobile station 600 is preferably a two-way wireless communication
device having at least voice and data communication capabilities. Mobile station 600 preferably has
20 the capability to communicate with other computer systems on the Internet. Depending on the exact
functionality provided, the wireless device may be referred to as a data messaging device, a two-way
pager, a wireless e-mail device, a celiular telephone with data messaging capabilities, a wireless
Internet appliance, or a data comanunication device, as examples.
[0035] Where mobile station 600 is enabled for two-way communication, it will incorporate a
25 communication subsystem 611, including both a receiver 612 and a transmitter 614, as well as
associated components such as cne or more, preferably embedded or internal, antenna elements 616
and 618, local osciliators (LOs) 613, and a processing module such as a digital signal processor (DSP)

G20. As will be apparent to those skilled in the field of communications, the particular design of the



functionality provided, the wreless device may be referred to as a data
nmessagi ng device, a two-way pager, a wreless e-mail device, a cellular
tel ephone with data nmessaging capabilities, a wireless Internet appliance,
or a data conmunication device, as exanples. [00351 Where nobile station
600 is enabled for two-way comuni cation, it wll incorporate a 25
communi cati on subsystem 611, including both a receiver 612 and a
transm tterwibdin@assswel | as  associ at ed conponent s suyehcasoHResOr nore,
preferably enbedded or internal, antenna elenments 616 and 618, | ocal
oscillators (LGCs) 613, and a processi ngmrmdul e such as a digital signal
processor (DSP) 620. As will be apparent to those skilled in the field of
comuni cations, the particular design of the WD 20041100533
PCT/ GL32004/ 0Q4.9=ficatiddutc@Emtm indiat depidestuins yhs toemu:dibn widohk ihenicil @p@ricdent upon
the comuni cation network in which the device is intended to operate. For
exanmpl e, nobi liEmErEq GpaE G epleineble sefien 800 OB CIPTOREUBSYET 8th 611
desi gned 0 0ngsal,e, WL g iRbik ST IBRILE, GRUTUAL 63kLoR Syatem the
Fsiofed ate with ™ Tioblle tystef, ft A
Dat aTACTM m)bldﬁsé"ne contmuni cat I on sy%teﬁ% &P lr?eotn\/v%gﬁctJ UMTS Ret wor k, EDGE
networ k. 5 [ 0Q3fjurdatisprel, @RS 856y« @I nkt@E BDSE Mivbilk. al so vary dependi ng upon
the type of network 619. For exanple, in the Mbitex and Dat aTAC net works,
mobi | e st t i orf®®@0oNi¥y ey stEFRES o ThErnEpbracrasteiye obrelipk §ife
i dentificati Oréxa@z%gt?nqge I\/%%]%Q nld %Et?zech\%t\;:obks,%&n SiﬁBp éOb%rc_%igtﬁgd 09@16 e‘\\grky DS and GPRS
networks, however, network access |'s associated wth a subscriber or user
of nobil e st atiiueifle GOisicaddn GRS AaBddkel @ith G¢hatobi@NtatohemafMIS and @GS hdt@sks.a
subscriber identity nodule (SIM card in order to operate on a GPRS 10
net wor k. W t h&ditevea ngadl eesSispsechiedvitha supis arpspiof eobidersaion 61 WCPRS ¥98% be ful Iy
functional . L Cs)tgtialn ]ghgrlg:fm'@ S')el?ﬁircsneguw{bg' i cgtmmndulg?stIlgﬁ)OCQr Iiilpgl'gﬁ‘lt{)o Fate Hoa S! as
| egal |y require uncti ons ?| any such as "911 energency calling, may
be avail abl e, nbudik. MR Svasd Bl o)) G rdbik basbewilinakl fely teenear Lyeaiattdon-any ot her
functions invol ving communi cations over the network 600. The SIMinterface
644 is normal [l pmmgicatiop dungtiopsg pewedl] @ tleeplif revithh fetions B1app ¢k @ Fah be
inserted and ¢j ected |ike a diskette or POMIAA card The 15 Sl Mcard can
) - caflipg, iy Fe avaible; but mmolile st 0" wil abl 7 £y Bihe
have appr oxi ma eel‘(fBVyéﬂI? ot rr‘%a‘ﬁla)[rayL a‘?@oﬁglsgmlﬁanymEeefn}:(‘)a’n |1{;l ration 1651, and
ot her i nf or mantiom iBEIngSbidhuniasionk Bheinke nbti-@a80D.0he SaNtlerstlasas dobary smathrat ed
information. [00371 When reg}ui red network registration or activation
procedur es haves et inofst et pp b ipseied B gecepike g digketiay SeHHc®nder ecei ve
conmmuni CalrSI on Sﬁ/& ng\pdafllﬂnshaQBVRIe)pri‘OX!:mDIEI}' @ﬁi‘ Q n1reri§0ry6 ::;Ihg holas I!l'lzg:? Qely Scon'%igz(r:agénvfgg alg%ther
information 653 such as identification, and subscriber related information.
[06371 When required network registration or activation procedures have been completed, mobile
station 600 may send and receive communication signals over the network 619. Signals received by
antentra 616 through communication network 619 are input to receiver 612, which may perform such
20 common receiver functions as signal amplification, frequency down convession, filtering, channel
selection and the like, and in the example system shown in FIG, 6, analog te digital (A/D) conversion.
A/D conversion of a received signai allows more complex communication functions such as
demedulation and decoding to be performed in the DSP 620, In a similar manner, signals to be
transmitted are processed, inchuding modulation and encoding for example, by DSP 620 and input to
25 transmifler 614 for digital to analog conversion, frequency up conversion, filtering, ampiification and
transmission over the communication network 619 via antenna 618. DDSP 620 not only processes

communication signals, but also provides for recetver and transmitter control. For example, the gains



antenna 616 through communi cati on network 619 are input to receiver 612,
whi ch may perform such 20 common receiver functions as signal

anplification, frequency down conversion, filtering, channel selection and
the like, and in the exanple systemshown in FIG 6, analog to digital
(AID) conversion. AID conversion of it received signal allows nore conpl ex
communi cation functions such as denodul ati on and decoding to be perforned
in the DSP 6287 %W ni | ar nanner, signals to be traosgiitadyer e
processed, including nodul ation and encodj;ng for exanple, by DSP 620 and
input to 25 transmtter 614 for digital to anal og conversion, frequency up
conversion, filtering, anplification and transm ssion over the

conmuni cation nefwork 619 via antenna 618. DSP 620 not only processes
conmuni cation signals, but &l &6 protriiesires e lremydndittivansniotider
control . For exampi@uorkatird dak$ 2 WR0044 100583 E’ZQT/ 0132004/001956 11
applied to communi cation signals in receiver 6]£ and transnmitter 614 may be
adapt i vel y cont FB¥% &debil #atigugih paistiomatiides g aickpra:est 68 widdh Gfbit IS veran

i mpl emrented in gjglPﬁoggtOtﬁedLVQOB 1 Mobile station 600 preferably includes a

m croprocessor 638 whi ch  cont PO R & gersinglufine aplpratrdeit #nd moise Fontrivecatteni ce.
Communi cat i ®n f soettbraiShoukNGhMi-Ng: . t . data and voice conmunicati ons,
5 are perforned through c%m‘runi cati%%ysgﬁggystleoﬁﬁoﬁf l.%sﬁ\ﬂ%?:f“ﬁ’ﬁ?‘so‘ff@&%’f 638

al so interacts RGN s0lby fipby SQDBYSIRNE 6BUSRoAS bR Fh8 %522,
flash nenory 62;1‘31:«11'%@99%%&@%) sg nenory (RAM 626, auxiliary input/output
(1/0 subsystens 628, sefi PO 815, slbsPE §¥r 1882 532 spelak . B3dbhone

i crophone 636436,a Shofiig LaNUSANMMHALEALLONS SU tem 640 and any ot her
devi ce subsystens generally desi gnal%tgﬁaso @if?y (t%%y?ﬁﬁ%@”%?f‘ege?ﬁa“% he
subsyst ens shovi¥§#¢m& 6 perform comuni cation-rel ated functions, whereas

ot her subsyst erggy. provide “resident” or on-device functions. Notably,
sone subsystens, such as = Ke{BERFE" eI Emeion ephujraepRled brctiex atphe, nmay be

used for both commwseatl.ppoiHaied & UNEHLINS 0. JUGH as entering a text
message for transnmission over a communicati ‘Sr%°?f'e?“\%‘6#Yk?"‘“aﬁ*BW%ﬂEé\%St‘fEéSr esi dent

functions such “&88 S@ainé ditrhat 62, rextnaBloul bsstsed 1% Both ARANNRSAAL kNGoSYSt M

sof tware used Ry, the. cr.Qprocessor 638 is preferably stored in a
persistent store such® as {1 S€h"nERBISexa: copmBntoras«iin st datte-beds

read-only nenpifiyctibReM as Ofac8ldFol AF St orage el ement (not shown). Those
skilled in the art will appreciate that the operating system specific

devi ce 15 [0040] Operating system software used by the microprecessor 638 is preferably stored in a persistent
 store such as flask memory 624, which nay instead be a read-only memory (ROM) or similar storage
element (not shown). Those skilled i the art will appreciate that the operating system, specific device
applications, or parts thereof, may be temporarily loaded into a volatile memory such as RAM 626.
Received communication signals may also be stored in RAM 626.

20 [0041] As shown, flash memory 624 can be segregated into different areas for both computer
programs 658 and program data storage 650, 652, 654 and 656. These different storage types indicate
that cach program can aflocate a portion of flash memory 624 for their own data storage requirements,
Microprocessor 638, in addition to its operating system functions, preferably enables execulion of
software applications on the mobile station, A predetermined set of applications that control basic

25 operations, inctuding at least data and voice communication applications for example, will normally be
instalied on mobile station 600 during manufacturing, A preferred software application may be a
personal information manager (PIM) application having the ability fo organize and manage data items

relati s uge i i imi
ating to the user of the mobile station such as, but not limited to, e-mail, calendar events, voice



applications, or parts thereof, may be tenporarily loaded into a volatile
menory such as RAM 626. Received conmunication signals may al so be stored
in RAM 626. 20 [0041] As shown, flash nenory 624 can be segregated into
different areas for both conputer prograns 658 and program data storage
650, 652, 654 and 656. These different storage types indicate that each
program can allocate a portion of flash nenory 624 for their own data

st orage requioreBnis. M croprocessor 638, in additi gri@eksi@per ating
system functi ons, preferably enabl es EXFCU'[I on of software applications on
the nobile station, A predeterm ned set of applications that control basic
25 operations, including at | east data and voi ce communi cation applications
for exanple, will nornmally be installed on nobile station 600 during

manuf act ur i ng, malls, mpe;‘a‘itemrsecb &b frdmpvalio@naflp pre ot d mmo:mgusbeulabe ap@vls ontad

i nformati on man ation having the abil %/to or gani ze and

manage data i t® “t“?" Itoa{l\?h%g?ﬁ’effﬁg‘d?J‘éqétF‘mo?“dE}H%”%‘ﬁi qné"o‘g BYT6 M EHieh as, but

not limted tkalh@'tJE@lldlamd ch@ilzeQQtQﬁ‘Jms QfVlQth\ére}esyz%!vBl@ 6%1)29194?41%& gn(hatéﬁgt PCT/ G
B2004/ 001956 12 mail s, appointnents, and tens. Naturally, one or

nore nmenory stid¥ega xnm,lhld seyelesgly Aiedradi] seno@maame:ﬁad umrmd:ou lieths tiadebsomwiipodaci | i t at e
storage of PIMdata itens. Such PIM application would preferably have the

abi ity to sent®aKdroPlseaioydsetfapaesioptiigas {ims P WPEre &8 hiPBrKk619. I1n a

pr eferred e”bqwlcmeﬁtrthm [J[]ﬁtmo? InM qg%@‘l(}f!déd%ﬁ@th%(%l e%gzﬁcrﬂﬁﬁﬁﬁ'!nb{h ljl'lenqtct@ﬁ{ @lt)ed
synchroni zed and updated, via the wireless network 9, t he nobile

station user' sm@mhmeﬁpetmdmwgtﬁl’dasmal wotléﬁmshstI@ll’UEd)nﬂlEnufa&ﬁ{)ﬁbsaste&CBfiw:Ta‘i}r a host
conputer system Further plications may al so be | oaded onto the nobile

station 600 tﬁFl&’id@‘ﬂb‘%ShbéYSﬁ‘BP “k‘“@i‘é byaLa%méﬁ%ﬁMﬁ%ﬁfw1>f1ff=eiﬂ>fs1u‘wswek‘e¥ﬁ%28

serial port 63Q gshend Jzeangqeby%mumm@@;o} £RSs s&ylh@»{bﬁhfwagf}Qan&armsa%n ot her
sui tabl e subsystem 642, and installed by a user

preferably a nl@msvsothatflldctenﬁtyovfethe (rat shown)pdvos ceXeed bi-@icd fundibre,

m croprocessor 638, Such flexibility in application installation 10
i ncreases t he “PURCEGHES L RPelsrs PHE YT EuRen - HasP B Iod drrdnianeed

on-devi ce funQEaleQ&tlochméQh&ﬁ)%& 91@ ohé Lu@ixf%glcztlil‘&nhﬁgclu%gﬁ be [f019&tugno HFOI’
exarrpl e, Ssecure commruni cation appl i cations nmay ena ectroni c comerce

functions andn@bzheﬂrosfi@@h financial transactions to be perforned using the
nobi l e stati on{)0 0042] In a data conmmuni cati on node, a received signal
such as a text slgag‘@ta SPIRREPT OB * TSV SR S T T PhERSEEd by t he

comuni cat i on asHREKSEIE Mol ARk AR ol Qushf 61 £ QRS OHETSr0c838s3s,

which preferably further processes the received signal for output to the display 622, or alternatively to
an auxiliary /O device 628. A user of mobile station 600 may also compose data items such as email
messages for example, using the keyboard 632, which is preferably a complete alphanumeric keyboard
or felephone-type keypad, in conjunction with the display 622 and possibly an auxiliary IO device 628,
20 Such composed items may then be transmitted over a communication network through the
communication subsystem 611,
[0043] For voice communications, overall operation of mobile station 600 is similar, except that
received signals weuld preferably be output to & speaker 634 and signals for transmission would be
generated by a microphone 636, Alternative voice or audio /0 subsystens, such as a voice message
23 recording subsystem, may also be implemented on mobile station 600. Although voice or audio signal
output is preferably accomplished primarily through the speaker 634, display 622 may also be used to
provide an indication of the identity of a calling party, the duration of a voice call, or other voice call

related information for example,



whi ch preferably further processes the received signal for output to the
di splay 622, or alternatively to an auxiliary 1/0 device 628. A user of
nobil e station 600 may al so conpose data itens such as email nessages for
exanpl e, using the keyboard 632, which is preferably a conplete

al phanumeri c keyboard or tel ephone-type keypad, in conjunction with the
di splay 622 and possibly an auxiliary I/O device 628. 20 Such conposed
items may tHEQ20&10BaNsNi tted over a conmuni cation nepawdkodhieugh t he
comuni cati on subsystem 611. [00431 For .,yoi ce communi cations, overall
operation of nobile station 600 is simlar, except that received signals
woul d preferably be output to a speaker 634 and signals for transm ssion
woul d be generated by a m crophone 636. Alternative voice or audio I/0O
subsystens, sudiitthsSed! g Ge i sGa@@lleEmﬂlé/c@Ffmlwtﬂéwbsw@eh@lglwazysmaﬂtso be

i npl ement ed on VOoi C out put
is preferably éf?(%g! c%10§¢]§}&10n oL x\(f?mpsylnchrort] ﬁatzon%ltha Ltseh égeglﬁog giggwergwg 45110 vd :gaﬁl ay 622
may al so be usedddiabie, FBﬁLOsVind;@LuﬁJ]l dbvﬁlﬁ“c&@&kr@n s&ﬂ 2 bhesd dens bilade PlsedoGal 11 ng
party, the duration of a voice call, or other voice call related

i nformation foPC@RaHPrEsh W*@@b@ﬁm%@r@@ﬁ%@v@@mmmm% mpilﬁliti[:ﬂ@M]

Serial porn 63 , errent er sonal
digi tal aS§S]I st gl?ltgtl ps{fi%b,& % 'i/mdmf!‘mobm%‘m nao Sf’g\’\r’f“ef “l?ﬂﬁlt‘i:’ﬁ él'il?%‘?i‘r@ P%ation with

a user's deskt am tﬁiﬁugﬁ)&lﬁiﬂeﬂess(cﬁlﬂiunﬁhﬁw\ﬂ'@wmmy}w a%zat@@@ﬂnfoﬁtbldtﬁma;bﬂcﬁtcx&nﬁ)lc%g opti onal
devi ce conmponent. Such a port 630 would enable a user to set preferences

t hrough an ext és?%‘aiPdddW?I%U“c’fFY oslofie Jeircahrappl drobtd b reithtd avouied cmpetiend t he
capabilities of tion 600 by providing for information or

sof tware downl Sglg‘gbn?[gﬂlése o e\m(iom?mmmo%oo other than through a wirel ess
comuni cati on JesWoEK. coxﬂ'ﬁl@cﬁm @15@@&1@6@@%1}&@@“9@%Iaonm}{matzrglg sb%@IpL £ be used
to |l oad an encryption key onto the device throug direct and thus
reliable &hd t‘l‘”d‘é‘t"é@“%éfr’frﬁ@@t‘ iR may provifrelprebymeingibl Btvs@oubie sy icEend

Commnl Catl on. dlf["eggtélgslems [} el;'l(,bs ich neeg%gtl ons Ubs St ens 640 SUCh as a
short-range commini CAtT ons  Siibsy et e ™ Eeon byl sl ¢80 fti 1Al Eonponent
whi ch may pr oviudgte 640 o PR Hn Gk QBidd 81 We R dTRRI -6 c%r%@txén@g} a@Q&gooﬂzﬂd
different systens or devices, which need not necessarily be simlar

devi ces. For é&’é}ﬁhrjlc%w“*f"l‘i@e10@%@9’5@@!@1“@4@11 mEnsizilang bude saami anf deeiteed devi ce and

associ ated ci rgd%]t %hé%r!%b] wgrgg use Bl)utet oot h'I'GIVé conmuni cati on nodul e
to provide for Commni Cati on W PYORhEIFEC BeE anrrdy 2devi ces.
15 method of handling simultaneouns universal terrestrial radio access network radio resource control
procedures .

0047] Although the terms message, procedure, and command have been specifically used in the

above description and the accompanying figures, it is envisaged that gither messages, commands, or

procedures be handled simultaneously in accordance with the apparatus and methods of the present
20 application, so that these terms can be interchanged without changing the scope or departing from the

spirit of the presenf application.

[0048] The above-described, embodiments of the present application are intended to be examples

only. Those of skill in the art may effect allerations, modifications and variations to the particular

embodiments without departing from the scope of the application,



[ 0046] When nobil e device 600 is used as a UE, protocol stacks 646 include
an apparatus and 15 nethod of handling sinultaneous universal terrestrial
radi o access network radi o resource contro|l procedures. [0047] Although
the terns nessage, procedure, and command'have been specifically used in
the above description and the acconpanying figures, it is envisaged that
ei ther nmessages, commands, or procedures be handl ed simultaneously in
accor dance™#4aMt he apparatus and net hods of the present 20 application, so
that these terns can be interchanged w thout changing the scope or
departing fromthe spirit of the present application. [0048] The

above- descy i bedy &@DQQM;?EE&I&% Pir.ath@‘ézz@)') 8¢k @Eb@hﬂi@aédnﬁ?hrﬁt'i&l isengedpiahe
exanples only. Those o sk|F in the ,at nmay effect alterations,

nodi f i cat | wiaglednd racaive ahdsegss front ha) RN i (€ L) aselece mnashigee hivingne tchmotand, select
departing fromthe scope of the application. 14 W claim 1. A user

equi pment OBFRNET [UEDIE SRR §BRDES BEOSERIE (2100 HiCi AgDdTalis M Bg) | t he
apparatus adapted to recei ssages frama UTRAN (210)., egt nmessages
havi ng a connaﬂﬁ?m%aE%EPSEEéﬁﬂgﬁﬂ§“%5ﬁh5§?Vﬁgm§”§§§H&P%wggﬁgﬁgé rocedur e
(215), thecappar abiseeC AR 21 Rlcivéy UBARATLE ARNHShed 4 ier! LaphBESVE 2

recei ved nessage fromthe RAN, the received nessage having a received
command, saidcting sieageitedndnennd apabherecfivedandssaaect i ng t he recei ved conmand

fromthe received nessage; a sequential processor (Zggz to receive an
ongoi ng conmand {eAUBYIahRIeEasepr dA38) G dRsEIE ap rosedibl cenmal d4ScpuEatanal

processor ca ableoof invoé%n? tqe ongoin 8§r@cegyte, sai@Fseiﬁential
processor TCaPabI ¥OBF " SusHEnd n5$g%'ﬁ@“%r AUEr Y THPEREsYF g 2SPEn
reception pfc.hfle, r&HeiMReIESHAAAT cpad é@%ﬁ%&ﬁii g &ﬁ% Rlduresequenti al
processor capable of resum ng processing of t ongoi ng pr ocedure upon
control ofpre@isthgnessageefidadifen: Bcdh@amasdagt or &id 2609ag€ vaniat edidt o t he
message handler to save the received command, said command store capable
of st ori ngequsatial deesiessed carghiramr dresuunge bipcesping \af dhen gnapangeproessinteayds ( 254) and
saved procedure _references; and
control of said message handler;
a command store (260) connected to the message handler to save the received
command, said command store capable of storing the received command thereby
providing saved commands (254) and saved procedure references; and
& security configuration change detector (250) to receive a potential security
change command consisting of one of the received command, the saved commands, or
the ongeing procedure, said security configuration change detector capable of
determining if the potential security change command contains a change to the security
configuration;
wherein said message handler is coupled to said command store, is coupled to
said sequential processor, and is coupled to said security configuration change detector
to save, process, and detect configuration changes in commands respectively, said
message handler is capable of determining if there is an existing command at the user
equipment, the existing commend being one of the saved commands or the ongoing
command, wherein said security configuration change detector rejects the received

command if both the existing command and the received command include a change to

the security configuration, and if not, said received command is saved,



a security configuration change detector (250) to receive a potenti al
security change command consisting of one of the received conmand, the
saved commands, or the ongoing procedure, said security configuration
change detector capable of determning i 5 t he potential security change
command contains a change to the security configuration; wherein said
nmessage handler is coupled to said command store, is coupled to said
sequential processor, and is coupled to said security configuration change

det ect or #o S ess de ect ofel figuration chan nds
respoct vely, - ol PRBEE R ue AR AT B 0. SRPY G AP RS e RREH

an exi sti nge e QqmaRg o%};mﬁ@@orﬁtﬁﬁfd at %ﬂ&' sREBRtal pido&s&X ih shE nfeQdBB RehaRedHas one
of the saved commands or the ongoi ng command, wherein said Security

conf i gur atémermfchargyed desagt or ticekadted mhdreageac eﬁweduemmin;sraamdsarfto betdmet the

exi sting command and the received conmand include a change to the security
confi gur at"éANe #1§&52e¢- not, said recei ved conmand is saved. 15 2. The
apparatus as recited in claintl, wherein if said nmessage handl er determ nes
that there is not an ongoi ng conmand at said sequential processor, then

sai d message hapdl gy, atsaﬁﬂda% O BF cIhiff 15V ek BRRAGR A" michpréBke! Y@Qé oo

nmessage to the sequent|a processor to becone the ongoi ng ‘nessage

appar at us masdie esir eqdpien: ot@eswing, further conprising a mcroprocessor (638)
to handl e user equi pnent processing. 4. The apparatus as recited in claim
3, wherein said sequential processor is provided by a procedure (646) that
i's executed by,@gld nicro$roc%esop8 g ratuslas recited |Q(fla|
wher ei n sar AYBAGR AT BF'90S" 5rogi ol & e'i‘}tﬁ SCHPRNER rIpT SR AR EYS ?Ptt’ne
(646) 1 halorb Rt 964d) B R¥xRel bSBE ARLGGSERA], O~ A Method of processi ng
S|nultanedhs commands at a user” equi prment haV|ng a security configuration,
t he simul taneous commands sent froma UTRAN to the user equi pnent, the

met hod conprising the steps of : (a) determining if there is an existing
command at5.t he Tiseapparqui paregeited 8R@pm 3, wherein said message handler is provided by an

interrupt service routine (646) that is executed by said microprocessor.

6. A method of processing simultaneous commands at a user equipment having a security
configuration, the simultaneous commands sent from a UTRAN to the user equipment, the
method comprising the steps of :

{(a) determining if there is an existing command at the user equipment (520});

(b) if there is an existing command at the user equipment, upon reception (510) of a
received command:

(i) suspending the existing command processing;

(i) determining if both the received command and the existing command contain a
security configuration change (540,560) ;

(iii) if so determined, rejecting the received command (570);

(iv) if not so determined, saving (550) the received command to be processed once
the existing command processing completes; and

v) resuming the existing command processing (530) to allow the existing command

processing to complete.



(b) if there is an existing command at the user equi pnent, upon reception
(510) of a received command: (i) suspending the existing command
processing; (ii) determining if both the €ceived command and the existing
command contain a security configuration‘thange (540,560) ; (iii) if so
determ ned, rejecting the received command (570); (iv) if not so

determ ned, saving (550) the received conmand to be processed once the
exi sting comand processing conpletes; and (v) resuming the existing

command preces S*Fﬁt’%ﬁétﬁg’fpas &gteﬁlirll Ot ?g/ggélnstﬁ 099 %mgnd R ? ﬁg ?rll {r}n%)and

conplete. 16 7 met hod as reci a I'm®o erel

conmand |saaﬁngmggmygngganngdmﬂggf&ﬁqhkmtbe|ng processed by the user
equi prent. 8. The nmethod as recited in claim®6 wherein the existing comand

is a saved command not currently being processed by the user equipnent.
8. The method as recited in claim 6 wherein the existing command is a saved command

not currently being processed by the user equipment.



