TESTI NG OF MEMORY CONTENT The invention relates to

t.he testing OWA9Gont ent of nenory associ at ed wi t h a PCT/GB95/01642
rﬁcroprocessor The nmenory.may be nenory whose contents cannot be altered
(Read Only Menory or ROM) or. nenory whose ca@ntents can be al d.such as
5 Electrically Progranmmabl e Read Only Menory (EPROM or F@QQE@?HAS BEEN
AcGess REPLACED
" TESTING OF MEMORY CONTENT T

The invention relates to the testing of the
content of memory associated with a microprocessor.

5 The memory may be memory whose contents cannot be
altered (Read Only Memory or ROM) or memory whose
contents can be altered such as Electrically
Programmable Read Only Memory (EPROM} or RAM (Random
Access Memory).

10 There are many instances in which memory which
holds predetermined information is required to be
tested. An example is in the use of integrated credit
cards, otherwise known as smart caxds. Convention- -
ally, smart card memory is tested by connecting the

15 card to a reader, reading out the memory contents and
performing a check on the read-out, perhaps by way of
check-sum verification or by comparison of the read-
out with data which should be present. Often, the
memory contents are confidential and it is possible

20 that unauthorised access to the information could be
obtained by simulating a memory test. An object of
the invention is to overcome this problem.

According to the invention there is provided a
method of testing the content of memory associated

25 with a microprocessor in a module, the method
consisting in applying predetermined data as input to
the module, comparing the data ihternally within the
module with data held in the memory and issuing a
verification output from the module according to

30 whether the memory content is verified as correct or
not by the comparison.

The data held in the memory may be data
permanently or semi-permanently resident in the
memory, such as program data and/or initialisation

35 data, or may be data written to the memory as a first
step in the test method. By this latter method, the
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By use ‘of an intermal memory ‘comparison
technique ‘as described’ above the memory contents are
externally inaccessible directly. All that is output
is a verification signal. T

It is possible.that fraudulent attempts to
determine the -content.of the memory may be made by
automatically inputting suécessivefsetsﬁof-test data
which are systgmatically:changednin?content-until a

- verification output indicates.that the memory content
- corresponds with the input data. ‘There are ways of

20

25

dealing with this problem.

According:to”a'feature of the invention the
microproceésorpiS-programmed to delay the issue of -
each verification or non-verification output. . The
delay between successive outputs may be a matter of
microseconds or secdnds - ‘The object"is to render the
time taken: for systematic checking to be
prohibitively long.

Another way -of preventing fraudulent memory
checking would be to.arrange that the -input data is
encrypted, for example by being.operated_on by a

secret -algorithm, before comparison. - Then the input

30

35

data would have no clear correlation with the memory
content. The algorithm or a key to it could be
different from batch to batch of the smart cards.
The.invention-wiil further be described with
reference to-the'accompanying-drawing,-of which the
sole figure is a schematic diagram illustrating a

‘method embodying the invention.
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the integrated circuit with the test data held in the menory, and issuing a
verificati oWOWO3W? 20 fromthe integrated circuit whereby tREF/GRISOEE42

fhnctlon and the retention properties of the - menory may be verified
as correct or not according to the verification out put

By this nmethod, the wite function and retention properties of an
electrically alterable nenory can be tested.

According to a second asReférsing heoitiverdtawind esiibie ¥ Qhsiad & et hod 25

modul o, the - veftatia TR EFREk AR A moiela i i S s 1 nput
to the nodul e, e rEERRGN which Contipnwezmamcﬂata and:cnnmupa;riém
ol 0’ the, nensr: S S SLASR H%Zﬁ*%%‘fbﬁ?puﬁ 3 m R e O
according td V\hé’f%e‘?ah E’Fé‘?ﬁﬁg nahtehiefLeate datia compaxigans. or At by
the conparison. f¥terface to the exterrﬁﬂCQfdi‘lQﬂ i A %}pec‘hte of the
present inventiao é[hcg }dr‘r’E{h ‘{1el d%g he mem)ry may be
per manent |y or s frit1y (it 49? facednAne thkae ports 5,
6 and 7 whereby signals are passed to and fro between
the integrated circuit 1 and the outside world. The
10 internal route from port 7 splits into two paths: a
write path 8 passing to the memory 2 and a read path 9
passing to comparison device 3.
Testing is carried out by inputting program -
data to the integrated circuit 1 and performing a
15 comparison internally by means of the comparison
device 3. The program data is gemerated by external
means (not shown) and is passed to the comparison
device 3 via the data input port 7 and the read path
9. Corresponding data stored in the memory 2 is
20 passed to the comparison device 3 via a read path 10.
In the comparison device, the data entering from the
two paths 9 and 10 is compared and the outcome of the
comparison is communicated to the outside world via
port 5 by means of a verification signal identifying
25 the comparison as Pass or Fail. This method prevents
the memory contents from ever leaving the integrated
c¢ircuit 1 and thus ensures high security. The read
address and control signals can bé generated by
external means (not shown) and input to the integrated
30 circuit through an address/control port 6 at the
interface 4. The address/control signals are passed
to the memory and control the passing of data from the
memory 2 to the comparison device 3 in the
conventional manner.
35 In an alternative embodiment (not shown) the
ports 5 and 7 are combined into a single multiplexed



as programdata and/or initialisation data, or it nmay be data witten to i
the menpwWO a02817 i r st step in the test nethod. By tRCIGBISPOMI2 et hod, /
t he : -2 - wite
function and retention propertles of aniflgctrlcally al terabl e nenory

read/write port and the port 6 eliminated. Address
and control signals which would ‘otherwise have used
~ the port 6 are instead input;on a-multiplex basis via
the sub-port 7 of the combined port'5/7 and the path
5 8. | | B
' The scheme also allows -for: the testing ‘of the
write function of electrically alterable memory by
allowing test data to be written to the memory 2 via
the_deta.ippuc port 7 at the interface 4 and the write
10 path 8. A correct. write can -then be verified in the
" manner outlined above, again under the .control of
the address/control signals. In-thistey properties (
such as endurance, retention tlme and cell margin can -
- all be tested. . _ Lo
15 : It might still be posslble for :fraudulent
access to the contents of memory 2 by exhaustively
testing all_possible.cembinatione.cfsmemory. ~ It can
be shown that this becomes more difficult the fewer
times a pass/fail signal is generated. -For instance,
20  if the pass/fail is generated after reading a single 8
bit byte, then a maximum of 256 reads are:required to
exhaustivelyltest_a_byte.- If a pass/fail signal is
- only generated after reading a 16 bit word however
. then a maximum of 65,536 reads would be required to
25 exhaustively test a word. Similarly 4, 294,967,296
reads are required to exhaustlvely test a. 32 bit word.
_Exhaustlve testing to extract the memcry contents can
eas;lyube_made-unfeas;ble using. this scheme.
fAn.additional aid to seeurityvis to ensure
30 that words to be tested extend over memory page
~ boundaries, perheps by variable amounts.
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can be tested. The nodul e may be an |nteg;ated circuit
i ncl udi ng M@602917 nenpry and the microprocessor or may be S5fp1642
Yi nt egr at ed ci r cui-ts—s—physicalty bonded by encapsul ation or the Ilike.

Typically the nodul l egrated circuit in a smart card.
By use of an inter iﬂ- iy i I son technlque as JeSTr e
g |nacceSS|bIe di rect iy SeooAl Leg hat i

the menory content :
output is a verification stgnal . 10 Ms Ht= 1S pfss ]
fraudul ent attenpts to determ ne the content of the nennry may be nmade
by automatically inputting successive sets of test data which are .
systemati cal | y ichanged A metheiderif teisting the céRitienitCifi QRmhPUt

gl cates hat (e Ty GO e saiande T S oaune, R 9
5 method consisting in applying predetermined data as
input to the module, comparing the data internally
within the module with data held in the memory and
issuing a verification output from the module
according to whether the memory content is verified as
10 correct or not by the comparison. -
2. A method as claimed in claim 1 wherein said
predetermined data is passed as a first input to a
comparison device forming part of said module, wherein
the content of the memory is passed as a second input
15 to said comparison device and wherein said comparison
device compares the data applied at its two inputs and
generates a verification output signal identifying the
comparison as pass or fail.
3. A method as claimed in either one of claims 1
20 or 2 wherein said data held in the memory comprises
data which is resident in the memory.
4. A method as claimed in either one of claims 1
or 2 for testing the write function of the memory
wherein said data held in the memory comprises test
25 data which is applied as input to the module and
written to the memory prior to the comparison.
5. A method as claimed in claims 2 and 4 wherein
said memory is electrically alterable and has a write
input and wherein said test data is passed to said

30 write input and is temporarily stored in said memory
prior to being passed to the second input to said
comparison device, as aforesaid.

6. A method as claimed in any one of the
preceding claims wherein the verification signal is

35 issued only after a time delay. _

7. A method as claimed in any one of the
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15 According to a feature of the invention the
M Cr opr oceweos/0iH7 /prggr&md"t‘o“ael ay the issue of eac?FTl@P?sfqlé‘B-t i on

or non-verification delay bet ts may

out £ _
be a matter of gmn“ i i‘“ﬂﬂ‘ con Thig WMSFIEET?IABCBE‘EW er the
tinme-taken for .- .- ng t be PO
Anot her. way: of preventrng fraudulent menory che ,
t hat. the i nput d X e by
asecret albori PRacepipl SLAEHE] eniShe el i’?#ﬂnﬁ éﬁgrgl?@f*&% e
no cl ear correlQFEéﬁtﬁthnﬁﬁedﬁ§ﬁ0b9f@§ﬁt@ﬁ@Pthéoabgor|thn1or a key to it

coul d- be drffergnt frO”hP%b%hoHQaQakiﬁlﬂédtBﬁ §ﬁ?rbn€aéﬂsth85
The i nvention will further be described wth reference to the

acconpanyi ng dr RRPF§A1DS FlAdms: HBeEsrR- FFQGr@1F§°Hr§Eﬂ§ﬁ%¥|hsdlagranr
illustrati 1159 a pRbbedmpedody agfebe bAYENHAEA. comparisons.

9. - A method as claimed in ‘any- one of the
preceding claims wherein said moduleacompriSES one or
more integrated circuits including said memory and
~microprocessor. -

10 10. A method as claimed inedlaim‘s'wherein said
integrated circuit or circuits are formed on a smart
. card. ' '
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5 1. A nethod of testing the proper functioning of an electrically,

alterabl e nenory associated with an integrated circuit, the method ..
consisting in witing test data to the menory, appl yi ng predeterm ned data
as input to the integrated circuit, conparing the data internally within

t he integrated circuit with the test data held in the nmenory, and

Issuing a 10 verification output fromthe integrated circuit whereby the
write function and t he ré&ﬂﬁ.@f_ﬁﬂﬁﬁg&gﬁgﬂlﬁ_ﬂﬁmmry may be
e s O ethod as dnsirenOr R Ve Wuedf e s B BieRre
data i s passed &ha nfi¢roprecessopuThetmempncoagize ey dboseconteats namgt heateredf sai d
(Read Only Memory or ROM) or memory whose contents can be altered such as
5  Electrically Programmable Read Only Memory (EPROM) or RAM (Random Access
Memory).

There are many instances in which memory which hoids predetermined
information is required o be tested. An example is in the use of integrated credit cards,
otherwise know as smart cards. Conventionally, smart card memory is tested by

10 connecting the card to a reader, reading out the memory contents and performing a check
on the read-out, perhaps by way of check-sum verification or by comparison of the read-
out with data which should be present. Often, the memory contents are confidential and it
is possible that unauthorised access to the information could be obtained by simutating a
memory test. An obfect of the invention is to overcome this problem. -

i5 According to a first aspect of the invention there is provided a method of
testing the proper functioning of an electrically aiterable memory associated with an
integrated circuit, the method consisting in writing test data to the memory, applying
predetermined data as input to the integrated circuit, comparing the data internally within
the integrated circuit with the test data held in the memory, and issuing a verification output

20 from the integrated circuit whereby the write function and the retention properties of the
memory may be verified as correct or not according to the verification output.

By this method, the write function and retention properties of an electrically
alterable memory can be tested.

According to a second aspect of the invention there is provided a method

25  of testing the content of memory associated with a microprocessor in a module, the
method consisting in applying predetermined data as input to the module, encrypting the
predetermined data, comparing the encrypted predetemiined data internally within the
module with data held in the memory and issuing a verification output from the module
according to whether the memory content is verified as correct or not by the comparison.

30 According to the second aspect of the present invention, the data held in
the memory may be data permanently or semi-permanently resident in the memory, such
as program data and/or initialisation data, or it may be data written to the memory as a first
step in the test method. By this latter method, the
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15 integrated circuit, wherein the content of the menory is passed as a
second input to said conparison device and wherein said conparison

devi ce conpares the data applied at its two inputs and generates a
verification output signal .identifying the €Prparison as pass or fai

3. A method as clainmed in claim2 wherein said nmenory has a 20
wite input and wherein said test data is passed to said wite input and is

tenporarily st Orﬁﬁe'fﬂnétﬁir{jaﬁ@@éxﬂéﬁ gﬁf& Tiies g‘fﬁwe%ﬁﬁfﬂyta% Hife %Xﬁﬁ&t hod

i nput to said conparison devi Ce,
as clainmed i n arganoinetasted.he preced| ng cl a| ms wherein the verification

signal is issued only after a tine del ay A net hod as
claimed in any one of the fecvedu HU“@V@EﬁETNﬁegﬁw%dGM%hUUdnﬁmg§hag
encrypting said predet er g ned.data before corr%

ar
o hod he et ai miBerr AN S MSBbReSHE Gy Ba & RO integratéd circuits
5 physically bonded by encapsulation or the like. Typically the module is an

integrated circuit in a smart card.
By use of an internal memory comparison technique as

described above the memory contents are externally inaccessible directly.
All that is output is a verification signal.

10 It is possible that fraudulent attempts to determine the
content of the memory may be made by automatically inputting successive
sets of test data which are systematically changed in content until a
verification output indicates that the memory content corresponds with the
input data. There are ways of dealing with this problem.

15 According to a feature of the invention the microprocessor is
programmed to delay the issue of each verification or non-verification
output. The delay between successive outputs may be a matter of
microseconds or seconds. The object is to render the time taken for
systematic checking to be prohibitively long.

20 - Ancther way of preventing fraudulent memory checking is to
arrange that the input data is encrypted, for exampie by being operated on
by a secret algorithm, before comparison. Then the input data would have
no clear correlation with the memory content. The aigorithm or a key to it
could be different from batch to batch of the smart cards.

25 The invention will further be described with reference to the
accompanying drawing, of which the sole figure is a schematic diagram
illustrating a method embodying the invention.
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wherein said integrated circuit includes a m croprocessor which is .
.programmed to effect said data conpari sons. 7. ' A
‘met hod as clainmed in any one of clains 1 t955_ wherein said

5
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CLAIMS

1. A method of testing the proper functioning of an electrically
alterable memory associated with an integrated circuit, the method
consisting in writing test data to the memory, applying predetermined data
as input to the integrated circuit, comparing the data internally within the
integrated circuit with the test data held in the memory, and issuing a
verification output from the integrated circuit whereby the write function and
the retention properties of the memory may be verified as correct or not
according to the verification output. '

2. A method as claimed in claim 1 wherein said predetermined
data is passed as a first input fo a comparison device forming part of said
integrated circuit, wherein the content of the memory is passed as a
second input to said comparison device and wherein said comparison
device compares the data applied at its two inputs and generates a
verification output signal identifying the comparison as pass or fail.

3. A method as claimed in claim 2 wherein said memory has a
write input and wherein said test data is passed to said write input and is
temporarify stored in said memory prior to being passed to the second
input to said comparison device, as aforesaid.

4, A method as claimed in any one of the preceding claims
wherein the verification signal is issued only after a time delay.

5. A method as claimed in any one of the preceding claims
further comprising encrypting said predetermined data before comparison.
6. A method as claimed in any one of the preceding claims
wherein said integrated circuit includes a microprocessor which is

ogrammed to effect said data comparisons.
preg . REPLACEMENT SHEET
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integrated circuit—is formed as-part of a nodule conprising one or nore
integrated circuits which_j said nenory and a m croprocessor. - 8.
<A net hod as claim ﬂ@l “ trein said integrated 5 circuit or

circuits are for d. 96 - A nmethod of testing the
content of nmenory associated with a m croprocessor in a nodule, the
nmet hod consi sting in applying . predeterm ned data as input to the

nmodul e, encryptyng the prAggrétbdiadestaimed indiMyonecaialifisMOtd 5 wHIRGIHSRIE
predeterm ned data internally within the 10 "nodule with data held in the
mermory and i ssuintegrategegircisitdafarmedoas part of agnedule compeisingdunesommor di ng to
whet her the nmenpnry content .is verified as,correct .or _not by the
conpar i son. mt%_/gflaf)ealcrfcuﬂg\%cﬁh@glué ﬁ'%mﬁéwwr@ %mwfspmﬁé&n sai d
predeternined g data igRaRaq%saifed ihWhail!Pibhetdin 2aRAARY4ERAN devi ce

form ng part of said
s circuit or circuits are formed on a smart card.

9. A method of testing the content of memory associated with a
microprocessor in a module, the method consisting in applying
predetermined data as input to the module, encrypting the predetermined
data, comparing the encrypted predetermined data internally within the
10 module with data heid in the memory and issuing a verification output from
the module according to whether the memory content is verified as correct
or not by the comparison. , '
10. A method as claimed in claim 9 wherein said predetermined
data is passed as a first input to a comparison device forming part of said
ts module, wherein the content of the memory is passed as a second input to
said comparison device and wherein said comparison device compares the
data applied at its two inputs and generates a verification output signal
identifying the comparison as pass or fail.
11. A method as claimed in either one of claims 9 or 10 wherein
20  said data held in the memory comprises data which is resident in the
memory.
12.  Amethod as claimed in either one of claims 9 or 10 for
testing the write function of the memory wherein said data held in the
memory comprises test data which is applied as input to the module and
25  written to the memory prior to the comparison.
13. A method as claimed in claims 10 and 12 wherein said
memory is electrically alterable and has a write input and wherein said test
data is passed to said write input and is temporarily stored in said memory
prior to being passed to the second input to said comparison device, as

30 aforesaid.
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15 nodul € wherei n thecontent of the menory is passed as a second input

to sai d CoNPRisksaRuilead fey And wherei n said conpari son devi ce conpar.es
it he dat a appH;;azﬂng :gf iMinput s and generates a verification output
si gnal i denti#yi®g & New Cenpati son as pdss or fail. 11. A
method as clained in either one of clains 9 or 10 wherein 20 said data
held in the nenory conprises data which is resident in the menory.

12. A et hed as cl ali ' ' b I¥B: f .
testing the wri ? g' functi oﬁq@gtﬂtjﬁegrfg%ﬁef {\E\\he%'ge?% gfalagmgsaﬁio ﬁgl %fﬁm[tlh'g
MeNDry conpri segefifegitiofalignaitid BBuéd cARRifter @ hfeideiyt to the nmodule and 25
witten to the nenory prior to the conparison. 13. A nmethod as
claimed in clai #. 10 and Admethedasclaimed in any onevef glaims 8ited4 whatkiny
alterable and has. a wite i néaut. and wher%i n %aucgl t.esé .
said microprocessor is programmed {o effect said data comparisons.
5 16, A method as claimed in any one of claims 9 to 15 wherein

said module comprises one or more integrated circuits including said

memory and microprocessor.

17. A method as claimed in claim 16 wherein said integrated

circuit or circuits are formed on a smart card.

10
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the output from the memory (2) passed along a
read path (10) with predetermined data signals

INTERNAL 1

generated externally and passed via a port (7)

along a read path (9). Comparison is carried
out in a comparison device (3) which may, 6
for example, be the microprocessor, suitably

programmed. The output from the comparison

device (3) is a simple pass/fail verification signal

applied to a port ¢(5). The stored data held in

memory (2) may be permanently held data such

as in a ROM, or (where the memory is alterable) 7
may be specially written to the memory for the
purpose of the test.
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14. A nethod as clained in any one of clains 9 to 13 wherein the

verification signa

Is issued only after a tine del ay.

met hod as claimed in any one of clainms 9 to 14 wherein

n1croprocessor

conprlses one or

m cr opr ocessor. - 17.

said integrated

circuit or

A nmet hod as cl ai ned

is progranmed to effect said data conparisons.
A method as claimed in any one of clains 9 to 15 wherein
mere integrated circuits including said

15. A

sai d :

5 16.

sai d nodul e
menory and

in claih116_mherein
circuits are.forned on a smart. card. 10
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