S2EC| FI CATI ON Dat a Recordi ng Met hod and Apparatus, Data Record Medi um And
Bt & Reproduci ng Met hod and Apparatus TECHNI CAL FIELD This invention

"Ef| ates to a data recording nethod and apparatus, a data record nmedi um and-
Eadata reproduci ng net hod and apparatus applicable to prevention of copying
of tnhibition of unauthorized use and tq a charging system BACKGROUND ART
Recently, with increased capacity and coming into wi despread use of a
digital record (recording, recordapreierogaoned) nedi um increasing

i mportance~is attached to prevention of copying or inhibition of

unalt hori zedData. RecPhdtingi ¥etheidneaaddisgipaalataisdi @adat Rexrord giéa@luni deo

data can_be duplicated free
And Data Reproducing Method and Apparatus

TECHNICAL FIELD

This invention relates to-q:mdata recording method aﬁd
apparatﬁs, a data record medium dnd.a data reproducing method and
apparatus applicable to préyentidn_of copying or inhibition of
unauthbrized_use_and to a charging system.

BACKGROUND ART

Recently, with increased capacity and coming into widéspréad_
use of a digital record (recording, recordable or reéorded)
medium, increasing importance is . attached to prevention of
copying or inhibition of unauthorized use.  That is, since
digital audio data or digitai video data can be duplicated free
of deterioration by copying or dubbing, while computer data an
be easily copied to produce the same data as the original data,
unauthorized-cqpying is made frequently.

For avoiding unauthqrized copying of the digital audio or
video data, there is known a standard such as a so-called serial
copying management system (SCMS) or.copy generation management
system (CGMS). Since these systems set a copying inhibition flag
on a specified portion of record data, a problemn is raised that
data can be extracted by dump qopying which is the copying of a
digital bi-level signal in its entiréty. |

It is also practiced to cipher the contents of a file itself



@& deterioration by copying or dubblng, whil e conputer data an be easily
ﬁ@pled to produce the same data as the original data, unauthorized copying
B made” frequently. For avoiding unauthorized copying of the digital audio
#F video data, there is known a standard such as a so-called serial copyi ng
management system (SCM5) or copy generagi on nmanagenment system (CGVB). Since
t hese systens set a copying inhibition flag on a specified portion of

record diacaaeprobl evnputat sadtbhaindlate earmie exééashay byy dwaaeRyi ng
which is the copying of a digital bi-level signal in-its entirety. It is
also pr ace g tetleredcupker, mmedmxdkuﬁeﬁcﬁnﬁif¢ﬁeexamﬁlé Japanese Patent

1a1d-0pen No.SHO-60-116030. This is connected to a system in
which a digital record medium ha?ing the ciphered information
recofded thereon is disfribut%d- as- a form of information
circulatibn and in which fhe'ﬁser.pays a fee for the information
he or she needs to acquiré a'key-t§ decipher.the information for
use. For this system, a simplifig§”u§gfu; technique_for'ciphering
 has bgen a desideratum. . | |
In view of the above—depibted.status.of.the art, it is an
object of the present'invention to provide ﬁ data recording
method and apparatus, a data record medium and a data reproducing
method and apparatﬁs whereby ciphering can be reéiized by a
simplified structure, prevention of gopyiﬁg_or unauthorized.usé
can be achieved by a simpliffed configuration, decipheriﬁg is
rendered difficult and relative facility or depth of ciphering
can be controlied easily. |
DISCLOSURE OF THE INVENTION
The recording method according to the presenf invention is
characterized in that an inﬁut is ciphered in at least one of a
sector forming step of dividing input digital data in terms of
a pre—-set data volume as a unit, a header appendage step, an
error co:rection and decoding step, a modulation step for
effecting modulation in accordance with a pre-set modulation

system, or a synchronization appendage step for appendage of a



k case of conputer- data and to pernmit use only by regular registered user,
di'sclosed in, for exanple, Japanese Patent ‘|aid-Open No. SHO 60-116030.

i S 1S connected to a systemin which a digital record medi um having the
‘phered i nformation recorded thereonis distributed as a form of

enf ormation circulation and in which thg user pays a fee for the
i'nformati on he or she needs to acquire a key to decipher the information

for use.sfachtrbhndzagdtem pastiaphifi ad. weafaub tieghni step f ob £Ci mémm
been a desideratum In view of the above-depicted status of the art, it

an Obj ectanpfionheipgesiot ehimdhaodngO HHeOVs &ife apdatta rhcandyli be rﬁﬁi‘cm;h@dld

appar at us,

a data record nedium and a data reproduci ng net hod and appar at us

wher eby ginphgrtheg eaﬁpbethaalwamdbhyuaaﬂlﬂﬂnfqnﬁhenrmgiure prevention of

- copying or

unaut hori zed use _
This data recordlng method can be applied to a data .. .

recording apparatus.-

_A data reﬁroducing method acbqrding to the present invention

'is characterized in that;_in_reproducing a data record medium

recorded in the above data recording method, an input has been

ciphered in a recording step corresponding to at least one of a

. synchronization separation step, a demodulating step, an. error .

correction and decoding step, a sector résolving step and a

header separation step, and in that the input is decoded in a

reproducing step correspoﬁding to the recording step used for
ciphering. A descrambling step of descrambiing for scrambling
used for reqordihg may be included among the steps that can be
used.for deciphering. |

The data reproducing method _can be. applied to a  data
reproducing apparatus.

With.the data recoraing method according to the present
invention, the above object is accomplished by ciphering the data
using the pre set key 1nformat10n and by using the information
written in an area different from a data recordlng area of the
"record medlum as at least a portion of the key information for
ciphering. This can bé applied to the data recording apparatus

and to a data record medium.



&&n be achi eved by a sinplified configuration, deciphering is rendered
gifficult and relative facility or depth of ciphering can be controlled

iSi |y, "DI SCLOSURE OF THE | NVENTI ON The recordi ng method according to the
BFesent invention is characterized in that an input . is ciphered in at |east
ehe-of a sector formng step of dividing input digital data in terms of a
pré-set data volune as a unit, a header appendage step, an error ‘correction
and. decodi ng shep, datEpdubatbalciheP hetnehf egtiogaimgul 861 ophé N gecordance
w th a pre-set nodulation system or a synchroni-zation appendage step for
appéndagénokndion is also characterized in that, in reproducing the

digital signal ciphered durihg recording, deciphering is done
using the key information at -least part of .which is the
.informationuwritteh in-an area_differeht from a data recording
. area'6f the'recérd medium. | |

This can be applied to é.data reproducing-apparatus.

The data recording method according to the preéent invention
is also.characterized by varying at least one of the initial
value of the scrambling stép or  the generating~ polynomihal.
depending on the key information fﬁr éiphering.

The data reproducing method according to the present
invention is also charactefized by deécrambling by varying at
least one of the initial value or the generating pblynominal
baséd upon the key information used for recording.

The input digital data is divided into sectors in terms of
a pre—set data volume'as.a'unif, and the resultiﬁg data is
processed with header.appendagé, error correction and encoding,
modulation by a pre—set modulation'syétem and appendage of a
synchronization pattern fof recording on a record medium.-By
ciphering an input in at_least one of the above steps, the
particular step in which ciphering has been dome also becomes a
key for ciphering thus faising the difficulty in deciphering.

At least a portion of the key information for ciphering is

written in an area different from the recording area on the
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-ﬁﬁsynchronization pattern. A scranbling step of effecting random zing

3 :r:eIininating the sane pattern nmay be included anong the steps that can

used for ciphering. This data recording nethod can be applied to
" @ata recording apparatus. A data reproducing nethod according to the

pr esent

invention is characterized in that, in reproducing a data record

meth um recorded in the above data recording nethod, an input -has been
ci pher ed:ddb 21 6@ 6h NOTAE 8PpEOLE BAP@ATiILIG At i d RARka 0NN Of saread out

synchroni zati on separation step, a denodul ating step, an error correction

and* decodi RGheSttame dfSEEEProlaseliyhngnat epednton deatishe sEpaL abinnestp,

and I n that the input

recording area on the record medium,. difficulty in deciphering
is increased.

At least one of the generating polynominaI'Or the initial

"value is varied depending on the key for ciphering at the time

" of scrambling aimed at 'randomization for removing the same

pattern in a data string. Any conventional scfambling may be used
fof ciphering. | .
BRiEF DESCRIPTION OF THE DRAWINGS

Fig.1l is a schematic block diégram shbwing the configuration
of a fifst embodiment of a data recording apparatus of the
present invention. |

Fig.2 is a ©block diagram showing an illustrative
construction for realizing interleaving of even and odd bytes in
a sector forming circuit.

Fig.3.illustrates interleaving of even and odd bytes.

Fig.4 illustrates an example of a scrambler.

Fig.5 illustrates an example of pre;set_ values of the
scrambler.

Fig.6 illustrates an example of a scrambler having vafiable
generating polynomials.
| Fig.7 illustrates an éxample of a sector format.

Fig.8 illustrates an . example of ciphering in a

a

is decoded in a reproducing step corresponding to the
recordi ngystiefFormead ibar is not completed with the information in the data -
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spheri ng. A descranbling step of descrambling for scrambling used for
icor di ng may be included anong the steps that can be used for deciphering.
ie dat a reproduci ng nethod can be applied to a data reproduci ng appar at us.
@Wth the data recording nmethod according to the present invention, the -
&bove; obj ect is acconpl i shed by ciphering the data using the pre- set key
|nf0rnat|on and by using the information witten in an area different from
a data regaciirogianedonf airka riece dgByum as at |east a portion of the key
|nhornat|on for ciphéring. This can be applied to the data recording
apparatus andFig.8 dalasteebed ardettBmple of a header area in a sector.

Fig.10 1illustrates a schematic structure of an error
.correction encbding circuit. .
F%g.ll illustrates a specified structure of an error
correction encoding circuit.
Fig.12 illustrates another example of an error correction
:éncéding circuit. | |
Fig;l3 illustrates'én_example of ciphering in a modulatién
circuit.
Fig.14 illustrétes a specified example of a sync word
appended to a modulated signal.
Fig.ls illustrates an example of ciphering in a sync
-appending circuit. |
Fig.16 illustratés'an example of a data record medium.
Fig.17 is a block diagram showing a schematic structure of
a first embodiment of a data reproducing'apparatus according to
- the present invention.. |
Fig.18 illustrates an example of deciphéring by a
demodulation circuit.
Fig.19 illustrates a schematic structure of an example of
~.an error correction decoding circuit.
Fig.20 illustrates a specified structure of an example of
an error correction decoding circuit.

Fig.21 illustrates another example of an error correction



reproducing nethod according to the present invention is
in reproducing the digital signal ciphered
& i ng recording, deC|pher|ng is done using the key information at
=ast part of which is the information witten in an area different
fTon1a data recording area of -the record, medium This can be applied to a
data reproduci ng apparatus. The data recordi ng nethod according to the
present- deveatihgnciiscalitq characterized by varying at |east one of the
I'nitial value of the scranbling step or the generating polynon na
dependi ng on Fhg.Rey iilnfusrtmaitiedn drole GinHes i 6. a Thes c S@bsl i figPE 0uGE By
nmet hod according to the present
' Fig.23 illustrates another’ example of a scrambler

'.Flg 24 illustrates an example of pre—set values of the

scrambler of Fig.23.
| F1g.25 illustrates an éxample of a-headér.area in a sectbr
'in'a-secfdf format of.Fig;ZS.' |

Fig.26 illustrates an éxamp1e of'afheader'area in a sector
in the sector format of Fig.25. | |

'Fig.27 is a-block~diagram~showigg-another exémple of an-
error correction encoding circuit. -

Fig.28 illustrates a product code as a specified example of
the error éorfection code. | |

Fig.29 illustrates an example of a sector signal format.

Fig;30 illustrates another specified example of a sync word
appended to the modulated signal.

Fig.31 illustrates another example_of_éiphering in a sync
appendage circuit.

.Fig.32 is a block diagram showing another example of an
error correction decoding circuit.

- BEST MODE FOR CARRYING OUT THE INVENTION

Referring to the draﬁings, preferred embodiments of the
present invention will be explained in detail.

Fig.l schematically shows a first embodiment of the present

invention.



"ﬁvention I's al so characterized by descranbling by varying at |east one of
e =i nitial value or the generating polynom nal based upon the key

: orfrati on used for recordi ng. The input digital data is divided into
goectors in terms of a pre-set data volune as a unit, and the resulting
data is processed with header appendage,g error correctlon and encodi ng, .
nodal ati on by a pre-set nodul ati on system and appendage of a

synchroni zati on peid eI 80git2C0udLE] Fuch rLL0ast J28bYRMnBY GPhEL Ngs AN
i-ngut in at least one of the above steps, the particular step in I ch
ci pheri ngohasrbeen épnenaleg hetio®y ¥ilkRy saknalpheri semphitierr aksiNdatde
difficulty in deciphering. At least a portion of the key i nformation for
ci pheri nfiedstuar eht dnput & rariea Idilfif.er @te finpmtt Aégieaor datg aseged e

. an interfacing circuit 12 to a sector forming circuit 13 so as
to be formed into_sectors in terms of a pre—sef data volume, euch'“
.as 2048 bytes, as.a unit. The data.thue formed into sectors'is
sent to a-scrambling circuit 14 fer scrambling. For scrambiing,
the input data is randomized.so,that.the same byte. pattern will
not be'produced in succession, that ie so thaf the same patterns
wili-be eliminated, by way of randomiiing, for enabling the -
signal to be read and recorded appropriately. The scrambled or
randomized data is sent to a header appendage circuit 15 where
‘header data to be arrayed at the leading end of each sector is
appended and the resu1t1ng data is sent to an error correction
encoding circuit 16. The error correction encoding circuit 16
'delays the data'and generates parity to append the generated
parity. The next circuit, that is a modulation circuit 17,
converts the 8-~bit data into 16 channel-bit modulated data in
accordance with a pre-set modulation rule and sends the resulting
.modulated'data to a synchronization appendage circuit 18. The
-synchronization appendage circuit 28 appends a synchronization
Signal violating the modulation .rnle of the above pre-set
modulation system, that is a so—-called out—-of-rule pattern
- . synchronization signal, in terms of a pre-set data volume asa

unit, and sends the resulting synchronization signal via a



5 record nedium This portion of the-key information is read out at the
tinme-of reproduction and used for deciphering. Since the key information
is not Conpleted with the information in the data recording area on the

record medium difficulty in deciphering is increased. At |least one of the

genérating pol ynom nal or the initial vglue is varied depending on the key
for-é!phering at the time of scranbling ained at random zation for
removi ngyt heingafg reatiter Rnat a a8t a1Sivd M 9 Ao CANYERS +@NBLaSC RATDITHRY

may be used for ciphering. BRI EF DESCRI-PTI ON OF THE DRAW NGS
T record head 20 performs optical or magneto-optical recording and
records the modulated signai on the rgcord‘medium. The disc-
shaped recbrd medium 21 is run in_rotatiéﬁ by a.spindle motor 22.
The scrambling circuit 14 is not essential. Moreover, the
scrambling circuit 14'm£y.be inSerted.dOWAsffeam of thé“headér
appendage circuit 15 for scf_a.mbli_ng the digital data ha’vi'ng the
header appénded théreto. The d;gital data having the hegder;m'
apﬁended thereto may'be'sent to the error correction encoding
Ccircuit 16. . L
It should be ﬁoted that at least one of the sector forming
circuit 13, scrambling circuit 14, header appendage cifcuit 15,
‘error correction encodihg circuit 16, modulatidn circuit 17 and
the .synchronization 'appendage ‘circuit 18 1is configured for
ciphering an input and outputting the resulting ciphered sigﬁdl.
Preferably, two or ﬁore circuits are used for ciphering. The key
infqrmation. for this ciphering uses, as at least a portion
thereof, the identification informétion written in an area other
'than the data record area of the record medium 21, such as the
identification information proper tb the medium, the prbdﬁcer
identification information, dealer identification infbrmafion,
the identification information proper to the record apparatus or
the encoder, the identification iﬁformation proper to the medium
producing apparatus, such as.a cutting.machine or a stamper, the

territory information, such as a country code or the



Fig.1 is a schematic bl ock diagram show ng the configuration of a first
enbedi nent of a data recording apparatus of the present invention. Fig.2

is a block diagram showing an illustrative construction for realizing
interleaving of even and odd bytes in a sector formng circuit. Fig.3
il-lUstrates interleaving of even and odg bytes. Fig.4 illustrates an
exanpl e of a scranbler. Fig.5 illustrates an exanple of pre-set val ues of

the scrayddefs s fé st bohl | YsEpahasion exarplisndd a Symnbbetsbavi ng vauicabl e
generating polynomals. Fig.7 illustrates an exanple of a sector format.
Fig:8 idddiasifid€sionainfoexaniloea woittewi pherilmigs mannerain an area
| other than the data record area of the record medium is the
"information sent from the interfacing circuit 12 vié a contents-—
contents (TOC) geperating circgit_ZS to a terminal 24, and is thé
information sent direcfiy ffdm'the ihterfaéing éichit 12 to a
terminal 25. The identificaiioﬁ information ffqm these terminals
24, 25 is used as a pbrtioq_pf-the key information for ciphering.
At least one and preferably two bf ﬁore'of the circuits 13 to 18
perform ciphering on the input data using the key information.
The identification informatioﬁ from these terminals 24, 25 is
sent as appropriate to the recofd head 20 for recording on the

record medium 21.

In this case, which of the circuits 13 to 18 has performed
ciphering'represents one.of the altérnatives, éﬁd is felt to be
a key necessary for producing the regular reproduced signal on
reproduction, That is, if ciphering has been performed in one of
the circuifs, it becomes necessary to select one of .six
alternatives, whereas, if ciphering has been performed in two of
the circuits, if becomesllnecessapy to select .one' of 15
alternatives corresponding'to the humber of combinations of two
out of six circuits. If there is the possibility of the ciphering
operation performed in one to six of the six éircuits 13 to 18,
the number of alternatives is increased furthgf, such that it

becomes difficult to find the combination by a trial-and-error



6 synchronization area in a sector. Fig.9 illustrates an exanple of a
header area in a sector. Fig.10 illustrates a schematic structure of
an error correction encoding circuit. Fig.11 illustrates a specified
strycture of an error correction encoding circuit. Fig.12 illustrates
anat her exanple of an error correction gncoding circuit. Fig.13 illustrates
an exanple of ciphering in a nodulation circuit.

method thus fulfilling the role of ciphering.
. The key information for ciphering may be switched at a pre-
| set timing; for example, on thé sector basis. In switching the
key information at the pre-set timing, whether or not switching
is to be made,.the éwitching period or-the switching sequence of
the plural key 1nf0rmat10n 1tems may also be used as the key for
further raising the c1pher1ng level, ease oOr d1ff1culty of
ciphering, or difficulties in'déciphering. | |
Thé.construction of.the'circuits 13 to 18 and-specifiéd
examples of ciphering will be explained.
First, the sector forming circuit 13 may be designed for
_interleaving even and odd bytes, as shown for example in Fig.2.
That is, in Fié.z, an output of the interfaqing circuit 12 of
Fig.l is sent to a two-output changéover switch 31, an output of
which is sent'via an even/odd interieaver 33 to a sector forming
.cirbuit 34 and the other output of which is diréctly sent to the
sector—forming circuit 34. The sector—-forming circﬁit 34 collects
‘the input data in terms of 2048 bytes as unit to form one sector.
The switching operation of the changeover switqh 32 of the sector
forming circuit 13 is controlled by a 1-bit control signal
operating as the key. The even/odd interleaver 33 distributes_one
sector of the fﬁput data, having even bytes_36a and odd bytes 36f
arrayed alternately as shown in Fig.3A, into an even data portion
37a and an odd data portion 37b, as shown in Fig;S, and outputs

these data portions. Moreover, a specified portion 39 in a sector



Fig.14 illustrates a specified exanple of a sync word appended to a

modul ated signal. Fig. 15 illustrates an exanple of ciphering in a sync
apperfding circuit. Fig.16 illustrates an exanple of a data record nedium
Fig, 17 is a block diagramshowi ng a schematic structure of a first
enbodi ment of a data reproducing apparapus according to the present

i nventi on.

Fig. 18 illustrates an exanple of deciphering by a denodul ati on

circuit mdy gbd 9sbkkugtied ey atlschespt iaforhdtione aofd alatexaiml endfy ahierror
correction decoding circuit. Fig.20 illustrates a specified structure of an

exahplea&ﬁedmfnemr@brmdbneeﬂlmaydbeodimgrtbmtmdtlnto an even data portion

39a and an odd data portion 39b. In this case, the manner of

specifying the portion 38 may be designed to be selected in

‘plural - methods for further increasing the number -of the

alternatives of.fhe key information for raising the ciphering
level.
The scrambling_circuit_;4 can-use a scrambler of the so-

called parallel block synchronization type employing a 15-bit

shift register, as shown-for-example-in Fig.4.To a data inputm

termindl 35 of the scrambler is supplied data from the sector
forming circuit 13 in an order in which the least significant bit
(LSB) comes temporally first, that is.in_the so-called LSB first
ordef. A 15-bit shift register 14a for scrambling is associated
with an exclusive-OR (EXOR) circuit 14b for applying the feedback -
in aééofdance with the generating polynominal x*®* + x + 1. Thus,
a pres—set value or an initial valﬁe as shown in Fig.b is set on
the 15-bit shift reglster l4a. Meanwhile, the selection numbér
of the pre-set value of Fig.5 can be switched on the sector basis
in association With, for example, the value of the lower four
bits of the sector address; QOutput data of the shift register l4a
and input data at.a terminal 35 are ExORed by the ExOR circuit
14c so as to betaken out at a terminal 14d and sent to the header
appendage circuit 15 of Fig.1. |

The generating polynominal and the pre-set value (initial



Fig.21 illustrates another exanple of an error correction decodi ng

cireuit, Fig. 22 illustrates an exanple of a descranbling circuit. Fig.23
i | lustrates another exanple of a scranbler. Fig.24 illustrates an exanple
of pre-set values of the scranbler of Fig.23. Fig.25 illustrates an exanple

of a header area in a sector in a sectofsformat of Fig.25 Fig.26
ill'ustrates an. exanpl e of a header area in a sector in the sector format of
Fi g. 25 Faguey m&yebéﬂvnﬁueﬂzxy%muebh@mmhg aﬁmhheheexaypiﬁfﬁfmaﬂion such

as the pre~set identification number. That is, for varying the
generating polynominal,'the configuration as shown in Fig.6 may
.be used. In Fig.8, outputs of the respective bits of the 15—b1t
~of the shift register 14a are sent to fixed termlnals of the
changeoverisw1tch 14f controlled by, for example, 4-bit control
data from a control terminal i4g. An output of the changeovef
sw1tch 14fF 1s_sent to the ExOR-c1rcu1t 14b. By changing the
control data of the control terminal 14g, it-becomes possible to
change the value of n.in the generating polynominal x!® + x" .+ 1.
For changing the pre—set value, the,preeset values of the pre-set
value table of Fig.S may be processed with arithmeticel operation
with each byte value of the lB—byte identification information.
The identification information may be enumereted by the
identifioation information proper to the.medium,.the producer
identification information, dealer identification information,
the identification information proper ‘to the recording apparatus
or the encoder, the-identification informetion proper to the
medium producing apperetue, the territory information, or the
identification information furnished from outside. The above
.information may be used in combination with one another or with
the other information. The configuration for varying the
generating polynominal is not limited to the configuration of
Fig.6, such that the number of taps or stages of the shift

register may be changed as desired.



error correction encoding circuit. Ftg.28 illustrates a product code as a

spect fied exanple of the error correction code. Fig.29 illustrates an
exanpl e of a sector signal format. Fig.30 illustrates another specified
exanpl e of a sync word appended to the nodul ated signal. Fig.31 illustrates

anat her exanpl e of ciphering in a sync gppendage circuit. Fig.32 is a block
di 4gram showi ng anot her exanple of an error correction decoding circuit.

‘BEST MODE FORrKARRYA &G ObfpdhiEa kBVENFLQN tRaBers agwt @xipla idreaiv ngs,
preferred enbodi ments of the present invention will be explained in detail.
Figs 1 schemarigal |gherove spécisiee&nbrdiprat oof thhespeesentformat. Each
sector is made up of a 2048-byte user data area 41, to which afé
~ appended a 4-byte synchronization area-42, a 16-byte héadef areé
43 and a 4-byte error detection ché '(EDC) 44. The error
detection code of_thg erfor aetection dée area 44 is made up of
32-bit CRC code génerated_for the_uééf data area’ 41 and'the
_hegde:_area 43. Ciphering in the-header;appendage circuit 15 ma&.
be performed on a'synchrbnization sighai, that is a so—calléd
data sync, a header address or CRC.. |
: As.én example of ciphering the'seétor synchronization signal
or data sync, if'byte patterns allocated to respective.bytes of
- the 4-byte sync.area 42 are denoted by A, B, C énd D in Fig.8,
the contenfs of thése four bytes may be shifted or rotated on the
byte basis using the 2-bit key-information._That is, by switching
to ABCD, BCDA, CDAB or to DABC for the Z—bit'key of 0, 1, 2 or
3, respectively, sector synchronizationl cannot be “achieved
failing the key data coincidence, such that regular reprodﬁction
cannot be reaiized. For the ©byte patterns A.tb D, éharacter
codes of IS0646, for examplé, may be used.

In the header region 43, thefe are formed respective 1éyers
for QRC 45, as a so—-called redundancy éyclic code, the cépying
information 46 for copying permission/non—permission, or
management of the copying generation, a layer 47 indicating a

specified layer of a multi-layered disc, an address 48 and a



I nventi on. 8 In Fig. 1, digital data, such as data obtained on digital
conversion of anal og audio or video signals or conputer data, are fed to an
input " termnal 11. The input digital data is sent via an interfacing
circuit 12 to a sector forming circuit 13 so as to be forned into sectors
in terms of a pre-set data vol une, such 3s 2048 bytes, as a unit. The data .
thus formed into sectors is sent to a scranbling circuit 14 for scranbling.

For. scramsydryg, 4bhe afpwhodat aihs FiandoM gednseihBatcdhe veanRa Byt ypaptern
wi I ] not be produced in succession, that is so that the same patterns
‘  scrambling, herein bit-based transposition, on 32 bits of the
address 48. If x'® + x¥% + x? + 1 is used as a generating
polynominal fdr the CRC.45; ciphering éan also be made by varying
-15 bits for x® ~ x responsive to the key in place of the second
term x** and the third term xz.-Ciphering can also be made by
__processing 186 bité of the CRC 45 and the key information by
arithmetical operations. | | |
The key informatipn may be enumerated by the identification
information proper to the medium, the producer identification-
information, dealer identification information, the
identification ihfbrmation proper to the “record apparatus,
encoder or the medium .producing apparétus, the +territory
.information, or the identification information furnished from
outside. The above information may bé used in combination with
one aﬁother or with the other information.
Figs.10 and 11 illustrate a specified-embodiment of the
error correction encoding circuit 16. | | |
In Figs.10 and 11, data from a header appendage circuit 15
of Fig.1l is fed via an input terminal 51 to a Cl encoder 52. In
the presént specified embodiment, each frame of error correction
and encoding is made up of 148 byte or 148 symbol data. The
digital data at the input terminal 51 are coilected every 148
bytes and sent tb a C1 encodef 92 as a first encoding unit. In

the C1 encoder 52, an 8-byte parity is appended, and the



will be elininat ed, by way of random zing, for enabling the signal to be
read and recorded appropriately. The scranbled or randonm zed data is sent
to a header appendage circuit. 15 where header data to be arrayed at the
| eadi ng end of each sector is appended and the resulting data is sent to an
errpr, correction encoding circuit 16. Thg error correction encoding circuit
16 del ays.the data and generates parity to append the generated parity. The
next cir eeistylttimag detea Mdskati oDacChr aeilbyl &1ireyiterss fdwe Bnbét16datangnto
16 channel -bit nodul ated data in accordance with a pre-set nodul ation rule
and sendgot e C2semtodgrndbduleat ed skxiend OoeAcsiDARr aniizat iTie agpesdageing
~circuit 18. The synchronization appendage circuit 28 appends a
synchronupati 84 sppaafisviol the ndptdiea nobthdtd @rpanic ofwh ixch abovee @rpaskt
modul ation system that is a so-called out-of-rule pattern
.. via a delay circuit 55 to the Cl encoder 52. From the Cl encoder
52, 170 bytes containing P and Q parities are taken out and:
outputted via the deiay ciréuit 56 and a re—arraying circﬁit 57
having_an'inverter 57a at an oufput-termihal 58 so as to be sent
to a modulation circuit 17 of Fig.1.:

For ciphering lin the above-described error . correction
encoding circuit, it may be contemplated to make selection as to
whether or not inverters should be inserted responsive to the
ciphering key informationuévery.byte of the inverting portion 57a
in the re—arraying circuit 57. That is, although 22-byte P~ and
Q-parities are inverted by the inverters of the inverter portion
57a of the re-arraying circuit 57 in the basic configuration,
some of these inverters may be eliminated or a number of
inverters may be inserted on the C1 data for inverting output
parities.

When perfqrming such data conversion, the probability of
impossible error correction is varied depending on the degree of
difference from the basic configuration, such that, if such
difference is small, the probability of error occurrence at the
ultimate reproduced output is only slightly increased, whereas,

if there are many differences, error correction becomes difficult

on the whole such that reproduction becomes nearly impossible.



synchroni zation signal, in terns of a pre-set data volune asa unit, and
sends the resulting synchronl zation signal via a 9 driving circuit, that
is adriver 19, to a record head 20. The record head 20 perfornms optical or
magpet o- opti cal recording and records the nodul ated signal on the record
medi um The disc- shaped record medi um 21 is run in rotation by a spindle
motor 22. The scranbling circuit 14 is not essential. Mreover, the
scrambl iFgr-céxaipl el4 imayt Hee damserd o oVEst eraodef, t tbe héadeanappe:sdag:e
circuit 15 for scranbling the digital data having the header appended
-t het et o. 1ndé'x|esplegutfahndatta1ehannmg~ tdver rteaatdien capablllty is 9, so that
error detection and correction is possible up to 4 bytes at the
maximum and, if there is an erasure point, correction up to 8
bytes at the maximum is possible. Thus, if there are five or more
differences, correction'becdmes always impossible with the Ci1
code. If there are four -differences, a delicate state of
correction becoming impossible by. at least one other. errdr
occurs. As the difference is decreased from three through two to
one, the ..probability . of. error. correction becoming . feasible .
increases in this order. If this is utilizéd, the state of
reproduction in which in case of furnishing audio or video
software reproduction is possible to . a certain extent but is not
impeccable and sometimes perturbed can be crated positively. This
can be exploited for informing the user of only the epitome of
the software.

In this case, it is possible to use such a method in which
the sites'of change of the inverters are prescribed at, for
example, two sites, a method in which the sites of changes are
selected at random depending'qn the key information and the
smallest number of the sites of change are limited to two sites,
or a method consisting in the combination of the two methods.

. The positions of insertion or modification of the inverters

are not limited to those in the re-arraying circuit 57 in Figs.10

‘and 11, but any arbitrary positions upstream or downstream of the



appended thereto may be sent to the error correction encoding circuit 16.
I t should be noted - that at |east one of the sector formng circuit 13,
scrambling circuit 14, header appendage circuit 15, error correction
encQding circuit 16, nodulation circuit 17 and the synchroni zation
appendage circuit 18 is configured for g phering an input and outputting
the-resulting ciphered signal. Preferably, two or nore circuits are used
for cipheriégeodbe ey oirnftiiemicnidatidrd Stigd pdvef i Mgy USESo BE akedeagh a

portion thereof, the identification information witten in an area other
t han t hecaad a:He&csorad-ear;e]anca‘.l tgwes Fetat s, n@étf fier&dt keghs msyt bhe used. As
i dentification information proper to the medium the producer
i dent i f ittt | dinei nfotent ¢omyerehder itent iakidddtioon onf orlat ildrke tﬁeglcal
identification information proper to the record apparatus or
' _ operations may be used in place of u51ng 1nverters data may be
transposed depending on the key information for cciphering, or
data may be replaced depending on the key' information“ for
ciphering. Of course, a variety of ciphering_ﬁechniques, such
as conversion by shift"registers. or by _vafioug function
processing, can be used alone or in combination.
Fig.iz shows.anothef-specified embodiment of the error
" correction encoding circuit 16 in which a set of eiclusive—OR
(ExOR) circuits 61 is insérted downstream of the inverter 57a
within.the re-arraying circuit 57 and in which another set of
exciusive—OR circuits-61 is inserted upstream of; that is on the
~input side of the C1 ehcoder 52.
Specifically, the.set.of the ExOR circuits 61 perform data
conversion of EXOR operation on 170-byte data taken out from the
Cl encoder 52 via the delay circuit 56 and the inverter portion
5T7Ta of the re—arraying circuit 57; that is on information data

~

Ci70n+160 cizonszz @nd parity data Pigoues;

- -~

P1.70n+14 H Q170n+13 Q17Dn ’

while the set of the EXOR circuits 66 perform data conversion of

ExOR operation on 148-byte input data Biu, Bisgn+1a7- The EXOR
01rcu1ts . used in these set of the ExOR circuits 61, 66, Ex—OR
"1-byte or 8-bit input data and pre—-set 8bit data specified by a

1-bit control dataf 170 and 148 of these 8-bit ExOR circuits



the encoder, the identification information proper to the nedium produm ng
appar at us, such as a cutti ng machine or a stanper, the territory
information, such as a country code or the 10 identification

i nfarmatiion furnished from outside. : Such identification

i nformation witten in this manner in anpgarea other than the data record
aréa of the record mediumis the information sent fromthe interfacing

circuit X2quii®adef®nNtenif- i608FE8F Sc{d&Xt genNeyid igkk-Cdd Wb 28 QLA are
‘termnal 24, and is the information sent directly fromthe interfacing

circuit Balt zerdpr zrlaaluszm Toe ittentddd cafi ahel rExORBELOBufiteMdiheses,
termnal s
respectively.

In Fig.12, the _lfO—bit key information is sent to a
terminal 62-énd-rou£ed-via a so—called D- latch circuit 63 to -
:each of the 170 ExOR circuits in the sét of the ExOR ciféuifé.Gi,:'

" The D-latch circuit 63 is responsive to the 1-bit ciphering”
control sigﬁal supplied t6 aﬁ_§nab1ing_tefminal 64 to switch
between sending the 170¥bit-key infofmation froﬁ the terminal 62
directly to the set of the ExOR.circuits 61 and setting all of
the 170 bits to “0". Of the 170 ExOR circuits of the set of the
ExXOR circuits 61, the ExOR circuit fed with “O" from the D-latch
circuit 63 directly output data from the inverter portion 57a in
the re—arraying circuit 57, while the ExOR.circuit fed with =“1"
from the D~latch circuit 63'inver£s and outputs dafa_from'the
inverter portion 57a in the arraying circuit 57. In case of ali—
zero, data from the inverter portion 57a in the refarraying
~circuit 57 is directly outputted. The set of the ExOR cifcuits-
66 is similar to the set of the ExOR circuits 61 except that it
inclgdes 148 ExOR-circuits_and has.the key information of 148
bits. Thus, the 148-bit key infofmation supplied to a terminal
67 is sent via a D-latch circuit 68 to each of. the set of the
ExXOR circuits in .the set of the ExOR circuits{ The D-latch

circuit 68 is switched to 148-bit key information or all-zeros

by the ciphering control signal of an enabling terminal 69.



24, 25 is used as a portion of the key information for ciphering. At |east
one and,preferably two or nore of the circuits 13 to 18 perform ci phering
on the input data using the key information. The identification information
fromthese termnals 24, 25 is sent as appropriate to the record head 20
for recording on the record nmedium 21. p;m this case, which of the circuits
13°t0 18 has perforned ciphering represents one of the alternatives, and is
felt to be a kaythecesisaryif osf pFbglut? ngthbeseeguofathee frdRucdd ciigmaléon -
reproduction. That is, if ciphering has been perforned in one of the

circui t sperfotmcdnes teressvon taf FeiORctoreretdbnsion d70ebiydte et a \iradtaaas,

i f ciphering has been perfornmed in two of the circuits, it becones

necessar guto fggimecthen€loferimdgn epAatvilvestor £edpBndiitg i t 9@ avsberhof

conbi nations of two | . , . L
inverter portion 57a of the re—arraying circuit 57, that is on

o~ ~

information data Cson41e0 C17o:;432- and parity data Pqppez Piron+14
Quronsrs ~ Qu7on- Alternatively, the set df the EXOR circuits 61 may
- be designed to perform data conversion on 148-byte information

‘data Cijopeiss ~ Cironssz dependént"on the 148-bit key'information,
without'performing data cbnvefsion on the parity data.

With the circuit of Fig.12, the 6peration and effect similar
to those of Figs;lo and 1i'may be realized..It is also possible
to use one of the ExOR circuits 61 and 66 or to use the selection
of one or both of the ExXOR circuits as the ciphering key.

The key information may be enumerated by the identification
information proper to the medium, prodﬁéer identification
_information,'dealer identification information, identification
information proper to the récord apparatus, encoder or the medium
producing appafatus, _territory information, or- the
identification information furnished from outside. The above
information may be uséd in combination with one another or with
the other information.

'In place of the ExXOR circuits 61 and 66 as the data
conversion means, AND, OR, NAND, NOR or inverter circuits may

also'be used as the above data conversion means. In addition to

performing logical processing by the 1-bit key information or the



out of six circuits. If there is the possibility of the ciphering operation
performgd in one to six of the six circuits 13 to 18, the. nunber .of .
alternatives is increased further, such that it becones difficult to find
t he .conbi nation by a trial-and-error 11 method, thus fulfilling the role
of Tiphering. The key information for cpphering may be switched at a pre-
set "tinmng, for exanple, on the sector basis. In swi tching the key
i nf or mat kep atattaheopr eéheet8+h it NBaswiet hedg Déda NObrovieseiingy méy t a1be Ede,
the switching period or the sw tching sequence of the plural key
i nf or mat penformed omytle sh-thiet usebramttibe deyaf.oAlternatively, the AND,
OR, ExOR, NAND, NOR or inverter circuits may be used in
combination for respective ones of the 8 bits corresponding to
1 word of the information data. In this case, 148 x 8 bit key
data is used for 148-byte data, that is 148 x 8 bit data.
Moreover, if the AND, OR, ExOR, NAND, NOR or inverter circuits
are used in combinafion, these combinations themselves may also
be used as the key. Various ciphering techniques, such as
conversion by shift fegisters or-varicué function processing may,
of course, be used such that these may also be used in
combination.

Although an example of cross—interleaving type error
correction code has been explained in the first embodiment, it
may also be applied to a product édde, as will be explained later
as a second embodiment of the present invention.

Referring to Fig.13, ciphering by the modulation circuit 17
of"Fig.l is now explained. In this figure, data from the error
correction coding circuit 16 is fed every 8 bits (one byte) to
a terminal 71, while'the 8-bit key information is fed to an input
terminal 72. These 8-bit data are fed to an ExOR circuit 73, as
an example of the logical processing circuit, for performing_an
Ex—OR operation. An 8-bit output of the ExOR circuit 73 is sent

to a modulator of a pre-set modulation system, such as an 8-186

conversion circuit 74, for conversion to 16 channel bits. An



further raising the ciphering level, ease or difficulty -of ciphering,
or difficulties in deciphering. The construction of the circuits 13 to 18
and specified exanples of ciphering will be explained. First, the sector
forndng circuit 13 nay be designed for interleaving even and odd bytes, as .
shown for exanple in Fig.2. That is, inpkig.2, an output of the interfacing
circuit 12 of Fig. 1 is sent to a two-output changeover swtch 31, an

out put  ofexshipale |G Sehle \8-a1 BNceNeEt Oden i Biyefleaaviey BRet @—qeﬁe@é@ve%@whng
circuit 34 and the other output of which is directly sent to the

sect’or - f @erimicg tciTdcuig é34ca IThed SERN as MiOrmo dgl £ L 6 §ySdemol | ect s t he i nput
data in terns of 2048 bytes as unit to formone sector. The sw tching
operation of ﬁﬂ@hQMSWgé@memx@heUQMgszm@ﬂdMunguﬂhanS#hmtnkgyCimﬁurmaﬁﬂons

controlled by a 1-bit control signa
is performed prior to data modulatlon the number of bits of the .

key 1nformat10n is not limited to 8, wh11e the input-output
cbrréiation.bfiawggﬁgéfsionffablé'uéed for 8-16 conversion may
be vafied responsive to the key information. For the key -
_1nformat10n, the 1dent1flcatlon 1nformat10n proper to the record
medium as described above may, of course, be employed.
The synchronization_appendage circuit 18 is now explained. .
The sYnchronization. appendage circuit 18 takes
synchronization, using four sorts of synchronization words SO to
S3.shown in Fig.14, in terms of frames of the 8-to—16 modulation
as unit. For example, to 85 data-symbols or 1360 chanﬁél bits as
one framé of the 8¥£o—16 modulation ié added a synchronization
word of 32 channel bits, this frame is structured by association
with theCl or C2 code and the synchronization word of a leading
frame of the Cl1 codestring ié caused to diffep from the
synchronization word of anofher frame for produciﬁg the four
sorts of the syﬁchfonizatidn Wofds | SO to S3. These
s&nchronization -words S0 to S3 have  respective two
synchronization patterns a and b depending on the states of «1"
or *0" of the directly previous word, the so-called digital sum
or the dec value. |

Selection of these four synchronization words SO to S3 can



operating as the key. The even/odd interleaver 33 distributes one sector of

the input data, having even bytes 36a and odd bytes 36f arrayed alternately

as shown in Fig.3A into an even data portion 37a and an odd data portion

37b, as shown in Fig.3, and outputs these data portions. Mreover, a

spécified portion 39 in a sector 12 ;pmy  be specified by the key

i nformation and data in only this specified portion 39 may be distributed

i nto anpevehatiged Aebehding9en atwb ani tsicb Hlaite eyt iiafo3Blat ilobm t71i, susdsg,

the manner of specifying the portion 39 may be designed to be selected in

pl utal ratehodsréoitf whdwer forr exsimpd et hin nBiged 5of fide the purpose of

'_effecting the ciphering. That-is,'respéctiﬁe bits of two-bit dafa

76'designating the four synchronization words S0 to 83 and
respgdtive-bits of the 2-bit key information 75 are ExORed by two
ExOR cifcuits 77; 78 for producing a new  synchronization wbrd
designating data 79. This_modifies the manner of using the
synchronization word in the-abové—described frame structure or
.the'position of using various sorts of the synchronization words
in _tﬁe ébove—described frame- structure. for the purpose -of
effecting the ciphering.

It is also possible to increase the number of sorts of  the
synchronization word and to determine the manner of taking out
the four sorts of the synchronization words from among these
synchrdﬁization words depending on the ciphering key. The
aforementioned identification information proper to the record
medium may be used as this key information.

Fig.16 shows a disc—shaped record. medium 101, such as an
optical disc, as an example of the record medium. This disc-
shaped record medium 101 has a center aperture 102 and has formed
therein a lead—in area 103, as a table—of-contents (TOC) area or
a program management area, a program area 104 for recording
program data and a program end area or a lead-out area 105,

looking from the inner rim towards the outer rim thereof. In an

optical disc for reproducing audio signals or video signals,



alternatives of the key information for raising the ciphering | evel. The
scranbling circuit 14 can use a scranbler of the so- called parallel block
synchroni zation type enploying a 15-bit shift register, as shown for
exanple in Fig. 4. To a data input- termnal 35 of the scranbler is
supplied data fromthe sector formng chycuit 13 in an order in which the
| edst significant bit (LSB) cones tenporally first, that is in the

so-cal | eduliSB 6+ retdes dedta A d5rdidradi filn ke@ Prokrhdn dheh SHAMNd NGhs

associated with an exclusive-OR (ExOR) circuit 14b for applying the
f eedback ihfioame vt canfer Wihd 4k gertendideny datly aewi malnaxgleer bly the Head-
Thus, a pres-set value or .an initial value as shown in Fig. 5is set on the
15-bi t shnfeareegil§8er 14a. Meanwhile, the sel ection nunber of the pre-set
value of Fig.5 can be switched on the sector basis
: As part of the key  information, the identification
information written_in an area_other_than'the program area as the
.data_recording_grea may be used as part of the key information.
.Specifically,.'thef identification ‘information, including the
'_iQentification information, such gs_the production number proper
to the record mediﬁm, idéntification_ information for thé'
producer, .identification .information for . the dealer,
identification informatibn proper to the'recording device or the
encoder or identification informétidn proper to the device for
producing the record medium,.such as a cutting machine or a
stamper, may be written the léad—in area 103 as the TOC area or
in the lead-out area 105; A signal obtained on ciphering in at
‘least one'and preferably fwo of the above-mentioned six cirCuits
13 to 18. is recorded in the program area 104 as the data
_recording area. For reproduction, the above identification
information may be used for decipherfng. The ‘identification
information ma& also be written physicélly or chemically inwardly
of the lead-in area 103.and'read out during-reproduction S0 as
to be used as the key inqumation for decoding.
Referring to Fig.17, preferred embodiments of the data

reproducing method and the data reproducing apparatus according

to the present invention will be explained.



I n association with, for exanple, the value of the lower four bits of the
sector address. Qutput data of the shift register 14a and input data at a
ternirnal 35 are ExORed by the EXOR circuit 14c so as to betaken out at a
terpginal 14d and sent to the header appendage circuit 15 of Fig.1l. The
gerer ating polynom nal and the pre-set yalue (initial 13 val ue) may be
vafred in accordance with the key information, such as the pre-set

i dentificatiop,npiBery, Thad dfsciéﬂaﬂéﬁ)Hé&%f@h&eaﬁﬂ&rabungaQOEﬁ“BndﬁﬂLethe

configuration as shown in Fig.6 may be used. In Fig.6, outputs of the

resPGCtINﬂ thé sSredotdemd®itml is run in rotation by a spindle motor 108
so that the recording contents thereof are read out by a
-reproducing head device 109, such as an optical pickup.

The digital signals read out by the reproducing head device
109 is sent to a TOC'decbgef'iii #hd to an amplifier 112. From
the TOC decoder.lll,'the identification information, including
the identification infdrmation, such as the production number
proper td the record medium, identification information.for the
‘producer,  identification  information for the dealer,
identification information proper to the recording device or the
encbder or identification infbrmation prdper to the device for
broducing the record medium, such as a cutting machine or a
stamper,. are read out so as to be used as at leas£ a portion of
the key information for decoding the ciphering. The
identificatioh information.proper-to thelreproducing device or
the identification information from outside may be outputted from
a CPU 122 in the reproducing device so as to be used as at least
a portion of the key information. The identification informﬁtion
from outside includes the identification information received via
the communication network or transmission path and the
identification information oﬁtained_on reading:a so—called IC
cérd; ROM card, a magqetic card or an opticai card.
The digital signal taken out from the reproducing head_

device 109 via amplifier 112 and a phase-locked loop (PLL)



of the shift register 14a are sent to fixed termnals of the changeover
switch 14f controlled by, for exanple, 4-bit control data froma contro
termnal 14g. An output of the changeover switch 14f is sent to the EXOR
ciraquit 14b. By changing the control data of the control termnal 14g, it
becones possible to change the value of o in the generating pol ynoni nal
x[érr] + x[err] + 1. For changing the pre-set value, the pre-set val ues of

the pre-sercuatupifabkesehtFitg. 2 Eoyiche oprieeaswed sWgdrsayiddreiioadt 114
operation with each byte value of the 16-byte identification infornation.

The "i denfofri cakeipeuraitrifoor matfi ot heay sye cirorErzd teicb by dighd derdphédéd ooy
i nformati on proper to the nedium the producer identification information,
deal er i dgnchfonidzabion dppenddsm,cittomiitdast offi €dgi. on Théodimitab pigper to
the recordi ng apparatus or the encoder, the identification information
pr oper- t §rpRe the synchronization separatlon circuit 114 is sent to a
demodulatlon circuit 115 for performlng an operatlon whlch is the
reverse of the modulatlon performed by the modulation circuit 17
of Fig.l. Speéifically such operation.is convertingl6 channel
" bits into 8 bit data. The digital data from the demodulatlon
circuit 115 is sent to an error correction decoding 01rcu1t 116
. for performlng-decodlng-as a reverse~operat;on-of the . encoding.
performed by the error.correctibn encoding circuit 16 of Fig.1.
3The'de¢oded data_is resolved into sectors by a sector resolution
circuit 117 and a_header at the leading end of each sector is
separated by the header separation circuit 118. The header
resolution circuit 117 and the header separation circuit 118 are
counterpart devices of the sector forming circuit 13 and the
header appendage circuit 15 .of Fig.1, respectively. A
descrambling circuit 119 then performs descrambling as a reverse
operation of the.scrambling performed by the scrambling circuit
14 of Fig.1 so that reproduced data is outputted wvia an
interfacing circuit lzolat an 6utput terminal 121.
It should be noted that ciphering has been performed during
- recording in at least one 6f_the sector forming circuit 13,

scrambling circuit 14, header appendage circuit 15, error

correction encoding circuit 16, modulation circuit 17 and the



medi um produci ng apparatus, the territory information, or the

i dentifi,cation information furnished from outside. The above information
may be used in conbination with one another or with the other information.
- The configuration for varying the generating polynomnal is not limted to
the configuration of Fig.6, such that the nunber of taps or stages of the
shift register may be changed as desired. 14 The header appendage

circuit $ynchroawzerflod nesberddgd chovaid ameCiducnl exawplae Licifrge SO OF
. fonqat. Each sector is made up of a 2048-byte user data area 41, to which
Tare operation is required in the reproducing side circuits 114 to 118
as counterpart devices of the ciphering circuits. That is, if
ciphering is performed by the sector forming circuit 13 of Fig.1,
it is necessary for the sector resolution circuit 117 to perform
ciphering using the key infdrmatioﬁ uséd for ciphering.
Similarly, the deciphering by the descrambling éiréuit 119, by
the header separation circuit 118, by the error correction
decoding circuit 116,'by_thé'demodulation circui£ 115 and By thé
'synchronizafion- séparationmucircuit--ll4 -becomp necessary in
association with the ciphering by the scrambling circuit 14,
header appéndage circuit 15, error correction encoding circuit
16, modulation circuit 17 and by the synchronization appendage
circuit 18 of Fig.1l, respectively. |

The deciphering by the syndhronization separation circuit
114 is performed by detecting the manner of using a plurality of,
for example, four,.different sorts of the synchronization words
or the position of use of the various synchronization words in
a frame structure, modified in accordance with the key
information for ciphering, as explained with reference to Figs.14
and 15.

In the deciphering operation by the demodulation circuit
115, the 8~bit data, sent from the synchronization separation
circuit 114 to a 16-to-8 conversion circuit 131 so as to be

converted from the 16 channel bits, are sent to an ExXOR circuit



appended a 4-byte synchronization area 42, a 16-byte header area 43 and a
4-byte ,error detection code (EDC) 44. The error detection code of
the error detection doe area 44 is made up of 32-bit CRC code generated for
t he Juser  data area 41 and the header area 43. Ci phering in the header
appendage circuit 15 may be perfornmed og a synchroni zation signal, that is
a so-called data sync, a header address or CRC. As an exanpl e of ciphering
the sectn32 sydehd odbwt é Ppast 9Pk t dakat B¥NExORS cRYtaiRaBeLEs mMld geat ed
to respective bytes of the 4-byte sync area 42 are denoted by A, B, Cand D
in Fig. 8ot s coot evd s Ex-ORkeiSewi Ohr thd es-pay heyshihfedmat ibet af £emomn t he
byte basis using the 2-bit key information. That is, by switching to ABCD,
BCDA, CDA8rminalo T¥BC far ndstotibigt deen ebrbesponding Bo thespedtiitvelata
sector synchronization cannot be achieved ' ' -

: supplied to the input terminal 71 of Fig.13, as shown in Fig.18.

- The restored data is sent to the error borrectiongdecoding-
ciréuif.lls. | | R
The error cqrreétion decoding circuit 116 performs'a reverse:
operation of the error corréction_encoding_shown in Figs.10 and
11 by the constitution of Figs.lS and 20. _
Referring-to'Figs;19~§nd 20, demodulafed data from the
demodulation circuit 115 are sent, in terms of 170 bytés or 170
‘symbols as 'units, via a re—afraying circuit 142 having én
inverter 142a and via a delay circuit 143, to a Cl decoder 144
as a first decoder. Of the 170 bytes.of data supplied to this-Cl-
dgcoder'144, 22 bytes are P parity dafa and @ parity data. The”u
Cl decoder 144 performs decoding using these parity data. The C1
parity data outputs 170 byte data via a delay circuit 145 to a
C2 decoder 146 as a second decoder where error correction and
decoding are performed using these parity data. Output data of
the C2 decoderll46 is sent to a delay—Cl decoding circuit 140 of
Fig.18. This circuit is similar to the delay circuit 143 and the
Cl decoder 144 and repeatedly performs the operation similar to
that performed by'the delay circuit 143 and the Cl1 decoder 144
for performing error correction and decoding. In the embodiment

of Fig.20, delay-Cl decoding'circuit 140 is shown as a delay



failing the key dat a coi nci dence, such that regular reproduction cannot be
realized. For the byte patterns Ato D, character codes of |1S5S0646, for
exanp1e may be used. In the header region 43, there are fornmed respective
| ayers for CRC 45, as a so-called redundancy cyclic code, the copying

I nf-ormati on 46 for copying pernission/ngﬁ-pernission or management of the:
coﬁylng generation, a layer 47 indicating a specified |layer of a

mul ti-layeredidi 307 AmRddrEsSaddodddl P48 ad5aSPREBA4decoaBrShawR ide1E 0. 9

G phering can be nade by bit scranbling, herein bit-based transposition,

.32 ‘bits eirthet 147 and the C3 decoder 148 or the delay-Cl decodlng

circuit 140 perform ultimate error correction and decoding s0

that 148—byte'data devoid of parity is cutputted at an outbut

_.terminal 149. The 148-byte data corresponds to the- 148—byte data
entering the C1 decoder 52 of Fig. 11 .

If ciphering has been performed in'the inverter.portioh 57a
of the_re—arraying circuit 57 of the error correction encoding
circuit of Figs.10 and 11, it is hecessary for the in?erter

~portion 142a in. the. re-arraying  circuit 142 of the . error.
correction and decoding circuit of Figs.19 and 20 to perform
corresponding deciphering. It is of course necessary to perform
deciphering as a reverse operation.of the various sorts of
ciphering explaihed with reference to Fige.lo and 11.

Fig.21 shows an illustrative structure of the .error-
correction decoding circuit as a counterpart of the illustrafive
structure of the error correction encoding circuit shown_in
Fig.12. |

Referring to Fié.Zl, a set of ExOR circuits'lél are inserted'
on an input side of the inverter portion l142a of the re-arraying
circuit 142 and on an input side of the delay circuit 143, in
association with the set of ExOR circuits 61 inserted on the
output side of the inverter portion 57a of the re—arraying
circuit 57 of Fig.12, while a_set.oi EXOR circuits 156 are

inserted on the output side of the Cl decoder 148 in association



address 48. If x[err] + x[err] + x[err] + 1 is used as a generating
pol ynom_nal for the CRC 45, ciphering can also be nade by varying 15 bits
for xTerr] X responsive to the key in place of the second termx and the

third termx[err].

Ci phering can also be made by processing 16 bits of the

CRC 45 and the key information by arithgetical operations. The key
i nf'or mati on may be enunerated by the identification information proper to

the medi waht h&@rm%lf@l@ﬂﬁéf6§a§.h9@rtanbﬂmthgnylnputd%qldeer of the C1
|dqnt|f|cat|on i nformati on, the identification information proper to

t he ‘r ecoedcadpar 32usf Gﬁ@pdﬁm.or t he nmedi um produci ng apparatus, the
territory information, or the identification information furnished from

out si de.

or with

The Zhewse iE¥-@Redimruitaysdies USET, | D5608PeNabindn giirtell v anotder
the other information. _
conversion for decoding the data conversion performed by the ExOR
circuits sets 61, 66 of Fig.12. Of these, the sét of'the.ExORg
circuits 151 are made up of for ;éxamplé,. 170 8-bit 'ExOR
circuits, while the set of the ExOR éircuits.156.are made up of,
for_ example, 148 8-bit ExOR cifcuits. If data conversion
respon;ive to the key information has been done for the 148—byté'
information data excluding the pafity data by the ExOR circuits
61 of the reéording side error cbrrection encoding circuit of
Fig.12, -the set of the EXOR circuits 151 are naturally
constituted by 148 8-bit EXOR circuits. |
To a terminal 152 of Fig.zi is supplied the 170-bit key
information corresponding.to the key ihformation supplied to the
terminal 62 of Fig.lzr The key information is supplied via a D-
latch circuit 153 to each of 170'ExOR circuits within the set of
the ExXOR cifcuits 151. The D-latch circuit 153 is switched,
responsive to the 1-bit cipheriﬁg control signal'supplied to an
enabling terminal 154, between sending the 170-bit key
information from the terminél 152 directly to the set of ExOR
circuits 151, and setting the 170 bits to “0" in their entirety
(all-zero). On the other hand, the set of ExXOR circuits 156 are
similar to .the set of the ExOR circuits 151 except that the set

of ExOR circuits 156 has148 ExOR circuits 151 and has the 148-bit



Figs. 10 and 11 illustrate a specified enbodi nrent of the error correction
encoding circuit 16. In Figs. 10 and 11, data from a header appendage
circuit 15 of Fig.1 is fed via an input termnal 51 to a Cl encoder 52. In
t he present specified enbodi rent, each frame of error correction and
encodi ng is made up of 148 byte or 148 synbol data. The digital data -at the
input termnal 51 are collected every 148 bytes and sent to a Cl encoder 52

as a firseyenaddirngtidht sihD14hey Glo efKOdRSy St ormatid s iiydi o the

appended, and the 16 resulting data is sent via a delay circuit 53 for

I nt €r| eatiemgpinal 12 of Fig.12. The 148-bit key information supplied to
a terminal 157 is sent via a latch circuit 158 to each of the 148
EXOR circuits 156 via D-latch circuit 158. The D-latch circuit
15&, in.turn,-is switched'fespohsivé to the*ciphefing éontrol
signﬁl from'an-énaﬁiiaé féfmina17159 between the 148-bit key
information and.a114iér6. | |

- By employing the ExOR circuits or the inverter 6f the error

correction circuit, it bécomes possible to realize simple and
significant ciphering. Moreover, -by controlling the number of the e
inverters, normally non-reproducible data of the ciphering level
or data becoming non-reproducible in a worsened error state can
be coped with responsive té the demand for security 1e?e1. That
is, by controliing the number of the inverters or the ExXOR
circuits, control can be'dohe in such a manner_that reproductioh
becomeé possible and impossible for the better and worse error
states, respectively. Moreo#er, the reﬁroducible sfate that
cannot be recovered by error corrécﬁion by itself can also be
produced. As for the ciphering key, the number of bits can even
reach 100 or more per ciphering site as in the above illustrated
embodiment and hence ciphering with_the larée number of bits of
the key becomes possible thus improving data security. Moreover,
by implementing the error correction encodiﬁg circuit and the
error correction decoding circuit within an LSI or IC chip

hardware, accessing to the record medium can be made more



to a C2 encoder 54 as a second encoding unit. The C2 encoding unit 54
appends to the data a 14-byte Qparity which is fed back via a del ay
circuit 55 to the Cl1 encoder 52. Fromthe Cl encoder 52, 170 bytes.
containing P and Q parities are taken out and outputted via the del ay
circuit 56 and a re-arraying circuit 573having an inverter 57a at an out put
tefm nal 58 so as to be sent to a nodulation circuit 17 of Fig.1. For

ci pheringirtdeul be £ ripvendeaseirBed n CEEREra COT AL UELIWOdRRE iflg! Ghda it
may be contenpl ated to nake selection as to whet her or not inverters shoul d
be i'nsersecduresponsi ve to the ciphering key information every byte of the
I nverting portion 57a in the re-arraying circuit -57. That is, although
22-byte P- anThé& paectbes aeeoilntébhedchyculie | 11&rt ees fofrmshe sonealilerd
portion 57a of the re-arraying circuit 57 in the basic configuration,
deinterleaving, that is a reverse operation to the even or odd
interleaving if ciphering by such.eVen or odd byte interleaving
has beenndone for”rennnding by”the;sector forming'éircuit 13, as
;explained with reféréncé.fnufigs.z'and-B._ |
The header separation circuit 118 performs corresponding
| deciphering if the ciphering éxbiained with reference to Figs.7
to 9, that.is data sync-byte pattern transposition representing
sector synchronization, address change or CRC change, has been
done during.recording by the header appendage circuit 15..
Fig.ZZ shows an illustrative embodimént of the descrambling
circuit 119. To a terminal 161 is fed digital datn from the
header sepéfation circuit 118 of Fig.17. Digital data from the
terminal 161 is descrambled by a scrambler 163 configured as
shown in Fig.4 so as to be taken out at an output terminal 164.
Deciphering can be performed by changing a polynomial 165 and a
‘pre—~set value or the initial wvalue 1866 és explained with
reference to Fig.4 for_tne scramblef 163 in dependence upon the
ciphering key information fron an authorization mechanism 171.
~ -‘The authorization mechanism 171 generates the ciphering key
information, depending upon the contents of the copying

information 46 of the header information 167, identification

information proper to the record medium or to the reproducing



sone of these inverters may be elimnated or a nunber of inverters may be
inserteqd. on the Cl data for inverting output parities. Wen perform ng such
dat a conversion, the probability of inpossible error correction is varied
depandi ng on the degree of difference fromthe basic configuration, such
that, if such difference is small, the grobability of error occurrence at
the«ultimate reproduced output is only slightly increased, whereas, if
there arszppargtus f fEtencasmorrr ddesdi fecht donbeadoenadibhi a3t pedpete twhol e
such that reproduction becones nearly inpossible. =~ 17
- the producer or the dealer or the external identification
~information 174 supplied from outside for controlling the
generating polynominal.cibl65 or the pre—-set value 166 depending
on the key information. - |

The information as to n which of these circuits 114 to 119
the deciphering is required may prove to be the key information
for:ciphering, as discussed preViouSly. Moreoﬁer, the ciphering
key information may be switched in a pre-set period, for example,
every sector. .The extent of ease . or difficnlty in ciphering]is
increased by using_whether or not switching is to be made, or the
switching period, as the key.

By combining the producer identification information, dealer
identification information or device identification information
with the copying protectidn information or charging information,
set separately, as described above, for ciphering data, and
recording the ciphered data, prevention of copying, pirate
edition or illicit use can be realized on the physical format
level. In addition, the information concerning the data security
function, copying permit/non~permit information or the
charging/charge—free information is implemented on a record
medium or in a physical format of the recording/reproducing
system. '

That is, by pre-recording the security/charging information

on the record medium, and by combining it with data ciphering



For exanple, in the case of the ClL encoder, the distance as an index
_speC|fy|ng the error correction capability is 9, so that error detection
and corfectionis possible up to 4 bytes at the maximum and, if there is an
erasure point, correction up to 8 bytes at the maxi mumis possible. Thus,
if sthere are five or nore differences, j,correction becones al ways

i npessible with the Cl code. If there are four differences, a delicate

state ofu€phgeaneONr HE6PAT AP/ nbAPPEELPLEnghYiioriefidn €88 HHEIEk e cRTHOT
occurs. As the difference is decreased fromthree through two to one, the

pr obabi Imédiumdf copyitlg Pevaction ab@corengntieasobl e1ineicages cant Bies
order. If this is utilized, the state of reproduction in which in case of

furni shimepl ek o bypr ai ceim sl AT e stefratdired | oDeicodimgsi klad t ®ea @@deai n
extent but is not inpeccable and sonetines perturbed can be crated
positivedyffi¢adt by latent incorporation in the physical format. The
structure is safe ageinst dump copying since it remains in the
ciphered-state. The struciure can be varied on the seotor basis,
on the file basis, on theizone-basis'or on the layer basis.
__Moreover, key control can be done by communlcatlon, IC card or
by a remote controller Hystere51s can also be left against
. pirating.

The second embodiment of the preeeht invention is now

explained. | | |

| The second embodiment is a partial modification of the first
embodiment desoribed above, The overall structure is as shown in
Fig.l..Only the modified portions of the circuits 13 to 18 of the
configuration of Fig.l are now. explained.

The sector forming circuit. 13 of'Fig.l cen be configured as
in the first embodiment described above. However, the scramoling
circuit 14 is configured as shown in Fig.23. |

In the scrambling circuit 14, shown in Fig.,23, data_from
the sector forming circuit 13 of Fig.l is supolied in a sequence
in which the least éignificant bit (LSB) comes temporally first,
that is in the LSB first order, to the data input terminal 35.

A 15-bit shift register 14a for scrambling is configured so that

feedback by the generating polynominal x'° + x* +1 will be applied



can be exploited for informng the user of only the epitone of the
software. Inthis case, it .is possible to use such a nethod in which the
sites of change of the inverters are prescribed at, for exanple, two sites,
~a npthod in which the sites of changes are selected at random depending on -
the key informati on and the snmall est nuygber of the sites of change are
limited to two sites, or a nethod consisting in the conbination of the two
met hods. us"ihfg @Qﬁlet;ddl_ﬁfslaie-JrOIBe(rEx@m) of i gl f i o4l | owhbiet hepraveetevslaee

not limted to those in the re-arraying circuit 57 in Figs. 10 and 11, but
any- ar bidr airy ipdsiikilons lupshseahven fovisg radn ofsathen the 15-bit shift
regiSter 14a. The selection numbers of the pre-set values shown
in Fig.24 are selected_So_that the pre—set values can be switched
':on the sector basis in association with, for example, the values
of the lower 4 bits of the sector address. Output data of the
.shift register 1l4a and input data from the terminal 35 are Ex-—
ORed by the ExOR cirecuit l4c, an output of wich is outputted at
an output terminal 14d so as to be sent to the header appendage
circuit 15 of Fig.1l. | |
The pre—set value (initial value) can be varied dependlng
on the key information such as the prefset identification number.
That 1is, the pre-set values of the 16—byte identificatidn
information of the pre-—set value table of Fig.24 can be logically
processed with respectlye byte values of the 16-byte
identification information. The identification information in
this case may include the identificatioﬁ information such as the
production number proper_to the record medium, identification
infofmation fof the producer, identification information for_
the dealef,.identification information proper to the recording
deyice or the encoder or.identification information proper to the
deviqe for producing_the record medium, territory information,
identification information supplied from outside, alone or in
combination. The above inférmatidn of various sorts may also be

used in combination with other sorts of the information. The



Cl encoder 52 or the conbinations thereof may al so be used. In case there
are: plural positions, different keys may be used. As for the data
conversion, bit addition or the |like |ogical operations nay be used in

pl ace of using inverters, data nay be transposed dependi ng on the key

i nfformation for ciphering, or data may he replaced depending on the key
information for ciphering. O course, a variety of ciphering techniques,

such as 16pRYELS p@cepym hi{d1ud0isslcis 1 vel OROX EXOR)!,0UD g ffdHICth Mhuct
processing, can be used alone or in conbination. Fig. 2 “shows anot her

“speci fi edarphodiBRRELaQf sl (OOl rC¥HiEatiing encoding circuit 16 in which a
set of exclusive-OR (ExOR) circuits 61 is I nserted downstream of the-

inverter 57a phehi Belche 1 e-frmit NF o r ald Bkl | RuMYCImat gty Sege of -
exclusive-OR circuits 61 is inserted upstreamof, that is on the
configured as shown for example in Fig.25.

- As shown ianig.ZS? each sector is made up of 12 rows each:
being of 172 bytes, totaling at 2064 5ytes, of whiéh 2048 b&tes
represeht main data. At a leading position of the first one.of
the 12 rows are arrayed a 4-byte identification data (ID), a 2-
byte ID error detection code (iED) and 6-byte reserve data (RSV),
in this order. At a terminal-positién*qf the last row is arrayed
a 4-byte error detectioh code (EDC).
| As shown in Fig.26, the 4;bytes of the identification data
(ID) are made up of the first byte (bits b3l td b24) formed by
the sector information and fhe remaining three bytes (bits b23
to b0) formed by the sector numbers. The sector information is
madg up pf a 1 bit of the séctor format type, a 1 bit of the
tracking method, a:1 bit of reflectance, a 1 bit of the spare
information, 2 bits of the area type and 2 bits of the layer
number. . | |

The headep appendage ‘circuit 15 of Fig.i performs
'trénsposition, that is bit-based scrambling, on the 14 bits of
the sector number in the identification data (ID) in.the sector
format, responsive to the key information, for effecting the
'ciphering. In addition, the generating polynominal of the 2-byte

ID error detection code (IED) or the generating polynominal of



input side of the Cl1 encoder 52. Specifically, the set of the EXOR circui'ts
61 perform data conversion of EXOR operation on 170-byte data taken out
from:the ClL encoder 52 via the delay circuit 56 and the inverter portion
57a pof the re-arraying circuit 57, that is on information data C[err]

Cerr] and parity data P[err] Plerr] g7 err] Jerr] while the set of
thé ‘ExOR circuits 66 performdata conversion of ExOR operation on 148-hbyte

i nput dataeBlebyle~eBrorr ettt ibROB ol QWNE, désethd MmddesreSedePénd Neg
ExXQR circuits 61, 66, Ex-OR 1-byte or 8-bit input data and pre-set 8bit
dat & speonf i thebykey lihiformantoal ot doghitdldyd péScesbetinaset8- Bihle EXER
'Clrcultsinformation for effecting the ciphering. '

The error encoding correction circuit 16 of Fig.1l may be
configured as shown in Fig.27. For encéding, product code or the
block code as shown in Figlza.is_used.

. Referring to Fig.27, data from the header appendage circuit
15 shown in Fig.l is supplied to an input terminal 210. This
inpdt data is supplied to a PO encoder 211 as a first encoding
unit. Input data”to-fhemPO-encoder 211 -is 172 bytes x 192 rows,
or B@o.to BQIJH. The PO encpder 211 appends an RS outer code (PO)
of RS (208,192,17) as 16-byte Reed Solomon code_(RS code) to each
of 192 bytes of each of 172 colﬁmns,.as shown in Fig.28. Output
data of the PO encoder 211 afe sent via the data conversion
éircuit for ciphering 212 as described above to an intefleaving
circuit 213 to from interleaved data which is sent to a PI.
encoder 214. The PI encoder 214 appends an RS inner code (PI) of
RS (182,172,11) (RS code) to each row of 172 bytes of the 172
bytes x 208 rows. Thus the PI encoder 214 outputs data of 182
bytes x 208 rows; This outbut déta is outputted at an output
termihal 216.via a data conversion circuit 215-for.ciphering as
described above.

Since the PO encoder 211 appends the 16-byte PO parity to
the l92—byte input daté for each column to output 208-byte data,

the data conversion circuit 212 performs data conversion as



19 (equivalent to an inverter circuit if the pre-set 8-bit data are al

zero) are used for the set of the ExXCR circuits 61, 66, respectively. In
Fig.12,” the 170-bit key information is sent to a terminal 62 and
roufed via a so-called D- latch circuit 63 to each of the 170 ExOR circuits
in the set of the ExXOR circuits 61. ThggD-latch circuit 63 is responsive to
the-1-bit ciphering control signal supplied to an enabling termnal 64 to

switch hrikweepeachBoRe e thed-1B-tbykey darfiarymaid @0 &+mmed hiater im nbhe 62
directly to the set of the ExXOR circuits 61 and setting all of the 170 bits

10" ¥0". et ittt vl b FXERF6LtEHigt shef clibhesdhgof Thies BedR cdonrersicl, mahe

ExXCR circuit fed with "0" fromthe D-latch circuit 63 directly output data

fromthee medet eesponsiva tdathe key information'supplied via a terminal
218. Since the déta conversioﬁ'circuit 215 appends 10-byte PI
parity to 172-byte data of each fow for outputting 182-byte data,
the data convefsion circuit 215 can perform ciphering by
effecting data conversion on the 10-byte data or on the 182-byte
data in their entirety. This data.conversIon can be performed
responsiVe to the key'information supplied via the terminal 219
~as described previously.

" The above data conVérsion may be performed by arranging an
inverter at a pre—gef position, by selectively inverting data by
the set of the EiOR-circuits responsive to the key information
or by using the AND, OR or NAND circuits. In addition to the
logical processing on the 8-bit information daté by.the i;bit'key
information data or.by key data, logical processing may be

.performed on the 8-bit information data by the 8-bit key
information_data; or the AND, OR, ExOR, NAND, NOR or inverter
circuits may be used in combination fér each of 8 bits making up
a word of the infofmation data. Of course, a variety of ciphering
technigues, such as conversion.by shift registers or function
processing may be applied alone.or in combination. If the AND,
OR, ExOR, NAND, NOR or inverter circuits are used in combination,

the combination itself may be used as the key. Moreover, in

addition to the logical precessing; transposition of changing



e-arraying circuit 57, 'mhile the EXOR circuit fed with "1" fromthe

t Ke

D-latch circuit 63 inverts and outputs data fromthe inverter portion 57a
in the arraylng circuit 57. In case of all- zero, data fromthe inverter
-portjon 57a in the re-arraying circuit 57 is directly outputted. The set
of .the ExXOR circuits 66 is simlar to thg set of the EXOR circuits 61
except that it includes 148 ExXOR circuits and has the key information of
148 bitsdathlod e ddS-bi t skeyt i 0hi 0L AL ben s%mlﬂt%d;lh% Aty Y Ble & miy
sent via a D-latch circuit 68 to each of the set of the EXOR circuits 1In
the -set afl siohebEx@Reri r ot Hatalh€odvéat ebnCi I COFt c@&rls% swWtehedeity of
148-bit key information or all-zeros by the ciphering cont r ol signal of an
enablIngcu@hmnvng(%bchnlques such as conversion by shift registers or

function processing, may be applied.alone or in combination.
‘The 182 bytes x 208 rows of data, resulting from error

correction encoding, are interleaved with respect to rows and

~separated into 16 13-row greups-eeeh of which is associated With'

a recording sector.:Eeph secton{ﬂmade up of 182 bytes X 13 row,

totaling at 23686 bytes,_is-modulated and two synchronization

.codes .SY are appended per- row. as shown in Fig.ZQ. - For.

modulation, 8-to—16 conversion is used as- in the above—explained
first embodiment. Each row is divided into two sync frames, each
of which is made up of a 32— channel-bit synchronization eode SY

and a 1456-channel-bit data portion. Fig.29 shows a data

-structure for one sector obtained on modulafion and appendage of

synchronizatien data. The 38688 channel bits of each sector,
shown n Fig.29, corresponds to 2418 bytes prior to modulation.

The modulated output signal of Fig.29 uses eight sorts of
the synchronization codes SYO to SY7. These synchronization codes

SY0O to SY7 represent synchfonization patterns of Fig.30(a) ana

.Fig.SO(b) for the 8-16 conversion states 1, 2 and for the 8-186

conversion states 3 and 4, in dependence upon the above-described
8-16 conversion states, respectively. |

The selection of the eight sorts of the synchronization

. codes SYO0 to SY7'may be changed responsive to the 3-bit key



20In the circuit of Fig.12, the set of the EXOR circuits 61 perform data
conversi on of ExOR operation on 170-byte data taken out fromthe Cl encoder
52 via the delay circuit 56 and the inverter portion 57a of the re-arraying
cirguit 57, that is on information data Clerr] ~ Cferr] and parity data
Plerr]. ~ Plerr], err] ~ {err]. Alteggnatively, the set of the ExXOR
ciTcuits 61 may be designed to performdata conversion on 148-byte

i nf or mat { /o Mad 18 ] o] effeClkehk] thdepepieringn Thet 148 idsdexytive bits

i nformati on, wthout perform ng data conversion on the parity data. Wth
the- circaft tfrdé-gpil?, ddtm openat tesigndtéhkecthsi neightt ;sdtose off Eihgs. 10
and 11 nmay be realized. It is also possible to use one of the EXOR circuits
61 and Gfyrorhrton izt idre cwlect3Yh to SY7 and the respective bits of the
3-bit key ihformation 222 are Ex—-ORed by the three ExOR circuits
223, 224 and 225 to produce néw synchroniéation code designating
data 226. This modifiés ﬂhéjganner’of using the synchronization
code in fhe above frame structure or the position of using the
various synchronization codes in the frame structure to effect
the ciphering. Of course, data of the three bits may be
transposed, .substituted or converted by a shift register or by
a function conversion depending on the key information
The basic structure of a reproduciné side, as the
counterpart of the. recording side structure of the above-
described second embodimént of the present invention,'is similar
"to that shown in Fig.17, aﬁd_a reverse operétion modified in
'_meeting with modified portions in the second embodiment 1is
~performed. For example, the reverée operation as a counterpart
of the error correction encoding shown in Fig.27 can be
~implemented by an error correction decoding circuit shown n
Fig.32. . |
In this figure, data of the product code of 182 bytes x 208
TOWS 6f Fig.ZB,_corresponding to an output 6f the output terminal
216 of Fig.27, that is an output signal of the demodulating

circuit 115 of Fig.1l7, is suppliéd to an input terminal 230. This

data from the input terminal 230 is sent to a data conversion



of - one or both of the EXOR circuits as the ciphering key. The key
i.nformat,ion may be enunerated by the identification information proper to

t he medi um producer identification information, dealer identification
infarmation, identification information proper to the record apparatus,
encoder or the nedi um produci ng appagpat us, territory I nformati on,

or *+ the identification information furnished fromoutside. The above

i nf or mat cbncwhy 221 vglesire re cosdbs et icpe eittibnoRE ahet beke rart iwirt pd ko widwer

information. In place of the ExOR circuits 61 and 66 as the data

conver si bn tipandat AN ER; s IMANR, i fdOR toR 1Bneér Fég. 2V r £ai psrimymad s Obepwised

as the above data conversion neans. In addition to perform ng | ogical

processi gty ofhethie et repaickiwomenyicor ¢hecuit 231 is sent to a PI
(inner code) decddé: 232 where the decoding as the reverse
operation of the operation performed by the PI encbder 214 of
Fig.27, 'that is error_ éorrectioh employing the 'PI code, is
pérformedqur pfoducing 172 bytes x 208 rows of data shown in
Fig.28. Output data_of the PI deéoder 232 is processed by an
operation which is the reverse of the opefation performed by thé
data convefsion circuit.zisland subsequently.sent to a PO (outer
code) decoder 235. The PO decoder 235 performs a  decoding _
operatipn as a reverse operation of the operation by the PO
encoder 211 of Fig.27, that is error cqrrection employing the
PO céde, for taking out the original 172 bytes x 182 rows of data
of Fig.28 at an'butput terminal 236. if the key information is
‘used for data conversion.by the, data convérsion.circuits 212, 215.
of Fig.27, thé key information supplied to each of the'terminals'
218, 219 may be supplied to terminals 239, 238 of the data back-
conversion circuits 234,-231 of Fig.32 for effecting data back-
conversion depending on the-key information.
| The favorable effect f.the above—described second embodiment
of the p;esent invention is similar to that of the above—.
mentioned first embodiment.

In the above-described- embodiment of the data recording

method according to the "present invention, input data is



ey data on the 8-bit basis, | ogi cal processing may al so be performed on

the. 8-bit information data. Alternatively, the AND, OR, ExOR, NAND, NOR

or

i'nverter circuits may be used in conbination for respective ones

of the 8 bits corresponding to 1 word of the information data. In this

case,

148 x 8 bit key data is used for jA8-byte data, that is 148 x 8 bit

dafa. Moreover, if the AND, OR, EXOR, NAND, NOR or inverter circuits are
‘'used in pnabenaedow;thhei@h@ﬁﬁﬂgﬁﬁn(H& 1desEebnesofmyhal seche rusetmiatg

the

key. Various ciphering techniques, such as conversion by shift

regi'st erstep vard pusd ngciripprt prigddsdi dgtanyin ¢eromsupsethiee preedesucia taat
these may al so be used in

amount, a header appendage step of appendlng the header, an error
correction encoding step, a modulating step for modulation in

accordance with a  pre-—-set modulation system, and a

'Synchrcnization appendage step of appendihg'the'synchrenization

pattern, and the resulting-ciphered data is outputted, so that

the partlcular step in Whlch the c1pher1ng has been made also

becomes the key for. c1pher1ng, thus raising the degree of ease

.. or dlfflculty in 01pher1ng. Thenscrambling.step of . randomizing -

the data for eliminating fhe same pattern may also be included
among the ciphering steps. There is also a merlt that ciphering
can be realized easily by simply modlfylng part of the pre-
existing configuration._These effects can be realized with the

data recording apparatus, record medium, data reproducing method

or data reproducing apparatus.

Since data conversion is done on at least a portion of data
handled during error cerfection encoding, depending on the key
information for ciphering,_ciphering of a desired level between
the level for which data resforation_is possible to some extent
by ‘error. correction encoding and a level for which data
restoration is not possible can. be realized. This renders
possible such control in which repreduction is possible or is not
possible for an acceptable error state or for an unacceptable

error state, thus enabling accommodation complying with the usage



Bi-nation. Al though an exanple of cross-interleaving type error
corxectlon code has been explained in the first enbodinent, it may al so be
applied to a product code, as will be explained |ater as a second

enbadi nent of the present invention. Referring to Fig.13, ciphering by the
nodul ation circuit 17 of Fig.1l is now egplained. In this figure, data from
thé*error correction coding circuit 16 is fed every 8 bits (one byte) to a
term naloZldatvidoe sdeuBibyt Lkeglinformation is fed to an input term na
72., These 8-bit data are fed to an ExOR circuit 73, as an exanple of the

| ogical procebsi agdéitieonit c frirepiord owithg sanl &xg R opwbari ot  Key 8blitts
~output of the EXOR circuit 73 is sent to a nodul ator of a pre-set
nDduIat{QRP%W%%eH?S§HEﬁea§naﬁr80r6G@mﬂﬂﬂtﬂqnm(ﬁninntpﬂmrlmgr1§od¢eﬁsu@n to

16 channel bits.. An
a huge black box such as error correction codlng or decodlng IC

- or LSI, thus making it difficult for the general user to decode
.the ciphering thus significantly raising data security.

In addition, data is ciphered using the pre-set key
‘information and at least a portion of the key information for
ciphering is writtén'ih aﬁ ﬁfea'different frdm the data recording
.area on the .fecordp mediﬁm so that this portion of  the key.
info;mation is read during repfoduction and used for deciphering.
The key information is not completed within the information in
the data recording area of the record medium; thus raising the .
ciphering difficulty. |

In addition, during the scrambling operation mainly aimed
at randomizing the data for removing the same patterns in the
data string, at least one of the generating ﬁolynominal or the
initial value is changed responsive -to the ciphering key such
that the pre—éxisting 'scramﬁling may be. directly used for
ciphering for realizing the ciphering by a simplified structure.
| By the above-described data ciphering, prevention of copying
or illicit use can be implémented by a simplified configuration,
while application to security or to charging system may be
realized easily.

The present invention is not limited to the above~described



2Z exanple of the 8-16 conversion system by the 8-16 conversion circuit 74
s.:a cal |l ed EFM plus nodul ati on system Although the ciphering enploying
the 8- bi't key information is performed prior to data nodul ation, the nunber
of hits of the key information is not limted to 8, while the input-output
correl ation of a conversion table used fpr 8-16 conversion nmay be varied
responsive to the key information. For the key infornmation, the

i denti fi eabbaimenter MHdONeREAPEE , t daithe d@owd s 1@ HAYaS 1dRsSChé beg ahave
may, of course, be enployed. The synchronlzatlon appendage circuit 18 is
nom/expladdedlon or a variety of logical operations in addition to by

inverters or ExXOR circuits as described above. A variety of
_éiphering techniqués, such as data substitution or transposition
responsive to the ciphering key information conversion by shift
registers or by  various function precessing, may also be
,employed, alone or in combiﬁation.:Vdrious_qther modifications

- can be made without departing ffom the purport of the invention.



" synchroni zati on appendage circuit 18 t akes
nhronlzatlon u3|ng four sorts of synchronization words SO to S3 shown
modul ation as unit. For

imHg to- 16
exarrpl e to 85 (f ﬂllilﬂ ill " 60 channel bits
8-10-16 nodul at i Fchr onigzat i on wor|H tpis §BLKETIHF\D@ELN s, this

freame is structured by assocl at+on with theCl or {2 cokErudEthe
synchroni zation word of a leading frapgrimef the ] 5 trThng 1S
caused to differ from the synchronization word of another franme for
produci ng the fRiva S¥dSrdind methvd coypehsbmgzation words SO to
S3. These synchroni zati on wor ds SO to S3 have respective
two synchroniszagéotopafbenhaga sargp o flegéndidiggoni et sdagétadf dagta oin" Q"
of the directly previous word, the so-called digital sumor the dc val ue..
terms of a pre—-set data volume as a unit;

a header appending step of appendlng header to the digital
data d1v1ded into sectors;

an error correction encoding step of appending an error
correction cede to the digital data having the header appended
thereto;

a moduiating step of modulating the error—corrected encoded
digital data in accordance with a pre-set modulation system;

an synchronization appending step of appending. a
synchronization pattern to the modulated digital signal; and

a recording .step of recording the digital signal having the
synchronization pattern appended thereto on &a record medium;
wherein
| an input is ciphered in et least one of the sector forming
step, header appendlng step, error correction encoding step,
modulation step and the synchronization appending step and the
resulting ciphered data is outputted.
2. The data recording-mefhed as claimed in claim 1 further
comprising a scrambling_step of randomizing the digital data
divided into sectors in the sector forming step or the digital
data having the header appended thereto in the header appending
step for eliminating the same pattern;

-
This Sheet Has Been

N



for exanhple in
respective bit
words SO to S3 and respectﬁve*blts of ke 2-bit key
ExORed by two EXOR circuits 77, 78 for

desi gnating galeed9. aﬁhimpmdilfsi @9 priee JmiRera t0fl it drid oo Bytiodir oat zati on

dependlng on tWﬁ bits of the key information 75, usi

tion of these—feur—synchraonization words SO to S3 can

L T T e

word in the above-described frane structure or the position of -using
vari ous feeilingofs idie, Syewdspnappehabngosdep, error correction encoding

step, modulation step, synchronization appending_step'and the
scrambling step and the resulting ciphered déta is outputted.
- 3. The déta recording method as claimed in claim 1 wherein
plural sorts of the key information.used in said ciphering ére'
set and switched at a pre-set timing. |
4. The data recording methcd as claimed in claim 1 whereln in
which one of the sector forming step, header appending step,
error correction ~encodingf step, modulation step and the
synchrohization appending step ciphering has been done is used
as the key information.
5. The data recording méthod as claimed in claim 1 wherein.,
of data handlea'during error correction encoding of the error
correction encoding step, at least part conforming to the key
information for ciphering is processed with data conversion.
.6. The déta recording method as claimed iﬁ claim 1 wherein the
error correction code is the product code.
7. A data recording apparatus comprising;

sector—forming means for dividing input digital data in
terms of a pre—-set data volume as a unit;

-header appending means for appending header to the digital
data outputted by the sector formihg means;

error correction encoding means for appending an error

correction code to the digital data outputted by the header
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if==t-he above-TESCFi ucture for the purpose of effecting
the" C|err|ng |l e to increase the nunber of sorts of the
synchroni zati on “!"G lm‘ﬂﬂ”mﬁﬁ'ﬁrm ne the manner of takl ng out the four
sortes of the synehronizam o8 Wer ds from anong t wor ds
dependi ng on the ci phering key. The af ogenentio
i nformation proper to the record nmedi um nmay be
i nf or mat appendigg 1Beghews a di sc- shaped record 2 tan
optiical disc, as an exanple of the record medi um ThIS dISC- shaped record
medi'um 101 hasodukahing s ufer 10Rdridtiag fthemddstiheleidata losadutt et ea
103, as a table-of-contents (TOC) area or a program managenent area, a

pr ogr am &Y ekha ohesder appLARAGEpmegNsM dat a and a programend area or a

| ead- out area 105, _
synchronization .appending means for ' appending -a

synchronization pattern to the digital signal outputted by the
modulation means; and | | N
recording means for recording the.digital signal outputted
by the modulation means on.a.record_medium; wherein
at least one of the sector forming means, heador appending
means, error correction.encoding means, modulation means and the .
synchronization appending means ciphers an input and outputs-the
resulting ciphered data.
8. The data recording apparatus as claimed in claim 7 further
comprising scramblingnmeans for randomizing the digital data
divided into ;ectors by the sector forming'means or the digital
data having the header'appended thefeto by the header appending
means for.eliminating the same pattern;
wherein an input is ciphered by at least one of theISeCtor
forming means, header appending means, error correction encoding
means, modulation means, Synchronization appending means and the
scrambling means and the resulting ciphered dota is outputted.
9. The data recording apparatus as claimed in claim 8 further
comprising data conversion means for data—-converting at 1least
:part of data handled at the timo-of error correction encoding and

. which conforms to the key information for ciphering.

_—_
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| ooking framthe inner rimtowards the outer rimthereof. In an optica
di sc’ for reprodUC|n audi o signals or video si r video

data is” rec unq ﬂm ﬂﬂr amarea and the ti TETHI&%HEWHA@%(?E?I the audio

or yideo da the lead- in area the key
|Qfornat|on “ident’i fi'cati on i nf orggati on '%¢feﬂ :n ﬂn —area-0t her than
t he.')program area as the data recording area may be used as part of t he key
i nf or maticon. aSpedisf irealdnd mediam ilenind i catonded i tiereeni data phékddedg
the identification information, such as the production nunber proper

. by forming input d1g1ta1 data into sectors in terms of a pre-set

data volume as a unit, appending a header to each sector, and by

.processing resulting daﬁa with header apbendage, error correction

and encdding, modulation in accordance with a_pre?set modulation

system and'appendage of a:synchfoniZation paftéfn, the_resulting"
-processed data being--thén' ciphered at the_ time of sector

~formation, header appendagé, error correction :and_ encoding,

modulation or appendage of thé_synchronization patﬁern.

'11; A data reproducing method comprising:

a synchronizatioh éeparétion step for =separating a
synchronization signal from a'digifal signal fead out from a data
record medium;

a demoduléting step of demodulating the digital signal
separated from the synéhronization signal iﬁﬂaccordance with a
pre-set demodulation system;

an error correction decoding step of error correcting and
decoding the demodulated digital data;
| a sector resolving étep Qf resolving the error corrected and
decoded digital data into pfe—set sectors; and

a header separating step of separating a header part of a
sector structure of the digital data resolved irnto sectors;

wherein an input has been ciphered in a step for recording
associated with at least one of the synchronization separation

step, demodulating step, error correction decoding step, sector
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to the record e I am t fication |nfornat|on for pr oducer

i dentification . the deal
i nf or mafi on prc“"m mmmwﬂdu ng device or |i
|anrnat|on proper ‘tott h® devi*ce for produci ng
cutting machine or a stanper, may be wigten tihe=s
TOC.area or in the | ead-out area 105. A signal obtalned on C|pher|ng I n at
| east ongegpdvphref stabl ¥rt Waeof niadcab@waarerttingent e X arid cthdseilB to 18
Is recorded in the program-area 104 as the data recording area. For
reproduction, thbe ahgwe i dent ideicdahieared nfior mat | siepay five usegrioguction
deci phering. The identification information may al so be witten

physi cal &ysocishedi wakhy thewatelpy fofr tresdrebdag rirarea 103 and read out

during reproduction so as to be used as the key information_ for decodlng
which ciphering has been made at the time of recordlng o _

\tification
such as a

12. The data reproducing method as . claimed in .claim 11 further
'(:Om'prisin'g adescrambllng step of -de.'s.c”ra.mbling digitai data
scrambled at the time df_recording; said digitﬁi'dﬁta héving'been
resolved into géctors-in the sector resolving step 6r separated
from the header in the header Separation step; .
wherein an input has been.ciphered in. -a step for recording
~associated with at least one of the synchronization separation
step, demodulating step, error correction decodihg'step,'sector
. resolving step, header.separating_step or the descrambling step; -
and wherein |
the input' is deciphéred-'in a step for reproduction
associated with the step for recording in
which ciphering has been made af the time of'recprding.
13. A data reproducing method comprising: | |
synchronization separation means fof ‘separating a
_synchronization signal from a digital signél read out from a data
record medium;
demodulating means for demoduiatiﬁg the digital signal
6utputted by the synchronization separatioﬁ means in accordance
With-a pre-set_demodﬁlation system; |

error correction decoding means for error correcting and

" This Sheet Has Been Replaced
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Ref érri ng to Fig.17, preferred enbodi ments of the data reproduci ng method

and the ,datﬂ’"m”m ratus according to the present invention wll
be expl ai ne "”ﬂs!amﬂ t he di sc-shaped ri{gCoro=redi=tm-1 as an
exanpl e of the rfecdrdnne is runinrotatio lﬂ]”%lSBEET\eblqgggg,\p '

that . the recording contents thereof spare regad__o Pltmcaorepro_uci ng
hedd device 109, such as an optical pickup. The diqgi grras—xedd out by
t he repr cewaidigghaace dblg icee 110t s @mmﬁutﬂe@.Hﬁiiﬂec@dmadﬁlitané ineaas;
amplifier 112. Fromthe TOC decoder 111, the identification |nfornat|on

i ncl*udi ng sector resolving means for resolving the digital data

outputted by the error correction decoding means into pre-set
sectors; and

header separating means for seéarating a header part of a
Sector strucfure'of the digital data outputted by thé Sectorl.
separation means; | |

wherein aﬁ input has been éiphered in a.step for recording.
associated with at least one of the_synchronization separation
.méans, demodulating means, .error correction decoding meané,
sector resolving means and the header separating means; and
wherein '

the input is deciphered by means.forlreproduCtion associated
with the Step for recording in which ciphering has been made at
the time of recording. |
14. Thé data reprdducing apparatus as claimed in claim 13
further comprising descrambling means for descrambiing digitél
data scrambled at the time of recording, sad digital data being
outputted by _said sector resolving means or said header
separation means,

wherein an input has been éiphered by means for recording
associated with at least one of the synchronization separation
means, modulating means, error correction decoding means, sector
resolving means, header separating means and the descrambling

means; and wherein
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t he |dent|f|cat h as the production nunber proper to the
e—producer -

record qedlun1 i nformation for the—preducer - S—

i déntification g’ nm ﬂﬂi the deale ,ngem{g(:fn% BQ@N

i nf qrmati on pr ope i ng device or thy encqqlsm_mm dentiifi cation
Frethzeray—s

i nformati on proper to the device for preduci ng tHE=Feeere= ch as a
cutting machine or a stanper, are read out so as to be used as at |east a
portion of thehe kfeyut isfdscidheared Hyomeandedodi ngprofhetioni pheve hgted
The identification information proper to the reproducing device or the _
i dénti f i wAthobhe nfieanmt fon feamdinsiite wikyhbe iphepinigedafs daen A2t i n
the reproducing device so as to be used as at |l east a portion of the key

i nf or mat tba. t¥he pdemeicbirddmigon i nformation from outside includes the

identification information received vi.a the conmmunication network _or
transm sdfen Apseria @irFording method for error correction .and encoding

-

S

- input digital data and recording_'the'rgsulting.data on a record
ﬁédiﬁm,.wheréin'at least part of data handled at the time 6f
: errdr' corfection and encoding and conforming to the key
_information for_éiphering is processed with data conversion.
16. The data recording method aé dlaime& ih claim 15 wherein
said daia conversion is effected by.atﬁleast-one of the .logical
proceséing of the data énd fhe key information, substitution or
transposition. employing the key information, or- function
precessing.
17. The data recording method as claimed in claim 15 wherein the
'numbéf of data processed wifh said data conversion is vafied
depending on the degree of difficulﬁy encountéred in ciphering.
18. A data recordiﬁg appafatus for error correction encoding
input digital data-and recording the resulting data on a record
medium, comprising;
input means fo; inputting the key information for ciphering;
and | |
means for data-converting at least part of data handled
during the error correction and encpding responsive to the key
‘information from said input means.

18. A data record medium having recorded thereon a signal
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|dent|f|cat|0ﬁ—+ﬁifelen®{—mn—obLal_ned on reading a so-called IC card

card, .a nagne i cal card. The dlgltal G »
t he reprodum dﬂmﬁﬂﬂ!ﬂ’“@i m‘a via anplifier 11§ m ed | oop
(PLL) 26 cir i to a synchroniza

SppRLaf¥en. cixcuit 114
for separation of the synchronization signal appg

LB=8YTICAT Oni zat i on _
appendage circuit 18 of Fig.1l. The digital signal fromthe synchroni zati on
separ at | ot £inedlidn Kiohvertsen a0 12adempdritabifodathr Bent 1445 aftort neerdiafgm ng
an _operation which is the reverse of the nodul ation perfornmed by the
nmodul at i ofi erramidoriréction and encoding of input digital data and which
conforms to the key information for ciphering.
20. A method for reproducing a signal processed with error
correction and encoding and recorded on a record medinm, wherein
at’ ieast part 'of.'deta .handled at tne time of error
correction and encoding and which conforms to the key information
for c1pher1ng is processed with data conver51on, and wherein
data handled at the ~time of error correction and decoding
‘as a counterpart of the error correction .and encoding and which
conforms to the key information for ciphering is processed with
data back—conversion as a counterpart of the.data conversion.
21. An apparatus for reproducing a signal processed with error
correction and encoding and recorded on a record medium,
comprising:
key information innut .means for inputting the key
information for ciphering specifying data handied at the time of
the error correction and encoding and which has been processed
with data conversion; and
error_correction and decoding_means for effecting error
correction and decoding as a counterpart of tne error correction
and encoding, said error correction'end decoding means performing
error correction and decoding, as a counterpart operation with

respect to said data. conVersion, ~on data from the key

information input means conforming to the key information for
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of”ng 1. Specificatty-—such operation is convertlng 16 channel bits into 8

bit. data. The dlg m t he denpdul ati o cuit 115 is sent to an
,error§orrect|on M li 16 for perfo . :
opewati on of the-ercodi by the errg

a reverse
v Hoe}mdl ng
circuit 16 of Fig.1l. The decoded data | & resol ved= s by|la sector
resol ution circuit 117 and a header at the |eading end of each=settor is
separ at edilyet imeg header separation circuit 118. The header resol ution
circuit 117 and the header separation circuit 118 are counterpart devices
of the s&dttor Af gatisngretording 18ehhddt he hddddr apgpenddaea ciscpirbckssefid
Fig.1, respectivel A descranbling circuit 119 then perforns descranbling
as a reveFse %pénai BROogFseABEs doantild any Jierd crmddr ésorded stnasbpiregset

circuit 14 of Fig.1l so that reproduced data is outputted via an
recording area on a record medlum wherein

the data is ciphered using the pre-set key information; and
wherein -
the information recorded in an area other than a data
recording area on said record medium is used as at least a part
of the key information for ciphering.
23. . The data recording method as claimed in.claim 22 wherein at.
least one of the identification information proper to the record
medium, identification information proper to the recording
device, identification information proper to the device for
producing the record: medium, producer/dealer identification
information, territory information and the identification
information supplied from oufside is used as the key information.
24. A data recording apparatus in which input'data is processed
. with signal processing for recording and recorded in a pre—éet
recording area on a record medium, wherein
the data is ciphered using the pre—set key information, and
wherein
the information recdrded in an area other than a data
recording area on said record medium is used as at leaét a part
of the key information for ciphering.

25. A data record medium on which data obtained on ciphering
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infeérfacing circuit 120 at an output terminal 121. It should be noted that
ci phering has been performed during recordi ng in east one of the sector

form-n %i rcuit rcuit heg
18" "% or cor - SNFIRANHIRIIN < ¢ 6. woci .
27 - synchronl zati on* appentdage eireuit 185 such theF=a=decl]
i srequired in the reproducing side circuits 114 to 119 a f part
devi ces gkihBe gheherdyng 1Q'if&1%é1$10ﬂ_h'c&t | 9ealsft chRberi g iwnpekfordred iy
the sector formng circuit 13 of Fig.1l, it is necessary for the sector

FESOiUtlQﬁf@bﬁ@ﬂiénJﬂébdﬁdéﬁﬁﬂdﬂdﬁ area other than a data recordlng area

is recorded in said data recording area.
26. A data.reproduciﬁg method'in.which signal processing for
reproduction is done on digital signals read out from é data
" recording area on.;fdé%£“;écord medium, séid digital Siénéls
having beéh-ciphéféd at the time of recording, wherein |
deciphering is'dbne using the infdrmatién'recorded in an
area other than a data recording area on said record medium as
at least a part of the key information foruciphering,
27. The data reproducing method as claimed in claim 26 wheréin
at least one of the identification information proper to. the
fecord medium, identification information proper to the
recording devicef identificgtion information proper to the
device for ©producing lthe 'recofd medium, producer/dealer
identification information, territory information and the
identification informatipn.supplied from outside is used as the
key information.
28. A data reproducing apparatus in which signal_processing for
reproduction is done'on digital signals read out from a data
recording area on a data record medium, said digital signals
having been ciphered at the time of recordiﬁg, wherein
deciphering is done using the ihformation recorded in an
aréa_other than a data recdrding area on said record medium as

at least a part of the key information for éiphering.
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Simlarly, the
Fer=separ at I on

C|pher|ng usi ng the—key—information used for ciphering.

deci pherjing byt anbling circuir't 119, by thef/hg
circuig 118, by E g, Hﬂ',mjml on decoding circ
demnd® ation cir he synchroni zati or

114 becone necessary in aSsociation yth the cipheri
Cifeuit 14, header appendage circuit 15, error correction encodlno

16, ~nmodupgti op ghtgUrbcdidang hBythbe % 1%qm@at|on appendage circuit 18.
of Fig.1, respectively. The deciphering t he synchronlzatlon separation

circuit 114 is peidtersvemh fimet e665NG #t hewrmlﬂeg ehpusi RO i Rl Urabthy i9f ,
for exanple, four, different sorts of the synchronlzatlon wor ds or the
p05|t|ontefmssefo& phe-gati datasyodhmeniazats @miwgrds in a frame structure,

nDdlfled in accordance with the key
a scrambling step for scrambling dlgltal data d1v1ded into

sectors;

a header appending step pf'aﬁpending.header'to.the scrambled
digital data; |

an error correction encoding step of appending an error
correction code to the digital ¢ata having the header appended
-thereto;

a.ﬁodulating step of modulating the error—corpected encoded
digital data in accordance with a pre—set modulation system;

| an synchronization 'appending step .~ of appending a

synchrdnization pattern to the modulated digital signal; and

a-recordiné step of recording the digital signal .to which
has been appended the Synéhfonization pattern;

wherein at least one of the initial value of the scrambling
sfep or the generating polynominal is varied responsive to the

“key information for ciphering.

30. A data fecording apﬁarétus coﬁprising;

sector-forming means far-dividing input digital data in
terms of a pfe—set data volume as a unit;

scrambling means for procesqing digital data outputted from
said sector formihg means with scrambling in which at least one

of the pre—set value and the generating polynominal is wvaried

This Sheet Has Been R

N



i."._ﬁ:%‘?i:-:'b:'r'l'r'ration for_ciphering, as explained with reference to Figs.14 and 15.
I'n th'eégeci pheri nﬂﬂlﬁerat I on by the denodul atio

dat’a nt fro mﬂmm,ﬁ i on separation
conve™Sion circ u,be' converted fr
sent to an ExOR circuit " 38 132, as asgounter
circuit 73 of Fig.13, so as to be Ex-ORed with the 8-bit key |nforrrat|on
froma teespboaki¥@3t ftore hkest dmifigrmatid L FdeSPPi g0 the 8-bit data
supplled to the input termnal 71 of Fig.13, as shown in Fig.18.

header appending means for appending header to the digital

data outputted by said scrambling means;
error correction encoding means for appending..an error
cofréction code to the digital data outputted By the scrambling
neans; _ e
.modulating ﬁeans for modulating the digital data outpﬁtted
by the error correction encoding meané”in accordance with a pre-
set modulation system; | |
synchronization appending- means for . appending. a
synchronization pattern to the digital signal outputted by the
-modulation means; and |
recording means for recording the digital signal outputted
by said synchronizaﬁion'appending means.
31. A data record medium on which there is fecorded a signal’
- obtained on forming an input digital data into sectors in terms
of a pre-set data volume aéa unit, the data thus formed into
sectors is processed with.scrambling in which at least one of the
initial wvalue and the generating polynominal is changed
responsive to the key.infofmation for ciphering, a header ié
appended to the resulting scrambled data, and the resulting data
having the header is processed with error correction encoding and
modulated in accordance with a pre-set modulation system..
32.- A data reproducing method comprising;

a synchronization separating step of separating a

_—
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The restored data is sent to the error correction decod| ng circuit 116. The
error correction decoding circuit T16 perforns oeratlon of the

“error 1%ﬁrrect i oniﬂﬂlm’l ulﬂuﬂwuun Fi gs. 10 and i on .of
Fi gs. and 20 19 and 20-, gm t he
derodul ation ci rcuit ‘115 dte Ssefit, in tgr e of nbol s as

unfts, via a re-arraying circuit 142 havi ng an |nverter 142a aﬁH“V|a a

del ay ci §iiHrokiZa tliena sGkndecedshn 444iastal fd1gladacrieoutOr ddie o1 thyt es
of data supplied to this Cl decoder 144, 22 bytes are P parity data and Q

par -t y tded cord heedGlumlpcoder 144 performs decodi ng using these parity data.
The Cl1 parity data outputs 170 byte data via a delay circuit 145 to a C2
decoder 146 @ desechrictdenpdstephest demodudeatiagt itieamdgital signal
separated ffom the synchronization signal in accordance with a
_pre—set modulation system;
an error correction deéoaing étep of errbr'éorrecting and
decoding digital data obtaihed on demodulation;
ﬁ sector resoiving step of resolving the errof corrected and
decoded digital data;
'aIheader-separatingnstep qf séparating e header portion of
a sector structure of the_digital-data resolved into sectors; and
a descrambling step of scramﬁling the digital data separated
ffom the header by'varying at least 6ne of the initial value:or
the generating polynominal based én the key information used for
recording. |
33. ‘A data reproducing apparatus comprising;
synchronizafion separation means for . separating a
synchronization signal from a digital signal read from a record
medium; |
demodulation means fdr demodulating the digital signal
.outputted by the synchronization separation means in accordance
with a pre-set modulation system;
error correction and decodihg means for error correction and

decoding digital data obtained by said demodulation means;

sector resolving means for resolving the digital data
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decoding are perforned using these parity data Cutput data of the C2
decoder 146 is sent to a delay-Cl decodi ng cir Got—=3408-—pt—Fg=38— Thi s
CIPCUI¥4iS simlar to the delay circuit 143 an{ rhrs SHEREASIBEEN4R and

repeatedl y perforns the operation simlar to thfat peREBLAGEDby t hg del ay
citcuit 143 and the Cl decoder 144 for pggrfor m-g~eFror and
dec¢adi ng. In the enbodi nent of Fig.20, del ay-Cl decoding CIrCUIt 140 is

shown ascatgekdgd by28aGidr eWirlo rl 46 raitt 17 ded LIRL o dikfg afe@né i rd decoder.
The delay circuit 147 and the C3 decoder 148 or the delay-Cl decoding
circuit 140 pee&dem sbphmat engr neane0FbeC isieparand ngeeodisngies0 portion of
a sector structure of the digital data outputted by said sector
resolving means; and
a descrambling step of scrambllng the. dlgltal datsa outputted
by said header separatlng means by varylng at least one of the

initial value or the generatlng polynomlnal based on the key

information used- for recording.

R R
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t 148 byt e data devoi d of parlty is outputted at an output term nal 149.
The. 148-byte data corresponds to the 148-byte data entering the Cl decoder
52 of RM%.11. If ciphering has been perforned in n 57a
of tbevre arraying circuit 57 of the error corre tTUﬁ5%M55HHh§B£ENC it of
Figs.10 and 11, it is necessary for thegnverter por t i BEPLAGER in fhe
re-arraying CIrCUIt 142 of the errQr correcttonm and decodrng clrcuit
of Figs.19 and 20 to perform correspgighggofieci phering. It is of course
necessary to perform deci phering as a reverse operation-of the various
sor'ts of ci phgpi ngpexp! Aé NnedpMbtBar ehenencrdsy Riws. 4 andetlorFifh ddiHhows
an illustrative structure of the error correction decoding circuit as a
count er pai tcoft t1®, id |stsddndliivg” %tirr@@tlturuqf thehesdof &PPEREdgoO e BRI Ny
circuit shown in

15, an error correction-encoding circuit 16, a modulation circuit

18 and =a synchronlzatlon"appendage circuit 18, " used for
proce551ng 1nput data for formlng a recordlng signal. Not only
the key for ciphering 1tse1f in. the c1rcu1ts but also 'the~
information as to which of _the 6ircuits has been used for
ciphéring becomes the ke& for'diphering. This realizeé'cipﬁering

difficult -to decode by a simplified structure.
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Fig.12. Referring to Fig.21, a set of ExOR circuits 151 are inserted on an
I nput side of the inverter portion 142a of the re-arraying circuit 142 and
on an input- side of the delay circuit 143, in.association with the set of
ExOR circuits 61 inserted on the output side of the inverter portion 57a of
the re-arraying circuit 57 of Fig.12, while a set of EXOR circuits 156 are
inserted on the output side of the Cl decoder 148 in association 30 with
the EXOR circuits 66 inserted on the input side of the Cl encoder 52 of

Fig. 12. _
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These Ex-OR circuit sets 151, 156 are configured for data conversion for
decodi ng the data conversion performed by the EXOR circuits sets 61, 66 of
Fig.12. O these, the set of the ExXOR circuits 151 are nade up of, for
exanple, 170 8-bit ExOR circuits, while the set of the ExXOR circuits 156
are made up of, for exanple, 148 8-bit ExOR circuits. |If data conversion
regponsive to the key information has been done for the 148-byte
information data excluding the parity data by the EXCR circuits 61 of the
recording side error correctiqn encoding circuit of Fig.12, the set of the
ExCR circuits 151 are naturally constituted by 148 8-bit EXOR circuits. To
a termnal 152 of Fig.21 is supplied the 170-bit key information
corresponding to the key information supplied to the termnal 62 of Fig.12.
The key information is supplied via a D

EVEN/ODD | 34
—1 INTERLEAVER | ) 35
| 12 _ SECTOR
11 ) 31 FORMATION
| — 17| (2048 BYTES)
 INTERFACE o
32
R
EVEN| opp [EvEn|opp | - - - - - | EVEN| obD
{ { ! { T | { {
36a 36b 36a 36b 36a 36b
i | | e

1~ 38

_EVENDATA ~—39a .,
ODD DATA —39b

-~ 38

EVEN DATA —~— 37a

ODD DATA {~37b

FIG.3



latch circuit 153 to each-of 170 ExOR circuits within the set of the ExOR
circuits 151. The D-latch circuit 153 is swtched, responsive to the 1-bit
ciphering control signal supplied to an enabling term nal 154, between
sending the 170-bit key information fromthe termnal 152 directly to the
set of EXOR circuits 151, and setting the 170 bits to "0" in their entirety
(adI"-zero). On the other hand, the set of EXOR circuits 156 are simlar to
the set of the ExXOR circuits 151 except that the set of EXOR circuits 156
has 148 ExXOR circuits 151 and has the 148-bit 31 key information
simlarly to the key information supplied to the

/_7_‘1
01 0000000000000
> —14a

Jﬁﬂ;ﬁi::_q,
14b ,
+

35 14c - 14d

o .
BIT CLOCKS

- FIG.4



termnal 12 of Fig.12. The 148-bit key information supplied to a term nal
157 is sent via a latch circuit 158 to each of the 148 ExOR circuits 156
via D-latch circuit 158. The D-latch circuit 158, in turn, is swtched
responsive to the ciphering control signal froman enabling term nal 159
bef ween the 148-bit key information and all-zero. By enploying the ExXOR
.Circuits or the inverter of the error correction circuit, it becones
possible to realize sinple and significant ciphering. Moreover, by _
controlling the number of the inverters, nornmally non-reproducible data of
t he ci phering |l evel or data becom ng non-reproducible in a worsened error
state can be coped with responsive to the demand for security |evel. That
is, by controlling the nunber of the inverters or the EXOR circuits,
control can be done in such a manner that reproduction

| SELECTION | PRE-SET |SELECTION | PRE-SET
NUMBERS | VALUES | NUMBERS | VALUES

o | sooo1 8 $4080

1 $4000 9 $2040

2 $2000 | 10 $1020

3 $1000 11 ~ $0810

4 $0800 12 $0408

5 $0400 | 13 $0204

6 $0200 14 $0102

7 $0100 15 $4081

"FIG.5



beconmes possible and inpossible for the better and worse error states,
respectively. Moreover, the reproducible state that cannot be recovered
by etror correction by itself can al so be produced. As for the ciphering
key, the nunber of bits can even reach 100 or nore per ciphering site as in
t he above illustrated enbodi nent and hence ciphering with the |arge nunber
of bits of the key becones possible thus inproving data security. Moreover,
by i npl enmenting the error correction encoding circuit and the error
correction decoding circuit within an LSI or |IC chip hardware, accessing to
t he- record nmedi um can be made nore 32 : ' '

| -14
14f

14g

/;DQ "".;qu.

/// N

- 1 +—14a
A . //////J
o ' +
BIT CLOCKS § § 5
| . 35

FIG.6



difficult. fromthe users in general, thus again raising data security. The
sector resolution circuit 117 perforns so-called deinterleaving, that
is a-reverse operation to the even or odd interleaving if ciphering by such
even or odd byte interleaving has been done for recording by the sector
formng circuit 13, as explained with reference to Figs.2 and 3. The header
separation circuit 118 perforns correspondi ng deci phering if the ciphering
explained with reference to Figs.7 to 9, that is data sync byte pattern
transposition representing sector synchronization, address change or CRC
change, has been done during recording by the header a gbndage circuit 15.

Fig.22 shows an_illustrative enbodinent of the descra ing circuit 119. To
a termnal 161 dssffOndi 9it@l qata, fromtheg, +3 SIZE
/
0 SYNCHRONIZATION 4
4 _ :
HEADER _ 16
- +43
20
/"—\-—"41
USER DATA 2048
"
A
2068 ERROR DETECTION SIGNAL (EDC) 46

SUM OF SIZE : 2072 BYTES

FIG.7




header separation circuit 118 of Fig.17. Digital data fromthe term nal 161
is descranbled by a scranbler 163 configured as shown in Fig.4 so as to be
taken out at an output term nal 164. Deci phering can be perforned by
changi ng a pol ynom al 165 and a pre-set value or the initial value 166 as
explained with reference to Fig.4 for the scranbler 163 in dependence upon
t he ci phering key information from-an authorization nechanism 171. The

aut hori zati on nechani sm 171 generates the ciphering key information,
depending wupon the contents of the copying information 46 of the
header information 167, identification informati on proper to the record
medi um or to the reproducing '

45 46 47
POSITION| +0 +1/ +2 / +3 / SIZE
' _ 7 7 | 7
o | COPYING |
4 CRC INFO- | LAYER 4
MATION
8 ADDRESS 4
12 f | SPARE 8
J SUM OF SIZE : 16 BYTES

| /
48 49
vl

FIG.9



33 apparatus, the common identification information 173 proper to the
producer or the dealer or the external identification information 174
supplied fromoutside for controlling the generating pol ynoni nal cibl 65 or
the pre-set val ue 166 dependi ng on the key information. The information as
ta n which of these circuits 114 to 119 the deci phering is required may
prove to be the key information for ciphering, as discussed previously.

Mor eover, the ciphering key information may be switched in a pre-set _
period, for exanple, every sector. The extent of-ease or difficulty in
ci phering is increased by using whether or not switching is to be nmade, or
the switching period, as the key. By conbining the producer identification
i nformation, dealer ' -
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The second enbodinent is a partial nodification of the first enbodi nent
descri bed above. The overall structure'is as showmn in Fig.1. Only the
modi fi ed portions of the circuits 13 to 18 of the configuration of Fig.1
are now expl ai ned. The sector formng circuit 13 of Fig.1l can be configured
as. in the first enbodi nent descri bed above. However, the scranbling circuit
14-i's configured as shown in Fig.23. In the scranbling circuit 14, shown in
Fig.,23, data fromthe sector formng circuit 13 of Fig.1 is supplied in a
sequence i.n which the |east significant bit (LSB) cones tenporally first,
that is in the LSB first order, to the data input termnal 35. A 15-bit
shift register 14a for scranbling is configured so that feedback by the

generating polynom nal x[err] + x[err] +1 will be applied
17
74 18
) )
| 8-16 - SYNC |
CONVERSION APPENDAGE [ O RECORDING

FIG.13



35 using an exclusive-OR (ExOR) circuit 14b, while a pre-set value or an
initial value as shown in Fig.24 is set in the 15-bit shift register 1l4a.
Thé sel ection nunbers of the pre-set values shown in Fig.24 are selected so
that the pre-set values can be switched on the sector basis in association
wi.th, for exanple, the values of the lower 4 bits of the sector address.
Qut-put data of the shift register 14a and input data fromthe term nal 35
are Ex- ORed by the ExOR circuit 14c, an output of wich is outputted at an
output termnal 14d so as to be sent to the header appendage circuit 15 of
Fig. 1. The pre-set value (initial value) can be varied dependi ng

“Ish

| SYNgAH'?TQENF:ﬁAI-)HON
1 601 0010010000000000100000000001
1001000001 00000009001 00000000001
10000100010000000000100000000001
10001000010000000000100000000001

msb

CODE WORDS
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FIG.14

SYNCHRONIZATION
PATTERN a
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00000100010000000000100000000001
00010000010000000000100000000001
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on the key information such as the pre-set identification nunber. That is,
the pre-set values of the 16-byte identification information of the pre-set
value table of Fig.24 can be logically processed wth respective byte
values of the 16-byte identification information. The identification
information in this case may include the identification information such as
t he producti on nunber proper to the record nmedium identification _
i nformation for the producer, identification information for the dealer,
identification information proper to the recording device or the encoder or
identification informatipn pEopeq to the devifce for pfoduging the record
medium territory iﬁﬁbFWatio$, identificatiorn infbrna’?ézﬁéupplied from
outsi de, al one or in conBfattgm The above imTHPTMErToOn of various sorts
may al so be used in conbingation with other sortjs of{the information. The

75— KEY
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36 l'ogi cal processing includes exclusive OR (EXOR), |ogical product (AND),

| ogi cal sum (OR) or shifting. The sector format for the second enbodi nent
may be configured as shown for exanple in Fig.25. As showmn in Fig. 25, each
sector is nmade up of 12 rows each being of 172 bytes, totaling at 2064
bytes, of which 2048 bytes represent nmain data. At a | eadi ng position of
the first one of the 12 rows are arrayed a 4-byte identification data (1D),
a 2- byte ID error detection code (I ED) and 6-byte reserve data (RSV), in
this order. At a termnal position of the last rowis arrayed
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a 4-byte error detection code (EDC): As shown in Fig.26, the 4-bytes of the
identification data (I1D) are made up of the first byte (bits b3l to b24)
formed by the sector information and the remaining three bytes (bits b23 to
bO) forned by the sector nunbers. The sector information is nade up of a 1
bit of the sector format type, a 1 bit of the tracking nmethod, a 1 bit of
refJ-ectance, a 1 bit of the spare information, 2 bits of the area type and
2 bits of the |ayer nunber. The header appendage  circuit 15 of Fig.1
perfornms transposition, that is bit-based scranbling, on the 14 bits of the
sector nunber in the identification data (ID) in the sector format, '
responsive to the key information, for effecting the ciphering. In
addition, the generating polynom nal of the 2-byte

115
e 131 92 6
REPRO- SYNC - 16-8
DUCTION O~ SEPARATION || CONVERSION ECD

133

FIG.18



I D error detection code (IED) or the generating pol ynom nal of 37 the
4-byte error detection code (EDC) can be nodified dependi ng on the key
information or logically processed with the key information for effecting
the ci phering. The error encoding correction circuit 16 of Fig.1l nmay be
configured as shown in Fig.27. For encoding, product code or the bl ock code
as.shown in Fig.28 is used. Referring to Fig.27, data fromthe header
appendage circuit 15 shown in Fig.1l is supplied to an input term nal 210.
This input data is supplied to a PO encoder 211 as a first encoding

L4

(=]
"N
-—

45
)
DELAY
CIRCUIT

[=}
=Y
)
S X
3 Q 2
¥—~100 -
-~ 0
1]
a - (o))
; O A
o (=] >0
s 8
T L
o 3| | &l
R B | N\\
:i w b
a
o
=
© o
By 3108
O
]
o

.

142
)
RE-ARRAYING

170

141



unit. Input data to the PO encoder 211 is 172 bytes x 192 rows, or B[err]
to B[err]. The PO encoder 211 appends an RS outer code (PO of RS

(-208, 192, 17) as 16-byte Reed Sol onon code (RS code) to each of 192 bytes of
each of 172 columms, as shown in Fig.28. Qutput data of the PO encoder 211
are sent via the data conversion circuit for ciphering 212 as descri bed
abave to an interleaving circuit 213 to frominterl eaved data which is sent
to a Pl encoder 214. The Pl encoder 214 appends an RS inner code (Pl) of RS
(182,172,11) (RS code) to each row of 172 bytes of the 172 bytes x 208
rows. Thus the Pl encoder 214 outputs data of 182 bytes x 208 rows. This
output data is outputted @t an owt putm,t rnldhl 216 via a data conversion
circuit 215 for C|ﬁheﬂ|ng+as+desqrﬁgeﬁ aboveg Si nce the PO encoder 211
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responsive to the key information supplied via the termnal 219 as"

descri bed previously. The above data conversion may be perforned by
arranging an inverter at a pre-set position, by selectively inverting data
by the set of the EXOR circuits responsive to the key information or by
using the AND, OR or NAND circuits. In addition to the |ogical processing
on’t'he 8-bit information data by the 1-bit key information data or by key
dat a, | ogi cal processing may be perfornmed on the 8-bit information data
by the 8-bit key information data, or the AND, OR, ExOR, NAND, NOR or
inverter circuits may be used in conmbination for each of 8 bits making up a
word of the information data. O course, a variety of ciphering techniques,
such as conversion by shift registers or function processing may be applied
alone or in combination. |If the AND,

1)72
PROPER ID 171 1>7 4
~ INFORMATION - '
AUTHQRIZATION |=4 |NEGRIATION
COMMON ID . _I_) ; -
INFORMATION
{
173
_ /46
167 | I
165 | 166
[ |
GENERATING PRE-SET
POLYNOMINAL VALUE
161 71&64

FIG.22



OR, ExOR, NAND, NOR or inverter circuits are used in conbination, the
conbination itself nmay be used as the key. Moreover, in addition to the

| ogi cal precessing, transposition of changing 39 data positions or
substitution of substituting data values may al so be used for data
cqnver si on. ‘OF course, a variety of ciphering techniques, such as

~conversion by shift registers or function processing, my be applied al one
or in conbination. The 182 bytes x 208 rows of data, resulting fromerror
correction encoding, are interleaved with respect to rows and separated
into 16 13-row groups each of which is associated with '

lé._

0100000000O0OCO® OO
> . +—14a

14b7\/

o
BIT CLOCKS

'FIG.23



. a recording sector. Each sector, made up of 182 bytes x 13 row, totaling at
2366 bytes, is nodulated and two synchronization codes SY are appended
per .row as shown in Fig.29. - For nodulation, 8-to-16 conversion is
used as in the above-explained first enbodiment. Each rowis divided into
two sync frames, each of which is made up of a 32- channel -bit
syn¢hroni zati on code SY and a 1456-channel -bit data portion. Fig.29 shows a
-data structure for one sector obtained on nodul ation and appendage of
synchroni zation data. The 38688 channel bits of each sector, shown n

Fi g#29, corresponds to 2418 bytes prior to nodul ati on. The nodul at ed out put
signal of Fig.29 uses eight sorts of the synchronization codes SYOto SY7.
These synchroni zati on codes SYO to SY7 represent synchronization patterns
of Fig.30(a) and Fig.30(b) for the 8-16 conversion states 1, 2 and for the
8- 16

| ‘Nunisers | VAroes | Somsers | VAT
o $0001 8 | $oot0
1 $5500 9 $5000
2 $0002 10 $0020
3 $2A00 11 $2001
4 $0004 12 '$0040
5 $5400 13 $4002
6 $0008 14 $0080
7 $2800 15 $0005

FIG.24



conversion states 3 and 4, i'n dependence upon the above-described 8-16
conversion states, respectively.- The selection of the eight sorts of the
synhchroni zati on codes SYO to SY7 nay be changed responsive to the 3-bit key
40 information for effecting the ciphering. That is, respective bits of
three-bit data 221 designating the eight sorts of the
synchroni zati on codes SYO to SY7 and the respective bits of the 3-bit key
information 222 are Ex-ORed by the three EXOR circuits 223, ..224 and 225 to
produce new synchroni zati on code designating data 226. This nodifies the
marmer of using the synchronization

172 BYTES

2
4 BYTES
BYTES BYTES

}[ i [ieD] Rsv | MAIN DATA 160 BYTES (D0 ~ D159)
MAIN DATA 172 BYTES (D160 ~ D331)
MAIN DATA 172 BYTES (D332 ~ D503)

12
ROWS

MAIN DATA 172 BYTES (D1704 ~ D1879)
_ if_ ' MAIN DATA 168 BYTES (D1880 ~ D2047) | EDC

4
BYTES

FIG.25



~code in the above franme structure or the position of using the various
synchroni zati on codes in the frane structure to effect t-he ciphering.

O - course, data of the three bits may be transposed, substituted or
converted by a shift register or by a function conversion depending on the
key information The basic structure of a reproducing side, as the
cognterpart of the recording side structure of the above- described second
‘enbodi nrent of the present -invention, is simlar to that shown in Fig.17,
and a reverse operation nodified in neeting with nodified portions in the
second enbodi nent is perfornmed. For exanple, the reverse operation as a
counterpart of the error <correction encoding shown in Fig.27 can
be inplenmented by an error correction decoding circuit shown n Fig.32.

b0 (LSB)
b24
LAYER NO.

b25

b26

SECTOR
NUMBER
AREA TYPE

b27

FIG.26
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In this figure, data of the product code of 182 bytes x 208 rows of Fig. 28,
corresponding to -an output of the output termnal 216 of Fig.27, that is
an“out put signal of the denodulating circuit 115 of Fig.17, is supplied to
“an input termnal 230. This data fromthe input termnal 230 is sent to a
dat a conversion 41 circuit 231 where a reverse operation of the
opération perfornmed by the data conversion circuit 215 of Fig.27 is
performed. Qutput data of the data back-conversion circuit 231 is sent to a
Pl (inner code) decoder 232 where the decoding as the reverse operation of
t he. operation perfornmed by the Pl encoder 214 of :
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Fig.27, that is error correction enploying the PI code, is performed for
produci ng 172 bytes x 208 rows of data shown in Fig.28. Qutput data of the
-~ decoder 232 is processed by an operation which is the reverse of the
~operation performed by the data conversion circuit 213 and subsequently
sent to a PO (outer code) decoder 235. The PO decoder 235 perfornms a
deCodlng operation as a reverse operation of the operation by the PO
‘encoder 211 of Fig.27, that is error correction enploying the PO code, for
taking out the orlglnal 172 bytes x 182 rows of data of Fig.28 at an out put
terminal 236. If the key information is used for data conversion by the
data conversion circuits 212, 215 of Fig.27, the key information supplied
to each of the termnals 218, 219 nay be supplied to.term nals 239, 238 of
the data back- conversion circuits 234, 231 of Fig.32 for effecting data

back-

172 BYTES . q0BYTES
A Boo | Bo,1 | Bo,170 | Bo,171 | Bo,172 Bo,181
Bio | Bi,1 | . B1,170 | B1,171 | B1,172 B1,181
B20 | Bzt B2,170 | B2,171 | B2,172 . | B2,181
192 " '

ROWS - - |
B189,0 | B1s9,1 B18g,170|B189,171 | B189,172 B1sg,181
| B190,0 | B1so,1 B190,170|B190,171 | B190,172 B190,181
v | B1o1o | Bio1,1 | * | B1o1,170| B191,171 | B191,172 B1s1,181
po | | B192o | B1ezs B192,170{ B192,171 | B192,172 B192,181

ROWS - .

| | B207,0 | B2o7,1 B207,170 | B207,171 | B207,172 B207,181

FIG.28



conver si on dependi ng on the key information.. The favorable effect f the
above- descri bed second enbodi nent of the present invention is simlar to
that of the above- mentioned first enbodinent. In the above-descri bed
enbodi ment of the data recording nmethod according to the present invention,
I nput data is 42 processed with ciphering in at |east one of the sector
formng step of dividing input digital data in terms of the pre-set data

- amount, a header appendage step of appending the header, an error
cor,rection encoding step, a nodul ating step for nodulation in

32 1456 82 1456 _
[ SYO | SY5
S_Y‘l K PO ... ... .. . 8SY5
SY2 SY5
SY3 | | sys
SY4 _ SY5
13 SY1 SY6
ROWS sY2 SY6
SY3 | SY6
SY4 . SY6
sY1 | syz7
SY2 ) SY7
SY3 | syz7
i | SY4 SY7
SYNC FRAME B SYNC FRAME

FIG.29
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scfanbling step of random zing the data for elimnating the same pattern

may al so be included anong the ciphering steps.

and
is also a nerit that

Ther e.

system
so that the particular step

nDduIat{on
in which the ciphering has been made al so becones the key for ciphering,

synchroni zati on appendage step of appendi ng the synchronization pattern,
These effect's can be realized wth the data

a pre-set
g ciphered data is outputted,

wi-th

ci phering can be realized easily by sinply nodifying part of the pre-

thus raising the degree of ease or difficulty in ciphering.

existing configuration.
recordi ng appar at us,

accor dance
and the resultin
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information for ciphering, ciphering of a desired |evel between the |evel
for which data restoration is possible to sone extent by error correction
encodi ng and a |level for which data restoration is not possible can be
real’ized. This renders possible such control in which reproduction is
possi ble or i.s not possible for an acceptable error state or for an
undccept abl e error state, thus enabling accombdation conplying with the
» . . . . : .
usage 43 of data or security level. In addition, ciphering with a
Iagger nunber of key bits becones possible in error correction, and
ciphering is done in _ : '

221 | 226
1 ] I.\ 1
223
)

7/,

224
\
Y/
j 225
L 222
KEY
INFORMATION

FIG.31



a huge bl ack box such as error correctjon coding or decoding IC or LSI,
thus making it difficult for the general user to decode the ciphering thus
sirgnificantly raising data security. In addition, data is ciphered using
the pre-set key information and at |east a portion of the key information
for ciphering is witten in an area different fromthe data recording area
on? the record nmediumso that this portion of the key information is read
duri ng reproduction and used for deci phering.” The key information is not
conpleted within the information in the data recording area of the record
dlun1 thus raising the C|pher|ng dlfflculty I n addition, during the
scranbl ing operation mainly ai random zi ng the data for renovi ng the
sane patterns in the data Str'%% | east one of the. generating
pol ynom nal or the fﬁ?
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AT RS~ @

initial valueis-changed responsive to the cipheri ] =S
pre-existing scranbli be directly used for c| pHé8ISHEETHAS BREN zf ng
the cipheri ng ﬂum"ﬂ“ﬁ’u" itullstructure By the abppve- deREPLAGED dat a

ci pheri ng, ng or illicit use cal ' a
sinplified conflguratlon mhlle appllcahson to security or to charging
system nmay be realized easily. The present ‘invention is not limted to the

above:degdrlbeg o84 szhadiy @ﬁgx&egﬁgqexanpler dat a conversi ognEpe 8 S0 be

by bit addition or %a vari ety of logical operations in addition to by
one of 'a sector forming step, header appendingrstep,

e o

error correction _encoding step, modulatipn step and a’
synchronization appending step ciphering has beeh done is ﬁsed
as the key informafibn.

2. The data recordihg method as claimed in clﬁim 1 wherein.,
of data handled during error cqrrection enqoding of the error
correction encodiné step, at least part conforming to the key

- information for ciphering is processed with data conversion.

3. The data recording apparatus
comprising data conversion means for data-converting at least
‘part of data handled at the time of error correction encoding and

which conforms to the key information for ciﬁhering.

4. A data recording method for error correction and encoding
"input digital data and recording the resulting data on a record
medium, wherein at least part of data handled at the time of
error correction and encoding and conforming to thg ke&
information for ciphering is processed wifh data conversion.

5. The data recording method as claimed iﬁ claim 4 wherein
said data conversion is effected by at least one of the logical
processing of the data and the key information, substitution or
transposition employing the key information, or fuaction
precessing.

6. The data recording method as claimed in claim 4 wherein the
number of data processed with said data conversion is varied

depegding on the degree of difficulty encountered in ciphering.
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inverters or ExOR-eifeuits—as—described above. A vari ety of ciphering

t echni ques, such ' ion or transposition responsive to the -
ci phering key inf HI aﬂj‘l ﬂﬁlon by shift regi
function precessing, nsogoerenpl oyed, alone off in [ g on. rious

ot her nodifications can be nade w t hout déBarti ng f
I nventi on. What is clained:- 1. A data recordi ng net hod

isi th ' ' ' f_dividi ' t di.gital
Gtk ip 1o o o des o EGEk UhpbREILNR. P e LoRER el g e Spe o

appendi ngnpeadaigieaiN@ata and recording the resulting data on a record

medium, comprising;

input means fop inputting the key information for ciphering;
and
means for data-converting at least part of data handled

during the error correction and encoding responsive to the key

information from said input means.

8. A method for reproducing a signal processed with error
correétion and encoding and recorded on a record medium, wherein

at least part of data handled at the time of error
correction and encoding and which conforms to the key information
for ciphering is processed with data conversion, and wherein

data handled at the time of error correction and decoding
as a counterpart of the error corréction and‘encoding and which
conforms to the key information for ciphering is processed with
data back—conversion as a counterpart of the data conversion.
9. An apparatus for'iepfoducing a signa& processed with error
correction and encoding a&and recorded on a record medium,
comprising:

key information input .means for inputting the key
information for ciphering specifying data handled at the time of
the error correction and encoding and which has been proéessed

with data conversion; and
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digital data divided into sectors; an error correc
appendi ng an error correction code to the digital
appended thereto; a nodul ating step of nodul ating &
encoded digital data in a accordance wijh a pre-set nodurat+e:
synchroni zati on appendi ng step of appending a synchronization pattern to
the nodulated digital signal; and a recording step of recording the digital
si gnal havi ngetrh® rsyachreeritiahn chdateeod iagpanceds t Heret ©f Pac@ihgcod tedhr
medi umy wherein an input is ciphered in at | east one of a sector form ng
step, headereappendand deepdimgras eocoenteopaehcoflli bjeseepor correction

and encoding, said error correction and decoding means performing
error correction and decoding, as a counterpart operation with
respect to said data conversion, on data from the key

information input means conforming to the key information for

ciphering. .
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nodul ati on-step and a synchroni zati on appendi ng step, and the step
ci:phering has been done is used as the key formation .for ciphering
operations as part of the data that is recorded onto recordi ng medium 2.
The data recording nethod as clainmed in claiml wherein., of data handl ed
during error correction encoding of thegerror correction encodi ng step, at

| east part conform ng to the key inf " fi for ciphering is processed
wi th data conversion. 3. ecordi ng apparatus conpri sing;

f | .d .
gr Zegte?rdafg%gl MS a ung’ gel %lela e{riIt égpglrﬁélgﬁf ?r%afgn!sn%g%g% gﬁ’cﬁ%ﬁg“g
header Lortfiged @'télsgﬂ%ﬂbgiﬂgdggré@ig pectorg: héHhé?réHpéHHéé““éf¥Eult

encodi ng means of appen
15, an error correction encoding circuit 16, a modulation circuit

18 and a synchronization appendage circuit 18, ' used for
processing input data for forming a recording signal. Not only
the key for ciphering itself in the circuits but also the
information as to which of the circuits has been used for
¢iphering becomes the key for ciphering. This realizes ciphering

difficult to decode by a simplified structure.




correction code to the digital data having the header appended t her et o;

nodul ati ng neans f :I“mmﬂ“urIWIHMI error corrected .....--—-—=-:..
accordance with a a system an Sfc [ QRIZR ,meaﬂp
=13 gita

means for appendi ng 'a SynéhrbniZation patterpto th
and a recordi ng neans for recording the di Ay L

si gnal ;

)

synchronl zatGld M5t t ern appended thereto on a recor ded medi um wher ei n
input is ciphered igatai teRastdane mciiodaidrefor m ng

one of a sector forming step, header appending step,
error correction encoding step, modulation step and a
synchronization appending step ciphering has been done is
used as the key information and key data for ciphering
operations as part of the data that is recorded, onto the

recording medium.

2. The data recording method as claimed in claim 1 wherein
the data handled during error correction encoding of the
error correction encoding step, at least part conforming to
the key information for ciphering is processed with data

conversion.

3. The data recording apparatus comprising data conversion
means for data-converting at least part of data handled at
the time of error correction encoding and which conforms to
the key data for ciphering operations as part of the data
that is recorded onto the recording medium.

4. A data recording method for error correction and
encoding input digital data and recording the resulting data
on a record medium, wherein at least part of data handled at
the time of error correction and encoding and conforming to
the key data for ciphering operations as part of the data
that is recorded onto the recording medium.

5. The data recording method as claimed in claim 4 wherein
said data conversion is effected by at least one of the
logical processing of the data and the key information,
substitution or transposition employing the key information,

or function processing.

6. The data recording method as claimed in claim 4 wherein
the number of data processed with said data conversion is
varied depending on the degree of difficulty encountered in
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means, header appendi ng neans, errorcorrection encodi ng neans, nodul ation

nmeans and a synchrenizatton—appending neans, and said error_correction
encodi ng neans i erssion neans f dar £lHepf At | east
part of data handj UHMHﬂ mll f error correct|j oA A%%Dand i ch
confornms to the k or ci phering op La | 't he

data that is recorded onto the recor di ngggredi um A data recording

met hod for error ..cor ctlon and..encodi n ut digital data and re Qrdi ng
t he resultiﬁg daf'a ré%éF&qﬁﬁﬂtuﬁpé%ﬁﬁeﬁﬁla. ea??rﬁﬁrtc8fr88§&°n
handl ed at theotiimg mhpatrd;gmbale@atananduraamudﬁumgt@wdresnﬂadmgngata t he

k f [ w th data conversion. 5. The
ey informagog E%Eogbggégﬁﬁ& %o&% Clal . ; ;

data recordi ng nmetho al e ‘4 wherein said data conversion
Is effected by at | east one of the |ogical

input means for inputting the key data for ciphering
operations as part of the data that is recorded.onto the
recording mediumj and
means for data-conversion at least part of data
handled during the error correction and encoding responsive
to the key information from said input means.

8. A method for reproducing a signal processed with error
correction and encoding and recorded on a record medium,
wherein at least part of data handled at the time of error
correction and encoding and which conforms to the key data
for ciphering operations as part of the data that is
recorded onto the recording medium is processed with data

conversion, and wherein

data handled at the time of error correction and
decoding as a counterpart of the error correction and
encoding and which conforms to the key information for
ciphering 1is processed with data back-conversion as a
counterpart of the data conversion.

9. An apparatus for reproducing a signal processed with
error correction and encoding and recorded on a record
medium, comprising:

key information input means for inputting the key
information for ciphering specifying data handled at the
time of the error correction and encoding and which has been
processed with data conversion; and

error correction and decoding means for effecting error
correction and decoding ‘as a counterpart of the error
correction and encoding, said error correction and decoding

means performing REPLACENH%“TSHEE
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processing of the data and the key information, {5 ottt

transposition enploying the key information, or [f#HS $SOEEPHASEEEND. 6.
The data recording nmethod as clainmed in claim4jwher eREPLAEEPUNDEr |of dat a
processed with said data conversion is varied d tee of
difficulty encountered in ciphering. 7. 47 A data recordi ng apparatus for
error corregpe@ateBEOGH RN reppecti dd ghidadatandontedisdiony die resul ting

data on a roCord Medi UM, £OIPLLEL0M, ch RV IRE Reb Rl LARYLLRDAS' IS KX
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key data for ciphering operations as part of the data that

is recorded onto the recording medium.

I -

AL

This Sheet Has Been Replaced

AN




47 means for -data-converting at

| east part of data handled during the error

correctign and encodi ng responsive to the key inforomation from said input

and encodi ng and recorded on a record medi um wher ei

handl ed at the tinme of error correction4dnd encodi ng

s to.

nmeans. 8. A nmethod for reproducing a signal process e miﬂwﬁ rolr correc'éll on
L s

the key inf O{‘HBH on for hering is processed with data converS| on and
l‘f'ﬁg

wher ei n dat a

dt&qcle

Tinme of error correction and decoding as a

counterpart of the error correction and encodi ng and which conforns to
key informatfon for ci ph®r PRk i erEdegseathpd e sBagk teensesRs f ias a
counterpart of the dasecttmn\farsiog. sOep oAhddppaiad unphar digpealudaty) ig

si gnal processegd-yi tde &f Reget data volume as a unit;

2'

a header appending step of appending header to the
digital data divided into sectors;

an error correction encoding step of appending an error
correction code to the digital data having the header appended
thereto; ,

a modulating step of modulating the error corrected
encoded digital data in a accordance with a pre-set modulation
system;

an synchronization appending step -  of appending a
synchronization pattern to the modulated digital signal; and

a recording step of recording the digital signal having
the synchronization pattern appended thereto on a recorded
medium; wherein

an input is ciphered in at least one of a sector forming
step, header appending step, error correction encoding step,
modulation step and a synchronization appending step, and the
step ciphering has been done is used as the key formation for
ciphering operations as part of the data that is recorded onto
recording medium.

t he

" The data recording method as claimed in claim 1 wherein-,

of data handled durlng error correction encoding of the error

correction encodlng step,

information for ciphering is processed with data conversion.

3.

A data recording apparatus comprising;

a sector forming means for dividing input digital data in
terms of a pre-set data volume as a unit;

a. header appending means for appending header to the
digital data divided into sectors;

an error correction encoding means for appending an error
correction code to the digital data having the header appended
thereto;

a modulating means for modulating the error corrected

encoded digital data in accordance with a o3 'ﬁﬁﬁﬁ;’
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correction and &ncodi ng and recorded on a record nedi um conprising: key

information in ““ntmll\l nputting the key information for
ci phering speci E“!‘m d at the time of the error correction and
encodi ng and whi eh Ras‘be®n r ocessed 46th data conversion; and error

correction and decodi ng neans for effecting error correction and decodi ng
as a counterpart ofntheyrerimomiceriext iappeaddngnooeingg, feui @ppending a

correction angyﬂéﬁﬁéﬁ%ﬁ‘%ﬁﬁéa%é{&r@ Q%e%&&ﬁl&@éd eBldieRiaBsgReroding, as
a counter part oper ation

Gar ot PO oPel B et TERES Shr Penoriang i pash et $iona gy ing "

i nformati on fghecsmghrwgn__zatlon pattern appended thereto on a recorded
medium; wherein '

an input is ciphered in at least one of a sector forming
means, header appending means, error correction encoding means,

modulation means and a synchronization appending means, and
said error correction encoding means including data conversion
means for data-converting at least part of data handled at the
time of error correction encoding and which conforms to the key
information for ciphering operations as part of the data that
is recorded onto the recording medium.

4. A data recording method for error correction and encoding
input digital data and recording the resulting data on a record
medium, wherein at least part of data handled at-the time of.
error correction and encoding and conforming to thg key
information for ciphering is processed with data conversion.

5. The data recording method as claimed in claim 4 wherein
said data conversion is effected by at least one of the logical
processing of the data and the key information, substitution or
transposition employing the key information, or function
precessing.

.6. The data recording method as claimed in claiﬁ 4 wherein the
number of data processed with said data conversion 1is varied

depending on the degree of difficuity encountered in ciphering.

7. A data recording apparatus for error correction encoding
.input digital data and recording the resulfing datae on a record

medium, comprising;

input means for inputting the key information for ciphering;

and
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means for data-converting at least part of data handled

during the error correction and encoding responsive to the key

information from said input means.

8. A nwthoa for reproducing a signal processed with error
correétion and encoding and recorded on a record medium, wherein

at least part of data handled at the time of error
correction and encoding and which conforms to the key information
for ciphering is processed with data conversion, and wherein

data handled at the time of error correction gna decoding -
as a counterpart of the error correction and encoding and which
conforms to the key information for ciphering is processed with
data back—conversion as a counterpart of the data conversion.
9. An apparatus for reproducing a signai processed with error
correction and encoding &and recorded on a record medium,
comprising:

key information input .means for inputting the key
information for ciphering specifying data handled at the time of
the error correction and encoding and which has been processed

with data conversion; and

error correction and decoding means for effectiﬁg error

correction and decoding as a counterpart of the error correction

'and encoding, said error correction and decoding means prerforming

error correction and decoding, as a counterpart operation with

respect to said data conversion, on data from the key

information input means conforming to the key information for

ciphering. -
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