
 

 

1 

BLOCKCHAIN INTEGRATED STATION ANDCRYPTOGRAPHIC 

ACCELERATION CARD, KEY MANAGEMENT METHODS AND APPARATUSES  

 

TECHNICAL FIELD 

[0001] The present disclosure relates to the field of terminal technologies, and in particular 

to a blockchain integrated station, and a cryptographic acceleration card, key management 

methods and apparatuses. 

BACKGROUND 

[0002] Blockchain technology (also called distributed ledger technology) is a decentralized 

distributed database technology having many characteristics such as decentralization, 

openness, transparency, immutability and trustability, and thus it is applicable to many 

application scenarios with high demands for data reliability. 

 

SUMMARY 

[0003] In view of this, one or more embodiments of the present disclosure provide a 

blockchain integrated station and a cryptographic acceleration card, key management methods 

and apparatuses. 

[0004] In order to achieve the above object, one or more embodiments of the present 

disclosure provide the following technical solution: 

[0005] According to a first aspect of one or more embodiments of the present disclosure, 

provided is a cryptographic acceleration card used for a blockchain integrated station, 

including: 

[0006] a key generating module, configured to generate an identity key for the blockchain 

integrated station, wherein the identity key includes an identity private key and an identity 

public key; 

[0007] an encrypting and decrypting module, configured to be connected to the key 

generating module to encrypt the identity private key into a corresponding private key 

ciphertext for storage. 

[0008] According to a second aspect of one or more embodiments of the present disclosure, 

provided is a blockchain integrated station, where the cryptographic acceleration card 

according to the first aspect is assembled on the blockchain integrated station. 

[0009] According to a third aspect of one or more embodiments of the present disclosure, 

provided is a key management method of a blockchain integrated station. The method is 

applied to a cryptographic acceleration card assembled on the blockchain integrated station, 
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and comprises: 

[0010] generating an identity key of the blockchain integrated station, where the identity key 

includes an identity private key and an identity public key; 

[0011] encrypting the identity private key into a corresponding private key ciphertext; 

[0012] storing the private key ciphertext. 

[0013] According to a fourth aspect of one or more embodiments of the present disclosure, 

provided is a key management apparatus of a blockchain integrated station. The apparatus is 

applied to a cryptographic acceleration card assembled on the blockchain integrated station, 

and comprises: 

[0014] a key generating module, configured to generate an identity key for the blockchain 

kiosk, wherein the identity key includes an identity private key and an identity public key; 

[0015] an encrypting and decrypting module, configured to encrypt the identity private key 

into a corresponding private key ciphertext; 

[0016] a storing module, configured to store the private key ciphertext. 

[0017] According to a fifth aspect of one or more embodiments of the present disclosure, 

provided is a cryptographic acceleration card, including: 

[0018] a processor; 

[0019] a memory for storing processor executable instructions; 

[0020] where the processor implements the methods according to the third aspect by running 

the executable instructions. 

[0021] According to a sixth aspect of one or more embodiments of the present disclosure, 

provided is a computer readable storage medium having computer instructions stored thereon, 

where the instructions are executed by a processor to implement steps in the method 

according to the third aspect. 

 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0022] FIG. 1 is a block diagram of a cryptographic acceleration card used for a blockchain 

integrated station according to example embodiments of the present disclosure. 

[0023] FIG. 2 is a block diagram of another cryptographic acceleration card used for a 

blockchain integrated station according to example embodiments of the present disclosure. 

[0024] FIG. 3 is a flowchart of a key management method of a blockchain integrated station 

according to example embodiments of the present disclosure. 

[0025] FIG. 4 is a structural schematic diagram of a cryptographic acceleration card 

according to example embodiments of the present disclosure. 
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[0026] FIG. 5 is a block diagram of a key management apparatus according to example 

embodiments of the present disclosure. 

[0027] FIG. 6 is a structural schematic diagram of a blockchain integrated station according 

to example embodiments of the present disclosure. 

 

DETAILED DESCRIPTION OF THE EMBODIMENTS 

[0028] Example embodiments will be described in detail herein with the example 

embodiments thereof expressed in the drawings. When the following descriptions involve the 

drawings, same numbers in different drawings represent same or similar elements unless 

stated otherwise. The implementations described in the following example embodiments do 

not represent all implementations consistent with one or more examples of the present 

disclosure. On the contrary, they are merely example embodiments of apparatuses and 

methods consistent with some aspects of one or more examples of the present disclosure 

described in detail in the appended claims. 

[0029] It should be noted that the steps in corresponding method is not necessarily 

performed according to the sequence shown in the present disclosure in other examples. In 

some other examples, the steps included in the corresponding method can be more or less than 

described in the specification. Further, a single step described in the specification can be 

divided into several steps for descriptions in other examples while several steps described in 

the specification can be combined into a single step for descriptions in other examples. 

[0030] In the early stage of development of the blockchain technology, users mostly add 

their own personal computer (PC) and laptop computer and the like into a blockchain network 

to become a blockchain node in the blockchain network. At this time, the stage can be called 

1.0 architecture era of blockchain network, in which the behaviors of users to participate in 

the blockchain network are autonomous and the users also need to perform autonomous 

maintenance, for example, perform maintenance and configuration and so on for their devices, 

for example, PC, participating in the blockchain network. Along with continuous 

development of the blockchain technology, especially along with increasing needs of users for 

infrastructures with high performance and high availability, the blockchain network develops 

into 2.0 architecture era based on cloud service. In the 2.0 architecture era, 

Blockchain-as-a-Service (BaaS) provides fast and convenient solutions for fast blockchain 

deployment and technical implementation and supports a large number of blockchain service 

projects. Generally, BaaS is built on infrastructures such as public cloud or private cloud, 

which introduces heavy dependence on infrastructure as well as providing strong deployment 
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capability. However, because blockchain is a typical distributed computing technology, not all 

nodes can be migrated to clouds but privatization deployment is needed. The additional 

technical migration and maintenance costs brought by the privatization deployment cause 

inconsistent technical interfaces and high deployment and maintenance costs during an actual 

implementation. Therefore, to satisfy the needs of users for privatization and security and the 

like of the blockchain network, further architecture upgrade needs to be performed to the 

blockchain network, thereby realizing 3.0 architecture era based on blockchain integrated 

station . 

[0031] Software and hardware integration can be realized for the blockchain integrated 

station. When providing a blockchain integrated station, a provider will not only provide 

hardware devices of the blockchain integrated station to users but also provide software 

configurations for realizing deep optimization of the hardware devices integrated into the 

blockchain integrated station, thereby realizing the above software-hardware integration. 

[0032] Software optimization can be realized for the blockchain integrated station. For 

example, a certification authorization service can be built in the blockchain integrated station 

to realize automatic certificate issuing, node identity authentication, automatic blockchain 

construction, and automatic adding of blockchain node, thereby realizing the plug and play of 

the blockchain integrated station. In this case, a user can realize fast deployment of the 

blockchain integrated station. In addition to quickly establishing a private blockchain network 

between a plurality of blockchain integrated stations, the blockchain integrated station can 

integrate a standardized on-cloud service interface to enable the blockchain integrated station 

to automatically connect to on-cloud service, thereby realizing hybrid deployment between 

the blockchain integrated station and the cloud-deployed blockchain node to construct a 

hybrid blockchain network. The blockchain integrated station can also integrate a 

standardized cross-chain service interface to enable the blockchain integrated station to realize 

cross-chain services based on a standardized cross-chain protocol or standardized cross-chain 

service, thereby greatly expanding the application scenarios of the blockchain integrated 

station, and satisfying the cross-chain needs of users. For example, cross-chain data 

interaction between different blockchain networks is achieved, and for another example, 

cross-chain data interaction between the blockchain network and an off-chain computing node 

and the like is achieved (for example, the off-chain computing node shares computation task 

for the blockchain node and the like) and the like. 

[0033] Hardware optimization can be realized for the blockchain integrated station. For 

example, a dedicated smart contract processing chip can be deployed on the blockchain 

integrated station. For example, the smart contract processing chip can be Field 
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Programmable Gate Array (FPGA) chip, or another type of chip to increase the processing 

efficiency for a smart contract. A hardware root-of-trust key can be deployed on the smart 

contract processing chip, for example, the hardware root-of-trust key can be pre-programmed 

by the provider into the smart contract processing chip and the provider can also know an 

identity public key corresponding to the hardware root-of-trust key (for example, the identity 

public key is disclosed). Therefore, the smart contract processing chip can send negotiation 

information to the provider and sign the negotiation information by using the hardware 

root-of-trust key, so that the provider can verify the signature based on the corresponding 

identity public key; and, after successful signature verification, it is ensured that the smart 

contract processing chip and the provider obtain the same key through negotiation based on 

the above negotiation information. The negotiated key can include a file deployment key, and 

thus the provider can encrypt and transmit a binary image file needed by a blockchain node to 

the smart contract processing chip based on the file deployment key, and the smart contract 

processing chip can decrypt and deploy the binary image file based on the file deployment 

key. The negotiated key can include a service secret deployment key, and thus the provider 

can encrypt and transmit a node private key of the blockchain node, a service root key of the 

blockchain node, etc., to the smart contract processing chip based on the service secret 

deployment key, and the smart contract processing chip can obtain and deploy the node 

private key and the service root key and the like based on the service secret deployment key to 

satisfy the privacy transaction needs in a blockchain scenario. For example, the node private 

key corresponds to a node public key, and thus a client device can perform encrypted 

transmission for a blockchain transaction by using the node public key, and the blockchain 

node can perform decryption through the node private key. The service root key is a 

symmetric key which can be used to perform encrypted storage for service data such as 

contract codes and value of contract status and the like. The service root key may not be 

directly used, and the smart contract processing chip can perform encryption and decryption 

through a derivation key of the service root key to reduce the security risk of the service root 

key. Through reliable management for the node private key and the service root key (or its 

derivation key), data will be always in encrypted state unless processed by the smart contract 

processing chip. Therefore, the smart contract processing chip actually forms a Trusted 

Execution Environment (TEE) of hardware on the blockchain integrated station, so as to 

ensure the data requiring privacy protection such as transactions, contract codes, and contract 

status will not be leaked. 

[0034] For another example, an intelligent network card can be deployed on the blockchain 

integrated station. In addition to realizing a traditional network card function, the intelligent 
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network card also can replace or assist a CPU of the blockchain integrated station to perform 

partial functions so as to offload computation of the CPU. Especially, the operations with 

intensive network I/O can be transferred from CPU to the intelligent network card to perform, 

so the CPU can process more computation-intensive operations, for example, transaction 

processing, and storage processing and the like. Compared with other components, for 

example, CPU, on the blockchain integrated station, the intelligent network card is closer to 

the network regardless of physical level or logical level, so that the intelligent network card 

can always fetch data transmitted in the network preferentially. Therefore, with no storage 

access or a small amount of storage access is involved, the intelligent network card can 

process these data with a relatively higher processing efficiency and a relatively smaller delay, 

and a relatively larger throughput, so as to achieve a higher performance benefit with a lower 

cost. For example, in consensus algorithm, there is almost no need to access storage except in 

the cases of change of network status, addition and deletion of node, change of consensus 

configuration and the like. Therefore, the consensus operation can be completed by the 

intelligent network card and only need to inform the CPU of a consensus result. Therefore, 

the CPU is not required to directly participate in the consensus process, thereby significantly 

improving the consensus efficiency. Similarly, the same effect can be achieved in forwarding 

transactions by the intelligent network card and achieving block synchronization by the 

intelligent network card on a newly-added blockchain node and the like and will not be 

repeated herein. Furthermore, after receiving transactions, the intelligent network card can 

identify or filter out a replay transaction by comparing the received transaction with historical 

transactions, for example, comparing data fields of sender information of transaction, 

destination address, time stamp, and hash value and the like. The intelligent network card can 

also perform content analysis for those received transactions, so as to filter out illegal 

transactions or predefined undesired transactions and the like as a supplementation to layer-2 

or layer-3 packet filtering implemented by a switch. 

[0035] For another example, a cryptographic acceleration card which is also called a high 

speed cryptographic card can be deployed on the blockchain integrated station. The hardware 

roof-of-trust key as described above can be maintained in the cryptographic acceleration card, 

and the cryptographic acceleration card can perform signature operation based on the 

hardware roof-of-trust key and replace or assist the smart contract processing chip to complete 

the operations such as the key negotiation as described above. Similarly, the cryptographic 

acceleration card can be used to maintain an identity public key so that the cryptographic 

acceleration card can realize signature verification operation based on the maintained identity 

public key. In short, at least part of operations relating to key management, encryption and 
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decryption, and signature verification and the like on the blockchain integrated station can be 

handed over to the cryptographic acceleration card, so that very high security can be realized 

and performance offloading can be realized for the CPU of the blockchain integrated station 

or the above smart contract processing chip, thereby improving the processing efficiency. 

[0036] FIG. 1 is a block diagram of a cryptographic acceleration card used for a blockchain 

integrated station according to example embodiments of the present disclosure. The 

cryptographic acceleration card can include a key generating module 11, and an encrypting 

and decrypting module 12, where an output end of the key generating module 11 is in 

electrical connection with the encrypting and decrypting module 12. The key generating 

module 11 is configured to generate an identity key for the blockchain integrated station, and 

the identity key includes an identity private key and an identity public key. The encrypting 

and decrypting module 12 is configured to encrypt the identity private key output by the key 

generating module 11 into a corresponding private key ciphertext for storage. 

[0037] Because the identity private key needs to be safely kept, encrypting the identity 

private key into the private key ciphertext for storage can reduce the risk of leakage of the 

identity private key, thereby ensuring the security of the identity private key. Of course, the 

identity public key can also be encrypted. But, the encryption for the identity public key is not 

necessary because it can be disclosed. 

[0038] For generation of the identity key, the key generating module can generate the 

identity key according to hardware feature data of the blockchain integrated station. The 

hardware feature data can be difference data caused by deviation of random process in a 

manufacturing process of the blockchain integrated station. The data is unique and unclonable. 

Because the hardware feature data of the blockchain integrated station is unpredictable, 

unique, and unclonable, generation of the identity key based on the hardware feature data of 

the blockchain integrated station has a high level of security in the embodiments. 

[0039] In an embodiment, if the blockchain integrated station includes a master control chip, 

the hardware feature data of the blockchain integrated station can be hardware feature data of 

the master control chip. A deep sub-micron random difference between different master 

control chips can be generated due to process deviation in a manufacturing and packaging 

process of different master control chips. Unique and unclonable hardware feature data can be 

obtained by sampling such random difference. 

[0040] In another embodiment, if a smart contract processing chip is deployed on the 

blockchain integrated station, the hardware feature data of the blockchain integrated station 

can be hardware feature data of the smart contract processing chip. Similarly, a deep 

sub-micron random difference between different smart contract processing chips can be 
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generated due to process deviation in a manufacturing and packaging process of different 

smart contract processing chips. Unique and unclonable hardware feature data can be obtained 

by sampling such random difference. 

[0041] In another embodiment, if an intelligent network card is deployed on the blockchain 

integrated station, the hardware feature data of the blockchain integrated station can be 

hardware feature data of the intelligent network card. Similarly, a deep sub-micron random 

difference between different intelligent network cards can be generated due to process 

deviation in a manufacturing and packaging process of different intelligent network cards. 

Unique and unclonable hardware feature data can be obtained by sampling such random 

difference. 

[0042] In another embodiment, the hardware feature data of all or part of the master control 

chip, the smart contract processing chip, and the intelligent network card and the like included 

in the blockchain integrated station can be combined and the combined hardware feature data 

is taken as the hardware feature data of the blockchain integrated station. 

[0043] It should be noted that the hardware feature data usually includes a plurality of 

feature parameters, for exmaple, size of a chip, difference generated by electric property, 

random distribution value of a memory upon initialization of the memory, electric current 

under power-down mode, receiving sensitivity and data transmission rate and the like. Some 

of these feature parameters are stable and their values will not change. Other feature 

parameters are unstable and their values may change. In this embodiment, all or part of the 

stable feature parameters are selected as the feature parameters for generating the identity key. 

[0044] In another embodiment, the cryptographic acceleration card can further include a 

collecting module. When the cryptographic acceleration card includes the collecting module, 

the collecting module can be triggered to collect and output the hardware feature data to the 

key generating module in response to receiving a key generation request, so that the key 

generating module is triggered to generate the identity key of the blockchain integrated station 

according to the hardware feature data. The key generation request can be generated based on 

at least one of the followings including but not limited to: generated based on a generation 

request of a hardware root-of-trust key; generated based on an identity verification request of 

the blockchain integrated station; and generated based on a request to store a transaction in a 

blockchain. 

[0045] In another embodiment, the cryptographic acceleration card can further include a 

receiving module. The receiving module is configured to receive the hardware feature data 

collected by the blockchain integrated station and output the hardware feature data to the key 

generating module, such that the key generating module is triggered to generate the identity 
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key of the blockchain integrated station based on the hardware feature data. 

[0046] For encryption of the identity private key, the encrypting and decrypting module can 

adopt a symmetric encryption algorithm or an asymmetric encryption algorithm. The 

symmetric encryption algorithm can include but not limited to DES algorithm, 3DES 

algorithm, IDEA algorithm, AES algorithm, TDEA algorithm, Blowfish algorithm, and RC5 

algorithm and the like (the above are all symmetric encryption algorithms). The asymmetric 

encryption algorithm includes but not limited to RSA algorithm, Elgamal algorithm, backpack 

algorithm, Rabin algorithm, D-H algorithm, and ECC algorithm and the like (the above are all 

asymmetric encryption algorithms). If the asymmetric encryption algorithm is adopted to 

encrypt the identity private key, the private key to be encrypted can be obtained from outside 

the cryptographic acceleration card or the private key generated by the cryptographic 

acceleration card is used. 

[0047] In an embodiment, the cryptographic acceleration card can further include a storing 

module. The encrypting and decrypting module 12 can output the private key ciphertext to the 

storing module for storage. When the blockchain integrated station needs to use the identity 

private key, the encrypting and decrypting module 12 can obtain and decrypt the private key 

ciphertext based on a decryption algorithm corresponding to the encryption algorithm. 

[0048] The storing module can be but not limited to a one time programmable (OTP) 

memory for which only one programming operation can be performed, that is, the private key 

ciphertext is not allowed to be modified after being programmed into the OTP memory, 

thereby preventing an attack device from tampering with the private key ciphertext in the 

OTP memory. Thus, the security of the identity key is further improved. 

[0049] In another embodiment, the encrypting and decrypting module can also output the 

private key ciphertext to a storage space outside the cryptographic acceleration card for 

storage. When the blockchain integrated station needs to use the identity private key, the 

encrypting and decrypting module 12 obtains the private key ciphertext from the external 

storage space and decrypts the private key ciphertext based on the decryption algorithm 

corresponding to the encryption algorithm. The cryptographic acceleration card does not 

directly output the identity private key but encrypts the identity private key into the private 

key ciphertext and then outputs it for storage, thereby reducing the risk of stealing or 

tampering of the identity private key. 

[0050] In another embodiment, the key generating module 11 can also output the generated 

identity public key to the storing module included in the cryptographic acceleration card for 

storage, or output the generated identity public key to the storage space outside the 

cryptographic acceleration card for storage. 
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[0051] In any of the above embodiments, the cryptographic acceleration card does not 

directly store the identity private key of the blockchain integrated station nor output the 

identity private key of the blockchain integrated station externally, but stores and outputs the 

private key ciphertext obtained by encrypting the identity private key, thereby disabling an 

attack device from obtaining the identity private key of the blockchain integrated station. In 

this way, the risk of leakage of the identity private key of the blockchain integrated station is 

effectively prevented and the security of the identity private key is effectively guaranteed. 

[0052] FIG. 2 is a block diagram of another cryptographic acceleration card used for a 

blockchain integrated station according to example embodiments of the present disclosure. 

The cryptographic acceleration card can include a key generating module 21, an encrypting 

and decrypting module 22 and a signing module 23. The key generating module 21 is 

configured to generate an identity key of the blockchain integrated station based on the 

hardware feature data of the blockchain integrated station, where the identity key includes an 

identity private key and an identity public key. The encrypting and decrypting module 22 is 

configured to encrypt the identity private key output by the key generating module 21 into a 

corresponding private key ciphertext for storage. The signing module 23 is configured to call 

the encrypting and decrypting module 22 to decrypt the private key ciphertext and sign 

to-be-signed data provided by the blockchain integrated station according to the identity 

private key obtained by decryption. 

[0053] As a result, the cryptographic acceleration card can complete operations relating to 

key management, encryption and decryption, signature verification and the like on the 

blockchain integrated station. In this way, very high security can be realized and task 

offloading can be realized for the CPU of the blockchain integrated station or the above smart 

contract processing chip, thereby improving the processing efficiency. 

[0054] The hardware feature data in this embodiment can be difference data caused by 

deviation of random process in a manufacturing process of the blockchain integrated station. 

The data is unique and unclonable. Because the hardware feature data of the blockchain 

integrated station is unpredictable, unique, and unclonable, generation of the identity key 

based on the hardware feature data of the blockchain integrated station has a high level of 

security in the embodiments. 

[0055] In an embodiment, the cryptographic acceleration card can further include a 

collecting module. When the cryptographic acceleration card includes the collecting module, 

the collecting module can be triggered to collect and output the hardware feature data to the 

key generating module in response to receiving a key generation request, such that the key 

generating module is triggered to generate the identity key of the blockchain integrated station 
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according to the hardware feature data. 

[0056] In another embodiment, the cryptographic acceleration card can further include a 

receiving module. The receiving module is configured to receive the hardware feature data 

collected by the blockchain integrated station, and output the hardware feature data to the key 

generating module, such that the key generating module is triggered to generate the identity 

key of the blockchain integrated station according to the hardware feature data. 

[0057] As shown in FIG. 2, the key generating module 21 includes a private key generating 

circuit 211, and a public key generating circuit 212. An input end of the private key generating 

circuit 211 is used to receive the hardware feature data of the blockchain integrated station 

and an output end of the private key generating cirucit 211 is connected with an input end of 

the public key generating circuit 212. 

[0058] The private key generating circuit 211 can convert the input hardware feature data 

into an identity private key, and output the identity private key to the public key generating 

circuit 212 to trigger the public key generating ciruict 212 to convert the identity private key 

into an identity public key for outputting. 

[0059] The private key generating circuit can be implemented by using a Physical 

Unclonable Function (PUF) circuit and the like. The public key generating circuit can be 

implemented by using an asynchronous circuit having an Elliptic Curve Cryptography 

algorithm function and the like. 

[0060] The output end of the private key generating circuit 211 can also be connected with 

an input end of the encrypting and decrypting module 22. The encrypting and decrypting 

module 22 can encrypt the identity private key into a corresponding private key ciphertext for 

storage. If the cryptographic acceleration card includes a storing module (not shown), the 

encrypting and decrypting module 22 can output the private key ciphertext to the storing 

module for storage. The storing module can be, but not limited to a one time programmable 

(OTP) memory. The encrypting and decrypting module 22 can also output the private key 

ciphertext to a storage space outside the cryptographic acceleration card for storage. The 

encrypting and decrypting module can encrypt the identity private key by using a symmetric 

encryption algorithm or an asymmetric encryption algorithm. 

[0061] If the encrypting and decrypting module 22 stores the private key ciphertext to the 

storing module included in the cryptographic acceleration card, the encrypting and decrypting 

module 22 obtains the private key ciphertext from the storing module and decrypts the private 

key ciphertext based on a decryption algorithm corresponding to the encryption algorithm in 

response to being called by the signing module 23, such that the signing module 23 signs the 

to-be-signed data provided by the blockchain integrated station according to the identity 
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private key obtained by decryption. 

[0062] If the encrypting and decrypting module 22 stores the private key ciphertext to the 

storage space outside the cryptographic acceleration card, the encrypting and decrypting 

module 22 obtains the private key ciphertext from the external storage space and decrypts the 

private key ciphertext based on a decryption algorithm corresponding to the encryption 

algorithm in response to being called by the signing module 23, such that the signing module 

23 signs the to-be-signed data provided by the blockchain integrated station according to the 

identity private key obtained by decryption. 

[0063] The to-be-signed data can be but not limited to negotiation information and 

blockchain transaction and the like. 

[0064] In another embodiment, the output end of the private key generating circuit 211 can 

also be connected with an input end of the signing module 23. Thus, the private key 

generating circuit 211 outputs the generated identity private key directly to the signing 

module 23 such that the signing module 23 signs the to-be-signed data provided by the 

blockchain integrated station according to the received identity private key. 

[0065] In this embodiment, the private key generating circuit generates the identity private 

key which is unique and unclonable according to the hardware feature data and outputs the 

identity private key to at least one of the public key generating circuit, the encrypting and 

decrypting module, and the signing module, rather than outputs the identity private key to 

outside of the cryptographic acceleration card, thereby preventing the identity private key 

from being stolen. Because the cryptographic acceleration card is implemented by a hardware 

circuit, after the identity private key is generated, the identity private key can be erased when 

the cryptographic acceleration card is powered off and the identity private key cannot be read 

from the cryptographic acceleration card. In this case, an attack device cannot steal the 

identity private key from the cryptographic acceleration card, and side channel attack can also 

be defended against by hardware reinforcement, thus having very high security. 

[0066] FIG. 3 is a flowchart of a key management method of a blockchain integrated station 

according to example embodiments of the present disclosure. The method is applied to a 

cryptographic acceleration card assembled on the blockchain integrated station. The method 

includes the following steps. 

[0067] At step 302, an identity key of the blockchain integrated station is generated. 

[0068] The identity key includes an identity private key and an identity public key. 

[0069] In step 302, the cryptographic acceleration card can obtain hardware feature data of 

the blockchain integrated station and generate the identity key according to the hardware 

feature data. The hardware feature data can be difference data caused by deviation of random 
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process in a manufacturing process of the blockchain integrated station. The data is unique 

and unclonable. Because the hardware feature data of the blockchain integrated station is 

unpredictable, unique, and unclonable, generation of the identity key based on the hardware 

feature data of the blockchain integrated station has a high level of security in the 

embodiments. 

[0070] In an embodiment, the cryptographic acceleration card can collect the hardware 

feature data of the blockchain integrated station to generate the identity key according to the 

hardware feature data in response to receiving a key generation request. 

[0071] In another embodiment, the blockchain integrated station can collect the hardware 

feature data itself and then send the collected hardware feature data to the cryptographic 

acceleration card to trigger the cryptographic acceleration card to generate the identity key 

according to the hardware feature data. 

[0072] If the blockchain integrated station includes a master control chip, the hardware 

feature data of the blockchain integrated station can be hardware feature data of the master 

control chip. If a smart contract processing chip is deployed on the blockchain integrated 

station, the hardware feature data of the blockchain integrated station can be hardware feature 

data of the smart contract processing chip. If an intelligent network card is deployed on the 

blockchain integrated station, the hardware feature data of the blockchain integrated station 

can be hardware feature data of the intelligent network card. The hardware feature data of the 

blockchain integrated station can also be a result of combination of the hardware feature data 

corresponding to all or part of the master control chip, the smart contract processing chip, and 

the intelligent network card and the like included in the blockchain integrated station. 

[0073] It should be noted that the hardware feature data usually includes a plurality of 

feature parameters, for exmaple, inter-chip device size, difference generated by electric 

property, memory random distribution value upon initialization, current under power-down 

mode, receiving sensitivity and data transmission rate and the like. Some of these feature 

parameters are stable and their values will not change. Other feature parameters are unstable 

and their values may change. In this embodiment, all or part of the stable feature parameters 

are selected as the feature parameters for generating the identity key. 

[0074] At step 304, the identity private key is encrypted into a corresponding private key 

ciphertext. 

[0075] Because the identity private key needs to be safely kept, encrypting the identity 

private key into the private key ciphertext for storage can reduce the risk of leakage of the 

identity private key, thereby ensuring the security of the identity private key. Of course, the 

identity public key can also be encrypted. But, the encryption for the identity public key is not 
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necessary because it can be disclosed. 

[0076] For encryption of the identity private key, the cryptographic acceleration card can 

adopt a symmetric encryption algorithm or an asymmetric encryption algorithm. The 

symmetric encryption algorithm can include but not limited to DES algorithm, 3DES 

algorithm, IDEA algorithm, AES algorithm, TDEA algorithm, Blowfish algorithm, and RC5 

algorithm and the like (the above are all symmetric encryption algorithms). The asymmetric 

encryption algorithm includes but not limited to RSA algorithm, Elgamal algorithm, backpack 

algorithm, Rabin algorithm, D-H algorithm, and ECC algorithm and the like (the above are all 

asymmetric encryption algorithms). If the asymmetric encryption algorithm is adopted to 

encrypt the identity private key, the private key to be encrypted can be obtained from outside 

the cryptographic acceleration card or the private key generated by the cryptographic 

acceleration card is used. 

[0077] At step 306, the private key ciphertext is stored. 

[0078] In an embodiment, the cryptographic acceleration card can store the private key 

ciphertext in its internal storage space. When the blockchain integrated station needs to use 

the identity private key, the cryptographic acceleration card obtains the private key ciphertext 

from its internal storage space and decrypts the private key ciphertext. For example, if the 

cryptographic acceleration card receives an identity verification request, it indicates that it 

might need to perform identity verification for the blockchain integrated station. In this case, 

the cryptographic acceleration card obtains the private key ciphertext from its internal storage 

space and decrypts the private key ciphertext, and then signs to-be-signed data provided by 

the blockchain integrated station according to the identity private key obtained by decryption. 

[0079] In another embodiment, the cryptographic acceleration card can store the private key 

ciphertext to a storage space outside the cryptographic acceleration card. When the blockchain 

integrated station needs to use the identity private key, the cryptographic acceleration card 

obtains the private key ciphertext from the external storage space and decrypts the private key 

ciphertext. For example, if the cryptographic acceleration card receives an identity 

verification request, it indicates that it might need to perform identity verification for the 

blockchain integrated station. In this case, the cryptographic acceleration card obtains the 

private key ciphertext from the external storage space and decrypts the private key ciphertext, 

and then signs the to-be-signed data provided by the blockchain integrated station according 

to the identity private key obtained by decryption. 

[0080] In the embodiment, the cryptographic acceleration card does not directly store the 

identity private key of the blockchain integrated station nor output the identity private key of 

the blockchain integrated station externally, but stores and outputs the private key ciphertext 
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obtained by encrypting the identity private key, thereby disabling an attack device from 

obtaining the identity private key of the blockchain integrated station. In this way, the risk of 

leakage of the identity private key of the blockchain integrated station is effectively prevented 

and the security of the identity private key is effectively guaranteed. 

[0081] FIG. 4 is a structural schematic diagram of a cryptographic acceleration card 

according to example embodiments of the present disclosure. With reference to FIG. 4, at the 

hardware level, the cryptographic acceleration card includes a processor 402, an internal bus 

404, a network interface 406, a memory 408, a non-volatile memory 410, and a key 

management apparatus 412. Of course, the cryptographic acceleration card can also include 

other hardware needed by services. The key management apparatus 412 is called by the 

processor 402 to perform operations relating to key management, encryption and decryption, 

and signature verification and the like. 

[0082] FIG. 5 is a block diagram of a key management apparatus according to example 

embodiments of the present disclosure. The apparatus includes: 

[0083] a key generating module 51, configured to generate an identity key of a blockchain 

integrated station, where the identity key includes an identity private key and an identity 

public key; 

[0084] an encrypting and decrypting module 52, configured to encrypt the identity private 

key into a corresponding private key ciphertext; 

[0085] a storing module 53, configured to store the private key ciphertext. 

[0086] Optionally, the key generating module 51 is specifically configured to: 

[0087] generate the identity key according to hardware feature data of the blockchain 

integrated station. 

[0088] Optionally, the hardware feature data is feature data of a master control chip included 

in the blockchain integrated station. 

[0089] Optionally, when generating the identity key according to the hardware feature data 

of the blockchain integrated station, the key generating module 51 is configured to: 

[0090] in response to receiving a key generation request, collect the hardware feature data to 

generate the identity key according to the hardware feature data; or 

[0091] in response to receiving the hardware feature data collected by the blockchain 

integrated station, generate the identity key according to the hardware feature data. 

[0092] Optionally, the encrypting and decrypting module is further configured to: 

[0093] in response to receiving an identity verification request, decrypt the private key 

ciphertext and sign to-be-signed data provided by the blockchain integrated station according 

to the identity private key obtained by decryption. 
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[0094] Optionally, the storing module 53 is specifically configured to: 

[0095] store the private key ciphertext in a storage space inside the cryptographic 

acceleration card; or 

[0096] store the private key ciphertext in a storage space outside the cryptographic 

acceleration card. 

[0097] FIG. 6 is a structural schematic diagram of a blockchain integrated station according 

to example embodiments of the present disclosure. As shown in FIG. 6, at the hardware level, 

the device includes a processor 602, an internal bus 604, a network interface 606, a memory 

608, a non-volatile memory 610 and a cryptographic acceleration card 612. Of course, the 

device can further include hardware required for other services. The processor 602 reads 

corresponding computer programs from the non-volatile memory 610 to the memory 608 for 

running, so as to logically form various functional apparatuses of a blockchain integrated 

station. Of course, in addition to the software implementation, one or more embodiments of 

the present disclosure do not preclude other implementations, for example, logic device or a 

combination of software and hardware or the like. That is, the executing subject of the 

processing flows flow corresponding to various functional apparatuses is not limited to each 

logic unit and can also be hardware or logic device. 

[0098] The systems, apparatuses, modules or units described in the above embodiments can 

be specifically implemented by a computer chip or an entity or can be implemented by a 

product with a particular function. A typical implementing device can be a computer and the 

computer can specifically be a personal computer, a laptop computer, a cellular phone, a 

camera phone, a smart phone, a personal digital assistant, a media player, a navigation device, 

an email transceiver, a game console, a tablet computer, a wearable device, or a combination 

of any several devices of the above devices. 

[0099] In a typical configuration, the computer can include one or more central processing 

units (CPU), an input/output interface, a network interface and a memory. 

[00100] The memory can include a non-permanent memory, a random access memory 

(RAM), and/or a non-volatile memory and the like in a computer readable medium, for 

example, read only memory (ROM), or flash RAM. The memory is one example of the 

computer readable medium. 

[00101] The computer readable medium includes permanent, non-permanent, mobile and 

non-mobile media, which can realize information storage by any method or technology. The 

information can be computer readable instructions, data structures, program modules and 

other data. The examples of the computer storage medium include but not limited to: a phase 

change random access memory (PRAM), a Static Random Access Memory (SRAM), a 
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Dynamic Random Access Memory (DRAM), and other types of RAMs, Read-Only Memory 

(ROM), an Electrically-Erasable Programmable Read-Only Memory (EEPROM), a Flash 

Memory, or other memory technology, CD-ROM, digital versatile disc (DVD) or other 

optical storage, cassette type magnetic tape, magnetic disk storage, quantum memory, storage 

medium based on graphene, or other magnetic storage device or other non-transmission 

medium for storing information accessible by computing devices. According to the definition 

of the specification, the computer readable medium does not include transitory computer 

readable media, for example, modulated data signal and carriers. 

[00102] It should be noted that the term “including”, “containing” or any variation thereof is 

intended to encompass non-exclusive inclusion, so that a process, method, product or device 

including a series of elements includes not only those elements but also other elements not 

listed explicitly or those elements inherent to such a process, method, product or device. 

Without more limitations, an element defined by the statement “including a…” shall not be 

precluded to include additional same elements present in a process, method, product or device 

including the elements. 

[00103] The specific embodiments are described as above. Other embodiments are within the 

scope of the appended claims. In some cases, the actions or steps recorded in the claims can 

be performed in a sequence different from the embodiments to achieve the desired result. 

Further, the processes shown in drawings do not necessarily require a particular sequence or a 

continuous sequence shown to achieve the desired result. In some embodiments, a multi-task 

processing and parallel processing is possible and may also be advantageous. 

[00104] The terms used in one or more embodiments of the present disclosure are for the 

purpose of describing particular embodiments only, and are not intended to limit the one or 

more embodiments of the present disclosure. Terms “a”, “the” and “said” used in their 

singular forms in one or more embodiments of the present disclosure and the appended claims 

are also intended to include plurality, unless clearly indicated otherwise in the context. It 

should also be understood that the term “and/or” as used herein refers to and includes any and 

all possible combinations of one or more of the associated listed items. 

[00105] It is should be understood that, although the terms “first,” “second,” “third,” and the 

like may be used in one or more embodiments of the present disclosure to describe various 

information, such information should not be limited to these terms. These terms are only used 

to distinguish one category of information from another. For example, without departing from 

the scope of one or more embodiments of the present disclosure, first information may be 

referred as second information; and similarly, the second information may also be referred as 

the first information. Depending on the context, the term “if” as used herein can be interpreted 
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as “when” or “upon” or “in response to determining”. 

[00106] The above-mentioned disclosure is merely illustrative of preferred embodiments of 

one or more embodiments of the present disclosure but not intended to limit the present 

disclosure, and any modifications, equivalent substitutions, adaptations thereof made within 

the spirit and principles of the disclosure shall be encompassed in the scope of protection of 

the present disclosure. 



 

 

19 

CLAIMS 

1. A cryptographic acceleration card used for a blockchain integrated station, comprising: 

a key generating module, configured to generate an identity key for the blockchain 

integrated station, wherein the identity key comprises an identity private key and an identity 

public key; 

an encrypting and decrypting module, configured to be connected to the key generating 

module to encrypt the identity private key into a corresponding private key ciphertext for 

storage. 

2. The cryptographic acceleration card according to claim 1, wherein the key generating 

module generates the identity key according to hardware feature data of the blockchain 

integrated station. 

3. The cryptographic acceleration card according to claim 2, wherein the hardware feature 

data is feature data of a master control chip comprised in the blockchain integrated station.  

4. The cryptographic acceleration card according to claim 2, further comprising: 

 a collecting module, configured to collect and output the hardware feature data to the key 

generating module in response to receiving a key generation request; or 

 a receiving module, configured to receive and output the hardware feature data collected 

by the blockchain integrated station to the key generating module. 

5．The cryptographic acceleration card according to claim 1, further comprising: 

 a signing module, configured to call the encrypting and decrypting module to decrypt the 

private key ciphertext in response to receiving an identity verification request, and sign 

to-be-signed data provided by the blockchain integrated station according to the identity 

private key obtained by decryption. 

6. The cryptographic acceleration card according to claim 1, further comprising: 

 a storing module, configured to store the private key ciphertext output by the encrypting 

and decrypting module; or 

 wherein the encrypting and decrypting module is further configured to output the private 

key ciphertext to a storage space outside the cryptographic acceleration card for storage. 

7. The cryptographic acceleration card according to claim 6, wherein the storing module is a 

One Time Programmable (OTP) memory. 

8. A blockchain integrated station, on which a cryptographic acceleration card according to 
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any of claims 1-7 is assembled. 

9. A key management method of a blockchain integrated station, the method being applied to 

a cryptographic acceleration card assembled on the blockchain integrated station, and 

comprising: 

 generating an identity key of the blockchain integrated station, wherein the identity key 

comprises an identity private key and an identity public key;  

 encrypting the identity private key into a corresponding private key ciphertext; 

 storing the private key ciphertext. 

10. The key management method according to claim 9, wherein generating the identity key of 

the blockchain integrated station comprises: 

 generating the identity key according to hardware feature data of the blockchain 

integrated station. 

11. The key management method according to claim 10, wherein the hardware feature data is 

feature data of a master control chip comprised in the blockchain integrated station. 

12. The key management method according to claim 10, wherein generating the identity key 

according to the hardware feature data of the blockchain integrated station comprises: 

collecting the hardware feature data to generate the identity key according to the 

hardware feature data in response to receiving a key generation request; or 

generating the identity key according to the hardware feature data in response to 

receiving the hardware feature data collected by the blockchain integrated station. 

13. The key management method according to claim 9, further comprising: 

 decrypting the private key ciphertext in response to receiving an identity verification 

request, and signing to-be-signed data provided by the blockchain integrated station according 

to the identity private key obtained by decryption. 

14. The key management method according to claim 9, wherein storing the private key 

ciphertext comprises: 

 storing the private key ciphertext to a storage space inside the cryptographic acceleration 

card; or 

 storing the private key ciphertext to a storage space outside the cryptographic acceleration 

card. 
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15. A key management apparatus of a blockchain integrated station, the apparatus being 

applied to a cryptographic acceleration card assembled on the blockchain integrated station, 

and comprising: 

 a key generating module, configured to generate an identity key of the blockchain 

integrated station, wherein the identity key comprises an identity private key, and an identity 

public key; 

 an encrypting and decrypting module, configured to encrypt the identity private key into 

a corresponding private key ciphertext; 

 a storing module, configured to store the private key ciphertext. 

16. A cryptographic acceleration card, comprising: 

 a processor; 

 a memory for storing processor executable instructions; 

 wherein the processor implements a method according to any of claims 9-14 by running 

the executable instructions. 

17. A computer readable storage medium having computer instructions stored thereon, 

wherein the instructions are executed by a processor to implement steps in a method 

according to any of claims 9-14. 




