APPARATUS, AND ASSOCI ATED METHOD, FOR FACI LI TATI NG BACKGROUND PROCESSI NG OF
PUSH CONTENT [ 0001] The present invention relates generally to a
manner by which to facilitate the processing of push content, comrunicated
pursuant to a push content schene. More particularly, the present invention
relates to apparatus, and an associ ated net hod, for background processing
of the push content communi cated pursuant to the push content schene in a
nobi |l e, or other, comrunication system [ 0002] Background processing
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Backeround of the Invention

[0003] Many new types of communication systems have been made possible as a
resuit of technological advancements in communication technologies. Mobile
communications, for instance, have exhibited significant growth and mobile
communication systems have been developed, deployed, and popularly used by many.
Both telephonic and data communications are effectuable by way of a mobile
communication system. While first used primarily for communication of short messages,
such as e-mail messages, increasingly, the mobile communication systems are constructed
to be capable of effectuating data communications to carry out data-intensive
communication services and applications.

[0004] Push-message services, for instance, are provided in some data
communication systems, including mobile communication systems. The communication
of data pursuant to a push message service is advantageous in that the content that is
communicated is caused to be delivered to a receiving communication device without
particular action taken by the receiving communication device, or its user, to retrieve the

content. When the content is pushed to the receiving communication device, its delivery
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is nore tinely than when communi cated in a conventional request-response
type of communi cation schene. In such a schene, conmunication of the
content is delayed until a request is nade by the receiving conmuni cation
device for the delivery of the content. [ 0005] Various proposals are
under consideration by which to standardi ze various aspects of push content
comuni cations and additional proposals are solicited. For instance, the
Qpen Mobile Alliance (OVA) Limted is pronulgating a standardi zation
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Brief Des erpiegéeinct),nm%];rt,t lTpeon ea Yavtingggt of content that is to be processed and upon the type
and amount of processing that is to be performed upon content. The processing time
required to process content is, if extensive, noticeable and deleteriously affects
communication performance or a user’s perception of the communication performance.
[0007] While background processing, i.e., processing operations performed when
an application is inactive, is generally known, its implementation with respect to content
communicated in a push content communication scheme, has not fully been investigated.
[0008] An improved manner by which better to provide for background
processing of content communicated in a push content communication scheme is,
therefore, needed.
[0009] It is in light of this background information related to the communication

of push content that the significant improvements of the present invention have evolved.



[0010] Figure 1 illustrates a functional block diagram show ng el enents of
an enbodi nent of the present invention. [0011] Figure 2 illustrates
a functional block diagramof a nobile comrunication systemin which an
enbodi ment of the present invention is operable. [0012] Figure 3

Il lustrates a functional block diagramof portions of a comunication

devi ce operable pursuant to an enbodi nent of the present invention.

[0013] Figure 4 illustrates a functional block diagram simlar to that
shown in Figure 3, here repgeRedtaininds Bl DRARAIL operation of an
enbodi ment of the present iTiventt igure 5 illustrates a

representati or{OGiO]aFiguledeiHSStrancstajﬁla;:ﬁicmaahloabpliaigmm slorwing skagatssifane duri ng
oper ati on _gf anﬁﬁx%lﬁ)l ary gom‘runi cation device of an enbodi ment of the
present iqﬁgﬁll“?" Ot the preseihByEYi% gure 6 illustrates a representation,
simlar to thyposhaburen iHLSH& Aunbiinal Bloek RIS 6P HobYE cOhliiRafibgue

structure when the comuni cation device is operated in another nanner.
[0016] Fisystem in whichsen embadimgninadithopresényinvgntion smpefabld. ng t he met hod of

operation of a[BO Hfbﬁgﬂlre rﬁIu&I‘atéshaeﬁJBEt‘ieosneam)loicﬂ \(lheag%alrr? or portions of a
communication device operable pursuant to an embodiment of the present invention.

[0013] Figure 4 illustrates a functional block diagram, similar to that shown in
Figure 3, here representative of alternate operation of an embodiment of the present
invention.

[0014] Figure 5 illustrates a representation of a queue structure in an application
message store during operation of an exemplary communication device of an embodiment
of the present invention.

[0015] Figure 6 illustrates a representation, similar to that shown in Figure 4, but
here representative of the queue structure when the communication device is operated in

“ another manner. '
[0016] Figure 7 illustrates a method flow diagram listing the method of operation

of an embodiment of the present invention.

Detailed Description

{0017] The present invention, accordingly, advantageously provides apparatus,
and an associated manner, by which to facilitate the processing of push content,
communicated pursuant to a push content scheme.

[0018] Through operation of an embodiment of the present invention, a manner is
provided by which to perform background processing on push content communicated to a
push content scheme in a mobile, or other, communication system.

[0019] In one aspect of the present invention, background processing is performed
upon the content at, e.g., a proxy server, prior 1o pushing the content to the mobile station.
The background processing is performed in response to an instruction. Background
processing is also performable upon the content at a mobile station, once the content is
pushed thereto without requiring the application with which the content is associated to

be active.



Det ai | ed Description [0017] The present invention, accordingly,
advant ageousl y provi des apparatus, and an associ ated manner, by which to
facilitate the processing of push content, conmunicated pursuant to a push
content schene. [ 0018] Through operation of an enbodi ment of the
present invention, a manner is provided by which to perform background
processi ng on push content comrunicated to a push content schene in a
nobi |l e, or other, conmunication system [0019] In one aspect of the
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side part that is deployed at the proxy. The server side apgl i cation

di ct at es 1uirs thackgntawsi agans eabeilied af thearohils stationp ribgse gontain hgidrelient side
and server side rules. The client push agent forwards the server side rules to the proxy
push agent. In a further implementation, the rules are influenced by mobile station user
preferences, provided, e.g., by inputs via a user interface entered by a user of the mobile
station. Again, server side rules are forwarded to the proxy push agent.

[0023] Various combinations of such implementations are also possible. For
example, in one implementation, the server side part of the application is deployed at the
proxy. And, in one implementation, the client side application directly communicates the
server side processing rules to the server side application. The rules are, e.g., generic
across all push content subscribers. Or, the rules are customized server side rules,

[0024] The instruction responsive to which the processing is performed provides
instructions regarding the performance of the background processing and the rules
pursuant to which the background processing is performed. The instruction is provided to
the location at which the background processing is performed, such as, e.g., at the proxy
server, at the mobile station, or at another logical device.

[0025] By providing for the background processing of the content at the server
side, an application need not be active for the processing of the content. Processing of
content, which otherwise would be delayed until the application with which the content is
associated, is performed as a background operation, and the processing of the data, if
already completed, prior to the application becoming active, is ready for use by the
application without further delay.

{0026] In another aspect of the present invention, the background processing is
performed according to a rule, or set of rules, delivered to the background processor or
location at which the background processing is performed. The background processor is

formed, for instance, at a push agent implemented as a client push agent at the mobile
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[0022] In another inplenentation, the application on the nobile station
dictates rules to a client push agent enbodied at the nobile station. These
contain both client side and server side rules. The client push agent
forwards the server side rules to the proxy push agent. In a further

i npl ementation, the rules are influenced by nobile station user
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which to operate upon the content. Then, operations are performed upon the content in

the instructed manner as a background operation. By providing for the background
processing of the content, an application need not be active for the processing of the
content. Processing of content, which otherwise would be delayed until an application

with which the content is associated, is performed as a background operation. And, the



[0028] In these and other aspects, therefore, apparatus, and an associ ated
nmet hod, is provided for a comruni cati on device operable pursuant to a push
content conmuni cati on scheme. A content operator is adapted to receive
content conmmuni cated pursuant to the push content comrunication schene. The
content operator is configured to operate upon the content in an instructed
manner as a background operation. An instruction detector is adapted to
recei ve content netadata. The content netadata, also referred to herein as
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pursuant to which the content is to be operated upon by the content operator, e.g., is of

values identifying the content processing metadata. In an alternate implementation, the
message includes a message ID that, when detected by the detector 32, is mapped to a

message definition of a message definition set. In the exemplary implementation in
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whi ch the nmessage directly contains the netadata or rules by which the
content is to be operated upon, the nessage forns, e.g., an XM. nessage, a
bi nary type nessage wapped in an XM. nessage, or other type of nessage. In
a further inplenentation, the nmessage delivered to the client and detected
by the instruction detector also includes a key that identifies the data
that is to be updated, i.e., operated upon. The key fornms, e.g., a uniqgue
key conprised of a predefined XM. tag, or an identification of a data
record, etvhich the messap®0Bddtlyl qontamns thp nefaddataairirales by whinihcthe comtesippka leat i on
provi des the tp%lISh agent 14 the rules i%l\&nrressage ent in a beforehand
manner, eCRFrateg 4P, E75287 H'PSr =802 PIE3A8S LAY RS BESBEC ¢ he

appl i cat i QRadpRd iAPKNT RRsRYS radRR tyRiofiiQsdRNNEh fdthethmplenicatfRakge ound

process the push content. In another inplementation, the processing rules
are cont ainassdgadelpared tofthaclinnt sedydetedied buthedngimuetian deteetioralpe ételudsneent .
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[ 0036] Upon conpletion of the processing upon the content, a nessage is
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t he appl i eaitained dspaneofachessagd that dlkvecopanatheqush tanttyg. per f ormed on t he

tent. 7] Ref i ng, t.to, Fi 2 i ti t
Shown gener al | [PU38T BBte fResr R ogctai A5 SR AORTES e GAMEL FEEHORAS A mor K
part 52 apd réilegﬁﬁg'v\}h?c@h@%ﬁenﬁéwy@ Y¥atBd upod 28he r@éﬁonkigé #lef@68he6. In the

exenpl ary i nplenentation, content is communi cated both by the network part
t o t he nodintent speratopopenattsmpor He dathi | e station to the network part. For

pur poses of de b} exenpl.ar eration of ap enbodj ment of .t he present
vent fon. corfiOAPLUPPBROBPEHaL Nt B e e fopRle SAar: 2areopfisif ded o, the
net wor k paiolided té (R appliédiidnShedé képResedted D3 br (BEWESR S thdib 2056CdleréigRCr | pti on
is by way of exanple. Communication of content by the nobile station to the
net wor k panplication thatthe genientyis eeadyi dadothe comteat, enespeessedt, it Hercdgstwbl y 10
formpartg of ni_cat i on..syst L gal Ly embodi ed. 40 Varj Qus
Lor P e PGB R B AL P SRR gt 8

by way of, the line 26. The storage entity is, e.g., located at the mobile station at which

the application 12 is resident, at a network entity at which the push agent is located, or at

another network entity. In any event, the updated content or data is updated in a

background mode of operation, obviating the need of the application to be active for the

operations to be performed on the content.

[0037] Referring next to Figure 2, a communication system, shown generally at

50, provides for radio communication between a network part 52 and a mobile station 54

by way of a radio air interface 56. In the exemplary implementation, content is

communicated both by the network part to the mobile station and by the mobile station to

the network part. For purposes of describing exemplary operation of an embodiment of

the present invention, communication of push content originated at, or provided to, the

network part to the mobile station 54 shall be described. Such description is by way of

example. Communication of content by the mobile station to the network part s
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[ 0038] The network part is here shown to include an access network (AN) 58
and a data network 62 suitably connected theretogether in comrunication
connectivity. The data network 62 here fornms a packet data network, such as
the Internet, and comuni cati on devices, such as the application server 64
that contains, or generates, content, and shall, at tines, herein be
referred to as a content provider. O her network devices, of which the
network device 65 is representative, are also connected to the networks 58
or 62. Anglogpudecaned pyt. 1he demeriodl g asgentbhe 19 &rcparemf the [ 0039] The

networ k part also includ r ox Lv-er her e,.connected to the access
net wor k gmzti‘ﬁn Cef%gnts éelﬁaﬁlirsﬁ:gﬁ %%frﬁ)oé%d 1%3’% ?lgtﬁ ergf(;)%dr@gatsa%% "?‘H%“%%}S‘F’F% ation

server igfthdetnsmantation SeRMEs0.i onal operation, routed to the proxy server
by way of the data network. And the proxy server perforns a direct wreless

push to the riBB8leThenetwerk nait inhgreshowndo ieluss snmeeess pRwork (ANe S8 add o ai r

D o f : , ile. i Qn. f th

dto arrcad e BCEHHRAbYY e Bitrikatiy i CorfBhlofic Al M P 178
tines, aktanerwbikoEd hedd formiss faukdteldid etivok, smbidsehsindrnepaid del i ver the

notifications to the nobile station, without reclgi ring. separate requests to
be made BPIRHECAHgBdEEIceY, §ushurs. therprplication gereerfd Bt GoRRINF AL LG  ei ver
circuitr r i i rt 74.
The: mobiPuielEEfa HERE OERLE TR B IcfaRalth s BRbhA pO0e, OREFhUSORE | It
consunesiecioad, @fitvhichsthe detwork Heviood) [saepiesdntaiive, duechloanhnaeattedtatthe 78,

associ ated wth_ the application d t adata 80 ,ar.e rt her shown. And,
or o, TETESS BREHs B Sisep ity 56 B SUcHbel Shibt BT e Station
[0041] The C‘{U@?f]tTlﬁr&Wv&Wpaﬁmhgﬂd@stap&&%{sée’tggi 86 hetd\@nBBRLd RALL ON server

74 offers dynam ¢ content, e.g., a push-ena XML web service, and
suppor t sceassnetmork 68 snd {opthe datalmgtwark 63n Gemtealt Sowted airtheappligséon ssfvearhe

nobi | e station 54. V\heg lgagnten%. is t% t%e comuni catebd to afthal | e station,
the contBRETSHPRVP §pveilptl opftetion, ot 1y e Rixy,3EVer ey Pepf g dafga; — iy
turn, dekiwdks Andehepridke RErviSpdtrimsatiiteki watle@NpBBas @) iBfbdile station byl 0042]
The proxy server 66 Interacts with external content providers, such as the

cont ent vayefitheaccesmebuorktandilee wpdis aie bgréaee e spbpequantieswanding aroloithe
station rq%q L «zand the applications resident

t her eat ?nqbzlgo%éﬁgthﬁgﬁ% hiéé ;F)ardgééi}gng%\;%és urther nedi ates subscription and
noti ficati on [0&0f ddnts dbal heein refeered agitae tinepy B\otificatid@R s phshedab ithee
station and provides m scell aneous radi o optim zati on servi.ces, such as

pr ot ocofAbHg SiASORAR delfver dicgraviicaigons, to Saypabile et PHBPY! eqUiRpR PERiAS t or age
of cont ?&fucm?@b@mgﬂgb* thethabitfatich. Ctile RbbIFOTERY 58O A RPgGer br 0adcast
services, group subscriptions, and other services. e proxy server also
i ncl udesireuitry amgetdpresanted b acdrahsmit pace] andomreceivd paitfid. ghexyobdlerstagion i n an

exenpl ary i.npl enmentatj.on, al so jncludes _a storage entit 6, as well as an
ot 1 uc BB B RGPPSR0 R Hopef i PLFGIES comtent BsBBHSIIe n ¢ he
exenpl apynbilERIGOR N ARH BRteRN @R 78 Mhstdigatbd WithQhe amicgﬁ&m@ﬁaéaéta igpgaides the

content operator 28 and the instruction detector 32. As noted previously,
cor r esp@nthienghewn.udnduhere, s stdrags edity dbisalpaprivided  attheaneliteadiatonat t he
nobi l e stati clien ush agent.. . The ipnstruction.detector |

conti gureq  S001 aReEonEELuBYRe: REBSRAON Be Rt §is AR rdiner by
whi ch t hffeQyhemic @REMALOE., & PushOerdBRIJIXRIIIREN séiOitt S4ld suppéty®@ngage, for
instance, directly contains the instruction, and the instruction detector
det ect ssubseriptigt bxy or on hebalfioh po endwser aidhe mobte statipre péoWhes conentisie ent
operatof. The con { _opar-ator.. perfor erations on . the.content in
cont or e §omRRRAIE 1 aZRR Phick ol RabBE Aok SR M Rat 1 i et ar
i pl enepdradd Tthaf, et SiBEers Ciendoritdtit REing Rendtifightidicinkcidmisal. so i dentifies the

content that is to be operated upon. . .
[0042] The proxy server 66 interacts with external content providers, such as the

content provider formed of the application server 74 and with mobile stations, such as the
mobile station 54, and the applications resident thereat. In operation, the proxy server

further mediates subscription and notification work flows between the content provider
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[ 0044] The content operator operates upon the content, and, when the
operations are conpleted, the operated-upon content is ready for storage at
a storage entity. Any of the storage entities 16 are available at which to
store the operated-upon content. That is to say, the storage entity 16 at
the proxy server, the storage entity 16 at the device 65, and the storage
entity 16 at the nobile station are all available at which to store the
content, once operated upon by the content operator. Once stored, the

cont ent i andathainkchible station and prayydes imdseeplphdova raddmontmikhbion sdreicess phidhoast i on
becones active, The application kno fr whi ch_stora unit .to t the
content . PRk RS RrAtof SR alER BRI b RPLSoMRE bF s8uon' of
the st or aghems nitdilt s@tioh Rou? bPEREMuNRatic] RSge, bRoalaait @@;widem}%rsw ntation, the
push agent indicates the |ocation of the storage to the app]ication when

t he cont esubserpiippsgingwdheriservicent The proxy spryeudpo ingluglgs afreasmihpert ddendirnent |
static operati I i L.t er j . 1 cessing rul es.
whon & baskgve a7, PhEbhTeRR M afehehRah i B HRATME BIBRERY' 02, [V e
to a nobi ieragpphti®divi aweleas slembiradtion dewbidr 823hd comeniaderdtér 280dat e of the
internal data of the application. Wien a notification arrives at the nobile
station, the ntPEInuhperemplapHimpgmentation shepmdp ghefigurg,the proxgservennni ng,
e acti . . - . honot i fi . .

processe n\\é\ﬁgﬁé {hﬁggﬁtg?ﬁrﬁ%%%ﬁgnﬁ{aar#l?br[e% ﬂ n ,etany nzgc}ééslfé%?@b %eg[béllrsﬁhl dat a

I S updat egbreespondidg stnpropis dic or alxrhataly, irspldmspiablged tHeanebilecstationssra.  \When
the application_ is runping, fareground, progessing is, perforned in the

manner j USiCNEBUragERt  1hs IRYRIGHAR AEEPTORISFRBHEWF ShICCH vF seisasgs hat provide
notificaty RP bl Gaid [ 1is %o opdrM@ G L% Heedueue
t he noti f?%t%?%ﬁm?%gkyﬁélﬂi}gl@n%@ﬁ% Igpp?llj (:ratiqzl ?\Hi@gntgﬁbgglguent ly
started, mhssagg i iosteiandipeclyenstgns the instuction; atd thednsitustien detectot s queue.

[ 0046] Through_ operatjon of -the backgr.oun rocessin ttribute_ of an
ebod e REELEHES HOLET SHICHIDULMEEor TR EOTRTATAOUCEE of 't he
appl i cat i QihtdndbBerBlof pE NS hetdiRnd BPdL SR lcbARNd B BhRIRGyVitH heGhdiiBtonkhat s
to say, background processing of notifications is perforned. In operation,
t he appl i deseateshby the deterior.abl e esemplapaisepleinentpien ihemessagrerrnidiobgdbe By
acquiring._only. m ni .S OMI i fq.an en.r i to process a

notifi cagpﬁtﬁuéﬁﬁ)ﬁ% ﬁqggﬁifg&glgso%ﬁ%fggtteﬁteth%algéo ren qr%galgén ‘inual | y updated and

ready for the @0d4)USkd cobf@it opbratos dfcidfe upshl Radutnt, layid shdi e oféraignsses t he
start of, the operation. [0047] _.Figure 3 illustrates portions of the

.Fg
nobi | e staie POMPEEds hs\aperatedenran contenh irdreadielon plorage st pstprage nbibhi My ehe
cont ent i . | r f the
metwork gt Flagteakilsy fire allfenROf AR A3 GEU TN AB0h SRR 1)
Her e, an tappy,ithastomge tRtitydd =aphe proay samer dfel storhgoentey @6 at tht Aeviea 68 dndr nal

sorage sgent 11t and i sopliculon s afere e are ot the
here reprgseg ﬁate@ﬁ BR By %?e ddifeertt bBErat? 2 Ol s@dré&l MELYnEAL is aflféi@ forlké-

[ 0048] The ap cat ipon definition store 112 contains data definitions,
message deftheapplomatomhd wdven the iplieatsmr bgebmes Actiat dhedeppheationknews fos f or
each unique data type of the applicgation and is .given a.unj.que. data

Cdent i 11 il Horegi Bt 48 ert 1E £ BHEL, a8 opr BubEenGifhy ERARIPHE ictifodhas

Wi thin a daiRnlof PR stéraPEaSAHERE pRIdeh il ANES IR ahotheLRGHleHBItAtGH, MRS Sage
type of the application and is given a unique nessage identifier. The
message qukh agent onlieaesohe lasstiome! edtarageria the prpdication whenlthgicohient izadessage.
A nessage.coptains one or nore data types. The scripts, e.g., are

execut ablségn\?g{%egtc:ri pts and operate on one or nore of the data types. The
arrival and priog£sInneg skt @esaERch, 5EE6 bferfién RPEAASE ADar0iltenabigE kd! -
The script, e.g , has access to the data contained wthin the nessage. And,

scri pt aslyseminpresessiggauless Yawa ajbackgyreund pegessingaitris iseaetatd. devel oper .

notifications delivered to a mobile application resident at a mobile station permit update

of the internal data of the application. When a notification arrives at the mobile station,

the mobile application may, or alternately, may not be, running, i.e., active. If the

9



[ 0049] The followi ng exenplary data type, referred to as a sinple data
type, sinple data, contains two fields, an integer and a string. Here, the
sinple data conprises: <data name="Si npl eData" key="intField"> <field
name="intField" type="int"> ....sonme data...</field> <field

nanme="stringFi el d" type="string"> ....sone data...</field> </data>

[0050] Al of the data of the sinple data type are contained in a

col l ection belonging to the application. Wen a sinple data conponent is

i nserted applzatitreisqohhiegtdacmpotifivatike is pragdsedd whersthe opfifieafioasirtives. fArel, d

SEE AN RN MR RN b i
ﬁg(r)rte Qggi ﬁg%gp%bg%gg@éﬁlﬁﬁﬁ&ﬁﬁ%ﬁrﬁng HoMBraasid el deSiis is PEEBEAGLIN the manner
just-described. A fundamental manner by which to handle notifications when the
application is closed, i.e., inactive, is to queue the notifications upon their arrival. When
the application is subsequently started, the application processes the notifications stored
in its queue.

[0046] Through operation of the background processing.attribute of an
embodiment of the present invention, updates to the internal data of the application take
place while the application is closed or inactive. That is to say, background processing of
notifications is performed. In operation, the application is still able to release all
resources when closed. By acquiring only minimal resources if and when required to
process a notification in the background, the data remains continually updated and ready
for the end user when the end user subsequently starts, or causes the start of, the
operation.

[0047] Figure 3 illustrates portions of the mobile station 54 shown in Figure 2 and
the application 12 forming the content client 36 thereof. The portions analogously can
form parts of the network part, such as the application server 24 or the proxy server 26.
Here, an application 12, an application definition store 112, an external storage agent 114,
and an application message store 116 are shown. The application message store includes
a message router 118 that is coupled, here represented by way of the line 122, to a
communication layer 124.

[0048] The application definition store 112 contains data definitions, message
definitions and executable scripts. A data definition exists for each unique data type of
the application and is given a unique data identifier. The data definition specifies the
order and type of fields within a data type. A message definition exists for each unique
message type of the application and is given a unique message identifier. The message
definition specifies the order and types of field within a message. A message contains
one or more data types. The scripts, e.g., are executable Java scripts and operate on one
or more of the data types. The arrival and processing of a message triggers the processing
of a script. The script, e.g., has access to the data contained within the message. And,

script association to a message is specified by an application developer.
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<field nanme="si npl eDat aFi el d* type="Si npleData"> ....sonme data...</field>
<nessage> [ 0052] The nessage definition also preferably specifies if
t he background processing property has been set. In this exenplary

enbodi ment, the background processing property is relevant only if the
nmessage is a notification. In this exanple, the definition is extended to:

<nessage nane="Si npl eMessage" BackgroundProcessi ng="true"> <field
nane="si npl eDat aFi el d" tlype:" Sinpl eData"> ....sone data...</field>
</ nessage> [0049] DhsBillopving exsimplayy dagsttype. e¢lerreth ase simpBi dppa &5Beri pt s

associated wth the sinple sage. Upon, processi ng..of .t h i npl e message,
the i ot Sepiq G Hpudinng ARR; Bffreatb ly FLABES Pl aBlypBfe G Brgpritess s
data operation, displays the data within the nessage to an end user, or
requests sgpe Qéﬂ@—!ﬂghﬂ@@bata[ﬂkej[ﬂgnﬂp{@&&ssi ng of nessages, data updates from

messages, i ncl Ugiing.Rel hial? RRs="085Ur dJdohheldde Saff gmnner in both the
foreground and_ aﬁlﬁ%{ggms o\ ‘%g% ol ch .Lhe | 45, Statdign is operable.
The presence of "a parti cul M dat type ih t'hé nmessage |n(§| cates how mappi ng

fromthe adasage data to the application data should take place. Using the
exanpl e of the_ si nfle message, when the field of type SinpleData is read
fromthe nessalf®30k Al of ok the sinaple datg typp BpseRtaiged yn ¢ gellectipg col | ecti on

of Si mpl el gk RAfie %%{cgﬁoﬁpﬂé\{/ﬂeﬁ%ts%rﬁ@e dafa dofifhotiEf i@ st NNt 1 n the

nmessage nat clies” an e 'ng k on, e conponent in the
col | ect i osollestiorp dat ley, whichds ypestfiedtds ehechietd FireRield rfomhidwypaissade | s added

as a new conpqQnent to the collectjon. The app]i ion data store 114
cont ai ns qﬁ%ﬂ%@&ﬂ&é&ﬁﬁ%?@ﬂ@e&bm thi spllestion Shoud E’F gt % 'gﬁpl i cation

message s%)% nbdk gag,es two queues, the foreground queue 126 and the

backgr oun ueue 128. When an application is running, only nessages from
t he foregr oundi0§atjudnather gaopéssingle Mbssage isshapplas felldven i s cl osed, only
nmessages from the background queue 128 are processed. The nessage router

118 of the application
<mesps ge name=Q’SimpleMessage”>

<field name="simpleDataField” type="SimpleData™> ....some data...</field>
</message>

[0052] The message definition also preferably specifies if the background
processing property has been set. In this exemplary embodiment, the background
processing property is relevant only if the message is a notification. In this example, the

definition is extended to:

~ <message name="SimpleMessage” BackgroundProcessing="true™>
<field name="simpleDataField” type="SimpleData™> ....some data...</field>
</message>

[0053] A simple script, referred to as SimpleScript is associated with the simple
message. Upon processing of the simple message, the SimpleScript also is executed. The
SimpleScript performs, e.g., some data operation, displays the data within the message to
an end user, or requests some other input. During processing of messages, data updates
from messages, including notifications, occur in the same manner in both the foreground
and background modes by which the mobile station is operable. The presence of a
particular data type in the message indicates how mapping from the message data to the

application data should take place. Using the example of the simple message, when the
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nmessage store routes every incom ng nessage, here received by way of the
line 122, for application to the appropriate queue 126 or 128, based upon
the state of the application and the background processing property of the
notification nessages. The nessage router is made aware of the state of the
application by the run tine of the application. And, the run tine
environnent notifies the nessage router 118 when the application 12 is
started or closed. . [[0055] Each incom ng nessage to the device

cont ai ns figld ablype SiepleHatedereed fioenthesnessrag. thewpspapentiivdaredfautmdtisally The
conmuni cag . . j ' o dentd £ bon to place the
nmessage ?@]ﬂoﬁﬁ%t%gg%%ﬁf%@?%&ggg EEE{%‘? gbél%%ué\ﬁ‘efr}gh% {(g)?(gsf‘tg? 8‘1&‘888%@ ?HS/ t he
message rdinessadd fhatchs dhexisin egdh ittecoliectiof) the@mgohentTh Sisa@letsod QUt ed to
t he foregrqund queue, 126. But, if the application is closed, the nessage
router 1¥pdeges 8%%&9@@@@&% fropcthe megsags 1Hadded gs aREWAoBIMOBeRtde
nmessage WcTAWE he: def i ni.ti finition
" cat ea pleil THOBRBRARADUbIN Mol el BDCIRESRIFAIR | 0
message, the 0854 iThatapplicationmodskape stave ihkicdiaschgrquends, drduregrdindefusise, the
notification is routed to the foreground eue. . . [0056] In this node,
t he runnilﬁé aaﬁﬁﬁ'r@ﬁlfsraﬁn aifierlel. Whengm apRlicationgs rewing BRIYINSSPERFitIgn t he

user i nt ghd REGrolHdFRES! %JrHée%ﬁed?V\ﬁHér?the%gplié‘a‘%i%Hii@&o?&!d', 8"3?‘{‘&5’3“‘9 Bdnfnd

data in nmenory In addition to processing messages an cripts.
[ 0057] Fithpubaskgrouhd getucdi?8sirepmoessed Sheinkssagte ooutdrddd of lwmpplinatiingur e 3,

but h t] h t 132 that is, | ed, ted b
why of t FSHIEROTS P YRS S A hie st Sy LoP e e dohions2 1's.
in one ephpIctiaiBAto the @PprophiateQquehd 1206¢ zsabwa%paﬂﬂle%?&é 8sRRPpldMiohhe

]
content operator shown in Figures 1 and 2. Alternately, the push agent is
dedi cat eend ghe tackgrovnd progessingiropeatyl ofrihe peiification messpges nHleimessage router

i npl enent at i n licatkgn registers its custo ush.agent ,wi.th the run
1 e o P BEBEn AP of ARiHE O B epPBtaRa RS e fodiffd ALTE ERPGRGR" Al e’ Ne Tt
i npl emeningd @8 entibehniis hodethe nfesGRat6@br 113 @hén ARRPHIEAILANS is SthgedreSSagE
router -notifies the push agent of the new notification. The push agent

t akes thereiopat nessage of f the head of the background queue 128. And, the
push agent th g I j 1Ot -1 0. .aln. the
Bppr opri at e Mo abeags el ARk & A e L iyt Shalicb i Rk RLAG D,

al so accesde mesinge eddntifinatiors t Theagenragdedtichlldydrd 24 pead the apslicadye dat a.

[ 0058] In, this back%iougijﬁoperatj op nmode, .t he background processor, is idle
and it clsaiifeatt € Sy MEsSaghE e ARRTEPATIE MESSageSKag? ol ¥batstf sitideerons to
pr ocess. 0 bk ECAhhRS: cessor
t enpor ari y?%%%gé&g%f&uﬁgemﬁégg%gg ﬁ}%gl]b{llrl]i ti ong’ tgﬁgl%gg%glﬁ%om t Ogﬁ‘gxt er nal
st or age fyegroundd queve 126. Bud(G68k appliegionundosad, 8 pessagd roiier 1h8 messtthe ct ed

i pt tion, ...ncludi bot.h dat d '  f I, . If th
2ol | cat P et b PharR ot oD dheRpr ke d o FoRAPS MR scri pt

execut i Ogroyd 112, af HRGhedsideLd RGO ORAICRIck bt HRBYCk RN ﬁﬁfccésﬂ-%%rcépér%pﬂf&
e.g., further nessage proce53|'g until the input is received. BacKground

rul es, i heasgwst faaghe messege,ithe ned pa by routsgde the baskgonndmueusc (Qtherwisor

exanpl e, ,user..i nt erfac erati ons cannot be executed when the application
is cl oseg’.e n/gpﬁagé%o&%ﬁ%gﬁfpc{@ ?regroé‘g@@}l%l&r is given a choice to specify

two scripts t{036] asg@cmatledhavhinhidgpplieaiadequitRalldihd REGataIRE
execution, and another for background execution. An alternative provides

access t 8isplYRgRe eser inserfaceapocessing ysar eveatss and jeeping alf defitionstand ddaige)
oPer e OB 3R P LRB PRSppal A gscrock asserting that che
[0057] Figure 4 illustrates elements similar to those shown in Figure 3, but here
representing a push agent 132 that is coupled, here represented by way of the line 134,
with the background queue 128. The push agent 132 is, in one embodiment, central to all
applications and corresponds to the content operator shown in Figures 1 and 2.

Alternately, the push agent is dedicated for a particular application. And, in an extended
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[ 0060] Messaging order is maintained in the background node. The nessagi ng
protocol includes, for instance, a requirenent for ordered nessage
processing for an application. The communi cation | ayer typically contains
the appropriate logic to support ordered nessages at the transport |evel.
In a foreground node, nessage ordering at the application level is
mai nt ai ned by queui ng the nessages in the order received at the

comuni cation | ayer and processing the nessages in the same order. The

i nt r oduct iroplementatitvg @k gpplivation wegisers ots cpstomeysh agent withrtbe bactge ound node
breaks the strict, ordering. 6 Figur.e.5 i1l ustrates an exenpl ary
queus. st r GERAPERHA B dadkesprndadeditantny Jf ik gmolristBlinR ESp i aRaL
nessages f RAfalRo alApPRiatibhs AT hOReHBESAUES nbtifiéd tha PostFagent of the nRNMENt  When
the application is closed, the nessage router filters notifications wth
t he backgneificatipn.odbe pushqgpnidplkastthe Sest measee effidhe beadiafahabackerayme iqeens t o

t he backg n ues 0062] .Fiqur.e 6 il lLustrates, t resultant
toeue ot i nd REFRp st e AERRR® P BRliGigp S RRTh atoEE o b e VY
do not 1 eamiropite flceApotiéfinities REC inyl Msoited seiyr THE gusegRAgsso actBises i S

inplied by the nature of the property. However, all notifications with the
backgr ounthegrisseal stompgeagen Idditp updapandsaedaied with respect to each ot her.

Wen t h i . ; _ o .
out ot andi ng. meLsE D s ERERA obcliCIFREAE S (il BlouRBRocRERl L IBELANSED B0
[ 0063] Fl emisames feod rescurtes what thpreait de dackdbmmdtnoe fiagjons t@ptooassi Whennni ng,

flow control_is admnistered for .the application as a whole. Wen the
f or egr ounteayiied ® HPsss aeatifeion, e FEBTP I RISERSSRS, telgpprﬂﬁl%g@ae%%ﬁv &€ the

applicati %aﬁgg r ize falls below a

m ni num t r§§%§f ) é?ggg9§M%§ﬂgﬁPﬁﬁéggggégﬂgga%#%ngﬁlication are resuned.
[ 0064] When t hf00appFomregtduad rilss péresefby uhiestrictdrscripi exesutisyinelsting sath
separately for, the.foreground an ckground queues. .That is, foreground
reoeages, e AR SHHIPPE BRT K A E g ST BHER oL e PRl G P e
versa. Sefatats if Q5L §&l}ﬂ4t%§eéu@ibn%1ﬁp@ﬁ@r Rterdd opRfaith Ryl ﬁdemggt

foreground verSus background nessages can al so_be set. 65] More
gener al | ybloglep aigatfartheymesgsagerdocassing aukigthe inpuit tuecsivedo dPackpgrsiund slenan ar e

obvi ated, and all_ of the sh content is_initiall I J ne queue
owned by ?ﬁ@aﬂﬁgﬁugﬁgﬁFPm$%€n§ﬁ§Hm5§@Hf?SﬂH%hF?%%%ﬁgﬂgﬁggHgg?gﬁ%ssage of
i ts queuegpdr@ionaicaiinot be bRedull Wi BB bpFicatioN i dl6et] i dudupmedt tihg a
application is active. |If the applicatigon is inactjve, the push agent

det er mi nedeviclopiet isigheenarghoiiede spedifyg wousceptsite be ppfosialpdswisiy e drassagsdonn any
nmanner, cC C e
o1 11 ot SRR et ulloh M5 TREREOR BalF MRS, DR Wk IR TORERE
content agndessrd lahaﬁplﬁdfaﬁ'oﬁ ttateeflag fn theberiptt Ur[QUw?rId&rfaélsee) olpremﬁamarho t Ee
appropriate application. A nessage router.is ceable with the push agent
and descrVEPRedbY thecdeveloper within 2 ok aesertmgdhaiyias HRINICUPT 5 Sasido tho

MESSAYES. inning application.

[0060] Messaging order is maintained in the background mode. The messaging
protocol includes, for instance, a requirement for ordered message processing for an
application. The communication layer typically contains the appropriate logic to support
ordered messages at the transport level. In a foreground mode, message ordering at the
application level is maintained by queuing the messages in the order received at the
communication layer and processing the messages in the same order. The introduction of
a background queue for processing in the background mode breaks the strict ordering.

[0061] Figure 5 illustrates an exemplary queue structure while the application 1s
rupning. The application has messages A and B and notification messages C, D, and E.

At the moment when the application is closed, the message router filters notifications
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[0066] Figure 7 illustrates a nmethod, shown generally at 162,
representative of the nethod of operation of an enbodi nent of the present

i nvention. The nmethod is for utilizing push content at a conmuni cation
devi ce operabl e pursuant to a push content conmunication schene.

[0067] First, and as indicated by the block 164, a nobile station sends to
the communi cati on device, an indication of a selected content operation.
Then, and as indicated by the block 166, an indication of content netadata
i s det ect with the backgo00d BlocFésorg prapaftyasst ambliereutesithp potihentiohp tkthe 68, t he
content i (@ﬁera edlﬁgon in the instructed manner as a background
oper at i onP2 RN B Bnt ent is operated upon, the content is stored,

i ndi cated by t1Reh] Pigireld BlusRhtethelrofiaRt fleaBiRicturdN Wotidivatididiviat @d by the
bl ock 174, the nobile station retrieves the content stored at the storage

el ement . backgrouhd pegEssittgpropety i do aetrenian prigedarieh wepest &5 &t-ed exanpl es

for i | erenti ng,the invept. on ng .t sGcope LDV, i oul d not
nocesenr | P4 btou intSsgeiy This Rlimyiad ph 1f SEORG Me plBet BN 00U
i nvent i onpdificAabadwith e Babkerbohd proceging! stdpaill reflaiN dvBlered with redpecf@par at us

(14) for a communi cation device operable pursuant to a push content
comuni cagdchetheehdvhen thaarpligpiien isstasted 1ty mesPase ireitagence again reroutes any

outstanding messages in the background to the head of the foreground queue.

[0063] Flow control is further provided. When the application is running, flow
control is administered for the application as a whole. When the foreground queue size
reaches a maximum threshold, all messages for the application are suspended. When the
foreground queue size falls below a minimum threshold, delivery of all messages to the
application are resumed.

[0064] When the application is closed, flow control is administered separately for
the foreground and background queues. That is, foreground messages are suspended
while background messages are delivered and vice versa. Separate thresholds for
suspending and resuming the flow of foreground versus background messages can also be
set.

[0065] More generally, separate foreground and background queues per
application are obviated, and all of the push content is initially placed in one queue owned
by the push agent. The push agent, upon taking the next message of its queue, forwards it
to the appropriate application queue if the application is active. If the application is
inactive, the push agent determines if it has any processing rules for this message defined
in any manner, contained within the message or defined statically the message definition.
If the push agent has processing rules, it processes the push content and updates the store.
If not, it forwards the message to the appropriate application. A message router is
placeable with the push agent and described as the computator that decides whether to
forward the messages.

[0066] Figure 7 illustrates a method, shown generally at 162, representative of the
method of operation of an embodiment of the present invention. The method is for
utilizing push content at a communication device operable pursuant to a push content

communication scheme.
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a content operator (28) adapted to receive content communi cated pursuant to
t he push content communi cation schene, said content operator (28)
configured to operate upon the content in an instructed nanner as a
background operation; and an instruction detector (32) adapted to
recei ve content netadata (80) enbedded within the content, the content

net adata (80) defining the instructed manner by which said content operator
(28) is to operate upon the content, said instruction detector (32)

confi gured to[@0631 Fustt asbasdndiostee hy thupldoek bed, @a@)bilsfstativn semdsttodht ed nmanner
upon which to operate.upon.the .content,. 2. The aratus (14) of
cFalm 1 G ErReG SRR BHER AF & Feteored content Sen T RS et wor k
devi ce. indicated b¥ thd BRCcRNBE Al iHdicitidh ofddontehinBtalatdisidegttedonpri sing a
storage el ement (16 enbodied at the first network device, said st or age

el ement (16) 1 dhesand as mdimatedthiyethe block 463, theeentopids apaatcd poon Bs t he

backgroupd .operati on by sai d,content operator . 4. The .apparatus (14)
of ol = nftt i BrmindY a5 bk BT harplih OBt s comen Fpedfe Wi de or i
associ at gshitlidstaRdgiplichedbiyahe blasid 1 ek eistoride] @naite Andn®y iadizhed 6§0) i s
originated in conjunction wth the apgl i cation. 5. The apparat us

(14) of tedlogkd indeanabilerstationseirisvastiba codestsedpidthe storgaelamento a nobil e

tati 54), i : j i i i ted
Con by sai o [BPLAREREL b UEs ARk R of Bronthdd b MRIRER A ARy 0 O B
stati on in¥éntion, and the scépe offike Mppatiai shouldlnbt nodessdrily be Hmied bgithist he cont ent

nmet adata (8Q) .detected b aid instruction tecto 2) .is originated at
t he nobi qlfggcggwtéqq O’Fpe(sgglye_ gf tﬁe presentsinvention ?s deq"ﬁleg %y ﬂ!;e %o:[)’lozwing claimsg.J
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7. The apparatus (14) of claim1l wherein said instruction detector (32)
detects the content netadata (80) directly fromthe indication of the
content netadata (80). 8. The apparatus (14) of claim7 wherein the
i ndi cation of the content nmetadata (80) conprises an XM., Extensible
Mar k- up Language, nessage. 9. The apparatus (14) of claim7 wherein
the indication of the content netadata (80) conprises a binary nessage
encapsul ated in an XM., Extensible Mrk-up Language, nessage. 10.
The apparatus (14) of claim1 wherein said content operator (28) and said
instruction detector (32) conprise parts of a network-positioned proxy

server. 11. The appar at us (14,C_19§M§ai m 1 further conprising a
storage elenment (16) adapted to receive the content, once operated upon by
said content operator (28) as the background operation. 12. The

apparatus (14), of c) gl il hereln bl AHALGALLAMaK.of Gaghu ses 2

first network st atl conn €d 0 a connuhica
conmuni Cag¢dntsht behivanhisativaichgne ssid appatatne( M) cémpiisiig:on connect ed thereto,

sai d storage el enent 6 at the second netwo station.
13. The appar &t %@tqniaé b R PRt (AR SORR QUM RS R e B hes
content t &n@en@@&hﬂnﬁnﬁatﬁm RRerh&4did c@ﬁ‘t@nt%@fa@dr@%)%nﬁglﬁ%@fﬁ 0 ePdi'@@pcﬁlttHé ed at
said storage elenment (16), is accessib by the nobrle st at ion (54).

content in an instructed manner as a background operation; and

an instruction detector (32) adapted to receive content metadata (80) embedded
within the content, the content metadata (80) defining the instructed manner by which said
content operator (28) is to operate upon the content, said instruction detector (32) configured

to instruct said content operator (28) of the instructed manner upon which to operate upon the

content.

2. The apparatus (14) of claim 1 wherein said content operator (28) is embodied
at a first network device.

3. The apparatus (14) of claim 2 further comprising a storage element (16)

embodied at the first network device, said storage element (16) configured to store the

content, once operated upon as the background operation by said content operator.

4. The apparatus (14) of claim 1 wherein the content, operated upon by said
content operator, is associated with an application, and wherein the content metadata (80) is

originated in conjunction with the application.
5. The apparatus (14) of claim 4 wherein the push content scheme pushes

content to a mobile station (54), and wherein the application, with which the content operated

upon by said content operator (28) is associated, is resident at the mobile station (54).
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14. The apparatus (14) of claim1 wherein the indication of the content

net adata (80) detected by said instruction detector (32) conprises a

nobi | e-station-origi nated sel ected content operation. 15. The
apparatus (14) of claim1 wherein said instruction detector (32) is
configured to instruct said content operator (28) of the instructed manner
upon which to operate upon the content prior to pushing the content to a
nobil e station (54). 16. A method (162) for utilizing push content
at a communi cation devi ce operabl e pursuant to a push content conmmuni cation

schene, said nmethod (162) conFrising t he operations of: detecting
(166) an indi cat i onThsfappasaius At4) eé clatha b avhestd) thesprigaiactagatnis9) detectedbb ent

t hat defi . I: i . upon the content; and
operati ngggiﬁlggt?u%lggtﬁi&? %épggﬂﬁe%ggqagé&ta\rq@eﬁﬁ%%%&%gg%rﬁ'nner as a background
operation. 17. The method (162) of claim 16 further conprising the

aration (54) 15t heEGRAHARS 6L ol ! culerah s Inrbsiir giiegRr (A TGS ot
net adat a f;80dntent metadatal@0) diRRUYBRPHe (rkehlioR bf the abmedt mdbhdi£(80).5ai d

operation of detecting conprises detecting the content netadata (80)
directly fromthe indication of the content netadata (80). 19. The

method (162) of cl aﬁﬂgﬁ%@tg@&@&%@&h@i&@n R ABRIAE Bl Shickf Abthida t e

content, once opera ing said operation of operating, a
st or age ef86pembprisd6in XML, Extensible Mark-up Language, message.

9. The apparatus (14) of claim 7 wherein the indication of the content metadata
(80) comprises a binary message encapsulated in an XML, Extensible Mark-up Language,

message.,

10.  The apparatus (14) of claim 1 wherein said content operator (28) and said

instruction detector (32) comprise parts of a network-positioned proxy server.

11.  The apparatus (14) of claim 1 further comprising a storage element (16)
adapted to receive the content, once operated upon by said content operator (28) as the

background operation.

12.  The apparatus (14) of claim 11 wherein the communication device comprises
a first network station connected to a communication network, the communication network
having a second network station connected thereto, said storage element (16) embodied at the

second network station.

13.  The apparatus (14) of claim 11 wherein the push content scheme pushes
content to a mobile station (54), and wherein the content, once stored at said storage element

(16), is accessible by the mobile station (54).
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20. The nethod (162) of claim 19 wherein said operation of operating upon
Is perforned at a first network station, wherein said operation of storing
is perforned at a second network | ocation, said nmethod (162) further
conprising the operation of transporting the content fromthe first network

station to the second network station. 21. The nethod (162) of claim
19 further conprising the operation of retrieving, by a nobile station
(54), the content stored at the storage el enment (16). 22. The net hod

(162) of claim 16 further conprising the operation, subsequent to the
operation of operating upon the content, of pushing the content to a nobile
station (54).

14.  The apparatus (14) of claim 1 wherein the indication of the content metadata
(80) detected by said instruction detector (32) comprises a mobile-station-originated selected

content operation.

15.  The apparatus (14) of claim 1 wherein said instruction detector (32) is
configured to instruct said content operator (28) of the instructed manner upon which to

operate upon the content prior to pushing the content to a mobile station (54).

16. A method (162) for utilizing push content at a communication device operable
pursuant to a push content communication scheme, said method (162) comprising the
operations of:

detecting (166) an indication of content metadata (80) embedded within the content
that defines an instructed manner by which to operate upon the content; and

operating (168) upon the content in the instructed manner as a background operation.

17.  The method (162) of claim 16 further comprising the operation, prior to said
operation of detecting, of sending, from a mobile station (54) to the communication device,

the indication of the content metadata (80).

18.  The method (162} of claim 17 wherein said operation of detecting comprises

detecting the content metadata (80) directly from the indication of the content metadata (80).

19.  The method (162) of claim 16 further comprising the operation of storing the

content, once operated upon during said operation of operating, at a storage element (16).

20.  The method (162) of claim 19 wherein said operation of operating upon is

performed at a first network station, wherein said operation of storing is performed at a
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second network location, said method (162) further comprising the operation of transporting

the content from the first network station to the second network station.

21.  The method (162) of claim 19 further comprising the operation of retrieving,

by a mobile station (54), the content stored at the storage element (16).

22.  The method (162) of claim 16 further comprising the operation, subsequent to

the operation of operating upon the content, of pushing the content to a mobile station (54).
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