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DESCRIPTION 

INFORMATION PROCESSING SYSTEM AND METHOD· 

Technical Field 

The present invention relates to an information processing system, an 

info~ation processing method, an information recording·.medium,. and a, program 

distributing medium, and particularly, to a system and a method for distributing an 

encryption processing key in a system involving au encryption processing. 

Particularly, the invention relates to an information processing. system, . an· 

information processing method, an information re·cording.medium:; an~ a=program. 

distributing medium, which uses a tree-structured· .hierarchical' .key distributing 

system, reconstructs a hierarchical key distributing tree according to a distributing 

device to reduce data quantity contained in a distributing:·key ·block to thereby_. 

reduce a distributing message quantity, relieves loads. of.a content key. distribution· 

or data distribution when various keys are renewed, and can hold safety of data. 

Background Art 

Recently, various software data (which will be hereinafter called contents)· 

such as game programs, voice data, image data, and so on have ·been actively 

circulated through a network such as an internet, or storage media capable of being 

circulated such as DVD, CD, etc. These circulation contents are reproduced by 
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reception of data by a PC (Personal Computer) owned by a user or game apparatus, 

or by mounting. a memory medium, or are stored in a recording device within a 

recording and reproducing apparatus attached to PC and the like, for example, a 

memory card, a hard disk and the like, the contents being utilized by new 

reproducing from the .stored medium .. 

·. " _., . ,. ·. Information apparatuses such as: a video game apparatus.,. PC -~md. the . ..like·: 

. ··. ··· ·, · : have an interface for receiving the circulation contents from. a network or for· . · · .. 

·· getting access to.DVQ, CD and the like, and furth_er have· control means necessary 

. ·· ..... for reproducing the contents,.·and RAM, ROM·:and. the· .like used as a.·memory 

: ·, · .· .. ~: region for programs-and d~ta. : ·: . . . . _. ·. · .. · · ·: ~ · ... , .. :. ·. ·.. . ,. 

·· · · · ·· .., : . :· Various contents· such. :as .. music data,. image data; or- programs·. ar~ ·.called·..... · ·.: .... 

·from a memory medium by user's .. instructions from the information. apparatus such. . · 

: : as a game. apparatus;-· PC~ and·· the· like used as.- a--reproducing ·apparatus .or user~-s . . · 

· instructions. · through . input · .means connected, ' and . are reproduced· though · .. 

information apparatus or a display, a speaker and the like connected. 

Many software contents such as game programs, music-data, image data and 

the like are generally held in their distribution rights by owners and ·sales agents. 

·Accordingly, in . distribution ·of these contents, there is a predetermined ·using 

limitation, that is, the use of software is granted to only proper users so that 

reproduction without permission is not made. That is, generally, the constitution 

taking security into consideration is employed. 
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One procedure for realizing the limit of use to users is an encryption 

processing of distributed contents. Namely, for example, various contents such as 

voice data, image data, game programs and the like encrypted through an internet 

or the like are distributed, and means for decrypting the encrypted contents 

distributed, that is, a decryption key is given to only ·persons confirmed to be a 

.. ·, ·. . . proper user, ... . :. .. . . . . ., : . . , . · · . 1. , , • . • . . • 

· · Encrypted ·data ··can .be returned to decrypted data ·-that· can. be used by 

. ·.decrypting processing in .accordance wjth the predetermined . procedure. . Data 

· .. -. ·. ·. encrypting using. a decryption· key . .for decrypting p;rocessing, .!lJld a .depypting: .. · · 

'·· method, using .·an ·encrypted. key for encryption pr.o.<;essing·. of information .as ~: ··· . · 

··.· .::·:,: .. describe_d have:·be;en·heretofore.well known. · .. :.· ... · · ;. ·:.- ·:· .·· .. ·,: .. : .- . :·· · °' · ··.:·~ ·., .• / .. · · .. • .. 

. . There are. a variety. of: kinds of forms . of data encrypting and ·decrypting,. 

. . : · · ·.. method using an ·encryption.Jc.ey· !llld a decryption.· key, but-there is, .as .. o~e examp~e .. ·:. , 

therefor, a.:-system -called a ·so-called. common key encryption system·. In ·the 

common key encryption system, with an encryption key used for encrypting 

processing for _data and a ·decryption key used .for decrypting .data .made to be 

common, a common k;ey used for. these encrypting processing and decrypting is 

given to a proper .user so as to eliminate the data ~ccess by an invalid user. As a 

typical system of the system as- described, there is DES (Data Encryption Standard) .. 

The encryption key and the decryption key used · for the encrypting 

processing and decrypting as described above can be obtained by applying a 
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unidirectional function such as a hash function on the basis of a pass-word or the 

like, for example. The unidirectional function herein termed is a. function which is · 

very difficult to obtain an -input conversely from an output. For example, the 

unidirectional function is applied with a pass-word determined by a user as an input, 

and the encryption key .and the decryption key are produced. ·.on the basis of the 

output. .It is substantially .impossible, from the encryption key- and the .~eay.ption. ·. 

··key thus obtained, .to conversely' obtain a pass-word which.-is an originaLdatum 

.thereof.· · · · 

A ·system· makiµg .. pro~ss~ng by an encryption key used. for encryption and · 

·. ·: :· ·.. .processing by a decryption.key used.for decrypti;ng-differ.~nt algorithn:t·is··a sy.stem 

,._• . 

·-so-called a public ·key encryption system. The public key. encryption system-Js: .a .. , . 

··.' .Jl.lethod using a .public key that ·can be used- by. an unspecifiG user,. in which with 

'~ · .. · :·respect· to an encrypted document for a.specific individual, encrypting··processing is ·. -~··, . 

·carried out using a public ·.key. issued by the specific individual . .The document· 

encrypted by the public key can be subjected to decrypting processing merely by a 

private key corresponding· to the public key used for the encrypting. proce~siilg. The 

. private key is owned merely by .the individual who issued. the public key, and the 

document encrypted ·by the public key can be decrypted merely by the individual 

having the private key. A typical public key encryption system. is a RSA 

(Rivest-Shamir-Adleman) encryption. By making use of such an encryption system, 

there can be provided a system for enabling decrypting encrypted contents merely 
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for a proper user. 

In the content distributing system as described above employs many 

constitutions in which contents are encrypted and stored in the recording media 

· such as a network, or DVD, CD and the like to provide them for users, and to 

. provide a content. key for decrypting encrypted contents for only a proper user . 

. There ..is proposed .a , .~nstitution in which a content key.· for preventing:. invalid · · . > .·; 

copies of the .content key itself is encrypted to provide it to: a proper user; and an 

encrypted content key is decrypted using a decryption .key ·owned by only the·· 

· .· pr9per user to enab)e using the content key. · · ·. · · · · · ... , , . . . . . .... 

· .. : ·. The judgment .whether or not a user-. is proper is; ge~erally··carried· out. by · 

· ; : . executing authentieating·processing before. distribution.o~;oontents:or;content.keys., ·, ·. · ·· · · · . 

. for example,. between a content provider who .is a transmitter. of contents and a' . .· .:· 

, . . · · ·user's- device~ In ·general ·authenticating· processing; · confinnation,.· -is ·made. of ·a · . 

. mating .. party, and a. session key effective only for communication is·. preduced. 

When authentication is established, data, for example, contents or a content key is 

encrypted -u~ing the produced session key for communication .. , The authenticating 

' .system includes mutual authentication using a common key encryption system, and 

an authentication system using a public key system. In the authentication using a 

common key, a common key in the system.wide is necessary, which is inconvenient .. 

at the time of renewal processing. Further, in the public key system,· computation 

load is large and necessary memory quantity increases, and the provision of such a 
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processing means on each device is not a desirable constitution. 

Disclosure of the Invention 

It is an object of the present invention to provide an information processing 

system, an information processing.method, an information recording medium, and .3: 

, .. ·. ;: .. .. program distributing.medium, which enables-transmission .of data safely.to a ·prop.er;:; · ·. ··. 

user without relying on mutual authentication processing between a transmitter and.,·-., .. · 

· a· receiver of data· as . described ·above, and reconstructs · a hierarchical · key. · . 

. .. : ... distribution tree according to a distribution tree to. reduce data quantity con~ained:in .: ' . 
~. . . 

· ... 2 :· .. •. . ... a· distribution .. key.· block .toAher~by .reduce data quantity of. an. encryption ·key.~<;• .. ... ~ .;.· .· 

- • .- ,·:;:,.· = -reduces load,,of dataAransmissio~,-·.and .. enables' :reduction. of. ··processing: for- .. ,;·: ...... · .. :. 

, . . . · ( · obtaining an encryption key. in .each device. ~ ... · .. ~ . . . ~ . ~ . . :· . . .. ·: .. " 

,; · . An informatiqn processing system according to. the, present·.inyention:is.·one ·. -. 

... for distributing encrypted message data ~apable of being used·qnly· in not:less than 

one device selected, the individual device comprising: encryption processing means 

for holding.a· different key-set qf a node key peculiar to.each node in a hierarchical 

tree structure having a :plurality of different devices as leaves and a. leaf key 

peculiar to each device and executing decrypting process of the encrypted message 

data distributed to a device using the key set; wherein the encrypted message data 

distributed to the device has data constitution to be encrypted with a renewal node 

key obtained in a decrypting process of an enabling key block (EKB) includirig 
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encrypted key data into which the renewal node key into which at least one of the 

node keys in a group constituted by nodes and leaves connected at subordinate of a 

top node which is one node of the hierarchical tree structure is encrypted by the 

· node key or the leaf key in the group, and the enabling key block (EKB) includes a 

. . data part constituted by the .. encrypted key. data and a tag part as position· 

, · · .· ... .discrimination data- of the encrypted key data in the.·hierarchical tree- structure. . ' ..... ·· 

..... . '. 

· ... ·., ·.. Further, in ·one,embodiment of the· information processing-system· according · 

to the present invention, the encrypted key data included in. the enabling key block · .. 

(EKB) is data into .which a node. key constituting .the hierarchicaLtree structure :is . · 

. ~ . 

.. •. 

, .; . ·. --.~ncrypted-using ·a·subordinate:node key or.a sµb~rdinate leaf· key;· and".position·~: '- .· , · 

d. . . . d d . th . . d . d' . h th . · ..... ·'· ···-'.: :· ... iscnmmat10n ata store "lD e:tag.part.1s.constltute .as·:a tag:m 1catmg:w e · er ·':, ,~·, ·: . 

, there is the encrypted key data at subordinate left and right node or leaf position .. of.. · 

...... :- .· ·a })ode position·of .each of.noLless·than.one encrypted -key .data stored·-in. the~~·, ·. ··:. ;.-

enabling key block (EKB)·or:not. .· . . . . . . . .· .. 

Further, in one embodiment of the information processing system according 

·· · · · . .to the present invention, the encrypted key data included in the·· enabling. key block.· . 

(EKB) is constituted on the basis of-only keys corresponding.to a node or a.leaf of a 

· reconstructed hierarchical. tree reconstructed by .selecting paths constituting a 

si'1J.plified 2-branched type tree . with ·terminal nodes· or leaves with which the 

enabling key block (EKB) can be decrypted at the lowest-stage to omit unnecessary 

nodes, and position discrimination data stored in the tag part includes data 
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indicating whether the encrypted key corresponding to the tag of the enabling key 

. block (EKB) is stored or not. 

Further, in one embodiment of the information processing system according 

· to the present invention, the encrypted key data· included in the. enabling key block. 

(EKB) is constituted on the basis of only. a key corresponding to, a ·node or a leaf of . 

. a reconstructed .hierarchical- tree .reconstructed by: selecting p.aths,: constituting a. 

simplified· 2-branched · type'· tree··· with terminal nodes or leaves . with- which. the 

. enabling key block (EKB) can be decrypted at ·the :lowest stage· to omit unnecessary·· . 

' · , .. nodes, and posjtfon discrimination data stored in· the. tag p~: ,includes tags .. : . 

. ·. ·. ·, · -~·.·indicating· whether 'encrypted. key .data at . left. and; right: node or. leaf. p~sitfon. ·at 

;.;:· .. · ······ :-·.sub9rdinate of·a node,:positioµ :of·each.of. not les·s· than:one ·encrypted . .-key··data:. 

· ... . · ·. . . stored in the enabling k~y block (EKB), .and .data· indicating .whether. ·the. encrypted 

,. ·key. corresponding to the -tag is stored or not. . ... , ... : · : : · ..... : ·, ·., .· . · · : ·· . • •• = :' •• 

Further, in one embodiment of the information ptocessing system· according . · 

to the present invention, the reconstructed hierarchical tree is a tree constituted by 

·selecting a sub-root which is· a .top node of an e-ntity defined as a subset...tree·. of 

~·.devices having a common element. 

· Further, in one embodiment of the information processing system· according 

to the present invention, the encrypted key data included in the enabling key block. . 

(EKB) is constituted, in a simplified multi-branched· type tree having terminal node 

or leaf with which the enabling key block (EK.B) can be decrypted at the lowermost 

• ·=· :· •. 
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stage, on the basis of only keys corresponding to a top node and terminal nodes or 

leaves of a reconstructed hierarchical tree reconstructed by selecting paths. directly 

connecting the terminal nodes or leaves and a top of the multi-branched type tree to 

omit an unnecessary node, and position discrimination data stored in the tag part 

includes data indicating whether.an encrypted key corresponding·to the tag of the 

,., ·"·· · .. · .-enabling key block (EKB}is storedor not ... ·. ," .,.- • ;,. • • •I '• • ~ :'o • •. 0 
·...... \;u,• " ..:.•; ••• • 

\ . . . : Further, in one embodiment of the information processing system according.· ·· " · ·· .· 

ta the present invention, the reconstructed hierarchical tree·is a tree.having not·less· ·-

-:. :-. .. : . . .. than three. ·branches-. . .-connecting , the . top node· constituting ·the . simplified.,-· 

;~.;· .· ·. · .. ·. ··multi-branched ·tYJ>e ··tre.e. with terminal. nodes or, leav.es· constituting· the .simplified.,,· :-: :; .. : .. 

·•.• ..•. . · ·.,.tree. directly. '', • ... • •. ~ • .": : :'.. : • ' •. • I •:' •' ··: • ,: • r - • .. • 
. . . . . . . · .· ·· .. ... ,., . ·.· ..... . 

. : Further,..in one embodiment: of the information processing system .according · 

.··to the present invention, .-the: encryption processing· means ·in the ·device. has a. 

constitut~on for.sequentially extracting the encrypted. key data. with data .of~the·tag · 

part in the enabling key block (EKB), executing decrypting process to obtain the 

. renewal node key, and. ·executing decryption of the encrypted ·message data with the 

renewal node key obtained. 

· Further, in one embodiment of the information processing. system according. 

to the present invention, the message data is a content key that can be used as. a 

decryption key for decrypting content data. 

Further, in one embodiment of the information processing system according 
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to the present invention, the message data is an authentication key used in the 

authentication process. 

Further, in one embodiment of the information processing system according 

to the present invention, the message data is a key for generating an integrity check 

. value (ICV) of the content. · · .. ,· . 

"· '· .: · Further, in one embodiment -of the information processii:ig system ,according. 

· · ... to-the present invention, the-·message data is a program code~·.· . ··.···· . 

Further, an··· information processing method according to -:the present · :· 

. ·. ·.. · invention is one for .distributing:· encrypted message data. capable. of.being used- only . · · . :· : · 

· ·,' 'in .. not- less· than one:· selected, devices, comppsing: .-an enabling key: block (EKB) ·~ . 

. generating step of generating an enabling key block. (EKB)= including ·a .data part , . · ·. .-·,:: .-. 

' including encrypted.-key.data. info which the renewal node key. into which. at le~st 

:···.--..... one·of the node ,keys in·.a group .. constituted by nodes:and leav.es·.coimected,at...,. _,._ ·: ·,. 

subordinate of a top node ·which. is one. node of the hierarchical ·tree ·structure -is.·· 

renewed is encrypted with a node key or a leaf key in the group, and a tag part 

· . · . which is position. discrimination data in the hierarchical tree structure of encrypted . · 

key data stored in the data part;· and a message data distribution step· fo~- generating 

· message data encrypted with the renewal node key to distribute it to a device. 

Further, one embodiment of the information processing method according to 

the present invention comprises a decrypting processing · step of executing 

decrypting process to the encrypted message data using the key set in a device 
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holding a different key set of a node key peculiar to each node in the hierarchical 

structure and a leaf key peculiar to each device. 

Further, in one embodiment of the information processing .method -according 

to the present invention, the enabling key block ·(EKB) generating step includes a 

step of encrypting. a node key constituting the hierarchical tree, structure. using a· 

.· .. .-.:.·· .. · .. ·subordinate node-.key or.a.subordinate leaf key to generate· the .encrypted.key ·data, .. '· 

and a step of generating a· tag indicating whether there is ·encrypted. key data-··at.a ... 

· node or leaf position .at· subordinate left and· right positions of a node· position of . · . 

.. .each of.not less thFlfl ·one en:crypted key data stored in the enabling. ~ey block..(EKB): , . 

. . ' ..... or not to store~it in-Jhe tag.part.··.· · .. ·.· · ... .. . . . . . 
;:. 1,; •. ~ .. ~· :_: •• : •• 

.· . ~· 

. ~: . 

;.,.·. ,. ;' ·· · Further, in.one embodiment.. ofthe information processing,method.;according.: ·· ·. ·,·· 

· ,_ ... · ,-. to the present invention, the.enabling key block .(EKB) generating step.includes· a·.:· . 

· :· ·. · ... · · step :of generating a reconstructed· hierarchical tree· by .selecting ·paths :constituting a·,. · ·. 

· simplified 2-branched type tree with. a terminal node or leaf capable of decrypting ·, 

the enabling key block (EKB) at the lowest stage to omit unnecessary nodes; a step 

·of generating an enabling key bock (EKB) on the basis of only .a key corresponding 

to a constitution node or leaf of -the reconstructed hierarchical tree; and a step of 

storing· data indicating whether an encrypted key corresponding to a tag of the 

enabling key block (EKB) is .stored in the tag part or not.: 

Further, in one embodiment of the information processing method according 

to the present invention, the step of generating the reconstructed hierarchical tree is 
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tree generating processing executed by selecting a sub-root which is a top node of 

entity defined as a subset tree of devices having a common element. 

Further, in one. embodiment of the information processing method according 

to the present invention, the enabling key block (EKB) generating step includes a 

step of generating,. in the.simplified.branched type tree· with a terminal node or leaf• . 

. .. · .... -· .. capable .of. decr.ypting.,.the ·enabli_ng key .. bock. (EKB) .at the lowe~t.. stage,.·the" , .. ·. , .. , .. 

·: reconstructed hierarchical . tree· reconstructed . by .. selecting, a· path for ·directly .. ' · .. · · · · · · 

connecting the terminal no.de or leaf with the top of. the .multi-branched type tree; . · · · · · 

.. ~ ... , _ . , and .a step of storing data·indicating whether an encrypted key .corr~onding-to -~: ,~ i , •... 

: ·-'· . · · · tag of the enabling key bock (EKB) is stored in the:tag·part or.not-. ·;. · ·': . , ·-. > ... i.-. 

~ ... . . .. .·. . . . ... ·Further, jn:one;·embodiment·of the information processing·meth~d.according ·· ,.'" : ;:, ·:·'-

· .. · . ·. to· the present invention,' the. reconstructed hierarchical tree generated in. the· step -0f 

. : ··-=. generating. the reconstructed:·hi~rarchical tree is generated as a tree· having .not-less 

· than three branches· having a top·node constituting a simplified multi-branched .type 

tree and a terminal node or leaf constituting a simplified tree connected directly. 

· ·. Further; in ·one embodiment of the information processing method.according . 

to the present invention, the decrypting processing step includes a renewal node key· 

obtaining step of obtaining the renewal node · key ·by sequentially. extracting 

encrypted key data stored in the data part on the basis of position discrimination 

data stored in the tag part of the enabling key block (EKB) to sequentially execute 

decrypting process; and a message data decrypting step for executing decryption of 
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the encrypted message data with the renewal node key. 

Further, in one embodiment of the information processing method according 

.to the present invention, the message data is a content key capable of being used as 

. a decryption key for decrypting the COI\tent data. 

Further, in one embodiment of the information processing method according . 

. . ·.to-·.the present invention,;·the. message data is an auth~ntication, key used.jn the·.· . :. · · 

.. ~uthentication process;·.. . ·: · .: __ ... ; ... . :' . . :· ..... 

Further, in one ·embodiment .of the information processing method according . 

. to the present invention, the message· data-is a key.· of g!!nerating an ..integrjty check. 

value (ICV) of eontents. .·... · · ·· · .. __ : ·. . · · · · · 

... ··,_;:. ·> .... , .... ·. . Further, in· one embodiment.of the-information processing method·according ·. · . ·.· .- -·;.~ 

: ·-to the present invention, .. the.message data.is a program code.· . .-. ' • .': o 
0 

.. ~ -" I"• I 

.. : · · .. · · · ·.Further, an·information recording:medium according to the.present.invention:"·:· 

·. is one having data stor:ed. ·The· recording medium stores an . enabling :key block .-

(EKB) including a data part including encrypted key data into which the renewal 

· .node key into which at least one-of the -node keys: in a group constituted .by nodes·. 

. and leaves connected under a .top. node which is one node of the hierarchical tree 

· structure is renewed is e~crypted with a node key or. a leaf key in the group,. and a. 

tag part which is position discrimination data in the hierarchical tree structure of 

encrypted key data stored in the data part, and message data encrypted by the 

renewal node key. 
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Further, in one embodiment of the information recording medium according 

to the present invention, the encrypted key data included in the enabling key block 

(EKB) is data into which the node key constituting the hierarchical tree structure is 

encrypted using a subordinate node key or a subordinate leaf key; and the position 

discrimination data .stored in the tag part is constituted as .. a tag .indicating whether 

. , .. · .... : ... ' there is key data at· .th.e .. node. of. leaf. position at.the subordinate,.Ieft .and: right . 

positions of the node position of each of not less one encrypted key .data ·stored. in · 

'. t~e enabling key· block(EKB) . 

... · ·''·' . Further, i~ one-.~mbodiment of the. information recoFding medium .according. -: · 

to the present invention, .the encrypted key data included in. the· enabling. key block = :· •• 

·. :., ..... : .~(EKB) is.constituted on the··ba~~s:ofonly a.key corresponding.to' a:node.or a.lea:f.·of,.< ··· ·:. · 

a. reconstructed, hierarchical. tree reconstructed by . selecting· paths constituting :a : . · .. · . 

. .. · ·· · ~. simplified 2-branched type tree with· a terminal node:· or leaf capable :of. decrypting ; : ·. · .: .. , 

, : · •the enabling key block (EKB) at the lowest stage. to omit unnecessary. nodes;~. and , 

the position discrimination data stored in the tag part includes data indicating 

. · ·whether an encrypted key corresponding·to the tag ·of the enabling key block .(EKB) 

is stored or not. · · 

A.program distributing medium according to the present invention is one for­

distributing a computer program to execute .on a .computer system a process of 

generating an enabling key block (EKB) into which.a renewal node key into which 

at least one of the node keys in a group constituted by nodes and a leaves connected 
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under the top node which is one node of the hierarchical tree structure is renewed is 

encrypted with a node key or a leaf key in the group. The computer program 

includes a step of generating a reconstructed hierarchical tree by· selecting a path 

constituting a simplified 2-branched type tree with a terminal node or a leaf capable 

of decrypting the . -enabling . key block (EKB) at the lowest stage to . omit an·. :· 

.. .. ,,,., ..... unnecessary node; a.step .. of.·generating· the .enabling key. block (EKB}.on the basis .... ··.: · .... ,. 

·· · ,. · · ... · ·of ·only. a key corresponding to·. a. constitution node or leaf· of the reconstructed · .. -.;· .. · '\ .· 

hierarchical tree; and a step of.storing data indicating .whether- an encrypted key . · . 

. .. ·-··. corresponding to,.a tag ofthe·enabling key:.block (EKB).is,store~ or not ·, -:·. · .· ·. 

. ~ .. .:.. ... .: . . · .. : In the constitution of the prese~t invention, the encryption·· key distributing." · ··. . ·.;, .. 

· ~, · ·:· .-: · ·constitution of the hierarchical structure· of the·tree.structure·is used to.·suppress the .. ··:. .. ·. , ·: 

· · . · . . . distributing. message quantity necessary for key renewal. as small as possible .. That 

· i.~,,the key ,distribution-method in which each apparatuses.is: arranged in-each.leaf 

·by n-division is·: used whereby for example, a content key whic~. is·· an encryption 

key of content data or an authentication key. used in authentication processing or a 

· · ·program code are .distributed alQng with an -enabling key. block through· -recording . 

medium or a communication circuit. 

Further, the enabling key block is constituted by· an encrypted key data part 

and a tag part showing a position of the encrypted key, whereby data quantity is 

· reduced to enable rapid execution of decrypting processing in a device. According 

to the present constitution, only the proper device is able to distribute decodable 

,· . 
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data safely. 

It is noted that the program distributing medium according to the present 

invention is a medium for distributing a computer program· in the form that can be 

read by a computer to a general computer system capable of executing, for example, 

, various program codes .. The· medium includes,recording media such as CD, FD;· 

... · ..... , · .. MO, etc., or a. transfer ·medium such as a·network,, whose form. is not .particularly . : 

· · -. . limited.' · · · " · . . 

Such a program. distributing medium defines a cooperative .. relationship in.' 

terms of.constitution. or function between a computer program and.~ distributing.· 

; ·;medium.in order to:realiz~·a.functi.on of a predetermined,coniputer:progr~ ·in.a··: .. 

":::. · ... ; · '. .. computer·system.-In, other·words~:a .. co~puter program .is .installed,. in a computer 

.. ·~ .system· through the distributing.medium to exhibit the·cooperative.operation .. in the 

: ... 

: :·.: · ..... ... <·computer systein to obtainthe·operation and· effect similar·to another aspects·.·.,: ,·.· ·· .... ;. · '. :.· .. ,. 

. · The other objects, features .and advantages of the '.present invention will be.·, 

apparent from the detailed description with reference to the embodiments and the 

.. "accompanying· drawings of the present invention. 

Brief Description of the Drawings 

FIG. 1 is a view for. explaining an example of constitution of an information· 

processing system according to the present invention. 

FIG. 2 is a block diagram showing an example of constitution of a recording 
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and reproducing apparatus that can be applied in the information processing system 

according to the present invention. 

FIG. 3 is a tree constitution view for explaining encryption processing of 

· various keys and data in the information processing system according to the present . 

. . invention. FIGS. 4A and 4B are views each.showing·.an example of an:enabling 

-.... : .·. · .. ·.key block (EKB)..used.in distribution of:various· keys .and dat-a.jn...the.information ·· .. 

processing system according to the present invention. . . · . ~ ,.... . : . . ·.. . . ; · .... 

FIG. 5 is ·a view showing· an example of distribution and an. example ·of ·. . 

.,· .... decrypting processing . usi~g ·an enabling key block (EKB) _of content key~ in the· . · 

~.- information_processing~system.acoording to the.present inventjon~ • ... .,, · :· .. :._: .· .... ·. ·' ·. ·.·· · .. _. 

·· ..-::·· ·' :.·. · · · ·. FIG. 6 i~.a .. ;yiew showing·. an example of a. format-of an.enabling·-key'.·block:· , ...... ·;, 

.·· .. , · ... -(EKB) in the.information-processing system according to .the present invention.·: ·:· .: ... ; 

. ·. . · -. · '·· ·.. · FIGS.. 7 A to .. ·7C are- v.iews .each. for explaining a· constitution ·of a: tag. of. an · · .... · ·.. .. 

· : · · · ·.-enabling key· block (EKB)- in -the information. processi~g ·system a~ording to. the 

present invention. 

FIGS. BA and 8B are views each showing an enabling key block (EKB) and 

an example of data constitution for distributing content keys and contents. in the 

information processing system according to the present invention. 

FIG. 9 is a view showing an example of processing in a device in case of.. 

distributing an enabling key block (EKB), content keys, and contents in the 

information processing system according to the present invention. 
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FIG. 10 is a view for explaining the situation how to cope with the case 

where an enabling key block (EKB) and contents are stored in the information 

processing system according to the present invention. 

FIGS. 11A and 11B are views each showing comparison between processing 

for sending an enabling key, block (EKB) and contents . in the infoi:mation 

· ... · . ... : .. · ... processing system according .to-the present invention and-a conventional sending;._ .. · .. · ,,. 

.... : ·-· . 

processing.· . - ~· 

FIG~ 12 is a ·view· showing an authentication processing sequence according. 

ta.·ail applicable cominori ·key ·encryption system· in the information.processing·. . .. 
• •••••••• 1 • 

. ·. ... .. . . ·system a~rdingto the-presel,lt invention .. . .. : .... · .·.· .. _. ·\.-:·.··.· ·; :.:: . .. ~ .. ··. ---~· ..... _;;·:~. :;. 

',: :';· ... · · ·.,- .... > , FIG. 13: is -;a·· .view'. (1} :showing ·.an en!lbling ··key. block (EKB), ·a·.; ~~ta: .. '·.:.-:. 

· constitution for .distributing an-,authentication key,·and -a ·processing example by a =.-. · · 

· device· in the inform~t.ion processing system according to the present invention~ · · · ·: ·· ·. . : 

FIG. 14 .is: a vi~w .(2) showing an enabling .key block·(EKB), a data 

constitution for distributing an authentication key, and a processing example by a 

.device ·in the information processing system according to the present invention. . .· . 

FIG. 15 i~ a view showing an authentication processing sequence by a public 

key encryption system applicable in the information processing system according to 

the present invention. · 

FIG. 16 is a view showing a processing for distributing an enabling key block 

(EKB) and content keys using the authentication principle by a public key 
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encryption system in the present invention. 

FIG. 17 is a view showing a processing for distributing an enabling-key block 

(EKB) and encrypted program data in the information processing system according 

to the present invention. 

FIG. 18 is. a view showing· an example of MAC value production ·used in 

..•... ,· ·.·.f • . pro~uction .of a. content integrity check value ·.(ICV}. applicable in .the pres.ent 

invention. ·• r·· ;' ·,· ,• 

FIG. 19 is a.view (1) showing a data constitution .for distributing an enabling.:· 

·. ;key· block (EKB) and ·an ICV .producing key, atld .an. example -of .a .processing .in a· ... , 

, device.in the information proces~ing system according .to:. the present invent,ion. . · · · .. ·. · 

..... ; _;. ''· · .; . · ·.... . .: FIG.- 20·is .a· vjew·.(2) showing a d~ta constitution for distributing an'.enabling·:.-:., · .. ,_, ... 

. .- ·· · key. block (EKB) and -an ICV producing key, and an example of .a processing in a· . . · 

· .. ·: .. · device in the information .processing system according to the· present "invent~on; , . · .. ~-. · : · ·, .-· . · 

. . FIGS. 21A and 21B are v.iews each for explaining ·a copy preventive·functiou 

where an applicable content integrity check value (ICV) is stored in a medium in 

the present inventio:n. : 

FIG. 22 is a view.for explaining a constitution for .controlling an applica~Ie ·· 

content integrity check value (ICV) separately from a. content storage medium in 

the present invention. 

FIG. 23 is a view for explaining an example of category classification of a 

hierarchical tree structure in the information processing system of the present 
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invention. 

FIGS. 24A and 24B are views each for explaining a producing process of a 

simplified enabling key block (EKB) in the information processing system of the 

present invention. 

FIGS. 25A· and 25B. are views each for explaining .a producing process of an 

.·.·: .. ' -enabling key block~(EKB)in the information processing :system.,,of:,the .. pr.esent. .. ::--.· 

invention. 

FIGS. 26A- and 26B are views each for explaining· a simplified. enabling key · ·. . . 

' · ;block (EKB) (Example:.1),jn the. information proces~ing"system,:.~f the .present · 

. ·. . invention. .:. ;. .•• .""> ·.: . ..:_ . • . . • . . ·· .. · ... ; • •I • .. •• 0 • • 

·:·· .··-.. ·, .:.:·:.·, · ·:.,FIGS; 27A and·.Z7B.are:views each· for explahting.a siniplified·enabling key:··-. 

. block. roKB) . (Example 2). in the·· information .processing .. system of the. present . 

:'· .. · .... inv.ention. . . .... . : . . ~ . ·. . ... . ... :·· ~ ... . .· . 

: · : . · .. · FIGS. 28A to .. · 28C. are views each· . for.· explaining ·an entity· .control. 

constitution of a hierarchical tree structure in the information processing system of 

the present invention . 

. · · · · FIGS. 29A to 29C are views each for explaining, in detail,. an entity control 

constitution of a hierarchical .tree -structure in the information processing system of 

the present invention. 

FIGS. 30A and 30B are views each for explaining an entity control 

constitution of a hierarchical tree structure in the information processing system of 



21 

the present invention. 

FIG. 31 is a view for explaining a reserve node in an entity control 

constitution of a hierarchical tree structure in the information processing system of 

the present invention. 

FIG. 32 is a view.-for explaining a new entity registration .sequence .in an::. 

· ....... ; · .. , . entity· control. constitution· of;.a; .. hierarchical tree .structure in .. the· . .information .; .. · .. . " . 

processing system of the present invention. . . : · ... .··. ,_ .. · 

. · .. FIG. 33·is. a view for explaining a··relationship between a .new entity anc;J.··a 

. host entity in an; entity·, co:lltrol constitution, of a .hierarchical tre.~ structure.· in the. ·.. · .. · .. :-. .. 

information processing system of the present invention .. · . . . . . . . . . ~ ., . . ' : i ~ ~ .. : -~ :.. .. .. . 

•. ~:. . 
• : ,i. •••• : ... :·: •• ··.: . •. FIGS, 34A· and.34B are. views .each.f~r·explaining·:a sub-EKB used·. in an··,, 

.. entity control cpnstitution of. .a. hierarchical tree· structure· in:.the information .. · .. : .· 

processing· system· of the present invention. . : " -:: .. . . : : . . . . ~ . 

FIGS. 35A to 35D are views each for explaining·a·device revoke processing 

in an entity control constitution of a hierarchical tree structure in the information 

processing system ·of the present invention. 

FIG. 36 is· a view for explaining a device revoke processing sequence in an 

. entity -control constitution of a hierarchical tree structure in the- information 

processing system of the present invention. 

FIGS. 37 A and 37B are views each for explaining a renewal sub-EKB at the 

time of device revoke in an entity control constitution of a hierarchical tree 
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structure in the information processing system of the present invention. 

FIGS. 38A to 38D are views each for explaining an entity revoke processing 

in an entity control constitution of a hierarchical tree structure in the information · 

processing system of the present invention. 

FIG. 39 is a view for explaining an entity revoke processing sequence in an 

entity. control. constitution· .... of a hierarchical. tree.,.stmdure ·in .. the .information 

processing system of the present invention. . ..... ·' ,· :_· ... ,·, . 

-FIG. 40 is a view.for explaining a relationship between a revoke entity ~d .a .. 

'host .entity in an entity control constitution. of a. hierarchical tree struc;ture.· in the., .. ·· · ·. 

information processing system of the present invent.iom · .·. ~: ; . .. : : ~ . ; · .. : . . . ~:. : . . : : . 

; ..... FIG~·41.- is a:view _for explaining a .capability se.tting.in:·an ·entity:control: · -·, .. · ... . · .. -': 

· ·constitution of a.hierarchical tree structure in the information-processing.system of.. 

the present inventjon. 

FIG. 42 is a view for explaining- a capability setting in -an entity :contrql .. · 

constitution of a hierarchical tree structure in the information processing system of 

the present invention. 

· FIGS .. 43A and 43B are views each. for explaining a capability control table . 

for controlling a key issuing center (KDC) in the information processing· system of 

the present invention. 

FIG. 44 is an EKB producing processing :flowchart on the basis of a 

capability control table for controlling a key issuing center (KDC) in the 
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information processing system of the present invention. 

FIG. 45 is a view for explaining a capability notice processing at the time of 

new entity registration in the information processing system of the present 

invention . 

. ·· ·: , ·. Best mode for Carrying out the Invention . · .. 

[Outline of System] · 

~· ·., . 

. . FIG. 1. shows an-example of a content distributing system _to, which. the. data 

.-pr.ocessing system of the present invention can be·applied.·.Tu.e content.distributing 

side 10 trai;ismits··.·.a . .:content or a content. key-~·enccypte:d: to. various.- content 

~ :. . 

···:. , .... · .'.·:.·reproducible apparatuses:·oil".the··content. receiving::.side.20~·iTbe.;apparatus on,the -· ... ··: 

· · · .. ··content receiving side 20 decrypts an encrypted content ·or a content key received to:· . 

obtain a content or a content ·key, and carries out·reproductiOn·ofimage data -an:d 

·'Voice· data .or execution .of various programs. The·.exchange of data between. the 

content distributing side 10 and the content receiving side 20 is executed through a 

network such as an internet or through a circulatable recording medium· such as .. 

DVD, CD. 

Tbe·data distributing means on the content distributing side· 10 includes an 

internet 11, a satellite broadcasting 12, a telephone circuit 13, media 14 such as 

DVD, CD, etc., and on the other hand, the devices on the content receiving side 20 

include a personal computer (PC) portable apparatuses 23 such as a portable device 
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(PD), a portable telephone, PDA (Personal Digital Assistants)~ etc., a recording and 

reproducing unit 24 such as DVD, CD players, and a reproduction exclusive-use. 

unit 25 such as a game terminal. -In these devices on the content receiving side 20, 

contents distributed from the content distributing side 10 are obtained from 

communication means such as a network, or from a media 30. 

[Constitution of Device] : . , • . , .· . . · i •• 

FIG. 2 shows a block diagram of a recording and reproducing device .100 as . , · · 

one example. of devices on the ·content receiving side 20 shown ·in: ·FIG.· 1. The , · 

.. ,. .. recording. and reproducing. device 100 .has. an input/outp:ut l/F (Jnterface} 120,. a .. . . 

· . .:.: ..... ·. MPEG (Moving Picture Experts Group) codec.130~·an1/F-(lnterface).140.pi'ovided,.-:·. · .. .:: : . 

.. ·,. ·'·.: .~ .... witb AID, DIA converter .. 141; ~ .. encr.yption·'processing means· 150; .. ROM (Read.· .... '.,·:, ,:·. 

·Only Memory) 160, CPU.(Central.Processing Unit).170,.a me~ory.-180; and a drive :.· . 

;. 

. · 190 for. a recording· medium, 195, ·whi~h are connected· to each other·hy. a· bus,110 .. ·· · ·: .: . . 

The iriput/output. ·.,l/F 120 receives a digital signal · constituting various 

contents such as an image, voice, a program, etc. supplied from the outside to 

· output it to the bus 110;-and receives ·a digital signal of the bus 110 to output. it to· . 

the outside. The ·MPEG codec 130 decrypts MPEG coded data supplied through the 

bus 110 to output it to the input/output 1/F 140, and MPEG-decrypts a digital signal 

supplied from the input/output l/F.140 to output it to.the bus 110. The input/output 

l/F 140 contains an AID, DIA converter 141 therein. The input/output 1/F 140 

receives an analog signal as a content supplied from the outside, which is subjected 
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. to AID (Analog Digital) conversion by the AID, DIA converter 141 whereby the 

signal is output as a digital signal to the MPEG codec 130, and a digital signal from 

the MPEG codec 130 is subjected to DIA (Digital Analog) conversion by the AID, 

DIA converter 141, which is output as an analog signal to the outside. 

The encryption processing means 150 is constituted form, _for example; one 

chip· LSI (Large Scale Integrated circuit), to, -e~ecute encrypting, ·.decrypting·.·. 

·processing or authentication processing of a digital .signal as a'.content .supplied 

through the bus· 110rand .output- encrypted data and· decrypted data to· the bus· 110. · 

The encryption processing means.· 150 can be also realized :py not only. the .one chip; 

.. ·. ·. LSI but-by a combination·of var.ious·.s.oft wares or.hard:wares: .The·.coristitution of· ,• :: 

. ·: .... < ·, ·: : . the ··processing· means :formed, from· the software· _;configuratiqn .will· be. described · ·· ' .. , .-.. ,. ;· 

. ..later .. ·. · · . -~ :· 

·· : ·· · . .- · . :: : ··ROM 160 stores. program· data .processed by the ·reeording and. reproducing-. · _ · · · · · ... 

: . 

· device. The CPU 170 executes. programs ~tored in the ROM 160 and the. memory .. , · 

180 to thereby control the MPEG codec 130 and the encryption processing means 

' 150. The memory 180 is for ·example,.. a non-volatile · memory, which. stores a ·.. · . 

. program that is executed by the. q>U 170, data necessary for operation of C?U 170, 

and a key set used in the encryption processing executed by the device. The key set . 

will be explained later. The drive 190 drives the-recoding medium 195 capable of 

recording and reproducing digital data to thereby read (reproduce) digital data from 

the recording medium 195 to output it to the bus 110, and supplies digital data 
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supplied through the bus 110 to the recording medium 195 for recording. 

The recording medium 195 is a medium capable of storing cligital data, for 

example, an optical disk such as DVD, CD, an optical magnetic disk, a magnetic 

disk, a magnetic tape, or a semiconductor memory such as RAM, and in the present 

embodiment, the. medium can be detachably mounted on the drive ·190. However, 

.·. :-. , the.recording medium 195 may .be h9used.in. the recording a:i:id reprodueing .device 

....... :!·. 100. . .... : ... .: . . .. · 

The encryption·processing means 150 shown in FIG. 2 may ·be. constituted as 

. a.: single one-chip LSI, .. and .. may: employ a constitution·. that js realized .. by a . .- . 

i .: .. combination of a software.and a:hardware. . .. : .·. ·: . ·' .: . .• :_. t ...... ~ . ~ .: .. : . •. . : . . . : " 

. . · .. ·. ; ·.· ··.[Tree structure, as·: a key:distributing constitution] , "· ·. ·.-.:.: ·... .· ·.; .... ,:.,,- ·'' ,_:-.; ;. ·.· · .. ,.. · · .. 

Next, the· constitution for holding an encryption processing ·key in each : . · .. :: 

· · :: · ·_, ·d¢vice ·and a data distributing· constitution :where encrypted. data are·· distributed,._._. 

:(tom the content distributing side 10 shown in FIO.l·to each device on the .content 

receiving side 20 will be described using FIG. 3. 

Numbers 0 to 15 shown in the lowest stage in FIG. 3 are individual devices 

. on the content receiving side·20. That is, each leaf·of the hierarchical tree structure 

shown in FIG. 3 corresponds to a device. 

Each of devices 0 to 15 stores a key set comprising a key assigned to a node 

from own leaf to a root (a node key) and a leaf key of each leaf, in the hierarchical 

tree shown in FIG. 3, at the time of manufacture or at the time of shipment, or 
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afterwards. KOOOO to Kllll shown in the lowest stage of FIG. 3 are respectively 

leaf keys assigned to devices 0 to 15, and keys from KR to K111 described in the 

second node from the lowest stage are node keys. 

In the constitution shown in FIG. 3, for example, a device·O has a leaf key 

KOOOO and node keys KOOO, KOO, KO, KR. A device 5 has .K0101, K010, K01,. KO, ·. ·. 

, ~ .. ·, .,, ·. KR. A device 15 has Kl.111;· K111, .. K11,,K:J..,.KR . .In the.tree of FIG .. 3,. only-16. 

devices 0 to 15 are described, and the tree structure is shown as a systematic 

constitution to left ·and· right well balanced of a 4-stage constitution. However; ,·. · · 

, .. ... much more devices may. be cons1ituted in. ·the. tree, .and the parts: of .th~:.tree may'.·· ., ..... 

.. · ... · ;· have the different nu:tnber of stages... · . '• .... .. 
• -.! ·: : · .. ~ : : .· 

. . ' .. " , ·· FurQier, each d~vice included in the tree.-structure· shown·in:FIQ.-. 3 ... includes.. ·· · :;· .-, 

... various .recording .. media, for example, ,DVD, CD;· MD .. of. the .embedded type· or the.· 

. : .. : ... type detachably· mounted on the .device, or device~·, of various: types.using.:a. flash' 

... ·.. . · · · memory or the like .. Further, various application service may ~exist.; ·In ·addition to . 

the coexisting constitution of various devices and various application, the 

hierarchical tree .structure. which is a content or. a. key. .distributing· constitution · . 

shown in FlG. 3 is applied.· 

In the system in which various devices and applications coexist, for example, 

a portion surrounded by the dotted line in FIG. 3, that is, the.devices 0, 1., 2 and 3 

are set as a single group using the same recording medium. For example, with 

respect to the device included in the group surrounded by the dotted line, 
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processing is executed such that a common content is encrypted and sent from a 

provider, a content key used in common to devices is sent, or payment data for 

content charges is also encrypted and output from each device to a provider or a 

settlement organization. The organization for carrying out data transmit-receiving 

· . to and from the devices such as a content provider or a. settlement organization 

. · ·,·· .. ,executes.processing for sending the portion-surrounded by ~be. dottedline of".FIQ-. -3,. ·.' 

. .. ·· · · · that is, data collectively .. witb ·the device 0, 1, 2, 3· as. one. group. A plurality .of· such 

groups are present in the tree of FIG. 3. The Qrganization for carrying .out .data 

....... transmit-receiving: to. and. from devices such as a· content.:provider. or. a settlement 

· , organization functions as message data distributing.means.:: · .. · ' · ·: . ·;. . .. . , .... • ... 

. : ... ; ·. . Node. keys :and, leaf ·keys·. may be:.controlled. ·collectively .. by' a ,single key·, · ;. , .· . 

: control center,. or may. be .controlled every. group by message· data .. distributing· . 

· · · . .-·.:-: .... means such as ·a .. provider;· :or·· a=. settlement··organization. for,. carrying out· .. ' · · ··:.· 

transmit-receiving of various data with respect·to groups. These node keys and leaf. 

keys are subjected to renewal processing when a key is leaked. This renewal 

processing is executed by a· key control center; a provider · or a settlement · .. 

organization. 

In this tree structure, as will -be apparent from FIG. 3; three devices -0, 1,2, 3 · 

included in one group hold common keys KOO, KO, KR as a node key. By utilizing . 

this node key common constitution, for example, a common content key can be 

distributed to only devices 0, 1, 2, ~. For example, if the node key KOO itself held in 
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common is set as a content key, only the devices 0, 1, 2, 3can be set as a common 

content key without executing new sending of key. Further, a value Enc(KOO, 

Kcon) obtained by encrypting a new content key Kcon · by a node key KOO is 

· distributed to the devices 0, 1, 2, 3 through a network or by being stored in the 

recording . medium;: only the devices 0, .1, 2, 3 can decryption , the _encrypted 

.·,. , .· .. Enc(KOO, Kcon).using a: common node key. KOO held in the respective :d.evices .. to .. 

obtain a content key: -Kcon. The ·Enc(Ka, Kb) indicates data into -whfoh ·Kb ·is 

encrypted by Ka.· ·. , - · .. 

· · ~,·, . Further, where. at th~ time t, keys : K0011, KOOl, KOO, KO, KR owneq by the · .. · 

~evice 3 are·analy~ed·hy a: hacker and then exposed,Jt is necessary.;for pr.otecting · ·, ·.'· · 

·· ·· :-: .. ·data transmit .. received in a;·syst~-.(a group.of devices-0,.;:l, 2,:.3}.to .. separate·,the· .. > .. ·. · 

. ·· d~vice 3 from. the system. ·To· this end,. node keys: K001, KOO, KO, KR-. are . 

,. .. :-respectively renewed. ,to new, keys·, K(t)001, , K(t)OO;, K(t)O;._ K(t)R, which renewed.·. ; · .· · 

· ·• = "keys to be notified to the "devices 0, 1, 2. Here, K(t)aaa indicates a renewalkey of 

Kaaa of generation : t. 

· · · The distributing processing-of renewal key will be described .. R~newal of key .. 

is executed by storing a table constituted by block data called an enabling key block 

(EKB: Enabling Key. Block) shown in FIG. 4A in a network, for example, or in a 

recording medium to supply them to the devices 0, 1, 2.- The enabling key block 

(EKB) is constituted by· a decryption key for distributing a key newly renewed to a 

device corresponding to each leaf constituting a tree structure as shown in FIG. 3. 
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The enabling key block (EKB) is sometimes called a key renewal block (KRB: Key 

Renewal Block). 

In the enabling key block (EKB) shown in FIG. 4A, only the device in which. 

a node key need · to be renewed is constituted ·as block data having a data 

constitution that can be renewed. An example of FIGS. 4A and 4B shows, .in the . 

·'• ... ··=.···.devices 0, 1. and 2in the.tree-structure.shown.in.FIG. 3, block data formed for: the,,·'··.·,·:·, ... 

· · ··· :purpose .of distri~uting a renewal node key of gen:eration -t.- As will be apparent ·from. ·. 

FIG. 3, the device 0 and the device 1 require K(t)OO~ K(t)O, K(t)R as renewal node·· ... 

. , ... ~.: -~:·keys·, and the device. 2 requiresK(t)OOl, K(t)OO,_K(t)O, K(t)Ras renewal.node keys.. . " 

.· .·.· . .-.· ,_ .. , .... · · · · .. · · As· shown in: EKB of FIG.' 4A,. a·plurality :of encrypted keys.:are'.included in- : ... ·· :· :-.. : 

· .. · · .:· .. :. · ··: ··· ·EKB. The· encrypted· key .in. the ·lowest s·tage· is:··Enc(K0010,-.·K(t)001): .. This is·· .a· · .... · .... ···~ 

. ·· .. renewal node key K(t)OOl encrypted by a leaf key :KOOlO. of the device. 2, · and ,the-.. . 

:·:····device 2 is.able to· decrypt this .encrypted key by its. leaf key to: obtain K(t)OOh By: ·: .: ·. 

,._ ·. ·. · using K(t)OOl · obtained by.-.decrypting, an encrypted key. Enc(K(t)OOl; K(t)OO) -in . · 

the second stage from bottom can be decrypted to obtain a renewal node key K(t)OO. 

·' Sequentially; an encrypted key Enc(K(t)OO, K(t)O) in the second stage from top of 

··-FIG. 4A is decrypted to .obtain a renewal node key K(t)O, and ~n; ·encrypted ·key 

Enc(K(t)O, K(t)R) in the first stage from top of "FIG. 4A is decrypted· to .obtain . 

. K(t)R. On the other hand, .in the device K 0000, ~0001, a node key. KOOO is not 

included to be renewed, and a key necessary for a renewal node key is K(t)OO, 

K(t)O, K(t)R. The device KOOOO.KOOOl decrypts an encrypted key Enc(KOOO, 
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K(t)OO) in the third stage from top of FIG. 4A to obtain K(t)OO, and thereafter, an 

encrypted key Enc(K(t)OO, K(t)O) in the second st~ge from top of FIG. 4A is 

decrypted, and an encrypted key Enc(K.(t)O, K(t)R) in the first stage from top of 

FIG. 4A is decrypted to obtain K(t)R. By doing so, the devices 0, 1, 2 can obtain a· 

. renewed key K(t)R. The index in-FIG. 4A shows the absolute add~ess of a node key 

. -~ · · .. ·:·and a leaf key" used as a decryption key. . . 
:· t;. • .: ... I : : ..... • f • •" •• ' • . -: • "• :. • o ., :• ' • 

. •, . ·,Where renewal of .a.nede key : K(t)O, K(t)R in the upper stage in . .the-tree 

·. structure shown in FIG .. 3 is unnecessary, ·and a ·renewal. processing· of. only the 

· · . -~. · ·node key KOO js.necessary,.an enabling key block (EK.B) in FIG. 4B.can be used to,· . 

. ~ · ·. :: · distribute· a renewal nod; key K(t)OO to the devices O,: 1, 2~ :- · . . : .·· . ··.· ·., .- ·., .. · · ... ·~: .: .·: 

., '· '· .... ,. · · ... EKB showii"in·FIG~ 4B can;:be used,. for example; to:distribute;a·n~w content.:.· : ' ... · 

. key. in common in a specific group .. Concretely, it. is supposed, that the-. devices 0, .1, · . . · 

~-.... : ·. ,., , .... z, 3 shown by-the dotted line in FIG. 3.u~e:a recording mediu~,.and·a new;commoil: .. .,· .. 

·content key K(t)con is necessary;· At this time, Enc(K(t)OO, K(t)con) -into ·which-· 

new common content key: K(t)con is encrypted with K(t)OO into which a common 

·node-key KOO of.the devices 0, 1, 2is·renewed is.distributed.with EKB shown in. 

FIG. 4B. By this distribtition, distribution of data not decrypted .. in the apparatus of : 

other groups such as a device 4 becomes enabled. 

That is, if the devices 0, 1, 2 decrypt the encrypted sentence using K(t)OO 

·obtained by processing EK.B, a content key at the time t K(t)con can be obtained. 

[Distribution of a content key using EK.B] 
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FIG. 5 shows, as an example of processing for obtaining a content key at the 

time t K(t)con, a processing of a device 0 which receives, through a recording 

medium, data Enc(K(t)OO, K(t)con into which a new common content key K(t)con 

is encrypted using.K(t)OO and EKB shown in FIG. 4B. That is, this is an· example in 

which encrypted message data by EKB is a content.key K(t)con. , '. 

As shown in.FJG. 5,.a device 0 uses generation: EKB -at ·generation:.tstored.·.· 

. · .. : .- · .· in the recording medium· and ·a .-node key KC:lOO stored .in advance. ·by·. -itself· to· ·· · .. 

·.produce a node key K(t)OO .by the EKB processing similar to-that described above. 

· Furthe;r,. a renewal .coiltenfkey K(t)con is .decrypted.using·.a- renewahnode.~key .. ,, . 

. K(t)OO decrypted; arid· is encrypted by a leaf ke;y K0900-0wned ·by itself-and.stored'. · ·' : · . 

.. •. '.· .'·:. · in order to use it later .. ..:.·~.' .·.-.:". · · :-; . ,: . . . 
•,,. ;.. • • ·.'e• •• 

. [Format of EKB].. · . . · .. . . . • ; a "." ~ • • •, • 

,· , . ·.;.: ' .. : ... . .. =FIG; ·6· shows. an example of format of the enabling.key block·-(EKB). A" , . · 

·· , version 601 is a discriminator showing the·version.of the enabling-key block (EKB). 

The version has a function for showing a corresponding relation between a function 

· . for discriminating latest EKB and a content. The . depth shows. the number of .. 

hierarchies of a hierarchical .tree with respect to a ·device· of the distributing 

destination of the enabling key. block (EKB). A data pointer 603 is a pointer for 

indicating a position of data part in the enabling key block (EKB), and a tag pointer 

604 is a pointer for indicating a position of a tag part, and a signature pointer- 605 is 

a pointer for indicating a position of signature. 
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A data part 606 stores, for example, data having a node key to be renewed 

encrypted. For example, it stores various encrypted keys in connection with a 

· renewal node key as shown in FIG. 5. 

A tag part 607 is a tag for indicating a positional relationship of encrypted 

node keys and leaf keys stored in the data part. An attaching rule of this tag will be . · 

; .. , ,: described with.reference·.to FIGS. 7.A,to·.7C ... FIGS .. 7A to 7C·show· an example for.·.·. ; ... 

·,· .· sending the enabling key block·(EKB) described previously . .in FIG. 4A as data. The ... 

data at that time is as·shown.in.FIG. 7B. An·address of .a: top node included in an · .. 

. .... ..,. .. .: . ... .encrypted key at . that time . is used as. a top node address·~. In this: .. :case, since a · 

.. :. ·-·, .. ··.renewal key of a roo~·key K(t)Ri~ included, .. a top.node addJ.:ess..is KR. At.this:time, ·;·, ·:··.•· .· ... 

for example, data Enc(K(t)O;. K(t)R) .in the uppermost- stage·· is at a ·positiqn ·shown ... : . ·. ~ · . : 

in a hierarchical tree shown in FIG.·7A. Next data.is.Enc(K(t)OO,-K(t)O), which is at , · 

· ·.···a position.under on theJeft h~nd:ofthe previous data in the tree.:· Where· data is::~x'ist, ·,.. · · ·· 

.. . · · ·a tag is set to 0, and w.here. data is not exist; a 'tag· is set to 1. The tag is· set as Qeft · 

(L) tag, right (R) tag). Since data is exist at left of data at the top stage Enc(K(t)O, 

. , K(t)R), Ltag = O; and since data is.not exist to.right, R tag·:;:; 1. Tags are set to all 

the data to constitute a row of data and a row of tags shownifl'.FIG. 7C. · 

The tag is set in order to ·Show at which position of the tree structure data 

. Enc(Kxxx, Kyyy) is positioned. Since the key data Enc(Kxxx, Kyyy) ... are mere 

enumerated data of simply encrypted keys, a position on the tree of an encrypted 

key stored as data can be discriminated by the aforementioned tag. For example, 
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data constitution as in the following can be provided using the node index placed in 

correspondence to the encrypted data like the constitution described in FIGS. 4A 

and 4B previously without using the aforementioned tag: 

0: Enc(K(t)O, K(t)root) 

00: Enc(K(t)OO, K(t)O) . 

. · 000: Enc(K(t)OOO, K(t)OO) 

••• • . • . . :·, • . ... <t... • . '• . . : • 

. . : .. .• . . . -~ ·. . . . .· , .. 

. . . ~ . 

·.However, the constitution using such an index as described ·results in lengthy .data. 

· ..... ·,··.to --increase data :quantities, which .is .. not preferable in the distrib;ution. through a . ·. , 

· -._ .: ·' ·. ; .network; On the -~ther hand, ·1'1.e. aforementioned, tag is used as Index .data-shqw..ing.a .. ,-~··.· · .. 

, ·> ::·:;:ikey position whereby.akey;positioncan be-diseriminated:with·less da~aqua~tity .. ·> ·.· . ·. · : ··· .. ·., 

Returning to FIG~ ·6,. the.EKB format will be further described. The signature·. .,. 

· · '· .:·._ · · · ·:..· is··.an ·electronic signature ·executed, for example, ,by. a key. control ·center,~ a ,content-. ' . · . : . · 

. , provider, a settlement organization or_ the like ~which issued the enabling key· bfock · .. 

(EKB). The device which received EKB confirms by authentication of signature 

that it.is an enabling key block (EKB) issued-by a valid enabling-key block (EKB) 

issuer,. 

[Content Key Using EKB and Distribution of Contents] · 

While in the aforementioned example, a description was made of an example 

in which only the content key is sent along with EKB, a description will be made 

hereinafter of the constitution in which a content encrypted by a content key, and a 
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content key encrypted by a content encrypted key along with a content key 

encryption key encrypted by EKB are sent. 

FIGS. SA and SB show this data constitution. In the constitution shown in 

FIG. SA, Enc(Kcon, content) SOl is data in which a content is encrypted by a 

. content key(Kcon), Enc( KEK, Kcon) S02 is data in which a content·key (Kcon) is 

. . encrypted by a content key~encryption key (KEK: .. Key . Encryptien ·key), .. and . · .. · 

Enc(EKB, KEK) S03 is data in which a content ·key-encryption. key KEK is 

. ". encrypted by an ·enabling. key block (EKB). . · · · 

.. • .. . Here, the.· content ·. key-enccyption. ·key . KEK may be a:· node ·key .. (KOO.O, 

: · .. . KOO.;.) or a root ~ey (KR) itself; ·and·may be ·a key- encrypted by-a·n<?de·key {KOOO; · · 

; · .. : ·.· .... :· .. : : . .KOO ... ) or-a.root.key (KR); .:-,.·.-""_ ... · · .. : . · ·.. : · · ,. . · .... :. :·:', ·.: .. '·: .=· ·. 

. _... , · . FIG. SB shows an example. of constitution, where· a plurality of.. contents. are 

..... ..: recorded.in media, .. whic~ makes:use of .the same Enc(EKB;KEX).805.- In··such:a 

· · · ·constitution as described, the .same Enc(EKB, · KEK) "is· not added to· each data; but ~ · 

data showing a linking destination linked to Enc(EKB, KEK) is added to each data. 

FIG. 9 shows an example of a case where a content encryption.key KEK is 

constituted as a renewal node key K(t)OO obtained by renewed the node key KOO 

shown in FIG. 3. In this case~ if in a group surrounded by the dotted frame in FIG. 3, 

·the device 3 is revoked, for example, due to the leak of a key, data .having an 

· enabling key· bock (EKB) shown in FIG. 9 and data· into which a ·content key 

(Kcon) is encrypted by a content key encryption key (KEK = K(t)OO), and data into 
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which a content is encrypted by a content key (Kcon) are distributed to members of 

the other groups, that is, devices 0, 1, 2 whereby the devices 0, 1, 2 can obtain the 

content. 

The right side in FIG. 9 shows the decrypting procedur~ in the device 0. The 

device 0, first, obtains a content.key encryption key (KEK ;::: K(t)OO) by decrypting · · 

· ·.: '·'·, ·.· .process using a .Jeaf key KOOO .. held by. itself from, the. received- enabling key. bock· · · 1. ·. ".:, 

·. · ' ··.Then, the device Q obtains a content key Koon decrypted by the K(t)OO~ and further.-· 

carri~s out decrypting·by the content key Koon. The device-0 can use the content as ·., · 

; .. ~a.result of the above.process. The devices 1, 2 are also able to obtain .a content:ke.y · 

·.. . : .. · .. :-.encryption key (~K:;~(t)OO) by .pr~cessjng EKB· -by the- diff~rent proc~dures: and· . . : , · ·. 

are able to use the content similarly~ -:• .·. · ·.·.:, · . · ·.·. · ':: ·= · · 

. The devices 4, 5,.-6 ... of the other groups -shown in FIG. 3 are ~ot able· to., 

obtain a content key, enctyp~ion::key ·.(KEK = K(t)OO) using a leaf key and :a ·node: · 

.. . . key held by themselves even if they receive· the same data (EKB) as ·mentioned· 

above. The device 3 revoked is likewise not able to obtain the eontent key 

encryption· key.(KEK = K(t)OO) by a leaf key and a node key,.and only the device 

having the proper right is able to decrypt .and use the content. 

If the distribution of a eonteilt key making use of EKB is used, in a manner · 

as described, the encrypted content which only valid right holder can decrypt can 

·be distributed safely. 

An enabling key block (EKB), a content key, an encrypted content or the like 
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has a constitution capable of providing distribution safely through a network, but 

the enabling key block (EKB), the content key and the encrypted content can be 

also stored in a recording medium such as DVD, CD and provided to a user. In this · 

case, if constitution is made such that a content key obtained by decrypting an 

.... enabling key block (EKB) stored in one and the same re~rd~ng medium is used for 

..... , decrypting the ... encrypted content .stored in. the :recording medium;, distribution 

process.of-an.·encrypted content that can be used only with.a leaf.·key and.a.nod~ 

key held· in advance by the. valid right holder only, that is;. content distribution for . · . 

. ·. ·. · .. · which a usable: user's device· is limited.can be realized by a ·simple: constitution ... 

. ~ ·:. ~ •.. . . ·,FIG .. 10:. shows· an example .of· constitution in which an. enabling= key. block ~ · . . 
·-.. ' (EKB) is stored together: -with- an encrypted- content are .. stored · ... 41.,. a. recording .. · .. -. 

medium. In the example shown in FIG. 10, stored iu the. recording medium· are,.. ., 

"·: :·. ·:···.--.·contents Cl to _C4,: data:with-.the,enabling. key block corresponding to·each stored-.,.= :. · ·· .. ·. · 

content placed.in~correspondence thereto·, and .. an enabling key block·of version M· 

(EKB - M). For example, EKB - 1 is used to produce a content key Kconl having a 

content Cl encrypted , and for example·, EKB - 2 is used to produce· a. content key · . 

·Kcon2 having a content C2 encrypted. In this example, an enabling key bock of 

version M (EKB -: M) is stored in a recording medium. Since contents C3, · C4 is 

· placed in correspondence. to the enabling key block (EKB - M), contents of the 

contents C3, C4 can be obtained by decrypting the enabling key block (EKB - M). 

Since EKB - 1, EKB - 2 are not stored in a disk, it is necessary to obtain EKB - 1, 
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EKB - 2 necessary for decrypts the respective content keys by new distribution 

means, for example, network distribution or distribution by a recording medium. 

FIGS. 11A and 11B show a comparative example. between a content key 

distribution by using EKB and conventional content key distribution where .a 

content key is circulated among a plurality of devices. FIG. 11A·.shows· the 

······"conventional constitution, .. and ,FIG. 11B .show~ an. example· making,,,use. of an-· . 

. ,.,, · .··enabling key block (EKB) .according to the. present invention~. In FIGS. llA and··.:·. ·· · ·.· .. 

llB, Ka·(Kb) indicates data·inwhich Kb is encrypted.by Ka. · ·-

··' As shown in FI(L_llA; processing has been heretofore . .earried out. in .wh,ich ... ,. 

· .. ;_ .. ·. _validity·.of. a .data· trailsmihreceiver i~ co_nfirmed, ·authentication processing:.and. ·. ' ·' 

··· ... ·· ···· .. ·~uthenti~tion and-key exchange..(AKE) are executed .. bet~eendevices:.to.oo;.,own.~·'= :-. : ···:; 

. . '. : ~ ~ . 

. session key Kses used:in encrypting process. of data transmission,: arut a content key .. , · 

;· Kcon · ·is· encrypted ··by the . sess.ion key . Kses.:. under.· the· : condition that the 

·authentication is established to effect transmission: ' . . . ... .. 

For example, in PC shown in FIG. 11A, it is possible to decrypt a content 

key Kses encrypted .by. a session key received by the session key .to obtain Koon, 

and further possible to encrypt Kcon obtained by a stored key Kstr held.by PC itself 

to store it in own memory. . 

In FIG. llA, processing is necessary in which even where data is desired to 

be distributed in the form capable- of being used for only a recording device 1101 

shown in FIG. 11A, when PC or a reproducing device is present, authentication 



. > 

39 

process as shown in FIG. llA is executed so that content keys are encrypted by the 

respective session keys to effect distribution. The PC or the reproducing device is 

likewise able to use a session key produced in the authentication process and 

co-owned to decrypt an encrypted content key and obtain a content key. 

On the -other hand, in an· example making use of an enabling key.·.block, 

_,,.. . ... .·. -(EKB) shown. in ,the lower. stage.of FIG.- llB; an enaJ>ling·-.key.block-(Elffi)f ·and. 

· , ··data (Kroot (Kcori)) having· a content key.Kcon·encrypted .. by a.node key or a root. 

key obtained by processing the enabling key block (EKB). are· distributed from a· ·· 

. ~. :. ::. . content provider., whereby the· content key Kcon can be. decrypted and obtained· by · · 

· ·· .. , .. :-:: .. . ·, · -only the apparatus.capable ofprocessing·E1{B distributed<.. . -.· ... : · ... ·· .... · ..: ·: . ', :; ... ":':-" ::.: .. 

; ·• -: :r . . · · ·.. . Accordingly, for- ·example;. the useable enabling key:block-(EKB)"-is .produced·.: · · .". :-< 

only on the right end in. FIG .. llB, and. the enabling··key~block (EKB),. and- data. 

. . . .. having a content key· Kcon encrypted by· a node key .or a: root key. obtained by. ·EKB · · 

· processing are sent together whereby the PC, the.- reproducing apparatus or the like . 

present cannot execute processing of EKB by a leaf key or node key owned by 

itself. Accordingly, the useable content key can be distributed to only the. valid 

... device safely without executing processes such as authenti~tion process. between 

the data transmit-receiv_e devices, the production of a session key, and the· process 

for encrypting a content key Kcon by the session key. 

Where the useable content key is desired to be distributed to PC,. a recording 

and reproducing unit also, an enabling key block (EKB) capable of being processed 
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is produced and distributed to thereby obtain a common content key. 

[Distribution Of Authentication Key Using Enabling Key Block (EKB) 

(Common Key System)] 

In the distribution of data used in the enabling key block (EKB) or a key 

. described above,.since an enabling key block (EKB) and a content or a content ·key . 

· · · ~ · which· are .. transferred ,betwe·en devices always maintain, the .same .. encryption :form, . 

· · · · there .js ·the possibility ·that. an invalid copy is ·produced due to ·the··so•called replay 

attack, .which steals and records '.a data transmission.channel and transfer .it later 

. . · .... · · . again. For . preYenting such.· an' attack as described, there i~. e.ffectiv..e means for: . 

execut:jng authentication Pl'.Ocess and key exchange pro.cesf:I similar :to -thos~ of prior-·., · ··. ·. 

·. ·. ·.··:;·; ' ... art: between data "transfer device.s.:No~; a description is·made.:ofthe . .constitution .in:.·. · ·. :. = '·:. 

: . . which an authentication key Kake used when the authentication process :and key·. 

· ' , · · '· ..... _:exchange process are. executed. is: distributed· to· a .device using the aforementioned · · ·,.;. ·· : ·. · 

· enabling·key block (EKB) whereby the authentication process i-n conformity with ·a.· 

common key system having a common authentication key as a safe private key is 

executed. That is;·this is an example in which encrypted message data by.·EKB is· . ·. 

used as an authentication key. 

FIG. 12 shows a mutual authentication method (ISO/IEC 9798-2) using a 

common key encryption system. While in FIG. 12, DES is used as the common key · 

encryption system, other systems may be used as long as they are the common key 

encryption system. In FIG. 12, first, B produces the random number Rb of 64 bits, 
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and Rb and ID (b ), which is own ID, are transmitted to A. A which receives them 

· newly produces the random number Ra of 64 bits, and data are encrypted using a 

key Kah in the CBC mode of DES in order to Ra, Rb and Re to transmit them to B. 

The key Kah is a key to be stored in a recording element as a private key common· 

to A and B. According to the encrypting processing by the key Kah using the CBC 

·. .· , ... ·. . mode of DES, for, .example., in-1he pro~essing using ,DES, an.· initiaLvalue, __ and Ra ·are.. . . . ,. 

subjected to exclusive OR; in ·the. DES encryption _part, the key Kah. is . used for 

encrypting to generate an encrypted text Eland ·contin~ously, the encrypted text El · 

:and Rb .are.subject~d.t0 exdusive OR; in the DES encryption part; a ·key J{ab is .. . . · .. 

-: : ·.- · . , · · used for encryp!ing,-. and: ·.encrypted' text E2· apd ID -(b) -are subj~.cted .-to exclu~ive. · 

' :.- ,:· · -··:;:· .... OR; and in.the DES encryption ·.part, a key Kab is .. used. for··encryptingfto--generate·. ·. 

• . -.. transmission data (Token-AB) by an encrypted text .E3 produced ... ; . - -. ·. . . . : ,. · . . : · 

. ~ .. . . . : .. ·· · ~ -B; -which· received the· above data, decrypts the. received· data ·by· ·a key· Kah . · .. · ·., 

· (a:othentication key) likewise stored in a reeording element as a· common ·private 

key. A decrypting method of received data, first, decrypts an encrypted text El by 

an-authentication key Kah to obtain.the random number Ra •. Next; an encrypted-text-. 

E2 is decrypted by an authentication key Kab, and-the result therefrom and El.are -

subjected to exclusive.OR to obtain Rb. Finally, an encrypted-text E3 is decrypted 

. . .by an authentication key Kab, and the result therefrom and E2 are subjected to 

exclusive OR to obtain ID (b ). Authentication is made if Ra and ID (b) out of Ra, 

Rb and ID (b) thus obtained are coincided with one transmitted by B. When passed 
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this authentication, B authenticates that A is valid. 

Next, B produces a session key (Kses) to be used after authentication 

(Producing method: To. use the random number). Then, Rb, Ra, Kses are encrypted . 

in that order using an authentication key Kab in the CBC mode of DES and are 

. returned to. A.. ·. 

, .. .:·· ·.. , A,. :which- receiYed the· above data, . .-.decrypts the:.received . data by: an··.'" ., ~·= 

··' · .. ·· ·.-,authentication key Kab. A decrypting· method of the received·data is similar·to··the ·· 

decrypting process of B, which is-therefore omitted in. its detail. ·Authentication is 

:,_ . "·· .. : . ·made· if Rb. and Ra out.9f ·Rb; ~a·-and·Kses, thus obtained.are coincided .. with .one 

·. ~ . :., .. · ·.transmitted by ·A •. :Wben ·passed:the .. authentication,-A·authenti_cates that.-B is, valid .... , · ··.< · :.<· 

.. ~ ...... r .. ·.=,After authentication of .mating p~rties each other, ·the session ·key Ks~s:is. used as; a· ..... ·~ =· • :·,. 

.. · .. 

common key. for secrete .co~munication after authentication; · . . . .·, . · . , : 

. Where· invalidity or.~.-uncoincidence is ·found .when the received -data;··are:, 

· · authenticated·, pro~sing is interrupted as a failure- of mutual authe~tication:. 

In the above-described authentication process, A and B co-own a common 

authentication :key ·Kab. The common authentication key Kab is distributed to a . 

. · device using the enabling block key (EKB). 

For example, in the example shown in FIG. 12, there may be employed·the 

constitution in which out of A or B, the other encrypts an authentication key Kab . 

· and an enabling key block (EKB) produced by producing a decodable enabling key 

block (EKB) to transmit it to the other, or the constitution in which a third party 

·.· ... ·· 
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produces an enabling key bock (EKB) that can be used by both devices A and B for 

the devices A and B to encrypt an authentication key Kab by the enabling key block 

(EKB) produced for the devices A, B to distribute it. 

FIGS. 13 and 14 show examples of the constitution in which an 

authentication key Kake common to a plurality, of devices is distributed by an-

.·" enabling .key block ·(EKB);. FIG~ 13 .shows an. example. in which ._a .. decodable .... · 

·.authentication·key Kake..is distributed to devices 0,.1, 2,-3,-and FIG., 14.shows an 
.example in which the·de:vice 3.out of the devices 0, 1,-2, 3 is revoked:to distribute a · · ·· 

.... '··> . ·· decodable· authentication key to.· only the devices·0,-1,.2;\ ... · .... · . ,. . · ,_:_; .. · ... 

· · · · ·-' · -- . · · In·the.-example:of.FIG~ 13;,.a node key K(t)OO,renewed using a ·node key:and· . ·.: . . :· 

<· ... ,:· ;:,: ·.- .. a·..leaf key in. the =devices·-0,~,1; 2,- :3 is produced· and. distributed;: .by produCing .-a. · · .. . :··,, 

. .decodable enabling. key block .(EKB), along with,.data:.(b) having.-an .authentication: . . , . 

· · ·'.·. ·· ,· · ·., key, Kaka decrypted .by. a .renewal -node key K(t)OO~ First,.·the respective. de:vices, as ... _ .. · . -

shown on the right side of FIG~ -13, processes (decrypts) EKB-to thereby obtain a 

renewed node key K(t)OO, and then decrypts an authentication key: Enc(K(t)OO, 

-· - Kake) encrypted using the obtained·node key K(t)OO to obtain,an authentication key·.- . · 

Kake. 

In other devices 4, 5, 6, 7 .~., even if the same enabling key block (EKB) is .. 

received, the node key K(t)OO renewed by processing EKB cannot be obtained, and 

therefore, an authentication key can be sent to only the valid device safely. 

On the other· hand, the example of FIG. 14 is an example in which as the 
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device is, for example, revoked by leak of a key, the device 3 in a group surrounded 

by the dotted frame of FIG. 3 produces a decodable enabling key block (EKB) with 

respect to the only members of the other group, that. is, the devices 0, · 1, 2 for 

distribution. Data having (a) an enabling key block (EKB) and (b) an authentication 

key (Kake) shown in FIG; 14 encrypted by the nodek~y (K(t)OO) are distributed. 

, . . On the right side;·, of FIG, .14,. the decrypting ·procedure is(.shown~ First; the .. · . 

devices 0, 1, 2 obtains an· enabling node key (K(t)OO) by decrypting process- using .. a .. _, ·, .... 

leaf key or· a node. key -owned by itself from the received enabling key block. N~xt, ". _ 

the devices obtain an.authentication.Key Kake by.decrypting made by:K(t)0.0.: . ' 

,:_: .. The devices 4,-5;-.6: . .,: .. in.-the· other gr~:mp .shown in FIG~ 3·.cannc;>t.obtain· a· : · i . 

·renewal node· key (K(t)OO) using: a leaf.key and a'node ·key: owne_d.by. its-elf ·even--if :- .. , 

· · ~-.. ., similar data (EKB) is received. Similarly, also in the device 3 revoked,..:the renewal. : .. 

.. .. , . :· · · , node. key (K(t)OO) cannot :be obtained· by .a leaf key and a n~de key o\ivned by itself, , ·.. . · .. 

and only the device having .a valid right is able to decrypt an authentication key -for 

use. 

If distribution of an authentication key making use .. of EKB is .used, only the. 

valid right holder is able to distribute a decodable authentication key· safely. with 

less data quantity. 

[Distribution of content key using a public key authentication and an 

enabling key block (EKB)] 

In the following, the distribution process of the content key using a public 
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key authentication and an enabling key block (EKB) will be described. First, a 

mutual authentication method using an elliptic curve encryption of 160-bit length, 

which is a public key encryption system, will be described with reference to FIG. 15. 

In FIG. 15, ECC is used as the public key encryption system, but any system may 

be used as long as it is a p'Qblic key. encryption system similar thereto. Further, ·the , 

..... key size need not.be 160.bits. InFIG.· 15, first, B.produces·the random.number Rb.···'' • > 

·· .... · of·64. bits to transmit it to A· .. A which ·received it newly·· produces the random ,,. ·.· · 

number Ra of 64 bits and the random number Ak sm·aller than the prime number. p. . . · .. · · 

And, a point Av;;:: A15·x G .. obtained by,making a base point.G, Ak.ti~_es is. obtained· :..: · ..... . 

: .. ·~ .· ..... : . to pro.duce an electronic signature·.A; ·Sig with respect th' Ra,. Rb;. Av "(X ·coordinate .. · · ... ; ·. 

• ·~'·. ·1·,··>·'. and Y coordinate),.which;is.returned:along with·a-pliblic:certificate ofA-to :B. ln.•Ra .. · _.., .··= 

· . · .-. and: Rb, X coordinate and Y coordinate. of 64 bits; Av are_respectively 160 bits, and.· 

...... ·· ... · .. ·therefore, an electronic·signature··with respect to 448 bitsin total .is-produced .. ·: ·.: .. :- .. ···. 

.·. . . ': B" which . received·. the· public key. certificate, Ra, Rb,· Av, . the· electronic 

signature A. Sig authenticates if Rb transmitted by A is coincided with one 

·produced by B. As a result, . when coincided, ·an electronic signature within the· 

public key certificate· of A is authenticated by a public key of ·an authentication. 

office to take out a public, key of A The electronic signature A. Sig is authenticated 

using a public key of A taken out . 

Next, B produces the random number Bk which is smaller than the prime 

number p. A point Bv = Bk x G obtained by making a base point G Bk times is 
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obtained to produce an electronic signature B. Sig with respect to Rb, Ra, Bv (X 

coordinate and Y coordinate), which is returned to A along with a public key 

certificate of B. 

A which received the public key certificate, Rb, Ra, Av, the electronic 

. signature B. Sig of B authenticates if Ra. transmi~ed by B is coincided with one . 

. . . .. . '· ·;:produced by A .. As· a result,. when coincided, an. electrnnic signature .within the· . 

. ·public key certificate.of B· is authenticated· by a public ·key ·of:an···authentication 

;0ffice to take out a public key of~.· The electronic signature .B. Sig i$· authenticated · · 

· .. , · · ·· .using a publi_c key of B taken out.. After the. authentication of .an ·electronic signature 

. ·. ":. ··. has been succeeded ;A authenticates.B to· be valid;,.-_ ·= :-.: '.:. . . ..... ·. : .... .. ..... . 
·· ..... . 

·. :(,, ,>_,. ... : .. · .-· Where·both .. ofthem·have,:succeeded forauthentica.tion,.B computes-Bkx·Av ... · ..... , .:'·; : . 

. · •. -:· 

... (Since Bk· is .the random :number, but Av is·: .the .point on. the :·elliptic :curve;· . 

scalar-times computation· at .the· pojnt on the oval· curve .. is .necessaty,),.and·, A··,_.; . 

· computes Ak x Bv, and· uses·the -lower 64 bits of the X coordinate of these points as. 

a session key for use for thereafter communication (where a common key 

' encryption is a common·key eBcryption of 64 bit key length). Of .course;:a session.­

key may be .produced from the Y coordinate, and ·the coordinate need not. be the 

lower 64 bits. In the secrete communication after mutual authentication, sometimes, 

the transmission data is not only encrypted by a session key but is also. applied with 

an electronic signature. 

Where in the authentication of an electronic signature or authentication of 
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the received data, invalidity or uncoincidence is found, processing is interrupted 

due to a failure of mutual authentication. 

FIG. 16 shows an example of distribution process of content keys using a 

· public key authentication and an enabling key block(EKB), First, the authentication 

.. process according to the public key system explained referring to FIG. 15 is 

. · ... ·;. : .. executed between.. a contenLprovider and .PC .. The content provider, .produces a· 

decodable EKB by :a ·reproducing ·apparatus which is. a content ··key distribution ., 

destination, a node ·key. and a leaf· key owned by· a- .recording medium to· encrypt a · 

...• , content .key. E(Kcon) which execute4 encryption by a Fenewal. node key.: and an . · · 

. '. · enabling key block. (EKB) by a session key Kses. produce~, by . the ~uthentication. . · 

. " 

· .. process·.between.-PCs;'which"is transmitted:. to PC._.· ·· · ... · :·· .. ;. :·.,. ·.:. '-:."· ... ;.:· . ·:; .. : · .: .: ; ~ :··· : ... :: 

PC . decrypts · [a content . key · E (Kcon).. which executed encryption by a . 

·.renewal: node ·key and ·an enabling. key block (EKB)l encrypted by ·a .session key., . ·.· · .. · 

· · and thereafter transmits·itto a reproducing apparatus and a recording medium.- · 

The reproducing apparatus and the reco.rding medium decrypt [a content key 

· E (Kcon) which executed .. encryption by a renewal node key and an enabling·key 

. · · block (EKB)] to, thereby .obtain a content key Kcon. · . .. 

According to the above· constitution, since [a content key E (Kcon) which 

executed an encryption by a renewal node key and an enabling key block (EKB)J 

are transmitted under the condition of the authentication between a content provider 

and PC, for example, even in the case where a node key is leaked, positive data 
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transmission to a mating party is enabled. 

[Distribution of a program code by using an enabling key block (EKB)] 

While in the above-described example, a description has been· made of a 

method for encrypting a . content key, an authentication key or the like using an 

enabling key block (EKB) to dist~ibute it, the constitution in which various progrm:n: 

codes are distributed using· an. enabling key block. (EKB)..may, be ·employe4~ That is,, , ... .. . 

. this is an example· in. which encrypted message data by EKB is. used as a program · · · · ·, · ·· 

· code. This constitution will be described hereinafter.· . 

. . . ·.. FIG. 17. -shows .an·. example in .. which a ,program code is encrypted,_ for-· .. 

· ... : .. · ·. . ·. '·. example;. by .. a· ren,ewal: no~e -key .-of.. an enabling. key block . (EKa.) -to .transmit. ;it ·. .. : · · . 

. between devices. A device. 1701 transmits. an enabling· key block (EKB)tharcan be· .. ", · : . .-:· ... 

· · ·decrypted by a· node key and .. a leaf key .. of ·a device-. 1702 and a program, code :. . . . 

. ··subje!Zted to d.ecryp~ing·.by·a renewal node key contai~ed:in.the·enabling .. key block,: ··. 

(EKB) to a devicel 702. The device 1702 processes the· received. £KB. to obtain a · 

renewal node key, and further executes decrypting of a program code by a renewal 

. node key obtained to obtain a program code. · . . 

In the .example shown in FIG. 17, further, processing by the program code. 

obtained in the device 1702 is executed to return the result to the device 1701, and 

the device 1701 further continues processing on the basis of the result. 

As described above, the enabling key block (EKB) and the program code 

subjected to decrypting processing by the renewal node key contained in the 
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enabling key block (EKB) are distributed whereby a program code capable of being 

decrypted in a specific device cart be distributed to the specific device or the group 

shown in FIG. 3. 

[Constitution "for causing ICV: Integrity Check Value to· correspond to a 

, '·. transmission content] . 

. ,._ , '·' ,. , ... Next, a d~scription ~ill be· made ·of the. processing constitution .in .which for. 

. . ,·preventing falsification of a content, the integrity .. checkva,ue· (ICV).is.pro~uced to 

correspond to the content, and the presence or absence of the falsification :of the 

content is. judged .by computing ICV~. ...: ... , .. ~ , .. .. '":. 

· ··.:-. ....... . .. -.The. integrity:. check value ... (ICV) is, for-example, ·computed using a-:hash· : · .· . 

: · ..., '.; · · .. , '·functiOn with. respect to the·. content,· and· is coniputed~;by · 1cv:· =hash. (KicV ,. Cl;-··.·.· . ;: .. . 

C2, ... ).Kiev is an.ICVproducing key. Cl, C2 are information· . .of.a.content, and a; .. 

· · · :· · . · · · message authentication: ·code .. (MAC)·. of· important inf~umation. ·of. the, content· is>··· 

used." 

FIG. 18 shows a MAC value producing example using the DES encryption 

processing constitution. As shown in the constitution of FIG. 18, a message to be an 

object is.divided into 8-bit units (hereinafter, the divided messages are Ml, M2, .. ;·. 

MN). First, the initial value (hereinafter, IV) and Ml are subjected to exclusive OR .. 

(result of which is 11). Next, 11 is put into a DES encryption part to carry out 

encrypting using a key (hereinafter, Kl) (an output is El). Continuously, El ·and 

M2 are subjected to exclusive OR, output I2 of which is put into the DES 
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encryption part , and is encrypted using the key 1 (an output E2). Thereafter, this 

procedure is repeated, and the encrypting processing applied to all the messages. 

The last EN is a message authentication code (MAC). 

The hash function· is applied to the MAC value of the content and the ICV 

producing key to produce the integrity check value .(ICV) of. the content. ICV 

.· produced ·when .a·,.content .is. produced for which the. fact·-that no falsificatio_n js. ·, 

.. · , present is ·assured. is· compared with ICV produced on:the basis of a new content~· If. 

the same ICV is obtained, the fact.that the·content.is not falsified is.assured, and if. .: 

. . . 

. ,, ICV is different, judgment that falsification is present is made. ·. · . ·; . . . ,, . 

. . ... . [ConstitutiOn fo:rdistributing· a producing key Kiev. of:the:cbeckyalue· (ICV) .. ~ · : · .. · . 

byEKB] .... :·. \.• . ·.· . ··-.' . ·.· ... · ........ : . . . .· . ... 
•, • • •'"'•·,.I 

... . . Next, the constitution_in which-.Kiec which is an integrity check value (ICV):. .. . · 

· , .': , : ·producing key of a··content is sent ·by. the enabling.key ·block will be· described .. That, 

is, this is an example in which encrypted message ·data ·by EKB is an integrity check 

value (ICV) producing key of a content. 

. FIG. 19 and FIG. 20 show an example in·which where contents common.to a 

· · plurality· of devices are sent, an integrity check value producing key Kiev for · ·. 

· authenticating the presence or absence of falsification of these contents is 

distributed by the enabling key block (EKB). FIG. 19 shows an example in which a. 

decodable integrity check value producing key Kiev is distributed to devices 0, 1, 2, 

3, and FIG. 20 shows an example in which the device 3 out of the devices 0, 1, 2, 3 
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is· revoked, and a decodable integrity check value producing key Kiev is distributed 

to only the·devices 0, 1, 2. 

In the example of FIG. 19, a node key K.(t)OO renewed using a node key and 

a leaf key owned by the devices 0, 1, 2, 3 along with data (b) having a check value 

producing key Kiev encrypted by a renewal node key K(t)OO are distributed by 

, .. .. .. . producing a decodable· enabling;.key .block. (EKB) .. As shown. on the .. right side .iu. , ... 

. . ..... 

· ''. ··FIG ... 19,. the respective. devices first·process (decrypts} EKB to thereby. obtain a · .. :• · · 

node key K(t)OO renewed, and subsequently decrypt.a.check value.producing·key·:· .. 

Enc(K(t)OO, Kiev) ·encrypted using .the ,obtained node ·key K(t)OO ~o .obtain a check · , .. , . 

vain€? producing key· Kiev. , ': ~. · :··· .... · : . • : ~ • ' a • .... • •, ~ • ... · .. : 

Since other devices 4, · 5, .6, -7 ... cannot obtain a node. key- K(t)OO renewed by . . ·:.: , . 

processing EKB by a node .. key and a leaf key :owned by: its.elf eyen if the ,same· ·. · · . 

. " · . ·.·· .. enabling key block (EKB)"is received, the· check value ·producing 0kex can .be sent to .. ·.. . . · . 

only valid device·.safel;y. 

On the other hand, the example of FIG. 20 is an example in which as the 

device is, for example; revoked by leak, of a key, in a greup· surrounded by .the 

dotted frame of FIG. 3. produces a decodable ·enabling key block (E~) with· 

respect to the only members" of the other group, that is, the devices: 0, 1, · 2 for 

distribution. Data having (a) an enabling key block (EKB) and·(b) a· check value 

producing key (Kiev) shown in FIG. 20 encrypted by the node. key (K(t)OO) are 

distributed. 
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On the right side of FIG. 20, the decrypting procedure is shown. First, the 

devices 0, 1, 2 obtain a renewal node key (K(t)OO) by decrypting process using a 

leaf key or a node key owned by itself from the received enabling key block. Next, 

the devices obtain a check value producing key Kiev by decrypting made by K(t)OO. 

The devices .4, 5, · 6· .... in the other group shown in FIG. 3 cannot obtain a 

·: . .. :.·renewal node key (K(t)OO) using a· leaf key and-.a-.node .key·. owned by,.itsel_f even. if 

.. similar data (EKB).is received. Similarly, also in the device.3 revoked,. the.renewal : . 

node key (K(t)OO) .cannot. be obtained by a leaf key and a n9de key .owned by itself, 

~and only.the device having a.valid. right is able to decrypt an authentication.key for ..... · 

. use. 

• ~ :• ·• "'. t' •• · ".I ~·· • •' • If.distribution of.:a· check ·\:'~Ue .reproducing key making use .of EKB is .used, .. :: . ·. ·. ·.: 

. ·. · ·· only the. valid right hold~r is abl~ to distribute a decodable ·che.ck. value producing . · 

-.,. .-· ... keysafely.withJessd.ata:quantity:;._ · · ·..... . ::· · ... , ...... ;· ...... '. ·· ~·· 

By using the integrity check value (ICV) of contents as described above, it-is 

possible to eliminate invalid copies of EKB and encrypted contents. It is supposed 

that for example, as:shown in·FIGS;-21A and 21B, there is·a-medium 1 in which a 

· · content Cl and a content C2 are stored along with· an enabling key block .(EKB) 

capable of obtaining content keys, which is copied to a mediu~ 2 without : 

modification. It is possible to copy EKB and encrypted contents, which· can be used 

in a device capable of decrypting EKB. 

There is provided a constitution in which as shown in FIG. 21B, integrity 



-. 

53 

check values (ICV (Cl, C2)) are stored corresponding to contents properly stored in 

the respective media. The (ICV (Cl, C2)) shows ICV =hash (Kiev, Cl, C2) which 

is an integrity check value of contents computed using the hash function in the 

content Cl and the content C2. In the constitution of FIG. 21B, a content 1 and a 

-content 2 are pr~perly stored in the medium 1, and integrity check_values (ICV (Cl, 

__ . , _ ... C2)) produced on the.basi~ of the -content Cl and the .content. C2.are •Stored~.Further, ·· - : ., --

a content lis properly stored.in·the .medium 2, and an integrity check-values (ICV. . · 

- (Cl) )-produced o~ the- basis of the content Cl is stored therein. In this constitution, :-... 

. .... . Assume ·that ·(EKB,. co~tent 2). stored in the -.medium -lis copi~d ·.to the·,medium,.2, 

when in the medium 2, a content check value is newly produced,- ICV (Cl; -C2)-are · -

::-; ·., :.-· . · · to_ be· produced;: so ·that :it- becomes obvious that different ·from .Kiev: (Cl) stored in .._,_.·. - . 

, , -th:e medium; falsifying .of contents and storing of _new. contents due t9 the Jnvalid - . 

. copy are executed~ In the device for reproducing ·media,. ICV checking· is· executed-.. 

. ·in the step previous to-the reprodueing· step,- and judgmen~ is-made of coincidence 

between the produced ICV and the stored ICV, if not coincident, the constitution in 

_ ·.. which. reproducing is not executed is· .provided ·to enable prevention of reproducing 

contents copied inv~idly .. 

Furthermore, there can be provided the constitution in which for enhancing · 

safety, the integrity check value (ICV) of contents is_ rewritten to produce them on 

the basis of data including a counter. That is, this constitution ·is to make 

computation by ICV = hash (Kiev, counter + 1, Cl, C2, ... ). Here, a counter 
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(counter + 1) is set as a value in which one increment is made every rewriting. It is 

necessary to have a constitution in which a counter value is stored in a secure 

memory. 

Further, in the constitution· in which the integrity check value (ICV) of 

contents is cannot be st<;>red in the same medium as contents, the integrity check. 

_., ;,:.· . .._,value (ICV) of contents.is·stored in-a separate medium .. · ......... = .· .. -- · ·. · ·: •. ·. ,_,_, ·. · .. · • ·· · 

-. .· · · -. _For example·, where contents are stored .in- media. which take no measures to · _._ .. ·· ' · · · 

-p:revent copies such as a read ·only memory or normal MO, there.- is: the possibility ·. 

:. ,_; _ .. that when the integrity check value·(ICV).is stored:in the same.m~dium;·rewriti~g.: 1 

.- ·: ·. . . .of .the ICV is done .by anjnvalid:.u~er, failing to maintain the safety- .of ICV: In. such-:·· : .- ..... · 

' "·: . · : · . ·. a case; there can be· .,provided the.- .Constitution -.in. which· ICV is .stor.ed :in- a=· safety .= · . :-. · :- ·,-; . 

·· medium on a hqst.machine, and ICV-is used for copy control (for example~ check~in · 

' /.check-out, move), to- thereby ·enable safe management of ICV =.and checking ·of. '' . 

falsification of contents. , ..... 

The above constitution is shown in FIG. 22. In FIG. 22, contents are stored 

, ' .. in a medium 2201 ·which takes· no measures for preventing copying such as read 

only media or nonnal MO, and the integrity check values (ICV) in connection with 

these- contents are stored in a safe media 2202 on a host machine to which a user is _ 

not. allowed to get access to prevent invalid rewriting of the integrity check value 

(ICV) by a user. If, as such a constitution as described above, for example, 

employment is made of a constitution in which when a device on which a media 
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2201 is mounted exerutes reproducing of the media 2201, a PC or a server which is 

a host machine executes checking of ICV to judge the propriety of reproducing, 

reproducing of invalid copy contents or falsified contents can be prevented. 

[Category classification of a hierarchical tree structure] 

... A description has been made of the constitution in which an encrypted key .is · 

.. constituted· as a.hierarchical tree structure shown.in, FIG .. 3-such as a root.key,.a ... 

·.·node key, a· leaf· key, .etc.; and a content key, . .an authentication· key,. an ICV 

··producing key or a. progra~ code, ·.data or the like·-are ·encrypted along. with an · 

. . .. ·en~bling.key block.and distributed, but a descripti~n will .be ·!Dade. hereinafter. of the. 

·' .. ·., -·constitution in which a hierarchical tree structure. which defines a.node key or ;the 

>;_ • • •. :. ··like is··classified every. category. of devices to- execute efficient key ren~wing :process, · . .- . .-.:·· ... · : 

. . ., encrypted key distribution,.and data distribution. : ' · ·.. · .. .: : .;· _ .. · .. ' ' . ·. ·.. . .. · . 

· ·<:·.-; ·· . · ·.. ·. FIG .. 23 shows .one:example of classificatiOn of category, of a hierarchicaL 

tree structure. In FIG. 23, a root key Kroot 2301 is set on the uppermost stage of the .- · 

hierarchical tree structure, a node key 2302 is set in the intermediate stage, and a 

leaf key 2303 is set in the lowest stage.-Each device holds individual leaf .keys; ancl ·. · 

-a series of node keys from a leaf key·to a root key; and a-root.key. 

Here, as one example, nodes from the-uppermost stage. to the M:stage is set. . . 

·as a category node-2304. That is,_.each of nodes on the M stage is set as a.device 

setting node of a specific category .. Nodes and leaves lower than the M+l stage are . 

taken as nodes and leaves in connection with devices contained in the category 
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thereof with one node in the M stage as a top. 

For example, a category [Memory stick (trademark)] is set to one node 2305 

in the M stage of FIG. 23, and nodes and leaves provided lower than the node 2305 

are set as category-exclusive use nodes or leaves containing various devices using 

the memory stick .. That is,. those below the node 2305 are defined as the gathering . 

. , ... ·. .. . of nodes and leaves associated with device defined in the -category .. of.·the.memory · 

stick. "\ .. : . . ·;.· ... '··. 

Further;· a stage.at-a leyel below several stages from the M stage can be ~et as·.·. 

·. -;. a sub-category node ·2306. For example,. a node .of [Reproducing· exclusiv.e ... use unit]:· . 

. · .... : . is set as· a .sub•category: node. contained. in the category of' the. device .. using . the. : · .. 

· ··. :._, .. :·:.memory. stick in.-a . .node-two:st~ges··below .a category:[memory stick].node· 2305. as··:-.:·· ... · ·:· . 

. shown in the". figure. Further, a· node 2307of a telephone with a music reproducing· . 

·.: · · · .·function·. contained in.the:category.·of the reproducing exclusive-use.unit below the ;:- · 

node 2306 of the reproduei:ng exclusive-use unit· as a. sub-category .. node,~ -~nd a 

[PHS] node 2308 and a [Portable telephone] node 2309 contained in the category of 

·the-telephone with a music-reproducing·function-can be.set therebelow. · 

Further, -the category. and sub-categories can be set not only ·at the kind of 

devices, but also at nodes managed independently, for example, makers, a content 

provider, a settlement organization. or the like, that is, at suitable units such as. 

processing unit, jurisdiction unit, or service providing unit (these will be generally 

called entity). For example, if one category node is set as a game machine XYZ 
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exclusive-use top node sold by game machine makers, a node key and a leaf key in 

the lower stage below the top node can be stored in the game machine XYZ sold by 

makers for sales,. after which distribution of encrypted contents, or distribution of 

various keys, and renewal processing are distributed producing an enabling key · 

block (EKB) constituted·.by .node keys and leaf keys below the top node ·key, and. 

. . . :. · ... · . data that can be. utilized .. merely.. ·for. the· devices. below .. the . top ·.node can., be·. , 

distributed. 

· . The constitution can be· provided in which the node below one ·node .as a :top., · .. · 

isi set as. an associate~ node of the category or :sub~categories-.,defin~d;-.·whereby :.· ... :: ... ~ 

.·. . . ·. · makers, a content provider or the controlling one topj1ode .in. the category stage or ··. ·., : : .. < . · . 

.-~.~ -":;· , · ... : ., sub-category stage.i~dependently.p1oduces anenabling,k~y:block ~it:~J::the,node.:a~ a: .. :· : .: .-:· ,, 

· . · · · . . . .: top to distribute. it to. the devices· belonging to those. below the -.top node, and· key · . · ··. · · .. 

· ·. :·, .renewing~ ·be exe.cuted:without·affecting at all.on th~. devfoes hel_onging··to· the : .·,. · : : ·: 

···nodes of other categories not belonging-to the top node. 

[Key distributing constitution by simplified EKB (1 )] 

. . 

For example, in the tree structure of FIG. 3 described previously j where for . 

· example, a content key is addressed to a predetermined device Qeaf),. a decodable 

enabling key block (EKB) is-produced and provided using a leaf key and a node key 

owned by a key distributing device. For example, in.a tree structure shown in FIG. 

24A, where a key, for example, a content key is transmitted to devices a, g, j 

constituting a leaf, a decodable enabling key block (EKB) is produced in the nodes 

.. · . . · . 
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a, g, j and distributed. 

It is contemplated that for example, a content key K(t)con is subjected to 

· encrypting processing by a- renewal root key K(t)root to distribute it along with 

EKB. In this case,· the devices a, g, j execute processing of EKB using a leaf key 

and a node key· shown in FIG. 24B to obtain K(t)root, and execute .decrypting 

,. · ._·.process of .a content key K(t)con by .. the· ·obtained renewal root key ·K(t)root to 

... :. 

obtain a content key .. .·: . . : . : _..· ~ 

The constitution of the· enabling key block (ERK) provided in .this case· is as·. · 

· :shownj:Q FIG. 25.·The .enabling.key block (ERK) .shown ·in FIG. 25 is constitute~-i~. 

. :. accordance with ,the format .of.the-. enabling. ~ey .: block .(EKB) explained· previously .... · 

. .. , . 

. _ ... ;.": ... ·:.:. __ ... ··' with.refereii.ce,te :FJ9~·-~;.has,a:·.t~g-eorresponding fo:data:(encrypted -~ey) .. The tag:i~· · .... , : . .-: ,_ . 

. , .. 0, if data is present in- .the directions of left (L) and right (R);· and- is·.1 if not, .. as 

··:..-·: · ·,previously explained wjth::reference to FIGS. 7A to·7C. ·.-· · .·:·, ... • ... ... :: ·. · ... '. · .•.. 

. · The· device which received the enabling key block (EKB) · sequentially 

executes decrypting process of encrypted keys on the basis of an encrypted key of 

·the enabling key block (EKB) and.the tag to obtain a renewal key of an· upper-node. 

As shown in FIG~- 25, in the enabling key block (EKB), the more "the number of· 

. stages (depth) from a-r<?ot to a leaf, the quantity of depths increases. The:number of 

.stages (depth) increases according to the number of devices (leaf), and where there 

are many numbers of devices to be a distributing destination of keys, the data 

quantity of EKB further increases. 
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The constitution in which the reduction of data quantity of the enabling key 

block (EKB) as described is enabled will be described below. FIGS. 26A and 26B 

show an example in which the enabling key block (EKB) is simplified according to 

the key distribution device. 

It is assumed that similarly to.FIG. 25, a key, for example~ a content key is 

.· .... •· .. ·. ·.transmitted to. devices .. a;- ·g, j. constituting a leaf. ·As, shown in.,.FIG. ·26A, .a tree ,~·:-.·. 

constituted merely by·-a key distributing device is constructed. In this case, a tree· · .. · 

·constitution of FIG. 26B is constructed as a new tree-.constitution bttsed on the .. 

constitution shown in :FIG. 24B;:No branch is. present-from Kroot--to. Kj.,: but only· 

. · -~ '.· . one branch· will, suffice~ and·, from:K root to Ka-and Kg,.a.tree:of-.FIG.··26A .. having. '-. 

·. ·." = · · ::: . · .a 2-branch constitution is. constructed merely by coristintting,:a branch-point. at KO . .-·· .:, . · · · · 

As shown in ~~G .. 26A,.·· a- simplified .. tree having only KO as , a . node . is . · . 

· produced. The enabling key. block (EKB) for ... ·the :-renewal- key··dist;ribution-. is· .... 

· produced on the basis of these simplified trees. The tree shown in· FIG .. 26 (a) is.a 

re-constructed hierarchical tree re-constructed by selecting a pass constituting a 

· ·. 2-branch type·. tree with a decodable:terminal node or .leaf as .the lowest stage to 

omit unnecessary nodes. The enabling key block (EKB}for distributing a.renewal -

· key is constituted on the basis of only the key corresponding to a node or a leaf of 

the re-constructed hierarchical tree. 

The enabling key block (EKR) described previously with reference to FIG. 

25 stores data having all keys from leaf a, g, j to Kroot, but the simplified EKB 

. .. ~ 
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stores encrypted data with respect to only the nodes constituting the simplified tree. 

As shown in FIG. 26B, the tag has a 3-bit constitution. A first bit and a second bit 

have meaning similar to that of the example of FIG. 25, in which if data are present · 

in the directions of left (L) and right (R), it indicates 0, and if not, i. A third bit is a 

bit for indicating· that whether, or not an encrypted key is contained in EKB, and· .if 

· .. data is stored, l appears., ·and 4f..not, 0 appears. . ... " .·· .. · ........ · · ·, · · ..... · ..... ·. . .. .,. · . 

· ·, · . An enabling key .block. (EKB) provided for a device· (leat) ·stored ·in a data··. 

communication ·network or· a· memory medium "is. considerably·reduced in··data·. 

,.. ... . . quantity as.shown in ·FIG. 26B;·.as.comp~ed·with:the constitution shown in FIG~ 25., ..... 

~ < · · .... ··.-~ch deice which .received the enabling key block (EKB) sho.wn in.- FIGS; 26A and·" .. ·=' '. · 

.·:;-. . ":' ::, · .. 26B sequentially decrypts·:only; data; in a·-portion where 1.is-.stored in,the,.third. ~it. of : . ·~ .· :·, .: ' 

. . .. · .: the tag to enable realization of decrypting of a· predetermined; encrypted key,, For. . · ·. ; . 

· example~ the device··a decrypt·Enc(Ka, K(t)O) by a-leaf key Ka.to obtain=a.node·key " .. : . · 

K(t)O, and decrypts encrypted data Enc(K(t)O, K(t)root)' by·.a node key ~(t)O to 

obtain K(t)root. The device j decrypts encrypted data Enc(Kj, K(t)root) by a leaf 

key Kj to obtain K(t)root. 

The enabling key. block {EKB) is produced using only the keys of leaf and 

· node which constructs a simplified new tree constitution constituted merely by. the 

device of the distributing destination to constitute a constructed tree to thereby 

enable producing an enabling key block (EKR) with less data quantity, and the data 

distribution of the enabling key block (EKB) can be executed efficiently. 
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[Key distributing constitution by simplified EKB (2)] 

The constitution will be described in which the enabling key block (EKB) 

produced on the basis of the simplified tree shown in ·FIGS. 26A and 26B are 

further simplified to enable reduction of data quantity and efficient processing. · 

The constitution described with reference to FIGS. 26A and 26B · is. the 

,,re-constructed hierarchical tree. reconstructed by- selecting· a pass constituting a ·. . . . · 

2-branch type tree with the decodable terminal node or leaf as the lowermost.stage 

to . omit unnecessary . nodes; The. enabling key , block (EKB) for. distribitting· a 

renewal .key is constituted on,the basis of only the·key corresponding to a node.or a · · .. 

:·; . • · . ·Jeaf of the re-constrUcted hierarchical tree .. , ·. , · .. · . . . · · ·, .· ; ·. . · -, ·. · · ·. ·. . . 

·; ·.-. '·· . : ....... ;::~ . . The·: re-constructed· hierarchical.tree shown. m··:· FIG~·· .26A···.distributes: the• .. ·· 

; ·. : enabling key block (EKB) shown in FIG. 26B to enable .obtaining the. renewal root . 

·· ·· .. · .. ·.·· .. ·key Kroot in the· leaf. a;:·g;'.j. In processing-the enabling ·key block.. (EKB)'of Fl(l · ·· 

26B , the· leaf j is possible to obtain the root key ((T)root by one time decrypting · · 

process of Enc(Kj, K(t)root). However, the leaf a, g obtain K(t)O by decrypting of 

Enc(Kg, K(t)O), and thereafter .further executes decrypting process of Enc(K(t)O, · 

· .. K(t)root) to obtain a roc;>t key.K(t)root! That is, the leaf a, g are necessary to execute·· . 

decrypting process twice. · 

In the reconstructed re-constructed hierarchical tree of FIGS. 26A and 26B, · 

where the node KO executes its own control as a control node of lower leaf a, g, for 

example, where executes control of lower leaf as a sub-root node described later, it 

. :· 
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is effective in a sense of confirming that the leaf a, g obtain a renewal key, but, 

where the encode KO does not carry out control of the lower leaf, or where even if 

the control is carried out, distribution of a renewal key from the upper node is 

allowed, the re-constructed hierarchical tree shown in FIG. 26A niay be further 

. simplified to omit the key of node KO to produce the enabling-key block (EKB) for 

distribution. _ -·- :. . , :. ·.. . , . ... .. . . . . . "· . ·'" ... , . · 

FIGS .. 27A and·27B show the. constitution of the enabling-.key-block (EKB) 

.-as described above. It is assumed. similarly to FIGS. 26A and 26B that a key, for 

: · .-. ; example,. a content key, is. transmit~ed. to the devices· a,:· g, j constituting a leaL .As : .. 

shown-.in FIG. 27A,.a tree is constructed in which-.-a-.root Kroot.and.leaf,a, g; j are: 

. ·.· ·· .. :· ·'.connected directly~ .. ·>,. · .·· · · · · .-, ·>. · ....... ; : · .: . -. ... 

As shown in FIG. 27A,·a:simplified tree having a.node KO:omitted.from.:the ... 

: ·:. ·. ·: ·.··.'.re-constructed· hierarchical ~ree ·shown in FIG. 26A is ·produced. The. enabl~ng. ·key 

block. (EKB) for distributing a renewal key· is·. prodt1ced on. the -basis ·.of ·these 

simplified trees. The tree shown in FIG. 27A is a re-constructed hierarchical tree 

· .. re-constructed merely by a pass. for directly connecting a decodable leaf and a root, 

· The enabling key block (EKB) for distributing a renewal key is constitut~d on the 

basis of a key corresponding to a leaf of the re-constructed hierarchical tree. 

Although the example of FIG. 27A is an example of the constitution in which 

a terminal is a leaf, it is possible, in a case of distributing keys to the uppermost 

node or a plurality of middle and lower nodes, to produce the enabling key block 
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(EKB) on the basis of the simplified tree in which the uppermost node and the 

middle and lower nodes are directly connected to execute key distribution. As 

described above, the re-constructed hierarchical tree has a constitution in which a 

top node constituting the simplified tree, a terminal node or leaf constituting the 

simplified tree are directly .con~ected. In the simplified tree, -it is possible to 

constitute it as a tree having not only two branches.· from the top .. node .b:ut .. a· 

"multi-branch not less. than· three· according ·to the number of distribution nodes or, ·· , · \ · · · · · 

leaves . 

.. · . .. . . ., . The enabling. key. bl9ck (EKB) described previously ;with reference to FlG,;: · , · .. 

· 25 .has the constitution in which data having all keys from each ·leaf. a, g;. j to Kroot·.· 

encrypted are stored,. and the enabling key block·(El93),stores 'KQ,~.a ·oommon·,. 

·node of leaf keys· a,.·g of. leaf a, ·g,· j, and a root key, but .the.,enabli~g key.-block-. 

· . , ·(EKB) based on·the ·simplified ·hierarchical tree shown in: FIG ... 27A omits· a ,key· of·· 

node KO; and therefore, the ·enabling key ·block (EKB} with less data. quantity is 

obtained, as shown in FIG. 27B. 

The enabling key block (EKB) shown in FIG. 27B has ·a tag of. 3. bits 

similarly to th~ enabling key block (EKB) sho\vn in FIG. 26B. In a first and a 

second bits, if data. are 'present· in the directions of left: (L) and right (R), it indicates 

0, .and if not, 1. A third bit is a bit for indicating whether or. not an encrypted key is 

stored within EKB, and where data is stored, 1 appears, and if not, 0 appears. 

In the enabling key block (EKB) of FIG. 27:S, each leaf a, g, j is possible to 

... ·:· ... 

. f 
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obtain a root key K(t)root by one-time decrypting process of Enc(Ka, K(t)root), or 

Enc(Kg, K(t)root) Enc(Kj, K(t)root). 

The enabling key block (EKB) produced on the basis of the tree having the 

constitution in which the uppermost node of the simplified re-constructed 

hierarchical tree, . th~ terminal node constituting a tree. or a leaf are directly· 

· .. connected·is constituted on.the basis. of only the.key corresponding to· the top node; .. 

and-the 'terminal -node .or the leaf of the re-constructed·· hierarchical ·.tree .. _ : . · · · 

A simplified new tree constitution constituted· merely by a. device of : 

..... 

·.·. · piStributing destination, and the, enabling.key block -(EKB))s produced. using·only. · · ..... · · 

.- ... · · ·:the· leaf constituting: the -constructed tre~ or only· the· key of node·co~mon. to a ieaf,·. · -· · ' . 

.. · ... ;·, .·.'. •· · .. as.in the ·enabling'.: key· ·block (EKB) described: with: referertceto: FIGS~; 26A·;and ·26B· ' ·. . 

·.. · .. , .. or FIGS .. 27A and 27B; to.thereby make i~ possible to produce ,the enabling.key 

· ··: ·. · · 'block (EKB) with.Jess-data quantity and to··effectively execute data distribution of.: 

the enabling key block (EKB). . . · . · · · 

The simplified hierarchical tree constitution can be utilized effectively 

-particularly in the EKB. control constitution in entity unit described later. The entity-·. 

-is a gathering block of a plura-lity of nodes or leaf selected from a node or a.leaf · 

constituting a tree constitution as a key distribution constitution. The entity is set as 

the gathering set according to the kind of devices, or set as the gathering of· a 

variety of forms such as a processing unit, a control unit, or a- service providing unit 

having a common point such as control units of a device providing maker, a content 
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provider, a settlement organization or the like. Devices classified into categories are 

gathered in a single entity. For example, a simplified tree similar to that described 

above is re-constructed by top node (sub-roots) of a plurality of entities to produce 

EKB to thereby make it possible to produce and distribute the decodable simplified 

enabling key bloC?k (EKB) in the device belonging to the ·selected ~ntity~ The control 

.. , ··.,_ , . constitution of the.entity unit will l>e described in detail .later.' ..... -'·" ·, '·. ·: .,.·. ··· ... -.-

. Such an enabling key ·block {EKB) as described above.· can -be. constituted· to· .. - ._ . 

be stored in information recording medium such as·an <;>ptical disk, DVD·or the like .. 

- for example, -there can ;J>e provided the .constitution.·in~ -which: an information. 

. . ~ ·. · :r:ecording medium, :in:which message. data such as·. c-ontents· encr:ypted·.JlY· a. renewal ~ .. · . 

:.- . node key is stored -in·the::.enabling key bock (EKB) containing data. part.-constituted· . ·. · · . . . 

. .·. by the aforementioned encrypted :key data and .a tag part as position-.discrimination . · '. · 

·:,• .. · . 
. i. : date in the. hierarchical :tree. structure of .encrypted. key data~ "is· ·provided ·for each· '. ... 

device. The device sequentially extracts and decrypts encrypted key data contained 

in the enabling key block (EKB) in accordance with the discrimination data of the . 

·tag part. Of cours~, there. can: be employed the ·constitution. in which the enabling 

·key block (EKB) is distributed through a network such as an internet. 

-[EKB control constitution of entity unit] 

Next, a description will be made of.the constitution in which a node or a leaf. 

constituting a tree constitution as a key distribution constitution is controlled by a 

block as the gathering of a plurality of nodes or leaves. The block as the gathering 
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of a plurality of nodes or leaves will be hereinafter called an entity. The entity is set 

as the gathering set according to the kind of devices or as the gathering of various 

forms such as a processing unit, a jurisdiction unit or a service providing unit 

having a common point such as device providing makers, a content provider or a 

settlement organization~.· 

The entity will be described with reference to FIGS •. 28A to 28C .. FIG.· 28A is:' : . · ,,, 

·a:· view .for explaining the control constitution in entity. unit of a tree. One entity is . , · · · · ' · · · · 

shown as a triangle. in the figure, for example, a plrirality of nodes are contained in= · · · 

. .1 ... entity . 2701. ·FIG .. 28B ."shows. the- no.de . constitution within the· 1 entity. The L . • • ,_. I • ~ 

.. 
0

: . • • • :·. ·entity. is constituted ·by a: plurality. of 2-branch type trees. as ·one· node .as a top. ·Tl!e·< _. -: . 

, · ·.-.: ....•. =:· .. top.node 2702.oftheentity:will be· hereinafter called a·sub-root. .·: · .... ,, ·V: .. ·· . ._ _, ......... , ..... :· .. · 

.. · . ,The terminal of the tree is.-constituted .by -a leaf as shown in· FIG~ 28C, that. is, ::. · 

·: ·. . ·a;,device. The deviee belongs to· any··entity- constituted by a tree· with a plurality· of~.· 

device as a leaf and having ~·top node. 2702 which· is a sub-root· . · · · · · 

As will be understood from FIG. 28A, the entity has a hierarchical structure. 

· . This hierarchical.structure will be described with reference to FIGS.-.29A to 29C. 

FIG. 29A is a view for explaining the hierarchical structure in a. simplified 

form. Entities AOl to Ann are constituted in the stage several stages below Kroot, 

entities BOl to Bnk are set below the entities Al to An, and entities Cl to Cnq are 

set thereunder. Each entity has a tree shape constituted by plural stages of nodes 

and leaves, as shown in FIGS. 29B and 29C. 
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For example, the constitution of the entity Bnk has a plurality of nodes to a 

terminal node 2812 with a sub-root 2811 as a top node. This entity has a 

discriminator Bnk, and the entity Bnk independently executes node key control 

corresponding to the node within the entity Bnk to thereby execute control of a 

· lower (child) entity set with the terminal node 2812 as a top. On the other hand, the 

. ·. ·. •;entity. Bnk is. under the. (host) entity Ann having. the .. sub-node. as a terminal node .. 

. 2811.. . ' . 

The constitution of an entity Cn3 has· a terminal node 2852. which is each · 

.device with a sub;root 2851 as; a top node, and a·. plurality- of nodes ·and .leaves-. to a· . 

. : · ·.' · i~deaf.in:.this· cas,e, as shown in FIG. 29C.- This:_entity. has.a.discriminator Cn3·, ·the-. . < 

... ·entity ·Cn3 independently executes control of" a:·,.-node: key>and ·-a·.:-leaf .. key.· ... .-.. :.· . .- . 

.. ,. . corresponding to the.node and leaf within the-,entity ~3 to thereby e:x:ecute control . · ·. . 

:. ·.: -.... · -Of a leaf (device) corresponding·to the terminal node 2852. On the. other-hand-; the. · ·~ · .. ·. · 

entity Cn3 is under the (host) entity Bn2 having the sub-root 2851 as a terminal 

node. The key control in each entity is, for example, key renewing process, revoke 

process and ·the like, which will be described in d~tail later. · · 

In.a device which is a-leaf of the lowest entity are stored a node·key of each 

. node and a leaf key positioned. in a pass from a leaf key of entity t_o which the­

. device belongs to a sub~root node which is a top node of entity .to which itself 

belongs. For example, the device of the terminal node 2852 stores keys from the 

terminal node (leaf) 2852 to the sub-root node 2851. 
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The constitution of the entity will be further described with reference to 

FIGS. 30A and 30B. The entity is able to have a tree structure constituted by a 

variety of stage numbers~ The stage number, that is, the depth can be set according 

to the number of child entities corresponding to the terminal node controlled by the 

· entity, or the device number as a leaf . 

. ·. , . . The detail of ,the constitution of.host and child entities as. shown .in .. FIG. 30A 

is as shown in FIG. 30B, The root entity is an entity in the·uppermost stage having a.· . 

·root key. Entities A;.B; Care set.as.a plurality of child entities in the terminal node· . 

of the root en~ity; ·and,an. entity.-D is. set as .a child .entity of ·entity. C .. :An entity·· 

.. • .... · .. 

.. · C290l. has not Jess. than one .. node; ·of the terminal node· as a sub:..node. 2950, ·and,· .. . . 

, : ... where .entities controlled .. by -itself:, are .increased;, .an entity. C'29.02·.having· plural· .. ·· 

· , .. . . .. stages of trees is newly installed. with: a reserve node.-2950 as a top:. node to thereby 

· . , · ' · .. ·, .. . .. increase control terminal ·nodes 2970; and a child.~·entity.- increased can be added, to· 

···.:the control terminal-node.-. 

The reserve node will be further described with reference to FIG. 31. Entity 

A, 3011 has child· entities B, C, D ... to be controlled, and has one reserve .node 

3021. Where child entities to be controlled are further increased, a child entity A', 

· 3012 under the own control is set to the reserve node 3021, and child entities F, G 

to be controlled can be further set to the terminal node of the child entity A', 3012. 

Also in the child entity A', 3012 under the own control, at least one of the terminal 

nodes is set as a reserve node 3022 whereby a child entity A"3013 is further set to 
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further increase the control entities. One or more reserve nodes are secured also in 

the terminal node of the child entity A"3013. Such a reserve node holding 

constitution as described is employed _whereby the child entities . under a certain 

entity can be increased endlessly. With respect to the reserve entity, not only one 

terminal node but a plurality of nodes may be set.. 

·. ·. . . . In .the respective entities:,;. the. enabling key block. (EKB). is constituted., in . . . . . .. ~ .. : 

· . . ··:entity unit, and key renewing and. revoke processing are to be executed in entity unit~· , ' · · ·: 

· .As shown in. FIG~· 31, the enabling key block (EKB) of individual entity is set to· a 

• J • ... .. : .plurality of entities A, A'·, A", but·these can be collectively=controlled,.for.example;; 

·.:: · ·· .. ·. ···by device makers.who:controls·the entities A, A',.A"Jn common ... · . -.. '. . .. ~ .. ... ...... . . : : ; .~ . 

. ~~: . .. . ; : . : . . . . . .. [Registration process. of ne.w. entities] .. ~. • ::: • • • • .:· ••• • •• 'C.. • • :\ < .... : • .';..: ~ . :··· .!. >" . 

. Next, the registration process of new entities w.ill be .. ·described-. FIG:· 32·. · 

· . '.shows a registration pr.oeessing sequence. A description will.be made in. accordance:· .. 

with the sequence in FIG. 32. A new (child) entity(N..:En) newly added during the 

constitution of a tree executes requesting of new registration to a host entity (P-En). 

Each entity holds· a public. key in accordance with a public key. encryption sy~tem, 

and a new entity ·sends own public key to the host entity (P-En) when .registration 

request is made. 

The host entity (P-En) which received the registration request transfers a 

public key of the new a (child) entity received to a certificate authority (CA) and 

receives a public key of the new (child) entity (N-En) to which a signature of CA is 
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added. These procedures are carried out as a procedure for mutual authentication 

between the host entity (P-En) and the new (child) entity (N-En). 

When the authentication of the new registration requesting entity · is 

terminated, the host entity (P-En) grants the registration of the new (child) entity 

(N-En) to transmit a node key of the new (child) ·entity (N-En) to the new {child) 

· .· .. _ ·. ·.entity (N;..En) . This node.key is ·one node key of the t~rminal node of the.host.entity . . .. · 

· · ·· .·, ·(P-En) which corresponds to a top node of the new·(ehild) entity·(N-:En), that is, a 

sub-root key. . . . -. · 

"· ... : , .. When the-transmission.. of node key is finjshed, the new (child) entity (N~En) ·. · .. ·. · · 

.. constructs the tree·.eonstitution.of .the new (child)entity.:(N-En), se.ts .. a.sub-rootkey. · 

~- ·:·. ····•· . ·. ":. : .... 

. of a top node received tO.a·top of the constructed.tree, and··sets node· and.leaf. keys·· ..... :· :·.'. 

· to-. produce an enabling key block (EKB) within the entity. The ·enabling .k~y block .. 

(EKB) within one entity .is called .a.sub-EKB. · · ·. . : · .· . · ....... · ,:.-... := :.- -· --~· 

· · On the other hand·, the host entity (P-En) produces the sub-EKB within the 

host entity(P-En) to which is added a terminal node to be enabled by the addition of 

the new (child) entity·(N-En).. ·· · 

When the. sub-EKB constituted by a node key and a leaf key ·within the· new· . 

(child) entity (N-En) is produced, the new (child) entity (N-En) transmits. it to the 

host entity (P-En). 

The host entity (P-En) which receives the sub-EKB from the new (child) 

entity (N-En) transmits the received sub-EKB and a renewal sub-EKB of the host 
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entity (P-En) to a key distribute center (KDC). 

The key distribute center (KDC) is able to produce various EKBs, that is, 

EKB that can be decrypted merely by a specific entity or device on the basis of 

sub-EKBs of all entities. EKB to which such a decodable entity or device is set is 

distributed, for ~ample, to a content provider, who encrypts .a content key on the 

· ... basis of EKB -to. distpbute. it .through. a network or. store it -in. a .recording:. medium., . 

thus enabling distribution of a content that can be used.merely by a specific de.vice~.· 

The registration processing with respect to the key dist~ibute· center (KDC) · 

· .. of .the ·sub-EKB" .. of the. new entity is. not limit~d to a· method. for ;sequentially . 

.. . ·.transferring the.sub:-EKB through the host entity, but ther~ can.be also ·:employed·· .. · 

··.·. =··. · · ;the- constitution which.-exeeutes.the processing for.·registering.-the: sub-EKB in the .. 

. . ·_ · key distribute center. (KDC}:directly :. from the. ne~ registration entity. without the. 

· intervention of the host entity. · · . . · ·· · · · · · · · · · 

. · . The correspondence ·of the host entity to the child ·entity to be newly added to 

the host entity will be described with reference to FIG. 33. One terminal node 3201 

of the host entity is distributed as a top node of the newly added entity to the child 

. entity whereby the child entity is· added as an entity under the control .of. the host 

entity. The entity under the control of the host entity termed herein, which will be 

described later, also includes meaning of the constitution in which the revoke 

processing of the child entity can be executed by the host entity. 

As shown in FIG. 33, when a new entity is set to the host entity, one node 

·-:.. 't 
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3201 of a terminal node which is a leaf of the host entity and a top node 3202 of the 

newly added entity are set as equal nodes. That is, one terminal node which is one 

leaf of the host node is set as a sub-root of the newly added entity. By being so set, 

· the newly added entity is enabled under the whole tree constitution. 

FIGS. 34A and .. 34B show an example of a renewal EKB produced by the 

, •.. . . .host entity when the. newly. .added· entity. is set. .FIG. 34A shows an example of .. a ... , .. 

:" ··sub-EKB produced by·the·host entity when a new entity.added terminalnode.(node"-: ·. 

100) 3303 is applied to the n~wly-added entity, in.the constitution shown in ·FIG .. 

.. . . ,, - : .34A which has a terminal node (node 000). 3301 which has been effectively -present! 

·:. '.,. . · .. -. . '.. ·and .a terminal n9de {node Q01) node. 3302. ·· . "-. •. : ._.,_ -... · > . · , · ·, · •. · .... , 

..... ; .. 

:·: • .-.·,_ •• :-: • ·:· 0·.. • The sub-EKB.has the. constituti6n as sho\vn in FIG. ·34B. There:.-are:~:hos.t .·..- .. ··.: .· · 

. ; . ·node key encrypte" by a-terminal node which has been effectiv~ly.pre~~nt; a further ... ; .. ~ . 

·host node key encrypted. by the ·host node key, ..... and· a:=sub-rootk~y~· Similarly to·· ·.· 

FIG. 34B, each· entity has· and controls EKB . constituted to have :a host .node 

encrypted by an effective terminal node or leaf key, encrypts a further host node 

key by the host node key,. and an ·encrypted data to .a, sub-root. sequentially being 

increased in depth. . ·: 

[Revoke processing under the control of entity] 

Next, a description will be made of the revoke processing of a. device or an 

entity in the constitution in which the key distribution tree constitution is controlled 

as an entity unit. In previous FIGS. 3 and ·4, a description has been made of the 
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processing for distributing an enabling key block (EKB) in which only the specific 

device out of the whole tree constitution is decodable, and the revoked device is 

undecodable. The revoke processing described in FIGS. 3 and 4 is the processing 

for revoking a device which is a specific leaf out of the whole tree, but the 

· . .constitution by entity control of the tree is possible to execute the revoke processing 

· :.·. - .. ·. !. every,entity. : .. ; .. ":: •. . : . . ·. 
"-. A description wm be made hereinafter of the revoke,·. processing in the 

.constitution under .the entity control with reference ·to FIGS .. ,35A. to.-350 and 

: .drawings continuous thereto . .-FIGS. 35A t.o .35D is' a vie;w for explaining the revoke. · · ·. · 

. ·.·processing of a device by .an. entity which control.s·an.entity in the lowest.stage, ·oul , · · , 

f t ·1· ti"tut" "t . th t. t' 11· . d. 'd 1 d . . . . . : .. •:'.:. ·.:.: ·:o .en 1 ies cons mg·a-:: ree;·· a ·IS; an en 1ty contra mgm 1v1 -ua · ev1ces.· ~: · ·. · . .-: ...... :. ·· .: 

.. : . FIG. 35A shows the key· distribution tree structure under the -control .of ep.tity. · 

·.,. ,. · . .- · A root node is set to. the·uppermost part of the tree, and entities AOl to-An~; ,entities : , · ·: : ... 

BOl to Bnk below the previous entities, and entities Cl -to -en in the lowest stage are 

constituted. In the lowest entity, the terminal node (leaf) is individual devices, for 

.. example, a recording.and reproducing unit, a reproducing exclusive-use unit _or the 

like. 

The revoke processing is independently in each entity. For example, in the 

entities Cl to Cn in the lowest stage, the revoke processing of a device of a leaf is 

executed. FIG. 35B shows the· tree constitution of an entity Cn, 3430 which is one 

of the entities in the lowest stage. The entity Cn, 3430 ha.s a top node 3431, and a 
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leaf which is a terminal node has a plurality of devices. 

Assume that a device to be revoked, for example, a device 3432 is present in 

. a leaf, the entity Cn, 3430 produces an enabling key block (sub-EKB) constituted 

by a node key and a leaf key in the independently renewed entity Cn. This enabling 

key block is a key block constituted by an encrypted key that cannot be decrypted in 

the revoke key jn th({ revoke device 3432 but that can be decrypted. by·. only the 

device constituting:other leaf; A ·controller· of the entity Cn produc~ . .it as a renewed· · ... . · ·. 

·sub-EKB. Concretely, the block,-which comprises:·an encrypted key which renews .. 

node keys of nodes 343.1., 3434.;: and 3435constituting. a pass· associated with ,..a · 

,sub-root ,to a rev9ke. devic~ -3432, :and can decrypt the.:renewal ·.k;ey :only in a leaf. · .. 

· device; other than the>revoke. device ·3432. This· processing:corresponds--to- the,·, :· .·, · 

.. ·. · · ... processing in.which a·root key is.replaced by a sub-root wh~ch is a top key of entity, . ~, ... 

· ··· ···,.in. tlte revoke processing eonstitutfon described· in.FIGS .. 3 .. and 4., ·: ··.·. :· . ·.· :'. ·. · 

· · .· . The enabling ·key block (sub-EKB) ren~wed by .the ·entity Cn, 3430 through 

the revoke processing is transmitted to the host entity. In this case, the host entity is 

··an entity Bnk, 3420, and .an entity having a top no.de 3431 of the entity Cn, 3430 as .. 

a terminal node. 

·The entity Bnk, 3420, when receives the enabling key block (sub-EKB) from· 

the child entity Cn, 3430, sets the terminal node 3431 of the entity Bnk, 3420. 

corresponding to the top node 3431 of the entity Cnk, 3430 contained in the key 

block to a key renewed in the child entity Cn, 3430, and executes the renewal 
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processing of sub-EKB of own entity Bnk, 3420. FIG. 35C shows the tree of entity 

Bnk, 3420. In the entity Bnk, 3420, a node key to be renewed is a node key on a 

pass from the sub-root 3421 in FIG. 35C to the terminal node 3431 constituting an 

entity containing a revoke device. That is, node keys of the nodes 3421, 3424, 3425 

constituting a. pass assqciated with the node 3431 of the entity transmitted from the 

renewal sub-EKB are.to be·.-renewed. These node keys of nodes are.. renewed .to· .. .:, . 

. ,. · ·· · .. ·produce-a new renewal sub-EKB of the entity.Bnk, ·34.20 .. · .· . .,; ·.; 

Further, the. enabling key block (sub-EKB) renewed-.by.the.entity Bnk, -~420 · · . ·, · 

-. is transmitted. to the.-host. entity . .-In. this .case, the host entity is the entity .. Ann; 341 O~ , , . . , ..... : . 

· and an entity having·a·top node:3421 of.the entity B:rik, 3420 ~s·a tenninal node.:.".· · .. ·. . . 

-·:;·.. ,>- .. · The entity Ann, 3410;-w-he~'·receives·the enabling· key ·block·(sub.;EKB}from· .,·: ... · · 

·. ·the child entity Bnk; -3420, .sets the terminal no.de 3421 of tl~e entity An~,. 3410:.-. · 

-corresponding to .the· top node· ·3421 of the entity. Bnk; 3420- contained:.in. ·the key · . · · 

block to a key renewed in the child entity Bnk, 3~20, and· executes .the renewal 

processing of sub-EKB of own entity Ann, 3410. FIG. 350 shows the tree of entity 

. Ann, ·3410. In the ·entity Ann, 3410, node keys to be renewed are node keys 3411, 

3414, 3415 on a pass from the sub-root 3411 in FIG.' 350.to the terminal node 3421 

constituting an entity containing a revoke device. These node keys ·of nodes are 

renewed to produce a new renewal sub-EKB of the entity Ann, 3410. 

These processes sequentially exe~te in the host entity to· the root entity 

described in FIG. 30B. The revoke processing of devices is completed by a series of 
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processes as described. The sub-EKB renewed in the entity is finally transmitted to 

the key distribute center (KOC) and stored therein. The key distribute center (KOC) 

produces various EKBs on the basis of the renewal -sub-EKB of all entities. The 

renewal EKB is an encrypted key block that cannot be . decrypted by the device 

·.revoked. 

, · · .. , · .... ,.. ·. FIG. 36- shows_,a sequence of revoke process of .the device. Thtr. processing. · 

procedure wilJ.be described with reference to the: sequence figure of FIG1 36. First, 

the·device control entity (D-En) in the lowest·stage of ·the tree constitutio:n carries 

out key renewing .necessary fer revoking a leaf to· be r.~voked in.-the device. control 

. entity (D-En) t~ produce a· new sub-EKB of the devic,::e._control _entity. (D-:En)-.:The: 

: ·.·: .. ;:". ·-sub .. EKB is sent ·to-th_e··~host:entity.; The ·host:entity.;(Pl':' En) which· received. the,.·. 

. , . ·. · renewal sub-EKB .. (D)-produces a renewal sub-EKB (Pl} in which a· terminal. node : 

: i.: . 

· .. ··· '· . , · · ·· key corresponding. to .. a renewal '.top· node of the renewal· sub-EKB. (D) is·· renewed, · · · · -. : .- · . 

. and node keys on a pass from the·terminal node to the:sub-root. These· processes are 

sequentially executed in the host entity, and all sub-EKBs finally renewed are 

stored and controlled.·by the key-distribute center (KDC). 

FIGS. 37A·. and 37B ·show an example of an enabling key block (EKB) to be· 

produced as a result that the host entity carries out renewal processing by the. 

revoke processing of a device. 

FIGS. 37 A and 37B are . views each for explaining an example of EKB 

produced in the host entity which received renewal sub-EKB from the child entity 
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containing a revoke device, in the constitution shown in FIG. 37 A. A top node of 

the child entity containing the revoke device corresponds to a terminal node (node 

100) 3601 of the host entity. 

The host entity. renews node keys which . are present in a pass from the 

sub-root of the host entity to the terminal node (node 100) 3601 to produce a new 

·.·' .. . · ... renewed sub-EKB .. The· renewal sub.,.EKB is. as .shown in FIG ... 3.7B ... The.renewed .. ,.-_ 

key is shown with the· underline and ['] attached thereto~ The node keys .on a·pass .. _ 

· :·from the renewed terminal node to the· sub-rot- .:are renewed to ·obtain a renewal:. 

.... . sub-EKB in its-entity .. -~. · . · . . : ·. . .. : ~ ...... 

, . . :; .. Next, processing where an object S\lbjected to revokingJs· an entity·,.- that .is,:. . ~: ':.. 

· :-: .... :. -.: · :i;evoke processing of ~ntify; }Vill be: described. · · .-·. >: > .-.: · ... ·: .;·· · ... : .:.:' .. 1: ~. ·-.-~ · .'. ; .. : .. · · :.; · · .. 

. . ·. . .. FIG .. 38A .shows the key· distribution tree structure by entity controL A ·root ' · • 

, . = · ·· · 0A1:ode is. set to the uppermost part o{ th,e tree; and .entities· AOl to Ann .are· constituted ... : :· · 

. · several stages thereunder; entities 801 to · Bnk ·are constituted in the: ·stage lower 

than the former, and entities Cl to en are constituted in the stage lower than the 

further stage are · constituted. In the lowest entity, the . terminal node Qeaf) is 

individual devices, for . example, such as recording and . reproducing· unit,··. a 

reproducing exclusive-use unit or the like. 

Now, a description is made of the case where the revoke processing is carried 

-out with respect to the entity Cn, 3730. The entity Cn, 3730 in the lowest stage has 

the constitution in which a top node 3431 is provided, and a plurality of devices are 
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provided on a leaf which is a terminal node, as shown in FIG. 38B. 

The revoking of the entity Cn, 3730 enables collective revoke of all devices 

belonging to the entity Cn, 3730 from the tree structure. The revoke processing of· 

the entity en, 3730 is executed in the entity Bnk, 3720 which is the host entity of the 

entity Cn, 3730. The entity Bnk, 3720 is an entity. having the top node 3731 of the_ . · 

entity Cn, 3730 as .a terminal .node .. . . ·. . ... . . . ~ . :, ... ":.. · . 

·, · · Where revoking· of the .child entity Cn, 3730 is executed,: the entity.· Bnk;: · · · ·· '· 

··. 3720 renews a terminal node 3731 ·of the entity Bnk, 3720·corresponding to·the top ·· 

node 3731 of the entity Cnk, 3730, and further carries. out renewing· of node k.eys on .. · ... 

· . :~.pass from the revoke· .ent_ity 3130 .to the sub-:root. of the entity .Bnk, 37.20· to .. -.: .. · .· 

produce an enabling key block-to produ~e a rene~aI·sub-EKB.:-The·node key. to·be.· , .. t,_. · .· 

.. renewed is .a node· key on.-a pass. from -the sub-root. 3721 shown in FIG; 38C:to a top · 

- . · . · ::.·· node'.of a revoke·entity~ That is., nodes 3721;37241 3725 and 3731 are;ebjects to be.:·:-. 

renewed. These node keys of nodes· are renewed to produce new renewal sub-EKB· · :· 

of the entity Bnk, 3720. 

Alternatively, where .revoking of the child entity Cn, · 3730 is executed, the 

entity Bnk, 3720 does not renew the terminal node 3731. of th·e entity Bnk, 3720 · 

corresponding to the top node 3731 of the entity Cnk, 3730 but renews a node key , 

. except the terminal node 3731 on the pass from the revoke entity 3730 to the 

sub-root of the entity Bnk, 3720 to produce an enabling key block to produce a 

renewal sub-EKB. 
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Further, the enabling key block (sub-EKB) renewed by the entity Bnk, 3720 

is transmitted to the host entity. In this case, the host entity is an entity Ann, 3710, 

which is an entity having a top node 3721 of the entity Bnk, 3720 as a terminal 

node. 

When an enabling key bock(sub-EKB) is received from the child entity Bnk,. 

. . . .. ·. 3720, the entity Ann; 3710 sets the terminal node .3721 of. the· entity Ann, 3710. 

·=, ;::.corresponding to the top node· 3721 of the entity Bnk; 3720 -contained ,in the key 

· ·block to a key renewed in the· child entity· Bnk,-3720 to execute -renewal processing· 

of the sub:-EKB of the own entity Ann, 3710 .. FIG .. 38Dshows."the tree constitutiqn- .. 

of .the entity Ann,. 3710. Jn the· entity Ann, 3710; ,the node key.' to be.- renewed .is·· a :- , 

.: · · ··:-.=· node key of each·node 3711; 3714;·,:3715 constituting:a,pass from·.the·sub.:.toot 3711 : .. ;- . 

. of FIG. 380.to the node 3721 of.the entity having-transmitted the.:r:enewal sub .. EKB. 

· . ···These node .keys of the nodes: are· renewed to produce a new renewal sub-E.KB of . ·· · ,.. . . · .. 

. the. entity-Ann, 3710. · · · 

These processes are sequentially executed in the host entity to execute it to 

the root entity described with reference to FIG. 30B. The revoke processing is . 

completed by a series of processes. The sub-EKB renewed in· the respective entity 

is finally transmitted to the key= distribute center (KDC) and- stored. The key 

distribute center KDC produces various EKBs on the basis of the renewal sub-E.KB 

of all entities. The renewal EKB is an encrypted key block that cannot be decrypted 

by the device belonging to the entity revoked. 
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FIG. 39 shows a sequence of revoke process of the entity. The processing 

procedure will be described with reference to the sequence figure of FIG. 39. First, 

the entity control entity (E-En) for revoking the entity carries out key renewing 

necessary for revoking a terminal node to be revoked in the entity control entity 

(E-En) to produce .a new sub-EKB of. the entity control . entity (E-En) . The . 

. . . sub-EKB is. sent .to. the host entity. The host entity (Ph En}. which: received the-.:. 

renewal. sub-EKB "(E) produces a renewal sub-EKB (Pl) in which a terminal node· .·.· 

":· ·key correspondiiig·to a renewal:top node of the renewal sub-EKB (Pl) is renewed . 

.. · . _and node keys on a pass from the terminal.node. ~o the-sub-ropt are;renewed; These. · 

. . · .. · · · ·~ : processes are ·sequentially executed in the host ·entity, and all. sub-EKB finally · · 

. ' .. -·. .·.renewed are·.stor.ed,·~d ·controlled .by the key· distribute ·.centev.{KDC).··The.·-key' :: .. :· · :.-·: . 

· . · . .distribute center ·(KDC). produces. various EKB on· the basis of the renewal. ·EKB .of.. . .. ··· .. · · 

· .. ::_ ··" ·. ,..;· ·all entities·. The··renewal EKB·is an encrypted key blockthat eannot be·decrypted by , ... · ·: .. · 

a device belonging to the entity revoked. ~ ' . 

FIG. 40 is a view for explaining the correspondence of the child entity 

revoked to the host entity which carried out· revoking. A terminal node 3901 of the · 

. host· entity is renewed. by -revoking the entity, and a new sub-EKB .is.produced by 

renewing of node keys which are present in- a pass from the terminal node 3901 to. 

the sub-root in the tree of the hos~ entity. As a result, the node key of the top node 

3902 of the child entity revoked is not coincided with the node key of the terminal 

node 3901 of the host entity. EKB produced by the key distribute center (KDC) 
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after revoking of the entity is to be produced on the basis of the key of the terminal 

node renewed, and therefore, the device corresponding to the leaf of the child entity 

not holding the renewal key disables decrypting of EKB produced by the key 

distribute censer (KOC). . 

While in the foregoing., the revoking process of the entity in the lowest ·stage 

. ·. . . · . .. for ·controlling the .. device·. has .been described, processing for revoking· the ,entity _. . ·. ·. 

·· ·· · ·control entity in the·inidd]e.sage·of the tree by·the host-entity is also. enabled by-,the · '' · · .. 

·. · process similar .to that described-.above. By revoking the entity -control entity in the· -

,: : middle stage, a· pluraUty .. of entities and devices.belonging to the lower· level.of.the :. · .... 

... . :en,ity control entity r:evoked:can,be -revoked collect~vely .. · · ._ - · . ._.. . :·: , . , . ·" ; .. '.-:: -.: . 

.;.·· 

· .... 

:. · ·: · .··As describedi by~the executiorf of revoking in an entity .unit;.revoking process,- ·; · . 

. .. which is simple as compared with the. revoking pracess for· .eJ!,:ecuting -it ;n a device 

. · ;, .. u~it one by one b~comes,enabled-~· ·: ... .... ·., · ·-: · ··. . . .. ·· ... 

[Capability control of entity] 

Next, a description will be made of the processing constitution in which in 

the. key distribution tree constitution in an entity unit,· capability granted by .each 

. · entity is controlled. to carry out content distribution according to the capability. The 

capability termed herein is, for example, defined information of the data processing 

. ability of a device whether decrypting of specific compressed· voice data is enabled, 

whether specific voice reproducing system is granted, or specific image processing 

program can be processed, whether a device is a device capable of processing what 

.. 
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content or program. 

FIG. 41shows an example of the entity constitution which defines the 

capability. This is the constitution in which a root ·node is positioned at the 

uppermost top of the key distribution tree, a plurality of entities are connected to 

.. the lower layer, and each node has. a 2-branch. Here, for example, an entity 4001 is 

. , ::. .... ,:defined as an entity. having capability to grant either.voice reproducing .systems A,. . ·: . " 

. . . . . . .. ."·B. or C. Concretely,,· for example, where ·music: data compressed -by voice .. 

. compressed program A, B or C system are distributed; processing for. extending the 

:"device .belonging to the entity constituted below.the entity.4001 is enabled.'.·, .. 

. .: Similarly, : entity 4002, ·.entity 4003, entity 4004,.: and . entity 4005 are· · · 

:.-- _; ..... '·-.respectively defined .as· entities· .. hav.ing· capability· capab~e ,of ·processing .voice ... : > 

· reproducing system .. B or. C, .. voice. reproducing system ·A or B,' voice reproducing · . . 

· system B, and .voice. reproducing system C, respectively. · · .... ,· .··! .. ;·· . .. . 

On the other hand,· an entity .4021 is defined as· an entity to· grant··image 

reproducing systems p, q, r, and an entity 4022 and an entity 4023 are respectively 

defined as entities having capability.to enable .image reproducing of a- system p: · · · 

The capability information·of the entities as described is controlled in the key. 

distribute center (KDC) .. For example, where a content provider desires to distribute -. · 

music data compressed by a specific compression program to various devices, an 

enabling key block (EKB) decodable with respect to only the device which can 

reproduce the specific compression program can be produced on the basis of 

. :' ·. 
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capability information of each entity. The content provider for distributing contents 

distributes a content key encrypted by the enabling key block (EKB) produced on 

. the basis of the capability information and distributes compressed voice data 

encrypted by the content key to the devices. By the provision of this constitution, it 

is possible to provide :accurately a specific processing progr~ to only the device 

· . . capable of.processing d:ata. ·... .' .·.. . . · , ·. :;. . ...- ~-. ·, .. : . .. 

While in FIG.· 41, the constitution in which capability infofniation is.defined;. 

· :in connection with all the entities is shown,- it is noted that it-is not. always necessary. . 

to· define the capabili•y ·information with respect :to· all the .. entities:_.as in~the 

·. constitution of FIG. 41,. but' the. constitution .may be employed in which for" example, 

,·: · .-... : , '·as shown in FIG.:·42; :_capability, is defined with· respectto:.Pnly__th~f:~1'.tity,J1('.1lt.~·-· ____ :_ ·>~~:.· .' 

~owest stage to which the device belon~, capabiUty of the .device belonging to- the.·. 

· .. entity in the· lowest: stage is controlled in. the key ·distribute ·center (KD~), and· the·,·· 

.· enabling key block (EKB) that can be decrypted merely for the device capable of 

providing a process desired by a content provider is produced on the basis of 

capability information defined in the entity in the lowest stage. FIG. 42 shows the 

·constitution in which capability 'in entity. 4101 · = 4105 for. which the. device is· 

defined, is defined in the terminal node, and capability With respect to these entities· 

is controlled in the key distribute center (KDC). For example, to the entity 4101 

. ·belong devices capable of processing a system .B with respect to voice reproducing 

and a system r with respect to image reproducing, respectively. To the entity 4102 
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belong devices capable of processing a system A with respect to voice reproducing 

and a system q with respect to image reproducing, respectively. 

FIGS. 43A and 43B show an example of the constitution of a capability 

control table controlled in the key distribute center (KDC). The capability control 

table has the data co~stitutionas shown in FIG. 43A. That is, propriety with respect 

to various data processes is set to. [1]. or [O] such that· there are ,an entity ID·.as a ... 

· . ' · ·.discriminator for discriminating ·entities and a ·capability list indicative of capability . · · . . 

· ·. "·. defined in the entities, and in the capability list,· as shown in FIG. 43B;.for example, · 

. ~ -. if a voice· data .reproducing processing system (A) is can be.pro~ssed, [1] appears,. : : 

... ·' ·: Jf not, [O] appears, and ~fa voice. data reprod~cing process~ng sys.tern @) can'be .;.: .. · 

.. ·:.... ··.· ·, :processed, [l]=appears;:if no.t;;lOJ appears .. The rµethod .of setting._ capability is .iloL ···; ... ,... : 

· limited to such a form as,. described, but other constitutions may be employed. jf · 

<· ··,capability witb resp~ct.to the-control device of entities :can.be discriminated. · · · · 

In t~1e capability control table, where sub-EKB if each entity. of sub-EKB is· 

stored in a separate data base, discrimination information of sub-EKB is stored, and 

sub-root node discrimination data·of each entity is stored. 

~ the key distribute· center (KOC), for example, only the· device ·capable of 

reproducing a specific content produces a decodable enabling key .. block (EKB) on 

. the basis of the capability control table. The processing for producing the enabling 

key block on the basis of capability information will be described with reference to 

FIG. 44. 
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First, in Step S4301, the key distribute center (KDC) selects an entity having 

the designated capability from the capability control table. Concretely, for example, 

where a content provider desires to distribute reproducible data on the basis of the 

voice data reproducing processing system A is set to [1] is selected from the 

capability list of FIG. 43A. an entity, for example, in which item of the voice data.: 

, · ..... 'reproducing (system A) is set-to [1], is selected-fro~.tbe.-capa~iljty.list.of FIG .. 43A. · . · ... · 

.... , .. · Next, in Step·,,$4302, a·list of sele~ed.,entity ID constituted by-the selected·. 

··· · .. ·. entities is produced .. 'Next,- in Step S4303,. a pass (a pass·. of key· distribution ·:. 

: ...... · constitution) ri~cessary .foJ.i a .tree. constjtu!~d by sel_ected entity_ ID .is sele~ed .. In.:.·· 

. '.' : ·• , ·; .Step .. 4304, whe~~r. or not all pass selections contained in- the Ji.St. ~f selected._el,ltity :: , · · · .. ·-. 

. · : :- , -'' -.ID ·are· complet~d: is,judged. to._p_roduce. a .pass··· in Step S.4303· till. ·coll:lpletioil"T,his·' .. :·:. ·.· . 1 . 

. : ·. means the. process for sequentially selecting the respective· passes. where a plurality . 

· · of entities are· selected. . . ·· ,, -: . . · ·. :· . . : ·. , ·. ~ . , . ; . . . . ~ .. :. 

When all pass· selections·contained in the· selected -entity ID are completed; .. 

the procedure proceeds to Step S4305 to constitute a key distribution tree structure 

constituted merely by the selected entities . 

. Next, in Step S4306, renewing of node keys of the tree structure produced in 

Step S4305 is carried out to produce renewal nod keys. Further, sub-EKB ·of. the· 

selected entities constituting the tree is taken out-of the capability control table, and 

the enabling key block (EKB) that can be decrypted merely in the device of the 

selected entities is produced on the basis of the sub-EKB and the renewal node key 
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produced in Step S4306. The enabling key block (EKB) thus produced is utilized 

merely in the device having specific capability, that is, being a. decodable enabling· 

key block (EKB. For example, a content key is encrypted by the enabling key block 

(EKB), and a content compressed on the basis of a specific program in the content 

key is distributed to the device whereby the content is utilized only. in the specific 

decodable device selected by the key distribute. center (KDC). , '· _ . . :. . , . . · · · · ·.·. ·· , · .. 

As described ·above;in. the key distribute center (KDC), for- example, ·only. 

the device capable of reproducing the .specific content produces the decodable 

._,.. · . ·enabling key block.(EKB):on the.basis of the capability control table. Accordingly, 

.. : : ", .... where· a new··entity js registered,_. it is necessary to .previously obtain.capability:·of a . · ... 

, , ·: : .. · . ._ · . ··., newly registered· entity·. :The· processing ·of notifying .capa,bility: with"the ·e11tity:.new· : ; _- · · 

. registration willb¥ described with.reference to FIG.-45; . , . · . · . ~ ... ·. . ,· . : 

.. FIG. 45 is a view showing. a capability-notice proeessing sequence where t!Je ;· · 

new entity is partieipated in the key distribution tree constitution. · · · 

The new (child) entity (N-En) added newly to the tree constitution executes a 

new registration request with respect to the hose entity (P-En); Each .entity holds.:a 

public key in accordance with the public key encryption system, and the new entity 

isends own public key to the host ·entity (P-En) when the registration request takes 

place. 

The host entity (P-En) which received the registration request transfers the 

public key of the new (child) entity (N-En) received to the certificate authority (CA), 
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and receives a public key of the new (child) entity (N-En) to which a signature of 

CA is added. These procedures are carried out as the procedure of mutual 

authentication between the host entity (P-En) and the new (child) entity (N-En). 

When the authentication of.the new registration request entity is finished by . 

these processes, ·the host· .entity (P-N e) grants the registration of the new. (child) 

·-entity (N-En). to transmit ·,a node key of the new :(chjld) .entity .(N-En).to the new.-: .. 

·. ··' .. (child) entity (N-En).- This· .. node key is one· node. key·of the terminal node. of the· 

··· ·. ··- .host entity (P-En) and corresponds to a top node· of·the. new {child} entity .(N•En}, 

. · .. : . · · , that is, a sub-root key .. · : . . .. ~ ... .. . . .. .. . . . .. . . 

· ··.··': . ·: · .When·transmission-.9f.this·node key is finished, the new (child) entity--(N:--En). 

· ... ··:-., ... ·.·.constructs th_e tree~ constitution-of·the new (child) entity.(N'-En)··;. sets;the.sub .. root: .. · .· ·' 

· .: key of the top· node received to the top of the constructed tree,. sets keys of. each ·. 

· . · ..... node.and leaf, and produces the enabling key .. block (sub-EKB) in~the-entity>On.the· · 

other hand, the· .. host- entity (P•En) also produces the sub-EKB-..in the host entity 

(P-En) to which is added a terminal node to be effective by the addition of the new 

·.(child) entity (N-En). · · 

When the new(child) entity (N-En) produces sub .. EKB constituted by a node· 

key and a leaf key in the new (child) entity (N-En), the new (child) entity (N-J?n) . 

transmits it to the host entity (P-En), and further notifies capability information 

with in connection with the device controlled by own entity to the host entity. 

The host entity (P-En) which received sub-EKB and capability information 
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from the new (child) entity (N-En) transmits sub-EKB and capability information 

received, and renewed sub-EKB of the host entity (P-En) to the key distribute 

center (KOC). 

The key distribute center (KDC) registers the sub-EKB and· capability 

jnformation of entity received. in the ·capability control table described with 

. . ... " .... reference .to FIGS ... 43A.and ..43B,· and renews the capability control table. The key: · ., ·~ ... · 

· " ·distribute ·center (KDC) is possible· to produce various forms of EKB, that is, EKB. · .. ·. 

· that can be decrypted merely by the entity havilig·specific capability or devices. 

The present invention has been described in detail with .·reference to ·.the 

i"'. '·· ·.·· .. specific embodiments,However,:it·is obvious that those skilled.Jn art.may amend.or· · , · .. _., 

· · .. ·:->" :, ieplace·the ·emb<;>diments·withinthe:scope·not departing from;the. subject .matter:of. ... : . 

'. -.. ·· the present invention. That is, the present invention has: been disclosed in ·the form· 

···· · of illustration. and ·Should· Jiot ·be -.interpreted imitatively.-, For judgirig· the .subject:-,,·. . .. 

··:·.matter of the present invention, .reference should· be made. to the claims described 

herein after. 

Industrial Applicability' 

As described above, . according to the information processing system and 

method according to the present invention, in the production of the enabling key 

block (EKB) that can be applied as the encrypting processing key block such as a 

content key, an authentication key, a content check value producing key, a program 
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data or the like, the hierarchical key distribution tree is reconstructed according to 

the distribution device, and the enabling key block (EKB) is produced on the basis 

of the node and leaf contained in the reconstructed simplified tree. Therefore, a 

considerable reduction of data quantity of the enabling key block (EKB) is realized. 

Further, according . to .the information processing system . and method 

.. ..according-to the present-invention;·the enabling key block.(EKB) ~n. the basis of the· .. 

simplified reconstructed hierarchical tree is constituted,. and ·data .for judging.the.··· . 

propriety of encrypted key data is contained. in a tag as·· a position discrim_inator of 

·encrypted key data in EKB. Therefore, a ,considerabl~ reductien in data qliantity of 

:. · · ... '. "EKB ·is realized;.:and extraction -of encrypted key data- using :a, tag in. the. device. 

·· . ·' ·· · :, which r~ceived .. :EKR -is. facilitated· to make ·EKB: dectypting'.process · in·.the ·device >· .... 

. · ·effective.-

... ··:· ... 
; ,I 



90 

a aims 

1. An information processing system for distributing encrypted message da~a 

capable of being used only in not less than one device selected, 

said individual device comprising: 

encryption processing means for holding a different key set of a no~e key 

·' peculiar to each node in.a. hiera~c~ical. tree structure .having .a plurality· of different. · · 

· · ,.. ·. · -.devices as leaves and·. a, leaf.key peculiar to each device and ·executing .decrypting · · , 

· . · ·. ·: .. process of said encrypted message data distributed to a device· using said key set;· . ·· · 

wherein the·. encrypted·, message data. distributed~.to said· .device. :tias. data.·.··.· · .. , 

• . =. = " ·constitution .to be:.·encrypted·;witb .. 8: renewal ·node .key·. ubtained -in a de~crypting .· · ·. ·. · .. 

_, .. <·.process. of an enabling·.k~Y' block (EKB) including-,encrypted keyi.data into .whfoh·'.-· ...... : .. 

the renewal node key into which at least one of the node keys in.a group constituted 

by nodes and leaves connected at subordinate of a top· node which· is .one· node of· 

the hierarchical tree structure is encrypted by the node key .or the leaf key in said· 

group, and 

said enabling key block (EKB) includes a data part constituted by said 

encrypted key data and a tag part as position discrimination data of the encrypted 

key data in said hierarchical tree structure. 

2. The information processing system according ·to claim 1 wherein said 

encrypted key data included in said enabling key block (EKB) is data into which a 

node key constituting said hierarchical tree structure is encrypted using a 

''1111111111111111111 fllf I " 1111 * C L M .5 * 
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subordinate node key or a subordinate leaf key, and 

position discrimination data stored in said tag part is constituted as a tag 

indicating whether there is the en~rypted key data at subordinate left and right node 

or leaf p~sition of a node position of each of not less than one encrypted key data 

stored in said enabling key. block (EKB) or not. 

·. ·. ···~·, 3h·· . =The information processing -system ·according to claim .1.- wherein. said.. · · 

.... _..::encrypted key data included in said enabling key.block (EKB) is constituted on the ... · .. 

. . basis of only keys corresponding to a node or a leaf.-of a reconstructed· hierarchical 

. . _. , tree. re~nstructed by selecting .paths· constit.uting a simplified_. 2-branched ·type .tree·, . 

:;.·•:~-with .terminal nodes or.leaves .with which·.the. enabling·key block (EKB) can.-be· .. , ·.,. 

:·. ·, · · .. :· -decrypted at the. lowest· stage. to omit unnecessary·nodes)· and: :···, · .. ' ·· ·· .. ·.:-:· · · :-.:: : · · . ·., . .-·., = ·. · .; . 

· · · =-: · position discrimination data_ stored. in said tag part .includes. data-indicating · · 

· ·-·Whether. the, encrypted_: key corresponding to the. tag -·of said en~bling key block· ... : . · ... : 

(EKB) is stored or not. · ·. ·. · ·. 

4. The information processing system according to claim 1 wherein said 

. encrypted key data included· .in said enabling key block (EKB) is constituted ·on the 

basis of only a key corresponding to a node or a leaf.of a reconstructed hierarchical .. 

tree reconstructed by selecting paths constituting a simplified 2-branched type tree : 

with terminal nodes or leaves with which the enabling key block (EKB) can be 

decrypted at the lowest stage to omit unnecessary nodes, and position 

discrimination data stored in said tag part includes tags indicating whether 

. :J 11111111111111111111111111111 
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encrypted key data at left and right node or leaf position at subordinate of a node 

position of each of not less than one encrypted key data stored in said enabling key 

block (EKB), and data indicating .whether the encrypted key corresponding to. said 

tag is stored or not. 

5. · The information processing system according . to claim 4 wherein said. 

· · . xeconstructed hierarchical tree is a tree constituted by selecting a sub· root which is .. 

a top node of. an· entity defined·' as . a . subset tree. of devices having a common 

·.element. ;i· 

... .:; i · . 6.- . The information. processing system·, according to claim .1 .... wherein . said 

·:. · ·. encrypted key· data included. in ·said enabling key'. block (EKB)·is: .. constituted,' in a. . , . 

. simplified ·multi·branched: type tree having terminal: :node or. :leaf .With which· the · . : · · . ~· 

enabling key block (EKB) .can' be .decrypted at the. lowei:most stage; on· the basis. oL. 

··· ' ... :.only .. keys corresponding to: a tqp m?de and. terminal nodes···or :-. ]e~ves·,of a ...... · 

reconstructed hierarchical tree reconstructed by selecting. paths directly connecting 

said terminal nodes or leaves and a top of the multi·branched type tree to omit an 

unnecessary node, and. . · 

position discrimination. data stored in said tag part includes data. indicating 

·whether an encrypted key corresponding to the tag of said enabling key . block 

(EKB) is stored or not. 

7. The information processing system according to claim 6 wherein said 

reconstructed hierarchical tree is a tree having not less than three branches 

11111111111111 11111 1111111 1111 
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connecting the top node constituting the simplified multi-branched type tree with 

terminal nodes or leaves constituting the simplified tree directly. 

8. The information processing system according to claim 1 wherein said 

encryption processing means in said device has a constitution for sequentially 

extracting said encrypted key. data· with data of said tag -part in said· enabling key 

·.· .. · . · . : block (EK.B), executing· decrypting process to obtain the: renewaL node key.;." and.· ... " 

.. ' "· ... ·executing decryption of said encrypted· message data.· with the renewal node· key.. · 

obtained. 

. · ' 

. . ·; 9; The " information processing system according ·to claim· l ·. whe1ein ·said · . 

· message dat~ is a· content key that. .can be· used as-. a d~~tion key for decrypting. · .. : ... 

. . . . ; · content data. . • ...... i . "· ... · .. .r,.~ •. .... '•' .. ... · 

I•,.' 10 ·. . The information ·processing system according . to claim . -1 . wh:erein said 

=message.data is an authentication key used in the authen~ication .. process~ , .. 

11. The information.·processing system according to claim· l. whe~ein said: 

message data.is a key for generating an integrity check value (ICV) of the content. 

12: The information processing system according to claim l .wherein said· 

. · . message data is· a program code. 

13. An information processing method for distributing encrypted message data . 

capable of being used only in not less than one selected devices, comprising: 

an enabling key block (EKB) generating step of generating an enabling key 

block (EKB) including a data part including encrypted key data into which the 

Jlllllll llllll lllll lllll II llll 
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renewal node key into which at least one of the node keys in a group constituted by 

nodes and leaves connected at subordinate of a top node which is one node of the 

hierarchical tree structure is renewed is encrypted with a node key or a· leaf key in 

said group, and a tag part which is position discrimination data in the hierarchical 

· tree structure of encrypted key data stored in the data part; and .··· 

·,. ·; .• : -. ·. _ . -a message data distribution ·step for. generating message data encrypted .with., 

· .. 

·, ·said renewal node. key· to distribute· it to a device.·: . : . . ... r • 

14. The information processing method aceording to,. ·claim 13, further 

>-comprising a. decrypting processing.·step of executi~g .decrypting process.to said. · 

·.:. , · ·, C?ncrypted message data using the key set in a device holding a di~ferent key .. s~t ·of a · . 

. ··node key peculiar to each node in the hierarchical:.structure,and a:leaf:key pecilliar .-·,: .. · . .-.. 

· : Ao each device. , · .. 

: · 15. · The information processing method according to claim 13 .. wherein :.said· 

enabling key block (EKB) generating step includes a· step of encrypting a· node· key··. 

constituting said hierarchical tree structure using a subordinate node key or a . 

· subordinate leaf key to generate· said encrypted key data, and 

a step of generating a tag indicating whether there is encrypted key data at a. 

node or leaf position at subordinate left and right positions of a node position ·Of : 

each of not less than one encrypted key data stored in said enabling key block. 

(EKB) or not to store it in said. tag part. 

16. The information processing method according to claim 13 wherein said 

I lllllll llllll lllll lllll II llll . 
* C L M S * 



95 

enabling key block (EKB) generating step includes a step of generating a 

reconstructed hierarchical tree by selecting paths constituting a simplified 

2-branched type tree with a terminal node ~r leaf capable of decrypting the enabling 

key block (EKB) at the lowest stage to omit unnecessary nodes; 

a step of generating an enabling key bock (EKB) on the ·basis of o~ly a key 

.,, I .... , "' • .• •. . corresponding to. a. constitution node or. leaf .of··said ... reconstructed., :.·· .. 

hierarchical tree; and · · · 

a step of storing da.ta indicating whether an encrypted·.key corresponding to a . 

. tag of said enabling k~y block (EKB) is stored in s~id tag part .or.not~ ; . , . . . , · .. 

: ... ', 17. . The information -processing:.method according to claim J.6. whereiµ said· step.· 

·. · . · · of ·generating· the : reconstructed, .-hierarchical tree is .. tree .generating:. processing · · · . :-;.. . , 

executed by selecting· a sub-root which is a top node of entity defin~d as .a subset : · 

·· . · ·. · ·.: .. tree· of , devices ·having a~ common -element. . · ·. · · · , .. · , . ·· : · · · . · · · . ·.: .. 

. · 18. . The information· processing method according to claim 13· wh~rein said 

enabling key block (EKB) generating step includes a step of generating, in the 

simplified branched type tree with a terminal node or leaf capable of decrypting the · 

·enabling key bock (EKB) at the lowest stage, the reconstructed hierarchical tree . 

reconstructed by selecting a path for directly connecting· the terminal node or leaf· 

with the top of the multi-branched type tree; and 

a step of storing data indicating whether an encrypted key corresponding to a 

tag of said enabling key bock (EKB) is stored in the tag part or not. 

:. 1-11111111111111111111111111111 
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19. The infonnation processing method according to claim 18 wherein said 

reconstructed hierarchical tree generated in the step of generating the reconstructed 

hierarchical tree is generated as a tree having not less than three branches having a · 

top node constituting a simplified multi-branched type tree and a terminal node or 

leaf constituting a simplified tree ci:>nnected directly. · · 

. . . ·. 20.. . The .information ·processing. method according .to claim 14 ·Wh~rein:.said~., . ·. 

decrypting processing step includes a renewal node key· obtaining step of ·obtaining 

· ·. said renewal node key. by· sequentially extract·ing. encrypted key data _stoi:ed in the. · · 

. . · data part on the. l;>asis · 9f position discrimination data stored in . the tag ·.part of :the 

:~nabling key block .(EKB) to sequentially execut~ decrypting process; ;and···· ·: • · ·; · . : .. · .... · . 

. . ·.• ~· ....... ,,.: . · .. ~ : a message data: decrypting, step . for ·execµ ting decrypti~~l of:·: the · encrypte<J · :-- : . ·... : 

, ·· . message data with said renewal node key. · -: . ~ . . . 

21. ·. · The information processing. method according to, claim ·l-3. ·wherein ·said 

message ·data·, is a·. content key capable of being used as a decryption key for 

decrypting the content data. 

22. The information pr9cessing method according to claim 13 where,in said 

message data is ·an authentication key used in the authentication process. 

23. The information processing method ·according to claim 13 wherein said 

message data is a key of generating an integrity check value (ICV) of contents. 

24. The information processing method according to claim 13 wherein said 

message data is a program code. 

Ullllll 1111111111111111111111 
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25. An information recording medium having data stored, storing: 

an enabling key block (EKB) including a data part including encrypted key 

data into which the renewal node key into which at least one of the node keys in a 

group constituted by nodes and leaves connected under a top node which is one 

node of the hier~rchical tree structure is renewed is encrypted. with a node key· or a . 

. · .. ,., .:.·.· '· ~.eaf key in said group, and· a tag. part· which is ,pc,>sition discrimination data .in .. the · . , · : .. , , 

. ·· -.: hierarchical tree .. stru~re of encrypted key data·stored·in the·data part,. and 

message.data encrypted .. by said renewal node key. 

26. The information . recording: medium according: to claim 25 where said . · 

encrypted key :~ata include~- in. the enabling .key block (EKB) _is data into which the ·. : 

·;. · .. · .. :,:node ·key co~stit'.llting -the.'··hierarchical. tree .·structure_. is· .encrypted .. usi~g. a:,:.··'·.·· 

. subordinate node-.key or a subordinate leaf key;. and , · 

· ·. said positfon.discrimination-data stored in the tag part is .. constituted as.a tag ., ' · 

-·indicating whether ·there ·is key data at the node- ·of leaf position at the· subordinate. 

left and right positions of the node position of each of not less one encrypted key 

data stored in the·enabling key block (EKB). 

27. . The information recording medium according to claim . 25 wherein ·said 

encrypted key data includedin said enabling key block (EKB) is· constituted- on the 

basis of only a key corresponding to a node or a leaf of a reconstructed hierarchical 

tree reconstructed by selecting paths constituting a simplified 2-branched type tree 

with a terminal node or leaf capable of decrypting the enabling key block (EKB) at 

I IJlllll llllll lll/111111111111 
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the lowest stage to omit unnecessary nodes; and 

said position discrimination data stored in said tag part includes data 

indicating whether an encrypted key corresponding to the tag of the enabling key 

block (EKB) is stored or not. 

28.. A program distrjbuting medium for distributing a c9mputer p~ogram to 

.. execute on. a computer· system· a ,process of .generating an enabling key :block (EK.a}-· .. ·. . 

into which a ·renewal node key into which at least. one· of the node ,keys in a.-group. · .. · 

constituted by nodes a~d a leaves connected under said top node which. is one ·node. 

· · .-., · · of the hierarchical;tree structure is renewed is encrypted with a.node .. key or. a leaf 

·. · . : · ·. . key in said. group;:··.:. :. · . · ·... · ...... 

.. .· , . ·. said computer pro.warn -including: ... . . · ... /" . , ~ ..... ··=· . .• :·. :. : : . . . .: : :. . . .... ~ . 

a. step of generating a reconstructed hierarchical tree by -selecting a:' path · . . · · 

constituting a simplified 2'."branched type tree with a·.terminal node,or a· leaf capable· :· ·.· . 

. · ·of. decrypting the enabling key block (EKB) at the . lowest stage ·.to omit an · · 

unnecessary node; 

a step of generating the enabling key block (EKB) on the basis.of only a key. 

· . corresponding to a constitution node or leaf of said reconstructed hierarchical tree; 

·and 

a step of storing data indicating whether an encrypted .key corresponding to a 

· tag of said enabling key block (EKB) is stored or not. 

29. An information processing apparatus comprising: 1!1111111111111 Hiii 11111111111 
* C L M S * 
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storage means for holding a key set of a peculiar node key and a leaf key in a 

hierarchical tree structure with a plurality of different devices as a leaf; and 

decrypting processing means for executing decrypting process to encrypted 

message data distributed, using said key set; 

wherein the. ·encrypted. message data distributed has data constitution. to be 

encrypted with a .renewal node. key: obt.ained .in a decrypting process- ef an enabling· . :. -. 

key block (EKB}of said.decrypting processing means ,. and 

wherein said.enabling key bock (EKB) includes: 

•.· . ·~. .. . : . . . . .. 

a data part c~nstituted. by encrypted key data into whiqh. said. renewal node ... . 

key into which at least any· one -of. the node keys in a, group. constituted ·by nodes· and .. . 

leaves connected under a top node which is one-. node. :of the hie,rarchical. tree ;.. · · 

··structure is encrypted with-a node key or a leaf key·in.said group; and -. .·, · 

· · , · · "· · .· . · -. · , a tag part- as position ·discrimination· data ·in said ,hier~chical ·tree structure ·of . - · 

the encrypted key data stored in said data part. . .. . 
. . 

30. The information processing apparatus according to claim 29 wherein said 

encrypted key data included in said enabling key .block (EKB) is data into which a 

node key constituting . said hierarchical tree structure is encrypted using a . 

subordinate node key or a subordinate leaf key, and 

position discrimination data stored in said tag part ·is constituted as a tag 

indicating whether the key data at the node of leaf position at the subordinate left 

and right positions of the node position of each of not less one encrypted key data 

111111111=1111111111111111111111 . 
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stored in the enabling key block (EKB). 

31. The information processing apparatus according to claim 29 wherein said 

encrypted key data included in said enabling key block (EKB) is constituted on the 

basis of only a key corresponding to a node or a leaf of a reconstructed hierarchical 

. · tree reconstructed by selecting paths constituting .a simplified branched· type ·tree ·. 

, . ···''· ·. wµh a· terminal node.or.Jeaf capable of. decrypting. the.-enabling key. block (EKB).aL. · ... ·. 

·the lowest stage to omit unnecessary nodes, and ' · · .· .. - .. .· 

·· position discritiiination data stored in said tag part includes data indicating 

.::·whether an encrypted key..:corresponding to the tag.of said-.-ena~Iing key block .... 

-:-:· .. ·: ,(EKB) is stored or not.·. . .. : .. ·.· . : . 

·.·. ·:. · 32. > The ·information-processing 'apparatus according to claim .29 .wherein said ::: : ... ; ·· 

·encrypted key data includecl- in said enabling key. block (EKB): is constituted' on the . · · . . . , . 

.. , ... ··· : .·basis of only a key. correspQnding·to· a node·or a leaf of a .reC9nstructed.hiera;rchi~l · · .... , .... 

tree reconstructed ·by selecting paths constituting a simplified branched 'type.tree ··. 

with a terminal node or leaf capable of decrypting the enabling key block (EKB) at 

· the lowest stage to·omit unnecessary nodes, and · 

position discrimination date stored in said tag part is a constitution including 

a tag indicating whether the key data at the node of leaf position at the subordinate 

left and right positions of the node position of each of not less .one encrypted key · 

data stored in the enabling key block (EKB), ·and data indicating whether an 

encrypted key corresponding to said tag is stored or not. 

Hf lllllllllll lllll lllll IHlll 
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33. The information processing apparatus according to claim 29 wherein said 

decrypting processing means has a constitution for .sequentially extracting said 

encrypted key data with data of said tag part in said enabling key block (EKB), 

executing decrypting process to obtain the renewal node key, · and. executing 

decryption of said encrypted message data with the renewal node key obtained. 

: · .. 34 .. · An informa~ion: processing method .for .. executing decrypting., process on ·· .. 

encrypted -message data distributed, said method comprising:. .... ·· . : · ., . · 

. an encrypted key data ·obtaining step of obtaining encrypted key data from an . 

enabling key block (J;KB) .including said encrypted .. key .dat~ inte w~ich a renewal 

·. node key into which at least one of the node keys in. a group ·.constituted by nodes: . 

·.:.. · · · · .. -·and '.leaves connected·.under a top. node ·which is·one ·node of ·the .. bierarcliical tre.e ·: · ·. ·.:· · · · · 

. . . .. . structure is renewed is encrypted with a -node key or a leaf key in said group; ·and : . ' 

; ' .. :=. :·.,.;·. ·· .·a· renewal· node· key .·obtaining step of·obtaining=said·renewal:node key:by- .. 

decrypting said encrypted key data obtained, .. 

wherein said enabling key bock (EKB) includes a data part constituted by 

·said encrypted key data and a tag part as position discrimination data in said . 

·hierarchical tree structure of the encrypted key data. 

35. The information processing method according to claim 34 wherein in said 

encrypted key data obtaining step, encrypted key .data stored in the data part is 

sequentially extracted on the basis of position discrimination data stored in the tag 

part of the enabling key block (EKB), 
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wherein in said renewal node key obtaining step, decrypting process is 

sequentially executed on said encrypted key data obtained to obtain said renewal 

node key; and further comprising: · 

a decrypting processing step of executing decryption of the encrypted 

message data by said renewal node key .. 

. 36; ,. The information processing method according to· claim .35,. wherein jn . .said ' . · .... 

··decrypting processing step; .a different key set of a node key peculiar to each node· .. · ·· 

. ;and a leaf key· peculiar to each device in the hierarchical · stru~ure is. held, and .. 

, . : .decrypting proce~s· is execilted with. respect to said et;icrypted; message. data using; 

.. . · · . · · · the key set. .. : . . ~. . . . . 

'··;,.·.' · .,. :37. · ·The information-·. processing -method according 'to claim~34 wherein:said: · .. · ·;. 

: . ·. · ·.:message data ·is a :content .key capable of being. used as. a decryption key· for-. ·· . ·, 

: ., ·. d~pting the content:data •. · · · .. ·' .. :·.· . .. . . . . . .. . .. : . ·.· 

. 38. The information processing- method according to claim. 34 wherein· said · · 

message data is an authentication key used in the authentication processing. 

39. The information processing method according to claim. 34 wherein ·.said 

message data is a key of generating an integrity check v_alue (ICV) of contents. 
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