WD 01/ 54015 PCT/ SGO1/ 00007 1 ELECTRONI C TRANSACTI ONS AND PAYMENTS SYSTEM
Field of the Invention The present invention relates to a systemfor

el ectroni o gi@IGRCt i ons between two parties and paynment fpim@eds00and
servi ces purchased over a communication network and nore specifically,

t hough not exclusively, to a systemand nethod for transmtting both
transaction instructions and paynent instructions froma custoner to a
merchant and returning secure authorisation to the nmerchant and the
custonmer. Definitions Throughout this specification or reference to a
person is to be taken as including a reference to a nunber of persons
whet her i ncor por ELECTRONIC TRANSA D) i g ; a4V ence to a
conputer is to be taken as |nclud|ng a reference to a personal di gi tal
assi st ant, notebook conputer | apt op conputer, WAP- enabl ed tel ephones, and
| nt er net - +fﬁi Throughout this specification, the use of

pr oduct |n Te Ion to a nerchant Is to be taken as including good(s)

and/ or Vi C Thr.ou hi s 1834 45 to
be takene@é P%T%&ann%hﬁg‘ﬁséh y[sge%;g t'l'b'rrr mégtrizorq‘gfb%g&e%\ﬂ ce grhg\l??der,
| endi ng organrsatron I nsurance  conp any other, oprganis

busi ness 2nspaysent fergagds |@ﬂé%¢§tﬂ‘ﬁ'&é§?‘gﬂv‘3m%t&? WP@H@%JWI@

consuners and or nerchants. This includes, but is not limted to,
t el econmsgpiecificaliysthough not exclusively, to a system and method for transmitting both

transaction instructions and payment instructions from a customer to a merchant and

returning secure authorisation to the merchant and the customer.

Definitions
Throughout this specification or reference to a person is to be taken as including a

reference to a number of persons whether incorporated or not.

Throughout this specification reference to a computer is to be taken as including a
reference to a personal digital assistant, notebook computer, laptop computer, WAP-

enabled telephones, and Internet-enabled telephones.

Throughout this specification, the use of product in relation to a merchant is to be taken

as including good(s) and/or service(s).

'I’hroﬁghout this specification reference to a bank is to be taken as including a reference to
any bank, financial service provider, lending organisation, insurance company, or any other
organisation or business having an established distribution channel which includes

consumers and or merchants. This includes, but is not limited to, telecommunications



WO 01/54015 PCT/ SGO1/ 00007 2 service providers, Internet- service
provi ders, governnment departnents and organi sations, Internet portal

oper at orswoqﬁysﬁ@lghem cal conpani es, petrol eum conpani es, r&t-,?fjdo i@btﬁhet
chai ns including conveni ences stores, and so forth Backgroun of1 t he

I nvention One of the primary reasons that Internet transactions have not
taken off in the way experts predicted (and online sellers would have
liked) is the reluctance of many buyers2 to reveal their account

i nformati on over the Internet. There is a fear that anything submtted
over the Internet can be conpromsed if a third party gains access to it by

i nt er ceptseiiiced provirleds; tThteftiet sérvice Sprovideis goverhmenpidépartments @idcérganisations) i o,
custoners are not confortable with revealing sensitive information (such

as credit | tlgfﬁ@! r g to £ Speth L&E?'aﬁl anEtRP SRRt ds)
to thi rdléﬁfaz’rﬁ%llt i %@g}gbﬁ?ﬁc@ﬁ e'gl cum/’eﬁ%eéafﬂf‘] t sgl’l er/service
provi der can ti with the custongr'’ ank, so that the custoner can
directly c&m;qc‘ipcﬁggpqﬁvgmqepgﬁquomﬁgér&m bank, thus reducing the risk
of the information falling into the wong hands. Typically, online service
provi ders would sign up with one bank ("nerchant's bank") whereas the
custoner woul d have an account with another bank ("custoner's bank"). It is

di ffi cul tBdckground ofhithetInventien gn up with and provide a link to all banks
possi ble, and for banks to have their presence on all online

shoppi ng/Gks bf ARe Privttirf Qeasons ahat THanet transucio®s havg noeadted ®ff énahe avaynl i ne
service providers to be able to link with all banks.
experts predicted (and online sellers would have liked) is the reluctance of many buyers
to reveal their account information over the Internet. There is a fear that anything
submitted over the Intemet can be compromised if a third party gains access to it by
intercepting the electronically submitted information. In such a scenario, customers are

not comfortable with revealing sensitive information (such as credit/debit card numbers,

account numbers, pin numbers and passwords) to third parties.

This problem can be circumvented if the seller/service provider can tie up with the
custc;mer’s bank, so that the customer can directly submit the information to their own
bank, thus reducing the risk of the information falling into the wrong hands. Typically,
online service providers would sign up with one bank (“merchant’s bank™) whereas the
customer would have an account with another bank (“customer’s bank™). It is difficult for
merchants to sign up with and provide a link to all banks possible, and for banks to have
their presence on all online shopping/service provider sites. There is a pressing need to

enable online service providers to be able to link with all banks.



WO 01/54015 PCT/ SGOL/ 00007 3 It is also desirable for a conputer operated
by a nerchant that offers goods and services for sale over a publicly
accessi bl -switched network such as the Internet t to
confi rmtﬁ]gﬁﬁ?ﬁgﬁor.der was nade by the custonmer who is idgﬁ@g{g&%o% t he
transaction instruction as the custonmer, and that the payment instruction
Is fromthe custoner. It is also desirable that: (i) the custonmer has the
nmeans to effect paynment; (ii) the nmerchdnt has the assurance that the
customer has such neans to effect paynent; and (iii) confirmation of
aut hori zation for paynent be made by a paynment system Such a systemis
pr ef er ablly isciiss desichbley far deoriputer openated by mamerchant thet offers igoedst and: semvices he
| egal and contractual responsibility for providing paynent on behalf of the
cust oner, ' QGRR Ghikhid AQSRAK sBdh BthORIkGhét tofbetdite
custorrer.fofl%ﬂ?éq?%ﬂggdlggﬁc?gﬂg%é t hat gﬁh&gri t he transaction instruction
and the paynept ijpstructi.o ' ] . R AR L on
channel , '10ﬁPB‘JﬁﬂttFB%{hgbodﬂ?rn}"ﬁ%hgggt% g%er E‘gﬁ&?'fg}awgggf ?%%qlﬁggﬁ ucti on'agﬁtrj
payment instruction is kept secyre, Only the rel evant, ipformqation should
be provi déMOPl‘Pé%F%%%Fr’?ﬁgﬂﬁg’&é’g%ﬂtl"ﬁguﬂ%ﬁm .cuﬁrﬂ?l'é‘e?i sk of
exposi ng sensitive information such as credit card and debit card nunbers
to interception by third parties, and for fal se authorization of paynent
to be effected, should be mnimzed.

It is also desirable that:

(i) the customer has the means to effect payment;

(i) the merchant has the assurance that the customer has such means to eﬁ'eqt
payment; and

(iii) confirmation of authorization for payment be made by a payment system. Such a
system is pteferal;ly operated by a bank or other financial institution that has the
legal and contractual responsibility for providing paylt;ent on behalf of the

customer, and to authorize the commercial transaction on behalf of the customer.

It is further desirable that where the transaction instruction and the payment instruction
are being transmitted over any communication channél, information about the customer’s
transaction instruction and payment instruction is kept secure. Only the relevant
information should be provided to the merchant for processing the transaction. The risk
of exposing sensitive information such as credit card and debit card pumbers to
interception by third parties, and for false authorization of payment to be effected, should

be minimized.



WO 01/54015 PCT/ SGOL/ 00007 4 Various attenpts at achieving these desired
obj ecti ves have been devi sed. For exanple; see

http://me 1536 Qr mat i k. tu- muenchen. de/ Chabl i s/ Mt udy/. Oqg adobenpt s
to provide a secure transm ssion channel for transm ssion of payment

I nformati on such as Secure Electronic Transaction ("SET"), jointly

devel oped by the Visa and MasterCard card associations, and described in
Visa and MasterCard' s Secure El ectronic 4lransaction (SET) Specification,
23 February 1996, hereby incorporated by reference. O her simlar paynent
technol ogi es include Secure El ectronic Paynents Protocol ("SEPP"),

| nt er net Matieus @tgmptstat a¢hieviR})thessialesifed iobjectives haydbeencdavisede Gior eﬁﬁﬁ?ﬁ}t g
ut’e

Protocol. Any of the known secure paynent technol ogies can be substi

L e it bl ARABE. oAk ALK REICHIBRY RISt SURD SHEE WiEnRR FSE

technol ogi es require the custoner to operate s

with the e I drawback to.the secupe paynent

t echnol og iset%gé |E%‘§#§§’ﬁen Ce(;??r f‘@“%‘ﬁ%W%PE,R?Y‘P?“ r’@gﬂﬂrﬁgé“t*@ as
depl oyneng, of eci al ur pose re.and software by the custoner, the
ner chant , éed%e Ef@%@gﬁﬁ( Tg?“sgﬂ%‘r ?%hqlr{\\g deintly deysloped byghe Visa pud MasteeGardt he
use of cross-country certification authorities requires substanti al

i nvest men¢ard Assogiations.r angk deseribadsin¥ist and MasterCatidis$écnre Elettsenic Trassactiofi 0US
certification authorities including for exanple, cross-certification

mechani sngSET) Specifivationyas: Bétiraary 1996,diereébyl ifedrperated by veferéncer 00t di gi t al
certificates. WD 01/54015 PCT/ SGOL/ 00007
Other similar payment technologies include Secure Electronic Payments Protocol
(“SEPP”), Internet Keyed Payments (“IKP”), Net Trust, and Cybercash Credit Payment
Protocol. Any of the known secure payment technologies can be substituted for the SET

protocol without undue experimentation.

Such secure payment téchnologies require the customer to operate software that is
compliant with the secure payment technology. A drawback to the secure payment
technology is that its deployment cost is very high. It requires the deployment of special
purpose hardware and sofiware by the customer, the merchant, and the bank or other
financjal institution. In particular, the use of cross-country certification authorities
requires substantial investment in infrastructure, as well as co-ordination between the
various certification authorities including for example, cross-certification mechanisms,

and implementation of certification authority root digital certificates.



5 Such an infrastructure also requires the inplenentation of various
redundant paynment gateways to process paynent instructions, which further
I ncreasesygfslsso@nd adds to the conplexity of the enti reﬁﬁﬁm & ot her
attenpt, nmade was to provide a general secure transm ssion C anne?

transm ssion of information in general. An instance of such an atterrpt IS
Net scape Inc's Secure Sockets Layer (Protocol "SSL"). 'the SSL Protocol

version 3:0, Mach 1996, is ' . . herebysincorporated by reference. SSL
provi des a- neans for secure transm ssion between two conputers. O her
simlar technol ogies include Private Comruni cations -.. Technol ogy ("PCT")

from M cr Becdf an iftfrastruztin pdso feguires e Rfgleieiatien o6 vafiousSHedhnfant é‘ieﬁﬂ%nt :

Theresa Systens. These have the advantage that they not require t

cust omer %aﬁe\lv A R %mé?s‘% %neﬁ?i&s%& Piﬁ's »ﬁ} f&ﬁiﬁpﬂﬂeg%o o§tsa.4nrde$fj&§ i, the

I ncorporated i'nto tware use cust oner exanple
M crosoft and the Net scape Navi gat or, browsing tools.
SSL is desdllgé% ﬁ'?’g?f ?y(ﬂe’?‘\/\o conmput er conmuni cations, and it does not

provi de a nechani smfor transmtting different types of encoded
information to a merchant and to a paynent gateway to mnimze the risk of
exposi ng sensitive information (such as credit card and debit card nunbers)
to the nAnethenaiiemyd mader wamite epraiidee aogenenalt sdenfeotransmizsiont chainel cfept ed,
by third parties. Mre inportantly, the above technol ogies involving the

use of seransmitsiamnefimfommationdngenaal AQ inQindeWTistiél an StcRptds Ne@&‘dﬁ@ Wmde -
I nci dence of electronic cormmerce fraud. A very |arge proportion

el ect r oni SecaRTSEAE EAYUPIAHc EIST e ThE S PlotdBf 9sion 3.0, March 1996, is . .

hereby incorporated by reference. SSL provides a  means for secure transmissicn -
between two computers. Other similar technologies include Private Communications -
Technology (“PCT™) from Microsoft, Secure Hyper-Text Transport Protocol
(“”SHTT”P”) from Theresa Systems. These have the advantage that they not require the °
customer to install special software as such technology is already incorporated into the '
software used by the customer. For example, the Microsoft Internet Explorer, and the
Netscape Navigator, browsing tools. SSL is designed primarily for two computer
communications, and it does not provide a mechanism for transmitting different types of

encoded information to a merchant and to a payment gateway to minimize the risk of

exposing sensitive information (such as credit card and debi.t card numbers) to the

merchant, and to minimize abuse of that information if intercepted, by third parties.

More importantly, the above technologies involving the use of secure transmission
channels do not inhibit, stop or reduce the incidence of electronic commerce fraud. A
very large proportion of electronic commerce conducted over the Internet today is

conducted through the use of credit cards. Credit card information is transmitted over the



conducted through the use of credit cards. Credit card information is
transmtted over the WO 01/ 54015 PCT/ SGOL1/ 00007 6 Internet to the

mer chant' ﬁ,oqﬁ@ﬂtser fromthe custonmer's conputer through. gutdde§/00007
comuni cation channels.. Wile security in transm ssion ' channels.-such as
SET and SSA: wll mni i ze incidents of unauthorized third party',

I nterception of credit card information, these, security neasures are no
assurance that- the merchants' conputersé thenselves are secure from

unaut hori zed third party, access, or even fromunsuthorized access by
rogue. | oyees operating the rrerchants conputers. Merchants'

conput er| grnetyte. the amgeshant!  computerufroor ithee ustomeE’s domputerk thtGugle Gribtie
they .contain records of man: transactions, and credit, ,card nunbers from

aut hent i c cornmtihidation Shantels. . WRIlRsb&RitPIA "traﬂﬁm;skllﬂﬁ a,hﬂfr@fsrﬁ%h QO sE ﬂrﬁiﬁsﬁq ce

unaut hori zed access i s achieved, access can be obtained to many o ese

credit c¢ ) u en. be conduc. hout
t he know gglge og e cre tbcgﬁlg{!%(‘ri Pgﬁf ‘ﬁag&mer: PRRY9E (Bt rﬁfﬁgvﬁﬁ% are
I nnocent a-rtl For exarral e, it was reported in_ i.nternetnew. comon 12
January 20 aﬁ':ﬂn’ BESESEEURY  TcqyEes 3’%‘8&%%0@9? the; peEchonty, sopmned ¢ -
card nunbers fromthe electronic commerce retailer Cduniverse, and

di spens ed&ﬁ@ﬁ%"’f’% prer gesure, fom; wRdhosized third paysicesss, or even dhom uaabiorize:]
provided a credit card nunber has to accept it and conplete the

t r ansact i @¢esst by meguecremployesa peratimgthe kmcﬂmﬁ&ompummr MerdhafiRel @orfytes. v
approval code will be given if the card is not reported |ost or stolen,
and t her eare:darets fai wabitleieed taccds3ehyC higgheks because they contain records of - man;

transactions, and credit, card numbers frem authentic cardholders will comprise- part ¢

the information stored.

ROnce unauthorized access is achieved, access can be obtained to many of these credii
-card numbers. Fraudulent transactions can then be conducted without the knowledge of

the credit card holder (or the merchant) both of whom are innocent parties.

For example, it was reported in internetnew.com on 12 January 2000 that in December
1999 a Russian hacker stole 300,000 credit card numbers from the electronic commerce

retailer Cduniverse, and dispensed them for free to visitors to his website.

A merchant who is provided a credit card number has to accept it and complete the
transaction if the credit card network provides an approval code. An approval code will
be given if the card is not reported lost or stolen, and there is sufficient credit. The credit

card holder will not know of such a fraudulent transaction and be aware that something is

amiss unless and until they receive their monthly statement. For the same reason, the



card holder will not know of such a fraudul ent transaction and be aware
that sonmething is am ss unless and until they receive their nonthly

st at enent e sanme reason, the WO 01/54015 PCT/ SGOl/QQQQﬁ nks
detect ed ?Vtg;(?ysi“glgued the credit cards, and nmade paynents to t@lé%@zhants,
will not detected fraud. VISA reports that roughly 8-cents-s- of every
US$100. 00 spent on line is lost to fraud. Wiile this percentage my seem
small, in the context of the business-tofconsuner electronic, commerce

mar ket that was estimated to worth about US3-7 billion in 1998, -these

| osses can be substantial. Such |losses will ultimately have to be, borne by
the, cusbanksrdetaeted that issned tbercredit|cards; and made paynsents tosthe thérehaists, vt s
rise to consuner mstrust in electronic conmerce. A survey by Visa

reveal ed teméted fraudNtVISA fipsrtd thatGousRIVSRHEBItS of B (SSFICTI0Végent BATRIEGS ©ON
the Internet as opposed to 60% who trust tel ephone” banking. And surveys
have showp id@lud Ne bi ggest concern of consunmers is the transm ssion of
their credit card nunbers on the Internet. Unfortunately, the transmi ssion
of such information is prescribed by the secure transm ssion paynment and
comuni cati on technol ogi es such as SET and SSL described above. Neither is
digital cagh a viable solution. Digital cash gives nmerchants the imediate
assur ance Wirlep tusnsrceninge smay (seems smalloia theigontext of the husiness-tajeonsumense
of consuner perceptions that these could be instrunents of fraud in the
el ect r oni electeonic commsrce mugkei thatswias estimateddiogworth abathUERP billiont iat 19985
restrict the maxi numvalue - :

Jthese losses can be substantial. Such losses” will ultimately have ‘o be borne by the

customer and the merchant..

It is no surprise that this has given rise to consumer mistrust in electronic commerce. A
~survey by Visa revealed that currently only 5%. of consumers trust electronic commerce :
on the Internet as opposed to 60% who trust telephone banking. And surveys havé shown
that the biggest concern of consumers is the transmission of their credit card numbers on
the Internet. Unfortunately, the transmission of such informatien is prescribed by the
secure transmission payment and communication technologies such as SET and SSL
described above. Neither is digital cash a viable solution. Digital cash gives merchants
the immediate assurance of payment for all transactions. This is a disadvantage because
of consumer perceptions that these could be instruments of fraud in the electronic
environmgnt. As a result, many digital cash implementations restrict the maximum value
of the transaction traded using digital cash. This restricts the acceptance of digital cash
by merchants. Also, digital cash has not received widespread acceptance, and there are
issues of controls over national currencies, currency denominations, and curréncy

exchange controls that further hinder the acceptance of digital cash.



of the transaction traded using digital cash. This restricts the acceptance
of digital cash by nerchants. Also, digital cash has not received

wi despr eafAfgpisance, and there are issues of controls Wsdlﬁfoi)éb'?al
currencies, currency denom nations, and currency exchange controls that

further hinder the acceptance of digital cash. WD 01/54015 PCT/ S&1/ 00007
8 The devel opnent of electronic commerce is at a critical juncture.
Consuner demand for secure but conveni eéht access to el ectronic shopping
and other services is very high. Electronic conmerce nerchants want
simpl e, cost-effective nmethods for conducting electronic -transactions,
and financial institutions want a |evel playing field to be able to nake
avai l abl e their existing banking and finance infrastructure to both

consuner s Thedevelapmbstrdfielecifonio eamneics bodefidcal jeivngs] TonS@AsY domand for
cost-effective, on-line transactions to satisfy market. demand for such

technol ogk&srd but BEnviaT&it ORTBEY td)feleétr&ﬁ@%hﬁg&igg%gxpl &tpﬁfé%%es 1 Q’Eg'a?'?ﬁlb

secure el ectronic transaction systemthat t Se concer

account, % 0 |stin anki.ng and fipance jnfrastrucfure.
There ar eE?\éSﬂ%Jé@ %ﬁ'ﬁlg'g?"]ean egéllc')af%s[ r‘l‘g“‘gﬁ, pley °g§}§elﬂ§ﬁ£‘"? ‘!‘e‘i‘rﬁ‘f{i st t1Bgt er s
their credjt carg‘_ numher at the merchant!s site. The nerchant then

cont act s ?Hﬁ%"-‘?@%‘ ARSACHGR%. and lal instinytions want p deyel playing fielddprhe: able tand

the bank debits the custoner's credit card account. The probl ens
associ-at ethalg pyailable-their existingbanking and finance infrastructure to both consumers and

.- . merchants.

The next step towards achieving secure, cost-effective, on-line transactions to satisfy
market demand for such technologies is the development of a single, open, industry
standard secure electronic transaction system that takes all these concerns into. account,

and leverages on existing banking and finance infrastructure.

There are number of variants of the present system:

1. The customer enters their credit card number at the merchant’s site. The merchant
then contacts the issuing bank with the customer’s credit card information and the
bank debits the customer’s credit card account. The problems associated with

such a system are:

o the customer gives their credit card number at the merchant’s site. This is not
a safe transaction from the customer’s point of view. The merchant can easily

view the customer’s credit card information and use it.



the custonmer gives their credit card nunber at the nerchant's site. This is
not a safe transaction fromthe custoner's point of view The nerchant can
easily v custoner's credit card information and u ' 1/ 54015
PCT/ S@l/%)g%%olgst]@lg the identity of the custonmer is not es??g(%%oﬁ)ggaognd/ or
aut henticated, leading to insecurity and | osses due to fraud. 2. During
the time of paynent, the custoner is redirected to the bank's site and
enters their his credit card nunber at the bank's site. This has the

probl emthat each bank has to separately tie-up with each nmerchant. This
I's not feasible Dbecause each nerchant woul d already have a tie-up with a
particul ar bank and hence would be reluctant to-tie-up with another bank.
Al so the cost would outweigh the advantages. Wth a | arge nunber of banks

| ssui ng credit o Cahe fdentify 6f tAHsdnicr $@h6t é{aaﬁéﬂeh%aim{,a]%?@h%ﬁ@d, gg&scﬁgggg‘s :

3. There are other variants of the current systemin e

f
goes to the banlihgecﬁh'r;g;eer ﬁgtd%ﬁ?f'g‘?‘y debit card information, and

provides their pin nu S su fromthe sanme drawback as the
second system i.e. reluctance of merchants to tie up with nore than one
bank, and the reluctant | ogistical problens. Al of the three systens
descri bed above al so have common drawbacks: there is no single interface
for credi? carBuriag dbe dime of hayment thel chstorder is; redirected to the bank’s site and

enters their his credit card number at the bank’s site. This has the pmbleﬁ that
each bank has to separately tie-up with each merchant. This is not feasible
because each merchant would already have a tie-up with a particular bank and
hence would be reluctant to tie-up with another bank. Also the cost would
outweigh the advantages. With a large number of banks issuing credit cards, this

would create significant logistical problems.

3. There are other variants of the current system in which the customer goes to the
bank’s site and enters their debit card information, and provides their pin number.
This suffers from the same drawback as the second system, i.e. reluctance of
merchants to tie up with more than one bank, and the reluctant logistical

problems.
All of the three systems described above also have common drawl;acks:

e there is no single interface for credit card holders and debit card holders;



WO 01/54015 PCT/ SGOL/ 00007 10 custoners of banks that do not support
I nt ernet banki ng cannot purchase online; and custoners cannot use their

checki ng qerAwés for paynent. Objects of the Invention Igeqiscodoffohnci pal
obj ect of the present invention to provide an electronic transaction and

paynent systemthat provides confidentiality of paynent information by
separating the transaction information fromthe paynent information. A
further object is to provide a system ft el ectronic paynment wherein

i mportant paynent information such as credit and debit card nunbers are
not passed across an open network, or to the nerchant, but is only

recei ved and el duitpnerdafihankethatndd et soppeet Intemet dankingi chanst phifchase f or
el ectroni c paynent wherein the merchant is provided a nmeans by which the
mer chant can havenlifie; agsur ance and confidence that they are dealing with
a customer who is a legitimte user of a paynent card. A further object of
the present invention is to provide a systemfor electronic paynent

wherein the nerchant can receive confirmation fromthe custonmer, a bank, or
a financial institution, that the custonmer has the neans to pay for the
transaction. A fCHSIPMSE eanpotysetheir checkingacconntsfarpayment o provi de a system
for electronic paynent between two persons. WO 01/ 54015 PCT/ SG01/ 00007

Objects of the Invention
It is a principal object of the present invention to provide an electronic transaction and
payment system that provides confidentiality of payment information by separating the

transaction information from the payment information.

A further object is to provide a system for electronic payment wherein important payment
information such as credit and debit card numbers are not passed across an open network,

or to the merchant, but is only received and held by a bank.

Yet another object is to provide a system for electronic payment wherein the merchant is
provided a means by which the merchant can have the assurance and confidence that they
are dealing with a customer who is a legitimate user of a payment card.

A further object of the present invention is to provide a system for electronic payment
wherein the merchant can receive confirmation from the customer, a bank,_ or a financial
institution, that the customer has the means to pay for the transaction.

A final object of the present invention is to provide a system for electronic payment

between two persons.



11 Summary of the Invention Wth the above and other objects in mnd, the
present invention provides a nethod for conducting an electronic

transacti gy Rayygen a first person having a first's conputgiyaidned@rsecond
person having a second conputer, the first and second conputers being able
to be connected to each other by at |east one communi cati on network; the
met hod including the steps of: (a) establishing a communi cati on between

the first conputer and the second conpgier via the conmuni cation channel;
(b) receiving at the first conputer a request for paynent fromthe second
conputer; (c) the first person using the first conputer to pass a paynent

i nstruct i Samutary dfithe Invéatidrper ' s bank to effect paynent to the second
person; (d) the first conmputer receiving a request fromthe first bank for

identity | i | . fir erson. and.fhe fifrst
conput er gﬁg‘p 3%‘1’5"’? C?B Pﬁ%ﬂ% ?@Pag E‘gmzﬁé]’ﬁgeip(ﬁ%stﬁ??we ﬂ?f‘ Pyt sl"‘rfPS{}ﬁ?Qtﬁan of
the first rson for enabling the first bank to effect a debit transaction
to debit ‘é‘ﬁ‘%&‘é‘%me p’PH’é’ ‘f'fﬁ'ﬁ%‘i“°ﬂé’ee§’t9’r?naﬂmaf%°rseﬂ#'éma first's eamppter and
payment transaction to the second person; (e) the first's conputer
r ecei vi ng? Fc9nd prEsop;haying,a second somanter.the fisstandofeconst ¢computers beingsabe iton.
WD 01/ 54015 PCT/ S@1/ 00007 12

be connected to cach other by at least one communication network; the method including

the steps of:

(a)  establishing a communication between the first computer and the second

computer via the communication channel;
(b)  receiving at the first computer a request for payment from the second computer;

(c) the first person using the first computer to pass a payment instruction to a first

customer’s bank to effect payment to the second person;

(d) the first computer receiving a request from the first bank for identity and login
information from the first person, and the first computer supplying to the first
bank the identity and login information of the first person for enabling the first
bank to effect a debit transaétion to debit an account of the first person and to

effect a corresponding payment transaction to the second person;

()  the first’s computer receiving from the first person’s bank approval of both the

transaction.



The present invention also provides a nmethod for conducting an el ectronic
transaction between a first person having a first conputer and a second
person hayig\d/s3second conputer, the first and second coyl&iesoRhnNg abl e
to be connected to each other by at |east one comuni cation network, the
met hod including the steps of: (a) establishing a communi cati on between the
first conputer and the second conputer via the conmunication channel; (b)
sending fromthe second conputer to thel3irst conputer a request for
paynent for the first person to use the first conputer to pass a paynent
instructign to a fjrst bank to effect payment to the second person, and for
enabl i ng Prepresent inyention; 3jse prevides;a qagthed forgpnduetingnan glegtrpnic tansactionint

of the first person; and (c) the second conputer receiving a correspondi ng
payment fbepwedrha first persobdakingTadirsiecomputef and pasesamt pesyn Haviigs s adedidm
the second conputer to the first conputer via a server. Also, the first

bank may doassuter, B fifst 6rd k&an@fcoﬁmt&y%ingfabrehs vRaoiR&ed eécheotﬁacvgﬂgt

conput er, and the first bank may effect the paynent transaction to t

second T“ﬁnﬁ'f | O . d via the server.
The servgremrrgég%g ec &gﬁgﬁ%({r%@éﬁ%%@gﬁ‘%ﬁggé{%ﬁég t he paynent
transaction and.the _r est for paynent. All co ni cations over th '
communi cat i on ﬁ%t wof ﬁ%‘"&é‘ W'MQEQPEWG?'}%%I%&P@EF”W%ﬁqqen'group
consi sting of encryption, and SSL Protocol.

computer via the communication channel;

(b) sending from the second computer to the first computer a request for
payment for the first person to use the first computer to pass a p;yment
instruction to a first bank to effect payment to the second person, and for
enabling the first bank to effect a debit transaction to debit an account of
the first person; and

(©) the second computer receiving a corresponding payment from the first
bank.

The request for payment may be passed from the second computer to the first computer
via a server. Also, the first bank may pass a notification of approval of the payment to
the second computer, and the first bank may effect the payment transaction to the second

computer. The payment transaction may be effected via the server.

The server may collect and collate information regarding the payment transaction and the

request for payment.

All communications over the communication network may be subject to security selected

from the group consisting of: encryption, and SSL Protocol.



WO 01/54015 PCT/ SG01/ 00007 13 Preferably, the first conputer produces a
transaction information instruction in relation to the second conputer.

The trans%dlﬁqoﬂ nformation instruction nmay be sent from tghg ddoimboo7
conputer to the f5i rst bank. Preferably, the first conputer a(so produces a

paynment authorization instruction on behalf of the first person. The

paynment authorization instruction my be sent fromthe first conputer to

the first bank at the sane tinme as the 13ransaction information instruction

is sent. In response to the receipt of the transaction information

I nstruction and the paynent authorization instruction, the bank preferably

produces and sends to the second conputer a confirmed order and paynent

i nstruction. The confirmed order and paynent instruction may contain only

t hat inf ' j j j ' [1S,: ui red
OPreReEably, the ﬁ'i‘&ttcﬁﬁl&gﬁg mﬂutcgé’% iﬁ%géefcgbtn ﬁtﬂoi’n‘ﬁ‘t}oﬁmﬁ*ﬁﬁm *" {%l%tﬁ&? &

for the second person to S e payne ransac

Pr ef er abl ent | i i.nformati.on and an aut hentication Lnstruction is
t r ansni ttﬁe‘% S&#lg r# HP%%%T st %ﬁg{fﬁ)&%?wggg r"i'ﬁ%?’f’ o M3y &&Fﬂbﬁ?ﬂ/ﬂ‘F irst

aut henticate the i enéity of the first _person; and to authenticate the

t ransact iﬁ?ﬁ'ﬂ“ﬁﬁ‘o%&l"i Fstibaak, (Brefesablyy the fiast eqmmer alse tpreducesta payment
instruction, or both the transaction information instruction and the
payment authomization rinsfmctient ondiehalff, off thenfirstepérsonst Thenpaymentt anthbizativik

bef ore processi.ng of the transaction information instruction or the
paynment dnsthustips ahayobe sers tfrand theofirso Comphter td the firsEbEXCAt the samé Uniethd e

I nstruction and the paynent authorisation instruction. WO 01/54015

PCT/ SQ01Afxa8H¢fion information instruction is sent.

In response to the receipt of the transaction information instruction and the payment
authorization instruction, the bank preferably produces and sends to the second computer
a confirmed order and payment instruction. The confirmed order and payment
instruction may contain only that information from the payment authorization instruction

as is required for the second person to be able to process the payment transaction.

Preferably, authentication information and an authentication instruction is tr.ansmitted.
from the first computer to a certification authority to authenticate the identity of the first
person; and to authenticate the transaction information instruction, or the payment
authorisation instruction, or both the transaction information instruction and the payment
authorisation instruction, from the first computer to the bank before processing of the
transaction information instruction or the payment authorisation instruction or both the

transaction information instruction and the payment authorisation instruction.



14 More preferably, further authentication information and a further
authentication instruction is transmtted fromthe second conputer to the

certificafygfi/sadshority to authenticate the identity of the,&a5006@7Person;
and to authenticate the confirned order and paynent instruction fromthe

first bank to the second conmputer before processing of the confirnmed order
and paynent instruction. The confirnmed order and paynent instruction may be
transmitted to a third conputer trustet#by the second person fromthe
first bank, the confirmed order and paynent instruction being sent from
the first bank to the third conputer; and the processed confirned order
and payneMore rpreferablyorfurther ruthentication tiefbrination t fmed tehi futhen remthentication t he
second conmputer. Preferably, the transm ssion fromthe third conputer to

the seconjhseeutiont iy trafsiitRdt fiém @R' %Rond MehfbulireloibettifitdiRnt AthsHtyP 36 ON
to the third conputer formthe first bank is via the server. The first

erson : er,

Fequost " aRthate Bt YIGHE Y] (hO SecApAi o Filthchfcdts B EdHHined, By .
mer chant by, the cust oner. t heorder, bein | aceq by the custoner uysing the
et corf eyt insfFlion FloBL P ISt yatk (i nd SRS eomhguier bEIoR PEceee of
conmputer. The ordey is preferably placed by the custoner as a result of

t he nercHQﬁFo%@Hm fﬁﬁ’%‘@?#?@‘%&‘!sgﬁéﬁmﬂ-nfornation about at |east one

product, the information passing fromthe second conputer to the first
conputer. The first bank may be a bank of the custoner, and the third
conputer may be a nerchant bank
The confirmed order and payment instruction may be transmitted to a third computer
trusted by the second person from the first bank, the confirmed order and payment
instruction being sent from the first bank to the third computer; and the processed
confirmed order and payment instruction may be transmitted from the third computer to

the second computer.

Preferably, the transmission from the third computer to the second computer is via the
server. More preferably, the transmission to the third computer form the first bank is via

the server.

The first person may be a customer and the second person may be a merchant, the request
for payment being as a result of an order being placed with the merchant by the customer;
the order being placed by the customer using the first computer, and being received by
the merchant using the second computer. The order is preferably placed by the customer
as a result of the merchant supplying to the customer information about at least one
product, the information passing from the second computer to the first computer. The

first bank may be a bank of the customer, and the third computer may be a merchant bank



WO 01/54015 PCT/ SG01/ 00007 15 conputer operated by a financial institution
with which the nerchant establishes an account, and which al so processes
sai d conf{ygRkspisder and payment instructions on the mer ghaicedoffosount .
The second conputer may include a second conponent to integrate wth the
second person's software to inplenent nessage conposition, encryption,
hashi ng, and nessage sending routines. The second conponent may include a
transaction generator that accepts nesssges fromthe second person and,
dependi ng upon the type of transaction, sends a second nessage to the
server. The second nessage nay be a transaction nessage fromthe second

per son ancorhpates @perattdcbyaufitanciglniistitution Switle whicle $hé 9gertRarit 3tabHENR" an DY
redirecting the first person to the server. The second conputer nay

di cor _
ol 1 oot el By 2 RGP 2s BRiceiRbs s SRRBL) URE obd Forbd i FRB Bt

There may_be . a {gank conponent responsible for authentication of the first
per son, Fﬁh&ﬂ T8 wi th the bank's | egacy systens, and to enable the
bank to debit the first person for the required anmount. The server may
I nclude a transaction processor to receive redirected nessages fromthe
second conputer, validate the transaction, record the transaction in a
dat abase, gecand comphtert may includei a secdndnéompiBent] fob iiftégrateChithGhé / L0

person’s software to implement message composition, encryption, hashing, and message
sending routines. The second component may include a transaction generator that
accepts messages from the second person and, depending upon the type of transaction,
'sends a second mcssagc‘to the server. The second message may be a transaction message
, ﬁ'om the second person and the second computer sends the second message to the server

by redirecting the first person to the server.

The second computer may retrieve result messages sent by the server when the first

computer is redirected back to the second computer after the transaction is completed.

There may be a bank component responsible for authentication of the first person,
communication with the bank’s legacy systems, and to enable the bank to debit the first

person for the required amount.

The server may include a transaction processor to receive redirected messages from the
second computer, validate the transaction, record the transaction in a database, and to

send it to the first bank.



16 The server may al so receive status request nessages fromthe second
person regarding the status of an ongoi ng transaction, whereupon the
server ¢ Aiefs the status in the database and advises 0

person. The server may further include a settlenent nodul e by which the
second person can request settlenment of its transactions; whereupon
settlenent files for a second bank of the second person are prepared and
sent to the second bank to credit an act®unt of the second person, and to,
the first bank to debit the account of the first person. Description of the
Drawi ngs In order that the invention may be fully understood and readily
put i nto Phessrveranayfalsecteceive statas migatst messages froi ahié bednd peror refiarding
non-limtative exanple only preferred enbodinments of the present

i nvent i onghetskugl6s Gk ioﬁhbﬁi\%ﬂ??’ﬁ_ﬂ&idﬂ, ‘Whet&i/pBh ThE Server Eikeks RCRERRNG 10 the

Il lustrative drawi ngs I'n Figure 17is a representation o e system

architect - Ei o : re 1 Ts arepresentation of the Syste
ifnE it B Skl bl

second e overall flow chart for the first
enbodi nent; Figure 4 is a flow chart for the nmerchant conponent for the
first enbodi ment; WO 01/54015 PCT/ SGOL/ 00007 17 Figure 5 is a hardware

chart for_the server conponent for the first enbodinent; Figure 6 is a
conf i gur afleoserveramey ffyrthen inclide 8 setilemenbmeduleoby vwhichs éhevsacond peisgnreans;

request settlement of its transactions; whereupon settlement files for a second bank of the
second person are prepared and sent to the second bank to credit an account of the second
person, and to, the first bank to debit the account of the first person.

Description of the Drawings

In order that the invention may be fully understood and readily put into practical effect,
there shall now be described by way of non-limitative example only preferred
embodiments of the present invention, the description being with reference to the
accompanying illustrative drawihgs in which:

Figure 1 is a representation of the system architecture;

Figure 2 is an illustration of the system architecture of a second embodiment;

Figure 3 is an overall flow chart for the first embodiment;

- Figure 4 is a flow chart for the merchant component for the first embodiment;



Figure 7 is a hardware chart for the issuing bank for the first enbodi nent,
Figure 8 is a process flow chart; Figure 9(a) and (b) are flow charts for
the servegyg filQ4fse 10(a) and (b) are flow charts for the igggWdgobRwkK:
Figure 11 is a om1chart for bank and merchant registration; Flgure 12 is
a flow chart for customer registrations; and Figure 13 is a flow chart for
a person-to-person financial transaction. DESCRI PTION OF THE PREFERRED
EMBODI MENTS Figures 1, 3 and 8 depict &@ overview of the nethod of securely
transmtting transaction and paynment instructions between custoner,

mer chant and custoner bank. The nmethod WO 01/54015 PCT/ SG01/ 00007 18
starts with the custoner's conputer | establishing.a conmunication with one
or nore nmerchants' conmputers 3 via a conmuni cation channel such as the

I nt er net F2gurd §§s a GHfdvre chart f6Y TR sder col oheﬁt%ﬂh%eﬁrgtré?ﬂﬂti#ﬁﬁeﬂfe rchants’

conputers information about various goo or services via the Internet
2. This information about goods or services wll be assenbled and
processed by custoner’'s conputer 1. Upon the custonmer confirmng the

pur chase of the goods or servic tonmer's nputer 1 will issue a

t ransact iPpbﬂ“? Ei‘%g ﬁﬁ?ﬁ%‘ﬂa'éﬂ‘a C%&ﬁ’ém Sy ‘Ffz‘a?&ﬁﬁ "Fﬁ@tSFU’Gf pbhigure ¥ t he
custoner's bank's conputer 6. The custoner’'s bank's conputer will -process

the transaction information and paynment authorisation instruction 5 and
upon ascertaining the validity of the
Figure 7 is a hardware chart for the issuing bank for the ﬂrst embodiment;

Figure 8 is a process flow chart;

Figure 9(a) and (b) are flow charts for the server;

Figure 10(a) and (b) are flow charts for the issuing bank;

Figure 11 is a flow chart for bank and merchant registration;

Figure 12 is a flow chart for customer registrations; éqd

Figure 13 is a flow chart for a person-to-person financial transaction.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Figures 1, 3 and 8 depict an overview of the method of securely transmitting transaction

and payment instructions between customer, merchant and customer bank. The method



transaction information and paynent authorization instruction 5, custoner's
bank's conputer 6 will issue a confirnmed order and paynent instruction 7
to one orwpR4efs the nerchant's conputers 3. In another piyhd /iRy of the
i nvention, the custoner's transaction instruction and paynent

aut horization instruction and/or the customer's bank's conmputer's confirnmed
order and paynent instruction may be via a paynent gateway. Figures 2,3 and
8 depict an overview of a further enbodil®ent of the nethod of securely
transmtting transaction and paynent instructions between custoner,

mer chant and customer bank. The nethod starts with the custonmer's conputer
1 est abl i starthyvith thegustamerss compuler i establishingwr eommnnicatinms withooqeuoemoré vi a
a communi cation channel such as the Internet 2. The custoner's conputer 1

Wi || recemeechhnishcoimputers Ghaid @' communichtiors cRarinel Q0o tak QGRie ARRetVAr | THE
goods or services 4 via the Internet 2. This WO 01/ 54015 PCT/ SGO1/ 00007 19

[ or Bt i OWNGHIGS csifpater 9rwiAFFILVE Troth e HEARRS DLANEAY RIGRERRRLINY

custoner's conputer” 1. Upon the custoner conti pur

goods or ' ' ter, ¢l 1. Lssuge a transacti on on

ot or mat ol §58ds oEMHAETH via BRTRIGSL, 7. Hhis nfosmafof abi] ZS6G eXfravices
bank's co er 6. tually authenticate the identities of the custoner
and the cﬁré’ﬁeﬁssﬂigwaaﬁcprpsevé n?yy cpsiemsy; s rrompuisr: §. ofUpomether sustamer on

i nformation and paynent authorization instruction 5, custoner's conputer 1
and cust eRfrming, Hiekpurchasepefk the googs|ar seovices, sustomer’s icompater Hewill dssvieon

instructions and :
transaction information and payment authorization instruction 5 to the customer’s bank’s

computer 6. The customer’s bank’s computer will process the transaction information
and payment authorisation instruction 5 and upon ascertaining the validity of the:
transaction information and payment authorization instruction S, customer’s bank’s
computer 6 will issue a conﬁmied order and payment instruction 7 to one or more of the

merchant’s computers 3.

In another embodiment of the invention, the customer’s transaction instruction and
payment authorization instruction and/or the customer’s bank’s computer’s confirmed

order and payment instruction may be via a payment gateway.

Figures 2,3 and 8 depict an overview of a further embodiment of the method of securely
transmitting transaction and payment instructions between customer, merchant and
customer bank. The method starts with the customer’s computer 1 establishing a
communication with one or more merchants’ computers 3 via a communication channel
such as the Internet 2. The customer’s comp;lter 1 will receive from the merchants’

computers 3 information about various goods or services 4 via the Internet 2. This



messages 10 fromthe certification authority 11. After successful

aut hentication, the custoner's bank's conputer 6 will process the
transact i @i jiigfsmati on and paynent authorisation instrugdiXNEerefnd W |

i ssue a confirmed order and paynent instruction 7 to a gateway conputer 8
which will in turn transmt the confirnmed order and paynent instruction 7
to the nmerchant's conputer 3. Through the use of the sanme paynent gateway
conputer 8, the merchant's conputer 3, #ée custonmer's bank's conputer 6,
and the merchant's bank conputer will process the confirmed order and
paynment instruction 7. The various entities and conponents that make-up

the syst einfartnationdationt goodbaissepdest will bet eRbRECHHd provaséd 89 LREdmEss
Mer chant Conponent - Figure 4 This will be installed at the nerchant site.

T Pormesied] | Ut et udhé cditfimidE i Wkeis’ bP Y BOR: BPISkIAES, 2"

wi |l inplement nessage conposition, encr shi ng,
sending r | nes. [ 54045 PCT/.SGOL/ 00007, .20 The rchant conponent
i ncl udes %ﬂkdrng%ssa%&gg‘%%iﬁg ApSyf a trnsaction an jnformatign ﬁﬁmy&xent authopzation, o
messages fromfhe ma‘hchant and, depending upon the type of transaction,
sends a r@SEugtion;;to the cuslpmer s bagk’s computer 6 Tosnetualiinauthentisafe the identities
merchant, it generates a checksum encrypts the checksum and sends the
nmessage tQf theyeusfomer and ghe custivmerds bank ardetocvesify ther authentivity s£thectransatigen t he
transact i_on is conpleted, it receives the ,
information and payment authorization instruction 5, customer’s computer 1 and
customer’s bank’s computer 6 will issue and receive authentication instructions and
messages 10 from the certification authority 11. After successful authentication, the
customer’s bank’s computer 6 will process the transaction information and payment
authorisation instruction 5 and will issue a confirmed order and payment instruction 7 to
a gateway computer 8 which wiu in turn transmit the confirmed order and payment
instruction 7 to the merchant’s computer 3. Through the use of the same payment
gateway computer 8, the merchant’s computer 3, the customer’s bank’s computer 6, and

the merchant’s bank computer will process the confirmed order and payment instruction

7.
The various entities and components that make-up the system of, and the methods used
by, the present invention include:

Merchant Component — Figure 4

This will be installed at the merchant site. This component will integrate with the
merchant’s storefront software and will implement message composition, encryption,

hashing, and message sending routines.



nmessage fromthe server and sends a nessage to the nerchant's system If it
IS a status nessage, then a nessage is sent directly to the server,

requesti ngddigqisat us of the transaction. The merchant capAGeeRAEr ate
cancel l ation or reversal nessages. These nmnessages are sent to the server,

which in turn processes the nessages and sends themto the bank. The
merchant's systemretrieves the result nessages sent by the server when the
custonmer is redirected back to the nmercB@nt after the transaction is

conpl eted. An additional backup nmessage is received directly fromthe
server. The order is conpleted only after both the confirmations are
received. In the offline node, the nerchant connects to the server using
its login id and password. The nmerchant can view all its transactions, and

can requeFhe piérchRitecSmpineht fivhides| £ hansaclibf gefbrdfor. The lrashdioh E&fer tor
transacti ons between the custonmer's bank and the nerchant's bank. Ve)

01/ 54015 / 140 t merchant and the
erver  ar Seopisy MpSRes from iy rherGARE la” U oped B el 8F 95 OF FfsBRior.
Sockets L r (SSL) co ni cation Q@ maintain a relatjvely high degree of
securi ty.%ﬁ%é?‘gﬁ%@fﬁ% fenyes- p&a‘iés&/gmsggﬁlmb&ﬁ%ﬁ R '?‘ﬁmhﬂﬂgé!:t
connections being nade over private SSLs using certificates generated by

the servEneraies 3 checksum, encpypisitheschgcksum gnd sends\the angssageotokthscsemessmby he

merchant and the server.
redirecting the customer to the server. Once the transaction is completed, it receives the

message from the server and sends a message to the merchant’s system. If it is a status
message, then a message is sent directly to the server, requesting the status of the
transaction. The merchant can also generate cancellation or reversal messages. These

messages are sent to the server, which in turn processes the messages and sends them to

the bank.

The merchant’s system retrieves the result messages sent by the server when the
customer is redirected back to the merchant after the transaction is completed. An
additional backup message is received directly from the server. The order is completed

only after both the confirmations are received.

In the offline mode, the merchant connects to the server using its login id and password.
The merchant can view all its transactions, and can request settlement of transactions.
The server will settle the transactions between the customer’s bank and the merchant’s

bank.



Bank Conponent -Figures 7 and 10. The software running at the bank wll be
responsi bl e for custoner authentication, comunicate to the bank's | egacy
systens, Wsbids enabl e the bank to debit the customer frddigob@euired
amount. This contains the interface nodule and the switch interface. The

I nterface nodule receives the transaction nmessage fromthe server,
decrypts the information, verifies the checksum and asks the custoner for
their card no./account no./user |ID and 2password/PIN. It then authenticates
the customer. The authentication is done either by contacting the switch

I nterface (which then contacts the bank for authentication) or directly by

accessi ngAH trankavtions betyedearthe mdrclidne and Shesiver die PréfbRbly Ersted @ kehhe
debit is processed, and the transaction result is sent back to the server

after enGgiplyd eReckWimObsimgOSeurd Bockild/ I%S'Qp &ﬁselgn)z g%’xﬁnﬁ?&moﬁ? %o Jikighiin S At US

and cancel |l ati on nessages fromthe serv N a nessage IS

recei ved, bank ihnterface r.equests the exjsti bank: s systemto reverse
the i r aifeiauBrIs e 405eEE bf fEurif hE sipiocfintiaks e 04 S dgeptions, wi
transacti gns between the, bank and the server are encrypted and sent using
Secur e ke cennechions beisg) madenayer PEVAGNSSLS uping Q?ﬁé%%ﬁ‘ﬁng@l@rﬁaﬁl rhyathe a
hi gh degree of security. The transactions take place over SSL connecti ons.
Server Csapenchhis-inreffaet sreatesca aimtuzd . private setwoek betweenbthe trherchmitnaml dieent
‘of this system The server will be an interface

Server.

Bank Component — Figures 7 and 10.

The software running at the bank will be responsible for customer authentication,
communicate to the bank’s legacy systems, and will enable the bank to debit the

customer for the required amount.

This containsi the interface module and the switch interface. The interface module
receives the transaction mesSage from the server, decrypts the information, verifies the
checksum, and asks the customer for their card no./account no./user ID and
password/PIN. It then authenticates the customer. The authentication is done either by
contacting the switch interface (which then contacts the bank for authentication) or
directly by accessing the bank’s systems. If the customer is authenticated, then the debit

is processed, and the transaction result is sent back to the server after encryption.



bet ween the merchant and the bank. It wll enable nessage encryption and
decryption, nessage construction, and mai ntenance of information that wll

be used fgiph aRLsisenent between the nerchant's bank and t hgthank et he
custonmer. The server includes a transaction processor that receives a
redirected nessage fromthe nerchant, decrypts it, authenticates the
source, validates the transaction, and records the transaction inits

dat abase. It then asks registered custog2rs for their user |D password,
and their bank. Unregistered users choose.their country and their bank
nane. The server then creates a hash total for the nessage, encrypts the
hash t ot allhe dauk xandwcept status ahd caneellmion messkgesThom the seyver.cWheCsuchda t he
custoner browser to the bank site. After the transaction is conplete, the

resul t nepre@ge isrdcaived the basleiterPice FequidisURE EfisGith baikes §
PCT/ SG01/ 0000 23 result is updated i%&?he datla%ggse. Thgg?esu %%éég%‘gi n

encrypted | recting the custoner back to the
e nd QpbACURTE YK ol

mer chant . SO rec p nmessage from the bank verifying the
transaction, and sends a backup nessage to the nerchant. The server can
receive status request nessages fromthe nmerchant regarding the status of

an ongoi ng transaction. Wen the server receives this nessage, it checks
for the sflitpansactions betwesnthehank| and the secvau are iencryptedyand seot vsingSecuteen it
sends out a status request to the bank. -The server will accept reversal

and cancebocketsohayrs(S8h comnumicdtionyewitihanchecksiin 6 ausintain adigle|deghe of
transaction. These transactions are updated and then the nessage Is

security. The transactions take place over SSL connections.
Server Component — Figures 5,6 and 9.

The server will be the main element of this system. The server will be an interface
between the merchant and the bank. It will enable message encryption and decryption,
message construction, and maintenance of information that will be used for settlement
between the merchant’s bank and the bank of the customer.

The server includes a transaction processor that receives a redirected message -
from the merchant, decrypts it, authenticates the source, validates the transaction, and
records the transaction in its database. It then asks registered customers for their user

' ID/password, and their bank. Unregistered users choose their country and their bank

name.

The server then creates a hash total for the message, encrypts the hash total, and sends it
to the customer bank. This is by redirecting the customer browser to the bank site. After

the transaction is complete, the result message is received, decrypted and verified, and the



forwarded to the bank for reversal/cancellation. The server will also allow
the merchant to login to its system and show the nerchant the transaction
hi story f®igdiagof¥erchant. It wll accept requests fr0ﬁ1tﬁqnﬂ§ﬁﬁmaﬁ§ for
settlenment of transactions, and will generate transaction files for

settl enment between the custonmer's banks and the nerchant's bank. The bank
can al so send offline nessages to the server requesting for charge
back/refund of a transaction for a partgcul ar user. The server will mark
the transaction, and send the nessage to the custoner's bank. The server

al so provides a facility for the custonmer through which they can be

i nti mat edresultds updutéd incthe datbatia SThe AU GV agaiR eRYpted ahd E’e'i't t6 the mRchane

achi eved by sending an SM5 nessage to the custoner's nobile, phone,

normal , p ; ' sad LVige ager .. or the
li ke as rggtg%ﬁeed %/HE‘thgtogﬁegltﬂ glrsrlg}o ﬁ@@&%@%v%%gécﬁvgggbaag"fpa'ingisggﬁ@?“&s,
for exanp the custoner's nobile cellyla and phone nunber will be WO
01/ 54015 b@ﬂagg‘ﬁ?‘é'b% e tapsac Pu?‘!&ﬁ“&ﬁ??f?@cqi“ﬂé“ 83pedp thg msrehaptocess, and
the customer will have an option to enable or disable this facility at any
time. This facility wll be available only to registered users. All
transacti ons between the server and the nerchant and bank are encrypted and
sent usi e SuvercanSecsies statua yequesORiejsagesifrouni thetrieeshant iwighflig theetdtas! 6T t O
maintain relatively a high degree of security. The transactions take pl ace
over SSL awowgnhig tramsactioie When the sehved rédeives 4RIS niest#p8] it chédisor MR YEs in Ni S
nodul e handl es the registration for the three entities in the system i.e.

the cust ofPdatabidde HeH RN is 1 Yet RReNeAKhen it sends out a status request to the bank.

The server will accept reversal and cancellation messages from the merchant, and
reverse/cancel the transaction. These transactions are updated and then the message is
forwarded to the bank for reversal/cancellation. The server will also allow the merchant
to login to its system, and show the merchant the transaction history for the merchant. It
will accept requests from the merchant for settlement of transactions, and will generate

transaction files for settlement between the customer’s banks and the merchant’s bank.

The bank can also send offline messages to the server requesting for charge back/refund
of a transaction for a particular user. The server will mark the transaction, and send the

message to the customer’s bank.

The server also provides a facility for the customer through which they can be intimated
that their account has been debited and settled. This may be achieved by sending an SMS
message to the customer’s mobile, phone, normal, phone, facsimile machine, computer,
message service, pager, or the like as requested by the customer. The relevant contact

details such as, for example the customer’s mobile cellular hand phone number will be



The custoner registration nodule (Figure 12) accepts the custoner details,
accepts the wuser IDfromthe custoner, verifies that the user IDis not

al ready iWoHaRyo@dnd updates the database, creates a regi ade@Rodeynber
and sends an enmail to the customer, informng themthat thelir account has

been activated. Registered Users can then commence using their account to
facilitate their purchases. The custoner registration is conpleted over an
SSL connection so that the information 26 not conpromised. It is not
mandatory for a custonmer to register to.avail thenselves of the system
Unregi stered users can al so make use of the Facilities by providing details
of their €& dyripg the registrasiopprecess, and dhe cwstomeér pill havg dmoptidreio enable
purchase. However, registration wll nake it easier and faster for the

cust oner erdisablehichacility atany timesThib €acility ivill be@vaildbte ofl§ty £ i§t&eﬂ%&??
regi stered users for pronotional purposes. Hence users wll gbe WO 01/54015
PCT/ SGO1/ 00007 25 encouraged to register. Additionally, registered users
can login and view their transactions, and avail thensel ves of other

services ' ' e | s_nodul L Ll .al so provide standard
f eat ur es {Hcl) ﬁgﬁgﬁ%ﬁg t?lseg%%ei'r gl%z%}‘sﬁmg\?vlg’f\% %%@g a“V\Q h@'iﬂf a@n‘f’ﬁ’i’ﬂ%‘? and sgat
their passmr%rg %I\/B rﬁassag(' gg on/off, and so forth. The nerchant_
regi st r at'FY¥% eSPekels, rlayen y(SL) sommuynieations.c Nl aschesksum o maintabs a
uni que nerchant 1D, verifies that the nmerchant IDis not already in use,
and updatteltively a high degrse of spausity.dhiedransastions take place buert SSIacomieetionsisi ng
the services that the system provides. Typically, once registered, the
necessary software will be installed and

The server also includes a registration module. This module handles the registration for

the three entities in the system, i.e. the customer, the merchant, and the bank.

The customer registration module (Figure 12) accepts the customer details, accepts the
user ID from the customer, verifies that the user ID is not already in use, and updates the
database, creates a registration number and sends an email to the customer, informing
them that -their account has been activated. Registered Users can then commence using
their account to facilitate their purchases. The customer registration is completed over an

SSL connection so that the information is not compromised.

It is not mandatory for a customer to register to avail ther.nselves of the system.
Unregistered users can also make use of the Facilities by providing details of their
country and issuing bank at the time of paying for their purchase. However, registration
will make it easier and faster for the customer to transact. It will also be easier for the

server to target registered users for promotional purposes. Hence users will be



integrated on the nerchant's site, 'and custoners can then start using the
systemto facilitate their online transactions. Merchant registration wll
be of flingofidysl | be an Intranet transaction, so that the,@uiligiyicity
of the merchant desiring registration can be verlfled The registration
process will follow a maker/checker procedure where the maker w | input
all the details, and these will have to be authorized by the checker after
verifying all the details. In addition, 28ertain technical details |like the
| P address/ URL/encryption keys, and so forth will have to be maintained
separately by the server in another nodule. Merchants can be standal one or
can be a ersoheagedoto ofegisteti vAdditibnalby, c registered | nser$iecdnatlogin  asdBSEewatheiit 'Y
is created in the database for each of the merchants through the mer chant
regi st r at irasacois] aed avdil &meﬂv@@éfotﬁér sERhéesrﬂPg'.E V{g y?
PCT/ SGOL/ 00007 26 This nodule will also provi de standard tea ures to
enable the User to view and update/nDdlfy their entries, change their
password, and so forth They can al so add new nerchants to their existing
mer chant S @ﬁ_ n mtheir list. The bank registration
modul e ( Fﬁb‘ﬁ § Wy é‘iﬁ?tléml’ E?éﬁﬂ'd;f%a‘@feéﬂf' gnable cystomers terviep @andpmadify D
and updat t he. dat abase. Cnce regi stered, banks can start using the
&‘ﬁ‘&@“‘“{eﬁe‘?@}'ﬁ theirpassyverk turn SMS messaging orifeft] andtsalforthl on t he

services

bank's prem ses, behind the bank's firewall, which will be able to
communi cate with the bank's | egacy systens. The server of the present
I nvention will comunicate its requests to the server on the bank site,

The merchant registration module (Figure 11) accepts the merchant’s details, creates a
unique merchant ID, verifies that the merchant ID is not already in use, and updates the
database. Once registered, the merchant can start using the services that the system
provides. Typicglly, once registered, the necessary software will be installed and
integrated on the merchant’s Asite, ‘and customers can then start using the sSrstem to
facilitate their online transactions. Merchant registration will be offline and will be an
Intranet trahsaction, so that the authenticity of the merchant desiring registration can be
verified. The registration process will follow a maker/checker procedure where the maker
will input all the details, and these will have to be authorized by the checker after
verifying all the details. In addition, certain technical details like the IP
address/URL/encryption keys, and so forth will have to be maintained separately by the

server in another module.

Merchants can be standalone or can be a collection of individual merchants. In the latter
case, an entry is created in the database for each of the merchants through the merchant

registration routine, which is part of this module.



which will in turn communicate with the bank's | egacy systens. Simlar to
the merchant registration nodule, this nodule will followthe

maker / chegkggRg@cedure. The server also includes a sett!| gggNciiReiehe Which
wi |l operate once the transaction is conplete. At the end of the day, the
merchant can log on to the server and request settlenent of its
transactions. This nodule will then prepare settlenent files for the
merchant's bank (to indicate to the mer@%ant's bank to credit the

merchant' s account) and the banks of all custoners who used the nerchant

to make o %ﬁ@hases to deblt their accounts. The nerchants will be
i nf or med stanflandn &atmties do  énables the Usebetoi wievgr aided

for all nerchants and one f| le will be prepared for each bank, which

i ndi cat es uptiate/masifyt theirtzintridsp chanige théie passwokd;ind/se Yoit ey Gh élﬁ?‘hd&’i’x@&r

The settlenent files will be sent to the banks over a seCure connectl on.

WD 01/ 540 ﬁ&rﬂﬁﬁiﬁ@lﬂéi@%ﬂ%&&cﬁhﬂl ef'et?f"hlek Iﬁﬁﬂ(#o%]ﬁdeir lfs arge

back/refund requests fromthe bank or the nerc Wwal | s are
i ntended to restrict unauthorized entry into the system External users
will be able to send requests to the server Preferably only through HITP

and HTIP ocols Thelno traffic on HTTP and HVS protocols w |
be rout edﬁ%%ﬁ J5Is "E}éﬂ‘h &HE‘?@ L‘SnQPCFP‘F dbe banlgs detailanergates e pnigue
requests y. from Wb Servers and will forward the requests only to the
appl i cat i ‘Hﬂ%@%‘* pdateasthe satabase; Pace yrgisteredybrnks camstatbesing thé servicesthat
machine. The firewal | may be a hardware device.

the system provides. A server will be installed on the bank’s premises, behind the bank’s

firewall, which will be able to communicate with the bank’s legacy systems. The server

of the present invention will communicate its requests to the server on the bank site,

which will in turn communicate with the bank’s legacy systems. Similar to the merchant

registration module, this module will follow the maker/checker procedure.

The server also includes a settlement module which will operate once the transaction is
complete. At the end of the day, the merchant can log on to the server and request
settlement of its transactions. This module will then prepare settlement files for the
merchant’s bank (to indicate to the merchant’s bank to credit the merchant’s account),
and the banks of all customers who used the merchant to make online purchases to debit

their accounts. The merchants will be informed of the settlement amount offline.

These files will be integrated for all merchants and one file will be prepared for each
bank, which indicates the credit/debit for all the merchdnts/customers of that bank. The

settlement files will be sent to the banks over a secure connection.



The | oad bal ancer may be a device which accept traffic fromthe firewall
and route it to different servers. This will distribute the traffic across
di fferentywehsSs6ivers. The web servers will receive requesdsdda?fshdore | oad
bal ancer and process themusing servlets/JSP technology. There nmay be a
nunber of machi nes hosting the web server and the | oad bal ancer may

di stribute requests between them Each web server machine nay have two web
servers running: one to cater to customgy requests; and a second to

conmuni cate only with the merchant and the bank using SSL for sending
direct nessages. WO 01/54015 PCT/ SGOL1/ 00007 28 The server may be a

Certi fi caThismoduléwill hyndledllchyrge bavlréband rdgueaé S5mithe bilik GraRk he
merchant. One certificate will be generated for each bank and each merchant
that registers. This systemmay use a SSL accelerator. It may be a

har dwar e device that handles SSL connections for the web servers. SSL

connecti GOAS WM tpo.create and, to fear down. This device may
speed- upo?ﬁeeﬁ%)erq%%ﬂesrs%eé l('f"#%aj ﬁ’gfeﬁﬁ“’f‘ H‘é‘ab&f}%?ﬁ@' intq, the, syatem, (Extemmal ygars
server. I)?{ﬁ 'snvmah h at the bank acts as an interface between the server
nessage L,pe to sendateguests ko thes saver Bieforably cnly thyough HTdRsand HFTPS t
is, basically, a_transaction engine which can handle high transaction
vol unes, Rmtecalsi The dngomingdeaffic onddTHED and (HTERS prsocolswilhbe soited 1o wilohd
handl e fi na?nci al transactions of an extrenely sensitive nature, and

balancer.

The second firewall preferably accepts requests only from Web Servers, and will forward
the requests only to the application server. Physically, the two firewalls may be in the

same machine. The firewall may be a hardware device.

The load balancer may be a device which accept traffic from the firewall and route it to

different servers. This will distribute the traffic across different web servers.

The web servers will receive requests from the load balancer and process them using
servlets/JSP technology. There may be a number of machines hosting the wéb server and
the load balancer may distribute requests between them. Each web server machine may
have two web servers running: one to cater to customer requests; and a second to
communicate only with the merchant and the bank using SSL for sending direct

messages.



whi ch flow through the Internet and not through a private network, security
Is inportant. Preferably, all transactions which take place on line (i.e.,
fromthe wer@lsanits to the server and vice versa, fromthe mgars@iob@rt he
bank and vice versa) will take place over SSL (secure socket |ayer)
connections using, for exanple, 128-bit encryption/40-bit encryption. In
addition to using SSL, all nessages before being sent out on the Internet
may be hashed to generate a checksum T s checksumwi |l be encrypted using
public key/private key infrastructure. This encrypted checksum nay be

appended jl,Bbtshe end of the nmessage before being sent out over the
| nt er net . eryeEmaY perrFedtification doithority and majrssws Eertificgtes 46 theebank andit es

may be maintained at each.of the three sites, the nerchant, the server and
t he bank. thehnerchanty ©ge enificateewilbbe gegéraet fopeadl baiki A each merchifid @t ©
i ssued by an independent Certifying Authority, such as "Nerisign". (trade
mar k) , W tegisegs.mai ntai ned by all the three entities. This will be used when
the nmerchant and the server exchange nmessages using the customer's browser
as an internediary, and al so when the server sends direct nessages to the

bank or the nerchant; and the server may be a Certifying Authority. It
merchant, and to the bank. These

may i ssu lgital certifi es to the ]

certifi cg{@ggﬁtﬂn By H§%a% a%?&feﬁg?ﬁ'i Banayhe arhardware deyige thashandles (i
communi cates wth the server directly (i.e., without using the custoner's
browser t$9PesHons foy the web servers. SSL connections are time consuming to create and to

tear down. This device may speed-up the process and reducing the processing required

of the web server.

The switch at the bank acts as an interface between the server message module and
legacy bank system for processing of transaction. It is, basically, a transaction engine

which can handle high transaction volumes, and different kinds of message structures.

As the system will handle financial transactions of an extremely sensitive nature, and
which flow through the Internet and not through a private network, security is important.
Preferably, all transactions which take place on line (i.e., from the merchant to the server
and vice versa, from the server to the bank and vice versa) will take place over SSL
(secure socket layer) connections using, for example, 128-bit encryption/40-bit
encryption. In addition to using SSL, all messages before being sent out on the Internet
may be hashed to generate a checksum. This checksum will be encrypted using public
key/private key infrastructure. This encrypted checksum may be appended to the end of

the message before being sent out over the Internet.



Passwords may be stored on the database using Secret Key Encryption. A mail
server may be used at the server to communicate wth custoners. Merchants
and bankgg@ps@lsso be sent e-mail nmessages regardi ng admpgtsdodionooe
procedures and nmaintenance through the mail server. The security
managenent systemis used to authenticate the user. It may also be used to
authenticate an internal user, their role, and entitlenents. It nay al so be
used to authenticate external users frZ8nthe banks and nerchants. WO
01/54015 PCT/ SGO1/ 00007 30 To now refer to Figure 12, there is illustrated
a customer registration procedure. The custoner goes to the server's web
site, andFutieompre,tdigitalr cerlificates roay i ben maiiitained hat neachoaf Ithe ehtekesiespfthd e
fields, and provide details of their banks, a default bank, and the

rel evant mmehast] the séief indtheWank There Ry BE fVSHYPESof &i?ﬁaﬂ%rﬁﬁéa‘ie@r e

confirmed to the custoner by e-mail, and storéed in the server's database.
If a custoner wi shes to update their profile, after login the details are
retrieved fromthe database and changed by the custoner. They are then

stored in the dat abase. ,There be confirmation to the customer by
e-mail, i% B&ETH f‘“fﬂ'eﬂgane‘f‘g%}%“de’i“i %E“EBAﬁ rigy, spgh gs ¢ Nerisgign’t. dade goes
online to the nerchant and purchases a fewitens, they have to pay for the
pur chases. mask), will beanainiginedchy @l the thréeccatitics. t Thishwilt drevesedvinherh thes
provi ded as one of the paynment options on the nmerchant's page. This may be
by an i con. mEnchaihtandfthersetvee exchamgeemessageo psing gthe atustomer’s BRAFsef fad tan
intermediary, and also when the server sends direct messages to the bank or the
merchant; and
e the server may be a Certifying Authority. It may issue digital certificates to the
merchant and to the bank. These certificates will be used for authentication when the

bank or merchant communicates with the server directly (i.e., without using the

customer’s browser to redirect).
Passwords may be stored on the database using Secret Key Encryption.

A mail server may be used at the server to communicate with customers. Merchants and
banks may also be sent e-mail messages regarding administrative procedures and

maintenance through the mail server.

The security management system is used to authenticate the user. It may also be used to
authenticate an intemnal user, their role, and entitlements. It may also be used to

authenticate external users from the banks and merchants.



to the nerchant's end. The nerchant's nodul e constructs a nessage in a
format (e.g. XM.) that the server will understand. A checksumfor the
nmessage i wogAamkeédt ed and the checksumis encrypted. An SSlctesgm@cdoron i s
established with the browser (if not already done so), and the data is
sent to the server by being redirected through the custoner's browser.. An
SSL connection is also established with the server at this tinme. WO

01/ 54015 PCT/ S&1/00007 31 The custome®lenters their login id and
password, and selects their default bank. The server snaller group
verifies hhe Iog‘iﬁg I d_and password, .and reconstructs the nmessage, which
needs to @ nawdeiente Faguss i, there ds illysirated a custerersregistration iproceduss g Thend
encrypts the checksum The systemthen redirects the custonmer to their

i ssui ng bewstomépgoesety theeserseris oveb site) and| sehictst thei fregiste’ optidRN kn{eryomeﬁ
i st of banks which. have registered. They are then redirected to the bank

site in tbempietigaiosile fieldsOhnd ?ﬁd\ﬁa@ &dils b ik bﬁfksf Qede(f?#glt Bat, 'd-ﬁ;d%gk

site, the custoner is asked for eir user nanme and passwo nunber
and pin. eGeke f | Sp.de ted and al

o i | v praaps Aok bR, fof B Bl HEIARLEE bt dn 05 (e
custoner -is val.i dated by.the ba . . ,system This validation my be b
passi ng tﬁ%g%?sqgeéqagl’ﬁﬁ%s‘gﬁ‘ﬁeﬁh?mﬁ%éé“ ich then "tal ks" tg t he Y

bank's | egacy system or by the system s nodul e at the bank "tal ki ng"

If a customer wishes to update their profile, after login the details are retrieved from the
database and changed by the customer. They are then stored in the database. There may

be a confirmation to the customer by e-mail, if desired.

To now refer to Figures 3 and 8, when the customer goes online to the merchant and
purchases a few items, they have to pay for the purchases. They can therefore click on
the link to the server which is provided as one of the payment options on the merchant’s
- page. This may be by an icon. The data from the customer’s shopping cart is transferred
to the merchant’s end. The merchant’s module constructs a message in a format (e.g.
XML) that the server will understand. A checksum for the message is generated and the

checksum is encrypted.

An SSL connection is established with the browser (if not already done so), and the data
is sent to the server by being redirected through the customer’s browser. An SSL

connection is also established with the server at this time.



directly to the bank's systens. This will depend on how the bank s systens
function. If validation is successful, the custoner's account is debited by
the amounyAs/s3paCi fied in the nessage received fromthe ggid@ipodpi Ch

al so specifies the currency for debit. The debit is nmade -.through the
switch or directly by the system"tal king" to the bank's system The.
transaction is now conplete. The custoner is inforned that their account
has been debited, and the custoner is gedirected back to the server site..
A message is sent with the WO 01/54015 PCT/ S&1/ 00007 32 redirect
inform ng the server about the success of the transaction. An additional

message The sestomer eaters yheir bopin lid ahd Password hands Selvas thehh Hefailt baake The
i ntended as a backup of the original (redirect) nmessages Settlenent is

done of f | ieieeraimaliee gedhsh VErikibe 1A inTiare%:ﬁBg&Q@U}dﬁr gg@%@@ﬁg ﬂ?rfegﬁﬁéﬁ%éa}ée?;

settlenment. The server ‘generates the se ment

bank and &ﬂﬁ r. s, bapk.angd 4 nfor |t ank - the server'ss bank

whi ch act Yrish ngg‘gste@t ees%ﬁgo g’a?n Tf('} ge?%%qg%ﬁgﬁ?%éwgoﬁ messagsand cagrynts
banks. To_ seftle thg accounts. The nerchant's bank, pays the- nmerchant and

t he custoWﬁFf‘%“:ks‘b‘&n ESWF‘HéEe‘I’é?ﬁi’ﬁ@Stl&?é‘ﬁﬁ?mtf{mﬂasmw- st at enent or
bill) that the debit was successful. The custoner may cancel their order at
the nerchant's site using the order nunmber provided by the nmerchant. - The
merchant's nodul e generates- .a - cancellation for that particular order

and sendsNos-rdgistered wsers/ @an skleet theiv desuingChinke frofh @ Hane® biuiksi WhichvBatd | es-
the transaction details and cancels the transaction. The merchant -can al so

deci de t aregisegedd. They are then redirected to the bank site in the same manner as for registered

USers.

At the customer’s bank site, the customer is asked for their user name and passwoi'd, card

number and pin. The message received from the server is decrypted and all information

validated.

" In parallel, the account information entered by the customer is validated by the bank .
system. This validation may be by passing the message to the switch interface (which -
then “talks™ to the bank’s legacy system) or by the system’s module at the bank “talking”

directly to the bank’s systems. This will depend on how the bank ‘s systems function.

. If validation is-successful, the customer’s account is debited by the amount as specified in
the. message received from the server, which also specifies the currency for debit. The

debit is made through the switch or directly by the system “talking” to the bank’s system.

. The transaction is now complete. The customer is informed that their account has been

debited, and the customer is redirected back to the server site. A message is sent with the



the.order of its. own accord (if it is unable to neet the order; for
exanpl e). The custoner.- can. demand a refund fromthe bank (for exanple,

if the Cljﬁx(pﬁq%rmlgl aims they did not purchase the goods orpd&&&iiNGobhe
service as clainmed by the nerchant). The bank then requests -a charge back

fromthe nmerchant's bank through the server. The server processes

this.request and generates a file for the nmerchant's bank. WO 01/54015

PCT/ SG01/ 00007 33 Figure 13 illustrate3® a person-to-person transaction,

whi ch woul d be available to registered users only. Here, the sender |ogs

into the server, and selects the person-to- person option. Details of the

recei ver rediecctrimforming theserver eboutrthé sucsessiofahe frafatcliokyAr hditioRal Réssagd1e

e-mai |l having a hyperlink to the server. If the receiver is not a

[ g1 st er 98 setirecly fighf U BAd o hESUEL il oG 1CAIRE oL 3 BRKIFBERLLT o0
s Of "theo: it ende paynen ven

but may be encouraged to do so. Detai

to the re&&#’-y are asked to confirm their intention to proceed.
If "yes", ea?greerd\i}g&? Hség%agg an e-nmail to the sender indicating that the

receiver intends to proceed. The e-mail contains a hyperlink. The sender
selects the hyperlink, enters their login details, bank detals (if not the
default bank), and the server sends. to the receiver an e-mail requesting
det ai | s Settiementde done ofifinseat dhe ¢nd af . the dppnThe arrghand fequiests ithé servei fon
fromthe receiver, the sender's account is debited and the receiver's
account cettidineat!. The seraés pemdrates the settleinehtofiles o Thel eiercliti® s Bank DdS@at to
the receiver, if desired. The server will handl e currency conversion

bet ween clistoii®ef’s lbank and fifokh€itd BaS~ tf derver’s bank which acts as a settlement bank

for the customer’s and the merchant’s banks. To settle the accounts.

The merchant’s bank pays the merchant and the customer’s: bank confirms to the

customer (in a monthly statement or bill) that the debit was successful.

The customer may cancel their order at the merchant’s site using the order number
provided by the merchant.- The merchant’s module generates-a -cancellation for that
- particular ordelj and sends it to the server. The server receives the cani:ellation,- verifies
the transaction details and cancels the transaction. The merchant can also decide to cancel

the order of its own accord (if it is unable to meet the order; for example):

The customer: can demand a refund from the bank (for example, if the customer claims
they did not purchase the goods or receive the service as claimed by the merchant). The
bank then requests -a charge back from the merchant’s bank through the server. The |

server processes this.request and generates a file for the merchant’s bank. -



transactions that are received fromthe nmerchant are converted either to a
single currency or to the Issuing bank's local currency. The currency in

whi ch a pgj dlﬁ%ﬁr bank deals is stored during the registggtd@?o6fo7t he
bank. The daily exchange rates will be maintained on the server.

Regi stered users may check their transaction history and update their
profile. Registered users may be able check* their transaction history and
update their profile, if desired. WO 03454015 PCT/ SG01/ 00007 34 Wil st
there has been described in the foregoing description preferred enbodi nents
of the present invention, it will be understood by those skilled in the

t echnol ogpighseat] 3 MHRIstratedl hapd I4fd Wal g L ShoOf tion on
nmet hodol ogy may be mage Wi t%%ﬁhs“’?’é%g“rifi%ﬁ rd(;%’t @cg(raggﬁe]htb?n%/en??%nwm
01/ 54015 | M&: .1 A nmethod for, conducting an

el ect roni}c?e reﬁ'éé%ggﬁi%eﬁéeelﬁgsﬁdﬁF{’B%?elps%ntﬂ%asﬁ"ﬁb agd SFEF@%% dP- and
a second person havi 8 q s$cond conputer, the first and second conputers
bei ng abl ¥ToR ?ﬂw&‘onﬁ fatls gt the reggiverrg entesgd. o The mesiven issepbamenmaibby dhe

network, the method including the steps of. (a) establishing a
communi c ek the evinail bavingfa hyperlinkrtp thesersend Ilthe reeeiverds nobapegisteredigei he
comuni cati on channel ;

of the system, they will not be required to be registered, but may be encouraged to do so.

Details of the intended payment are given to the receiver, and they are asked to confirm |
their intention to proceed. If “yes”, the server sends an e-mail to the sender indicating
that the receiver intends to prdceed. The e-mail contains a hyperlink. The sender selects
the hyperlink, enters their login details, bank detals (if not the default bank), and the
server sends. to the receiver an e-mail requesting details of the account to be credited.
Upon receipt of the information from the receiver, the sender’s account is debit;:d and the
receiver’s account credited. A confirmation is sent to the sender, and may be sent to the

receiver, if desired.

The server will handle currency conversion: between the merchants and the banks. All
transactions that are received from the merchant are converted either:to a single currency
or to the Issuing bank’s local currency. The currency in which a particilar bank ‘deals is-
stored during the registration of the bank. The daily exchange rates will be maintained on
the server. Registered users may. check their ﬁansaction history and update ,their'.pr.oﬁ.le.
Registered users may be able gheck'their transaction history and update their proftl;, if

desired.



(b) receiving at the first conputer a request for paynent fromthe second
conputer; (c) the first person using the first conputer to pass a paynent
|nstruct|%glg4@15 first bank. to effect paynment to the segidkdgheRy; (d)
the first conputer receiving a request fromthe first bank for gentlty and
login information fromthe first person, and the first person using the
first conmputer for supplying to the first bank the identity and | ogin
information of the first person for enghling the first bank to effect a
debit transaction to debit an account of the first person and to effect a
correspondi ng paynent transaction to the second person; and WO 01/54015
PCT/ SQ01/ WKL the?é has beéd dedoribed ik Wha 5&&‘9};&&' '
fﬁrﬁ%%lgé]‘ﬁg%éﬂéﬂﬁg cting g‘rﬁvgpgé?rom c

approval of both transactions. 2. A net

berson: hadit PeshE alveition if wifl e deRibba\e; thost ifikd EIMR dtsiinafody Bstmagy ab o
to be conne¢ ed to eaé? ot her :? %‘Jeast one conmuni cati on network t he
met hod i néTCRNORG Oprfae '8?}%0"0‘\“ %ﬂf SIPSFAticn P gethodslogy maybe madp avithawt t he

first co ut er and t he second conputer via the communi cation channel; (b)
sendi ng f ﬂﬂf@%ﬁﬂ}?@moﬂo the first conputer a request for



paynent for the first person to use the first conputer to pass a paynent
Instruction to a first bank to effect paynent to the second person, and for
enabl i ng Woifsuést bank to effect a debit transaction to deljidgodmodecount
of the first person; and (c) the second conputer receiving a correspondi ng
paynment fromthe first bank. 3. A nmethod as clained in claim1l and claim
2, wherein the request for paynent is passed fromthe second conputer to
the first conputer via a server. 4. A ngshod as clained in any one of
claims 1 to 3, wherein the first bank passes a notification of approval of
t he paynent to the second conputer. 5. A nethod as clainmed in claim3 or
claim4, THEGLAIMSe first bank effects the paynent transaction to the
second computer. WO 01/54015 PCT/ SGOL/ 00007 37 6. A method as clained in
claim5, wherein the paynent transaction is effected via the server. 7. A
method as clainmed in claim3 or claim6, wherein the server collects and

col | ates 4 nfor | rdi the ment. transaction t he request for

payment. 8. A meE %@Qd gési dcbingﬁaér.rlg' %}'nelg%o%ﬁga?ﬁa‘tfﬂ'h °&“P§‘n'§,1’emerbé| Ec? |

conmmuni cat i ons s the co‘{muni cgtion network are subject to security

sel ect ed from B¥ Cofppyigr and a second person having a second computer, the first and second
computers being able to be connected to each other by at least one communication

network, the method including the steps of:

(a) establishing a communication between the first computer and the second

computer via the communication channel;

(b) receiving at the first computer a request for payment from the second

computer;

(c) the first person using the first computer to pass a payment instruction to a

first bank to effect payment to the second person;

(d) - the first computer receiving a request from the first bank for identity and
login information from the first person, and the first person using the first
computer for supplying to the first bank the identity and login information
of the first pérson for enabling the first bank to effect a debit transaction to
debit an account of the first person and to effect a corresponding payment

transaction to the second person; and



consisting of: encryption and SSL Protocol. 9. A nethod as clained in any
one of claiml to 8, wherein the first conputer produces a transaction

i nf or mat i @i gixIésuction in relation to the second conput erpet/siébi/odvorret hod
as claimed in claim9, wherein the transaction information instruction is
sent fromthe first conmputer to the first bank 11. A nmethod as clained in
claim 10, wherein the first conputer also produces a paynent authorization
i nstruction on behalf of the first persdi. 12. A nethod as clainmed in claim
" 11, wherein the paynent authorization instruction is sent fromthe first
conputer to the first bank at the sane tinme as the transaction information
i nstruction is(®ent the Xirsh computet accedling nfieomi thec fiastnbdik  appeswiln of Nboth
response to the receipt of the transaction information instruction and the
paynent aut hori zati ¢ransdtsionsiCti on, the bank produces and sends to the
second conputer a confirned order and paynent instruction. 14. A nmethod as
clainmed in claim13, wherein the confirmed order and paynment instruction
contains only that information fromthe paynent authorization WO 01/54015

PCT/ S&01/ 90007, 38,ipstruction as i,s required for the second person_to be
able to pfoces® Tﬁ‘&%iﬂ}%‘m““" %?%QE?‘F‘&?‘? tramsaction, betysen ég‘ﬂmﬁ%hﬂ"hn&hy

one of clains to 14, including transmtting
irst computer and a second person having a second computer, the first and second

computers being able to be connected to each other by at least one communication

network, the method including the steps of:

(a) establishing a communication between the first computer and the second
computer via the communication channel;

(b) sending frorr’l the second computer to the first computer a request for
payment for the first person to use the first computer to pass a payment
instruction to a first bank to effect payment to the second person, and for
enabling the first bank to effect a debit transaction to debit an account of
the first person; and

(c) the second computer receiving a Eorresponding payment from the first

bank.

3. A method as claimed in claim 1 and claim 2, wherein the request for payment is
pa;sed frpm the second computer to the first computer via a server.

4. A ﬁethod as claimed in any one of claims 1 to 3, wherein the first bank passes a
notification of approval of the payment to the second computer.

5. A method as claimed in claim 3 or claim 4, wherein the first bank effects the

payment transaction to the second computer.



aut hentication informati on and an authentication instruction fromthe first
conputer to a certification authority to authenticate the identity of the
first perg@uyssedd to authenticate the transaction i nfornmgidi@goasdructi on,
or the paynent authorisation instruction, or both the transaction

i nformation instruction and the paynent authorisation instruction, from
the first conputer to the first bank before processing of the transaction
informati on instruction or the paynent authorisation instruction or both
the transaction information "instruction and the paynent authorisation

I nstruction. 16. A nmethod as recited in any one of clains 1 to 15 incl uding
transmitt.ng Aunéthod as eldimed iinfctaimes, i witeréin theapayrnéri dRink4ction 38 effsted a4 | On
fromthe first bank to a certification authority to authenticate the
identity of tRhRfeképyes. bank; and to authenticate the transaction
informati on instruction, or the paynent authorisation instruction, or both

the transacti on | f] ' rycti gn_and. t aynen aut hori sation

i nstruct is-,gn, #Oﬂg]@{hﬁé% #@h%%rﬁr%u#%w o™ ﬂgmr !Eé’ﬁ'%‘é‘ﬂkﬁ‘ﬁeﬁeﬂeé °°ﬁﬁ’8t§e§%4 ng
of the transacti.on information ingtruction or the payment authorisation
instruction orcoligles inferms 5‘&%’@%& o PRYIRGIS niransaelion: tandn then eequest fay nent
aut horisation instruction. WO 01/54015 PCT/ SGO1L/ 00007 39 IT A nethod as
claimed in cl #meBl.or claim 16, including transmtting further )
authentication information and a further authentication instruction from

t he 8. A method as claimed in any one of claims 1 to 7, wherein all communications was

the communication network are subject to security selected from the group
consisting of: encryption and SSL Protocol.

9. A method as clairhed in any one of claim 1 to 8, wherein the first computer
produces a transaction information instruction in relation to the second computer.

10. A method as claimed in claim 9, wherein the transaction information instruction is
sent from the first computer to the first bank |

11. A method as claimed in claim 10, wherein the first computer also produces a
payment authorization instruction on behalf of the first person.

12. A method as claimed in claim 11, wherein the payment authorization instruction
is sent from the first computer to the first bank at the same time as the transaction
information instruction is sent.

13. A method as claimed in claim 12, wherein in response to the receipt of the
transaction information instruction and the payment authorization instruction, the
bank produces and sends to the second computer a confirmed order and payment
instruction.

14. A method as claimed in claim 13, wherein the confirmed order and payment

instruction contains only that information from the payment authorization



second conputer to the certification authority, to authenticate the
identity of the second person and to authenticate the confirnmed order and
paynent iwsgtgiaéison fromthe first bank to the second comuiKtoifefoor e
processing of the confirmed order and paynent instruction. 18. A nethod as
claimed in any one of clains 13 to 17, wherein the confirned order and
paynent instruction is transmtted to a third conputer trusted by the
second person fromthe first bank, the3&onfirmed order and paynent
instruction is sent fromthe first bank to the third conputer; and the
processed confirned, order and aynent instruction is transmtted - fromthe
third conput er insguetign %Se'éd%\llf@fgqu thesecond persomta beablado pratesethei paymeat m
18, wherein the transm ssion fromthe third conputer to the second
conput er is vitrandaetiaer ver. 20. A nethod as clainmed in claim18 or 19,
wherein the transmssion to the third conputer fromthe first bank is via

the servers 21 ﬂ\dﬁd"%‘ Reitéd "ihnﬁg' ofle 6P cRifiis A" 161 Wﬁclﬁg@g \%ﬁﬁ{ﬂ{t‘ﬁéfi :
nt

t he second conputer I ncl udes a conponent” to i ntegr

second person' V\D.01/5 15 P %@2007 40 iopl e

message corrpos | on encrél‘g?'mﬁl T 489, tuction Jwom, the first

22. A nmethod as clained in EI ajm 21, V\/ner ein the second conponent i ncl udes

a computerto a certl ication authority to authenticate the identity of the ﬂrst person;
and to authenticate the transaction information instruction, or the payment
authorisation instruction, or both the transaction information instruction and the
payment authorisation instruction, from the first computer to the first bank before
processing of the transaction information instruction or the payment authorisation

instruction or both the transaction information instruction and the payment

authorisation instruction.

16. A method as recited in any one of claims 1 to 15 including transmitting
authentication information and an authentication instruction from the first bank to
a certification authority to authenticate the identity of the first bank; and o
authenticate the transaction information instruction, or the payment authorisation
instruction, or both the transaction information instruction and the payment
authorisation instruction, from the first computer to the first bank before
processing of the transaction information instruction or the payment authorisation
instruction or both the transaction information instruction and the payment

authorisation instruction.



transaction generator that accepts nessages fromthe second person and,
dependi ng upon the type of transaction, sends a second nessage to the
server. 2godysEishod as clainmed in claim22, wherein the s BRSa0e IS
a transaction nessage fromthe second person and the second conputer sends
the second nessage to the server by redirecting the first person to the
server. 24. A nethod as clainmed in claim?22 or claim23, wherein the second
conputer retrieves result nessages sengg by the server when the first
conputer is redirected back to the second conputer after the transaction
I's conpleted. 25. A nethod as clainmed in any one of clains 1 to 24, wherein

there i s I7.bank meivdOAE elaied RRCHiR €5 6 claith h@}tiﬁaaaihgrtrﬁ%nﬁthﬁ fxlﬁmk
person, comruni cation with the bank's | egacy systens, and to engb e tﬁe

bank to debit ' for th [ nt.. 26. .A ngt hod as
claimed in anyﬁl{gﬁ%{dg? ﬁé gilﬂ ?ns i 18 af% ?’\/\ﬂ'([a\rgfellhJ né‘f%ﬂeéﬁ'g%lf%r'mf%ﬂ’@?%g@“& e
transaction processor to receive rediyected pessages from the second
conmput er, WO OFFSR Femputer %ﬂg‘?’t‘oﬂla‘méﬁmaa'f"ea‘! enticatg fhe idensity of theyr d
the transaction in a database, and to send it to the first bank. 27. A
met hod as cl aiS¢eend pexsphiandte aufhentieatn the confimred ordst end peymentt instruetiprest
nmessages fromthe second person regarding the status of an ongoi ng
transaction, fromrthefust barkotomhecsecorie camputer befure ipodessing 0€ tiss énfirmed t he
dat abase and advi ses

~ order and payment instruction.

18. A method as claimed in any one of claims 13 to 17, wherein the confirmed ordét
and payment instruction is transmitted to a third computer trusted by the second
person from the first bank, the confirmed order and payment instruction is sent
from the first bank to the third computer; and the processed confirmed order and
payment instruction is transmitted from the third computer to the second

computer.

19. A method as claimed in claim 18, wherein the transmission from the third

computer to the second computer is via the server.

20. A method as claimed in claim 18 or 19, wherein the transmission to the third

computer from the first bank is via the server.

21. A method as claimed in any one of claims 1 to 20, wherein the second computer

includes a second component to integrate with the second person’s software to



the second person. 28. A nmethod as clained in claim26 or claim27, wherein
the server also includes a settlenent nodule by which the second person
can requegio agudlsenent of its transactions; whereupon the@E®EgbodLeEpPar es
settlenment files for a second bank of the second person and sends themto
the second bank to credit an account of the second person, and to the
first bank to debit the account of the first person. 29. A nethod for
conducting an electronic transacti on beageen a first person having a first
conput er and a second person having a second conputer, the first and

second computers being able to be connected to each other by at |east one

comuni cat i on implenrekt unessages @ompositiohe eAtrypaen, Rashinsh, Nand essigP Semding @)
the server receiving a communication fromthe first conputer via the

comuni cation cfsuiies., the comunication containing a request for paynment
to the second person; WO 01/54015 PCT/ SGOL/ 00007 42 (b) the server

advi sing the second conputer of the request for paynent and requesting
details of the second person's bank; (c) the server receiving the first
person usihg the first copputer, a payment instruction to effect paynment to
t he seco 'pergoﬂl,edt"d) %8@@9‘?% olgim; gL, whersin the seeond eamponent fimadwdes 4 r st
bank for identity and login information fromthe first person, to enable
the first persBansagtion egengeator that accepts messages from the second person and,

depending upon the type of transaction, sends a second message to the server.

23. A method as claimed in claim 22, wherein the second message is a transaction
message from the second person and the second computer sends the second

message to the server by redirecting the first person to the server.

24. A method as claimed in claim 22 or claim 23, wherein the second computer
retrieves result messages sent by the server when the first computer is redirected

back to the second computer afier the transaction is completed.

25. A method as claimed in any one of claims 1 to 24, wherein there is a bank
component responsible for authentication of the first person, communication with

the bank’s legacy systems, and to enable the bank to debit the first person for the

required amount.

26. A method as claimed in any one of claims 1 to 24, wherein the server includes a

transaction processor to receive redirected messages from the second computer,



first conputer for supplying to the first bank the identity and | ogin

I nformation of the first person thus enabling the first bank to effect a
debit tr &p@n to debit an account of the first personp@ERgGdifoRbfect a
correspondi ng paynent transaction to the second person; and (e) sending to
the first conputer advice of conpleting of the transactions. 30. A nethod
as claimed in claim?29, wherein the server receives bank account details
fromthe second person before proceedingtwith step (c). 31. A nethod as
claimed in any one of clains 1 to 30, wherein the first person is a
custoner and the second person is a nerchant, the request for paynent being
as a result ovalidatotierardsaction, ptoaed thevirdnRadtivn iy ddistiske, indith Sehd $t ©HE.

the order being placed by the customer using the first conputer, and being
recei ved by t hfirst BgalENant using the second conputer. WO 01/ 54015

PCT/ SG01/ 00007 43 32. A nethod as clainmed in claim31, wherein the order
Is placed by the custonmer as a result of the nmerchant supplying to the
custoner information about at |east one product, the information passing
fromthe ggcond conputer iQ the first _conputer. 33. A nethod as clained in
claim 31 or cl4imetwd g elaimad apclaim 26, wherein dhe, spevek regeives watys sequest

34. A nethod as clained in any one of clains 31 to 33, wherein the second
bank is a barmessageshfromethelrgpond person regarding the status of an ongoing transaction,

in response to whjch the server checks for the status in the database and advises

the second person.

28. A method as claimed in claim 26 or claim 27, wherein the server also includes a
settlement module by which the second person can request settlement of its
transactions; whéreupon the server prepares settlement files for a second bank of
the second person and sendé them to the second bank to credit an account of the

second person, and to the first bank to debit the account of the first person.

29. A-method for conducting an electronic transaction between a first person having
a first computer and a second person having a second computer, the first and
second computers being able to be connected to each other by at least one

communication network via a server, the method including the steps of:

(a) the server receiving a communication from the first computer via the
comunication channel, the communication containing a request for

payment to the second person;



35. A nmethod as clainmed in any one of clains 31 to 32, wherein the third
conputer is a merchant bank conputer operated by a financial institution
wi t h whi ctvgdfigsq013er chant establi shes an account and whi ch rdT1GRHABESSES
said confirmed order and paynent instructions on the merchant's account.
36. A conputer readable nmediumincluding a series of programinstructions

for performng the nethod of any one of clains 1 to 35.
42

(b)  the server advising the second computer of the request for payment and

requesting details of the second person’s bank;

(©) the server receiving the first person using the first computer a payment

instruction to effeci payment to the second person;

(d)  conveying to the first person a request from a first bank for identity and
login information from the first person, to enable the first person to use the
first computer for supplying to the first bank the identity and login
information of the first person thus enabling the first bank to effect a debit
transaction to debit an account of the first person and to effect a

corresponding payment transaction to the second person; and
(e) sending to the first computer advice of completing of the transactions.

30. A method as claimed in claim 29, wherein the server receives bank account details

from the second person before proceeding with step (c).

31. A method as claimed in any one of claims 1 to 30, wherein the first person is a
customer and the second person is a merchant, the request for payment being as a
result of an order being placed ﬁm the merchant by the customer, the order being
placed by the customer using the first computer, and being received i)y the

merchant using the second computer.



WO 01/54015 PCT/SG01/00007

32.

33.

34.

35.

36.

43

A method as claimed in claim 31, wherein the order is placed by the customer as
a result of the merchant supplying to the customer information about at least one

product, the information passing from the second computer to the first computer.

" A method as claimed in claim 31 or claim 32, wherein the first bank is a bank of

the customer.

A method as claimed in any one of claims 31 to 33, wherein the second bank is a

bank of the merchant.

A method as claimed in any one of claims 31 to 32, wherein the third computer is
a merchant bank compuier operated by a financial institution with which the
merchant establishes an account and which also processes said confirmed order

and payment instructions on the merchant’s account.

A computer readable medium including a series of program instructions for

performing the method of any one of claims 1 to 35.



