1 Title Promotional Coupon Distribution Technical Field 5 The invention concerns a method for
distributing a promotional coupon of a merchant to consumers via broadcast infrastructure.
Background of the Invention 10 Merchants regularly rgly on coupons as an advertising medium for
marketing and promoting their products and services to consumers. Traditional paper coupons
require consumers to cut out coupons from printed paper-based media like newspapers or
magazines, or detach perforated leaflet coupons. The consumer 15 then redeems these coupons at
merchant outlets. Prigier coupons are troublesome to use because consumers have to cut them out

and keep the paper coupons. Also, CongLRRSSMAE SISk BRexSHSSe coupons and never redeem
them. Paper coupons are costly because advertisers have to 20 pay for production, printing,

distribution and reconciliation of the paper coupons. Tracking the redemption rate of paper coupons is
costly, time consumipghaif@ldiid prone. Paper coupons are also susceptible to fraud and abuse from
duplication or alteration. Redemption of paper coupons at the merchant's checkout counters is 25

very time consuming, Mgiehas casbiais H‘%%tN@Ji%Fk@sWLE%”ES&&H&liWAidgé/u%nﬂlﬁséa presented
coupons and subserggr%pgxéganuaw recorgzlle he purchas to the value of the paper coupon.

Summary of the Invention s rfo\r/('a erre Cea@tpec Sthere is provided a method for distributing a

promotional coupon of a merchant to consumers via broadcast infrastructure, the method comprising:
receiving an encrypBadikgeesion affttiedro@ugion via the broadcast 35 infrastructure; decrypting the
encrypted couppn; and

Merchants regularly rely on coupons as an advertising medium for marketing and

promoting their products and services to consumers. Traditional paper coupons

require consumers to cut out coupons from printed paper-based media like

newspapers or magazines, or detach perforated leaflet coupons. The consumer

15 then redeems these coupons at merchant outlets.

Paper coupons are troublesome to use because consumers have to cut them out
and keep the paper coupons. Also, consumers may forget about these coupons
and never redeem them. Paper coupons are costly because advertisers have to

20 pay for production, printing, distribution and reconciliation of the paper coupons.

Tracking the redemption rate of paper coupons is costly, time consuming and error
prone. Paper coupons are also susceptible to fraud and abuse from duplication or
alteration. Redemption of paper coupons at the merchant's checkout counters is
25  very time consuming. Merchant cashiers must verify the correctness and validity of
these presented coupons and subsequently manually reconcile the purchase to the

value of the paper coupon.

Summary of the Invention
30
In a first preferred aspect, there is provided a method for distributing a promotional
coupon of a merchant to consumers via broadcast infrastructure, the method
comprising:
receiving an encrypted version of the coupon via the broadcast
35 infrastructure;
decrypting the encrypted coupon; and

displaying the decrypted coupon to the consumer;



displaying the decrypted coupon to the consumer; 2 wherein the decrypted coupon is downloadable to
a mobile device of a consumer, the downloaded coupon being redeemable by the consumer when
presented to the merchant. 5 The broadcast infrastrucjure may be satellite television infrastructure.
The broadcast infrastructure may include infrastructure capable of carrying a digital or analogue
signal via terrestrial signals or cables. The method may further comprise receiving a coupon
application via the broadcast 10 infrastructure for managing the coupon. The coupon application and
coupon may be received anhstdistantisdtyyihedsesueotimeddirtoatatho tbraaydbirheésvasnyprise an initial

step of encrypting the, caHROTRNANG. KPR AR ILATIP R AR SURYNADLGRUIARR @RBlication may

be encrypted by the 15 btr(()]I d(t:r?St infrﬁsttructure. A digital receiving dévice may receive the encrypted
coupon and encrypf)é%ls%ﬁp h Sﬁ?ﬁfga%h. The digital receiving device may be a set-top box or

personal video recorder (PVR). 20 The mobile device of the consumer may be connectable to the
digital receiving devViee. Adtelsativiehgsthetmebieylenicaateiyewirtdeskly domstunicate Wigh the digital

recgiving device. T'%?qQ?J@Qéﬁrﬁ%}é{Rﬁctmé_YnQ? AehipRrssd.Gard %%Bl@.%fac%ﬁﬁg £Laaldle mobile
device may be a mobile comPHtlni/gaqeer\rn% jTCh aﬁ a P%rsonal 25 Device Assistant (PDA), a palm
e

machine, a notebooal?,ag)%%s abie narg disk>'a ' thumb anve, or a mobile phone. The merchant may be

a retailer, a company, franchise, financial institution, or government agency. 30 The coupon may be
presented to the comseimethatiare pi@sentahgricerdcsviidie cpupse ataticnicdevicthértayabeanst television, a

computer monjtor o RIBREAIRPIRY niRuisRy RIS SIEVIRE S STEbhIDEHIERiIMOLIEEL S HERNS,

projectors, mobile pbheorggeigé%%? é/u%s:f)’a%tially the same time.

The method may further comprise an initial step of encrypting the coupon and the
coupon application. The coupon and coupon application may be encrypted by the

15 broadcast infrastructure.

A digital receiving device may receive the encrypted coupon and encrypted coupon
application. The digital receiving device may be a set-top box or personal video
recorder (PVR).
20
The mobile device of the consumer may be connectable to the digital receiving
device. Alternatively, the mobile device may wirelessly communicate with the digital
receiving device. The mobile device may be a chip-based card such as a smart
card. The mobile device may be a mobile computing device such as a Personal
25 Device Assistant (PDA), a palm machine, a notebook, a removable hard disk, a

thumb drive, or a mobile phone.

The merchant may be a retailer, a company, franchise, financial institution, or

government agency.

30
The coupon may be presented to the consumer via a presentation device. The
presentation device may be a television, a computer monitor or other display
device. Display devices may include LCD/OLED screens, projectors, mobile phone
displays.

35

The coupon may be presented through a channel solely for presenting coupons.

The coupon may be presented within a coupon listing. The coupon may be



The coupon may be presented through a channel solely for presenting coupons. The coupon may be
presented within a coupon listing. The coupon may be 3 presented as part of an interactive application
broadcast through the broadcast infrastructure for adyertising the promotion of the merchant. A
consumer interface device may interact with the coupon application residing on 5 the digital receiving
device. The consumer interface device may be a remote control device or other device such as a
keyboard, mouse, mobile phone or wireless controller. More than one coupon may be encrypted and
transmitted to the digéadrteceivipgrt 1 de\ite atise bptabtialy thacanatioighiadhedateastcast

infrastructure. The enciypRigG-SRRARARM SRR RRBIICALIRMBRY e broadcast either on demand or

in an automated manner. 15 The encrypted coupon and coupon application may be decrypted by
interaction with Conditional Access (CA) of the digital receiving device. Other methods such as a
software and/or harti\waite- RS EteERes\{RTEE/ Meyrytior SJstéin pAaRchErrlicationHesABtheY may further

comprise downfoading dytatoepavirgntiztlce. Mobilecemee iR6rfabthecv@asnameneThaemokile device may
be conn.ected to or &ﬁ%ﬁegemg %}eo%gft%‘e'(ﬁéée%ﬂﬂ Q@\a%%c%m&}bmoqgaolmeme%laﬁecgu??n- .
Alternatively, the mvovmelp device [may wirelessly download the coupon from the digital receiving device.

The mobile device may Sgcﬁ’rrg[?nﬁﬁalised with a storage application to manage the 25 storage of

coupons on the mobile device. The storage application may contain information about the mobile
device's mapping, dikee Wiatingh¢ocGeonrerdydadeViérjige o ahdaexiadttbd/\foi b ed ditat 8t cragpengpace, smart

card type, and;fjle syl sdRemSinad Rak fHDEEL aUBRIRRRIGHRRINERe mobile device of the
consumer 30 with at least one downloaded coupon to the merchant for redemption of the at least one

downloaded coupon. The mobile device may be read by a terminal of the merchant for detecting the
at least one downloRfeeMedBIsIIrBRIAE T SBHRPBEPR SAtTHERReRierfFAsh Ll aerdl?Edor by manual
operation. 35 The terrninakmayated udereroint-of-Sale (POS) terminal, cash register, computer or
kiosk. The terminal may be enabled to accept cash or process cash-less payments from the

consumer. 15 The encrypted coupon and coupon application may be decrypted by interaction

with Conditional Access (CA) of the digital receiving device. Other methods such

as a software and/or hardware based encryption/decryption system may be used.

The method may further comprise downloading the coupon onto the mobile device
20  of the consumer. The mobile device may be connected to or inserted into the digital
receiving device to enable download of the coupon. Alternatively, the mobile device

may wirelessly download the coupon from the digital receiving device.

The mobile device may be pre-initialised with a storage application to manage the
25  storage of coupons on the mobile device. The storage application may contain
information about the mobile device’s mapping, size, writing to Secure-Read-Write

or Free-Read-Write data storage space, smart card type, and file structure.

The method may further comprise presenting the mobile device of the consumer
30 with at least one downloaded coupon to the merchant for redemption of the at least
one downloaded coupon. The mobile device may be read by a terminal of the
merchant for detecting the at least one downloaded coupon on the mobile device.

The detection may be automatic or by manual operation.

35 The terminal may include a Point-of-Sale (POS) terminal, cash register, computer
or kiosk. The terminal may be enabled to accept cash or process cash-less

payments from the consumer.



4 The terminal may have pre-loaded coupon information to enable reading or matching of the
coupons downloaded on the mobile device. Reading and matching may be performed during a
coupon information synchronisation process. 5 In a second aspect, there is provided a system for
distributing a promotional coupon of a merchant to consumers via broadcast infrastructure, the system
comprising: a digital receiving device to receive an encrypted version of the coupon 10 and coupon
application via the broadcast infrastructure; a decryption module of the digital receiving device to
decrypt the encrypted coupon; and a presentation device in communication with the digital receiving

device to_display the,degrpiad faHRANHIDREANEUMEE-L T IReIRIR te slesryniadicgupon is

downloadable to a maobjle defvtlrg:e of a consurﬂtg%r, H"ue qrt])wnl alldgd couBondbelngdredeﬁmable by the
consumer when pregSiad IR S HRIER AR PRECS NS MRVFARNSE (SRTNRE™ B diMer interface
device to enable th&'2(PeaALTeY fRecT sevRFRHNRENGIgRAVRSCEIVIFRI VRN d selectively download
coupons to thetr mobile device. The decryption module may be a Conditional Access (CA) of the digital

receiving device. Tmeadegwmi%mﬂ%myamgg@ a §§§I¥K@r1%@5\9{r%uh§§d¥vﬂ§n%§ﬁg 25 o
encryption/decryption system. The ?/st,[e{n may further.cogncpr se 9.bgcl$-c annetLllnk frt'om the digital
receiving device tothe T‘rp%d%arg?ricn Tastruc ?Jr}euf%?r(s:o\ﬂ%orﬁ distribuliof Coftrs! and ?P’asc(?(rpng. The
back-channel link n¥&'B&'8%er the Internet or third party communications 30 infrastructure such as a
mobile telephone network api&gitablddesi@phdedcsaovieesiyP @1 &) adyptgatigalsfior efnbmaibpdn a third

aspect, there igproyjigdesshoreihndiandanseatigdaRramatioral-goupon of a merchant for distribution
to consumers via broadcast(jnfras{tructuae th§ medth?q 35 .c.om&)rising: generﬁﬂn% cou 0(51 information
a de ule of the digifa 0 eencr

. C 10N MO receivin evice ecC e
for the coupon in accordance With 9 vp y
coupon; and

a presentation device in communication with the digital receiving device to

display the decrypted coupon to the consumer;
15 wherein the decrypted coupon is downloadable to a mobile device of a
consumer, the downloaded coupon being redeemable by the consumer when

presented to the merchant.

The system may further comprise a consumer interface device to enable the
20 consumer to interact with the digital receiving device and selectively download

coupons to their mobile device.

The decryption module may be a Conditional Access (CA) of the digital receiving
device. The decryption module may include a software and/or hardware based

25 encryption/decryption system.

The system may further comprise a back-channel link from the digital receiving
device to the broadcast infrastructure for coupon distribution control and tracking.
The back-channel link may be over the Internet or third party communications

30 infrastructure such as a mobile telephone network, plain old telephone service
(POTS) or optical fibre network.

In a third aspect, there is provided a method for generating a promotional coupon
of a merchant for distribution to consumers via broadcast infrastructure, the method

35 comprising:
generating coupon information for the coupon in accordance with

predetermined coupon information rules;



predetermined coupon information rules; 5 processing the generated coupon information, the
processing including synchronising the generated coupon information with at least one terminal of the
merchant in accordance with the predetermined coupgn information rules; and storing the processed
coupon information in the at least one terminal and 5 at least one coupon server for a duration defined
by coupon information rules; wherein the at least one coupon server updates and synchronises the at
least one terminal of the merchant with the processed coupon information to enable redemption of the
coupon by the consumers pif3eEkiagsyti lemaiaaitio boapdh eirgernestate dtico weasedsife nhaliamgnay only

update the most regeph COHRRNIRTGEMALIRE 1 IHs AtdsaskionGirrminal The eaHRAGMINfymation rules
may include coupon car%?ﬁllﬁln regglremeﬁﬁsh%f a_gou cl)rpegamupalgnfgl%r%red oupon information may
S 0 ig

be deleted from the 3t & B S I R e S R AN IR 1AL 8% 784, The coupon

information may include infétnatioh ReresABFIECERPIN RERE It etheatipRist €BEIRIAIT! 2itdyuirer 1D,
issuer ID, merchanttRate snénalulion dediedted fleatldd, a-ird dypyectpdndsioldatioothress. 20 The method

may further comprise gengliatiag heeryEaskendade fRrke,paseoanaRpiGHIRRORRaRage the
presentation of the coupon apd downlfo%d of th% coupen to the mobile device. 25 Tpe method may
least o e . merchan &h é n t

. e n rminal o h rocessed .coupon Information_to
further comprise broaécastelng coupon mForma Ion via ebrpoa cas m?ré’spruc ure using the secure

key module. A coupBRRarPRIAHAEIHRSPHRAY Reihe RSt Eoupon information. 30 In a fourth aspect,
there is provided a method for downloading at least one new coupon into a mobile device of a

consumer, COMpPrisify splemingdish alfleasyena eV CaPRPMGHRNIRAA dAkP iPgamaakile device;
determining whether the mot?ile device is c%n%';lﬁi]ble' delﬁtirqgtex irq_d coupons from the mobile

i | .
device; and 35 chegf(?ﬁtgr 8?”a\‘}gﬂ%%r]é”5"r§5“8e (0] dov?/rﬁ’llto%f'iljs Re at least one new coupon to the mobile

device;
The coupon information rules may include coupon campaign requirements of a

coupon campaign. Expired coupon information may be deleted from the at least

15 one terminal when the coupon campaign has expired.

The coupon information may include information relating to expiry date of the
coupon, coupon ID, acquirer ID, issuer ID, merchant ID, terminal ID, dedicated file
ID, card type ID, host ID or others.

20
The method may further comprise generating a secure key module for the coupon
application to manage the presentation of the coupon and download of the coupon

to the mobile device.

25 The method may further comprise broadcasting coupon information via the

broadcast infrastructure using the secure key module.
A coupon campaign designer may generate the coupon information.

30 In a fourth aspect, there is provided a method for downloading at least one new
coupon into a mobile device of a consumer, comprising:
selecting the at least one new coupon for download into the mobile device;
determining whether the mobile device is compatible;
deleting expired coupons from the mobile device; and
35 checking for available space to download the at least one new coupon to

the mobile device;



6 where if the mobile device is compatible and there is available space, the at least one new coupon
is stored on the mobile device. The mobile device may be pre-initialised with a storage application for
managing 5 the storage of the at least one coupon. The at least one coupon is selected from a list of
coupons presented on a presentation device. 10 The mobile device may provide Secure-Read-Write
and unsecured or Free-Read- Write data storage space for storing the at least one new coupon. If

Free-Read- Write data storage space is provided, the coupon may be downloaded into the mobile

device without using a privetierkeftiie molaslkitheanobiedevieanaibe isectigbkeypavedine. 15 Expired

coupons may be autpmatisally deleiaR Pk delriedafiereaibation from the consumer. Coupon

information may be communicated and synchronised on the terminal 20 through the coupon server
and broadcaster's coupon server during the coupon information synchronisation process. Coupons on
the mobile device nl&§ FEMRRIYES WRM BeePEuPBlsReforiN RisiAraesraer!saltie e MMREINThe terminal
may reject any unresegnised afthwumngtchedecaupon 25 information. If the mobile device is a smart
card, the terminal may check the smart card type and architecture through a reset command of the
smart card. When the terminal recognises the cified smart card type, the terminal application may
e the. 30 smart AaFa T FRECR e Mt 6f BDGhorL o o BT DT T nE il may
select the coupon tREISEBIFE-IPBAERS to its merchant identification and host identification based on
coupon information stored on the terminal. 7 In a fifth aspect, there is provided a method for

reconciling redgemedCAYBRNG:H:8 rﬁsyrf‘pmh@fs@amrﬁeé@wm@Mmggcgw@rarimg:ﬁ&mrting the
|

coupons redeemed glihe teminal 9.8 S| cQURON SETYEL YR 28 2. a0e SeFed Goupon server; and

ne new coupon.
Write data storage space is provided, the coupon may be downloaded into the
mobile device without using a private key to unlock the mobile device via the
secure key module.

15
Expired coupons may be automatically deleted or deleted after confirmation from

the consumer.

Coupon information may be communicated and synchronised on the terminal
20 through the coupon server and broadcaster’s coupon server during the coupon

information synchronisation process.

Coupons on the mobile device may be matched with the coupon information stored
on the terminal. The terminal may reject any unrecognised or unmatched coupon

25 information.

If the mobile device is a smart card, the terminal may check the smart card type
and architecture through a reset command of the smart card. When the terminal
recognises the specified smart card type, the terminal application may read the

30 smart card to check the number of coupons stored in the smart card.

The terminal may select the coupon that corresponds to its merchant identification

and host identification based on coupon information stored on the terminal.



5 reconciling the redeemed coupons from the terminal to the first coupon server based on a specific
coupon campaign. The first coupon server may be a coupon server of a broadcaster in a broadcast
infrastructure. 10 The at least one second coupon seryer may be a coupon server of the merchant, an
acquirer bank or loyalty programme operators. The reporting and reconciliation of the redeemed
coupons may be performed at 15 periodic time intervals or on request. In a sixth aspect, there is
provided a mobile device carrying a promotional coupon of a merchant, the device comprising: a
storage area to storna edetpaspitiotheatizrpol/ el couphiod 20 @doretird eettaMetecdaionstarage space of

the storage area to giafRRditshOORUANRE therrURApifgymation; and a Secure-Read-Write data

storage space of the storage area fo store a s%cond erl%)épted, rpqrttionf,of the coupon information using
a secure key module and SRSHURE k&SP VREFRIACA R e I PILE {5 A 5T R8RS SE i drmation is
transmitted via bro@deastanfreetenekiePed seaigfitarfeceiving device, the digital receiving device
decrypting the encrypted ceupeiiigforenatdesnaadcauiitng thenchapeminéotméateofirso ctapamobile device.

30 In a seventh asg%qeplggggd%,pg)g{jggﬁg@dgggﬁig%gg%{pation for reading coupon information of at
least one promotional coupon of a merchant from a mobile device of a consumer, the terminal

application being stored in a terminal of the merchant, the terminal application comprising: a coupon
reader module to reH tét COUPBhSRITG MAIdIF SERBBNSAIE" I MPBAEcEEGICE; n¥eaesAition module
to redeem the at leastastectoeipon, and to update a coupon server with the coupon information for
reconciling thg gedemption ; and 8 a synchronisation module to receive current coupon information

from the coupon server during a coupopn information synchronisation process;
P eIrhe atdleas %ne secgnfpcoupon server n¥ay be a coupon s%rver o%sthe merchant,

an acquirer bank or loyalty programme operators.

The reporting and reconciliation of the redeemed coupons may be performed at

15 periodic time intervals or on request.

In a sixth aspect, there is provided a mobile device carrying a promotional coupon
of a merchant, the device comprising:
a storage area to store coupon information of the coupon,;
20 a Free-Read-Write data storage space of the storage area to store a first
portion of the coupon information; and
a Secure-Read-Write data storage space of the storage area to store a
second encrypted portion of the coupon information using a secure key module
and a private key;
25 wherein an encrypted form of the coupon information is transmitted via
broadcast infrastructure to a digital receiving device, the digital receiving device
decrypting the encrypted coupon information and writing the coupon information to

the mobile device.

30 In a seventh aspect, there is provided a terminal application for reading coupon
information of at least one promotional coupon of a merchant from a mobile device
of a consumer, the terminal application being stored in a terminal of the merchant,
the terminal application comprising:

a coupon reader module to read the coupon information stored on the

35 mobile device;

a redemption module to redeem the at least one coupon, and to update a

coupon server with the coupon information for reconciling the redemption ; and



wherein an encrypted form of the coupon information is transmitted via broadcast infrastructure to a
digital receiving device, the digital receiving device 5 decrypting the encrypted coupon information and
writing the coupon information to the mobile device. Ifthe coupon reader module detects any expired
coupons on the mobile device, the expired coupons may be automatically deleted from the mobile
device. The 10 terminal may be instructed to alert the consumer of the coupon deletion. In an eighth
aspect, there is provided a storage application for managing the storage of coupon information of at
least one promotional coupasyrezheonsatchantddlbastetage appicaibopdaaiigmataicediishatheobile device

of a consumer, the C],{;pgpggg%ygnr%rggg@gg1§5m&ggpg%gggtgm%rmggn relating to information

about the mobile device; an arEJOLrJ]pOnn E C tlon acontar%n%( tr%storr]et e coupon Ir information in
distinct device purses; 20 WHEFEIPAPAHERTS e%l"?qorm o? FE L P MRS S Y8R Ritted via

broadcast infrastructigrEasthe@mital reckivdrgodavieesying dryies rbeenaiy ROFBITREIDLing the
encrypted coupon idéerypaii hardcvypiddgdhgoaonfpominioanhiioimiohtheoapobilgdaledtee. 25 The
storage application inforgaatige,may be read by the digital receiving device or by a terminal to
determine whether the mobile device is compatible to communicate with the digital receiving device or
terminal. In a ninth aspect, there is provided a method for downloading at least one 30 promotional
coupon to a mobile HRAGEOWICA EA4STIMEHUthdAfiE—N 0P ESLIpHPISIRG distsaier ey itRe consumer
via broadcast infrastrelcixgiesdveupats ochycbenprismagicatgrifeiptine fadrtetist onkilealspon. ime memory of a

digital receiving devigginthe sl Biahspcabdng AsVine darevndihe abigastorgoroUPON Via the
broadcast 35 infrastructure; retrieving the stored at least one coupon from the memory after a first

predetermined amount of time has elapsed; and 9
In an eighth aspect, there is provided a storage application for managing the

storage of coupon information of at least one promotional coupon of a merchant,
the storage application being stored in a mobile device of a consumer, the
15 application comprising:
storage application information relating to information about the mobile
device; and
a coupon application data container to store the coupon information in
distinct device purses;
20 wherein an encrypted form of the coupon information is transmitted via
broadcast infrastructure to the digital receiving device, the digital receiving device
decrypting the encrypted coupon information and writing the coupon information to

the mobile device.

25 The storage application information may be read by the digital receiving device or
by a terminal to determine whether the mobile device is compatible to

communicate with the digital receiving device or terminal.

In a ninth aspect, there is provided a method for downloading at least one
30 promotional coupon to a mobile device of a consumer, the at least one coupon
being distributed to the consumer via broadcast infrastructure, the method
comprising:
storing the at least one coupon in a memory of a digital receiving device,
the digital receiving device receiving the at least one coupon via the broadcast
35 infrastructure;
retrieving the stored at least one coupon from the memory after a first

predetermined amount of time has elapsed; and



downloading the retrieved at least one coupon onto the mobile device when the mobile device is
connected to the digital receiving device; wherein the consumer receives at least one reminder of the
at least one stored coupon if the at least one coupon fias not been retrieved, the at least one 5
reminder reminding the consumer to retrieve and download the at least one stored coupon to their
mobile device. The at least reminder may be a visual indication displayed to the consumer. The at
least reminder may also include an audible indication played to the consumer. The 10 reminder may
be coupon overlay informaitomipsapgniied ehievpiesecrtatiand evigeriocorttetoonsebinedadden the mobile

device is connected,iQ thR.digital [RORIVIBARYIES: (D akiGaPHORRGULRE; Stored in the memory of a

digital receiving device ma\kl/hbe a omatlcallgr 15 downloaded to the mobil eviﬁ% The consumer may

instruct the digital receiving Fevite fo SRR MR/ dRr &S e thie st 18R LT BIRAL S psh 2 TREStSMinder may be

coupon overlay infoffraficRyREsE e @idred preseHeRACIIIBYIRED pleersasiimat aaménahe coupon
overlay information rieni2ttpreseintid) thecoosstkner rtayveanselthalstdrageaiabieoat Istasidone coupon
onto the digital receiyinch 4eiise Rubirtasdeting with a consumer interface device. In a tenth aspect,
there is provided a storage application for storing consumer information relating to a consumer, the
storage application being stored in a mobile 25 device of the consumer, the application comprising:
storage application TRfofhieRROFErRReh e &Y herdrvisaabRdigssen fPlavspile theekreauragid @e8hsumer
application data comtashemtmdtoneimsoomsutaen iaddireatidinativhesgaa antihietesasiner ap@ication of a

service provides is hepadleastdp bR FONSHPRIVRRERRAcRAI BRI SR RACkBIRSted to the

consumer for interat%tion via alpresentation device, the stored consumer information being transmitted
. . . € consumer. . . . . .

via communications INfrastructure to the service provider to authenticate the identity of the consumer.

35 The consumer information may include consumer preferences, membership information, payment

and account details\\ecottte ohalsiagie vés & vives @ed\tid g bijgith eeseivigedermediby ot Idadtvery address

of the consumer.  one coupon stored in the memory of a digital receiving device may be automatically

15 downloaded to the mobile device.

The consumer may instruct the digital receiving device to selectively store the at
least one coupon. The reminder may be coupon overlay information presented on
a presentation device to the consumer. When the coupon overlay information is
20 presented, the consumer may cause the storage of the at least one coupon onto

the digital receiving device by interacting with a consumer interface device.

In a tenth aspect, there is provided a storage application for storing consumer
information relating to a consumer, the storage application being stored in a mobile
25  device of the consumer, the application comprising:
storage application information relating to information about the mobile
device; and
a consumer application data container to store the consumer information;
wherein an interactive application of a service provider is broadcast to the
30 consumer via broadcast infrastructure and presented to the consumer for
interaction via a presentation device, the stored consumer information being
transmitted via communications infrastructure to the service provider to

authenticate the identity of the consumer.

35 The consumer information may include consumer preferences, membership
information, payment and account details, recorded usage of services provided by

the service provider, or delivery address of the consumer.



10 The service provider may include a bank, utilities provider, merchant, or top-up service provider.
The interactive application may include an interactive banking application or interactive account
management application. 5 Brief Description of the Drawings An example of the invention will now be
described with reference to the accompanying drawings, in which: 10 Figure 1 is a graphical process
flow diagram of preparing, downloading and redeeming coupons; Figure 2 is a system diagram of the
distribution system; Figure 3 is a block diagram of the distribution system; Figure 4 is a graphical
process flow diagram of downloading coupons; 15 Figure 5 is a screenshot of a main menu of a

merchant terminal; Figurg Gis &&ﬁa&f@apmaﬁgaap@aﬁ@fﬂtax@@l SRSRRINGSEMAE IR o smart card

readers; Figure 7 is a schematic d ram 0 CO[% |cat|on in the b ?ésl dcast in Lastructure 20

Figure 8 is a schematic di é%'lgr?rof broadeasting? iacté ol a2 HAS it NGRS PR S Sictorial

diagram of a store &RBIIFEH98\RE IBEIRTGHS a?ﬁﬂ’LF‘iEjD?@aE@’I@@ prettsAiHiagram of a list of coupons on the
presentation device. Detailed Description of the Drawings 25 The drawings and the following

discussion are interjed HROIGVIG 8rtRebAgAfIal description of a suitable computing environment in
which the present invention may be implemented. Although not required, the invention will be

described in the general context of computer-executable instructions, such as program modules, 30
being executed by &PetsTReIPcOMbGtdrVesdinrRr Ml T8 gPant PRETeE sWite I ieferarsstiteshprograms,
characters, comporentsrngirdadeastngstiuresithat perform particular tasks or implement particular

abstract data typesrfyarthqsg skillegiiner@d Wik RPRISGAE I EripYaRdioBIMAYRRPraiced with
other computer syste deer%cl)nréﬂg)uratlons including multiprocessor systems, microprocessor-based or
Figure 2 is a system diagram of the distribution system;
Figure 3 is a block diagram of the distribution system;
Figure 4 is a graphical process flow diagram of downloading coupons;
15 Figure 5 is a screenshot of a main menu of a merchant terminal;
Figure 6 is a set of photos of a pair of digital receiving devices with two smart card
readers;
Figure 7 is a schematic diagram of a coupon application in the broadcast
infrastructure;
20 Figure 8 is a schematic diagram of broadcasting application data chunks;
Figure 9 is a pictorial diagram of a store and retrieve coupon; and

Figure 10 is a pictorial diagram of a list of coupons on the presentation device.

Detailed Description of the Drawings
25
The drawings and the following discussion are intended to provide a brief, general
description of a suitable computing environment in which the present invention may
be implemented. Although not required, the invention will be described in the
general context of computer-executable instructions, such as program modules,
30 being executed by a personal computer. Generally, program modules include
routines, programs, characters, components, and data structures that perform
particular tasks or implement particular abstract data types. As those skilled in the
art will appreciate, the invention may be practiced with other computer system
configurations, including multiprocessor systems, microprocessor-based or
35 programmable  consumer  electronics, network Personal @ Computers,
minicomputers, mainframe computers, and the like. The invention may also be

practiced in distributed computing environments where tasks are performed by



35 programmable consumer electronics, network Personal Computers, minicomputers, mainframe
computers, and the like. The invention may also be practiced in distributed computing environments
where tasks are performed by 11 remote processing gevices that are linked through communications
infrastructure. In a distributed computing environment, program modules may be located in both local
and remote memory storage devices. 5 Referring to Figures 1 to 3, a distribution system 10 for
distributing a promotional coupon 80 of a merchant 15 to consumers 29 via digital broadcast

infrastructure 20 isrpritédedcddsmd eraiton 22 eukp ik 84 e dighsisritath i seirfepthaxud) of the
consumer 29, and then ia ARWEHORARR IR, BRI-SHRM Cath AR FBE.RESIEN tegue AN Fomprises
digital broadcast mfras}ruc ure %0 a set-top box 30 with a 10 decryption module (not shown), smart

card readers to rea&? TRe™SM: Wocgmem%sgé?éﬁs%'ﬁc?z and a remote control 31 to remotely operate

the set-top box 30. Although a television 32 is described, other presentation devices 32 may be used

such as computer rRefdtorg, th Ciiéak B Dostre efisriiaje cicismmobde qiwangnglis playstibbal he set-top

box 30 receives an %ﬁ@%@@f\éﬁﬁ%@ﬂm tﬁ?ﬁ&@é’r&ﬁﬂ@@ W&@Hﬂ&@a&%@ﬂ'ﬁﬁg%éﬁrw%he d'g'ta!

broadcast infrastructure 28.(!:@ re 7 depicts a coupon ?rgﬁllca{u 66. Th? c%ug%'s P{esentatlon is
Is_pravided,. The promotion coupon &0. i smit e(c)ilrio a set- OR 0 8 he

managed by the coupon application and coupon information 11, andis havigated using the remote

control 31. The 20 GeRFYPEOFIEHH I8 theSWilRRgshie IDeHetRAtSHE 1ecdhredvéisttyied coupon
80. The television 3¢isetiyrectetds thgtdet-tapdasikidthsindidisplay s the-tecpptad witbupon 80 to the

consumer 29. pylterpativehontiR &ASIHNSHoH IS Prasealgdaailadstad aunane 83Japdgwnload 25 to

the smart card 40. It:ei%urselo%o gez?nigt% a Irinsétgf %%HQIOEI %Oielﬁqr&reﬂl t%ee(l;gtrés mer'tgt O29 tg)(g(r§|860tive, the
remote control 31 and the te?ewsmn 357576 the interactive meé’nspby Wwhich ?ﬁeyri/iew, Select and

download coupons 8H'RyIh&iteeNEie Tt afdsate Sttt B YHIFRS HadeR {5y BEX 230 AR IWE S mart card
readers 180, 181. TdueHirgt sovaptieardhoedcter 18DISLtEPIcathparsedotojeitoudeartttdaighahsatellite signal
to 30 present the tejgyjgian program using a specific Conditional Access (CA) system for
15
The set-top box 30 receives an encrypted version of the coupon 80 and a coupon
application 66 via the digital broadcast infrastructure 20. Figure 7 depicts a coupon
application 66. The coupon’s presentation is managed by the coupon application
66 and coupon information 11, and is navigated using the remote control 31. The
20 decryption module of the set-top box 30 decrypts the received encrypted coupon
80. The television 32 is connected to the set-top box 30 and displays the decrypted

coupon 80 to the consumer 29.

Alternatively, the consumer 29 is presented with a list of coupons 80 for download
25 to the smart card 40. Figure 10 depicts a list of coupons 80. From the consumer’s
29 perspective, the remote control 31 and the television 32 are the interactive
means by which they view, select and download coupons 80 to their smart card 40.
Figure 6 shows a set-top box 30 with two smart card readers 180, 181. The first
smart card reader 180 is typically used to decode the digital satellite signal to
30  present the television program using a specific Conditional Access (CA) system for
broadcasters. The second smart card reader 181 provides at-home capabilities and
revenues for the deployment of Interactive TV services like coupon 80 downloads,
TV-Commerce for purchases of goods or services, TV-Banking (bill payment, funds
transfer, inquiries via television 32) and TV-Token pre-payments/top-ups (for
35 utilities, telephone, council services).



broadcasters. The second smart card reader 181 provides at-home capabilities and revenues for the
deployment of Interactive TV services like coupon 80 downloads, TV-Commerce for purchases of
goods or services, TV-Banking (bill payment, funds tggnsfer, inquiries via television 32) and TV-Token
pre-payments/top-ups (for 35 utilities, telephone, council services). 12 The decrypted coupon 80
contains coupon information 11 that is downloadable to a smart card 40 of a consumer 29 via a
download mechanism in-built or attached to the set-top box 30. When the coupons 80 are selected,
the consumer 29 pressesifptetetevpdit Budonsianctiiupde mbteantrol B4ttis dowmaasbiédecoupon 80 5

into the smart card 4Q {hat is-prerigitialisRdMir & R0l AR ARRIIGAARA 0. 1AL CQRALS 80. The
storage application 41 is de§crlb§gxlr&§et il Iatef]r. In one e odlmept t e%%%ugon mforr&atlon 11is
via a

downloaded to the éomtaﬁ égféo il sec%rﬁé sen?gll’*rogg?d%gaeersiﬁit? at | &X

RAChEd 67 in-built into
the set-top box 10 JESFhR BB IPBYRNRITABEGA Ne IAEIRIECSTHRYFhARISARRATHER G ePIs date of the
coupon 80, couponihid, taeciniter ¢BXdigsuratl 9, preenithatisdd WjttesminabDamhéchcatet! fdedad, card type ID,

host ID or others. Tg@g@w@pqngtg%g%rﬁga{%ﬁe‘gqgg’éggliggg,mlagt&p@%,lmer 29 from the merchant
15 15 when the smart card 40 is presented for redemption upon making the purchase via a terminal 50

of the merchant 15. When shopping at a merchant 15 is completed, the consumer 29 redeems the

coupon 80 specific o thaeFRIERSA 115 gpaen iBieTRalieddpshdsraloatrf co thsormmitsattatibn 11 at the
checkout counter. Vihis is@edemaeciy reahingsththsriseatadw 40 ibypihaiRoin-sdtSald¢P OS) terminal

20 of the merciyant 4. TFac.4GpBHNALARARATPr RIS R LICTARY RoBlGRIBASY fhe redeemed
coupon information 11 als&referredlbo as redemption i%ormat'on,t |i|§ §toreml_aI thdeeé%rér{éigal 50 until

settlement occurs wﬁ?ﬁbt?wré coﬁ%%or? Servér sy’ o’r'r?'rsﬁjt?r'rl|ca\tri?)eﬁrcear&|prﬁeer'1r{n facilitAtes communication
between the termin&R'BocarttyPs L hssH3erdes®. The terminal application 51 co-exists with other
terminal applications such as credit card payment and existing loyalty points systems. The settlement
process is performethdapiratiaialy dbipsnteminel b BYMANESHAINIPIsRIRANYIRHRRaROUPON Server
60. Atternatively. 3 BBlGh.RiRER5S. (LIS PH! . AEHIBMERLRERSS SFor REAR HpRGESS Mvolves the
terminal 50 connecting wi e

via a terminal 50 of the merchant 15. When shopping at a merchant 15 is

completed, the consumer 29 redeems the coupon 80 specific to that merchant 15

based on the coupon offer and coupon information 11 at the checkout counter.

This is performed by reading the smart card 40 by the Point-of-Sale (POS) terminal

20 of the merchant 15. The terminal 50 is pre-initialised with a terminal application 51.

The redeemed coupon information 11, also referred to as redemption information,
is stored at the terminal 50 until settlement occurs with the coupon server 60.
Communication equipment facilitates communication between the terminals 50 and
25 coupon server 60. The terminal application 51 co-exists with other terminal
applications such as credit card payment and existing loyalty points systems. The
settlement process is performed immediately if the terminal 50 is permanently
connected with the coupon server 60. Alternatively, a batch process carries out the
settlement process. The batch process involves the terminal 50 connecting with the
30 coupon server 60 periodically on an off-line basis, at the end of the business day
during or end-of-day settlement. When the merchant’s cashier performs the end-of-
day settlement, the redemption information that is stored temporary in the terminal
50 is electronically transmitted to the coupon server 60 via communications
infrastructure. Communications infrastructure generally includes mobile telephone
35 networks, plain old telephone service (POTS), optical fibre networks, the Internet.

The coupon server 60 consolidates the redemption information and it is



30 coupon server 60 periodically on an off-line basis, at the end of the business day during or
end-of-day settlement. When the merchant's cashier performs the end-of- day settlement, the
redemption information that is stored temporary in theg ferminal 50 is electronically transmitted to the
coupon server 60 via communications infrastructure. Communications infrastructure generally
includes mobile telephone 35 networks, plain old telephone service (POTS), optical fibre networks, the
Internet. The coupon server 60 consolidates the redemption information and it is 13 subsequently
communicated backubstugdntyadaasiaiisataupack Servee Izdaicageonaibapion ssettlenremrand reporting.

Five main phases that Q& agithe GAREYAME chain are: 5 advertising/preparation,

broadcasting, downloading, redemption and reconciliation. Advertising/preparation In the
advertising/preparation phase, the coupon information 11 is defined and prepared based on the
pre-defined couponfitdforfdtionRtAeeSan@a o lRFEH" caidpaigine0 FeHefemE@its of e maiehant 15. A
coupon campaign desighisnd drépadian, taedcietirge derattadiib eredummion il neadiatiliafocoupon
information synchronisation process also occurs in this phase between three components in the

distribution system Al(\)/é rttlﬂs? b orgdcrgﬁct)ﬁr's coupon server 12, the coupon servers 60 of third parties
such as acquirer ban%wnﬁ%{gyaq?y-pmviders, and merchant's terminals 50. 15 This ensures that all

participating termin&lss0 ¥ eE Hedprenerarniansaewith soteeminkrapititdilols 9efMath dpkcific
pre-loaded coupon pnépanedtiased bivthequteatefittel noapchamtsretiapanesn foreatiom rkd@pzgrd coupon
campaign reqyjyemeRifrRRIRLeAL GRIBMNOISRCRATHRY AhfRNR Helisheommeness <04 The
advertising/preparaf%(?n ghasgninv lves lprerp?nr}(r)]'gngggrpop information 1]1.for brogdcasgnrg via the

digital broadcast infras Gciure gzd eycc?eglognlng the coupor?oﬂﬁ)f)onm']na I01 L1 baSed on merchant's

coupon campaign reEGRENAEIXLCTHES iTh JihvRRAE RAELAAGII TPBRPIRGIRANINS B3 R¥iexactly the
coupon 80 should legkdikel anththérteldnasions 32vpomdseuatit?) drdayperosevaposdodferid25 There are
many types of coupge8QuEHosPR frbasaHkelHR@ IdisRA RsW@iIakiRd tRIGRIRE: AShRitesgeted, generic
or specific, an?slimitl%gsoernggr%_s"mgpgllcgg |8Q§1i§8'terminals 50 have been pre-initialised with a

terminal application 51 with specific pre-loaded coupon information 11 based on

the merchant’s coupon information rules and coupon campaign requirements

before any coupon broadcasting or advertising commences.

20 The advertising/preparation phase involves preparing coupon information 11 for
broadcasting via the digital broadcast infrastructure 20 by designing the coupon
information 11 based on merchant’s coupon campaign requirements. This involves
discussing with the merchant 15 on what exactly the coupon 80 should look like on
the television 32, and duration and type of coupon offers.

25
There are many types of coupons 80. Coupon types include: fixed or variable,
targeted or non-targeted, generic or specific, and limited or non-limited coupons 80.
Merchants/retailers, manufacturers, or sponsored by third parties such as financial
institutions and credit card associations like Visa or MasterCard International may

30  offer any type of coupon 80 depending on their marketing strategy and campaign.

When the new coupon information 11 is prepared and generated, the broadcaster’s
coupon server 12 is updated with the new coupon information 11. The
broadcaster's coupon server 12 then notifies the coupon server 60 of the new
35 coupon information 11 and that it is ready for uploading to the respective terminals
50. This notification is done via communications infrastructure. Next, the coupon

server 60 updates and stores the new pre-loaded coupon information 11 in the



Merchants/retailers, manufacturers, or sponsored by third parties such as financial institutions and
credit card associations like Visa or MasterCard International may 30 offer any type of coupon 80
depending on their marketing strategy and campaign.;yVhen the new coupon information 11 is
prepared and generated, the broadcaster's coupon server 12 is updated with the new coupon
information 11. The broadcaster's coupon server 12 then notifies the coupon server 60 of the new 35
coupon information 11 and that it is ready for uploading to the respective terminals 50. This
notification is done wang¢@mboUsitbations iafia sk veiudecdexisébetaaipomaeryendd wadates and stores

the new pre-loaded £aHPGR IQMRIANdbIR R A4deHa1Bal RfsaifgrahaRually Siviamgentralised
terminal managemf?nt Sgslte% durlnlgome preﬁdt%flned coupon car Haszl)gn Hgnod.,;rhls ensures that all
participating termin&is'59'%arE ShaiadP AN He Ber NI AIRISRSN 51 £79 SpadificC8bpbN
information 11 basdef@Raeecitic eatfsoRTCEARSHIR) PR EARANEHEFEHECARNS MYJAGCASY of coupons
80 commencess Thisaabaist pfocagons r@feroetntmas aT e Uparei piotesatisnrefgnedranisaton process.

An error handling praggssikrRamdessdibiing hercaigeon information synchronisation process to
ensure that the latest coupon information has been 10 successfully updated at the respective terminal

50. If successfully updated, the coupon broadcast process is permitted to commence. Otherwise, the
consumers 29 who'fa\RErefoiANSHERR dPIRESES uSorFOBUARIEY S Hle caPHPR0 caffBRTeleem their
downloaded couponrgn8bratithtonespeetis/eoneesahartits teentirais dbldoecatte@athe terbinats 50 are not

able to recognige the SeuifRdpEEHROMINfosPRRIRN AR ShacouRes iR palien Jieis written to

the smart card 40. Based g s security. acoess of he data storaos apace, iis wiillenby either a
Free-Read-Write or S6cure-Read-Wiite method. Free-Read-Wiite methoc? ‘does not require a unique

private key 219 to uro¥IethRverypieadppitaterrans# 51adhreb sreesethédcpeh ets itormation 11).
In contrast, the Secird-RBeadesdedecragonke8laaptheateskesti?l heldhenfy iteaténkeySR I dadypically

provided by the smark eRAtHSEB8Tark QRIS rdHogHERONS REVAISARR R IPshsReHIRIRIPIage space, the
smart card issyser protects this space using the private key 219.
The coupon information 11 is written to the smart card 40. Based on its security
access of the data storage space, it is written by either a Free-Read-Write or
Secure-Read-Write method. Free-Read-Write method does not require a unique
private key 219 to unlock the storage application 41 (in order to access the coupon
20 information 11). In contrast, the Secure-Read-Write requires a private key 219. The
private key 219 is typically provided by the smart card issuer. To prevent
unauthorised access to the secure storage space, the smart card issuer protects

this space using the private key 219.

25 Referring to Figure 7, for Secure-Read-Write security access, the private key 219 is
inserted into a secure key module 220. The private key 219 is a sequence of
unique binary data required to unlock the smart card 40 via a decryption technique.
The secure key module 220 is a binary program module that is called by the
coupon application 66 to securely handle the private key 219. In one embodiment,

30 the secure key module 220 is part of the coupon application 66 and is transmitted

together using the digital broadcast infrastructure 20.

Broadcasting
In the broadcasting phase, the coupon information 11, other related information

35 and the coupon application 66 are encrypted and broadcast from the digital
broadcast infrastructure 20 to the set-top box 30 and presented on the television

32 after confirmation of a successful coupon information synchronisation process.



25 Referring to Figure 7, for Secure-Read-Write security access, the private key 219 is inserted into a
secure key module 220. The private key 219 is a sequence of unique binary data required to unlock
the smart card 40 via a decryption technique. The segure key module 220 is a binary program module
that is called by the coupon application 66 to securely handle the private key 219. In one embodiment,
30 the secure key module 220 is part of the coupon application 66 and is transmitted together using
the digital broadcast infrastructure 20. Broadcasting In the broadcasting phase, the coupon
information 11, othemeetatedniafanaidienhdseaisdetbencoupnio applicrtibs menakcperenipdach and
broadcast from the gligital, Lrgpsicast infrastructure 20 to the set-top box 30 and presented on the
television 32 after confirmation of a successful coupon information synchronisation process. 15 The
consumer 29 uses the remote control 31 to navigate the menus presented on the television 32. The
broadcasting phase’ Be (84535 ie RIFGERELBU P INRFTER® AR ACLROT GIBBIRLISNah plieatRMA 66 and
secure key module &ilditiontbe dodssitaskésansaitepd tid theseohacast ataditiac casthiesthe set-top box
30 via the digital brogglcast RHARKLGHHR 20 BeHRN B0 19 iR oIS RERrALICRR WS, Ways that the

coupon application 66 appears on the set-top box 30: a dedicated channel or as part of an interactive
10 advertisement that the consumer 29 is able to interact with. Both ways require the consumer 29 to
use the remote confrdesNIRefagrfytolliEtures B 1983 A detic Sl ephan HBNiRRPRHES coupon lists,
the consumer 29 tupesate thetoedaatpbohannel desingtdbetiemetercantrat 31 ahSnkoadihe interactive

advertisement; jhe gonsteBRERIHs MdemRliFRIYS oML 3 Milealinn BamnelysHRENEResed on a
television program on the %eg?gv'ﬁion ghz that is cu[rrgr%qy shown to the consumer 29. This banner
t

. . consum O Us e remote con . . .
indicates to the consumer at there 1S a coupon offering for immediate download or future

download, using 20 their remote control 31 to navigate. To secure the transmission of the coupon
application 66 and E=fgyomgindofFimatiot?D, ¥dr, the drdealedshtnanesshsgiop tbeeparypiddtrbaghout the

digital broadcast  consumer 29 tunes to the dedicated channel using the remote control 31.
15
For the interactive advertisement, the consumer 29 is automatically shown a
notification banner, superimposed on a television program on the television 32 that
is currently shown to the consumer 29. This banner indicates to the consumer 29
that there is a coupon offering for immediate download or future download, using

20  their remote control 31 to navigate.

To secure the transmission of the coupon application 66 and coupon information
11, the broadcast transmission is encrypted throughout the digital broadcast
infrastructure 20. Upon reception of the transmission to the set-top box 30, the set-
25 top box 30 uses the Conditional Access (CA) system to decrypt the received

transmission.

After decryption, the set-top box 30 executes the coupon application 66 and
coupon information 11. In one embodiment, the set-top box 30 uses a private key
30 219 stored within the smart card 40 to decrypt the coupon application 66 and

coupon information 11.

Referring to Figure 10, the coupon application 66 presents the coupon 80 to the
consumer 29 either as a coupon listing or as overlay information on the existing
35 television programme. The programme is shown via the set-top box 30 on
television 32 such as current affairs, news, movies, advertisement or others. The

overlay information may appear on a corresponding advertisement.



infrastructure 20. Upon reception of the transmission to the set-top box 30, the set 25 top box 30 uses
the Conditional Access (CA) system to decrypt the received transmission. After decryption, the set-top
box 30 executes the coupon application 66 and coupgn information 11. In one embodiment, the
set-top box 30 uses a private key 30 219 stored within the smart card 40 to decrypt the coupon
application 66 and coupon information 11. Referring to Figure 10, the coupon application 66 presents
the coupon 80 to the consumer 29 either as a coupon listing or as overlay information on the existing
35 television programme. The programme is shown via the set-top box 30 on television 32 such as
current affairs, newgyauvise J0UCIRRMAAIHGT AhesRs s VRN RAlieR Spicarnear on a
corresponding advegg%ertr)]eent. 16 &yvgere th%re Is & co%ggn |I?ﬁln%, tt_pe (éons mer t{,l ers the coupon
application 66 to b8 teeeR e UE Y HEIP BRI e 2T 0P B3k J0 By SEEEng a
pre-defined functioPEriffBerEiHOTOR LG 8Ok R&TERHHY to Figure 7, a secure mechanism for
transportation and broadcast of the private key 219 is described. The following security measures are

used to secure pri\ﬁé?e#ﬁﬁ ¥m§m$i9@&m%@j%t%qmm{5%ﬁ YriR #RadERCHdted -
4'01[}19%[% e.ncré/é)te via 10 the broadé:%sggr's Conditional
y -

broadcast Applicatiorr\'/a-[(la’]%ecod'!l%qn (?J%plrlgg win cUurily measures are, us cur

Access (CA) systerﬁ prior o' Broadcast Only a se op%ox§ }/equped with the same Conditional
Access (CA) algoritPiaig&en/ FastRESERdR HietitsLipyerisp RN BESRHY coupon information 11. This
ensures the first level dregisdybiodiadtappisrionTob theupsivapplkayor 166 e encthaadigital broadcast
infrastructure 20. 15 Sgeuie keudard\dsriRtndiNGGUReR ARRISANNB 66 Frsuitss thRiprvate key 219
to "unlock” the data storqg[e S aceéoand access sm rt card 4CO’ |(1;. es ora%e EPA ceis ﬁ)hrotected by the
private key 219. To fur Ter racihtate’ant &S u\?’i'ng eessa'(ranéaurlfj)F1 of the pr?\C/ & e? ﬂgf,rasmsuch that they
are not exposed to thedeeupisrhampRoRiRshcaeReGpeliaiietis aan eavpsprinpiRiatidns B&are 20
required to work only witadies seduseldwey shadutity 22 el rsteatksibaotesirigatbi@ey 219 over

the digital broadcast infrastructure 20.

15 e Secure key module 220. The coupon application 66 requires the private key
219 to “unlock” the data storage space and access smart card 40, if the
storage space is protected by the private key 219. To further facilitate and
ensuring the security of the private key 219, as such that they are not exposed
to the coupon application developer directly, all coupon applications 66 are

20 required to work only with the secure key module 220, instead of accessing the
private key 219 directly. The secure key module 220 is provided to the
application developer in binary format and contains the entry interface
definition, in the form of an Application Protocol Interface (API) declaration
only. The secure key module 220 shields the private key retrieval; encryption of

25 message with the private key 219; and message authentication code
calculation.

e The encrypted private key 219 within the secure key module 220. Although the
secure key module 220 hides the private key 219 from the coupon application
66, the secure key module 220 is further encrypted via the broadcaster's

30 Conditional Access (CA), providing another layer of security by further
scrambling the private key string within the secure key module 220 code. This
ensures that the private key 219 is not presented in the clear/plain text even

within the secure key module 220 code itself.

35 In order to ensure secure transmission of the private key 219, the three levels of
security described are implemented to ensure adequate security in private key

transmission.



private key 219 directly. The secure key module 220 is provided to the application developer in binary
format and contains the entry interface definition, in the form of an Application Protocol Interface (API)
declaration only. The secure key module 220 shields,the private key retrieval; encryption of 25
message with the private key 219; and message authentication code calculation. The encrypted
private key 219 within the secure key module 220. Although the secure key module 220 hides the
private key 219 from the coupon application 66, the secure key module 220 is further encrypted via
the broadcaster's 30 Conditional Access (CA), providing another layer of security by further

scrambling the privgyg kesgHang within the secure key module 220 code. This ensures that the private
key 219 is not preserﬂtegi |nn}ﬁ‘e clear/plain text eyen within the secure key module 220 code itself. 35

In order to ensure seceurgvﬁaor?éjr'{%?sé}i]é[r%eqrfe G t|o°r|t}4/ t%"ﬂ%@%ﬁﬁg’}%%@gﬂevgfg %%iegé?:%ﬂrt]y described
are implemented todeMsIFeCaERA AR iSRG IADIRIRE Reyparafepi S¥RIPSIIPDER SRYRAMG The
downloqding phaselisef@rShmthmabéwambien FoPJatE: 10001 8 ra&caetbmte:g; mesubsemmﬂm,dmupon _
application 66 and selggls capNG AR BLINISIESS (RSP GAPEN S4B SROMAARS AR elevision 52

using their remote control %»éldc?#n Se Lg%gy ﬁstltleersgéei%tggh(ég%ﬁgrrlgo '%st[ﬂ loaded mtzPOthelr smart
€ h : eta

n
C?U{)OH \éYlhsmart card .
card 40. Upon completing coupo ownloa e consumer ches and removes their

smart card 40 frome S¥cSREPEaRFhreriedaRIer ST brthé8etbiBrhERBEOL AR WHER shopping,
the smart card 40 cemtppiniggtiberdavecdahde dootupon $h8Qidsypiresedted pds sitaispesstraed outlet for

redemption. Referring, tadrigufedu¥yRsredbgtgHPon 80 appears as an overlay information on the
currently shown television programme or advertisement, the coupon application 66 is scheduled by

the broadcaster for broadcast and automatically transmitted via 15 the digital broadcast infrastructure
20. The consumer Z¥REtNSES HEIGR AP s TSR HharPreaLtSAARKEIRY dpPERFEBPfhe television
32. When the overl#e mfamatioowapgedssnthegansunoe n @& tissanke thist dvwpahappstidmat is, to

either 66 is scheduled by the broadcaster for broadcast and automatically transmitted via
15 the digital broadcast infrastructure 20. The consumer 29 notices this overlay
information when it automatically appears on the television 32. When the overlay
information appears, the consumer 29 has at least two choices. That is, to either
download the coupon 80 immediately, or to Store-and-Retrieve the coupon 80
later.
20
There are two ways to download a coupon 80 during an interactive advertisement:
by following downloading instructions or using a store-and-retrieve method. The
store-and-retrieve method involves the consumer 29 storing the coupon 80 into a
temporary memory of the set-top box 30 and retrieving it later for download onto
25 their smart card 40. The consumer 29 is reminded of the setting aside of the
coupon 80 by way of a visual indication such as a small flashing “bug” appearing
on the television 32. Once the smart card 40 is connected with the set-top box 30,
the coupon 80 is automatically downloaded and the visual indication disappears. In
other embodiments, rather than the “bug”, a star, a circle or any other appropriate
30 indicative symbol may be used and displayed in the corner of the television 32 for
reminding the consumer 29 that the coupon 80 is still stored inside the set-top box

30 for retrieval.

The consumer 29 may also switch to the dedicated channel of coupon listings and
35 manually select the desired coupons 80 using the remote control 31 of the set-top
box 30.



download the coupon 80 immediately, or to Store-and-Retrieve the coupon 80 later. 20 There are two
ways to download a coupon 80 during an interactive advertisement: by following downloading
instructions or using a store-and-retrieve method. Thegstore-and-retrieve method involves the
consumer 29 storing the coupon 80 into a temporary memory of the set-top box 30 and retrieving it
later for download onto 25 their smart card 40. The consumer 29 is reminded of the setting aside of the
coupon 80 by way of a visual indication such as a small flashing "bug" appearing on the television 32.
Once the smart cardtédf-encrunesie dopdiiattéae srétomboxcdtynttie eoupenudt isreutesupdically

downloaded and thgyjguabindicatiuAisARPERTN BB -e Mo dimpniRxramerihan fhs, "oug”, a star,
a circle or any other aﬁgg? lé%"m thei] corner of the
ndm
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30 for retrieval. The@®gomer 29y MR Seditcheotns derlicaleiash apyRedloFeditRfonTingtings and 35
manually select thecdesires eoupgns 80 using the remote control 31 of the set-top box 30. 18

Store-and-R(-?-tri.eve (QP%@&%éﬂ@ﬁé‘c@lﬁ&?iﬂﬁ%%’Ee%ﬁbi)pé&%%tﬁim%gﬁ’%%ﬂ @Rplisasigr 64.to store th‘?
coupon 80 within the s t-tg x 30. The coupon application 66 reminds the consumer 29 by showing

a flashing "bug" on the FRleVision 32. When reminded, the consumer 29 has several choices. The 5
consumer 29 may: (3) 8éRrBERREtEsROHNHERIISBN I59tBhnecting their smart card 40 to the set-
top box 30; (2) suppsesgntite inatdeatioin dor future re-notification; (3) ignore it or cancel it; or 10 (4)

change the pr@é?ent(@h@nagiet%m&@ﬁﬁEﬁéﬁqemmeeefdma)eéou;smmodiment, the
0

Store-and-Retrieve method is activated when the consumer 29 presses a button on the remote control

31 when the coupon overlay information apgears.
In one embodiment, the Store-and-Retrieve method is activated when the

consumer 29 presses a button on the remote control 31 when the coupon overlay
information appears.
15
Once the smart card 40 is inserted into the set-top box 30, the coupon application
66 immediately checks whether it is a compatible smart card 40 or one that is
compatible and pre-initialised with the storage application 41. If it is a compatible
smart card 40, the coupon application 66 in the set-top box 30 checks for any
20 expired coupons 80 on the smart card 40. If any are found, expired coupons 80 are
deleted automatically from the smart card 40 and the consumer 29 is notified on
the television 32. This makes it easier for consumer 29 to manage their coupons 80

on their smart card 40.

25 The secure key module 220 is used to “unlock” the data storage space on the
smart card 40, especially if it is a Secure-Read-Write data storage security access.
The coupon application 66 checks whether there is available space in the smart
card 40 for downloading of newly selected coupons 80. If there is available space
on the smart card 40, then it automatically stores the coupon 80. Otherwise, an

30 error message prompts the consumer 29 to manually housekeep their smart card
40 using the remote control 31 by deleting their existing coupons 80 in the smart
card 40.

Storage application 41

35 All smart cards 40 have a limited amount of space that is allocated to store the
coupons 80, as defined by the storage application 41 in the smart card 40. In some

instances, this space is not exhausted either because the consumer 29 does not



15 Once the smart card 40 is inserted into the set-top box 30, the coupon application 66 immediately
checks whether it is a compatible smart card 40 or one that is compatible and pre-initialised with the
storage application 41. If it is a compatible smart card40, the coupon application 66 in the set-top box
30 checks for any 20 expired coupons 80 on the smart card 40. If any are found, expired coupons 80
are deleted automatically from the smart card 40 and the consumer 29 is notified on the television 32.
This makes it easier for consumer 29 to manage their coupons 80 on their smart card 40. 25 The
secure key module @rhicatged tanyriagontheodatanstesagetpedtedon Hrge SNuwtitastechdlty especially if

itis a Secure- Readfwr'%g%m@tqn@g@y%ﬁmw BRERES T 6.G0HPRO.ABBNEAIAMARANAEKS Whether

there is available spac esmart c%d 40 for d Wnl%)adln of newr}/§ ect cou&ons 80. If there is
available space onTHe St Conl%"ﬂff i alﬁ R A R ke 56."5 &hwise, an 30

error message prompis the consumer 29 to manually housekeep their smart card 40 using the remote
control 31 by deleting their existing coupons 80 in the smart card 40. Storage application 41 35 All

smart cards 40 haveR Ilgg];ggea (FIq1 a8 spac&mg&a{lpga@ggggngmge g}ga&gumngaﬁg, as defined

by the storage appllcfeltlon 41int e smart card 40, In some mstanceﬁi thl? ace Is (?t exhausted
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application 41lgomm{}gﬁﬁgwpppégggm@@bgrggrage application information and a coupon application
data container. The storage application information contains information about the smart card 40 in

supporting the storage application 41, whereas the coupon application data container stores the

coupon 10 informaﬁé??iffag‘ﬂétﬂ@éepaﬁ’glé%a.“on information, the storage application 41 is able to
discover the number of device purses that have been allocated for storing the

coupon information 11. The storage application 41 looks into the allocated device

15 purses for coupon information 11.

Smart card issuers set the maximum number of device purses that can be created

on the unused portion of the smart card 40. This depends on existing spare

capacity in the smart card 40, or other usage of the existing spare capacity in the
20 smart card 40.

For the smart card 40, in particular those having both dedicated file and elementary
file structure, the storage application 41 is encapsulated in the dedicated file,
whereas the Elementary File contains both the storage application information and

25 the coupon application data container in two separate elementary files.

Once the coupon application 66 displays the coupon 80, the consumer 29 selects
the coupon 80 that appeals to them and subsequently instructs the coupon
application 66 to download the coupon information 11 into their smart card 40. For
30 example in Figure 10, the consumer 29 presses the cursor up and down to scroll
between the coupons listing and then presses the OK button to select the coupon

80 for download.

Consumers 29 are able to use a wide variety of smart cards 40 that have the
35 storage application 41 pre-initialised to read and store coupons 80. Interoperability
management between different smart cards 40 is managed by the storage

application 41. For example, a particular coupon 80 may be expected to be



Based on the storage application information, the storage application 41 is able to discover the
number of device purses that have been allocated for storing the coupon information 11. The storage
application 41 looks into the allocated device 15 pursgs for coupon information 11. Smart card issuers
set the maximum number of device purses that can be created on the unused portion of the smart
card 40. This depends on existing spare capacity in the smart card 40, or other usage of the existing
spare capacity in the 20 smart card 40. For the smart card 40, in particular those having both
dedicated file and elemesdasy ifite strBotoey-thesstaags @ ERIOedhipiaensapsutatedio) the
dedicated file, wheggs thaElRnaNRMRIRAOBIAIIS RPHIBS BarRes-APRICATANIIBERIAtion and 25
%rat((ej %emterf_tabrg fg:es.ng)p]% the coupon application
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between the coupong {zlingandsien iesars R nbiikage!Srshle chife SryREM 804 R download.
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debit cards issyed by ABreligtERgRIess KrRiNRESRpokGarHsaiorAdVEormabeitdiansactions) or
Loyalty Cards (Co-Rrand, RIale.Labels COMMURI sy d o nieteneahili, (e coupon application 66
self-detects the relevant smart card 40 ?ype,_an Gses Its prior/pre-stored know?edpge of the smart card
40 based on predefhied SHESHRNFRAD Pipi SR LiReSGIBNC R INEARGESRFESdownload of the coupon 80
onto the various smart cards 40. For example, if it detects a smart card 40 from Citibank, it stores the

coupon 80 in a locagiog e IEdLeletgstsd BB Ak L84 Qdresn ddwRSaiiah hdt &asss Haeicoupon 80 in

a location B. Tlr%e '“9#8%@%@ 8)]; a private key 219 and security mechanism. Consequently, the coupon

application 66 requires the private key 219 and knowledge of the
encryption/decryption mechanism to unlock the smart card 40 for writing into its
secure data storage space. This private key 219 is broadcast through the digital
broadcast infrastructure 20 and it is encrypted and obfuscated. Consequently,

20  there is a secure electronic private key broadcast to unlock the smart card’s
Secure-Read-Write data storage space using the smart card issuer’s private key
219.

During coupon 80 downloading, the coupon application 66 searches a list of device
25 purses within the coupon application data container for an empty device purse to
download the coupon information 11. In the preferred embodiment, there are at
least five device purses. If there is an empty device purse, the coupon application
66 continues to write or deposit the coupon information 11 into the device purse. If
there is no empty device purse, the coupon application 66 displays an error
30 message and the downloading process is terminated until the consumer 29 deletes

any expired coupons 80 or deletes any unused coupon 80 from the smart card 40.

Redemption
The redemption phase refers to the action when the consumer 29 redeems their

35 downloaded coupon 80 at the merchant’s terminals 50, which are pre-initialised
with the terminal application 51. The terminal application 51 reads the coupon

information 11 contained in the smart card 40. The terminals 50 are configured to



location A and location B is to illustrate different location within the smart card 40, which corresponds
to the location of the smart card memory space. In some cases, access to the smart card 40 for
downloading the coupon 80 is 15 protected by a private key 219 and security mechanism.
Consequently, the coupon application 66 requires the private key 219 and knowledge of the
encryption/decryption mechanism to unlock the smart card 40 for writing into its secure data storage
space. This private key 219 is broadcast through the digital broadcast infrastructure 20 and it is
encrypted and obfusehtedih€ oasessetily ,c2ththaredskaypacutiaue ieatrangowzitvaténke jobraadcast to

unlock the smart caggs Recst ermeagdidMrite: datastorage space using the smart card issuer's private
key 219. During coupon 80 downloading, the coupon application 66 searches a list of device 25

purses within the coupon application data container for an empty device purse to download the coupon
information 11. In tH@preramRicenmheaaMBYRVasefee arenarmMeastilrkigeitelr ptirges cordnéle is an empty
device purse, the ceuipainiag plecadionodfscondFumnesd tand rieeemihgpositnthre eeuwpantinfomation 11 into

the device purse. IfidhRrISJRRSBR 1 JeYiEmBPUE B (B ELRY @RBliSAToL, H§ diselaxsAn error 30

message and the dgwnjoading pracess i3 ietminated yoil he eansupor 20 deletes, any expired
coupons 80 or deletes any unusée couponp§5 from the Smart card 40" Red’é’mptlon he redemption

phase refers to the BEWBIPHARANRARES sumer 29 redeems their 35 downloaded coupon 80 at the
merchant's terminals 50, which are pre-initialised with the terminal application 51. The terminal
application 51 fipadgihe aQUaR5 RfRrIAEABrhi FAAIRE dthings Dkt s AR aRtERININals 50 are
configured to 21 requce the sashier s,dai cany an e kevbad, s reducina waling (e for the
consumer 29 at the c%e_c -out ggun er. The redemption phase’involves the consumerl% taking their
smart card 40 5 colhglininePiPRAtRIGVANaBEdBiRliBRh Wl ahE rieetnarg takfth e néréhant 15. The
terminal applicationcbihpetibde snsag@mapb#d 8@, amins! appatathob symahebenke tbmatly ¢kgréatest or current

coupon information cblAHEIRE ShareospandaipEmationireneNFRRISEHIaR REASEES the terminal
15 application 51, they are deleted automatically from the smart card 40 and the

consumer 29 is informed via a display of the terminal 50 of the coupon deletion.

The terminal 50 matches the validity of the coupon 80 in the consumer’s 29 smart
card 40 with the updated/pre-loaded coupon information 11. If it matches, the
20  consumer 29 is able to claim the coupon through the terminal 50. Any error in the
process is communicated to the consumer 29.
The terminal 50 automatically scans through the valid smart card 40 for coupons
relevant to the merchant 15 based on the synchronised coupon information, which
resides in either a single location or at multiple locations or device purses within the
25 smart card 40. If no matched coupons 80 are found, the terminal 50 proceeds with
conventional payment. If more than one relevant coupon 80 is detected, the
terminal 50 prompts and requests the consumer 29 to select the desired coupon 80
for redemption. If only one relevant coupon 80 is detected, the terminal 50
proceeds to automatically redeems the coupon 80.
30
For example, a consumer 29 downloads two coupons 80 offered by Carrefour. The
first coupon 80 is 10% off for a purchase above $50 and the second coupon 80 is a
free six pack of soft drink for a purchase above $25. When the consumer’s 29
purchases are detected to be $60, the terminal 50 automatically detects the two
35 suitable coupons 80 offered by the same merchant 15 and requests the consumer

29 to select one.



10 When the smart card 40 is connected to the terminals 50 at the merchant's outlet, the terminal
application 51 immediately checks whether it is a smart card 40 or one that is compatible and
pre-initialised with the storage application 41. If it is a,gompatible smart card 40, the terminal
application 51 then checks for any expired coupons 80 on the smart card 40. If expired coupons 80
are found by the terminal 15 application 51, they are deleted automatically from the smart card 40 and
the consumer 29 is informed via a display of the terminal 50 of the coupon deletion. The terminal 50
matches the validityrné thiettatipors3in testoasuwmeis 2@t oarehdd sithethedupdated/pre-loaded

coupon information Lo it RRGHERHANRAAARRFUME! 23S ARIe iforiRiR NS FAMRPAguah the
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uti S

ransactjon/serv, e IS char in_subsiitu € merchant previous n
the consumer 29 to slect one. 22 The distribution sys&em ores alf th8 information for each of the

redeemed coupond(REakAStiBHAMBATREABAY TS TRRREPRIBRRformation is initially stored temporary
at the terminal 50. If the terminal 50 is connected to a host, this redemption information is also

simultaneously sentri@ &&AHRQPSIREYBH 69 cHolie RiskpVERLED SIRe RO BRRFSRAMNT connection,
or in off-line mg.de, yé%tteesrmler}rzlilautomatically. Information about any deletion of expired coupons 80
is captured and forms part of the terminal collection batch and coupon server

collection batch, which is sent back from the terminal 50 to the coupon server 60.

Every device purse has a purse header, which provides preliminary information
20 about the device purse. Unlike the terminal 50 that is in a controlled environment

and handled by a trained cashier, the set-top box 30 is situated at a consumer’s 29

home and the consumer 29 is untrained. Therefore, it is more likely that the

consumer 29 will remove the smart card 40 from the set-top box 30 when the

coupon application 66 is still downloading the coupon information 11 onto the
25  smart card 40.

When a coupon transaction update starts, the terminal application 51 updates the
transaction integrity bit. The message authentication code field is provided for
integrity check and it is based on a symmetrical private key. If the terminal
30 application 51 encounters a wrong message authentication code, the device purse

is considered empty and the purse header is set to indicate it as empty.

When the coupon item is purchased (either by electronic cash method, deduction
through customer’s bank account or through a credit card), the terminal 50 may
35 automatically deducts the downloaded coupon value from the consumer 29 receipt
and electronically sends the redemption information to the coupon server 60 for

reconciliation, settlement and reporting.



50 is scheduled to connect to the coupon server 60 periodically. For example, at the end of business
day with the cashier performing an end-of-day settlement. The redemption information of the
redeemed coupons are used to charge the merchant ,15 a small transaction/service fee based on how
many coupons 80 are 10 successfully redeemed or which coupons 80 are redeemed. This
transaction/service fee is charged in substitute for the merchant previously having to print, distribute,
and reconcile paper-based coupons. The terminal application 51 checks for expired coupons 80 in the
device purse and 15 deletes them automatically. Information about any deletion of expired coupons

80 is captured and (55 RAE HeHSHFERUEREAEVELIALHAER ARDHOUPAR BREWR Galiegtion batch,

which is sent back from the terminal 50 to the coupon server 60. Every device purse has a purse
header, which provides préfiifR] ifformation 20 about the device purse. Unlike the terminal 50 that
is in a controlled environmierimiaald $andled by a trained cashier, the set-top box 30 is situated at a

consumer’s 29 shome and dhgrcangwagsrdfotshawipiaamedibetetoredbiairgerpliteely that the consumer
29 will remove the smart cp[gtélr% [&%m the set-top box 30 when the coupon application 66 is still

downloading the coupon |n?ormat|ons_kL'1 onto the 25 smart card 40. When a coupon transaction
update starts, the terminal application 51 updates the transaction integrity bit. The message
authentication codeTheldasgorosieieer 60 &igedritgtohne cksaaddtméblasedageraesyrsenetridaleprivate key. If

the terminal 30 appligafiR RrREERLMS RVWRRSEEHRABRAIGeRicatos apderfhRafevice purse is
considered enlnety and tpt? purse header is set to indicate it as empty. When the coupon item is

. remotely. . .
purchased (either by efectronic cash method, deduction through customer's bank account or through
a credit card), the t&rmiPRIHeAth3)935P4atR FRHROAINTPERRERR the BolhIBRAEEPESIDSRUPSIe from the
consumer 29 receipt asuvetdromcialyspantisf the cagemipfomatiéorspattoontsatioe wougesn server 60 for

reconciliation, settiemens angLEERARING12:3/GOURANS RBATS Hawmierder andheedesmgstfrom any one

of the following devme%érmsfr%fé% k\av?tﬁ ﬁ\% té?nﬁrinlarllaa'lpspl?c%’tion 51 based on the coupon campaign.

15 This forms part of the coupon information synchronisation process.
e Removal of expired coupon information 11 on terminals 50.
e Update enhanced terminal application 51.
e Update merchant information and terminal configuration and setting
information.
20
Referring to Figure 5, the terminal application 51 on the terminal 50 is a standalone
executable application that is enabled from the main menu of the terminal 50. The

coupon 80 is shown as an option on the screen of the terminal 50.

25 All terminals 50 are identified by a terminal ID. The terminal ID is unique within the
coupon server 60. Firstly, a “redeem” option allows the cashier to display the
coupon information 11 downloaded into the consumer 29 smart card 40 as well as
perform redemption through the terminal 50. Secondly, a “settlement” option allows
the cashier to perform end-of-day settlement, where the coupon redemption

30 information is sent to the coupon server 60. Thirdly, a “terminal setup” option allows

the cashier to configure the terminal 50.

Configurable terminal information includes: terminal ID, phone number or IP
address (used for dial up to/connection with a coupon server 60 via
35  communications infrastructure), and other information required to connect the

terminal 50 to the designated coupon server 60. Configurable merchant information



5 smart card reader (not shown) connected to a Personal Computer. In-Store Kiosk. The coupon
server 60 also functions as a terminal management server. The terminal management server
manages the following aspects of the terminal 50 10 ygmotely: Download and update coupon
information 11 to the broadcaster's coupon server 12. This forms part of the coupon information
synchronisation process. Download and update/pre-load coupon information 11 to the merchant's
terminals 50 with the terminal application 51 based on the coupon campaign. 15 This forms part of the
coupon informationisyingdy-oniséeiwn IprosessanRermeyaho ey pthed ichupatvintetadesntial on terminals
50. Update enhangegddesmingl rpigation 51. Update merchant information and terminal
configuration and setting information. 20 Referring to Figure 5, the terminal application 51 on the
terminal 50 is a standalone executable application that is enabled from the main menu of the terminal
50. The coupon 80RS'eHBN P AIBFoptiberraseigcreepbttherférpimaPBON I mIltherMAials 50 are
identified by a terminahlf THeetdéenménab) bhes donpgpuerauimiptithepreciye 0 sereer Btk feirsthy) a "redeem”

option allows the caghigkipdisRiaythrr OWHEeh iﬂ@é‘m%%ré%@%W@Qﬁ@%d@é%’t%tﬁ?ﬂéumer 29 _
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sent to the coupon server 60. Thirdly, a "terminal setup” option allows the cashier to configure the
terminal 50. Configtetiartéranitad tiofgrin@atread trd udesortériorimalid] phonehrumsderdamibtt address

(used for dial yp to/gganastitne %H?Jiﬁgcﬁ%ﬁ% 3@&\4%&9&@35&%@99@@6@% thEragtigture), and
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Configurable merchant informa |onaégr es: merchan If‘?, merghaﬁf)name, and any other

information that is e¥5@nliaPsihthecteerAed pereish. the terminal 50 reads the coupon 80 and

displays the details on the main menu of the terminal 50.

15 The terminal 50 displays a list of coupons 80 found in the smart card 40. The
cashier is able to scroll through the list of valid unexpired coupons 80 and selects
the relevant coupon 80 for redemption. Only coupons 80 specific to the merchant
15 and which match the synchronised coupon information 11 are displayed in the
main menu of the terminal 50. The terminal 50 does not display coupons 80 of

20 other merchants 15.

The terminal 50 performs redemption after the cashier selects relevant coupon for
redemption. The terminal 50 screen displays the current coupon 80 available and
prompts the cashier to enter the number of coupons to redeem (default is set to
25 one). After the cashier selects the number corresponding to the coupons 80 to
redeem (by pressing the OK button or any button to indicate confirmation on the
terminal 50, which vary between different terminals 50), the terminal application 51

starts to perform the coupon redemption process.

30 Upon successfully performing the coupon redemption, the terminal application 51
causes terminal 50 to print an internal coupon redemption receipt and
subsequently allows the cashier to print another receipt for the consumer 29, if

required.

35 Reconciliation
The reconciliation phase refers to the process of: consolidating and reporting

redemption information; reconciling and error checking of redemption information;



Referring to Figure 5, if the cashier selects the "redeem" option from the main 5 menu of the terminal
50, the coupon redemption process is started. The terminal 50 prompts the cashier to insert the smart
card 40 after the "redeem" option is selected. The tegginal 50 waits for the cashier to insert the smart
card 40. The terminal 50 attempts to read the coupon information 11 from the inserted smart 10 card
40. The reading process is triggered automatically as soon as the cashier inserts the smart card 40. If
the inserted smart card 40 is supported by the terminal 50 and has the downloaded coupon 80, the
terminal 50 reads thersputipgritdOcamehisispl pygathe dedaitsronéhs haasd mealpafibesarmical 50. 15 The

terminal 50 displays,istak SAHRPBE RO-LRYNG s the AmaH5ard A%mERe, castienis 2bjg.to scrol

through the list of valid unexpired coupons 80 and selects the relevant coupon 80 for redemption.
Only coupons 80 sﬁ@é‘?ﬁé] %2 fierchant 15 and which match the synchronised coupon information
11 are displayed in the main menu of the terminal 50. The terminal 50 does not display coupons 80 of
20 other merchantsThb. rétndtietiunalnalepiariavasstiie desnior spiiesibthefcashiassetactsoreevant coupon

for redemption. Thedesmingl SASHESN SmRlAYS the GE et EPARB0-AYailakla ABSLRFPMPtS the
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After
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indicate confirmatioPPYRaMelraBFAsHPaPSUEWhiRs CRHRPDSRIEE PR ifFeRs St 2 APIIARILASH PItHReterminal
application 51 startedempeidorinfainetwupothecceadpiiter proness. SOVElPLDN fucoessiddyoperforming the

coupon redemgptiongtb& ey MibsH ARRYFaHABIMRAg.causes terminal 50 to print an internal coupon
redemption receipt and subsequently allows the cashier to print another receipt for the consumer 29, if

required. 35 Reconciliation The reconciliation phase refers to the process of. consolidating and
reporting redemptidASHFSARRIRYIAN rRESACMIRY BhECEPRSY CHERIIRY ST PendifpisiInReHation; 25
computing the comuuissiitaiedyeliriektol stakeinmdes, Théspitheonis tpreszayeett atesutadske2and billing of
merchants 15 for reggseptionVioenateshm RRPEbMBARAWERrge-backs when the consumer 29

15 cancels a coupon purchase, and hence the coupon transaction is reversed or
cancelled.

To ensure integrity of coupon redemption information being transmitted back from
the coupon server 60 to broadcaster's coupon server 12, the following processes
20 applies:
e The coupon server 60 must maintain all coupon redemption information within
the coupon server collection batches from the terminals 60.
e The coupon server collection batch must be secured within the coupon server
60 until such time that they are sent back to the broadcaster’'s coupon server
25 12. The coupon server collection batch may also be encrypted.
e New coupon transactions must not be added to a closed coupon server
collection batch.
e When a coupon transaction is added to an active coupon server collection
batch, the associated coupon server collection batch summary totals must also
30 be updated to reflect the new addition.
e Closed coupon server collection batch must not be re-opened, and new
coupon transactions must not be added to a closed coupon server collection
batch.

35 The coupon server 60 does not delete closed coupon server collection batches
until an acknowledgement has been received from the broadcaster’s coupon server
12.



agreed rate table. 5 The reconciliation phase involves the cashier responsible for the terminal 50 to
perform an end-of-day settlement process to report and send back all coupon redemption information
to the coupon server 60, in addition to the financial pgyment transactions. Next, the coupon server 60
reports or sends back all the redemption information to the broadcaster's coupon server 12 for
consolidation, 10 checking, reconciliation and billing. The reconciliation phase involves coupon
redemption information being reported, consolidated, checked and computed. This phase is
transparent to consumers 29, unless it involves redemption roll-back/charge-backs when the

consumer 29 15 capgelsia SRR PHEIRRSiANEsRe the coupon transaction is reversed or

cancelled. To ensure integrity of coupon redemption information being transmitted back from the
coupon server 60 16 brodHCRLER<ETPAH BHILF PSR RIS FFBERLEE S Il The coupon
server 60 must maintai¢P&ons apdiniesaieheptidaundt aervorsavEiaNthe coupon server collection
batches from the tesmigals68 redeiaption pbrsativaricalinsianthiatel Ruipbheseer EatbridhiN the coupon

server 60 until such timge that they are sent back fa.the broadcaster's coupon server 25 12. The

coupon server collection batch may also be encrypted. New coupon transactions must not be added
to a closed coupon Sert8FPEBFERFEAYSTLR BAIFER $£8YEPon transaction is added to an active coupon
server collection batchitlee assagiatetiaosagion seadded tl dioti @ativatchusomsaary wigEsionust also 30

be updated to reflect the,RgWhaddiiRRcFHR5BhCRURPBABENSH SRR ClAMBAtEIBHRIshakHe re-opened,
and new couq%n transglc'hionast must ﬂotdtﬂg addequ(}%é'?l,I closed coupon server collection batch. 35 The
e

e f’% F ect the new a . . .
coupon server 60 does no ete closed coupon server collection batches until an acknowledgement

has been received fronttHEBRPARELSHSPLOR AR FES YBRRY tetplsygust also be updated.

e Closed coupon server collection batch must not be re-opened, and new
transactions must not be added to a closed coupon server collection batch.
e The coupon server 60 does not delete closed coupon server collection batches
15 until an acknowledgement has been received from broadcaster's coupon
server 12.

e Closed coupon server collection batches to be kept for one year.

The terminal 50 prompts the cashier to print coupon redemption receipt for

20 consumer 29. An end-of-day settlement is done by the cashier at the end of every
business day. This is done through the REDEEM option on the terminal 50. The
REDEEM option is protected by a supervisory password.

During the end-of-day settlement process, the terminal 50 communicates with the
25 coupon server 60 via communications infrastructure. Simultaneously, the terminals
50 transmit the coupon redemption information as records to the coupon server 60
and retrieves any new coupon information 11 from the coupon server 60 for
uploading to the participating terminals 50, based on new coupon campaign
information.
30
The terminal 50 displays the coupon settlement report. Systems and devices used
in the coupon value chain are auditable to assure accuracy, reliability and validity.
They are set up to minimise catastrophic failures. Back-up systems and procedures
are put in place so that outages at any point in the process do not jeopardise the
35 operations of the entire coupon value chain. The system 10 is also protected

against external or internal infiltration, hackers, and computer viruses. An electronic



To maintain coupon reconciliation integrity: The coupon server 60 must maintain coupon redemption
information of all coupons and information about all coupon campaigns. 5 Coupon redemption
information is stored within the coupon server collectigh batches and terminal collection batches.
Coupon server collection batch is secured. When a coupon transaction is added to the active coupon
server collection batch, the associated coupon server collection batch summary totals must also 10
be updated to reflect the new addition. Coupon server collection batch summary totals must also be
updated. Closed cauporetaivar goideatofisbasaforudssndt batretopleaeshiandnsewmiotkaasactions must

not be added to a clgsadCURGR REMSLLPURGHARMACNsThE SRLRANISERYET 60 does not delete

closed coupon server collection batches 15 until an acknowledgement has been received from
broadcaster's coupon server 12. Closed coupon server collection batches to be kept for one year.
The terminal 50 proe@dReREE¥SEN1&r 88 print coupon redemption receipt for 20 consumer 29. An
end-of-day settlemendjis clonmimnth ef dashierdabilee eculminaseevyriasnsrassday. This is done through

the REDEEM option on th%ﬁﬁ@ﬂ%;&ﬁéﬁﬁvﬁ&%EEM option is protected by a supervisory password.
During the end-of-day settlement process, the terminal 50 communicates with the 25 coupon server

60 via communications"infrARAS0 M2 SeRIEARYEENR), the terminals 50 transmit the coupon
redemption informatiorr asGevordycatich&eoagsoresdvipdul60 and retrieves any new coupon information
11 from the coupon sewven@Odfasingmaasinadadibe participating terminals 50, based on new coupon
campaign infolgnation..BOéI' r%e terminal SdOR%iS‘prlc?"éng goupon settlement report. Systems and

[

. econciliation an I ) e -
devices used in the coupon valtie chafh are au & to assure accuracy, reliability and validity. They

are set up to minimise tat&SEpHIE rAANe BRrieapus/stems and procedures are put in place so that
outages at any point inethengrasiessatide modyeopardise the 35 operations of the entire coupon value
chain. The system 10 is also protected
To complete the coupon business logic in a merchant campaign, merchants 15
15  decide the following:

e Coupon value.

e Start and end date of coupon campaign.

e Expiry date of the coupon.

e Coupon redemption instruction.

20 e Business logic/redemption rule, especially for the terminals 50.

The coupon server 60 manages the connected terminals 50 in the following
manner.
e Add terminal profile - Enter the terminal profile of the terminals such as
25 terminal ID and terminal’s configuration.
e Delete terminal profile - Allow the terminal 50 to be deleted from the
system 10.
o Edit terminal profile - Allow the terminal profile to be modified and updated.
e Coupon information 11 is updated by a terminal management system that
30 is connected to the coupon server 60 before the start of the coupon
campaign during the coupon information synchronisation process.
e Terminal management system automatically deletes expired coupon
information 11 on the terminals 50, the day after the coupon expiry date
(usually at mid-night).
35 e Failure to update or refresh the coupon information 11 on the terminals 50

triggers an acknowledgement to the broadcaster’'s coupon server 12 via



against external or internal infiltration, hackers, and computer viruses. An electronic 27 data retention
policy is also enforced such that all electronic transactions and records are kept for at least six months
in a secure and safe location. Coupon Servers 12, 60,5 Major components of the broadcaster's
coupon server 12 includes: Loyalty Management Module. Campaign Management Module.
Communication Management Module. Advertising Banner Module. 10 Reconciliation and Reporting
Module. Community Service Board Module. Administration Module. To complete the coupon
business logic in a merchané cauppaigivem@rchants b znilraleaics thentollanengindlosppr-value. Start

and end date of coupon camRaicln FXRIRY BIGATRS AANAD. GAURSRISIRIRIRRIRSTuCtN. 20

Business logic/redemption rule, especially for the terminals 50. The coupon server 60 manages the
connected terminals 50 in BR&foffotwing manner. Add terminal profile - Enter the terminal profile of the
terminals such as 25 termipein® tha @nenhiiadl setienkgtiragcarmbeal &@ eemmiitases itéh thilow the
terminal 50 to I3e deleted feotpdheesystem v cdnthiutecatoms! pretiteictdbosmdhantenamealgprofile to be

modified and updated. CoupQn{RTQsBaHdhJFHRMBHG BN Qstﬁefwﬂé‘él%@&gﬁkﬁéﬁéé@tem that 30
is connected to the coupon server 60 before the start of the_ coupon campaign quring the coupon
i LR LR rHEREARY

information synchronisation pPBaeSy S8R 41 T af &M TR AR I88s expired
coupon information 11 onP#ECRIEBRISAR HasPARE tRRVCYPON ERPIASBate

10  The coupon server 60 is able to manage the profiles of merchants 15 participating
in the issuance of coupon 80 as part of a coupon campaign, in the following
manner:

e Add merchant profile - Enter the profile of the merchant 15.
o Delete merchant profile - Allow the merchant record to be deleted.

15 e Edit merchant profile - Allow the merchant profile to be modified and updated.

e Creation/Update/Deletion of merchant’s outlet/chain records,

e Creation of different merchant’s outlet/chain grouping.

The coupon server 60 is able to manage coupon information 11 in the following

20 manner:

e Accept and update coupon information 11 from broadcaster's coupon server
12.

e Prepare coupon information 11 to be downloaded or synchronised to
participating terminals 50.

25 e Update and pre-load all terminals 50 with the latest coupon information 11,
based on coupon campaign specifications during the coupon information
synchronisation process.

e Accept confirmations back from the participating terminals 50, confirming that
coupon information 11 has been successfully updated and pre-loaded by the

30 terminals 50 (part of the coupon information synchronisation process).

¢ Upon consolidating these successful confirmations back from the participating
terminals 50, send coupon information acknowledgement (either ready or error
status) to broadcaster's coupon server 12 to trigger the broadcast of the
coupon information 11 via the digital broadcast infrastructure 20.

35 e Collect and consolidate coupon redemption information from terminals 50.



(usually at mid-night). 35 Failure to update or refresh the coupon information 11 on the terminals 50
triggers an acknowledgement to the broadcaster's coupon server 12 via 28 the coupon server 60. This
is to ensure that only enabled terminals 50 pre- loadeg, with specific coupon information are able to
read the downloaded coupons 80. During the end-of-day settlement, the terminal 50 communicates
with the 5 coupon server 60 via communications infrastructure and simultaneously sends the coupon
redemption information as records to the coupon server 60 and retrieves any new coupon information
11 for uploading to the spadtiifiingdermitaiadeduas esltanbroasydtatinasgaign 214 The coupon

server 60 is able to mapaqe, fhe, REafles ol MeyRhARLAAS DaTIGIRANNGH I, iM%, SPHaRSR Rf,coupon 80 as

part of a coupon campaign, in the following manner: Add merchant profile - Enter the profile of the
merchant 15. Delete mi&f&H&nt profile - Allow the merchant record to be deleted. 15 Edit merchant
profile - Allow the nreroiasrypaafitedrmbtomoiiifiedtiemis aptixrsdior @reasicrifUpitte/Daldion of

merchant's outket/chainnfeeestiss doseadipn<f difiigngonerchant's outlet/chain grouping. The coupon
server 60 is able to manage coupon information 11 in the following 20 manner: Accept and update
coupon information 11 from broadcaster's coupon server 12. Prepare coupon information 11 to be

downloaded or synéhiBHER YL AHR AR IS BS! D8R, a4 QAL TEA05! terminals 50
with the latest coupen iddrieration Ardfildhaseteothe omitn ot dmepaigmaipetifivattimssbdemingthe coupon

information synchronisgtianRdy esasse AearRl sonkamionssbackdremihe Ipastigipatinaterminals 50,
confirming thabcoupor&m]fignpg%pn 11 has been successfully updated and pre-loaded by the 30

terminals 50 (part of the coupon information synchronisation process).
o Delete terminal profile - Allow the terminal profile to be deleted from the system

10.
e Edit terminal profile - Allow the terminal profile to be modified and updated.
e Assignment of terminal profile to merchant’s outlet/chain.
15 e Update participating terminal profile with active and the latest coupon
information 11 and terminal application 51 such that the coupon is recognised
by the participating terminals 50.

¢ Removal and archival of expired coupon information 11 from terminal 50.

20  The terminals 50 are capable of determining that the smart card 40 has been
removed before the completion of the transaction and before terminating the
processing. This reduces the likelihood that the smart card 40 is being accidentally

removed during the transaction.

25 To ensure integrity of coupon redemption information being returned from the
terminals 50 to the coupon server 60, the terminal collection batch (a consolidated
list of coupon redemption transaction records per day) is transmitted back to the
broadcaster’s coupon server 12. The terminals 50 prepares the terminal collection
batch daily, as part of the end-of-day settlement processes. Terminal collection

30 batches have a summary of the totals of transaction record within the batch.

It was earlier described that the second smart card reader 181 also provides at-
home capabilities and revenues for the deployment of interactive TV services like
coupon 80 downloads, TV-Commerce for purchases of goods or services, TV-
35 Banking (bill payment, funds transfer, inquiries via television 32) and TV-Token

pre-payments/top-ups (for utilities, telephone, council services).



Upon consolidating these successful confirmations back from the participating terminals 50, send
coupon information acknowledgement (either ready or error status) to broadcaster's coupon server 12
to trigger the broadcast of the coupon information 11,yia the digital broadcast infrastructure 20. 35
Collect and consolidate coupon redemption information from terminals 50. 29 Send coupon
redemption information to the broadcaster's coupon server 12 via the coupon server 60 for
consolidation, reconciliation and billing of transaction revenue. All coupon redemption information is
archived for at leastCeixsunans e el ualingp|d tiferforati DV-ababieexparerb cOUBARIGD. A coupon server 60

is able to manage tﬁmaaloqméqﬁé@éhfsa@mwme%& éﬁgoﬁﬁﬁmﬂ%dﬂfégg%e%ﬁéhe profile of
the terminal 50 (that as een gre Inltalse with mr’q1 §§T:catlon 51) iuch as terminal ID and

terminal's 10 config t?a?lco'ﬁe &R Pﬁ?af r%?rfg’] i SRR B Beleted from the

system 10. Edit teﬁ"ﬁﬁﬁbﬂﬁﬁ?‘&ﬂe’fmmI@Wftﬁ@t'?@rﬁﬁﬁﬁ%%ﬂ%’f@'ﬁmﬁqfﬂﬂ‘f@d BeabgfRed. Assignment

of terminal proffle tonmenahan tawntletiabaittolitt ddfdatenpaiticipatiebyteymidasprdfite with active and

the latest coupon  infpumatiosy InrnstderaIRL P RIIFRHANLRL tﬂé%ﬁ&%é%e%%ﬁ&ﬂ%é@cogmsed by

the participating ter[mnals 50. R mov?l rh%gggha{xg]l of %zglretﬂec upon mformzﬂlon 11 from terminal
a

50. 20 The terminal&s agtr'gnéé”aa termlnln t HE8mart carc? ﬁﬁyha O(rené?l' removed before
the completion of tH@'ﬂ%H@d@ﬂlﬂ*ﬁéﬁﬂ“ﬁé‘?ﬁr@'?&Wﬁd{n@ﬂ?@ bey6¢BReIFRINTANS FERRIEXR the likelihood

that the smart card Zthissbengtasgicgmladyionernovdd dorgdlieiransactocnn2bmien igaditye integrity of
coupon redemgptionjpfespatieon ARiREHSiBRe FiREbhGI&S gﬂ@@l&@%&lﬁﬂ% (E&SJE?IS’n server 60, the

terminal collection batch gatconsoljdatted |Id$t of. .coupo dem |on tra sa tlon recor er day) is
St?] 8 CCcur.in a rusted environmenj. rovider S or mer C .
transmitted back to the "Broadcaster's coupon server rmina s prepares e terminal

collection batch dafl{e %féedaﬁ%ﬁ?%t%‘@WHﬁy%@ﬁ!@ﬁﬁ’é?ﬂsﬁﬁ‘d&@g?é@?mm %Ff??‘ctlon

smart card 40 in the storage application 41.

15 The storage application 41 is also used to download and upload utilisation and
payment details for TV-Token pre-payments/top-ups. For example, for utility
payments, information such as last unit reading, number of units consumed,
number of units purchased/top-up and new/current unit reading are stored in the
storage application 41. The smart card 40 with the storage application 41 is used

20 as a physical conduit between the set-top box 30 and pre-paid metering/payment
systems by updating the consumed units, downloading the last unit reading and
uploading purchased/top-up information between these systems and the consumer
29. These utilisation and payment details from the storage application 41 are then
downloaded and uploaded via the set-top box's back-channel/return-path

25 connectivity to a designated back-end host system of the utility provider or service

provider.

The digital broadcast infrastructure 20 may be satellite television infrastructure or
other broadcast infrastructure that may carry digital or analogue signals via
30 terrestrial signals, optical cables, broadband, wireless means, the Internet,

telephone lines or mobile phones.

Although, a remote control 31 has been described, other consumer 29 interface
devices 31 are envisaged such as a keyboards, mice, mobile phones or wireless

35 controllers.



30 batches have a summary of the totals of transaction record within the batch. It was earlier
described that the second smart card reader 181 also provides at- home capabilities and revenues for
the deployment of interactive TV services like coupor,80 downloads, TV-Commerce for purchases of
goods or services, TV 35 Banking (bill payment, funds transfer, inquiries via television 32) and
TV-Token pre-payments/top-ups (for utilities, telephone, council services). 30 Consumers 29 are only
able to perform TV-Commerce and/or TV-Banking transactions via the set-top box 30 when the
set-top box 30 recogitisaghthesspegifitoxrieraaiivedeevisiprdnioiaticsagantaieshynditieastorage
application 41 on the §0Ay eRtd 6‘9103@8909%2{&}96‘&%4QEM&%P&%H&H&GM%@%M@%@GmbefSh'P 5

information, payment and account det |Is,|§1nd alsq the %lverg adc?sir3 of t @, sonsymer 29. This
information also autierffiéatesth& EoNstimer peiforming these. tran §/§|83ngrwd%ae SEt-top box 30
and/or reduces the ReEHIIRSKEY Feinformation using the remote control on television, which can be
cumbersome and repetitive. That is, the storage application 41 on the smart card 40 performs

consumer identity' 1&%{&5@latLGﬁéi@ea%ﬁdd\%@%am&%\éa,C@mw&sg@m{graw-s%mgm top-up
services to occur in % trustgd en nment. §erV|ce rowder? %)gnks olomerﬁhant are ellble to
4 ufjn " vice sutc as,a

vir

validate the consumer@%eﬁtﬂ?‘?%ggggxgﬁn ?n%’o?%né)t?o%% ored &°Smart card 40 the storage
application 41. 15 TPRVisfofage P pHPANOPRLN 98ViaeH PREPIRH QBRHRSad AR Bpifo/ILERsation and
payment details forthivsb okess prerpajengnisep-ups. For example, for utility payments, information
such as last upif reading, number of units consumed, number of units purchased/top-up and
new/current unit reggding are ed in.th orage application 41. The smart card 40 with the storage
nplication 41 1 s A h SO S e R B L R g a e
metering/payment $¢&8@R%sDHGATPISEISEtherEH i diertitardaimBaame the 199 RIf reading and
uploading purchaseéfbapaupOinfet rinatiendbétweaccehesassysternse s datihdess symerts2BnT hese
utilisation and paymgstsietails:som the storage application 41 are then downloaded and uploaded via
the set-top box's back-channel/return-path 25 connectivity to a designated back-end host system of

the utility provider or service provider.
It will be appreciated by persons skilled in the art that numerous variations and/or

modifications may be made to the invention as shown in the specific embodiments
without departing from the scope or spirit of the invention as broadly described.
The present embodiments are, therefore, to be considered in all respects

20 illustrative and not restrictive.



The digital broadcast infrastructure 20 may be satellite television infrastructure or other broadcast
infrastructure that may carry digital or analogue signals via 30 terrestrial signals, optical cables,
broadband, wireless means, the Internet, telephone lipes or mobile phones. Although, a remote
control 31 has been described, other consumer 29 interface devices 31 are envisaged such as a
keyboards, mice, mobile phones or wireless 35 controllers. 31 Although a set-top box 30 has been
described, it is envisaged that any digital receiving device 30 to receive coupons via the digital
broadcast infrastructtE€may: be used. For example, Personal Video Recorders (PVRS) or Digital
Video Recorders (DVRSs). 5 Although a smart card 40 has been described, it is envisaged that any
smart card 40 may be useAd. Fot e afmplc?,tabnlobile comrﬁutin Idevice 40 such as Ptertsonal Device
Assistant (PDA), palim devicd2P8Hable Lolnstiters? reMBLRIE h&rePaisiE, hMRB S, or mobile
phone 40. 10 AlthoGgrPeEO SiadRAALAS M FREHaER. dastriied, RTPETgsaged that other devices
including a cash register, cecapuiter o1 kiosk@ee alsaisuitablahéotoepample, ahdemriaddas0 that is also
able to accept cashQr.Rraegss cash-less payments from the consumer 29. 15 It will be appreciated by
persons skilled in the art tfgjat nutmerﬁus vari?éié)ns and/qr m?gitic%ions may be made to the invention

: e crypting the enc oupon.information; a .. . .
as shown in the specific empbodiments Withot epf)ar ing fronT thé scope or spirit of the invention as

broadly described. The préiseayiegibe dasiaries spPeRIETHIaiaR BEeSABRYEIFd in all respects 20
illustrative and not restrictiwee@ \WE @cAléd Icolporets advialodisisib usireg racpilemeticsnalf @oupon of a

merchant to cNSURREIVIR RFRAESRSLIIEESIBUEIA NG REBAGROBPHRINGNsumer when

presented to the merchant.

2. The method according to claim 1, wherein the broadcast infrastructure is
satellite television infrastructure.

15
3. The method according to claim 1, wherein the broadcast infrastructure
includes infrastructure capable of carrying digital or analogue signals via terrestrial

signals or cables.

20 4. The method according to claim 1, further comprising receiving a coupon

application via the broadcast infrastructure for managing the coupon.

5. The method according to claim 4, wherein the coupon application and
coupon are received at substantially the same time.

25
6. The method according to claim 1, further comprising an initial step of

encrypting the coupon and the coupon application.

7. The method according to claim 6, wherein the coupon and coupon

30 application are encrypted by the broadcast infrastructure.

8. The method according to claim 1, wherein a digital receiving device

receives the encrypted coupon and encrypted coupon application.

35 9. The method according to claim 8, wherein the digital receiving device is a

set-top box or personal video recorder (PVR).



5 receiving an encrypted version of the coupon via the broadcast infrastructure; decrypting the
encrypted coupon information; and displaying the decrypted coupon information to the consumer;
wherein the decrypted coupon is downloadable to a mgbile device of a 10 consumer, the downloaded
coupon being redeemable by the consumer when presented to the merchant. 2. The method
according to claim 1, wherein the broadcast infrastructure is satellite television infrastructure. 15 3.
The method according to claim 1, wherein the broadcast infrastructure includes infrastructure capable
of carrying digital oranalogue sighals stadelingstoatiamigrialsvnsremblas. A0bie Tdesicaesthaneaccording to

claim 1, further compisingrec&iig:a ARV igRRlcalian, e the broadcast infrastructure for

managing the coupon. 5. The method according to claim 4, wherein the coupon application and
coupon are received at substantially the same time. 25 6. The method according to claim 1, further
comprising an initiall $tep ofhemeletnerereiceupcirihd tMEXFBIIPHA aebileARyiFe 7V RSTiYethod
according to claim @pwinentatdl eicoipaiyiean ebceivipgdedBzapplication are encrypted by the broadcast
infrastructure. 8. The method according to claim 1, wherein a digital receiving device receives the

encrypted coupon and enclrxgtedtﬁfc)) g or%PrP“?at' n. 35 9 The rﬂetho ac rdln alm 8, wherein
op 55\)%

O claim 1, ereln
the digital receiving dévice is'a Se ersona Vit eo recorader )°§3 H’e method

according to claim $afHeBhsHe ﬂ%@o?l@adé"\ﬁ@e of the consumer is connectable to the digital receiving
device. 11. The method according to claim 8, wherein the mobile device wirelessly 5 communicates

with the digialecehing deSfokaThee A9 AGRPICRGLIRA SO ESAL e Rl device s a
chip-

computing device such as a Personal Device Assistant (PDA), a palm machine, a

notebook, a removable hard disk, a thumb drive, or a mobile phone.

14. The method according to claim 1, wherein the merchant is a retailer, a

15 company, franchise, financial institution, or government agency.

15. The method according to claim 1, wherein the coupon is presented to the

consumer via a presentation device.

20 16. The method according to claim 15, wherein the presentation device is a

television or computer monitor or other display device.

17. The method according to claim 16, wherein the other display device
include LCD/OLED screens, projectors, mobile phone displays.

25
18. The method according to claim 1, wherein the coupon is presented through

a channel solely for presenting coupons.

19. The method according to claim 1, wherein the coupon is presented within a

30 coupon listing.

20. The method according to claim 1, wherein the coupon is presented as part
of an interactive application broadcast through the broadcast infrastructure for
advertising the promotion of the merchant.

35



based card such as a smart card. 10 13. The method according to claim 1, wherein the mobile device
is a mobile computing device such as a Personal Device Assistant (PDA), a palm machine, a
notebook, a removable hard disk, a thumb drive, or aypobile phone. 14. The method according to
claim 1, wherein the merchant is a retailer, a 15 company, franchise, financial institution, or
government agency. 15. The method according to claim 1, wherein the coupon is presented to the
consumer via a presentation device. 20 16. The method according to claim 15, wherein the
presentation device2s a taleyisinoaracoonphes Mamter viicbémes displayedenieracd devikieisnethod
according to claim 16, yagrgimheQther disriaydessidedebiR/ HHRD SGiseRseRrRectors,
mobile phone dlspI%ys, 25 18. The method according to claim 1, wherein the coupon is presented
through a channel %\fécﬁ/' for presenting coupons. 19. The method according to claim 1, wherein the
coupon is presented within a 30 coupon listing. 20. The method according to claim 1, wherein the
coupon is presented2as parhechethdateractivie appicalonmbeosddastohsomghitiefiroaddast
infrastructure for agverHisiRgt e AP EGHY &' Ie REIRRAIcRE34 58 Meihed Aspyding to claim
8, wherein a consumer interface devic%e |i|S provided to interact with the coupon application received by
the digital receivingID DG TS TR Rigthod according to claim 21, wherein the consumer interface
device is a remote control device or other device such as a keyboard, mouse, mobile phone or
wireless controller. 23. Th&hetiutichécorrdiig tooctidam &, wihereim mote tthanoorecoopporsis 10

encrypted andiiyansmifigiticthediaitahsgts o aigiayice sy Beiratialy foraamantmsnywa the

broadcast infrastruqture..Zzh. 'IE)he ethod according to claim 6, wherein the encrypted coupon and
Ime via the broadcast infrastructure.

24, The method according to claim 6, wherein the encrypted coupon and

coupon application are broadcast on demand or in an automated manner.

15
25. The method according to claim 8, wherein the encrypted coupon and
coupon application are decrypted by interaction with Conditional Access (CA) of
the digital receiving device.

20  26. The method according to claim 8, wherein the encrypted coupon and

coupon application are decrypted by a software and/or hardware based

encryption/decryption system.

27. The method according to claim 1, further comprising downloading the
25 coupon onto the mobile device of the consumer.

28. The method according to claim 8, wherein the mobile device is connected

to or inserted into the digital receiving device to enable download of the coupon.

30 29. The method according to claim 8, wherein the mobile device wirelessly

downloads the coupon from the digital receiving device.

30. The method according to claim 27, wherein the mobile device is pre-
initialised with a storage application to manage the storage of coupons on the
35 mobile device.



coupon application are broadcast on demand or in an automated manner. 15 25. The method
according to claim 8, wherein the encrypted coupon and coupon application are decrypted by
interaction with Conditional Access (CA) of the digitak¢eceiving device. 20 26. The method according
to claim 8, wherein the encrypted coupon and coupon application are decrypted by a software and/or
hardware based encryption/decryption system. 27. The method according to claim 1, further
comprising downloading the 25 coupon onto the mobile device of the consumer. 28. The method
according to claim 8 1wheretis thethvabieodesnge tts caiestedvieran insersastdgé0 dpgickgital receiving

device to enable dowpigad afihefAHRM 3L 22HDLNRIOHAGsAIIING 19 ARIMBswherein the mobile

device wirelessly dgwnI% s the_cou ondfwrrt1 thetdlgital receiving device. %0,[ he méet_od according
to claim 27, wherein ths MoBilg devies e pra i iAAsEd 3t R 0r g8 h SRt AR A'MmiRage the
storage of couponsSHHaHEE- 35 mobile device. 35 31. The method according to claim 30, wherein the
storage application contains information about the mobile device's mapping, size, writing to Secure-

Read-Write or Free;Read-WiigAQa SIQ5RAR RPAGR SMahSAShiyRG AR URingiHEMEBIe 32. The

method according t8 claim ][ further corwo[;lisip presen ing the mobile df:vice of the consumer with at
%nce of the conﬁumer % a % st one do Ioader?ﬁgl)upon 0_the merchant Ior
least one downloaded coupon to the merchant for redemption of the'at least one downloaded coupon.

10 33. The method GeeBRIRIHAICIEIae 2P ONFHPENPAJetRBIIRN device is read by a terminal of the
merchant for detecting the at least one downloaded coupon on the mobile device. 34. The method

according to claim 33, wheyigindg HeleEHaRJ ARG AEDY e MBMyakaABSAtian. 3% The method

according to claim "ft)’e:)’rm%g?(r)?meﬂr]nee% ran{r}grl gé?ellé u%%l?e%?\gg—g one downloaded coupon on the

mobile device.

34. The method according to claim 33, wherein the detection is automatic or by

15 manual operation.

35. The method according to claim 33, wherein the terminal includes a Point-

of-Sale (POS) terminal, cash register, computer or kiosk.

20  36. The method according to claim 35, wherein the terminal is enabled to

accept cash or process cash-less payments from the consumer.

37. The method according to claim 33, wherein the terminal has preloaded
coupon information to enable reading or matching of the coupons downloaded on
25 the mobile device.

38. The method according to claim 37, wherein reading or matching are

performed during a coupon information synchronisation process.

30 39. A system for distributing a promotional coupon of a merchant to consumers
via broadcast infrastructure, the system comprising:
a digital receiving device to receive an encrypted version of the coupon via
the broadcast infrastructure;
a decryption module of the digital receiving device to decrypt the encrypted
35 coupon; and
a presentation device in communication with the digital receiving device to

display the decrypted coupon to the consumer;



of-Sale (POS) terminal, cash register, computer or kiosk. 20 36. The method according to claim 35,
wherein the terminal is enabled to accept cash or process cash-less payments from the consumer.
37. The method according to claim 33, wherein the teggminal has preloaded coupon information to
enable reading or matching of the coupons downloaded on 25 the mobile device. 38. The method
according to claim 37, wherein reading or matching are performed during a coupon information
synchronisation process. 30 39. A system for distributing a promotional coupon of a merchant to
consumers via broadcast whasir theiesribe ¢ sighce prisingiasl€ligital mesmivirgidevice to receive

an encrypted versiqn,qf fhe COPARNIRa1R8 REARSIFaRhIBMTasLMSINIE 1 SesryRlan anagie of the digital

receiving device to decr get the encrél/rgted 35 coupon; and a presentation device in communication
[

with the digital receP\'/r?r?g edv’fgéhfeom ?)Ei‘gﬂ'/ the decrypted coupon to the consumer; 36 wherein the

decrypted coupon is downloadable to a mobile device of a consumer, the downloaded coupon being
redeemable byshe ¢onsummes shtem praseinted taihameraianstnpddng hedysiesnidedacding to claim

39, fgrther co.mprisialg,@ecgngHgg%r iﬁEeéf)%@mQreYéCi%tE?aQ{‘@m\etﬁé?oﬁ‘g%ﬁ%&{}i'ﬁ@ ipderackyyth the dig_ital
receiving device angl ggllgeqtl\ég%%%\évgcl)oadng?g910Ins t%ﬁgag\/@gblle device. 41. The system according
to claim 39, wherein 16 42 ryption modtfe is a 10 Conditionar Access (CA) of the digital receiving
device. 42. The system according to claim 39, wherein the decryption module includes a software
and/or hardware based entiypticteidenryptiog sysieim. 35 4Berbhetisy stesry@tiocontingddsckaim 39,

further compriging @Qﬁgh@ggmgggi%Aig;méla%igggié@giwwy}&device to the broadcast infrastructure
for coupon distribution control and tracking. 44. The system according to claim 43, wherein the

back-channel link is over 20 the Internet or third party communications infrastructure such as a mobile
42. The system according to claim 39, wherein the decryption module includes

a software and/or hardware based encryption/decryption system.

15  43. The system according to claim 39, further comprising a back-channel link
from the digital receiving device to the broadcast infrastructure for coupon

distribution control and tracking.

44. The system according to claim 43, wherein the back-channel link is over
20  the Internet or third party communications infrastructure such as a mobile

telephone network, plain old telephone service (POTS) or optical fibre network.

45, The system according to claim 39, wherein the broadcast infrastructure is
satellite television infrastructure.

25
46. The system according to claim 39, wherein a coupon application is

received via the broadcast infrastructure for managing the coupon.

47. A method for generating a promotional coupon of a merchant for
30  distribution to consumers via broadcast infrastructure, the method comprising:
generating coupon information for the coupon in accordance with
predetermined coupon information rules;
processing the generated coupon information, the processing including
synchronising the generated coupon information with at least one terminal of the
35 merchant in accordance with the predetermined coupon information rules; and
storing the processed coupon information in the at least one terminal and

at least one coupon server for a duration defined by coupon information rules;



telephone network, plain old telephone service (POTS) or optical fibre network. 45. The system
according to claim 39, wherein the broadcast infrastructure is satellite television infrastructure. 25 46.
The system according to claim 39, wherein a coupon gpplication is received via the broadcast
infrastructure for managing the coupon. 47. A method for generating a promotional coupon of a
merchant for 30 distribution to consumers via broadcast infrastructure, the method comprising:
generating coupon information for the coupon in accordance with predetermined coupon information
rules; processing the generateercogpandsfosmatiamothecpr@cassitg b ugingraygeshrenising the
generated coupon iRfimatioR WithiatlarstALeHSTIMIAR ML R -35BeEslAN iRdseaIsiaRce with the

predetermined coupon ||nforJnatlon rL#It%s; and storl[rm] the Brocessed coupon information in the at least
one terminal and a?rl]ggsetrgneemggﬁ%n ervdt oP K duraten GEtined by coupon information rules; 37
wherein the at least one coupon server updates and synchronises the at least one terminal of the
merchant with the precesste coefpot Hkandiagion btairendh|emedentpsiayrahtbesatopan iy the

consumers. 5 48. The, mathod AssOrRAdRRIGHY dhhakbaieindhesAcBrapiRairmatitha.generated

coupon informationtﬁgle}[{[ llé;%gac;[r?es thr%rgpst recent coupon information to the at least one terminal. 49.
The method according 1o claim 4“7, Wherein the coupon information rules 10 include coupon campaign
requirements of a coupon campaign. 50. The method according to claim 49, wherein expired coupon
information is deleid frortéenathtehst@ndnie tnareinvie whbeicdabgw ooupamiptigratiasrekpired. 15 51.

The method aggording,tR elimfanBirreisytherompeniaipsatian.dirudes information relating to
expiry date of the coupon, coupon ID, acquirer ID, issuer ID, merchant ID, terminal ID, dedicated file

ID, card type ID, or host ID. 52. The method according to claim 47, further comprising generating a
secure 20 key modifle for the BeIpe RSPl A MANUMENA S HHESEFRERShIPIREICBUHon and
download of the codpleteddrthetneciiksasiewiegrminal when the coupon campaign has expired.

15 51. The method according to claim 47, wherein the coupon information
includes information relating to expiry date of the coupon, coupon ID, acquirer ID,

issuer ID, merchant ID, terminal ID, dedicated file ID, card type ID, or host ID.

52. The method according to claim 47, further comprising generating a secure
20 key module for the coupon application to manage the presentation of the coupon

and download of the coupon to the mobile device.

53. The method according to claim 47, further comprising broadcasting coupon
information via the broadcast infrastructure using the secure key module.

25
54. The method according to claim 47, wherein a coupon campaign designer

generates the coupon information.

55. A method for downloading at least one new coupon of a merchant into a
30 mobile device of a consumer, comprising:
selecting the at least one new coupon for download into the mobile device;
determining whether the mobile device is compatible;
deleting expired coupons from the mobile device; and
checking for available space to download the at least one new coupon to
35  the mobile device;
where if the mobile device is compatible and there is available space, the

at least one new coupon is stored on the mobile device.



53. The method according to claim 47, further comprising broadcasting coupon information via the
broadcast infrastructure using the secure key module. 25 54. The method according to claim 47,
wherein a coupon campaign designer generates the goupon information. 55. A method for
downloading at least one new coupon of a merchant into a 30 mobile device of a consumer,
comprising: selecting the at least one new coupon for download into the mobile device; determining
whether the mobile device is compatible; deleting expired coupons from the mobile device; and
checking for available space to download the at least one new coupon to 35 the mobile device; where

if the mobile devicegs compatibleand fheraily ayadlahlesspafrrdhenRl IR Ofg BeWs Gaepon is stored
on the mobile devic,e.t.3|8 56. Tpe method aclcortdin to claim 55t Whterein ththmopfle (Qevice is pre-
initialised with a sto'Pég'gaésggﬁﬁ'ﬁ' LAGTRIHAERAGIY 5 DRI Shertorpde SLishal 8BNS 5 57. The
method according te°€R4M 55, wherein the mobile device is a chip- based card such as a smart card.
58. The method according to claim 55, wherein the mobile device is a mobile 10 computing device

such as a Personal@gvicq@sggm Q@B@nﬁt@%@rﬂ“@&,m\%r@n '&@?%HHK’&JE@BVQQ%MM disk, a
thumb drive, or a mObltla% legne. 59. The met gd according to claim 55, wherein the at least one

coupon is selected fom alist o caosuap%%%rtpcr%rsemed on a presentation device. 15 60. The method
according to claim 55, wherein the mobile device provides Secure-Read-Write and unsecured or
Free-Read-Write d&@i& storéigersgace docosiioging dhiensitpastemethzemobieipeviceB 6 ndbiie method
according to cigim egmpieteiiRe spuPLIPduRlanded Itesthr poRiledevicmakihrus using a

private key to unlocrh(o@gom((,)glrlgm%%\a/b eerYe{rad tcmsi a thumb drive, or a mobile phone.

59. The method according to claim 55, wherein the at least one coupon is

selected from a list of coupons presented on a presentation device.

15
60. The method according to claim 55, wherein the mobile device provides
Secure-Read-Write and unsecured or Free-Read-Write data storage space for
storing the at least one new coupon.

20  61. The method according to claim 60, wherein the coupon is downloaded into

the mobile device without using a private key to unlock the mobile device via the

secure key module.

62. The method according to claim 55, wherein expired coupons are

25 automatically deleted or deleted after confirmation from the consumer.

63. The method according to claim 55, wherein the coupon information is
communicated and synchronised on a terminal of the merchant through the coupon
server and broadcaster's coupon server during a coupon information

30  synchronisation process.

64. The method according to claim 63, wherein the coupons on the mobile

device are matched with the coupon information stored on the terminal.

35  65. The method according to claim 63, wherein the terminal rejects any

unrecognised or unmatched coupon information.



secure key module. 62. The method according to claim 55, wherein expired coupons are 25
automatically deleted or deleted after confirmation from the consumer. 63. The method according to
claim 55, wherein the coupon information is communjgated and synchronised on a terminal of the
merchant through the coupon server and broadcaster's coupon server during a coupon information
30 synchronisation process. 64. The method according to claim 63, wherein the coupons on the
mobile device are matched with the coupon information stored on the terminal. 35 65. The method
according to claim &8, whaneimisade erioaing jectkiany7 uoreeogoigediny chvriaighes Loapon

information. 39 66. The (Methaf-AGHRELIRSHA CRIT bt BOthRe SUMREISIgCRREKINgG the smart card

type and architecture through a reset command of the smart card. 67. The method according to claim
66, wherein if the specified smart card type 5 is recognised, the smart card is read to check the
number of coupons&toredTitFtRethomaseedity BEIamEmetiesrindttsrensg e aairr 63d\Wherein the
terminal selects theicaupgmisdhahearegpants teatditdneecha ndentficatamparitsioest idertification
based on 10 coupagp,iffeymnation stored on the terminal. 69. A method for reconciling redeemed
coupons at a terminal of a merchant, the method comprising: reporting the coupons redeemed at the
terminal to a first coupon server via 15 at least one second coupon server; and reconciling the
redeemed coupons®om tA8aEHIAA PRSNGSR SN Ve 548BHBh & e difCedAon campaign.
70. The method accioxtd cagréspoladmn t6 Itswhardimtheefitit atonpan Serstedenitficatbodugsed server of a

broadcaster ing bregdsashipfrasisHsibig dnlind RgHmeshod according to claim 69, wherein the at least
one second coupon server is a coupon server of the merchant, an acquirer bank or loyalty

programme operators. 25
69. A method for reconciling redeemed coupons at a terminal of a merchant,

the method comprising:
reporting the coupons redeemed at the terminal to a first coupon server via
15 at least one second coupon server; and
reconciling the redeemed coupons from the terminal to the first coupon

server based on a specific coupon campaign.

70. The method according to claim 69, wherein the first coupon server is a

20 coupon server of a broadcaster in a broadcast infrastructure.

71. The method according to claim 69, wherein the at least one second
coupon server is a coupon server of the merchant, an acquirer bank or loyalty
programme operators.

25
72. The method according to claim 69, wherein the reporting and reconciliation

of the redeemed coupons is performed at periodic time intervals or on request.

73. A mobile device carrying a promotional coupon of a merchant, the device
30 comprising:
a storage area to store coupon information of the coupon;
a Free-Read-Write data storage space of the storage area to store a first
portion of the coupon information; and
a Secure-Read-Write data storage space of the storage area to store a
35 second encrypted portion of the coupon information using a secure key module;
wherein an encrypted form of the coupon information is transmitted via

broadcast infrastructure to a digital receiving device, the digital receiving device



72. The method according to claim 69, wherein the reporting and reconciliation of the redeemed
coupons is performed at periodic time intervals or on request. 73. A mobile device carrying a
promotional coupon of a merchant, the device 30 comyyprising: a storage area to store coupon
information of the coupon; a Free-Read-Write data storage space of the storage area to store a first
portion of the coupon information; and a Secure-Read-Write data storage space of the storage area to
store a 35 second encrypted portion of the coupon information using a secure key module; wherein
an encrypted form ekthgoaperetaigstentaipss indsisatitedndaviioqadeagiupdrastodatitios to a digital
receiving device, thg digiialrgsaiving device 40 decrypting the encrypted coupon information and
writing the coupon information to the mobile device. 74. The device according to claim 73, wherein the
mobile device is a chip- 5 based card such as a smart card. 75. The device according to claim 73,
wherein the mobile Hevice Ti8eadfiisi@ceBATSLIMETBVISe ¥iRIEIAsE PEORIErAVIveVRcE AlBistant (PDA),
a palm machine, a natebaoksachermavatze daadd disk, a thumb drive, or a mobile phone. 10 76. The
device according to claim 73, wherein the digital receiving device is a set-top box or personal video
recorder (PVR). 777,3\ terrqjﬁal aaglicatio for rea}ding]g,ow on i%%rrrnnggi n f at least one 15

. . e de according to,claim erein evice Is a mobile. . .
promotional coupon Of a merchant from a mobile Yvice G AConsumer, e termlnaF]appﬁlcatlon being

stored in a terminal GMPEirAiRfEtUtheragiiRatoN RVIFHASHREM Chifpon PAAHBIRAMBEUR to read the
coupon informationrstietedkon tireovagbitardelidkey BOrsbrétlenyptonobiiegtento redeem the at least one
coupon, and teupdate a coupon server with the coupon information for reconciling the redemption;

and a synchronisatin modl jo fecelus fuTeny SupeT eMANSR (P dlie,g QuReD gver during a
coupon information synchronisation process;

set-top box or personal video recorder (PVR).

77. A terminal application for reading coupon information of at least one
15 promotional coupon of a merchant from a mobile device of a consumer, the
terminal application being stored in a terminal of the merchant, the application
comprising:
a coupon reader module to read the coupon information stored on the
mobile device;
20 a redemption module to redeem the at least one coupon, and to update a
coupon server with the coupon information for reconciling the redemption; and
a synchronisation module to receive current coupon information from the
coupon server during a coupon information synchronisation process;
wherein an encrypted form of the coupon information is transmitted via
25 broadcast infrastructure to a digital receiving device, the digital receiving device
decrypting the encrypted coupon information and writing the coupon information to

the mobile device.

78. The application according to claim 77, wherein if the coupon reader
30 module detects any expired coupons on the mobile device, the expired coupons

are automatically deleted from the mobile device.

79. The application according to claim 78, wherein the terminal is instructed to
alert the consumer of the coupon deletion.
35



wherein an encrypted form of the coupon information is transmitted via 25 broadcast infrastructure to
a digital receiving device, the digital receiving device decrypting the encrypted coupon information and
writing the coupon information to the mobile device. 78. The application according to claim 77,
wherein if the coupon reader 30 module detects any expired coupons on the mobile device, the
expired coupons are automatically deleted from the mobile device. 79. The application according to
claim 78, wherein the terminal is instructed to alert the consumer of the coupon deletion. 35 41 80. A
storage application or managrgéhe Sicrage@fneaipon ihtostmatenfebapolemsirmasopreraptional

coupon of a merchant. {heSIRAGRARRILALAD LLIRG-SIgRedhdn RRNIS AoYiserl3 Spsymer, the

application comprising: storage appljcation information relating to information about the mobile 5
device: and a coupSheappiIEatRs %8{3 ESIHANSLY'ES 2R81SAE EBUBSH Siformation in distinct device
purses; wherein an encrypt@Pesr#PeiatieT dipaRiiefo Friientes iHfaRewfifteadoid HroaeARt
infrastructure ta theddigitalareiceiving device, the digital receiving device 10 decrypting the encrypted

coupon information and wjting, e sesRaRINteRMaLRRiLe; tBesmRRiR dBYiks: RlorhfAnRlication

according to claim %%t.vmgr%igethuerssétqrage application information is read by the digital receiving
device or by a termmal 16 detefRine 15 whether the mobile device is compatible to communicate with

the digital receiving devic®Hire8yAingficapies fABIhedHEr QoA dAaTIRGHILN dadeBsBiRdfidtional coupon
to a mobile device iabadcestsuinastrutieatoldsstigha caapory Hevivg, distrimite daeithey aensemer 20 via

broadcast infragtrucibsgoetig MethedsomisindnRiarine-tiRAlIRASIRNG GuRARIAZAREsMOTY of a

digital receiving de\ﬂ%emottt}% gIGQIIEae! receiving device receiving the at least one coupon via the
broadcast infrastructure;

81. The application according to claim 80, wherein the storage application
information is read by the digital receiving device or by a terminal to determine
15 whether the mobile device is compatible to communicate with the digital receiving

device or terminal.

82. A method for downloading at least one promotional coupon to a mobile
device of a consumer, the at least one coupon being distributed to the consumer
20  via broadcast infrastructure, the method comprising:
storing the at least one coupon in a memory of a digital receiving device,
the digital receiving device receiving the at least one coupon via the broadcast
infrastructure;
retrieving the stored at least one coupon from the memory after a first
25 predetermined amount of time has elapsed; and
downloading the retrieved at least one coupon onto the mobile device
when the mobile device is connected to the digital receiving device;
wherein the consumer receives at least one reminder of the at least one
stored coupon if the at least one coupon has not been retrieved, the at least one
30 reminder reminding the consumer to retrieve and download the at least one stored

coupon to their mobile device.

83. The method according to claim 82, wherein the at least reminder is a visual
indication displayed to the consumer.

35
84. The method according to claim 83, wherein the at least reminder also

include an audible indication played to the consumer.



retrieving the stored at least one coupon from the memory after a first 25 predetermined amount of
time has elapsed; and downloading the retrieved at least one coupon onto the mobile device when the
mobile device is connected to the digital receiving deyice; wherein the consumer receives at least one
reminder of the at least one stored coupon if the at least one coupon has not been retrieved, the at
least one 30 reminder reminding the consumer to retrieve and download the at least one stored
coupon to their mobile device. 83. The method according to claim 82, wherein the at least reminder is
a visual indication displayed to the consumer. 35 84. The method according to claim 83, wherein the

at least reminder algg inclygle anaidinle IRFicasioRRaYE IR IR GABSURCH #SBdeTheimethod

according to claim 82, Whege;[n WheJ] e mobile ddevlce |T1?connected to thﬁoﬂ"%!taé recejving device,

{
the at least one coUSOR°&te7e itﬂ‘?hég'%erﬁfg'r\ﬁn e Gtal e e RNy UeViSEP TS Aa Bfly downloaded

to the mobile 5 deVi&N®B.of RedakthRINCES reRMGe dScriRmacalih €pYAIREEE JASMBYMStructs the
digital receiving deded@da selectively store the at least one coupon. 10 86. The method according to
claim 85, wherein the reminder is coupon overlay information presented on a presentation device to

the consumer. 87. The memod a c%rdinc%té) claim 86 perfﬁin when the cougoo.n verlatx information is
) e method according %o claqu\g wherei e consumer .in ructa. e L.
presented, the consumer causes the storage”of the at [east oné 15 coupon onto the digital receiving

device by interactinGfRH ¥ LYRS ARYEE iInEpE el SIRER thedt RasirarePHplication for storing consumer
information relating to a consumer, the storage application being stored in a mobile device of the

consumer, 20;the ajplicatinp GeMRisiBsrHE 3R ARBIGAHIRS INeTRIAtias felkiRaeJaigymation about

the mobile device; .apd a consume{ g%plicatlon q.ta containe{ to store the consumer information;
information presente n a presentation device to the consumer.

87. The method according to claim 86, wherein when the coupon overlay
information is presented, the consumer causes the storage of the at least one
15 coupon onto the digital receiving device by interacting with a consumer interface

device.

88. A storage application for storing consumer information relating to a
consumer, the storage application being stored in a mobile device of the consumer,
20 the application comprising:
storage application information relating to information about the mobile
device; and
a consumer application data container to store the consumer information;
wherein an interactive application of a service provider is broadcast to the
25 consumer via broadcast infrastructure and presented to the consumer for
interaction via a presentation device, the stored consumer information being
transmitted via communications infrastructure to the service provider to

authenticate the identity of the consumer.

30 88. The application according to claim 87, wherein the consumer information
includes consumer preferences, membership information, payment and account
details, recorded usage of services provided by the service provider, or delivery

address of the consumer.

35 89. The application according to claim 87, wherein the service provider

includes a bank, utilities provider, merchant, or top-up service provider.



wherein an interactive application of a service provider is broadcast to the 25 consumer via broadcast
infrastructure and presented to the consumer for interaction via a presentation device, the stored
consumer information being transmitted via communjgations infrastructure to the service provider to
authenticate the identity of the consumer. 30 88. The application according to claim 87, wherein the
consumer information includes consumer preferences, membership information, payment and
account details, recorded usage of services provided by the service provider, or delivery address of
the consumer. 35 880.The Bgplpatiatoacaetding to claim &7 wiberleithdhetaaciecappividet includes a
bank, utilities provideg, agrehanteQEAAP HHNSREVIERIRERUISE ARk EhseRMICAtiRRaGEArding to claim

87, wherein the intera tiv? %ppllcation includes an interactive banking application or interactive
account managemear‘n)tp gﬁb%c'ation. 5 91. The application according to claim 87, wherein the

presentation device is a television or computer monitor or other display device. 92. The application
according to claim 91, wheneiraphicaibenclisplay deate sincltdeib @b fiodseasicretngepsajectors,

mobile phone diSpIQvMévi;lgn or computer monitor or other display device.

92. The application according to claim 91, wherein the other display device
include LCD/OLED screens, projectors, mobile phone displays.
10
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