SYSTEM AND METHOD FOR AUTONOMOUS DATA SCRUBBI NG I N A HARD DI SK DRI VE 1.
Field of the Invention The present invention relates generally to hard disk
drives, particularly although not exclusively to hard disk drives in
redundant arrays of independent disks (RAID) systens. Il. Background of
the Invention Data integrity is of the highest concerns for many data

st orage subsystens. These subsystens use various RAID techniques to
provi de data redundancy so that when data is not available fromone of the

di sk drives, it r e
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situation that arises mhen a sector cannot - be read even after all the
steps in a drive's error recovery procedure (ERP) have been exhaust ed.
Such steps include invoking all levels of error correction control (ECO
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drives in a RAID has already failed, then both the hard i

not exclusively to hard disk drives in redundant arrays of independent disks (RAID)

systems.

II. Background of the Invention

Data integrity is of the highest concerns for many data storage subsystems. These
subsystems use various RAID techniques to provide data redundancy so that when data is
not available from one of the disk drives, it can be recovered from the other drives in the
RAID subsystem. Most subsystems provide only single fault tolerance, as the cost of
multi-fault tolerance is high. Unfortunately, unrecoverable read error, also known as hard
error, occurs in disk drives. This is the failure situation that arises when a sector cannot -
be read even after all the steps in a drive's error recovery procedure (ERP) have been
exhausted. Such steps include invoking all levels of error correction control (ECC) that
have been implemented and re-trying using different head offsets. When an
unrecoverable read error is encountered while all the other drives in the RAID are still

accessible, that sector can be reconstructed from those drives. However, if the hard error

is encountered when one of the drives in a RAID has already failed, then both the hard




error sector and its corresponding sector in the failed drive are not
recoverable. This becones a data |loss situation. To reduce the probability
of encountering a hard error after a drive has failed, sone storage
subsystens i npl enent sone sort of data scrubbing routine in order to flush
out such errors before the data is actually needed. In such a schene, the
RAID controller itself periodically issues verify read (i.e., do not read
fromcache, read fromdisk nmedia) commands to each drive controller and

cycles through every address in. each driyve,. n_an unrecoverable.error is
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controller will reconstruct that data fromthe other drives using RAID

r edundancy .bec@oaea dathdgss sitvationave aut o-reassign enabled in the disk drives
so that the sector with hard error is automatically re-assigned to a spare
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them This generates unnecessary traffic on the bus and can

an unrecoverable error is encountered and reported by one of the drive controllers, the
RAID controller will reconstruct that data from the other drives using RAID redundancy.

Some subsystems have auto-reassign enabled in the disk drives so that the sector with
hard error is automatically re-assigned to a spare location. Others have auto-reassign
turned off so that the RAID controller can decide whether to first try rewriting the data
back to the original location to see if the problem gets cleared, reassigning only if the
problem persists {e.g. scratch on the media). In all cases, the RAID controller logs the
statistics of unrecoverable errors. When such errors exceed a predetermined threshold, -
the drive will be scheduled to be replaced.

The above subsystem controller-managed data scrubbing has two disadvantages.

First, the resources of the RAID system controller are required to manage and execute the

scrubbing process. Second, data is returned from the drives even though the controller

does not really need them. This generates unnecessary traffic on the bus and can




2 potentially degrade system performance. Because of such |[imtations, the
data scrub cycle may take longer than is desirable. The present invention
recogni zes that the above problens can be aneliorated by inplenenting data
scrubbing at a disk drive controller |evel that does not require any
action by the RAID controller unless an unrecoverable error is encountered.
SUMMARY OF THE | NVENTI ON A hard disk drive includes at | east one storage
disk and a drive controller reading data fromand witing data to the

di sk. The drive controller executes logic that includes executing a scrub
cycl e ent aiRateniiaty degrade %t%agformaecqaie&auﬁ?iqf suehuliggitations; the dgtagsBibher  an
error exists in the data unit. If so, the error is recorded and/or
reported. Tdyeleansyotake bapecthamwis desigabde.i s execut ed for subsequent data units.
If a user request for a data read or a data wite is received, the scrub

cycle is interr Umeﬁ[%}eéeﬂt fovbhitidd rebdiizes Aue Hle abﬁg?ﬁfoﬂféﬁlé &n Ye@dttiBited l@r a

preferred enbodi ne the disk dri've is 1n co atron wth a RAID system
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I ncl udes maiping a delay period after fulfilling all user requests in a
user requesctign by hepRAHY cemrallss unlesspn ynsecovetabls estpe isencawergdl ay period nay
be an adaptive delay period that depends on a frequency and/or a number of
user requests received fromthe RAID controller.

SUMMARY OF THE INVENTION

A hard disk drive includes at least one storage disk and a drive controller reading
data from and writing data to the disk. The drive controller executes logic that includes
executing a scrub cycle entailing reading at least one data unit and determining whether
an error exists in the data unit. If so, the error is recorded and/or reported. The error
detection logic is executed for subsequent data units. If a user request for a data read or a
data write is received, the scrub cycle is interrupted to fulfill the request, and then is
resumed.

In a preferred embodiment, the disk drive is in combination with a RAID system, -
and the user request is received by the drive controller from a RAID controller.

In one non-limiting embodiment, the drive controller logic includes waiting a
delay period after fulfilling all user requests in a user request queue prior to resuming the

scrub cycle. The delay period may be an adaptive delay period that depends on a

frequency and/or a number of user requests received from the RAID controller.




3 The disk drive may be partitioned into data bands. The drive controller
preferably maintains a table indicating, e.g., recent accesses to bands. A
scrub may be preferentially executed on data i medi ately adjacent on the
disk to data that is subject to a user request, concurrently with
fulfilling the request. It may also be preferentially executed on data
that has been witten nore recently than other data, and/or on disk areas
that are nore frequently accessed than other areas. In another aspect, a

hard di sk drive includes at |east qgne storage disk_and.a driv contraller
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executes logic that includes executing a scrub cycle entailing reading at
| east one datiatains 4 tabledndidsings egnirevgnidretdsestodands.r or exi sts in the data
unit. If so, the error is recorded and/or reported. The error detection
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aborted. In still another aspect, a hard disk drive includes at | east one
storage di sitsabripraferentially exesytadgn dafa thathas bgenywritien mors megently than plhetiata to
the disk. The drive controller executes logic that includes executing a
scrub cycl edatatandior og disk ackas that brel ears tfreqnentlyaiceessed than athdr aieasr ni ni ng

whet her an error exists in the data unit. If so, the error is recorded
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units. The scrub cycle

controller reading data from and writing data to the disk. The drive controller executes
logic that includes executing a scrub cycle entailing reading at least one data unit and
determining whether an error exists in the data unit. If so, the error is recorded and/or
reported. The error detection logic is executed for subsequent data units. If a user request
for a data read or write is received, and if a current scrub rate exceeds a threshold rate, the
scrub cycle is interrupted to fulfill the request and then is resumed. Otherwise, an
existing scrub read of the scrub cycle is not aborted.

In still another aspect, a hard disk drive includes at least one storage diskanda -
drive controller reading data from and writing data to the disk. The drive controller
executes logic that includes executing a scrub cycle entailing reading at least one data unit
and determining whether an error exists in the data unit. If so, the error is recorded and/or
reported. The error detection logic is executed for subsequent data units. The scrub cycle

can be executed on first data that has been written more recently than second data, and



can be executed on first data that has been witten nore recently than
second data, and 4 then can be executed on the second data. O, the scrub
cycle can be preferentially executed on disk areas that are frequently
accessed. The details of the present invention, both as to its structure
and operation, can best be understood in reference to the acconpanying
drawings, in which like reference nunerals refer to |like parts, and in

whi ch: BRI EF DESCRI PTI ON OF THE DRAWNGS Figure 1 is a bl ock diagramof a
RAI D systemin cooperation with a client rocessor; Figure 2 is a block

di agr am of haRcarbe ¢recwsd an dhessecond data @HE‘ES scab exete apdegwefersmtiohy i n Fi gure
1; Figure 3 is a flow chart of the data scrub process, show ng optional

|l ogic to sexepmed ondiskantas dloht net feequbntcaaebssedti gure 4 is a flow chart of the
process for interrupting the scrub process shown in Figure 3, show ng

optional |ogic fpke @RAifYdMEe P¥scht iveRGo bofdARb ity Stri@ireQfld bPErafi6s, LaR bban
of the scrub and showi ng optional |ogic for opportunistic data scrubbing;
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chart showing the preferred process for selecting the next data
numerals refer to like parts, and in which:

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram of a RAID system in cooperation with a client
processor;

Figure 2 is a block diagram of one of the hard disk drives (HDD) of the system
shown in Figure 1;

Figure 3 is a flow chart of the data scrub process, showing optional logic to
support guaranteed rate of scrub;

Figure 4 is a flow chart of the process for interrupting the scrub process shown in
Figure 3, showing optional logic for delaying by a fixed or adaptive period the resumption
of the scrub and showing optional logic for opportunistic data scrubbing;

Figure 5 is a flow chart showing the process for establishing a guaranteed rate of
scrub, using the scrub process of Figure 3;

Figure 6 is a flow chart showing the preferred process for selecting the next data

unit to scrub during the scrub process of Figure 3;




unit to scrub during the scrub process of Figure 3; 5 Figure.7 is a flow
chart showing the preferred process for performng the user- requested read
or wite during the scrub interrupt logic of Figure 4; Figure 8 shows a
preferred data band table; Figure 9 is a flow chart showing the preferred
process for maintaining the table of Figure 8, and Figure 10 is a flow
chart showing the preferred process for selecting a unit to scrub. DETAILED
DESCRI PTI ON OF THE PREFERRED EMBCODI MENT Referring initially to Figure 1, a
RAI D systemis shown,_ generally designated 10, that i.ncl udes, a | D

control l er 12 whilghreck %%%Ml%@ﬁ@r%?ﬂm@cwf@rneﬂ%ﬁmw SBIE 14 to
store and retrieve data on plural hard disk drives (HDD) 16. Figure 2

shows t hat mqueated rdadsédr wirfeuduring thef scnbbeinpermptlogic of\ilegure dn i ncl udes a drive
controller 18 that reads and wites data onto one or nore data storage

di sks 20 in resprigaR ¢ howdaymstefied A8 batd@bBAI D control | er 12. Each HDD 16
may al so include a solid state data cache 22 as - shown in accordance with
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bel ow described scrubbing logic, i.e., each drive controller 18 undertakes
data scrubbiigge Handts disks on its own, autonomously fromthe RAID
controller 12.

Figure 10 is a flow chart showing the preferred process for selecting a unit to

scrub.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

Referring initially to Figure 1, a RAID system is shown, generally designated 10,
that includes a RAID controller 12 which communicates with one or more client
processors 14 to store anci retrieve data on plural hard disk drives (HDD) 16. Figure 2
shows that a hard disk drive 16 of the present invention includes a drive controller 18 that
reads and writes data onto one or more data storage disks 20 in response to requests from
the RAID controller 12. Each HDD 16 may also include a solid state data cache 22 as -
shown in accordance with HDD principles known in the art. In accordance with present
principles, each HDD controller 18 of the RAID system 10 autonomously executes the
below-described scrubbing logic, i.e., each drive controller 18 undertakes data scrubbing
on its disks on its own, autonomously from the RAID controller 12.

Figure 3 shows the logic of the present scrub loop, which preferably is repeated

indefinitely by the drive controller 18. Commencing at start state 24, when a guaranteed




Figure 3 shows the logic of the present scrub |oop, which preferably is
repeated indefinitely by the drive controller 18. Commencing at start
state 24, when a guaranteed 6 rate of scrubbing is inplenented as nore
fully described belowin reference to Figure 5, the |ogic noves to bl ock
26 to record the start tine of the scrub cycle. From block 26 or fromstart
state 24 when no guaranteed rate of scrubbing is inplenented, the | ogic
proceeds to block 28 to select a next data unit to scrub, as discussed in
reference to Figure 6 bel ow or using other bel ow discussed criteria. In
non- | i mitirate efrsontbingis inplamegnted as tnorefillyrdesdribed bslow2in referenboa Bigured,t h a
band being established by a logical partitioning of the avail able data
space on t hige tbikmowed totiGdk2Eto redord QRGrHimY Df FRYscAM dyalet i ti oned into 100
bands of 1 GB each, or 1000 bands of 100MB each, etc. A single data unit

may be for a relgtivel f . | d

twel ve, or indee o@og%hgﬁgﬁ?@%g%ﬁ@ 2&3@&%1%5%”312&5%89 r%th?éfs“frtr}%@gé iresead, a
zero- latency . read technigue (i.e. start reading as soon,as the head is on
track) can BPlemesd, theloginracagie @8‘3?1%8@% {nexd datadpitity serubAsat i onal

| atency overhead is elimnated. As set forth further below, a bit map

cor r espondi digeuseedtihaefersnobtodigure el aw onnsihg otheebelow-dissogsed critaria. &h nod ch
units have al ready been scrubbed, but any other method can al so be used.

At the st arlimitfnge@aHbdifiént9day ¢ sorelion lthd diSRRO ir5"bafdsS] witha®and Beingat a uni t
to be scrubbed is identified, the data unit is read at block 30. At

Sﬁg gf 'r grc‘ . gibfsg%ﬁgheﬁzof I'Rgfhl YrifiGhg Of the avaifibledatd {PabsSn MHNE ' FA Wample,
a 100GB drive may be partitioned into 100 bands of 1GB each, or 1000 bands of 100MB
each, etc. A single data unit may be for a relatively large number of sectors, e.g., five
hundred twelve, or indeed for an entire track. For the case of full track read, a zero-
latency read technique (i.e. start reading as soon as the head is on track) can be easily
applied when doing a scrub read so that rotational latency overhead is eliminated. As set
forth further below, a bit map corresponding to the scrub data units can be used to keep
track of which units have already been scrubbed, but any other method can also be used.
At the start of each scrub cycle the bit map is reset.

Once the data unit to be scrubbed is identified, the data unit is read at block 30.
At decision diamond 32 the drive controller 18 determines whether any uncorrectable
errors exist in the data unit. If an error is detected, the location (address) of the error is

recorded at block 34. The RAID controller 12 may optionally be notified of the error

immediately at this step. Then, at block 36 the drive controller 18 updates its list (or bit

map) of which data units have been scrubbed. When guaranteed rates of scrubbing are
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errors exist in the data unit. If an error is detected, the |ocation
(address) of the error is recorded at block 34. The RAID controller 12 may
optionally be notified of the error imediately at this step. Then, at

bl ock 36 the drive controller 18 updates its list (or bit rmap) of which
data units have been scrubbed. When guaranteed rates of scrubbing are 7
used, the logic -also flows to block 38, wherein the scrub rate is

determ ned by, e.g., dividing the anobunt of data that has been scrubbed as
recorded at block 36 by the total tinme that has el apsed since the start of
the scrub cysehethgdogiealse Hews 4 blokk 3%, Wikreinalt soyyb rmte isdetermined byj agond 40 it
I's determ ned whether the entire di sk has been scrubbed, and if not, the

| ogi ¢ | oopsdibakitg the akloaakofZfata tBh1ek WestscriifiRd la 8icorded GPBIBK 36 by AROoRE "
scrub cycle at start state 24. Figure 4 shows the | ogic that Fhe drive
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I nvoked. Assum ng e scrub

per petual | y, execut.ed, at state 42 a, user request (fro e.g., .the RAID

ot r ol | er depyon Gamgnd 40515 pEisiripet PhelhsBaraire sirk 19 besiiibedmnadbor i on
di anond 44 the drive controller 18 determ nes whether a scrub read is in
progress, ai, the legic ldeps backub blask@8i Otherwise, thet logic sedoemrses ancshmrscmbl at

bl ock 46. The dashed line in Figure 4 indicates that the scrub | oop
subrouti ne @kleHt@taktestate 24enot ed by the pol ygon 48, is notified or otherw se
suspended. From bl ock 46 or from decision dianond 44 if no scrub read was

in progress, t heFigure 4 shows the logic that the drive controller 18 can implement when no

guaranteed rate of scrubbing is invoked. Assuming that the scrub loop shown in Figure 3
is being perpetually executed, at state 42 a user request (from, e.g., the RAID controller
12) for a read or write to the disk 20 is received. At decision diamond 44 the drive
controller 18 determines whether a scrub read is in progress, and if so the scrub read is
aborted or otherwise suspended at block 46. The dashed line in Figure 4 indicates that
the scrub loop subroutine of Figure 3, denoted by the polygon 48, is notified or otherwise
suspended.

From block 46 or from decision diamond 44 if no scrub read was in progress, the -
logic proceeds to block 50 to add the I/O request to a queue of requests. Moving to
decision diamond 52, it is determined whether any unfulfilled requests are in the queue.
If there are, a request is serviced at block 54. Any scheduling algorithm can be used in
selecting which request in the queue is to be serviced next, including first-come-first-

served, shortest-time-first, etc.




| ogi c proceeds to block 50 to add the 1/0 request to a queue of requests.
Moving to decision dianond 52, it is determ ned whether any unfulfilled
requests are in the queue. |If there are, a request is serviced at bl ock
54. Any scheduling algorithmcan be used in selecting which request in the
gqueue is to be serviced next, including first-conme-first- served,
shortest-tine-first, etc. 8 In one augnentation, the scrub |oop nay be
opportuni stically executed on data that is inmmediately adjacent on the
disk to data that is subject to the user request while fulfilling the
request, as part Ioénetdugmeotgtionghe biral koob4nayTie appostnnisecally eaeqitédsdredathy
expandi ng the request to include one or nore adjacent data scrub units. For

exanpl e, a thaeRdmheguRsly adfatdt o ehd disk RAthtal B8t 15 AGHjBEIS0 tifAlsef feﬁﬂés@%’il@s_s
5020 to address 5147. en opportunistic scrubbing is invoked, the drive

cont ol er g M oBAk: W PaR U HGFELYDIAIRIH, THI ATk 3BOmARALFR S 5000

to 5999) that cofitains the requested®sectors, scru uni t
whil e doing so. . If desired, on all user 1/0 reguests have been fulfilled
the T ogic cammeiine tiereansshiodnslide Bncer more adiacsyt dhia scob watsoFer Pesemlety ¢ he
scrub loop of Figure 3. The delay period can be fixed or it can be

adapti ve, aredd tkspestanight beetogead 138esettoey) sanitgmatlidiese5020rte qddetsS 5L rWhen
received (wth nore requests, e.g., leading to a |onger delay period),
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Wi th nore requests, e.g., resulting in a |longer delay period. The del ay

period incr ﬁ%%%a&,hﬁdfgs%%bb 't& 5’9§d? Aat Béhtains the requested sectors, scrubbing the

entire unit while doing so.

If desired, once all user I/O requests have been fulfilled the logic can move to
block 56 to wait a delay period before resuming the scrub loop of Figure 3. The delay
period can be fixed or it can be adaptive, and depend on, e.g., the frequency of user
requests being received (with more requests, e.g., leading to a longer delay period), and/or
on the number of user requests received from the RAID controller, with more requests,
€.2., resulting in a longer delay period. The delay period increases the probability that no
new request is likely to arrive in the near future, i.e., the HDD is entering into an idle -
period of time. If a new request arrives during the delay period, the logic returns to start
state 42; otherwise, it reenters the scrub loop at state 48,

In determining the adaptive delay period, the drive controller 18 can calculate the
amount of elapsed time since the arrival of the last user request as recorded at state 42. In
this example the delay to be executed is computed using this elapsed time. One example

of such a calculation is delay = k / elapsed time, wherein k is a constant. Thus, if the




new request is likely to arrive in the near future, i.e., the HDDis
entering into an idle - period of tine. If a new request arrives during the
delay period, the logic returns to start state 42; otherwise, it reenters
the scrub | oop at state 48. In determ ning the adaptive delay period, the
drive controller 18 can calculate the anount of elapsed tinme since the
arrival of the last user request as recorded at state 42. In this exanple
the delay to be executed is conputed using this elapsed tine. One exanple
of such a calculation js delay = k / elapsed tinme, wherein k is a constant.
Thus, if thelapseditugssisghert.the delayisdeng. as theralisiadyeh kkelibogd thet anothergequest hi gh
| i keli hood that another request nay arrive soon; and if the el apsed tine
i's |ong, thmayeirbye sosn;sndiif thaslaphbsel tmb sslong tthdédday isahyrt astherd hiag noobédae HDD
for an extended period of tinme and so doing scrubbing nore frequently is

not likely ma@ﬁ&gﬂo e HI TR GEextéAdBE berdSlPP tin{ € altBld \RHSe wmtgtgﬁ%qof&; can be

used, as intimated above. Figure 5 shows the [ogic that Tan wed
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Figure 3 is being perpetually executed, at state 58 a user request (from
e.g., the Ruep asgpimaledapov®) for a read or wite to the disk 20 is
received. At decision dianond 60 it is determ ned whether a scrub read is

in progress, andFighresbshdwes thé ngiccthpr o dedslldwediehdrsit (dediredmbatiscpubbitg
determ ne whether the current scrub rate (as determned at block 38 of in

Figure 3) i scchehiOvast Beson¥ BRlRbId rat@ st cAd bé defined BYthe dRE ASQnfing that the
scrub loop shown in Figure 3 is being perpetually executed, at state 58 a user request
(from, e.g., the RAID controiler 12) for a read or write to the disk 20 is received. At
decision diamond 60 it is determined whether a scrub read is in progress, and if so the
logic proceeds to decision diamond 62, to determine whether the current scrub rate (as
determined at block 38 of in Figure 3) is below the threshold rate. If it is not, the logic
moves to block 64, where the scrub read is aborted or otherwise suspended. The dashed
line indicates that the scrub loop subroutine of Figure 3, denoted by the polygon 66, is
notified or otherwise suspended. y

In contrast, when it is determined at decision diamond 62 that the scrub rate is
insufficient (i.e., is too s_low), the logic moves to block 68 to complete the current scrub
read, prior to servicing any user request. From decision diamond 60 when no scrub read
is in progress, or from blocks 64 and 68 when a read is in progress and depending on the

scrub rate, the logic moves to block 70 to add the user request to a queue of requests.




noves to bl ock 64, where the scrub read is aborted or otherw se suspended.
The dashed line indicates that the scrub | oop subroutine of Figure 3,
denoted by the polygon 66, is notified or otherw se suspended. In

contrast, when it is determned at decision dianmond 62 that the scrub rate
Is insufficient (i.e., is too slow), the logic noves to block 68 to
conplete the current scrub read, prior to servicing any user request. From
deci si on di anond 60 when no scrub read is in progress, or from bl ocks 64
and 68 when a read is in progress and depending on the scrub rate, the

| ogi ¢ nmoves to bMsyingno deeisigndianend Bett is dejermsined whetheuanyamdilfitled cembstd 0
Movi ng to decision dianmond 72, it is determ ned whether any unful filled

requests agre in thelqueud| Uidtere hre, 4 Regiest & Rrvided RBURKI74. If 8@iréd CRAvatthdbae K
74. 1f desired, as was the case wth the logic of Figure 4, the scrub | oop
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the disk to data t subject to't ques oncurren

fulfilling the r st,.. as part af the |logic of block 74. From bl ock 74 the
L ogi ¢ of this TEeGIAE) AdiAGTY. BR e iskipdlata (Bitis subjectio s ySehasauest, coRRuTTROHY
scrub rate, and then proceeds to decision dianond 78 to determ ne whet her
the scrub with&ilfiflingdgbe siquest, asfpatttofities logiseofibbagkd4r eent ers the scrub | oop of
Figure 3, as indicated at polygon 66, and rermains in the | oop between

states 66 and 78Fif block e tHedbgil of deairh@Wahtolldrng &R 16ipbir g td smmhe! d.
When t hat happens, the | ogic noves back to decision dianmond 72. As shown

in Figure 51,’he‘f’f’@ﬁrrﬁcﬁllbl ratéSild ﬁl&gﬂl%ﬁée?is it@dééi]sqorgﬁl%ﬂl%nﬁ F¥% Q@tglqnine whether the

scrub rate is too slow. Ifit is, the logic reenters the scrub loop of Figure 3, as indicated at
polygon 66, and remains in the loop between states 66 and 78 until the scrub rate equals
the user-defined threshold. When that happens, the logic moves back to decision
diamond 72. As shown in Figure 5, when all user requests in the queue have been
fulfilled as determined at decision diamond 72, the logic optionally may move to block 80
to invoke the above-described delay period, prior to reentering the scrub loop at state 66.

As disclosed above, the presently preferred embodiment uses a physical track or
portion thereof as a data scrub unit. When scheduling which data units to scrub, instead -
of going sequentially from beginning to end, the next scrub read may be scheduled to take
place in the closest vicinity to where the head of the disk drive 16 is currently. To that
end, in one non-limiting embodiment the logic executed at block 28 of Figure 3 may be
implemented by the logic shown in Figure 6.

Commencing at block 82, the physical cylinder number "C" of where the head is

currently is recorded. At decision diamond 84, the drive controller 18 determines
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fulfilled as determ ned at decision dianond 72, the logic optionally may
nove to block 80 to invoke the above-described delay period, prior to
reentering the scrub | oop at state 66. As disclosed above, the presently
preferred enbodi nent uses a physical track or portion thereof as a data
scrub unit. Wen scheduling which data units to scrub, instead - of going
sequentially frombeginning to end, the next scrub read may be scheduled to
take place in the closest vicinity to where the head of the disk drive 16
is currently. To that end, in one non-limting enbodinent the |ogic

execut ed atwhstherialltBe tracksiiggylindgr fehave alreadybeemenmlhedbyf atteast ongi teackthasn i n
Figure 6. Commencing at block 82, the physical cylinder nunber "C' of where

t he head i snotgeiseensénibbeal, fHrRdogid atbvedto Block 86 seticanmnbcBibbed eckifrbme
controller 18 determnes 11 whether all the tracks in cylinder C have

al ready begg, iﬁg)é}e%&tt‘g%gktlbgg ovgglﬁ)glg,agfo?ﬁ%igggcgt yet been scrubbed,

the logic novesS to b o select an unsc track from that

cylinder, and t the lL.ogic npves to Rl ock 30 of Figur Mhen it is
Gotermned at doiien this 6 Smapd a dectsincaSbie ks ol ndor e v besy
scrubbed, the | ogic noves to bl ock 88 where an index variable "i" is

i ni tializedcrubbed, thehogicomdyesgo block &8ivehestanlindeo mariabde "if' is indiabieedstonli. ned
whether all the tracks in cylinder C+ti have al ready been scrubbed. If not,

the | ogi ¢ rRréeseding tbldecikiofl AiandndedOnitiedetbigineédwhetherlDibie &dokstia ciibades (3
di anond 92, wherein it is determ ned whether all the tracks in cylinder

C-i have alyeadkeREaRes SEHDRRT 1 Adt, Bk 1EHovA HisA%Hs. "Gifeffibe, YRS 10BREN

scrubbed in

proceeds to decision diamond 92, wherein it is determined whether all the tracks in
cylinder C-i have already been scrubbed. If at least one track has not yet been scrubbed in
cylinder C-i, the logic moves to block 86, but when the test at decision diamond 92 is
positive the logic moves to block 94 to increment the index variable "i" by unity.

Proceeding to decision diamond 96, it is determined whether the index variable
"i" exceeds a threshold. If not, the logic returns to decision diamond 90. If the threshold
is exceeded, however, block 98 is entered where a different algorithm can be used for
selecting the next scrub unit. This limits the searching to a reasonable amount of time -
and also switches to a different selection method after "i" has become too large to have
any performance advantage.

As non-limiting examples of different selection methods that can be used to select

a data unit for scrubbing, data that has been written more recently than other data may be

selected for scrubbing prior to scrubbing the other data. Or, areas of the disk that have
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cylinder Ci, the logic noves to block 86, but when the test at decision
dianond 92 is positive the logic noves to block 94 to increnent the index
variable "i" by unity. Proceeding to decision dianond 96, it is determ ned
whet her the index variable "? exceeds a threshold. If not, the logic
returns to decision dianond 90. If the threshold is exceeded, however,

bl ock 98 is entered where a different algorithmcan be used for selecting
the next scrub unit. This limts the searching to a reasonabl e amount of
time and also switches to a different selection nethod after "i" has
becone t oo Pegngeore dreguently agegpsesemay bersaralebed pvign teasgeubbing otber, ldsnfrequegtly
exanpl es of different selection nethods that can be used to select a data
unit for sciiseblateag, data that has been witten nore recently than other
data may be selected for scrubbing prior to scrubbing the other data. O,

areas of the dis h%i&@ . gﬁ.‘n%-

scrubbed pri or tﬂg[ogég%gig?%gy’ot ergﬁltg@gﬁtﬁt{a%u fe%){haﬁggﬁégﬁ%gs. ggrrors
speci ficall he present,inventjon recogni zes that so nrecover ah| e
orrors e b SBEEBE Rad it Tpdlscots S Eavrmat ahekby HesFig comaRlixi y.
the drive controller 18 can schedule to scrub tracks and adjacent tracks

t hat have bEe¢anrsebedule tp sarubtrasks andsadjadentizackathat have tiep necently writtemasor dance
wi th discl osure above in connection with blocks 54 and 74 of Figures 4 and

5, respectiiiabtyatedrMgerieTy Ia at@adiest withydisclssukickbope if enfibatibniWigh blogk st ed

read or wite command at bl ock 100, and then, at decision dianond 102,
and 74 of Figures 4 and 5, respectively, servicing a request may include performing the
requested read or write command at block 100, and then, at decision diamond 102,
determining whether the just-completed command is a write command. If it is a write
command, at block 104 the drive controller 18 marks the scrub units affected by the write
command as being not yet scrubbed, regardless whether they have been scrubbed in this
cycle or not. In the preferred embodiment where a bit map is used to keep track of
scrubbed units, the corresponding bits of those units are reset, This way, those units will
not have to wait for the next scrub cycle before they get scheduled to be scrubbed, but
may be immediately scrubbed. Furthermore, these data units will likely be scheduled
quickly when the scheduling policy of Figure 6 is used. In the preferred embodiment
where the scrub unit is a physical track, the affected scrub units would be the track
containing the just-written data and its adjacent tracks on the same surface.

As mention previously, the disk 20 may be divided logically into data bands that

are not necessarily equal in size. Associated with the bands is a table 106 shown in

Figure 8, with each entry corresponding to one band. Each entry contains a count field as
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determ ni ng whether the just-conpleted command is a wite conmand. If it is
a wite comuand, at block 104 the drive controller 18 marks the scrub
units affected by the wite command as being not yet scrubbed, regardless
whet her they have been scrubbed in this cycle or not. In the preferred
enbodi mrent where a bit map is used to keep track of scrubbed units, the
corresponding bits of those units are reset. This way, those units wll

not have to wait for the next scrub cycle before they get schedul ed to be
scrubbed, but,  may be inmediately scrubbed. Furthernore, these data units
wi Il i kel yindicatedihydhe Best columak IThegniies prafersblysdiablishye daybilelmked 15t uordets i s
used. In the preferred enbodi nrent where the scrub unit is a physical

track, the of deendasitig sountpsousuch sntwalsel chrgaibbe forwacdkpoifRnhid & bigkwah®pointer
just-witten data and its adjacent tracks on the sane surface. As nention

previously, fd fis $hilis2Q iAB%atb® bl the deshd Qiltmfﬁt?#(%aﬁ}éﬁ%ol io‘ﬁatﬂ‘?ﬁcbl{aih%t are

not necessarily equal 1 n size. Assocl ate ands 1s a table 106

ontains a BlinfreRnalaRs Ay BRh B 1a e Reiol LOF Dk IS Shorvde

preferably establish a double Iinked list in order of decreasing count, so
each entry Wehighestrrountds a forward pointer and a backward pointer for this
link-1ist as indicated by the second and third colums. In addition to the

band tabl e, thelnHBI3 ndaHithiding $mplepRhfation akdhew réfeiritiolo Finurd'9, dvep; tithe hhi s

link-1ist (the entry with the highest count). In this non-limting

| npl ement at ypy @R RYudsE IsSEEdi M ByhEHBID $6 9t stR¥ 0¥ of FIEEI@%, the drive
controller 18 determines which band the request is in at block 110. At block 112, it
increments the count for that band. Moving to decision diamond 114, it is determined
whether the resulting count exceeds the maximum that the count field can hold. For
example, if sixteen bits are used for the count field, then the maximum count is 65535. If
it is larger, then the logic moves to block 116 to divide the count field of every entry in
the table by two.

Proceeding to decision diamond 118 from block 116 or from decision diamond

114 if the test there was negative, the drive controller 18 determines whether the new
count is now larger than the count of the entry as pointed to by the backward pointer
associated with the current band, i.e. the next higher entry in the ordered link list. If it is

now larger, the logic moves to block 120 where the position of these two entries in the

link list are swapped. It then loops back to decision diamond 118 and repeats until the

link list is properly ordered.




new user /O request is received by the HDD 16 at state 108 of Figure 9,
the drive controller 18 determ nes which band the request is in at block
110. At block 112, it increnments the count for that band. Myving to

deci sion dianond 114, it is determ ned whether the resulting count exceeds
the maxi numthat the count field can hold. For exanple, if sixteen bits
are used for the count field, then the maxi numcount is 65535. If it is

| arger, then the | ogic noves to block 116 to divide the count field of
every entry in the table by two. Proceeding to decision dianond 118 from
bl ock 116 or frok?st¥ckigien! Ooshaws the selection plgprithm whichtis enteredas staeg@Pifoe, t he
drive controller 18 determ nes whether the new count is now |larger than

the count othe theveeddsciibeitableiimplkehehmtiby of Figubadundradl Iadilsukend, aesgsémted
with the current band, i.e. the next higher entry in the ordered link |list.

If it is ngwhd ﬁﬁlgﬁgt,(tﬁe%n&(%hﬁhemgﬁésﬂceu@g%gg{f}%ﬁt Ntitﬁgggf cﬁ?@é&%&ﬂ?g&)f

these two entries in the ink li1st  are s oops

deci si on di d 8 _and r.epeat ntil the, Link Ijst i erly der ed.
1o Last 1y, DR eRamE RS oD ety i i bl G alfoddy Yk adubest
state 122 for the above-described table inplenmentation of Figures 8 and 9.
In bl ock 124allppis argglrepdy serubbad.ithe laginmovesge biackd 28 mheye the mhxtt band i thieest
count) is selected. Mwving to decision dianmond 126 it is determ ned

whet her al | litkhiést $cseldotedrint shénretuisstoRitatloneals. af 4 badyisideed A deeibbgd. | f

all units are already scrubbed, the |ogic noves to block 128 where the next
band in thejjamond 126 in which not all data units have been scrubbed, then block 130 is entered to
select a scrub unit from this band.

For errors that are recoverable using error recovery procedures (ERP), the drive
controller 18 can attempt to write the data back to the original location and then read the
data to determine if it again contains errors. Ifit does, it indicates that the physical
location is damaged. This option can be controlled with a new mode page parameter, Ifa
user has specified auto-reassign in its mode page, the controller 18 writes the recovered
data to the new location. When auto-reassign is not specified but rewriting to the original
location also is not specified, the recovered data can be saved in a protected region that
can be checked in the event of subsequent unrecoverable errors to see if the lost data
resides in the protected region.

While the particular SYSTEM AND METHOD FOR AUTONOMOUS DATA
SCRUBBING IN A HARD DISK DRIVE as herein shown and described in detail is fully

capable of attaining the above-described objects of the invention, it is to be understood

that it is the presently preferred embodiment of the present invention and is thus
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link list is selected and then returns to dianond 126. If a band is found
at decision dianmond 126 in which not all data units have been scrubbed,
then block 130 is entered to select a scrub unit fromthis band. For
errors that are recoverable using error recovery procedures (ERP), the
drive controller 18 can attenpt to wite the data back to the original

| ocation and then read the data to determne if it again contains errors.
If it does, it indicates that the physical |location is damaged. This
option can be controlled with a new npde gage paraneter, If a wuser has
speci fi ed alfPESeEalive Qfribe sutigcs mafigewhish ds bropdly coptemplated byithe mreserts t he
recovered data to the new | ocation. Wen auto-reassign is not specified
but rewitiimyenton tat theisgopeadf the present inveaticofiilly encémpasess dtherdmbodiments
recovered data can be saved in a protected region that can be checked in

t he event SR k el
OfyhizH RSSBERHhne %BGT%&Q%@\% KilRUNA R dr af& fhak fhe s@?pé N %B%E%OD FOR

resides in the protected region. fe the particular SYS

AUTONOMOUS . SCRUBBL.NG | N, A.HARD, DI SK.DRI VE as herein shown and
osoribed | RVallion s aresrdily o % 3?@6&3” opthid i than (e Pt el e
objects of the invention, it is .to be understood that it is the presently
preferred eWBEhirgErncyio anrlementdn the singplasds eoi infeadedgomeaas "one andondyseneat i ve
-of the subject nmatter which is broadly contenplated by the present

i nvention, tileds expBcitly spstatefl, hiheather'saa br move N io nof ndckssaprfopadasisesr ot her
enbodi mrents which may becone obvious to those skilled in the art, and that
the scope Ohefhd8 t@akfiERleach and every problem sought to be solved by the present invention,
for it to be encompassed by the present claims. Furthermore, no element, component, or
method step in the present disclosure is intended to be dedicated to the public regardless
of whether the element, component, or method step is explicitly recited in the claims. No
claim element herein is to be construed under the provisions of 35 U.S.C. ' 112, sixth
paragraph, unless the element is expressly recited using the phrase "means for" or, in the
case of a method claim, the element is recited as a "step" instead of an "act". Absent

express definitions herein, claim terms are to be given all ordinary and accustomed

meanings that are not irreconcilable with the present specification and file history.
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invention is accordingly to be limted by nothing other than the appended
clainms, in which reference to an elenent in the singular is not intended
to mean "one and only one" unless explicitly so stated, but rather "one or
nore". It is not necessary for a device or nethod to address each and
every problem sought to be solved by the present invention, for it to be
enconpassed by the present clains. Furthernore, no el enent, conponent, or
met hod step in the present disclosure is intended to be dedicated to the
public regardl ess of whether the el enent, conponent, or method step is
explicitly recited in the clains. No claimelenent herein is to be
construed under the provisions of 35 U S.C 1 112, sixth paragraph, unless
t he el emrent WHAGXEY ERAIMERAISL ed usi ng the phrase "neans for" or, in the
case of a nmethod claim the elenent is recited as a "step" instead of an

“act". Absent expr esgtg@@jhigkgmg,%og?gjn% claimterns are to be given all
ordi nary and accustoned neanings that are not irreconcilable with the

present specification alnd fil g hi stogy. 16 WHAT IS CLAIMED IS: | A hard
di sk drive, conprisingticahpne I0wee dEks ot 51 age disk: at |east one drive
controller reading data fromand witing data to the disk, the drive
control | er executing pldgastonddiiye eaniygllerarading datg fronsandiwritipg Hata it thewdiskng:
readi ng at | east one data unit;

the drive controller executing logic comprising:

executing a scrub cycle including;
reading at least one data unit;
determining whether an error exists in the data unit, and if so,
undertaking at least one of: recording the error, and reporting the error;
executing the reading and determining logic for subsequent data
units;
if a user request for at least one of’ a data read, and a data write, is
received, interrupting the scrub cycle to fulfill the request, and then resuming the

scrub cycle. -

2. The disk drive of Claim 1, in combination with a RAID system, wherein

the user request is received by the drive controller from a RAID controller.

3. The disk drive of Claim 2, comprising waiting a delay period after

fulfilling all user requests in a user request queue prior to resuming the scrub cycle.
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determ ni ng whether an error exists in the data unit, and if so,
undertaking at | east one of. recording the error, and reporting the error;

executing the reading and determ ning | ogic for subsequent data units; if
a user request for at |least one of. a data read, and a data wite, is
received, interrupting the scrub cycle to fulfill the request, and then

resumng the scrub cycle. 2. The disk drive of Claim1l, in conbination
with a RAID system wherein the user request is received by the drive
controller froma RAID controller. 3. The disk drive of Claim2, conprising
waiting a del ay peri ofhadiskdrivepf Clajm dgwherein ibe delap gered is anmdaptiveatelayequest
queue prior to resumng the scrub cycle. 17 4. The disk drive of Caim 3,
wher ei n t hepatisldayatpiepenid onut fmstanheplfi a/keqlehay ande nusdet, batscdeapests on at

| east one of a frequency, and a nunber, of user requests recelved fromthe

RAI D cont r ojeb@¥ed Bom thERAIBKoHErblYE. Of Claim 1, wherein the disk drive is
partitioned into data bands, the drive controller maintaining a table

indicating at |east recent accesses to bands. 6. The disk drive of Caiml,
conpri sing executing the scrub cycle on data inmmediately adjacent on the

disk to data that is gubject to a user request, as part of fulfilling the
request . 5. The disk drive of Claim 1, wherein the disk drive is partitioned into data

bands, the drive controller maintaining a table indicating at least recent accesses to bands.

6. The disk drive of Claim 1, comprising executing the scrub cycle on data
immediately adjacent on the disk to data that is subject to a user request, as part of

fulfilling the request.

7. The disk drive of Claim 1, comprising executing the scrub cycle on first
data that has been written more recently than second data, and then scrubbing the second

data.

8. The disk drive of Claim 1, comprising executing the scrub cycle on areas
of the disk that have been more frequently accessed than other, less frequently used areas,

and then scrubbing the less frequently used areas.

9. A hard disk drive, comprising:

at least one storage disk;
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7. The disk drive of Caim1l, conprising executing the scrub cycle on first
data that has been witten nore recently than second data, and then
scrubbing the second data. 8. The disk drive of Claim1, conprising
executing the scrub cycle on areas of the disk that have been nore
frequently accessed than other, |ess frequently used areas, and then
scrubbing the less frequently used areas. 9. A hard disk drive, conprising:
at | east one storage disk; 18 . at |least one drive controller reading data
fromand witing data to the di sk, the drive controller executing |ogic
conpri si ng: executingmd@§%Pﬁ%d@V%ﬁﬁmPH@UGGﬁﬁ@dﬂaﬁ@ﬂﬂ@ﬁbwﬁﬂngéﬁ@ﬁogﬁéh ta
unit; determ ning whether an error exists in the data unit, and if so,
undert aki ng at | thaskiverentodller ercrmtidg hogid tvenmrising:, and reporting the error;
executing the reading and determ ning | ogic for subsequent data units; if

a user request for atelRashg #5Gubeyd@iivdgpd. and a data wite, is
received, and if a current scrub rate exceeds a threshold rate,

interrupting the scrub cyc fill, the.request, and then resumng the
scrub cycle, and ot herw Se%eﬁglt%% at ledbldn dafa Thit!

determining whether an error exists in the data unit, and if so,
undertaking at least one of: recording the error, and reporting the error;
executing the reading and determining logic for subsequent data
units;
if a user request for at least one: a data read, and a data write, is received,
and if a current scrub rate exceeds a threshold rate, interrupting the scrub cycle to
fulfill the request, and then resuming the scrub cycle, and otherwise not

interrupting at least an existing scrub read of the scrub cycle.

10. The disk drive of Claim 9, in combination with a RAID system, wherein

the user request is received by the drive controller from a RAID controller.

11.  The disk drive of Claim 10, comprising waiting a delay period after

fulfilling all user requests in a user request queue prior to resuming the scrub cycle.
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interrupting at |east an existing scrub read of the scrub cycle. 10. The
disk drive of daim9, in conbination with a RAID system wherein the user
request is received by the drive controller froma RAID controller. 11. The
di sk drive of Claim10, conprising waiting a delay period after fulfilling
all user requests in a user request queue prior to resum ng the scrub
cycle. 19 12. The disk drive of Claim11ll, wherein the delay period is an
adaptive delay period that depends on at |east one of: a frequency, and a
nunber, of user requests, received fromthe RAID controller. 13. The disk
drive of d aim 92 gfllﬁ415%ﬁ%"%‘?fgfslaa?i?l/aewlilfgwﬁahqqlql%mwdilﬁma@miaedblaylds,
the drive controller maintaining a table indicating at |east recent
accesses t depaddhat dependThn atliesst ode bfie fofquehay ands naaber bfisepreguestdit i ng t he
scrub cycle on data imediately adjacent on the disk to data that is
subj ect t o racdi frém gueBAIRSomadllerof fulfilling the request. 15. The disk
drive of Claim9, conprising executing the scrub cycle on first data that
has been witten nore recently than second data, and then scrubbing the
second data. 16. The disk drive of Claim9, conprising executing the scrub
cycle on areas ft dj.sk.that. have been nore frequently accessed than
other, Iless freq@ent P@etf‘éébdré‘ﬁec&" laimy d Wherein thedish dniyr)ispegitionsd inte dataent | v
used areas.

bands, the drive controller maintaining a table indicating at least recent accesses to bands.

14.  The disk drive of Claim 9, comprising executing the scrub cycle on data
immediately adjacent on the disk to data that is subject to a user request as part of

fulfilling the request.

15. The disk drive of Claim 9, comprising executing the scrub cycle on first

data that has been written more recently than second data, and then scrubbing the second

data.

16.  The disk drive of Claim 9, comprising executing the scrub cycle on areas
of the disk that have been more frequently accessed than other, less frequently used areas,

and then scrubbing the less frequently used areas.

17. A hard disk drive, comprising:

at least one storage disk;

20




17. A hard disk drive, conprising: at |east one storage disk; 20 at | east
one drive controller reading data fromand witing data to the disk, the
drive controller executing |ogic conprising: executing a scrub cycle
including: reading at |east one data unit; determ ning whether an error
exists in the data unit, and if so, wundertaking at |east one of. recording
the error, and reporting the error; executing the reading and determ ning
| ogic for subsequent data units, wherein the scrub cycle is executed on
first data that has be itten nore recently than second data, and then

n_ wi
i s executed on the sefﬂgerﬂit 0 ye cpptrobes aeadingddte Frmepndveriting dtatonthe disk,

wherein if a user request for at |east one of: a data read, and a data
wite, is recei vbedrivhieentiollpr ¢xegutitigslogicroompeipimge to fulfill the request,
and then resum ng the scrub cycle. 19. The disk drive of aim18, in

conbi nati on with a RAEowaimgtaestrubdyeledhéludiig: user request is received by the
drive controller froma RAID controller. 20. The hard disk drive of Caim

17, wherein if a user requgsiiné Hedt ohEdsh uipe: a data read, and a data
wite, is received, and if a current scrub rate exceeds a threshold

determining whether an error exists in the data unit, and if so,
undertaking at least one of: recording the error, and reporting the error;

executing the reading and determining logic for subsequent data
units, wherein the scrub cycle is executed on first data that has been
written more recently than second data, and then is executed on the second

data.
18, The hard disk drive of Claim 17, wherein if a user request for at least one
of: a data read, and a data write, is received, interrupting the scrub cycle to fulfill the

request, and then resuming the scrub cycle.

19. The disk drive of Claim 18, in combination with a RAID system, wherein

the user request is received by the drive controller from a RAID controller,

20.  The hard disk drive of Claim 17, wherein if a user request for at least one:

a data read, and a data write, is received, and if a current scrub rate exceeds a threshold
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21 rate, interrupting the scrub cycle to fulfill the request, and then
resum ng the scrub cycle, and otherwi se not interrupting at |east an

exi sting scrub read of the scrub cycle. 21. A hard disk drive, conprising:
at | east one storage disk; at |east one drive controller reading data from
and witing data to the disk, the drive controller executing |logic
conprising: executing a scrub cycle including: reading at | east one data
unit, the data unit being preferentially selected for the scrub if it is

|nned|ately adj acent, on the dis t hat s been subject to a, user
request ; ddPiEr IISTTURGRG s B %@P?H?ﬁéﬁq Eqayest ﬁ%evd&eanm. the scqpRjcyele.so,
undertaking at | east one of. recording the error, and reporting the error;
executing ﬁméOManhngoahmﬁdEﬁagﬂihmﬂgnBEQﬁng$mmbsmb9éduenn$datb.units. 22
The hard disk drive of Claim2l1l, wherein if a user request for at |east one
of. a data read, and a data wite, is received, interrupting the scrub
cycle to fulfill the request, and then resum ng the scrub cycle. 22 23.

The di sk drive of; O ai §Q3isk &&O%ﬁ'ﬁ&hgn with a RAID system wherein
at least one storage disk;
at least one drive controller reading data from and writing data to the disk,
the drive controller executing logic comprising:
executing a scrub cycle including:
reading at least one data unit, the data unit being preferentially
selected for the scrub if it is immediately adjacent on the disk to data that
has been subject to a user request;
determining whether an error exists in the data unit, and if so, |
undertaking at least one of: recording the error, and reporting the error;
executing the reading and determining logic for subsequent data

units. -

22.  The hard disk drive of Claim 21, wherein if a user request for at least one
of: a data read, and a data write, is received, interrupting the scrub cycle to fulfill the

request, and then resuming the scrub cycle.
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the user request is received by the drive controller froma RAID
controller. 24. The hard disk drive of Claim2l, wherein if a user request
for at least one: a data read, and a data wite, is received, and if a
current scrub rate exceeds a threshold rate, interrupting the scrub cycle
to fulfill the request, and then resum ng the scrub cycle, and otherw se
not interrupting at |east an existing scrub read of the scrub cycle. 25. A
hard di sk drive, conprising: at |east one storage disk; at |east one drive

controller reading data f.romand g data.tq the di t he drj

control | er execﬁ-’gngwl ﬁ@‘%ﬁ’gﬁése&e }WBO%“%@ﬁEAQEYSéemﬂ‘@an
reading at | east one data un|t determ ning whether an error exists in the
data unit, thedsdrfegestis mdb'pdhkﬂmgirame doptaslierdrom eRAlDcwntrdllery t he error,
and reporting the error; executing the reading and determ ning | ogic for

subsequent data units, wherein the scrub cycle is executed on areas of the
di sk that have been nore frequently accessed than other, less frequently

used areas, and 54 he f&ﬁ&ggﬁ%eﬁcﬁmilearﬁelfeﬁﬁw%eéérx f‘[%r al?é‘ﬁ?ggé? 26.

The hard dISk drive o wherein if a user reque or t one
of. a data r nda ata wite, received, interru scr.yb
cycle to flﬁ‘f tq{eaa,l.@d a data write, l1s recelved and 1 a current scrub rat excegdsatﬁresholg

rate, interrupting the scrub cycle to fulfill the request, and then resuming the scrub cycle,

and otherwise not interrupting at least an existing scrub read of the scrub cycle.

25. A hard disk drive, comprising:
at least one storage disk;
at least one drive controller reading data from and writing data to the disk,
the drive controller executing logic comprising:
executing a scrub cycle including:
reading at least one data unit;
determining whether an error exists in the data unit, and if so, -
undertaking at least one of: recording the error, and reporting the error;
executing the reading and determining logic for subsequent data
units, wherein the scrub cycle is executed on areas of the disk that have
been more frequently accessed than other, less frequently used areas, and

then is executed on the less frequently used areas.
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request, and then resumi ng the scrub cycle. 27. The disk drive of C aim 26,
I n conbination with a RAID system wherein the user request is received by
the drive controller froma RAID controller. 28. The hard disk drive of
Claim 25, wherein if a user request for at |least one: a data read, and a
data wite, is received, and if a current scrub rate exceeds a threshold
rate, interrupting the scrub cycle to fulfill the request, and then

resum ng the scrub cycle, and otherwi se not interrupting at |east an

exi sting scrub read of the_ scrub cygle. 29. A reduyndant array of

i ndependent di sk%6-(mmh%?gtskmﬁﬁgpfaémr?é’a’hem A NS PRastior 3hlgast one
plurality of hard disk drives, each disk drive including at |east one

st orage di si: adataa¢ad, mmba dataevrile,iiv eceivad,rintctraptingthd iseryb dnele td fublidl dhed
witing data to the disk, wherein the drive controller for each disk drive
i s coupl ed fegudshandfier reumting tHeascrub dyble. drive controller for each drive

aut ononously executing a scrub cycle on its disks and, 1if a user request
for at least one of. a data read, and a data wite, is received,
interrupting the scrub cycle to fulfill the request, and then resum ng the

le. 24
serub cycle 27.  The disk drive of Claim 26, in combination with a RAID system, wherein

the user request is received by the drive controller from a RAID controller.

28.  The hard disk drive of Claim 25, wherein if a user request for at least one:

a data read, and a data write, is received, and if a current scrub rate exceeds a threshold

rate, interrupting the scrub cycle to fulfill the request, and then resuming the scrub cycle,

and otherwise not interrupting at least an existing scrub read of the scrub cycle.

29. A redundant array of independent disks (RAID) system comprising a
RAID controller and a plurality of hard disk drives, each disk drive including at least one
storage disk and at least one drive controller reading data from and writing data to the -
disk, wherein the drive controller for each disk drive is coupled to the RAID controller,
the drive controller for each drive autonomously executing a scrub cycle on its disks and,
if a user request for at least one of: a data read, and a data write, is received, interrupting

the scrub cycle to fulfill the request, and then resuming the scrub cycle.




