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provi di ng XML docunment encryption Field of the Invention The invention
relates to the field of information security, and nore specifically to a
- mechani srWPHaH6893 ovi des XML with a rel ative |evel of seculCIySGmE196 met hod
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applications. A fusion” of these technologies is inevitable, enabling secure
15 interactions among businesses and. consumers across the Internet.
XML
' XML, which can either be regarded as a significant extension of HTML
(hypertext markup language) or, more properly, as a simplification of SGML
(standard generalized markup language), is a meta-language for defining the
20 structure of documents. That is to say, using XML, you can unambiguously
define the structure of a document containing, for example, a purchase order. if
multiple entities agree on the structure of such a document then they can
meaningfully communicate thoSe documents between each other electronically,
and automatically.
25 As the adopfion of XML spreads across platforms, clients and servers, it is
poised to become the language of business across the Internet.
XML Standards .
Overall, XML technology is being guided and defined by the W3C™ (World

- Wide Web Consortium). Under this body, various groups are working fowards

-~

30 defining standards for XML ifself, as well as various complementary technologies
such as XS{.’"“ (XML style language for automatically converting from XM‘L to
HTML), etc. |
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of the WVBC is to lay down standards that define how XM can be used across
broad, horizontal nmarkets. In parallel with the work of the WBC, various

i ndustry WOQ#68%re additionally defining standards that gevEsGokdoesuse of
XML within their particular vertical markets. 5 Docunment Definitions The
definition of the structure of a particujar type of docunent is called a
DTD (docunent type definition). Across the planet, industry consortiunms are

com ng toget her fine. D fe Qf j.OU ertical markets; such as
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publ i cl5 Docanwnt Defisitionsi t Y envel opes). Docunments shoul d identify who
they are fromJsignatures). Documents should be unalterable (no whiteout).
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i nt er cefAcressthe infetheijn arconmplotdlp starrtard Whnredual . Aut hentication - using)

certifi gsl i gital signatures, in tandemwith a trusted third party”
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30 cert reqt,‘jmf'f%f %‘@gjﬁ;‘e‘:ﬂﬁlﬁzﬁgg‘ ot Sarode 6 iende” ' ©
guarantees as the real world: Sensitive -

15 information should not be publicly accessible (security envelopes). Documents
should identify who they are from (signatures). Documents should be unalterable -
(no whiteout). And finally, possession of a document should be proof that it was .
actually sent (again, signatures). |
Aspect‘s of Electronic Security

20 The adoption of appropriate cryptographic technologies enables these four
critical aspects of electronic security, collectively referred to as PAIN:

J Privacy - using encryption techniques, it is possible to transform the Cﬁ)
contents of an electronic document so that it is unintelligible to anj(one but the
intended recipient. This means that sensitive documents can be safely

| 25 transmitted across open networks, without the possibility of them being
inte_rcepted and read by an unauthorized individual.
| Authentication - using cerlificates and digital signatures, in tandem with a
trusted third party infrastructure, it is possible to uniquely identify the origin of an
electronic document. This means that a recipient can verify, with absolute
30 certainty, from whom a particular message has arrived.
Integrity - a second benefit of digital signatures is that they can be used to

verify that an electronic document has arrived intact and unaltered from the



Integrity- a second benefit of digital signatures is that they can lzejgﬁem%
to verify that an electronic document has arrived intact and unaftére
fromthe 2 JUN 2005 WD 02/46893 PCT/ S0/ 00196 3 nonent that the sender

si gned | tWOPH4€8%pans that a recipient can verify that a POIEERAI%as not
-been altered, whether deliberately or accidentally, fromthe tine that it
was issued. Non-repudiation - with a puljic key infrastructure in place, it
is not 5 possible for the signer of an el ectronic docunent to subsequently
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authenti&?_’tgign and integrity 20 protection at the sane tinme. XML Security
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data while iH fechniguest iclugle symmetric key crypto-systems {DES, RC4,
15 IDEA, etc.) and public key crypto-systems (RSA, ECC, DSA, etc). Symmetric
key crypto-systems are mainly used for data encryption. Public key crypto-
systems can also be used for data. privacy protection, furthermore; when
combined with message digest functions in cryptography (MD5, SHA-1, etc.), they
~.can be used ito generate digital signaturgs for authentication and integrity

20 protection at the same time. o

XML Security (Prior A—ris)

D It is now generally accepted that XML is the meta-language through which
the content and structure of information on the Intemet will be defined. XML will
alsc become the main mechanism for interoperability among applications.

25 However, in the networked world, sensitive information becomes more generally
available and accessible. This increase in information flow introduces a number
of risks, necessitating the introduction of security solutions, which can provide
both authentication of the parties involved in any transaction, and protect data
while in transit or storage.

30 XML Signature

_ There is a joint Working Group of the IETF (Internet Engineering Task -
Force) and W3C, called XML-Signature WG. The mission of this working group is



30 XML Signature There is a joint Wrking Group of the |ETF (Internkt 2 JUN 2003
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this working group is 2 JUN 2005 WO 02/ 46893 PCT/ SGOO' 00196 4 to devel op ,
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of Web resources and portions of protocol nmessages (anything referencable

by a URI) and procedures for conputing and verifying such signatures. 5
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encr ypt izpe ovihdhta extepialdoahd sighaturediuRfaq, accepted by the public and ©

pri vat eéﬁgt%s as the method by which to enable applications to securely
aJ

wor k ov 'W%Fmen&mmbanguaget echnol ogi es of digital
signatures anhecSfgngel DORument Markup Language (SDML) was developed by the -

Financial Services Technology Consortium (FSTC) as part of the Elecironic :
15 Check Project. SDML is designed to:

. tag the individual text items making up a document,

. group the text items into document parts which can have business "

meaning and can be signed individually or together,
e allow document parts fo be added and deleted without invalidating
20 previous signatures, and
) . allow signing, co-signing, endorsing, co-endorsing, and wilnessing

operations on documents and document parts.

The signatures become part of the SDML document and can be verified by
subsequent recipients as the document travels through the business process.

25 But SDML does not define encryption.

While cryptography has long been accepted by the public and pnvate
seclors as the method by which to enable applications to securely work over
public networks, the underlying technologies of digital signatures and encryption
are not immediately usable within an XML framework due to the lack of XML

30 supports for these technologies.
| There exists a need fo provide new ways ito apply cryptographic
technologles to XML framework It is desirable to provide full encryption and



are not imediately usable within an XM. framework due to the | ackaal MDL?U%
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to apply crypto raphic technologies to XML franework. It is desirable to
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-digital signature capabilities, which can be used in an Intranet, Extranet

or Internet environnent. It is an obj egt of the present invention to seek
to address at Ieast one probl em or need associated with the prior art. 5

“Sunmary o f.hi s ard he present invention provides a
met hod an @ﬁ‘t’n%m BPa B%i EH §c uedtins apuintapehy Extegret or

enCI’yptiOh';tembeeﬁﬂﬁjMﬁéhpn being in accordance wth any symmetric key
cryptosystem the docunment having contents defined by a plurality of
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| east on |nc el enent the nethod and / or system
provi di n?ﬁhﬁﬂgﬁtpéﬁfﬁgﬁoﬁf? %cﬂyﬂalﬂé‘?rﬂﬂ?r? vel . Various ot her aspects and
feat ur e SumhiRylofEhe Thveight i on are set out in_the attached clainms. . In
essence, the present invention stens fromthe realisation that nost of 15

t he ](caffects oin fhis regaid; ithe paeseﬁta?mmnom;o@r@stalmlaht ggaé%ﬂg;ta%,agﬁtgtem of -
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this vvay i & ievels) metfeait aSba‘n‘ehtﬂyelepel 2Afe deritite thevePn

secur% ﬁ@ﬁ %gpmogé%é level '{"ﬂﬁdﬁrl or art pgﬁt ection ot??an XML
,.Socurrent xS prow ed by encr |ng 'gcﬁmm@ snethodaangd £ eyt

he enchﬂdmﬂdmmwelmmwatmeremhéﬁﬂle@@d human readabl e any nore.

However, |\? ot si bl e 'Iﬁ? sone contents of the docunent

unencr ypt ed a n‘gtgﬁﬁ@ B? oRfstheoprezenpinventiontare stboutent . The

pr esent the@utathedclallgdsesses t hese probl ens by providing a concept of nore

secure XML docunent, which has the follow ng features:
-In essence, the present invention stems from the realisation that most of -

15 the effects on XML security are focused on digital signature and verification. The'
main reason that security is related to the transport level. Thus the privacy of the
XML documents depends on the security of the document transportation. In the
present invention, however, an element-level security mechanism is provided for
XML documents, and in this way, the privacy of secured documents doesn’t rely

20 directly on secure ‘document transportation.
In the prior art, protection of an XML document is provided by encrypting
the document as a whole. As a result, the encrypted document isn't XML-
formatted and human readable any more. However, it is not possible to leave
some contents of the document unencrypted i using the prior art methods to
25 protect the document. _
The present invention addresses these problems by providing a concept of
‘more secure XML document, which has the following features:

. Element-wise Encryption — This means that the encryption is held at the
element level. What's more; in accordance with the present invention, a

30 user may selectively encrypt elements or encrypt elements in accordance
with a predetermined schema, with or without leaving other elements
unchanged, and / or encrypt an element(s) with its children (sub—e!ements)



El ement -wi se Encryption - This neans that the encryption is held %th 2005
el ement level. What's nore; in accordance with the present invention, a 30
user may sel ectively encrypt elenments or encrypt elenments in accordance
with a pVe#erE%i ned schema, with or without |eaving ot hECTSGSHEHOE
unchanged, and / or encrypt an elenent(s) with its children (sub-el enents)
2 JUN 2005 WD 02/46893 PCT/ S@0/ 00196 ¢ as one bl ock, again selectively

or in accordance with a predetermined schena. In addition, it is

preferable to | % t of, the.faollowng features in addition
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Al gorithns andchegas Supporting - An kinds of symmetric key encryption
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\éal ue of ikt s,wmn@kemw algzlﬁtlhmmmmlddcdﬁphéleﬁt siedin é*bﬁela f
ocunent key. tibi it V.- . secure cynents converted from
wel 15 f of N Y SR bl Secufitg pichapisr o, KML Ang citseet enenyption
definitions modes(CBC, BBO, tb9 caRBE SppRSdRére é@g@ﬂ.' UES”W@%JBESSEHW al

|

new attri butlﬁﬁéand one -nanespace for secure XM docunent nirt1on, which
are shown in #55 albexamplaspicommeniy usrthswninetitikeypcipbers. i nvent i on

d {0 fipitjion f XM t. Th

nanedBot o' angdfehight ey, MihagcieHf . Rabh Qenint 568 dis snervated s i n

the fol | owi ngnealnigué heyevaltér iThe key saludef eééﬁ%ﬂ%@ﬁﬂis”@é‘tﬂﬁ%ditﬁér g ure )
ut es

versions): T,Nane D a nanmespace for secure XM. docunent attri
attribute exﬂﬁ?‘:’@%ﬁ?%"aﬁﬁpﬁ?‘y valie ofdis paient elements dhe wholer deguroentiot

(root only) RpTeldtied bltRsYdchiidifkay! t hmendmodeused
. XML Compatibility - All secure XML documents converted from well
15 formed XML document are still well-formed. No new element definitions
are added into the secure format. We only infroduce several new
attnbutes and one namespace for secure XML document definition, which

are shown in the following table.

Advantageously, the present invention does “not require a new element
20 definition for secure XML document. The namespace and aftributes currently
: ) used in secure document are shown in the following table (more att'ribul@s can be

added when needed in future versions): i)

| Type Name Descyiption

pamespace | Swsdnss sl _namespace for secure XML document shriouies

atiribute Sxul ; sepurad whether the docament is in secure frmat or not
(roni only} | smiralaorithe encryption glgoritten and moede used '

sxmi:keyprotection | Ley mangeement method
athibpin fomi : encrypred whether the element is encrynied or not
{genera]) ezl rkeyinta information sboat the key value used 10 encrypt e
_ element and kev values of children elements

25 Secure XML document can be applied to various Internet applications. In
an on-line- information service, secure XML technoiogy can protect the valuable
information to be provided. In a cyberlibrary, books and magazines can be



sxm :tceyprot:eetscn keycrm entnetltntl attribute ani a e2 crypte thvﬁbﬂb@kZME
the elenment is encrypted urnat (general) oxm ckafl no i nfonaation about the
key value used to encrypt the elenment and key val ues otchildren el enents

25 Secur eYAWRH492unent can be applied to various | nternet PAE{SHGOBBAIPONS. | n
-an on-line information service, secure XM. technol ogy can protect the

val uable information to be provided. 2 a cyber-library, books and

magazi nes can be 2 JUN 2005 WD 02/ 4689 PCT/SOOO/00196 7 - provided as

"secure X gd cgn view TOC apnd ot her . introductory parts,
but need To pay rmney o"ﬁ %@Wrﬁ?’é mﬁf"tﬁ'nﬁ?? i £aR h¥iegW\a hiPG 0and egtherhe
oL <ty Ak s ) SRR .

i nformati on can be stored in encry S 1n secure

Det ai | ed Me@gc e whnle opontant Pféhen ook eln iam eRsotionic’ ¢chneablich, TeshsiHigd t he
present i escr with .reference to the accorrpanyl ng
dr awi ngs N\l @@Qfﬂ#eggﬁgec?ﬁ g’?%?ﬁ%? menteinseqie mld@m fncryption
i n accd Getailedi Déscripion of #56 Pres¥ADlnvihtion'0 Figure 2 illustrates
schematical ly el ement encryption in accordance with the present invention,

Figure 3 il udfiretared embedimentsiof the psesent imvehtionywillziow berdesiceibed Wit
accor dang e F| 4 illustrates schematically
docunent Fﬁecrypt I'on %%P%M %‘ﬁ’b present invention, and
Figure 5 ill uFigureckillushratestschen ! ' .dhe
% ORI ShichyBHloR T b tdrandd with

pr esent tbnventlog XIVL | nt roduct i I s based e concep
docunent BLipventionserjes of 20 entities. Each entity can contain one

T, 'ezgz;e‘ggz% o ot S hBhal e AT i, i echEldrger
fSr ocessdhe presentiovention, a for mal synt ax. for describing the relati onshl ps
whi oh can be T0UE & MEIERR sondRatEely ikment and k&aééw“ﬁseﬁ{‘méa”&rﬂﬁéﬁgﬁ{“
parts accordance with the present mventnon
Figure 4 illustrates schematically document decryptlon in accordance with
16 the present invention, and
Figure 5 illustrates schematically one exemplary implementation of the
present invention.
XML introduction )
XML is based on the concept of documents composed of a series of
20 entities. Each entity can contain one or more logical elements. Each of these
) elements can have certain atiributes (properties) that describe the way in which it
’j - is to be processed. XML provides a formal syntax for describing the relationships
between the entities, elements and attributes that make up an XML document,
~ which can be used to tell the computer how it can recognize the component paris
- 25 of each document. '
XML differs from other markup languages in that it does not simply indicate
where a change of appearance occurs, or where a new element starts. XML sets
out to clearly identify the boundaries of every part of a document, whether it is a
new chapter, a piece of boilerplate text, or a reference to another publication. To
30 allow the computer to check the structure of a document users must provide it
with 2 document type defi nrtlon that declares each of the permitted ent:hes
elements and aftributes, and the relationships between them.
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does not sinply indicate where a change of appearance occurs, or where a

new el enent starts. XML sets out to clearly identify the boundaries of

every paMOBf6¥3docunent, whether it is a new chapter, ®PEHHW/N081%6
boilerplate text, or a reference to another publication. To 30 allow the -
conputer to check the structure of a dogument users must provide it wth a
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Docunent The r't_ai n_ide ofﬁ_hi i nyention.is elenent-w se encryption for XM
docunent NaMe Fariexarmpley sidi plessTiareiaca’ de dhediv] elegters with e adehute | ve

el ement sgjads fadin rmgt‘gq“é\/?} Ngn KN 'ﬁ"&’ At exanpl e,
there is_one XI\/EE.g docunen %@s‘%r ?%l ng 'sat?'a |dr%§§o'%wnﬁ§ir§ﬁ§{ﬁg9ﬁ§gc§’0npany: c3:
nL tier $ecureXMi. DocxmenhStmieture nai $Y{: 4' s "penc~aan*a.4t4 ' ‘c}ergan
| 4=* ' " AAP e P 444l - - cqib' ?-taaBi SsJgfv, ~ax - -
sa)@ﬁ%g%@%&%ﬂé}s? F@%&E’gﬂ foéfsgﬂg??@'feﬂil sea n 14 orker -
KL21M 2va% | ritie frinbin ddésaof this invention is element-wise encryption for XML D
document, i.e. the encryption is held at element-level and only sensitive elements
are encrypted while the others are left untouched. For example, there is one XML
document describing staff information of the company:

w3El versiona®l, 377>
= 1DOCYYTRE pergonnet CYSTEN "porgannel dnd@s
=Pergonmels ..y -
<pergne Ld="Rig. EBcsghs -
- atani dysbosae/formtys
Hren-Blgc/givess

<Jrames. S - i
wdegignabiomsisger-/desdonarions ] i L.
<aslarysil, $Ddc/salerys - : :
. wevallorbisfated come fomad o R - R T IRt ]
) - «=povésn idsvenc worker s ¢

<TEME> . . .- . N 0
- wEamliyveRarkaro/Pamt tys - : . &D
cgivenyDnes fgivens N e L

<SnIms K . .

wdesizpstisviorkercfdestonations

cgalarys6 . 000« walprys . C

carnld Laateddthn coscfenails -
< Sare O .. -

L

<person i4="plx workerms
<haten - n
«Eamd Fyolonkere s farns iys
sglvensSivcfgivans -
=/namas - - -
wdesipnaticosuyricere fdenignations
-esalaxya-s,ﬁﬁﬂac{galazgp B
zemall-sizsloo. comefenails
= RET O R
F P e ) .. '

15



n~ci vena~', 2j 43xHYi -Ono <d..=15n. 4t 3Cna4+9' Er K/ dEWM ~ncti~lr - .. = 2 JUN 2003
c6312ry56; f kpCl K/ eaal2l7a . . - - Ka cl6lafs' Y~~s~L}. EZ<] ch’)2A~s - - -

cdegi ansti Trcfde$igaat2 sc'io-]1,1rSSSi "r~4n_cgncf i, - . c'ly~IFr66Yaa -

- - 15 . WORAI6HUU = WO 02/ 46893 PCT/ S000/ 00196 9 Cener alPICr/ssone019ensi ti ve
-information, such as salary, can only be available to senior nenbers of

the conpany. So this kind of informatiog should be protected in storage.

Whi |l e sone other information in this docunment should still be available

Tan be vasi |y CHMEtAN. 0B SRS iordR R wich assaiati gan ooly be avrlabiegy
The securi %:domém%rscw e b@mbﬁﬁyf@d ‘ims”glrnho fﬁh@% .{,.?) stibifld nﬁés n i

' Rst a9""pexS ~nel: dtd anl t4t 3
J: sg/ axnl protegied In@iamga Whike- smlo‘ther :mﬁnmdtfohahﬁi@m&cumm should &ggt n*.

1< Sno” i "pAaRBIS bl suckas | dedlafeion, s fleparimagl ete.” Al these

o' 2015 rewaire
el Veyt LT 0L K 1 aPak ATy uChaG o SR h P sl e Snaoption

~snpY. ggl?ﬁ"lm"%v2 *sxd3b9+ereft’ *s#gttatl oi L: ‘cssiary sxvlieftxflted q p
_ P aaktttoo=" | =1$683pni ,£2422). +E#3+~"-S'y' 2. - .. ¢
agat| snC: accr ueﬁzégergmgw&é%%“%gd'?rtﬁelfl‘%bwmg ormat:

317CEE3W DD5D3G332786Ch7EF~T . 7E8, i "" ~..,.eTi COBEg' .cfEMefty .

n”M Vergiogand., pRg R -
. *ISOCTYER peronane} EYOTEM 'ae:mnel d:d':- LT ' R
=pmrssnnel waing e ELtp e/ fase krdl M.sgfmr m:..-acm:gé——'m"

gLz ] ppSed i T IBRASCRO 1 o
@erm 1deM2ig Bosg® sund aﬂryp;a&-'nu" ko> B Iceyiniaa-'\:m;‘:
wRame gxml: eaaxp;eﬁnm' m‘i;keg.tn:&-ﬂm*:-
«fpmily symleeporypbod="nhe md; mim:m's-md‘My:v '
tg&tvﬁn ﬂm:l. &ﬁwtw'm’ m-kmm—*m'a-nxgngivm R PR
wAzplonarion mi NEL gsmi lutonﬂm*sma Y A szzatim
=gaipry smggmm £¥nlz keg- oz*m*a. : m& !déa;
ﬁzxszaﬂmsMﬁazmam o
. cleplevys T
czmall sorel: mteds’ i amai Feyanfoxne .
31?&5&1%553Eﬂﬂ?ﬂﬂ@?&?ﬁﬁéﬁ%ﬂmm
= fitantty .
=fpersons : ; ’ '
spErsmr Hievnne. Korkers st énm:;tea-"m' s:m:i .nfnasm«
mtaa:{m‘ awcrmteﬁ-—-"nn' amh&eyjnfmr"mﬁ m >
< 1y oxmlcepcPuntegarng® sl kayindogs wgr b
!-zyi‘vgﬁ 2Ly ene:mtednﬂm' ml:ge?dntan‘xzx‘mw
- o m:l
wlegigmabion sxmis eﬂam.-edﬂm* -ke&lnfm!xxxf*anag.w sxgnatim
=Eakary soml:enorgptedsSyes? saml:xeyintotoos, . . ée g
_ wmsﬁfzmwwammmzwws ) ;
) x/solavys> ;
) : cemail gxml: teds" " 7 Moo
) e Ereryp né m anm £y mea*fm,mfmun .

ﬁ.f?;zémla
10

In the above example, all the salary elements are secured. And the email
of “Big Boss” is secured too while that of “Worker’s are kept in clear text. Only
the content of the selecied elements is encrypted. The children of the encrypted

element will be left in clear text if not selected.
15 NOTE: The atiribute sxml:encrypted indicates whether the content of the
' current element is encrypted or not. if “yes”, the content is

encrypted; if "no”, the content is unencrypted.
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in this case, it isr repetitive and unnecessary to encrypt all the content |
elements one by one. So we can encrypt the content element with its children as
one block. Here’s the result:
15
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NOTE: If the value of sxml:encrypted is “block®, then the content of the
element is encrypted with its children as one block.
Encryption Algorithms and Keys
5 Encryption Algorithm and Mode
All kinds of symmetric key encryption algorithms, either block cipher or
stream cipher, can be used in this security mechanism for XML. And different
encryption modes (CBC, EBC, etc.) can be applied here as well. DES, Triple-DES
and IDEA are all examples of commonly used symmetric key ciphers. The root
10 element has one alfribute called sxml:algorittm specifying the encryption
algorithm and encryption mode used in the secure XML format.
:) } For example, as shown in the secure XML document given in the above

section:

winml verglenswy gres .
=BRCIXPE heolk STSTER "oook Jdndv%a

<otk ... soml:alsewishmeIpEa/eRCY L.....5
-:fbﬁﬂb . ) ’ T
15 The attribute sxmi:algorithm here specifies IDEA encryption algorithm and

CBC enc:yptipn mode for the document,

‘NOTE: The value of the aftribute sxml:algorithm usually is in the format
ALGNAME/MODE, where ALGNAME is the encryption a!goﬁthm
name and MODE is the encryption mode used in the document.

20 Key Managemenr
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el ement is encrypted with its chil dren1 s one bl ock. Encryption Al gorithns
and Keys 5 Encryption Algorithmand Mode Al kinds of symetric key

encryption al gorithns i t her ¢k .cipher or stream cipher, can be used
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and encrgétioE' de used in the secure XML format. For exanple, as shown in
t he secure “docunent .given in the above section: . ! aQCT2PS E bcck

VCYi* ga . D fhe "Nere % t il .U , rgt re

speci f.i es | DEA eﬂoﬁpq?ﬁnﬁg?%r@?néngﬂ% '“I'@E%eeﬁ’c%g%? g{ﬁgﬁp%?eh{%r e
docunentableidoeetath dheral whenf detrypting rsdiedied iementsoef ithd docannty Thei N t he
format AL MODE . where. ALGNAME is the encryption al-gorithm nanme and
MODE i s ﬂ'}?g’%ﬁﬁ‘ﬁ%#%ﬁ’g"%ﬁ Ne ek ‘f?g'&ﬁéﬂg?o poteehaiMhedpnaliies 2 JUN
2005 VpPgleffsHt nepAitionO0 00196 12 One special feature of this technol ogy
Is that we can use different key values to encrypt different elenent in

the XM docurf¥f wayi tof prodent keyyvaluesiis to eneryptthemiusihg theddotymént key

L Ao oY “TH G ied W RSIME e 4o e S Sty of° ™
the corresponding element. And the document root element will have an attribute fﬁ)
called sxmi-keyprotection with value "root” indicating that the key values are
encrypted using the document key. )

Another method to protect key values is based on the hierarchical feature

15 of XML document. In XML document, every element node except the root
element has a parent element node:

“..., for each non-root element C in the document, there is one other

eilement P in the document such that C is in the content of P, but is not in

the content of any other element that is in the content of P. P is referred to

20 as the parent of C, and C as a child of P.”
} — XML 1.0 (W3C Recommendation 10-Feb-1998)

Like the former method, the key value of some non-root element will be ij
encrypted, not using the document key but using the key value of its parent
element. The key value of root element will be encrypted using the document

25 key. All elements will have an attribute sxml:keyinfo with the encrypied key value
as the attribute value, and the attribute value of the root element attribute
sxmil:keyprotection will be "parent”.

Both methods has the following features:

. the key value of every element is randomly generated and is unique;
30 « only one key, ie. the document key, is required to be remembered or
saved for secure XML document, |



able to fetch them when decrypting selected el enents of the docurrerm,._Z‘l:th\l 2000
answer is the root key, which is the secret value used to protect all the
key values for elenment encryption. One way to protect key values is to
encrypt tWMe8468Phg t he docunent key 10 respectively. ThePEMSGypetass key
-values are saved in the attribute sxm:keyinfo of the corresponding -

el ement. And the docunent root elenent whl | have an attribute C) called
sxm : keyprotection with vaI ue "roof indicating that the key val ues are

“encrypted g the not h net.hod to protect key values is
based on t@tﬁr erar Jﬁt ‘a{ﬂﬁ@b'ﬁf?’tﬁl kﬂwfﬁé"g‘?lﬁé‘nﬁ' oL malue
every el ement node W“eﬁt@e fiept, el ement has a parent eI ement node:

., for each non-root elenent Cin the docunent, there is one other
el ement PNQEnhe doa’heeratmmm tsbeen: ka/pmteonmhendnatemtwhtchP,mémbdl gheot in
the content of any aaﬁ erren%gthat ﬁh gthe content of P. Pis referred
to 20 as the parent®d mE" LRGeS to qanagdeihe keyvajpes for ajielementsyac
Recomsdxﬁmooﬁfpmjlﬁp%) Li ke the forrmer nethbd, the key val ue:of sone
non-root elenment will be C) entrypted, not using the docunent key but
using the key AlhseeurerXMLsderursents aonvered froﬁmwelnabnnauoemnfddcamembeéﬁnt

at 11 bt SRt e R QAR defPiont are, andred e thecsasure ot

val ue,. arWetdnly introdues sevesd v bitfibates At tﬁé aﬁeahh [rﬁaﬁ ibutes are

sxm : keyprotection will be "parent". Both nethods ol'I'owm ng
features the X _,_value. of ever eI errent i's randonly gener at ed and IS
|que . ofﬂc'_g.‘ iIE

: 5%03 TENL: Keyis, JESh.E ,_5 i ted to be
re nber ed or. saveg, ggggg&e XI\/L doRily e Z”JUN"'- 2 "*M 02/-46893
"PCT/ SGOQ 00196 13 . M&eymemﬂw of dotiksiisx T ; KSYLpko stores the
“encrypt ed keyﬂ&w!&é alement sttettirekenent NOTE. ! Fhe | attrrbute .
sxm : keypr ot ect i. on SERbERgEESeRhi ch - netm}ltiﬁ@iﬂ@acunms to’ nanage t he
key val ues for al | SERLFENIER 5 XM ConfMEPDi-|i £y - | RBQUIRED.
10 All the new attributes are placed in the namespace sxml, which is
identified by URL
http:/Mmww krdl.org.sg/sxml/

As shown in the above examples, the namespace declaration is placed
before wherever secure XML. attributes are needeq:

wmlnsimonli thep: / e vl ory. sg/smle
_ 15 Secure XML Document Operations
:) ,} Now we give the procedures to author secure XML documents and decrypt
them.
Document Encryption
The document encryption process is illustrated in FIG 1. When authoring a
20 secure XML document, two inputs are needed: source document and document
key (11).
The source document can be already in secure XML format. In this case,
the document key should be 'equa! to the corresponding value, the existing
| namespace declaration with attributes of document root element - sxml:algorithm
25 and sxmlkeyprotection - will be kept unchanged.



All secure XM docunents converted fromwel|-formed XM document ar& 2sdWil 2003
wel I -formed. No new el enment definitions are added into the secure format.
W only introduce several new attributes into the docunent. The attributes.

are sxai WA EIH6EBt mt BATA ~ei xnrrneri - s3cNr ey atect atOREGEW0019% a eat)

"~laa [r - g~enera2 -at _ est aces nail : encrypted (yes}i .~tif .: : -

aa~n7.:lceyitfo - .....:-S .'.: 1?I?~;l}4_ZlR 10 All the new attributes are
identified by IJRL

pl aced in the nanespace sxm, which is

http://ww. krd]..org.sg/sxmq¥ As shown in the above exanpl es, the nanespace °
decl aration i S'fﬁﬁﬁc%ﬂcﬁe‘#‘?ﬁ@nﬁﬂfeﬁeiﬁ@t i seouee XML formahuthep namespaced:
- 15 Secure XM

nlj sb> . =3 5raP6|l|?+n r L..~;r-gl,.s9/sr R- s o
Docunent eratirons _ Now we give the procedures to author secure XM
document s and xawinssrin="Hip/WRLkeibig.sdYsxmpt | on The docunent encryption

process i@ai | lustrated in FIG 1. Wen authoring a 20 secure XM docunent,
two i nputshafbe 41@&9’9‘8?0 the pitdbuigdistehthexoet eletuenintAnd epctyption dgerithour ce

ey shoniiepnB8e ey ishadenihi g s spetlib of i cBenaPnproRese tbe
decl ar at ivgiventds tiet valesest aftrisltes skatalgofithra| A1 Bl kEYBlotEdt of ieh 25
?’2:?’/ %%r&%éﬁtc}ﬁ;ggm‘@v&gbﬁg Eggbngﬂfhﬁggﬁgt iZnJgglcﬁr e XI\/L" format, then
pear ot ¢ IharRd BT ardl Wkl St e VR,
5 and nolgesedsg themalpamone bisckodth ehilven idiérmantsoor imdividuallypt Thenhecess,
and) 10 element encryptioﬁ procesé is applied on the document root element (14) and will -
be applied on all elements recursively. After the element encryption process, the M)
atiribute of root element sxmil:secured should be set to “yes” (15). And finally we
get the result document in secure XML format (16).
Eiement Encryption Process |
15 The element encryption process (FIG 2) starts from the document root
element and then is applied on all elements recursively (14).
When the element encryption. process is applied on an element (21), the
attribute sxmnl:keyinfo should be checked first (22). If the attribute is already set,
- then the key value for this element can be computed from the atiribute value.
20 Otherwise, a random key value is generatéd for the element and the attribute
value of sxml:keyinfo is set to the encryption result of this new generated key
value using the document key value or the key value of the parent element. pﬂ)
- Based on the elemgnt selection (13), the element is processed in different
ways. If the element is to be encrypted as one block with its children, then the
25 atwibute sxmlencrypted is set to “block” (23), the whole clement with all its
children will be encrypted as one entity using the key value for this element (24),
and the ciphertext is given in the result element (29). The encryption process for
the elemeni ends.
If the element is selected to be encrypted individually, then the attribute
30 sxmlencrypted is set to “yes” (25), all the text nodes (content) of this element are
~ encrypted using the key value for this element (26). If the element is not selected
and is unencrypied in the source document, the attribute sxml:encrypted is set to



I's given as the values of attributes sxm:algorithmand sxm: keypr’“ot%cgl on
of the root elenment respectively. (12) The next-step (13) is to decide
which el enents are sensitive and the way to secure them (as one block with
children Ve &#8%%5 or individually). Then the 10 el enent BCISGEINING pr OCeSS
-is applied on the docunent root elenent (14) and will be applied on all

el ements recursively. After the el emenr15encryption process, the I)
attribute of root elenent sxm:secured Should be set to "yes" (15). And
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the docurisnippliea’ oncefiTeiE GHirér WerenPR! 281 OREL! of GRGbREiS gl V©' ¥
),

(14). When the el enent encryption praqcess'is ‘app

the att Pregpssedxihe ikesulhfor Simelainént ernorpptioh is ghien(@R). The ehenption but e
i's al rea%ﬁg r her, the tke¥‘_val ue for this elenment can be conputed from
the attrfFk ng  CIeHH ALY t se, a random key value is generated for the
el enentg muhm-.mééw‘ﬁ, val ue of sxnl:keyinfo is set to the.encryption
result of this new generated key value using the docunent key-value or the

key val ue of Whiseswanis t view comtentsi ob sontecentamted elehents na(Seduret he

| t g dan diff t - S f oth lemrent is to b ted

s one. bIBLIRAFIER thisd oS aan By Recrymied first whie othen clomenis eeer Fs
t to "iftankd , i ' ' |

set to udhied) , TheadedigborepRIPRES :ﬁk}.:&éib%&rm 'ts?ﬁgsscgra!ae?rﬁeﬁf %% ,?Qﬁ%n 4 the

encrypted as  one ntity usi ng the key-val ue
g

ci pher t &omputation, (F1G 3) end dosyment deenyption (BIG 4).The encrypti on process for
t he : . |.S selected.to be encrypted i.ndi vidually,
_thy | TERmeiRt Rey) ﬁ?%%%?’%t ed is sot to "yes' (25). all the . °
“Jext - nodes (Befmrena)saﬂuremedmntas&!eméaphsﬁme@mehﬂq@égy. ue for
this el g%ééG . |1f the element is not selected and is unencrypted in
the souPged mp,“?ﬂw?%ﬂfﬁ%ﬁwmawgmmm5 VO
02/ 4689hid uRe' _ iys.. | nged.
CohipRANS edsb soune séauit RML EP&JIQI@M B ‘e g%@%sggﬁaﬁ.gg

Then t,hg el ement encryption process is applied on
el ement 4oqum@t kexs (38). Jihis process isrusuallyshald oprseressside. t he result for this

glngg?gt encriiRd i §id | odliniEnt %%}ypﬁgnep%%f)tt};?sn prgaggsesgta;tgrﬂgpne t?'Ieement
document root element (32). If the element is selected: for decryption (33) and
user has access right to it, or sxml:keyprotection equals “parent” and there is
already one (element, key) pair for the parent element (34), then the key value for
this element will be decrypted and one {(element, key) pair will be output (35). For
20 all sub-elements, repeat this process (36). o
- } After this process is finished, a set of (element, key) pairs are generated
- ) 7 fordocument decryption (37).
- Document Decryption
After (element, key) pairs are prepared, the source secure XML document
25 is ready for decryption (41).

Again, the document decryption process starts from the document root
element (42). For each element, if the corresponding key value can be found in
the (element, key) pairs (43), the content of this element will be decrypted using
the key value and the attribute sxml:encrypted is set to "no” (44). For all sub-

30 elements, repeat this process (45).

After above procedure is ﬁ_nished, we need to check whether all elements

are decrypted or not (46). If so, all secure XML attributes and namespacé



5 Docunent Decryption if user wants to view contents of sone encrypt ea2 JUN 2003
elements in a secure XM docunent, these el enents can be decrypted first
while other elenents are |eft untouched. The decryption process includes

two st ep®O ¢2468%%ent, key) pairs conputation (FIG 3) and EOLSG®ING

decryption (FIG 4). 10 (el enent key) Pairs Conputation Before a secure XM
docunent is decrypted, sone (el enent, Iﬁsy) pairs need to be conputed based

on user's elenment selection and access Tight. Surely this conputation
the correspondi ng docunment key (31).

need oLl cur docunent

Thi's pr olECEraton shobitbs detayirds Bler Acnaw XNE decunehtcisigensroted with

(35) P S Aement dedhieet Ja0), Hilel i Meloinest deiTyPliof SProssss TR e

right tofimishedr sxni:keyprotection equals "parent” and there is already :

Chis ol chERPSs ARl USing SecuradBIC e (ol omont Kby) pair wil be output

35). §or . 20pnaihis SE&IdH. §'E " LS. R 36) . After i S -

|(or o)cesf i $ f%@ﬁsed, a é?t o* Elﬁe‘l’e@npfg%é?mﬁgzﬁﬂé@%&gwgpeoﬁgﬁﬁ?

dOcurrentl'lQh(ﬂﬂ'ﬁﬁ]amﬂe('s Tyst gnidamm;(forf?wemgm dggﬁméni aégg@.][l@edéeé)xmte! rs

are pre e squrce ,secure, ocunen IS rea or decryption

(41)'.O A@ﬁ%%%saﬁﬁmmb%ﬁim r yvayscaat @sgﬁb%dfnﬂﬁztsn@ﬁmaadégg T oot

el enent ag4Re setafityeslhie o%ﬁﬁﬁ%'gég{,ﬁ,%rﬁgéq espondi ng key val ue can be found
irs ,

o
in the (el enpent, key) pa e content of this element will be
decrypt ed usUsyally ene dpcumient semver (&1 )astares alleserund XKL dob@sehis et tO

or e 5 caeure XML, ipBiReng dafte.te) A alsidruent Keys dncdeamenickes  y pt od
O Aot 50 Theee sl s it ofe HEPIRER S sl L0, )
docurrerﬂmﬁ?"@g%!it(% Wit inpsif | feeme gouresmXML docuipent cancl lpcuiient keye
docunerjgpgkecr ypti on process is finished. ' -
In most common cases, client (55) logs on first and browses the
15 undecrypted secure XML document over network or some terminal. I client is
interested in the contents of some encrypted elements, client will send element
selection and other information (some payment data usually) to the server.
The server will verify the user information first and check whether user has
the access right to the elements user selected based on the access control policy
20 (56). If all checks are passed, the server will decrypt the key values for the
} elements user selects and output some (element, key) pairs. Then a document
decryption agent (57) will decrypt the document for the client using these
(element, key) pairs. The document decryption agent can be either client-side or
server-side. ,
25 - Then the client can read the contents of his/her choice if client has the
access right.

Copyright Protection
As the selected sensitive information is provided in cipheriext and only
authorized users can access this kind of information in secure XML document,
30 this technology also suggests a new method for copyright protection. I the
pub!ishers adopt this mechanism for their electronic publications, then “other
parties cannot provide key information for accessing the secured data in the
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Access Control Using Secure XML 5 In this section, a sanple usage of s%cure
XML docunent is given. Please note this sanple is just guidance for secure
XM. docunent usage. Secure XM. docunents surely can be used in other ways
not descrVBd34683this section as long as the security of PCESGIGeeeRNtS i S
-guar anteed. Usually one docunment server (51) stores all secure XM
docunents in 10 secure XM. docunent d ﬁgase (52) and all docunent keys in
docunent keys database (53). These doc nts and keys are prepared by a

‘secure X i.ng t ool 4) with input fromsource XM. docunent and
docunent I\&%%"g%]é{q St'!."s I em&“(ag Mﬁh@%%@‘ utiizedhis meshamisystooprotectdheiand

browses tdlectrdfic 64 ed secure XML docunent over network or somne
termnal. If client Is Interested in the contents of some encrypted
el enents, client will send el enent selection and other information (sone

paynent data usually) to the server. The server will verify the user
information first and check .whether user has- the access right to the
el enents user sel ected based on the access control policy 20 (56). If al
checks are passed, the server will decrypt the key values for the el enents
user selects and output sonme (el enment, key) .pairs. Then a docunent )
decryption agent -(57) will decrypt- the document for the client using these
(el ement, key) pairs. The docunent decryption agent can be either
client-side or server-side. 25 Then the client can read the contents of
hi-s/ her choice if client has the access right. Copyright Protection As the
sel ected sensitive information is provided in ciphertext and only
aut.hori zed users can access this kind of information in secure XM
,ﬂgoﬁunent, 30 this technol ogy al so suggests a new nethod for copyright
pProtection. If the publishers adopt this nechanismfor their electronic
publications, then other parties cannot provide key information for
accessing the secured data in the (r)2 JUN 2005 WO 02/46893 PCT/ S000/ 00196
17 docunment. This means that publishers can utilize this mechanismto
protect their electronic publications.



- 2 JUN 2000 CLAIMS 1. A nethod of providing XM. docunent securlty*ﬁyJMﬁyﬂM5
of eneryption, the encryption being in accordance with any synmmetric key._-_
cryptosystem the docunent having contents defined by a plurality of

| evel s, nanely at |east an entity Igvel, the entity |evel having at |east
one el enent | evel including elenent(s), the nmethod including providing the
encryption at the elenent |evel; key nmanagenent being hierarchical to

enabl e the conpl ete docunent to be secured using only one key. 2. A nethod

as claimed in claim1l, wherein each elenent is encrypted using-different

key val QeAiMBor different elenents. 3. A nethod as clained in claiml or

claim2, including the further step of provi di ng the encryption to
m; 1to 3,

sel ected el epent t hod as cl aj an ne . of

i ncl udihg ttf%"\eﬁ‘g"gﬂfé?mvé‘l’@p{@f °°HF‘80‘|SSF‘H'G’$W@V EW&B& b e er?c'a °8r dance with
a predet er nibeing is eb®rdanccowit empesiniredtic kel cryptorystene dheadoasmenhiatingn cl ai m 2,
‘é"lnglrﬁ]' g eaﬁ h:roét‘éb(ts \ﬁ@f’inﬂEb&% pﬁfrélﬁj‘gﬂmreéfsg)réarﬁé& h‘telaaés?an éntﬂ?ié&@ldtrﬂsenﬁ a: {ngp:apent
el enent 7. iF ﬁL’Ear‘fﬁ'Qaé |9RF 'elf‘fqéﬂcﬁ‘ﬁ'ég e(ﬁﬁ'@?t&?ﬁh‘? H’@X’ﬁg)ﬂc{}’& fie of a root
el ement is @raviging thecdneryptiod abynealed'@ot}amhﬂ(eklegnagenembﬂm higwrehisaldb ai med i n

claims3, Whehading Bndd adkahidf b be SRGRUDSAELYSHEGeR  document ey, 9. A

nmet hod as clainmed in any one of clains wherein an indication is
given whether there are any elenents with encrypted contents in the
docuneat 10A rethwdtdsatbings! it claime.dvhiereimench elemenlfis etcniptast ysingddiffprenhvher ei n an

i ndi cation & vau¥eir @fererit BRmEMASS yPtion al gorithm and. encryption node used
~hn-the securi'ng the XM. docunment. 11. A nethod as clained in any one of

Clafl ms 1 to 10, wherein an indication is given of the key nanagenent
et hodB. us edA methot as eleimed ie claim 1 goaaimsh includiENDERYtSIAEER OF | PEA/ AU C- 2 JUN 2005

19 12. A ngirbddingtfie edciiptid@ito sEle@dyei@ngntef. clains | to 11, wherein an
indication is given of whether the content of an el enent is enerypted,

encrypted with its children as one
A method as claimed in any one of claims 1 to 3, including the further step of:

providing the encryption in accordance with a predetermined schema to element(s}.
5. A method as claimed in claim 2, wherein each key value is a random key value.

6. A method as claimed in claim 5, whereln the key value is encrypted using the value
of its parent element. )

.

7. A method as claimed in claim 6, wherein the key value of a root element js also

“y protected by a document key.
7 )
' 8. A method as claimed in claim 3, wherein the key value is encrypted using a
document key. -
9. A method as claimed in any one of claims 1 to 8, wherein an indication is given

whether there are any elements with encrypted contents in the document.

10. A method as claimed in any one of claims 1 fo 9, wherein an indication is given of
the encryption algorithm and. encryption mode used in the securing the XML
document,

11. A method as claimed in any one of claims 1 to 10, wherein an indieation is given of

the key management method used in the secure XML document.

AMENDED SHEET |
IPEA/AU : .



bl ock, or ts unchanged. 13. A nethod as clained in.any one of cl a2 dUNo2003
12, in which the indication is provided by way of a nanmespace decl aration
to specify field(s) of attributes used in the docunent 14. A nethod as
clainmed in any one of clains | to 18, wherein information about the key
values for elenents is stored. 15. A nethod as clainmed in any one of clains
1 to 14, wherein the well-fornedness of the source docunent is
substantially kept in tact ' 16. A nethod of protecting copyright of

el ectroni ¢ docunents using a nethod as clained in any one of clains I to
15. 17. A nmethod as clainmed in any one of clains | to 16, wherein an

el enment12i s ehmeihed axdained n dny one bii diaimse htoel 1ewksieis aa hdipatienlis giedn df8. A system

adapt ed to RpRitkARe Edhtedl OF HBRMeRGS Bichipled PohclyPitd Ytn RO ERMRM Rbnet e ~
docunent ha\eql?gg contents defined by a plurality o evel s, nanmely at |east
an entity | - OrSHAChERR8% v | evel having at | east one el ement |evel

including el ement(s), the systemincluding encryption neans adapted to

Cncr ypt on. (ohcths i3 sy cre SYERL D16 12 Rl e iR E bR L Cenent
bei ng hi er aggﬁialﬁé’Pat??"ﬁﬁﬁFe&H%E’ﬁ%Fﬁ)F@ E%@Mb"l‘%f' B¥dsBAlf ed using
only one kegocumgnt. A systemas clained in claim 18, wherein each elenent is .
encrypted using different key values for different elenments. 20. A system

as clajyred jn glaim218 or claim.19, erein each el ement i ble to be
encr ypi“rend3 \&WW@S ‘éﬂf“f*gf"é"}'?y@'l‘%?é%l"?m@g @ﬁ@eﬁrfﬁ Q’"?%’?“ %%'S’f’g?ﬁ as clai ned
i n any one ‘@luegfopelpmeds isetep@. wherein the encryption neans provides
encyyption to selected elenent(s). AVENDED SHEET T | PEAJAU a_2 JUN 2005,

20.722. A sy, s claiped in any ane .qf ,cl ai 8.1t0. .21 wherein the

encr y|c;'t"S fon Asn!égtﬁyasp'ﬁ%ﬁesa"g r?@f %?’f'g’ﬁ 1iq?\ @6@8&%&%% g’e@'fq{'ﬁéﬁ'eﬁ %fget erm ned
schema to deciouiee gagumentys substantialle kephio tadtai med in any one of clainms 18 to
22, wherein the key value is a random key value. 24. A system as cl ai ned

i clgkm 23, b6 B prdtiifing DipyightUst &iSorbRE dbRInTsUSLRY ol MEmYR e

claimed in any one of ciaims 1 io 15.

17. A method as claimed in any one of claims 1 to 16, wherein an element is encrypted
with its children elements as ohe block.

18. A system adapted to provide XML document security by way of encryption, the L
document having contents defined by a plurality of levels, namely at least an entity
level, the entity levet having at least one elemient level including element(s), the
system Inchiiing encryption means adapted to provide encryplion with any
) ) . symmetric key cryptosystem, and wherein the encryption means provides encryption
. at the element level; key management being hierarchical to enable the complete
document to be secured using only one key.

- 18. . Asystem as claimed in claim 18, wherein each element is encrypted using different
key values for different elemenis.

20. A system as claimed in claim 18 or claim 19, wherein each element is able fo be
encrypted with its children elements as one block.

21. A system as claimed in any one of claim 18 to 20, wherein the encryption means
provides encryption to selected elemeni(s).

AMENDED SHEET
IPEA/AY



of its parent, elenment 25. A systemas clainmed in claim 24, mherein%$ﬂe4gﬂ/ﬂm5
value of a root elenent is also protected by a docunent key. 26. A system
as claimed in any one of clains 18 to 25, wherein the key value is
encrypted using a docunent key. 27207 systemas clained in any one of
clainms 18 to 26, further including indicator nmeans for indicating whether
there are any elenents with encrypted contents in the docunent 28 A
systemas clainmed in any one of clains 18 to 27, wherein the indicator

means BJOV' ggste%t‘at BLEab gﬁfL&gms%w?t ig,@reﬁhggu&% argag?@pgr; éplt 'n ogny

node used in securing
one of clai nMOﬂfESPWnWWCQW@QNWWd ﬁ‘é‘&ﬁ@w?ﬁ'ﬁ‘tﬂ“@es an indication

of the key management method used |n the secure XML docunent 30. A system

as cl a:eged wﬁﬁp‘%’hone of clains Q 98 tg\lg?r‘g#épeﬁ 'fhee el prg)aﬁgttgré neans

provid at Slﬁmbetd et ﬁr@rot e conten iI'S encrypted,
encrypted \endamikegvaldd.| dren as one block, or is unchanged. 31. A system as
claimed in any one of clainms 18 to 30, further i ncl udi ng storage neans for

stori n I nf sg%t ! Ong% %&Qﬁu de\Xhere?‘n hl‘g a!ue lgrﬁc&pﬁadi%ia? B’A{g%’g? gm ?(Cl\i/ipt ed

to use ny one o Yo s

documents AIVENIDEB"&'EEEIM— | PEAAA(J - 2 JUN 2005- 21 33. A system as cl ai ned
in any one of. clains 18 to 32, further including access control neans

providipg cgntrol _of C Ié{\/ja,,? Nt encrypted
in accggdange aQ @f\cg}dr?%é% gel%rr{gg%’h\'éﬁe Oﬁe 'qgrﬁg%rlgrs 1 to 17 35.
An XM docu%ﬁ%*%hb???ﬁ'-’é’t?"ﬁ"ﬁ’)faccordance wth the system as clainmed in any

Pan of clains 18 to 33 36- A conputer program product including: a

| coﬁput %Q;WQ@ NS T Qgge a0d conput er
%I e sykﬁeem [o{0) nbo%q'eﬁ%on s%:hs ﬁeatg?%m%thgieagiri%\rﬁegh ngeXIVL docunent

read
rypted using a document k

. 27.- -Asystem as claimed in any one of claims 18 to 26, further including indicator means
for indicating whether there are any elements with encrypted contents in the

decument,

28. A systern as claimed in any one of chaims 18 to 27, wherein the indicator means
provides an indication of the encryption algorithm and encryption mode used in the
securing the XML document.  ~

29. A system as claimed in any one of claims 18 o 28, wherein the indicator means
provides an indication of the key management method used in the secure XML

) ) document.
30, A system as claimed in any one of claims 18 to :ig, wherein the indicator means

provides an indication of whether the content of ati element is encrypted, encrypted
with its children as one block, or is unchanged.

31. A system as claimed in any one of claims 18 to 30, further including storage means
for storing information about the key values of elements.

32. Asystem adapted to use & method as claimed in any one of claims 1 to 17 to secure
XML documents. -

AMENDED SHEET s . .
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security -by way of encryption, within a data processing system the 2 J.UN 2005
encryption being in accordance with any symetric key cryptosystem the
docunent havi ng contents defined I% a plurality of levels. nanely at |east
an entity level, the entity |evel ving at .least one elenent |evel

I ncludi ng el enent(s), said conputer program product further including

conput er readable code within said conputer usable nmediumfor providing

the encryption at the el enent |evel, key managenent being hierarchical to

enabl e .{,he ¢O t USRS ik K@Vtrol37. A
conmput é”.E’ pr c%g%ﬁp%o%@%s%@% &éﬁmﬁf\%ﬁ?mﬁ'g@@ "\%Eg%‘%ig%&éach ?al enment is
abl e to be mesps povidiag Gental of eecetsip I@deF@®enent as one bl ock 38. A conputer
program product as clainmed in claim36 or claim37, wherein each elenent

I s encrypte [N ' | I . ﬁf%l}to% 139. A
corrputg‘ prgﬁﬁﬁ%éh%ghﬁkﬁg% aﬁé&gﬁﬁ{hgwgﬁ% agP%'lm(ré}g 3 t0638, wherein
the conput etclaeadéble code is further adapted to performthe nethod as
claimed in any one of clains 1 to 17. AVENDED SHEET | PENAU

35. An XML document encrypted in accordance with the systern as claimed in any one
of claims 18 to 33.

36. A computer program product including:
a computer usable mediurn having computer readable program code and computer
) readable system code embodied on said medium for providing XML document
ad security by way of encryption, within a data processing system, the encryption being
in accordance with any symmetric key cryptosystem, the document having contents
defined by a plurality of levels, namely at least an entity level, the entity level having
at least one element level including element(s), said computer program product
further including computer readable code within said computer usable medium for
providing the encryption at the element level, key management being hierarchical to
enable the complete document to be secured using only one key.

A computer program product as claimed in claim 36, wherein each element is able

37.
to be encrypted with ils children element as one block.
38. A computer program product as claimed in claeim 36 or claim 37, wherein each
element is encrypled using different key values for different elements,
-~
2)
' 39. A computer program product as claimed as any one of claims 36 to 38, wherein the

computer readable code is further adapted to perform the methoed as claimed in any

onhe of claims 1 to 17.
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