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1 DESCRI PTI ON COMMUNI CATI ON SYSTEM AND COMMUNI CATI ON

METHOD 5 Technical Field The present invention

relates to a comuni cation systemincluding two

conmuni cat i on appar at uses capq?le of encrypting

transm ssion subject data in plain text to render it

as encrypted data and t h&ESCRIFS#ONting it to the

communi cation apparatus at the other end and al so

decrypting received encrypted data and rendering it as

the t 1SS | ec ta, _Backaround of th

| nverft OSTENT b sYTERANE Con N GRS et on

used in a situation where it is necessary to keep

transm ssion subject data transmtted between two
TeeRMIBAIMHigat i on 15 apparatuses confidential to a third

party. Although various encryption techni ques are

pr ofths prtsantdnveneion falatey @i cdmmisieqionhe stidNSiims it

subj ect data confidential, it is difficult to
coggplication ppparauses caphble gipdrnicoypting tansmidsion bubjemtdetadh plain text to
ngunication performed by encrypting the transm ssion

renglepjt g encrapiad A apd thep rApEmEing ity eLoprauention apparatus at the
tti t.he.t i i. bj t t b .. ..
ot s S T ok AR R e Plpfeitaafiind rB¥deRiogit 45 the rapgpission

E&%ald NY apparatus on a transnmitter side, encrypting
ach prece of the cut data and transmtting it to the
comuni cati on apparatus at the other end and
decrypting received data on the transmtting and
Backgreind ofghafipentiéris on a receiver side. In this case,
‘the transmtting and receiving apparatus on the
t r ahBeribavermeitippedermmbpicatiemsysiem isngedinch sisptow ivhgre it is
apparatus on the recejver side performencryption aor .
ne?fégﬂfi} ] k@?ﬁ trapgmissign suljesfglattramspaited hetween ®ipgenyBumgcation

ook BRSNS Aol S8 O T e

.prdygsaﬁﬁdﬂﬁéé hpéﬂdkﬁtl}é &B@@gﬁ@gﬁ%g{ﬁ tesnit}}g&g _%‘EL} %]ogﬁid‘eﬂt?ai, it is difficult to

cryption- is broken o
coRPREINpreabhtRcApRoc ONSBGENt | y broken. 2 An existing
apparatus perforns the encryption or decryption in
st alcgemdial,edmnmiricatios peifoasedboérdcsypling ke Riristnission subject data is
Therefore, in the case where the transmtting and
perferasid\byngping a procedure of cutting the transmission subject data by a predetermined

number of bits on a transmitting and receiving apparatus on a transmitter side, encrypting

“each piece of the cut data and i:ransmjttillg it to the communication apparatus at the other end

and decrypting received data on the tra_nsmittihg and receiving apparatus on a receiver side.
~ Inthis case, the transmitting and receiving apparatus on the transmitter side and the
transmitting and receiving apparatus on the receiver side perform encryption or decryption
processing in fixed units, such as 8 bits or 16 bits.
Therefore, in the case where the size of such um"ts are known to a third party, there is a
higher possibility that an algorithm used for the encryption is broken and the contents of the

communication are consequently broken.
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apparatus perforns the encryption or decryption in the
sane units as such standardi zed units, it becones

easier to break the algorithmused for the encryption.
5 An object of the present invention is to inprove the
communi cat i on systen1inc|udin& t wo conmuni cati on

appAnGEKisSag apeRat ferBbrnnBE ¥l fitbntdp aeér?ﬁﬁtﬁmnsgimﬂartdiz;d units,
S encrypte

subject data Iin plain text to render i

suckaase8 bitsort Iioehitst r Themfdre, inghd das¢ ovhtleehepayuiiitingtand Peceiving
apparatus at the other end and al so decrypting

appaalls pedorsthe prcsyptitam or deacyphiom iethe sayn¢ wnifssastsheh standardized units,

it DSRRRERAE P B e s HBR aloD o e PP Igir ty. 10

Di sal : ion T hi th bj ect he. .

0. S e MO0 U B b
twd %6ﬁﬂﬂmjdafi&??ﬂa9ﬁu§$§ SapdRESE éﬁ%%}%\;‘ﬁh ﬁle%%fysfggésgﬂfgct data in plain

system according to the first ention I ncl

texftits BnddiSit axvemetypiteipdato inBHBA trah 4sittaiddt & the€ 6Mfthunication apparatus at
_communi cati on apparatus as two conmuni cation

- theaptherrenrlwné glso dperypingfeceived ynirypied data asdiendering 8 abjhedtansmission

data in plain text to render it as encrypted data and

sublRgi ot s9rfs 1 Todheithe pOsbilibeo dina ke O HSRaVaL s at
the other end and al so decrypting received encrypted
data and rendering it as the transm ssion subject

Di%ﬁrecﬁqﬁgﬂvgﬁti&{rﬁ comuni cati on apparatus and the
a

second communi cation apparatus of 20 the

CONMTY BEifiddd HE oBYSt fIY iR AHRSs Breof pobi
cutting the t?gjﬁsm ssion subj ggtwg {)é&%%ﬁ?ﬁ%@eﬁtﬂfu and a second

 invendoedecribeddstlowinber of bits into nmultiple pieces of

transm ssion subject cut data and also cutting the

encAyjeruandeatian systemmotardipigdo thedirssineéntiondnglpdesch fingt

data, by the same nunmber _of bits by which the L
CORAMMFAHeRARPIF AU @WCMWWVﬁWPPWtWﬁ@WCmOH

apd R o Pt oPRSRRgh PFhieet et imBrath BB o
encfcrgén@[% A4 afi @ L rﬂaﬁ@ﬂtﬁﬂﬁ ﬂ't[ﬂg ﬁ{egtoéfm it ?atig)g %?ﬁagrﬁﬁg %& tfh)? Ié)ttheea end and

nication appara nder

_ bject data.
al gorithm used when encrypting the encrypted cut da?% 2

t 0 Bethdbs fitst c@smithigatidn appBiRateSinAIths sepbed totitifunitation apparatus of
connecting neans for connecting the decrypted

 thetoommmsyrieation systerb jcomiprisertcuttbngameans fertting the fransrhissiGn subject data

transm ssi Qn subject data; and transmtting and

by ppesdietrrmieraumber of bitsintosmitiplenjecen of transeaipsiom ghiers cut data and

als§ @&é%& ttl%deng:%;p?e’d data into multiple pieces of encrypted cut data by the same number
of bits by which the encrypted data is cut when encrypted; encrypting and decrypting means
for encrypting the transmission subject cut data with the algorithm common between the first
communication apparatus and the second commmunication apparatus to render it as the

e_ncrypted data and decrypting the encrypted cut data with the algorithm used when

- encrypting the encrypted cut data to render it as the transmission subject cut data; connecting

- ‘means for connecting the decrypted transmission subject cut data to render it as the
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And the cutting nmeans of the conmunication systemcuts
~.the transm ssion subject data so that at |east one

pi ece of the transm ssion subject cut data has a

di fferent nunber of bits 5 fromthe other pieces of

the transm ssion subject cut data. Wien cutting the
trah§TAREGHH SiTjEW0 dﬁﬂdbmﬁpﬂmﬁﬁﬁtﬁng Rl BRBRIR hEhs Fl8ransmitting and

transm ssi on subject cut ata, the conmunication
receipsngetne cutrgptetidatar ansm ssi on subj ect data so that at

| east one piece of the transm ssion subject cut data

hasAad e qudingmeang b Sre eommimisationsystemeuts the tragsingssion subject data

f tﬂe transm ssjon subject cut data. Therefore, even .
so ﬁ*ﬂ‘ aeayt gos Pl@ﬁ?ﬁf}@% rapsgpissinn sehyeqt wdagrhasa difenenigignbeg of bits

froff e bt GrIRE bt Bt it BB s ener yptod
o o e IR, E AR o RR A ARG ERR O, PhookFaRR subjectcur

datae yoinafinfvdtion sfster® tutd thll ddrRh@dttonSubiRel dadf so thhd &t 1dd506he piece
t he other pieces of the transm ssion subject cut data
of the wahsmission yphject coudatalhisa diffErent afmber, of bite frofethe piier pigces of the
a code, processing in different units from8 bits and
transgniggien; subjechpitcditanr dhgeafereagvenrif ansalgsrithion used fordhe shargption is

T A L ——

e 1 kg S Sl G B g o

pieg‘?éft t?}nIE Sraﬁﬁhlrs SloR Sibj¥ct bt RALEKME %ﬁ%&gﬂe@ QuCRIYY GiffetAPnumber of

communi cat i on system 2 conmuni cat1 on

bitsftsinaht atheopidcas®f i tdimlidsichl subRéedit dA of @ik derypled cut data.
foll ows. The conmunication systemincludes a first

Theyefore wheatdeoryptipp a cade, pravesking matifferent witstfrom 8 bits and 16 bits
apparatus as two communi cation apparatuses capabl e of

Wht?S@F%%HBFPé unity gfdate BEoCessing ip pecessattyfan af leag aaiepiaceof theo

render it.as encrypted data and fhen transmtti it )
tra IS gL DI i IR QR S SNS (4 dafa pybat e s ety in analyzing
ituﬂ{hsﬁ%&%%)é&ﬁi ﬁltgr.recei ved encrypted data 25 and

ren

ring rtras ‘the transm ssion subject data. Both
t herHerétote, ROEMHEARLE B BRE %&fr Wbreside Ji’ﬁné@&ﬂﬂﬁh ication of this
comuni cati on apparatus conprise: cuttifig neans for
commtuhicagpn systebd. ansmi ssi on subj ect data by a .
predet erm ned nunber of bits into multiple pieces of
t r o soingBinmation bystean acooirdidg tatherfitstahwamtion thn bgag fodlows.
encrypted data into nultiple pieces of encrypted cut
dat Bheppmmenieation sysiamdrcipdesy fisst epmmpnicatiqrhapparatus and a second
ted data is _cut when _encrypted; conmn

cor%gﬁsréi%gtilan@p SAEP cgg)aa.glmaiugp pgparamses capable gta énacl:fypting

- transmission subject data in plain text to render it as encrypted data and then transmitting it to

the communication apparatus at the other end and also decrypting received encrypted data
and rendering it as the transmission subject data.

Both the first communication apparatus and the second communication apparatus

comprise: cutting means for cutting the transmission subject data by a predetermined number

of bits into multiple pieces of transmission subject cut data and also cutting the encrypted

data into multiple pieces of encrypted cut data by the same number of bits by which the
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generating comon data which is comon between the
first communi cati on apparatus and the second
comuni cati on apparatus; encrypting and decrypting
means for encrypting the transm ssion subject cut
data with the al gorithm cormpft between the first

et

1
appar at us gener at ed ‘based on the common data receive y
gefierauing dvenaondan whidhois gom@ioatbefgeciB A first OomaidRation apparatus and
the encrypted data and decrypting the encrypted cut
thepkerendonimuiieatidnappatatus; eeyptinigend doonypting mganstfer encrypting the
encrypted cut data,to render it as the transm ssion |
tragsipistien sEhject eyt data with e dlgordthpecomamen petwisem Belirpigopppmication
bj ect cut dat 0 _r.en

: 4 ¥ |
iy B fhe oo B B ltiR b befiiiesa bisel S8 1 sdrion data

a i c S >0
re BRI IR e A TE R plerad Btk ] P of G EhiXI s i and
de 2h8 enéryPted QA _eléthah@a?@ﬁthﬁﬂps@at“qﬁhfenc@bﬁ@me Bflcrypted cut
the transm ssion subject cuf data or the encrypted
dataut rahdenit ne tel tvandmingioh sabjectauy gdte;@nacdingdeeany fdricognecting the
means. The cutting nmeans of this communication system
deerpipted traasmissing subjsstent daibfoaendatat as the trangnistien subgect data; and
| east one piece of the transm ssion sybject cut dat
trapSRIREANIErA RN MR OT Glenppitting andreceifag &Wrsm@é%& and the
transm ssion subject.cut data. The . .
ot APPERE ARl SRR 2 i P3h Jain Phim apouspuy of having the
trahdris86n §5bitQ BEAJLbIMhE RA Pd%%é) Ydthyping¥nd
uéfﬁhg tﬁlgojsarre a goﬁhthmcr?'@rg&{c%e |fré§féﬂg%ﬁﬁu&%i ca{)@ong
de@pp@iginbgns. and the second communi cation apparatus, and
so there is a lower possibility that the code 20 may
be Phokwting Beths ofthisfdomunicution systahicats the rassatissorasubject data so
second conmuni cation apparatus of the first invention

thatatleass ppe Pisse of therignsmission sebjestient dath has dditfepend avmber of bits from

iryelevant .to the  transm ssion subject data in the

theltq RS Pgwes‘{f’ﬁ']s@@tglo&ﬂﬂg?&%“&t d38ept a piece of the

- , it h f th 1
el S ) B 08

cn%?ﬂiticﬁlgénldgir%re)g{l‘foﬁ E%utgfrﬁggfé@s%‘%g%rétﬁz Bk i 2t diEmiiiSfiBn apparatus

the transm ssi on

ot
el

% zgsg[lotg,ﬁ%orm the

- and thejsecdndsimitaivationtipparabhR g soShéke P Bwed pobsisilifitiahe code

of bits of every piece of the transm ssion subject

maylbe bdeken. or the encrypted cut data as the unit of the
encryption or decryption on the first conmmunication
appBetitthe fipyt comaunecatinn apprmstunirshsecond ceppanisation appagps of the
to fagilitate the processing of the. encryption

'ﬁr%é‘b‘ﬂ}ﬂ?’? BRY cOfInrise xipg megns for including dummy data me?el}gmt to the

transmission subject data in the transmission subject cut data except a piece of the largest
number of bits thereof and thus matching the number of bits of every piece of the

transmission subject cut data with the number of bits of the piece of the largest number of
bits of the transmission subject cut data. ‘Thus, there is a match of the number of bits of

every piece of the transmission subject cut data or the encrypted cut data as the unit of the

_ encryption or decryption on the first communication apparatus or the second communication

apparatus so as to facilitate the processing of the. encryption and decryption. On the other
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hand, the third party cannot determ ne which data is
original transm ssion subject cut data or encrypted
cut data and which data is the dummy data, and so the
possibility that the code may be broken remains | ow.
A conmmuni cation system accordi®ng to the second

hahd) B 1hir@'pat ) hitiR AeRrhink Shich ERITHN ERH LARRRGT &St cut data or
and a second comuni cati on apparatus as two

enciypted wiicddta and whish alaatis geslveanp i, Bk senkd yarkibilily that the code may
transm ssion subject data in plain text to render it

be hroken gemyins aw.dat a and then transnitting it to the

co ni cati.on, apparatus at the other end and also
d e%lﬂ‘@ﬂ%&?@i S@%tameweqr?&géa thessesonghigventivnanelpdpsiatfingts
<] | SS] bject .data. Both the first ..
cobrk B AT ARH e b BunBAA Mg pormuncaion
PARRSSAR of fitypuh B CAETOE S0 80 Sl A B L 8 s

enclgp@d @yitadnd MeAdRIEMItNL & 16 M@ mBinibition abﬁﬁ:ﬁml%{ fhie BkRr end and

pi eces of transm ssion subject cut data and al so

- alspieerypting feecized enquymed dath and rendering it apihe tpinemesionfsubject data.

encrypted cut data by the sane nunber of bits by
vhi Bﬁ&tth%ﬁésﬁ ePpRiration apriasates and deeondecosmyrieation apparatus of this
encrypt.in nd decrypting neans_for ,  encrypting. the_ .
co‘f’f”é(‘ﬂicﬁil% %@?f"% B‘EHIB’E%: ERfting smegnsfor Fuitng thy FEsmishipn subject data by a
Jirst .15 comupi cati.on appar at
bl B S P T B R R R 4 Ratggmd o
cuttifi® theSdhefpRidesh i -
e P SR vBIo oL BY B it mumber of
biteby whfrhabe entrystad dath s @ Reh ehéryp@d! dRriptARSAH 96¢r9Mting means for
subj ect cut data so as to performthe encryption or
enariptingethe wrpnsnpinsitey subject tet datcwith dndoa gorithmbionsmas between the first
reference;, connecting neans for connecting the
COTgERAIFatiHaRPREAE T skthe fecond Femmunicatiom apparadus rrgeder jitas the
as 20 the transnission subject data, and transmtting
endFpieq detay FEPT YR Ecthp SRCTHPISS G da% iigh Shicelzoraiben wsesd yhen
. The cuttin ans .of this
enc Pt ML W Gte B0 e O 04 1 ARG Mol enydata so as o
perSHIAhE ¥ncryBor S RE He&g?@dntlﬁu? Lk file duldiier bPBitt £ Hleflbice;
nunber of "bits; and bdoth thHe first conmunication

cormp i gt sforicdnhectiRCBe ek PHed RhhdhisA6n ARthadt @htifata to render it as
conprise m xing neans 25 for including dumry data

theityanghisvian tsubjecttdata; tnd raminsittingrang wjefvihg drtns fop ttalkemitting and
transm ssion subject cut data and thereby matching

0
preglﬁ fott

receivmgthepraypfed Bites of the transni ssion subject cut

~ dat with the reference nunher of bits. The cutting. .
he cting meas g ihis CRABMUGICAUGR FYSRIR GHIS theylgansmission Slbject data by

: me
e R oM GE By B Pl

cothRUfICRINGLap PR arfdf thOidcdnd communication apparatus comprise mixing means
for including dummy data irrelevant to the transmission subject data in the transmission
subject cut data and thereby matching the number of bits of the transmission subject cut data
with the reference number of bits. |

-The cutting means of this communication system cuts the transmission subject data by

the number of bits shorter than the reference number of bits. The reference number of bits
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Wi tafesenceypmber p
10

6 can be 8 bits or 16 bits which is the sane as a
general data processing unit for instance. Thus, when
decrypting a code, at |east one piece of the

transm ssion subject cut data or the encrypted cut
data requires the processing it a processi ng unit

cailbé B bF 16 bREWRicR 4 the Qhmé s RigkReralMat-hobeisih P Bnit #6Fn@ince.
a general data processing unit so that thereis a

. Thas,fwhenuderyypting peode) atiieng ohe pieca bty 3as siistibn sutgenensdata or the

conputer. The first communication apparatus and the
engrypsAPut danrrairesthe procepiing it aproressing daid differediifom 8 bits or 16 bits

cqQnmuni cation system conprise the m xi ng neans_ for, .
whi ME‘? PG 456 %?&Fﬁ%fd%wcww WL thatgherg ds a difficulty in performing

on g AOFEMI PR B HEL oGRS ap B i £E'second

 cobolfintidaB08 H%]]ﬁt?%tﬁpl_lnﬁfﬁg&fﬁf th?suéongiﬁ@ca hnls st&!ﬂ%ﬂfn‘g) I@% ﬁféctﬁixing means

nunmber .of erefore, the Tirst connunic

. fordpplatdiigube anfmy dataileR aRns HOPRIRERh sRjeARIAR! i {thS transmission

included in this communi cati on system consequently

-subjedtont dath endthereppmatchimg thecmobep df kits gfntheeasimigidnosubect cut data

perforned in the processing unit as with the general
EblltSe asBieretpre, the firstrcomsaundession apparatus and the

change a har.dware configuration thereof.  froma
secopfl GHMEUGA OB ARParagis ARsd s commuiFASioptsy e capgeguently allow

e SRR Sl e DR Pt SRS i s it e

gerfthl@onfHuide Fer HisToHat fyndt Bgceigar% E?T}fé&géé %éljd’wtai/e ddh@uration

the encryption may be broken renai

thecenfifitith @ 2bmv@ntisas bagh abn tHotEEARRd, the MR P8 caiibtidtedBine which
foll ows. The conmuni cati on system of the second

~ datapy/ thettiapsmissioh sulgject zuf dats br theramryptedicubidata appwhizhudata is the

and a second comuni cati on apparatus as two

dugiidate. and so theaopubilitythet the gpaiyption BRy bp brokse rergains low.

s Breryprdth Rskahat Mrrconl v e cn brgs FIORG. « he
COmgy %&ﬂ&hﬁﬂa@oqp%éé}nugf tﬁé I{s)%clg)gxd g:%g{icgﬁ @%}uggsg% ﬁl}'sigognpunication

decrypting recelv encry

| appt®ath§8nd 4 85 SGthROnR WL Aipafiath@as t@‘atcgnﬁl'ﬂﬁuéah{)ﬁ taP?ag%tuscs capable

comuni cati on apparatus and the second conmuni ca
of apgpthigitansmisgionisiigect@atd inflaiiBéd So fepferGad dnBypiétBdata and then
transm ssion subject data by a predeterm ned nunber
trangmilyingsit tonthe cominunjshgorpapreestuofit the athenérslzindmlsulzcepting received
cut data and also cutting the encrypted 25 data into
encrypted gpia apd sendsring it ap thetrnsmissimm %lg.leat dja.t he sane

‘nunjer- of bits by which the encrypted data is, cut
wh RO 1B (Y SomuBiAGen wRRsRtyEAEL GE Fergnd Eemuupisation apparatus

coBEMEBTL ler PEPIARA Y AR GE B 5L Ot s

of ﬁﬁcﬁﬂfjmuftﬁﬂ@;%i@éé% A LA rRBGh 36 géttcﬁg&%[ty Rid 4166 Aftflng the encrypted

‘decrypting ans for encrypti

‘data into multiple pieces of encrypted cut data by the same number of bits by which the

encrypted data is cut when encrypted; common data generating means for sequentially

generating common data which is common between the first communication apparatus and

~ the second communication apparatus; encrypting and decrypting means for encrypting the

. transmission subject cut data with the algorithm common between the first communication
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transm ssi on subject cut data wth the algorithm
comon between the first comuni cation 7 apparatus
and the second comuni cati on apparatus generated based
on the conmon data received fromthe common data
generating means to render it ‘as the encrypted data

- appidius 488 teRebdtll doRfin@NEInMRlaPParail s8@drReibhdid URghe common data

al gorithm used when encrypting thé encrypted cut
ret¢edvedefnaia thel donafiod fdta eersingSaéen S tEpHact acht eflé@ptes data and
as to performthe encryption or the 5 decryption by a

- depypting feenpuypiedrcupfath wiith the algorithirensed oehen coonypting thg encrypted cut

neans {or connecting.the , decrypted transm ssion

daa fgirender 3¢ thefransmissionyhiect qut gatasp @s o pasformdhe eperyption or the

R s A N T o ——

degfgr?tedmﬁsigﬂts@oj&rbﬁnt. &éz? '&%rgglﬁ&% %%EQ E%J?strﬁ?si&p Slbg%mg; and

a on an opportunity o ng ansm ssi
traBbijteeg aflecél fing nidank R tRAGHIRE E5hCrdbeifRl thd GfcBIPEQAAAY, and the
the encrypting and 10 decrypting neans. The cutting
comuamsdaty genkeiaing amgans gemtratesths yemaonlatasort dopportunity of having the
transm ssi on subject data by the nunber of bits
tragprgissign sehiegt cotdats ef e eneapied shedatofeckived by thedeniotyphing and
d the.first communication apparatus and the second
CUSRIMEAMERS on apparatus conprise nixi ng neans - for
i nc ' irrel evant tq the transm ssion ..
sub S boting EEs G colnRaRUEIOh o) Ferh it PR i sybict data by
theinbd? 8F BRY stBRdef 'aﬁ%éﬁ?egm \ifsS
transm ssi 0?1 subfﬂect cut g at a%?lvagg?}f}%lﬁé re]’?(sedrqg:rl}ec%m
cofhiitinédation apparsus AitPthe QTR 6 MntuMicaBYS hSFRratRsladBpridefixing means
al gorithmused for the encryption and “decryption in
forsipelnding mungnyadats arqlevano tonthe ransmmissiynp stibgect dmigl in the transmission
~decryption béx using the same algorithmfor the first
subjgchettheata pndthergby anatehing theaumber ebbitvef the ransmissien sbject cut data

20 and_so there is a |ower possibility that

Wiﬁﬁggr%%fggwrﬁﬁgﬁ%n, In the case of cutting the
t L.SSL.0nD: SHDI teer .t h t f
AR S bR e B B8R o
e . f en} e I e same
deltyprPinale) Bd it BUTARR o enbhipfof in@Yodtyplt S5 the sam

algbtithie forabs first thanpaRatibh hpgayat@f andiBY bit8nd BémERERation apparatus,

broken is lower in the latter case. 25 In the case
andhbetheret ib @ lowtrt posgjbitidp timt thetcedé hay bedrokenssi on subj ect
data by a predeterm ned nunber of bits shorter than

t helnrtBf easernt suttingithe trafsnission subjest datx shaytemtanghe refgrence number

either include the d / data at a ecific_ position .
o B, ettt Smsannd OK11BEE b pEpdgjertnined number of bits of by a

different number of bits. While the processing is easier in the former case, the possibility of
having the code broken is lower in the latter case. . |

In the case where the cutting means cuts the transmission subject data by a

-predetermined number of bits shorter than the reference number of bits, the mixing means

- may either include the dummy data at a specific position of the transmission subject data or

include the dummy data at a different position as to each piece of the transmission subject
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i nclude the dumry data at a different position as to
each piece of the transm ssion subject 8 data. Wile
the processing is easier in the forner case, the
possibility of having the code broken is |lower in the
| atter case. The follow ng coftents are commpn between
dafahe Whilesthe prd¢8diigaR A&t th ke REMONGse, 'ﬂEB’ItfdlEfbﬁﬂy oPhaVifp the code
comon data generating neans nmay generate
brgken idivweairdhelaerbsses as the common data. As a matter
of course, the comopn data generating neans nay
gendhafdloming cantinss ardapmmossbeitweent the fiest goentitmandsthe second
. for, the encryption and decryption, the common dat a.
myeBHeR-at i ng neans shoul d generate the above-nenti oned

co n.d i,n_such timng as to 1 enerate it b

o LB° e afa 3G el @ et ey, onsfils PR Aaiioi nubtbers as the
cofl§fon¥dtd, 0 s%ﬁt@&.Jf'cﬁﬁfse,ctﬁmiﬂhﬁﬁhhﬁ%eﬁé@ﬂ léﬁnsatﬂ%l%%enerate any

t he second comuni cation apparatus. [For | hstance,
othlepaR@N data generating neans nmay generate the common

data each tinme the transm ssion subject data is

encAy fierable algotithen esedifypthe éncgprion mddizerypfibrtthe th@mon data.

conmon data generating neans may al so generate the
genesangenns shadd gendrate thenebove-amentivesi commomlate in suph timing as to

ge%g%gﬁyéﬁ?n%'ltﬁg g‘?r%&) h%gﬂ%ﬁgm%%%g)g gnél: Ht@cr%ttioan (ImS the first
coRlr R R ERBE 8 el el et o dige: e

cofition dafa g'eﬂgﬂaﬂgﬁ Je%s ﬁaﬂ .?E%g{ttg ﬁ'%e, co&?ﬁéﬁ %%Q %3%%1 t%rgg te}1e transmission

transm ssion ect ¢ I nc
subjbre datadt encesied ONBe Rh&§Ptedldatalib ﬁedr_ﬁ%l_&ﬁ M Bifd QbR 86 enerating
cut data has a different nunber of " bits fromthe other
mepheway alsd gererate Ak conmnernridstaicach Smb fheatansmissibatsabjebecut data is
the transm ssion subject data is cut), the first
engrppfadh AT hsenerwpigd sat data &s destypidse second communi cati on
recei ved encrypted cut

d h
' 3&' Eﬂ%#?ﬁaéﬁggﬁéwﬁé%ﬁ%m‘séww ppfition forneipding e dummy
ey t whi.ch the,d data js .i d .
oo Rl GeLoBbR el SBRED b g AR uIEh oy b BEDE h it

~ postisiBof tht trahSisdlbet bd@ed’f‘é?i&?atzli ﬁxﬁ'ﬁﬁ{l}?# gle:ﬁ%géjggl#};dt %c%?t . pne piece of

predet erm ned position

thehasesission shbjectcuti®ma hdfh diffdrd nGRABBLUT R UHAR tRRAREYisESs of the
on the receiver side can know the position of the

- tramhgssiondsitbgect butslatawherdihe tiansmhissioh subjeoridati iobut,thi et

cut data by neans of the data it has (this data is
COTRBHRISAtigfeanpaEatus dnd the perond communisatioroappapates canost dasypt the

the . . " . .
received encrypted cut data without knowing the position of the transmission subject cut data

-at which the dummy data is included by the communication apparatus on the transmitter side.

If the mixing means is set up to decide the predetermined position for including the dummy

data based on the common data, the communication apparatus on the receiver side can know
the position of the dummy data thus included in the transmission subject cut data by means of
the data it has (this data is common between the first communication apparatus and the
second communication apparatus). In this case, there is no exchange of information

whatsoever as to the position of the dummy data included in the transmission subject cut data
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second comuni cation apparatus). In this case, there
is no exchange of informati on whatsoever as to the
position of the dunmy data included in the
transm ssion subject cut data 9 between the first
communi cati on apparatus and t fe second communi cati on

beBppatk Bt corﬁﬂl@hﬁﬁtﬂfrﬁapﬁhfatdssan@ tHOScon BRI dnpphiafis.
third party to break the encryption of this

Therefenenit éeelinost isypstsitie fdmhe tdrdqase 10 brealitthd di@ritphon of this
transm ssion subject data so that at | east one piece

cogymungation sy$¥fAsm ssi on subj ect cut data has a

difh_g{hent n er of bits fromthe other pieces of the

t r atfs &8I CClimiedte ranpmissignysubjeck data se thagatieash engpigee of the

e . ] $S subi ect data hase on the conmmo
wafthishif st SRR YRS aREbG ot BRE Mot R e PR of the
trafibtRisGi6h sbjbetdat @) afe At | iQidnS

t he Sot heszgsjp(i; eces t%f tﬁle t élfﬁgﬁn%e[g? %@%@?@@f‘gﬁzﬁ Sué‘[f? gaata based
onlilie ¢dvemon da1a swhieit &t lest e plec® BLHR i®H SnRbioh Bbject cut data has a
_transm ssion subject cut data has a different nunber
difggrentquupibes of bitarfirarh ¢heoitherpigies of theafansinission anlsjpetssi dma.  In the
subj ect cut data, the decryption cannot be performed
casgriyhses 2t Inest enerisrs ofthe Ganapissien subjeat sut dasa hasardifferenpumber of
.Skde kno what er of, .bits the transm ssion
bisg 67 SRy DiRes oM Fenstiission fubicchntclih Pirgiemeatien sapmot be
t . ] SSJ bj ect .dat a hased qn
perd et Y oy B b R O P b e B5 R A momber of
bit§ e eHa¥iSrisSio SuBRA hb @t WA Eul BYTO&F afcufl i
transm ssi on gubj ect data vvlzlas Cu?fg%cggh%gnéﬁa%{ghssseg?p to cut the
trapdmeisdon subijéct dam basdd dh tetamironGRIER diMEREHOA ApHdrhit on the
conmuni cation apparatus and the second conmunication
recgiypuiside oan) knawn whit rsumbes of bithihe ¢ransmission xalijeciglatacfas cut by by
info t.ion  whatsoever as to where the transm ssion
meanspihe datadt hagi(this gata s gommman katwesnie firstspmmunication apparatus and

e iy RGP EatF). 15 (i s therris SO STERES B farepation
i { . b [ of thi .

whiBob i ROl VindeB S Ebhis % SRR B0 10 chfhlwesp g iy
coBRuh RREGBIPaSuPidihe sdcBhd e%ﬁﬁnﬁﬁﬁmgppaéﬁuﬁxﬁ‘ﬂ%}&oﬁf it is almost

the methodis the one inplenented In comruni cat1 on
impyssibenfor itreahird ipagy @ defés thecenittipiiog dF HAS cARPALRAES HREm.

.a second conmuni cati on apparatus as two conmmuni cation

ap pedfiugt iy eatigredah @lsofbed mpleppanitedght tha fislivvein g aretsdbj ect

data in plain text to render it as encrypted data and

t heht examRlgof thefgethed isghe pre neplemented in » poampaicationssystem

-incltéJHe 25.0t her end and. al so decr:%/spti ng received

Ee/bEESHCRIENIALRT PRS0 4 Se5and FINTPBIRIHANSPATIS as two
Co’ﬁﬁm‘ﬁﬁﬁ("p%%mtuses capable of encrypting transmission subject data in plain text to

‘render it as encrypted data and then transmitting it to the communication apparatus at the

other end and also decrypting received encrypted data and rendering it as the transmission
subject data.

This method includes the steps for one of the first communication apparatus and the
second communication apparatus of: cutting the transmission subject data by a predetermined

number of bits into multiple pieces of transmission subject cut data; encrypting the
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This method includes the steps for one of the first
communi cati on apparatus and the second communi cation
apparatus of: cutting the transm ssion subject data by
a predeterm ned nunber of bits into multiple pieces
of transmi ssion subject cut daPa; encrypting the 10
nbRABSIBNSEbRD e BAR SithCApre@@bdibd MeBribPRASERINIAS the encrypted
algorithmto render it ‘as the encrypted data; and
data; and transnaittingt the ewmgptyd dad tathethied ohbef tieiRst conenication
the first comuni cation apparatus and the second
appyvs iand the sspondypsammaenisatioarngpatatissansithe siops fon éheaitherone of the first
one of the first nmuni cat i on apparatus and t he, .
COTERUBRALOB ARPAH F‘&‘éﬂlfg ﬁleéﬁ‘aﬁhdépagnw?at@awp@fgmﬁ RE cutting the received

oA RSP 8ok T PR Ryher ot

wiiH @R hBSpRAaYRE 86 @ﬂé@eﬂc@ip?egfé {l}é@w& éﬁ&gﬁﬁé’% cut data with the

decrypting the encrypted c

algesititn Whehwhacentpypting thé)enceRey BiltRBt-Cid irerfRE f ab G tBMGRlssion subject
it as the transm ssion subject cut data; and

cutdriment icngnacking theadegniptal ttanamivsiohssubjectsap deta tto etiediahsthe

to render it as the transm ssion subject data. 10
trapgaispign sebiee daf s net hod, the first communication

app ratHﬁ% ngl?jt he s cg}n&o} communi cati on apparatus cut
 t he PFYREE 43 ' R fopayication apparas apd fgesecond

W= - ] SSi subj ect cut dat as.a .

coffealbn sl L BBLSRUPERBet il o o801 o pige o e
trah$rA13Si6h §§tbjt@<ﬁ Bt RAs £UErARt BumbRUriHes ﬁ%)ﬁ?{ﬁeloﬁaeg EieE&eof the

[ he one | nplemented i n"a comunicatio

nmethod is
trasysiseion sdlgedteat dth.ng a first communi cati on -appar at us

and a second comuni cati on apparatus as two

- conhupthentiapple pHtie anailsebis dapais impddmened inpi doagnunication system
. transm ssion subject data in plain text to render it
includinga figst capmpecation appasens ancha seepnd corgmupication spwaratus as two

comuni.cation apparatus at the other, end and al sq .
o BRSO PR Cabbi P ACE BE CADSIHISSIP APt dgta n Pl text to
- 1. S31 ' .a...20.Thi s nmet.hod
rerdBFe o6 BAE BT 1P an P ol 139 b ofool il apppraps at e
othRPBRT A AsPd iy reQFRALE '&p,sﬂ' AR S
cutting tsﬁe tfansr%irssi on gu 'ectrHa at gﬂ‘%l; a ifdsHfe Ransmission
suljecedetacr mi ned nunber of bits into nultiple pieces of
transm ssion subject cut data; encrypting the
t r abkisimethashinglsdpethe seps fod@nhe ofithelfirat qunarietiiestivnmpgaratus and the
algorithmto render it as the encrypted data; and
SecOpd AIMMUNIGHHOR ARPASHBY ¢l CBiing shestransmissionotubiect date bph predetermined

the first co j cation.25 apparatus and fhe second
sl S8 SneP SRPTHpls e 0t Cansaise Sbissoon gtk rarryRig; he

traf¥ifsQhn Elnﬁecft lhSdata with a predetermined algorithm to render it as the encrypted
data; and transmitting the encrypted data to the other one of the first communication
épparatus and the second communication apparatus, and the steps for the other one of the first
communication apparatus and the sepond compmunication apparatus of: cutting the received
encrypted data into multiple pieces of encrypted cut data by the same number of bits by
which the encrypted data is cut when encrypted; decrypting the encrypted cut data with the

algorithm used when encrypting the encrypted cut data to render it as the transmission subject
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communi cati on apparatus and the second comruni cation
apparatus of: cutting the received encrypted data
into nultiple pieces of encrypted cut data by the same
nunber of bits by which the encrypted data is cut
when encrypted; decrypting thélencrypted cut data with

ata to render It as transm ssi on su
traderhidsionRAbjeQIARCAId We TG ORGHNNEEN bRl & BB second

subject cut data to render it as the transm ssion
copujacationl apparatangenitate flierconmomdanoe at dpporanjigofitacsiving the

and, the second _conmuni cati on apparatus generate the
rapgRissian qukisctsHt datp oibe enempieyd cut datas @ad pe the encryption or

cufj dRa; AdLBHhd-RAY ﬂﬁ%c&?ﬁég @ﬁ%ﬁd%h%ﬂtg&&%ﬁj&‘@% %/ooff?gergﬁés the

el BT LS B ARt Rve SE it S rdvrense, wIGE PPl BR 1Y

-
e

coBFHERGT ARG, P bt Ro R Bl ARG Yl g Jfomission

sulg@éﬁ'&ém 152ihe ABmBRRFHAL WRodH tBarl MAE réfééﬂccéﬂ P Of Pﬁé{ bh& Hcludes
an t re

ata by the nunber of bits shorter t e erence
dummnisbéata dfeldiansto thewdarishd kdiciesubjebt axy it frahéhiRbion 3ibjedt@ut data
the transm ssion subject data in the transm ssion
and thsyebytmaohing deanumberiof bigy efithe hransmiission subgechartisata with the
bits of the transm ssion subject cut data with the 10
refprenes wHERerof fi®r of bits. The second i nvention can

al sg, be inpl enented by the follow d., An
exca BT Eec P R nin dteo o malimenied hBe felfrae Method.
: If mhﬁ%ﬁ%éf]} df %ﬁe&&iﬁﬂi@ér&?o}f ifthe rﬁ&ﬁ&f&él@%&ﬁg& a Qomr_nunication
i rst comhuni cation apparatus and a second
systaiiitlhding b Gifst dBRaudicdoR Sppdrils SRIMIEEhEPEIRRunication apparatus as
appar atuses capabl e of encrypting transm ssion subject

. twaledmmniunicption appaetised Gapable ciedefyplihg 8ansaiiSioPéft et @i in plain text

and then transmtting it to the conmunication
to rgpdenihagenceypteddata grdiben gansmittingil wohel eomypphication apparatus at the

recejved encrypted data and rendering it as the
other salah

FOHFCTREBE Beceivedieacrypirddatand sendeniag ifrsdhe fransmission
su s%cg%fsi for one of the first communi cati on apparatus and
l%' Second conmuni-cati on apparatus of. cutting the

r NG . X ¢ . _
| TGRSR o3l e B B RS SHTN Ao Bppipos nd e
secBbid ceinuaitatifRhbar-h@dsre Bhtiak ke ©RRRIR{oh bject data by a predetermined

predet erm ned common data; encrypting the transm’ssion
nurabdy) afdfits gutd naldtiple plecks dfheadhgaiont sabjecOit atal edub@sdly generating
on the common data to render it as the encrypted dat a;

- predefermingd sesnmonigtal encrypting the trevsioiation subjedh eutodatewitbrie algorithm

of thﬁ first conmuni cati on apparatus and the second
iy

genered hased on dhe coppBemeala to rander ifas the eparypisd datee 2pd Fansmitting the

_encclqypetegf the . first co ni,cation

data 1o the other one of the first comamunication apparatus and the second
communication apparatus, and the steps for the other one of the first communication
apparatus and the second cominunication apparatué of: cutting the received encrypted data
into multiple pieces of encrypted cut data by the same number of bits by which the encrypted
data is cut when encrypted; sequentially generating the common data common with the one
of the first communication apparatus and the second communication apparatus; decrypting'

the encrypted cut data with the algorithm used when encrypting the encrypted cut data
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25 apparatus and the second conmuni cati on appar at us
of . cutting the received encrypted data into nmultiple
pi eces of encrypted cut data by the sane nunber of
bits by which the encrypted data is cut when
encrypted; sequentially generding the conmon data

gehQARABatiiod h6eRRRed OSmmbR dhia"S 'ien?lgmmh%%ah%gisssion subject cut

appar at us and The second conmuni cation appara

datheaid/@innBgingt the denestyd tratkntbdion aitfectbittatd 8 -r?{zdéi? {tiak @

used when encrypting the encrypted cut data
tragemissian eebjbetslath. on t he generated conmon data to render
it as the transm ssion subject cut data; and -
conhBe firsh gompanisatien prnsgrtes anskthe sesiond cembjusisation eppdzatys of this
transm ssi on subject data. The

t ender [t as the e, .

method GehEale e BB, fala L ORIOTRANY phisceibigi e Transmission subject cut
' ' r is.5. method nerate the .

oL R ANAL B S e T TR T L e o i
of tHeaRHBnfSioR Rubjell @ Hatt Uhs a e hufoB&r G Hifs YRS fheGtller pieces of the

data; and cut ‘the transm ssion SUBJ ect data so that zgt
trahenission nebj@iteaedatff the transm ssion subject cut data

has a different nunber of bits fromthe other pieces

of fhnether ¢xamplé efstho meshdd| ie dte angtimpéenmntefrio hvemnsudeatibe system
. of the_ nmethod is the one inplenmented in a
me # FEst eommuBicatignAPPRCAtR A isesgnicqinyaication apparatus as two

conmunj.cation apparatus and a _.second .cqommuni cat.i on )

cof G et GRSl e Do PuRe Hpp soon sicd paBiaplain text ©
YPL ] SS1 ' . Lo Bl ain text 19

rerBECR AP I Fkd 812 he Ble Sy B i PR cbPiofafiph fifarts a he
othePerd 1 d0sT AR Hnk 28 cARBN AR dRTatd £ reftiPRE ited'égh@ﬁlgtlsmission

al so decrypting received enCrypted data and renderi ng
subjeéctdstat he transm .ssion subject data. 15 This nethod

incl udes the steps for one of the first comrunication

app&iia methoghincludes the siepnifbr coenfithedasticomnappcatian upparhtus and the

cuéti ng the transm ssion subject data by a i
Sechp %‘i’g’ﬂlﬁ%‘:ﬁgﬁl apnFRAseY ofp Futting the transmigsion; sgbiscidast by a predetermined

b B it Rl ol e SRR By nerating
preBtBl Rt EblmicR s v B, S, AR PO A PR e aorichm

genitfdled bBS Bh itid RBnhHe datd & RAALYPhEMe ALFpled dgﬁ?ﬁrgi #¥&{smitting the

one of the first comruni cati on apparatds an

encsgueddata cortiitlea bhe bf theFastadbunumedioh Afpat@P and e sebshd
ot her one of the first communication apparatus and.

compmenisaldynppatatun, and theisteps fpphe athasom of theifitst ngmtduaication
recei ved encrypted data_ into nultiple pieces of

apRaFAtYS Addhe sepond sprnpiicatian appasating el entting the neeeived eusrynied data
t he.,.encr

© into multiplc p%@éseoc% encrypted cut data by the same number of bits by which the encrypted

data is cut when encrypted; sequentially generating the common data common with the one

of the first communication apparatus and the second communication apparatus; decrypting

the encrypted cut data with the algorithm used when encrypting the encrypted cut data
- generated based on the generated common data to render it as the transmission subject cut
- data; and connecting the decrypted transmission subject cut data to render it as the

transmission subject data,
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data is cut when encrypted; sequentially generating
the common data common with the one 25 of the first
comuni cati on apparatus and the second comruni cation
apparatus; decrypting the encrypted cut data with the
al gorithm used when encrypting3the encrypted cut data

en . ed . . .

05" 162 RARRHANoh U F50F LT BF FANED R ARG ot i

méERSH &nlkt AItheRERGT et 682k bAENET bPRcSNRIZARL walkmiskddPsubject cut
to render it as the transnission subject data. 13

dafbhe thd crtypmedoniiaca indperénntha bhiG ypiith driiBe &g gnibn by a reference
comuni cation apparatus of this nethod generate the

nugbenelbitsaas a referenvepipp one ahihe firgfcomauwicating appazatus and the second
transm ssion subject cut data or the encrypted cu

{
CORMRUBCALAR 2BRAIYF RIS e EMEMIsHIaNoHLISE! datrebyitiempmbenpf i shorter
e PR RSO e nd S o G TG B8 Bamission

DOV ¢ o . _
sufRATTR e B BRGNS oot ek PSR pEDE ABlBEL ofbit of
thé WiiBiiss@in Subjcet cidtd With tQefetiatBuMBifibikel evant to
the transm ssion subject data in the transm ssion
subj ect cut data and thereby matches the nunber of
bits of the transm ssion subject cut data with the
Brief Depaiptionof tiePrayfingd t s 10 Bri ef Description of the
Draﬁ 81? FIG 1 is a, diagramshow ng an overall _ |
con CS ig@ dpstar hovbganf el oniigyatienpf acagpinicgtionsystem

| an.enbodinent.. FIG 2 is a diagram show ng a hardware
ac%ogﬁlpng gﬂc‘h en;

POUrArT first conmuni cati on apparatus and

oS : . . el ! -
con?ruf(%ir%g%i on@ sygfﬂ é%ﬂ%g Sﬁg%@%ﬁé%ﬂﬁﬁgf EH}IéE g g on

apPAraRiK afld A 9Ecdimd ToMiuicatiof @Ppdrstul fctuded &f the commumication system
comuni cation apparatus of " the first conmunication

sheygpér BXGid; and second communi cati on apparatus incl uded
in the conmunication systemshown in FIG 1; FIG 4
i s HIG) Digethleck dingsamyhowing »oprdiguzationof esomexwdcatien apparatus of
t he conmunj cation 20 system shown in FIG 1; FIG )

the grsscqmmﬁawn YHBTAN serond commucasionsppyptus included in the

_ ner Jon executed.i e first communication ,
°°ap§‘é’¥°§%18 S sf%elfll’?ﬁo‘%fﬂrﬁm" ation systemshown in FIG 1; .

andefth G 158 Acwéhalt sﬁ&;ﬁﬁ% zLﬂévb Qdy ﬁ%c@sﬁx@&ﬁ:@& itPhe cormunication

decrypti on execute e seco
system shown in FIG. 1;
FIG. 5 is a flowchart showing a flow of a process of encryption executed in the first
communication apparatus of the communication system shown in FIG. 1; and

'FIG. 6 is a flowchart showing a process of decryption executed in the second

communication apparatus of the communication system shown in FIG. 1.

Detailed Description of the Preferred Embodiments
Hereunder, a preferred embodiment of the present invention will be described in detail

by referring to the drawings.
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comuni cati on apparatus of the comunication system
shown in FIG 1. 25 Detailed Description of the
Preferred Enbodi mnents Hereunder, a preferred

enbodi nent of the present invention will be described
in detail by referring to thé4drawings. -----------

i by re _ _ _
e S R DA Al Calbdatfnt NSty gomfgored s

shdwa e BIGLINI CRfel cOMnsYtSERith IsPbi dRdudestal firsitcommunication apparatus 11

communi cation apparatus 11 and a second comruni cati on
and psasandipontnpunication lapyaraton A2 ohehally eonaenat vieanetidrk TRe  The first
first comrunication apparatus 11 and the second
CORURHATALCR EPRHaEp phead the secong comenunjcation fapparatus 12 mutually perform
o encgﬁpted conmmuni cati on. The network 13 connecting the
NELYPEE COBWHINTAY8Pi on apparatus 11 with the second

COMTBLGRKEE SRR e e Bl B v e seon

S ratSpé&qu@ i @8 mt&%t'f‘as?ﬁ{g%mwc1§.ucigs@§d, 3 bfth pBLESLe to

or a private line.- A description | be gi'ven as’to
configuire thermttwark 3 with endthérshea@0 SR as At infian&dP a poivhis 1ind0
11 and the second conmuni cati on apparatus 12. As the
© fi r Stdeseniption widl heqgivenppsae aonfigurdtionsofdhe fisst semmumlication apparatus
comqmuni catjon apparatus 12 have the sanme configuration:
11.2p *—‘oﬁeﬁgnC{ PIRPCARONAPRATHRISL2. o Ais\the Fiest eerAmupigation anparatus 11
the fjrst ca ni cation argtus 11 w,.l | be ) )
anf bt sBond FTm RGP 5B 1 Dae e m Sl ppspiging to s
Ik : cat |
et SRS Ry 86 chiifidd §he FTOBRLERICARE, BRARKE tPwhfve
demma&g%ﬁrgg@n@ﬁp@r atus 11 conprises a CPU (central
processing unit) 21, an ROM (read only nenory) 22, an
HDDF{(hc shoslisdardivary egnfigtidationrof BAdMirst eoit@ihiefedSspparatus 11.
menory) 24, an input apparatus 25, a display apparatus
26, Agcordingrto fiis ampedimepp sheafinst cimanigationappa2is [Mwmprises a

21, ROM 22, HDD 23, RAM 24, nput.apparatus 25, =
C@Dgﬁ?w PERResFiRg Ha1t ., ap RQM fread icalit m@noas 2rax BDxthard disk drive)

-

P L et BB, ESLES s 2.

coﬁhﬁﬂ@aﬁf)ﬂ@{%&%ﬁﬁﬁ?gd % a. sSZSTTayIHerK‘(;I%]I‘J' ‘ii lg@fvfhi q{l?ﬁ Zé%h g.AM 24,

transm ssi a as In I S enbodiren

inpul 8pparatus 25, display apparatus 26 and communication apparatus 27 can exchange data

via the bus 28. _ _
The ROM 22 or the HDD 23 has a predetermined program and predetermined data

~ (this may include data to be transmission subject data as in this embodiment, and the

predetermined data includes the data necessary to execute the program) recorded therein.
The CPU 21 controls the entire first communication apparatus 11, and performs a process
described later based on the program and data stored in the ROM 22 or the HDD 23. The
RAM 24 is used as a work storage area on performing the process on the CPU 21.

The input apparatus 25 is configured by a keyboard, a mouse and so on, and is used to

input commands and data. The display apparatus 26 may be configured by an LCD (liquid
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predeterm ned data includes the data necessary to
execute the program recorded therein. The CPU 21
controls the entire first comruni cati on apparatus 11,
and perfornms a process 25 described | ater based on the
program and data stored in thE>ROM 22 or the HDD 23.

crysBf dispiivh), R T eattd %ﬁmﬁ ; .
performng thgcaprocé S o%\’/\?%(gl%%gﬁ %S@ﬁﬁfggﬁnaﬂds’ inputted datz,
a seampedfahel rodbssi desceibadl lgeHd sBYona keyboard, a nouse and

so on, and is used to input commands and data. The

di sphegomppaicatiersayparatesy2yeperfumfns goumathnivationwitbEhe second
(liquid 15 crystal display), CRT (cathode ray tube),

coRgWInication appargug | % piadhe retworlo bdvanbis compuieation apparatus 37 of the

status of .the process. described |ater and so on. The ..
s i sain BPRT L bSO OB ST TGS Fot coppmication
ap]%ég&tugﬁf%adtheﬁ ygation apparatus 12 via the network

e conmunication apparatus 27 of the 5 second

CONNURY, 6 AesPmptioR RAN B Pived 2s REME QbAG T AEBRLY dx&ﬁumc{:ﬁbn
the first comruni cati on apparatus 11 via the network"
apfBatub@Xt , FBG.Geshows pbloek dddrimbe tig stdiimasicdtiontapBaratus 27.
configuration of the communication apparatus 27. FIG
3 shbaeoramphisationappgratrs 25t is chefiguedrby i attérface appiomndlyus
conmuni cati on apparatus 27 is _configured b X
Qpngaa

27. The
- PEREPGERYRg POFHIEN oy 40 cHRTYRENE and deyRinaRaEien iy asopum

e boeh 4B ion g SRR tupE s m asbrraie Porgon 36,
codffubl@for ?ortiﬁn KOYng§ @&gr%%gﬁ% pBlh/agn 36, a

communi cation portion a connecting portion 38.
TheThdin@éfae poRdhiF1 QhcibheBXSRMMBATHES tHEbEs BLIMWORB encrypting
the bus 28 and the encrypting and decrypting portion
and@@ecriptimg puirdorf 36 e TierihietfacsSforéiba 31 ARS has § Bktibe bf @hnsmitting the
transnitting the 15 data fromthe bus 28 to the
data drem thedws 28 de thercaninmp data génematiyg prntion: Feandtha détadrom the
the., connecting portion 38 to the bus 28. The '
coppeetingprtion 38 1 Biebus 2832 has a function of cutting the

LTRSS el R ETyEP Py e o
the o pREIARL LA AP Rom MTHE 20via thé Bl BGIAA 31 W% predetermined
nuifBebfibitsafid géherdtigaRmEniRionGuBfast Gf AhtiRE bAGyHRE thiQtta to send it to

33. How to cut the transm ssion subject data and the
theencryptitg dndlddcayminigl pobttorc3S; C b to batithe travdaisyich si®jdcodata and the
this enbodi ment, the preprocessing portion 32 has a
encrypied figia vl bedesanibied btetu niyccolling todlns egbodinentt,ahé preprocessing

vvitlgthhe transm ssi on. i . . L.
- portion 32 has a fonction of including dummy data having no relation with the transmission

subject data in the transmission subject data by a method described later.
The encrypting and decrypting portion 33 has a function of receiving the transmission

subject cut data or the encrypted cut data from the preprocessing portion 32, encrypting it in

" the case of receiving the transmission subject cut data or decrypting it in the case of receiving

- the encrypted cut data. The encrypting and decrypting portion 33 of this embodiment has a

fixed reference number of bits as a processing unit in the case of performing the process of

encryption and decryption. The reference number of bits in this embodiment is 8 bits
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subject data in the transm ssion subject data by a
nmet hod described |later. The encrypting and decrypti ng
portion 33 has a function of receiving the
transm ssion 25 subject cut data or the encrypted cut
data fromthe preprocessing pbftion 32, encrypting it
alth&Jghtlhﬁ ot fifmiRh tef&6! VDRGI Bt %&?éﬁhe% u%ﬁ%ﬁﬁ 'BE described
data. or decrypting it in the case recel vi
latencrypted cut data. The encrypting and decryptlng
portion 33 of this enbodi nent has a fixed reference
nunBbe cahmph dgtaggenerafing pextion 3¢ sedichtially sdneratas®nafion data which is
perform ng the process of encryption and decryption.
ther‘i‘?éa ?‘EF’@P% Relvesty ﬁhfeﬁuswor@mumcatm apparamstld dindw sacend
is not limted theretg.

I
°°’6lfm?‘h°§ gPIiﬁﬁ%ﬁgﬂl anﬂl%@e?%% 2 gwqr@m'@éma%%%eg@e first
t .z 34
R ok N A
embodRRAL R Rerhtes Me SN LA Bt %Qgﬁﬁlﬁsﬁ?d:&:}m the same

and the second communi cati on apparatus 1

ordeo bemmed aheasage) e MThicicognpmr d-toof @ik epfbodiiferdtiis fhle pseudo-random
comuni cation apparatus 11 and the second

- nupbsinibtughs does appalwaysikavedo be thehiase. SFttequthemird common data is

seque t| Iy generates the commpn data so that the

HIRE RIGPHOGeRHNE RPRbion e g gonihmageaerating pettion 35wnd key

f this enbodi ment is the pseudo-random |

gﬂﬁgﬂgp “%ﬁ@ﬂgh it does not always have to be 't he case. |
Th S d to t

y HEE BRSNSl g

datd Pec@dd R tHERBRMASH da PArAER po oag%dsxﬁ arp used when

generating portion 35 géneraté€s the algorlt base

theamctypéng amdrdecryptmigaporeaes y petfdrim ihd dirryRioAPRockaé @nd the decryption
generating portion 34. The algorithns are used when

PIOCRS. encrypti ng and decrypting portion 33 perforns the
enc tion process and the decryption 15 process. The

key rEEPETAENS BPTLoBFosnerales tha keys bassdiomythe permymgn gata received
TR Bl nbiiiah boion Yoy Tha ke R Hoeshhen thg encrypting and
ﬁﬂ%‘“&&% rilth Sberr SR HOLA IR A sl RELPLproRSs.

C O MR GohtrineBatRA zﬁgr@éhﬁefdh gﬁédM%nﬁ%@n%gH%we The

network 13. The encrypted cut data genera

enceypted pitidaty deneratedysamicsyitiag tdejre filissiont sudfﬂ:ﬁcdtfdaiariﬁ the encrypting
encrypting and decrypting portion 33 is connected by

and ¢rerypiing dertiongd 3pis connmeteddy the donmectingpratipn 88 hnidds trhmsmitted to the

e

~ communication apparatus at the other end via the communication portion 37. The

comimunication portion 37 receives the encrypted data from the communication apparatus at
the other end. ' The encrypted data is transmitted from the communication portion 37 to the
preprocessing portion 32.

The connectihg portion 38 has a function of connecting the tran'smissi_on subject cut
data generated by decrypting the encrypted cut data in the encrypting and decrypting portion
33 in original order to render it as a set of the transmission subject data. The transmission

subject data is transmitted to the interface portion 31, and is transmitted as necessary to the
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conmuni cati on apparatus at the other end via the
comruni cation portion 37. The comunication portion
37 receives the encrypted data fromthe comuni cation
apparatus at the other end. The encrypted data is
transnitted fromthe comunicafion portion 37 to the

Hl?»ﬁ BIR m@epg%mq? BR'us 28, 3Fhe & ;o8R8 BIY% E%@:{]fu?@tion of

has a function connect i ng the tr m SSi on Su

coantctingl @ecengBipedadue datd \reA@alel Bl el vhikey @B HaPhiRfok 's'ﬁb_]ect cut data
data 1 n the encrypting and decrypting portion 33

in dhej egicrypling rukbdedryptingrebetion 33 meoripimd ordet td feader it as a set of the
transm ssion subj ect data. The transm ssion subject :

engrypiedidata;  Jhe eperypigddgtatip eangmmitied tocthe pommiupicatian pertion 37, and is

e A
end 300l cdtefihbion, FERAR A R (ETEE MREGH of tinp ik ‘
enétghRd chf dded geérﬁ%?téd/ BY bﬂ‘&rﬂ:ﬂ% tg§ &gﬂég}%ﬁ&} Bﬁ)ﬁ{!«:k oht &3d lhrihe encryptmg

ori gi nal r to rend encrypt

- and aecayptﬁfgqmﬁm yht €k thitcasd, theldnanpradiduedath @ delj@entially transttte.d to

comuni cation portion 37, and is 5 transmtted from
they Qm@mmn@@pmhlsmﬂmmher@ﬁd imondheinoehivhiiticeatcrypted. In the case

%e'gr atus at the other end. The connecting portion 38
Whgtede AANCHERHPIEOR A¥ ds 28 daspraadbors, tearmeapied-yt dpte can be directly

enc. cut data .generat enc t| n
traf RS ot S BB ihoct kB Pt he gommesting portion
38decrypt|ng portion 33. In this case, the encrypted cut
data is sequentially transmitted to the communication
appRes ddesttiptibe will BEEiveRds tda A6HF thedprivkiseh EE rfbiined in the
encrypted. In the case 10 where the connectlﬁ portion
colgthunicatien sseamii bed above, the encrypted cut data can
be directly transmitted to the communication portion
37 W desstibe go ontding by swing HiGe4obe flewtdf ke processing pefBrmed in the
Next, a description wll be given as to a flow of the
COIBWE@%@?%?%‘@?W%@W% the communication system 15
an outline b usi nglFIG 4. the fl ow of

(he &O@gge T R preoh Sy Sobies

'geﬂe?at@ﬁl }@)\iﬁednaﬁ §/§1t10) t rl'@e){ &lé E’]IS% %Uuu un?(:%éé) paaatils 1% fransmits

appar at us t Rty AR ARt §E

the@RBSHBIIIatd O tBE SIcRY BSmARhRafich ﬂ;%g}atus'\@(ﬂisuﬁ e l‘ﬁéxrt,slfae second

comuni cati on apparatus 11 tran t he “encrypt ed

- comamichtiort #ppasnoiVhadngieosioed thernaiyp &ﬂaiata&ielé?és&ha @herypted data

Next, the second 20 communi cati on apparatus 12 havi ng

-toql@ogewbackw«sthetranmam siebject de(§180. t he encrypt ed

dat '?hus the encrypted data is transmitted from the first communication apparatus 11 to
the second communication apparatus 12 in the following description. As is obvious, there is
no difference in the contents of the processing even if it is reverse to the above-mentioned
case where the encrypted data is transmitted from thé second communication apparatus 12 to
the first communication apparatus 11.
First, a detailed description will be given by referring to FIG. 5 as to the above-
mentioned step S110 in which the first communication apparatus 11 encrypts the

transmission subject data to generate the encrypted data.
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to change it back to the transm ssion subject data (S
130). Thus, the encrypted data is transmtted fromthe
first conmuni cation apparatus 11 to the second
comuni cation apparatus 12 in the foll ow ng
description. As is obvious, tRére is no difference in

t he RN RNEenRfis Jhesuﬂ_ﬁ,efz:%ﬁé {s18afY Ofhe r{‘%n'sﬁnésﬁm ' jg(g%‘eita may be any

to the above-nentione case where e encryp
datitequirsd tor NSasinited ftdrR Mel fi: GRASARSCARMAPPIGAs 190 the second

apparatus 12 to the first conmunication apparatus 11.-
copmyticatmpncppaialisd 2d e accordingao this ehabbdingny ele thansmission subject data
.referring to FIG 5 as to the above- nentioned step S o
1s gecgrded oprthe RIRIAG3 £ | Ingthe easmwherea commang forteansmitting the transmission

nc t he transm ssiqQn subject_ data to generate
S“Eﬁs{%aﬁ%f‘l/ &8eropd cgmmpgicaion appargtys 12 %Sa%uﬁeggf% the input apparatus

[ b$r t.ransm ssi on. subj ect t

25 e O O CE 11588 PP GO ER D DBt DD 23 and has
infebér%dmﬂg&aﬁmh HRTRAPPEL. AUH thahstrfssion Eh i ;

comuni cati on apparatus 12. Acco!rsgll?sr% ?gﬁﬁ !S?’alstransnuttcdfrom
the RBOM RAro the frirotdssing pofivnB2 a4l Hedis 28 aha the ifiteFREOFEE6N 31 in the

on the HDD 23. In the case where a command for
commgngeationiapparaive 27 (Shki).ssi on 5 subject data to the
sec ng@cormuni cation ap:'par atus 12 is inputted fromthe

g‘t 132

i np (FPERTREeHsIing portio,32; Mettzapsmission sulgpel data is eudy dut

R R RS o Ko DA i1,
T RGBR S8 DA 5 AL B IS AL o

ngaﬁgﬂynterface portion 31 in the comrunication
apparatus 27 (S1101). 10 In the preprocessing portion
32, Thae thipbs jﬁsB@ieQﬁetB@d)bﬁgﬁneM% theStraniginiBjonsubject cut data from the
predet erm ned nunber of bits to be rendered as the
trapgraission subjeet datibj dotconding Wethis caBbddAYINt, hoMrwer, the transmission subject
eprocessing portion 32 includes the du data in
Cuféf’ég %Srga%%’fﬂtf‘égﬁf%tﬁ the Eansaussiomsubigebdata by ﬁ@%ng?s/tba fgllowing thaee
mdR dSbe just one nethod of generating the transm ssion
Subj'ect cut data fromthe 15 transm ssion subject

q ( e . ' -
Aydat ¢pe AEEQYF @hﬁﬂlgj e %ms%ﬁf%g@gﬁggaagt% ﬂ-gérf@%/e:l{qusé]gs%opﬁgbject cut data

transm ssi on su

by talpredeidrafin & miHbir € bité gloftePihal B8 Rferbe nfﬁlﬁ{ﬂepﬁ‘f $ith, and including

three nethods. A) The case of cutting the
thet dvmmmpridasi a1 pespoithvedixed pbsitibnl of pgidtRs bf RIFNSHIsHIdN subject cut data all
subject cut data by a predeterm ned nunber of bits

- of whinhthave theapnmbes of bite shonter thau hxerefaréndsitmsyberofibits

i ncl udi ng .
B) Tﬁe case of cutting the transmission subject data into the transmission subject cut data

- by a predetermined number of bits shorter than the reference number of bits, and including

- - the dummy data at different positions of pieces of the transmission subject cut data all of

which have the number of bits shorter than the reference number of bits
) The case of cutting the transmission subject data into the transmission subject cut data

by the number of bits the same as or shorter than the reference number of bits, and including

-~ the dummy data in respective pieces of the transmission subject cut data having the number

“of bits shorter than the reference number of bits
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20 the dummy data at respective fixed positions of
pi eces of the transm ssion subject cut data all of
whi ch have the nunber of bits shorter than the
reference nunber of bits B) The case of cutting the
transm ssi on subject data int®’the transmi ssion :
- subjta¢ Heciddd Hathé cofdhod dﬁfa%ia%&n%ﬁéﬁiﬂ}ﬁg IRGh a9t gehlrting porti
shorter than'the reference nunber "o eEcISH S, angg%hé g portion 34
as knwhicHiofithe abbee-diemignedahfecabethbdsishéwln be Re& thigensafthe
pi eces of the transm ssion subject cut data all of 25
rappnission awhjeat et dataiyem thé trbisrsissitrosibgect détan t he
reference nurrb_ﬁr of bits C The case of cutting the
- tr afRERHoR vallhe ettendistas ta bewithe cammpr drisgepgrating portion 34
L.egt t data - by the nunber of bits the sanme as or
geé%%%?@f:cﬁﬁgﬁmt%ga‘reference nunber of bits, and
| ncfyiglh e i L 48 o ki
b Bake Wilkre F?ﬁéﬁg@é ﬁoggg% 5 ﬁ?&@ﬁ%& @ﬁg él%h%%%gilolq s%@& data from

transm ssi on su cut avil ng

- thelthisD8stherch@indnhik fdheratafk ?gmesmem%s tRdt ilfolSatich frbk the

i s decided by the common ta generated by the common
intepfiace pgetiver Ht i ng portion 34 as to which of the

above-nentioned three nethods should be used to

gentheenmpe data ganerptingspastion 6 jtakes thispposiupity toostart generating the

o R S et SRS o S

ta. | t.h t.h
eerrbrEL e Sbiioh Hiu AR RS Bans iyl iR AL Rt fosy e e
int& R poftR 31t haHRYSma &al@offrtﬂm%oqﬂﬁ@u gsei‘ﬁlhg‘hﬂ 38 with 8 rows and

portion 34 receives that 1 nformation from
8 cohin@isfaltheugdhGe isioP limlted TiR@etgONMON data generating
portion 34 takes this opportunity to start generating
t heAcd@diog tnthis chabardiménts thediongndrod=t penceaving orsioni 34 pdirrates the
common data generating portion 34 generates the
compRpsiatataeeesEuely a ifiin npalinear a“mﬁl@sv%owglsm dpesatot dbwaysibgve to be
th received by the interface portion 31. The commpn data
°§%%this embodinent is a matrix (X) with 8 rows and 8

‘col it ks.not limted.thereto. Accordi
0o ToRancic S Slhbdn dafa ARt S i SeFinie RS, Rl are
thidhbYABEAY TR , o) data i
AADRASGIES ¥ e () R o o EAETRELY A clrhrol daa n
thelpeocebhef gheRting thedRREHG @ath, @) HHARHE HAkiRliSAHR DT Hivd Ok Ynore
cas if in nonlinear transition, there are thinkable
piecascH theprst corsmonh data if fe procdssidf gapeeating tientdnmhon data, ora.

cal cul ati on of past conmmon data in
combination of (1) and (25).

According to this embodiment, the common data generating portion 34 has a 01st
solution (X,) and a 02nd solution (X,) predewrﬁjned as initial matrixes (for instance, the
O1st solution and a 02nd solution are recorded in a predetermined memory).

The common data generating portion 34 assigns the initial matrixes to the solution
generating algorithm and generates a 1st solution (X,) as follows.

Ist solution (X)) = X, X, + o (o = matrix with 8 rows and 8 columns)

This is the common data generated first,
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the process of generating the conmon data, (2)
including nmultiplication of two or nore 20 pieces of
the past common data in the process of generating the
conmon data, or a conbination of (1) and (2).
According to this enbodi ment,2fhe conmmon data
gendeat, imtheRasd wikite 8t iN@pfate Pdidibn 39 Pbddivie® hel¥Rsmiseid sibject data
02nd solution (Xr,) predetermned as Initial matrixes
frofh gre tius 28 athe eomtrioa dafilgihestihp pbaionBAGeaeraidp d 260 kolation (X,) as
are recorded in a predeterm ned nenory). 25 The common
follpw s generating portion 34 assigns the initial

mat i xes o é&e solution generating algorithm and
'gené?‘i?‘égu%’ =2oXutTOn (X) as fol lows. 1st sol ution
X) o= +. = oAt ri X, W 8 d 8 . .
0 SRS S e A LSy B B st
froNEitle.buk P8 L RE cEARRN WAES nEﬁﬁn%JBé@{oB ?%%gﬂ%ﬁfcls g{qﬁ g&lb it Nth solutions

recei ves the transm ssion su rom

as Bllowishe common data generating portion 34 generates a
2nd solution (X2) as follows. 2nd solution (X2) =
X, X6l selwiob (Bi)w XaX| ¥ oo each time the interface portion
31 recejves the transm ssion subject data fromthe
busHhgolutins (XormBsidhea generating portion 34
generates 3rd, 4th, ... Nth solutions as follows. 3rd
solution (X3) = X2X1 + a 4th solution (X4) = X3X2 + a

10 thon_(XN).= XN._ I XN _ 2 + a The common
datgﬁh(%@iogle(%%?at l)f’l‘ﬁgtai s, the solutions) are

U r amRékdrh@en URatE geREQRAIYARE gﬁ%ﬁl‘é sﬁ%ﬁg{#sg%g S%Iﬁzq[igpé o the

al gorithm generating portion , a

prepheressienportion! a2 an@ Rl &Irithe gRfératifipcifion 39, MANSE AkSheld in the
the Nth solution (XN), this enbodinent 15 uses an N

* commen datsl generating pdition B4anTogenétate tRaNtswlutidno®X §, Xhis2mbodiment

that is, the two solutions enerated i medi ately

usa§endy e lstiselution (& o} Frdean No 2gd selutive (Xje), Healis dieuwioow]utions

eolraird SRRl Tyt  atstbiveioimemin BinF Soivbon i pommon

daté %éléﬁ,% 6n ?X\ﬁlu?ﬂllm%. %r}}sqa%réﬁgﬁrege%ig]getlw% skgx)fut?o%rsreggﬂ]eizrgl%d in the

ersely e solu
past (or else, the two solutions must be held by something else). Inversely, the solutions

older than the nearest preceding two solutions generated in the past are not to be used to

- generate the new solution from now on.  Thus, this embodiment always holds the two past

solutions in the common data generating portion 34. However, this embodiment erases the

solution which is now the third nearest preceding solution due to the generation of the new

- solution but was the second nearest preceding solution till then from the predetermined

memory or the like in which it was recorded.

The solutions thus generated are chaotic in nonlinear transition, and are also the

- pseudo-random numbers,

To cause the nonlinear transition, it is thinkable to use the following formulas other
than the above-mentioned formula: Nth solution (X)) = Xy_; Xy, + O

For instance:
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ol der than the nearest preceding two sol utions
generated in the past are not to be used to 20
generate the new solution fromnow on. Thus, this
enbodi nent al ways holds the two past solutions in the
common data generating porti & 34. However, this
(2)©"ORE {FRHonq5E ggXt hegr sol ution which is now the third

near est precedi ng solution due to the generation of
(bt heNaewlutRAl (X) erxhut)? was P, sgegqd ear est precedi ng
solution till then fromthe predeterm ned nenory or
(c)t heNthi dodution (X el(Xi ¢ YhagXesdrded. 25 The sol utions
thus generated are chaotic in nonlinear transition,
andP-d2.R and § apchpredgierainesd eansiaotnratpepidvely. Tohecguyeon dada
I S thinkable to

nonl i near t sitiaqn,, jt use t he
eeqegR g RoRion 34 B (o Rl D 395 VEDR B iPEHE (@) or (©), and

. 8 i =, X 2 + a. For
ha{ﬁ%%@ﬂ%‘e%%wﬁﬁ%ge é%%‘l% ol H{‘?ﬁ;'a @!(x N- )P
(b) TNt | R — | D)2 . .
XN o PRed S Ptlog 1S bt iy It R e chanein
envonkieatill inforligtionl €@t envitor@tned iFbARitRNIie tpasfoimalioh naturally
The. common data 5 generating portion 34 has two
geriendted @l sequance e timierelaphes andvemmioniy bbiginable af distant plages) such as the
. or (c), and, has four initial matrixes in the case of,
inforamatigh determiped hpsed o) weathss of p specifigTegionn iorapation getermined based

T e S A0 8
infbﬁﬁa?i'bﬁ%&e&gjn'[ela bl I RERRS qao e@ﬁfc%&tt.l y generated in

sequence a ne el apses an onmonfy obt ai nabl e at

di- Sk {PosAbRAB Furthdd Ghpfive cBfiddA iy VTR ¢ RMBEER/ITH BYecteating the

based ‘on weat her of &a specific region, information
abaletéioned i s€tks @0 gehdratignthe @bmn®h datal V br oadcast of

a TV station broadcasted at a specific tinme and

i nflbdswdsd possitle, @s ammttdr Gmackeoto aldroe@odyt bogenaratgseirohitie

sport. It is possible to further inprove
enviropmegtahinformatipnyto right sidspat e farmules @y tadCeat i ng t he

in series and

QS aEREhed e By et oS YR P Vg L thmon data
(el i abvEHRRh R AR G Hed WP o B8 YO HTENdHed methods of

- A),(BY) andAS) sHBRIRHRRE] RP&8ratd ﬁig t@hﬁﬁfsﬁ%ﬁ 28084 clPddth ONASebrding to
at a -

havi ng recei ved the ctomon

this embodiment, the transmission subject cut data is generated by the method A) in the case

where, in dividing the sum of adding up the numbers configuring the matrix with 8 rows and
8 columns by 3, a remainder thereof is 0, by the method B) in the case where the remainder is
1, and by the method C) in the case where the remainder is 2, though it does not always have
to be the_case. | _ _

In the case of generating the transmission subject cut data by the method A), the
preprocessing portion 32 cuts the transmission subject data received from the interface
portion 31 by the predetermined number (7 bits in this embodiment) of bits shorter than the
reference number of bits in order from the head to generate the transmission- éubject cut data.

The preprocessing portion 32 embeds the dummy data at a fixed position of the transmission
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(that is, the above-nentioned sol utions) decides which

of the above-nentioned nethods of A), B) and QO

shoul d be used to generate the transn ssion subject

cut data. According to 20 this enbodi nent, the

transm ssion subject cut. dataZis generated by the

t he

su@%&t cr1]1g dﬁ% tﬁ}é BYS nt,b%l%g)f Eho aingtl?%sls%ndstlllﬁiggf Jﬁ?dﬁtg ?orse?ﬂﬂi g&mg the
dubhfi$p a2 %aa'aa GBI TRiabié of £ixB8d." CHBthE Bter ENRE rtﬁ@f)oéﬁor@’at Q¥ich the
the” nethod B) 1 n the case where the remai nder is 1,
dugiily bﬁtalimmﬁﬁbd)ﬂla?})e it Heag of @fecendhetiee ttdigmissivhisublect cut data or a

is 2, though it does not always have to be the case.
pr&ftarmindieneanedio® positien suchrag atsecoitdr Ehemd &gl bit. sihe demmy data

cut data by the nethod A), the tgreprocesm ng. portion
mabeaysdaines lpn&ﬁ%mwﬁmalsﬁﬂ@}aef@t QiARSIRESIQN SpRipCt dakdn  For instance,

o o kbR R M B PR e a e PR ata of 1, or

enftR i Qﬁ%};ﬁ% £lor %itelplhile ﬂbe%fdﬂag th{a: H?ﬁ' Fh%nk GadAts Qnother example,

gener r‘ansm ssi on su at a.

it ﬂ@rpfa@me&@ akdige maattdu finpdats E@h@dﬁ dofiRqgdi ke dat &e&bm%—menw)ned

fixed position of the transm ssion 22 subject cut
cofiiich dathie Pardndtinessif die subeoftthanembes iconfigutingaied matrix with 8 rows
data for enbedding the dumy data may be either
ang §rdodiyiues asrthé comuion datatatided up isalivided by 9ahé ﬂ}@@@ﬁnﬁmdﬁstherwf is 0, it
at which the dummy data is enbedded may be th atg
is B@SS%%WHBW 9419@01% ehdnPsQi-onlihp peapaindsg s ]dé‘t’é pgysibje to putin 1

o L 0 AL A e

plia élﬂtﬂ%s ?ZO 1006, 117 eLRURNRE FR sglglettﬂ%uk &S 8k th place if

sub ect For T'nstance,” there are-t able
thPFede 2SR $s 3, H‘nﬁﬁté%f@ﬂsﬁﬂi' lale m@f@ﬁdﬁm&hﬂ dad puh 1Gat every

or the dat as%l? 1, errbegdl ng the data of 1, gr
teL&thB&thyerﬂﬂhéddsﬁg the data of 1 and 0. As anot her

exanple, it is possible to decide what dummy data is

to Hetedsecidbgtnsrmsiog thertranymissinmaubireheut datedy teometed B), the

data. For instance, if the sum of the

=

 PrERSAFISHREIPAEIANTE GRAt the frapgreigsign sehigetiata i Ibg Pregpisrged gumber (7

bits B AR PR e e gt e Srqs 3l o v W B ae oo

: trai%s&?n Jggt cull datg 4, and m+1{1désh:ﬁe b %SBNHL‘EL at cﬁff%renﬂ Iﬁo sitﬁms of pieces of

pOSSI ternately, “such

. the trandnhisdibe sEER bﬁ‘ﬂﬁt"ﬁa alBofAwhich hhPe ﬁl@iﬁhfb'efv‘olt lﬁtsl%ﬁbrtdaﬂlhén the

at every thifd place, such as 0, 0, 1, 0, O, 1 ...
referdtepinamber of biss. p@s tiidiase,the pmthtld)m; at watictethe dymbryudatdis embedded
place if the remai nder |53 put in 1 at every fifth
may be fxed ot ieguladyrehanging, pechas raondngin order of the fiesy bitysegand bit, third
tenth&acelf the remainder is 9. In the case. of

bitye neighth bif firstdit pesandbits- gighsybiteorrandpmly shapgiRg #sfa each piece of -
mgg‘msmss12>ﬁ sub]ect cut data. In the case where the positions at which the dummy data

is embedded randomly change, the positions may be decided based on the common data for

instance.

As for the method of deciding the reference number of bits for embedding the dummy

- data by using the common data, it is- possible to ﬁerform the following processes for instance.

. If the sum of the numbers configuring the matrix with 8 rows and 8 columns as ﬂ1¢ common
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preprocessing portion 32 cuts the transm ssion subject
data by the predeterm ned nunber (7 bits for

i nstance) of bits shorter than the reference nunber of
bits to render it as the transm ssion subject cut
data, and includes the dummy data at different

BERA 15 BYialh 57 B3l AL ph et ABFERT)E R BMRY A i€ Hhbedded

aliehattly ftehe heddendIECenMUTRBE pRRbeddiftie rAdldnlifich BRe: cut h@ta If the
positions at which the dumrmy data is enbedded " may be

refopmdet i9d, the guhsmission abjeiteat daahdvings (heavinngy cﬁata embledded at the
of the first bit, second bit, third bit ... ht h

hegql fnd the trgpsrpisgion g@agcﬁ@ubqlqta having theglyhnyiata e@be ded at the end are

angi,n s to C iece of _the
R vkl Y Boc. o tf hafefbaindoring, (6 Jansipissian pypiect cut data

_ t dat i S. errbed
ha?%%&%én@%ﬂgﬁ@&“ﬁ?ﬁé%@# 3B o B UGG gata having
thé TR %&aﬁgeg d

dglgf]%?r%&t he rd E?Ie?:etﬁn‘géendnélfgnber 0 tgﬁggt (‘JBP; gﬁgﬁggé}%g ﬁfthe
refufiadetisTythe dahanisyion sibject chedaonamRy thatdamnhy ddts embedded at the
possible to performthe follow ng processes for
heachandathe gansmlfsswm subjentcof dathkavingrihe denmgndatg embedyetiethe end are
matrjix wth rows and 8 colums as the common 23

arrgnged ta &g éHe‘{PﬁY pinthyplace)e dt isalw possiblerfe fudhes msnye the positions at which

o SR dnl Jneunher EA SISy B hewlagiedgaatngy i tixing the postions.
tr aﬂf’ﬁﬂa %ﬁéa sgl%HQJaﬁﬁ ) the Lf:{angrﬁ{sgign SIlb %a%ut e %’?ﬁg ﬁ%eﬁlct'hgd E‘JD the

Fanam s<i on  Sul at'a™~navi ng
traﬂ@:hﬁsﬁﬂ'@lﬁﬂgﬁ%ﬁﬁls Eﬁﬁo bR ﬂ?@reﬁ?&&%ﬂb@?@ﬁ%ﬁﬁ'tﬁ’@number of bits
subj ect cut data having the dunmy data enbedded at the
shenngt theneth® refereatgiinbe cbbitat Bhie El)fttlhg catibdpetemel bylchgting the
renmai nder is 2, the transm ssion subject cut data
trangmissign stlgedt datayto daredosnmivoghediorier thiwes bigad Emrdnstam:e if the sum of
transm ssi on subject cut data having the dumy d
thempbrgpernficuring ‘g@rfﬁat‘élﬁév ith ¥ sewyeand Heolumas asthe pymmmaﬁa added up

i R oy St et ST g eaies i adal TR bt bt dataa
e 30 AL O be NS e P Ahn 04 e STDERRRIS e pilfmision

sulﬂ&&rdﬁtarﬁt M pBin@ GeEmb Eaﬂ Be @tltfbg' P8QeS| I?ltlfe feRalndet ﬁq tHE[Héﬁd of the
the positions at which data i s enbedd

transmilsian sibject amcht & peinein tihb edn lbfh@n biyi2difkg.. 11 ¢he remamder is 7, the
positions. In the case of generating the transm ssion

hexl ] the tramsmission subijsct dhta atrthtahpeinCin, tithérean ber @t byri7detson Of the
subj ect ‘data is_cut to be the reference nunber of bits,

_ traggmisgign ﬁlehmfércub@atbﬂw gengiafed.cthe preprpcessing partipr 32 émbeds the

nunber of b cuttin

- R Bl saBh biscp P s SaP et i OF FSeH Riehsmof bits i

sh%rféi‘ W D Pleliehed Hﬁﬂbe% o? s ]ﬁ%isicgsc‘é N gl%betji({mé Bgsn%m)f the dummy

data may be a specific position such as the head or the end or a predetermined changing
position specified by the common data for instance.
In any case, the transmission subject cut data thus generated is transmitted to the

encrypting and decrypting portion 33 as a stream in order of generation.
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t he nunbers configuring the matrix with 8 rows and 8
columms as the common data added up is divided by 8
and the remai nder thereof is 0, the head of the
transm ssion subject data at that point in time can
be cut by 8 bits. If the remsdhder is 1, the head of
t he [
I} pRART W RO %erﬁe‘x’zﬁi(%c&f tﬁ@ﬁﬁlsﬂﬁssgﬁashb@gi &t dhﬁ IF}E %onthm

can be cut by 1 the renain

gefdratipepofon 3Sp&Ivr&6d ANalgedhACHsed oh an@srpﬁﬁgaﬂle R@hdihiséitn subject cut
time can be cut by 2 bits. ... If the remainder is 7,

datahe head of the transm ssion subject data at that

point in tinme can be cut by 7 bits. t he

“t r ahBerlgeiithm gansrating P@mOUd%i geneTates ﬂgeeﬁs‘plalia@ubaspch@n the common
reprocessi ng portion 32 enbeds the dummy data in
ach piece of the transnission‘subject cut data of

e e e R e el

da

'algbﬁquﬁiumog,@ data may be a specific position such as

the head or the end or a predeterm ned changi ng

posiThé algorsthecef thisknibodiment¢odefiped datia thocast iefdhe trahsinission
any case, the transm ssion subject cut data thus

- subjectentdataias &bitdatsish masdx Yowithé roeaod § p:blmglsattds acquired by

ecryptlga portion 33 as a streamin order of
multiplxing by ezaamr?( pitha) 1ogs awi B igokuns 3 Hhe samugen data fajged to the

ransm on s ect .cut g , the algorithm

EﬂgFra?ni S§§’yg‘e>ﬁ ates an al gorithm used on
encipyRt g@ﬂ: & ﬁ’let Jﬁ%&é ?y ﬁ%@&@ﬁﬁm&&‘ {:onsfja?%.a' Al ding to this

al gorithmgenerating por |on generates

emBb@idient, AoweaseH 1@5‘11&158&31“&;%%{[1 g basell8h he ARRMOA AAY. T Po be more
this enbodi nent, the al gorithm generating portion 35

spegpifie et AAgorithe ofahig efdboliimens climlgbobised did theadopnor aea.of For instance,
this enbodinent is defined as "in the case where the

a cap he definediag the regisinsier inclht: calgtof divddigg biy S thenamber apquired by adding
gﬁtrleV\nthlrowand colums, it is acquired b){1

up ltmltﬂrwsffaeleyntvof Fhe iR inclydefliin Fhegroppnen daty veich is the matrix

will BT nER coffutupRe iy hak St in Belsns it hbgipipger s 0.
ca g6 WATE Shilc i Y FASHBLONAST 005 @hed 45 BRIAVIONT e ey is

tot wever

a chsiad nﬁﬁbémﬁ € ARERN AdEcrifdd o HoSreven @it Eéyfohaﬁghe based on the
al gorithmof this enbodinent changes based on the

coranmondatad aTe.befmsreispedifia,akis nldflsoxhasgesbasediodi the ¢omsndphiata
remai nder in the case of d|V|d|ng by 5 the nunber

accoedjog tethismbodimens.
It is also possible to decide on another algorithm.

According to this embodiment, the algorithm generating portion 35 generates the
algorithm each time it receives the common data from the common data generating portion:
34, and transmits it to the encrypting and decrypting portion 33.

In parallel with the generation of the transmi-ssibn subject cut data, the key generating
portion 36 generates the key used on encrypting the transmission éubject cut data.

The key generating portion 36 generates the key based on the common data.



10

clegientsrofithbe mafix mgludest inttherreaeen dafsvhich is

up all the nunbers as elenents of the matrix included
in the conmmon data which is the matrix wth 8 rows
and 8 colums (provided that it is a =1 in the case
where the remainder is 0). The above-nentioned n is a
predet erm ned nunber defined Yy the key. If the key is
ac | ' . descr i
Povicayr it O HTE Shindlulelt, W1 sl SRS RO RESR the ey as the
folloaviig. nore specific; this n also changes based on the
. comon data according to this enbodinent. It is also
. posThokey obhthtkembiddinmt sathe nembet apgpiredby addinguplalh thetrommbers as
this enbodi nent, the algorithmgenéerating portion 35
ég@ma@g( witla 8 rows and 8

common,data fr the co n_ dat eneratjng portion._.,

coly i, TRl Rrp hCkin Sagentpedidh B pasRaiorelng 8 s

ing portion 33. In parallel with the generation
emgﬁ&ﬁég&transm ssion subject cut data, the key

gengiahlsh Gossté td RRIROnIRBRIAKES the key used on
encrypting the transm ssion subject cut data. The key
genAcedrding tp diit e@bodmege dey lalyagnéfatnk portiba 36 demuratefithe key each
conmon data. 25 According to this enbodinent, the key
timgdheeceiventhepommaprdagoiremerike enremon detalgeperating prstion 34, and transmits
. faollow ng. The key of this enbodi nent is the nunber
it tg they AOCERPIIRG 2Bd drerypting partion B& nunbers as el enents of

o PR o B R TR Bl o o fectcu dta
el SRR RIS GL R obEn SOTR 1 SR RAGAR B e

~ algbfihm Ae@hiig Sbrtioh 3kl BEREH ieFRVed flohEhK R¥y GaRSAHol fiition 36

15

25

portion 36 generates the key each tine it receives
(S1108).conmon data fromthe common data generating

portion 34, and transmits 10 it to the encrypting and

deciy gesatiped ebeveothe 3forithm ivdefingdtas i thecasd eheyepthe trgnsmission
sul:ﬁorti on 33 encrypts the transm ssion subject cut data

eLEPl&Ha a5 Bk dia b papptde dsWithd rperand g Hdgjacgyired by

5 S S S8 SRS R A e e

nm 1 s e cas ere t
nutnb@&Nsm ssi on

a—t? ﬁgﬁéﬁd{g]@{[ %ﬁrclﬁéc ésgl%ﬁf en( d)§ éégg%rﬁd %ﬁs é% E@g% b Qﬁgveﬁlglgﬂﬁoncd

In the case where a is 3 and n is 6, the encryption is performed by multiplying by the

. transmission subject cut data the matrix with 8 rows and 8 columns acquired by turning the

matrix with 8 rows and 8 columns acquired by cubing X clockwise by 6 x 90° = 540°.

The data thus generated is the encrypted cut data.

The encrypted cut data is transmitted to the connecting portion 38. The connecting
portion 38 connects the encrypted cut data as one, and generates the encrypted data (S1104).
Sorting order of the encrypted cut data in this case is corresponding to the original sorting
order of the encrypted cut data.

Thus, the step of S$110 in which the first communication apparatus 11 encrypts the

transmission subject data to generate the encrypted data is finished.
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. : f,
by e, FOMPRBICAOP Rojfigs

subject cut data as 8-bit data is a matrix Y with 1

row and 8 colums, it is acquired by nultiplying by Y

the matrix X with 8 rows and 8 col utms as the conmon

data raised to the a-th powepgand turned cl ockw se by

n x 90," and n as the key is the above-nentioned

nunbidie enpxypted datpeis trarsmistd toetha chpmndminatiom porsion 37 tahb then
oner tion is rformed by multiplying by the

%“F%‘i"ﬁ’] to dheyspenhrERpURGIticRAPRakafs I2atie the ngfwark 831 ows

and S..acqauir.ed by turnj the matrix with 8

o e s RRINAEE amfactiih §2 Blvind feos Vet Biagnriabiegytag performs
th& _ . . -

S PPLT0 ol Vit Shck i) BRRGAPLTglE Rk flelBhilission
subjeondatd.i ng portion 38. The connecting 25 portion 38
connects the encrypted cut data as one, and generates

t he Henennglpt, dhis stap af (Sriipkida)will Hoalesdrttgdan demilof t he

encrypted cut data in this case is corresponding to

t he T8pegrryated sigtartrangmitied de thegiecertsicommrownipation apparawiaila is received

Thus, the. st Sé%Oin whi ch the first :
& the pegand, cpppmunieation appgratis 43 (H20D).

Fi e oL o1 calSnly L SPiZh o e meprppssing

poffiimMi cation portion 37 and then transnmitted to the
second comuni cati on apparatus 12 via the network 13.
The The preptbcesyifigipirtial B2 butd BiRAfesdivied -é;?erjgﬂyd &8s b & PredBibrmined
the encrypted data perforns the step S130 of
nugder 9ihitsnend genemtesrthperedypted entalath (1202) ng it back to
the_transm ssion 5 subject data. Hereunder, this step
of Ubtheyats iruifing theencymied flata and genpratiig the Tsypted cut data, the
encg#%{led I%%t transrritted to the second communi cation
PrepEXEP AP ROTOn; 32 NEHRES R BIOCES TeYRES o theprocsassiperomsend hyothe
. C ' 1.0n appar at 12, (,S1201). ..
corpfectihe o SR AT B A CRBARL D, o Tolp gt Bpecific, e
enélgpRd datalib ButByEPhRCRSH tOhead Yo Bﬁ iVid iR mdttBle pieces of the
preprocessing portion 32 cuts the recel ved ehcr pt &d
enaigpiad byt datpr edet erm ned nunber of bits, and generates
the encrypted cut data (S1202). In the case of cutting
t heNewle theprmenyptaitcat datd itensmittédg thdencepstingpinddeypting portion 33,
data, fhe preprocessing portion 32 perforns a process

whereibjsdectyptadradgprrlesaisasiae ransmissioy suttiect cut data (S1203).

The decryption is performed as a process reverse to the process performed by the

- encrypting and decrypting portion 33 of the first communication apparatus 11. - For that

~ reason, the second communication apparatus 12 requires the algorithm and key required on

performing the encryption on the first communication apparatus 11.
Th¢ algorithm and key used for the decryption are generated inside the second
communication apparatus 12. Working thereof will be described.

The information that the communication portion 37 of the second communication

apparatus 12 received the encrypted data is transmitted from the communication portion 37 to

the common data generating portion 34. The common data generating portion 34 having
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15 connecting portion 38 of the first conmunication
apparatus 11. To be nore specific, the encrypted data
is cut by 8 bits fromthe head to be divided into
mul ti ple pieces of the encrygged cut data. Next, the
encrypted cut data is transmtted to the encrypting
regeisiedidey pforimatoptikes tis @ortuning fosgentratesthe esmitoh @dtadiach time it
rendered as the transm ssion subject cut data (S1203).
IeeIVaBisJBOFPAobN i s perforned as a process reverse to

Ejgsr r?ﬁ%ﬁééﬁ e{’ﬁf B gee@m%ld 3 C{ap?:blf ihp oy hi Fﬂ:é]egﬁlraéng portion 34 of the
aBRAL 1%. F .
Secomﬁlgg?lfl%thonaa%ggag{%&g 1_5 ggr?on ﬁ@%‘%ﬁ %2??"6’8 StEP R EeED
T 205 SRS P SEL YD o s

first communi cati on appar at

11k eyThesethniow dath gerdLeing Potidh 3 6f tHERRLA 6niificd€od Hparatus 12 has
second 25 comunication apparatus 12. Wrking theréof

thesame iétial satrix badisolitive genkoting tlgoritinag theleemmon data generating

_ comnf,l i{:@t i.on portion 37 of the second conmmunication
POL N bk iGe fizst cpmeupication aparetny bt -e dThpaefard, the common data generated

' d from.t he commupication portion 37 to the

by BE R SmsbRElioR FargPaIby L+ 6 {hgseimdrarebe RN dae generated by the

Fir SR iPHic | having . received.this . .

Pt or nat ?%n % gééergﬁfs ﬁlﬂslf@\égg%tlﬁ%‘?etwe&%%ﬁ&gﬁ eéatl“_We‘S compared.
CONTIBB geidrate@ 86 ndoh Mata 1§ trah §RRLY Bdnd Mb Sointiod TR %aﬂgrating portion
The generation of the commpn data by the common data

34de ey preprogessimgtriontionBL, afgotiten gomeaid foRHBL/PS &t kéy benerating
apparatus 12 is performed through the same step as the

PO{A36G perforned by the common data generating portion

34n‘ﬂ% the first communi cation apparatus 11. The ]
conTif AEQFh geRerane nrien 39 sencaatessthe algeritwe bargd on the received

i.cati t 12 h th initjal )
ol &S hsh ST Pk e oG datayor Therion® whigh bt
i ' ' he first i cati .
e ORI807 15 B8 Rt BladoSpb TS 16 SR RES e fpriom s
thd datneSBEROSte BWHRRh GR dl?éﬁtﬁﬁpgé'néfaﬁﬁ 5 %%nioﬁ 350 ARt 8Smmunication
the conmon data generated by the 1 i rst .

appavas il gendrates theplgorithia. 1The Eeddifted Aleariibt ishRnS@AMRd from the
order of generation is conpared. The generated common

alggsithun igeneratingprirtions3s for hementryptingrsinledetpiing porticati3ng
34 to, the preprocessi ortion 32, algorithm

S g Lill%??wnsmg BArtpn Hﬁ@}esggﬁgmbﬂw@on fherrecadyed3®mmon data

_ I Lt hm generati.n tion,35 generates the
eac %Qltqgéﬁ%eg?é%co oy, da egﬂlg gigp in whl%ﬁ the ]?ey generating portion 36 of

al gorit
the second communication apparatus 12 generates the key is the same as the step in which the

- key generating portion 36 of the first communication apparatus 11 generates the key. The

generated key is transmitted from the key generating portion 36 to the encrypting and
decrypting portion 33.
As for this communication system, new common data is generated on the first

communication apparatus 11 each time the encryption is performed on the first

. communication apparatus 11, and new common data is also generated on the second

communication apparatus 12 each time the decryption is performed on the second
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. casg

15 common data each tinme it receives the common dat a.
The step in which the algorithm generating portion 35
of the second conmuni cati on apparatus 12 generates the
algorithmis the sane as the,step in which the
al gorithm generating portion %g of the first
copununicHtion apparatug pPar As desctibed stvaepthe sotnhion alaofentiatad by the
The generated algorithmis transmtted fromthe
segngromIpAieNting npparays p3 s the saiBs as the chmmenatagggenagteizy the first

colggSighRbion fudr i T isihs 45ain the some obtes of penrlion o aBATed.
O B RPER S0 L3 o s
onGRETHE E&ﬁ&hﬁﬁaﬁrﬂpﬂfdﬁ}mdﬁtﬁscﬁlz?rﬁfécﬂg E%E/)ﬁﬁmﬁs%d lk%ﬁs é&leh{icredo‘%ased on that

sane as the step | gener at 1 g~ por

- cotfincaf datheonbian gy nR@HWTh GRtdoBin@PRRE rldfatddlo R eE&Inas

the key. The generated key is transmtted fromthe

coanunigation appangup b andthefgorithr endleys gaidragd badd dh that common
decrypting portion 33. As for this communication
data wheg decrypling Herrparypinddatageneraiedhycesingthatronimers data and the

conmunj cation apparatusg 11 each ti the encryption is

31%5’5‘%? c¥n BeiEips paed o She chmmas fara abRese sirgamgtances are the
j enerated. on the.second

sag v aMERE BRI 1 Do Be RS0y RO HOF perates 12:ana
theP@schyHiBR sk RAfrMEd SR AR Grst & i EH?%@ sqf_ appar at us
. 12.c %1 deslgﬁ bed above, St hoerg%grrlrlrer%n Qa[_%%desﬁgf ated by

t heAs slesoribeld alayve)he @ﬁéﬂypﬁn%me%h?‘ﬁné ?oftﬁ)ntﬁ%éﬁﬂiﬁs & decryption

the common data generated by the first conmuinication _
progpgsdryausing the algorittne retatvad ifron the abgonighm peearatinfg portion 35.  To put it

. gjg?e at,Lon is conpared. Therefore, all the comon
n poredeiaih dheAnsEynime and desryplingpprtion 83 performsitherilensypion process by

sefitiiiche SRGA it eeRmiok e SRR R0 S dahBe £1i e case where
. ' dat.a . . '

TR

daffigladgifedby BRldHHH g B0 LR Wi eBR BN Sfjthg"ﬁga‘gﬂ)é Zﬁﬁgﬁtﬂ Blrows and 8

common data when eCrypting the encrypt

colgame nattedobyndisdabgraistdico 6RMM PR andRfhdd @ockwise by n x 90°")
al gorithns and keys generated based on the common

basgd on therdgerithui neceived fromdbe algerithnegd@rangpostioarddefined as "in the

th en&lreypti on is performed on the second
SHheti AEPYRISHpR sFkieet sut data ayS-bitidatade 8 mastix Jnwitk 1 row and 8

erfarned o he first cq ni cat.i on aratus 11, As
colffine BTt €5 ol RO o0 BB §156e RaoR OGNS rows
and8 cHGfh Bpﬁetcggmgo%c&éfg }i®4 to the a-th power and turned clockwise by n x

90°") and performing calculation according to the above-mentioned definition by using the

key. Thus, the encrypting and decrypting portion 33 decrypts the encrypted cut data

provided as a stream from the preprocessing portion 32 one after another so as to generate the

© transmission subject cut data.

Next, the encrypting and decrypting portion 33 removes the dummy data from the
transmission subject cut data as required (S1204). As described above, the common data

generated by the common data generating portion 34 is transmitted to the preprocessing
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process by using the algorithmreceived fromthe

al gorithm generating portion 35. To put it 1in nore
detail, the encrypting and decrypting portion 33
perfornms the decryption procegé by 15 generating the
algorithmfor performng the cryption process

pogtiesf 32heditis common ldetaoasaiseh@hen détheniengmspt e dastinytRitowas

is.amtrix Zwith 1 row and 8 colunms, the

erpbedrgdindte Bansaipjie subjaest cutdlataainithe preprocessthgtpprtion 32 of the first
b adpather 41 57 hrmmiore Soaciic, HgrerpMiaas haid buche

-1 h: d _cl.ockw b 0") . .. ..
oA L DS R Wi
indieses Rw e RRithi 8ika Imis CHBLHARCN e édgg{ﬂt&fc& g?%i&tﬁ)eb&al%l%re precise,

where the transm ssion subject cut. a as
thé samsmisdion subjecniitilats befiye AAGING theC @IS ot H&a%ﬁ&&ﬁﬁﬁ&&mpletely
cut data is acquired by multiplying by Y the matrix
degfyptedgor bring dennyptal ejustrin de dscityhedCionthernciapting aidsddrypting
to t%g?fat-eth power and turned cl ockw se by n x 90")
' f

! -

'POHLR? e Fﬁcﬂ’@‘; E‘E‘P&'}P"&@ﬁ‘é}halfg@%ﬂfdl%g L ot Ee )

- i dniti j LT , .
* he 15 BRP B BTtk it YRR Hahe ?@%@@g@% dsepiinaortion 33
N TR T T T ——

de@9PRELHETIbAS3 the AMRAY adaGPedbligRg! cut data. Next, the
encrypting and decrypting portion 33 renoves the dunmy
dat Zh¢ emurypting andrdeagpiiss peifios 3Birétbves e dahmya®ta from the
required (S1204). As described above, the common data

trapspissign sebjest cohdatabymsing thetinfogmatorat i ng portion 34 is
tr?#[% itted to the preprocessing 29 portion 32. This
c omBh AR SRR suhisst cyicatn thias saneratediig trapswmitied teltherppnnecting

poftRh 38 e SBRRENTE nirlioh 38 chfiIhS Beed Rpbsmisigh subject cut data
SRTIRIVHGAL tus 19 . . i.fic th .
o GRS AR ol TR SPGB eing

endriypted GﬁMﬁ@mmhﬁéiti&thg%ﬁfsqtll{%lﬂ%gﬁt that point in

time 5 indicates how the dummy data was enbedded in

t heTlause thepstepdl 30Uh wdidhath¢ secod coBbfiniat6h SFparatif €2 decrypts the
transm ssion subject cut data before having the

- encsyRipd geta and changas # besictoythe trasnuissipn sitbidoy datd e fiyrishesd

(or.Joeing decrypted or just to be decrypted) by the .
: encTW%"%&‘%%w‘a%é@éﬁsm ﬁujhljct dria isi tensipBtegffrarh gheseapperting portion 38
- [ cation paratus 12. The. pr essing portign

to ESHRNEFordh 3 BTN GrimnbosRuboBER 38 ornbanes dntne bus 28
to bextdied geih, Nf or mati on on where in the transm ssion

subj ect cut data decrypted by the encrypting and
<<Defoipd ERgmpPREHI on 33 the dummy data is embedded.

In the communication system described above, the common data generating portion

34 generates the common data each time the transmission subject data is received by the

~ interface portion 31 or each time the encrypted data is received by the communication portion

37. In this case, all the pieces of the transmission subject cut data generated from one piece

of the transmission subject data are encrypted by the same algorithm.
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The encrypting and decrypting portion 33 renoves the

dummy data fromthe transm ssion subject cut data by

using the information. The transm ssion subject cut

data thus generated is transm,ted to the connecting

15 portion 38. The connecting portion 38 connects the

r ec dnstead] efrthiss thie sommronglaby genbrating pdetion 34asapsememnsihe common data

cﬂan eqsl it back to the transm ssion subject data in
eae Qﬂ%r & FrARsmIsTion erbirot sutdagsis sereived diyythe entryptinglaed decrypting

j. nication a r at 11 (S 1205). Thus, the .
P‘%%“é‘%gi% R Ui o 2per bR et s r‘f?ﬁ?h‘f‘-‘@iﬁ fengRingand decrypting
orBorleE I VIRtihi -ed. C es it .hack
ekt 51 s K, oRAGENBHEH IR BoADY TSR oo od Ry orcnch
pigerufitiad ©shskdi s iub ocPBut i Rhkrafaliforh Snd pRESHF thb §nsmission
fromthe connecting portion 38 to the interface
supjsetdatm 31, and is then transmtted to the HDD 23 for
instance via the bus 28 to be stored therein.
<<Dét scherlefinrings) examplean themommomdeta, adgarishmsyd keyrare generated as
fogescri ed ag?ve, t he conmon data generating portion

Swsip the fase of perfoaing HaRRGrPEPR. each tine t he
‘ gelt . > . o th
e o, B0 SR RS vl Bt e dat a
: ( . . e et '
cas e e AcBboldh FORPUPLGRL bR Bbiec frua e ffpination o

thateffectge nensaied frognhe PR PortidH 31 Behe EARRTH S ting porti
subj ect data are encrypted g? the sane al go%?ﬁ%%%%a & portion

- 34 nSngaerivihg ithite, cottmorcdnarpencetaing poeiver 34 %mrmrthé 6dinBén data as
e

. {@y generate the common data each tine t
n fhegrisRidhe abpvegmpritoned gmbadiment. s Theowinuaon data isteansmitied to the

o 28 e S s spraton
. ' . ' ~ln thi. he i

OnfigEcRl iboriBloh g8, &% prpPorenits BiiFbh A4 o Brosbunsce s

traf¢rBiR o buljB] chf @eﬁa?tﬂ*]é&'ﬁﬁg th%q:mngﬁﬁssﬁﬂtsugﬁégq&aggs?ﬁal%qe%ase of the

from one piece of e transm ssion su

(

- aboveementiotiedl emBedingna MpTIe: algcﬁtﬁhﬁl%gﬂ%ﬁﬁgkarﬁoil fﬁ%’e;h&laf@s the

and key are generated as follows in e case 0

-algpdthng based gntthereseived peimon diiay atd trdnRmin abegekrated algorithm to the

erformng the encryption will be described. 10 If the
en mtg}gfagéé{eﬁra@tmg portipn33¢ e The key pencratingymiri@i Ihgeehjtesthe key
baﬁ‘gﬁta’ the.nformation to that effect is transmtted

2P ShRRECrINTS Paren datey frshirapsmits thagenetniodeydahe encrypting and
defitipAldrich B T on |
The encrypting and decrypting portion 33 encrypts the received transmission subject

cut data with the received algorithm and key to generate a first piece of the encrypted cut
data. '

Next, the common data generating portion 34 generétes the common data before a

- second piece of the transmission subject cut data is transmitted from the preprocessing

portion 32 to the encrypting and decrypting portion 33 so as to transmit it to the algorithm

generating portion 35 and key generating portion 36. On receiving it, the algorithm

generating portion 35 generates an algorithm different from the one used to generate the first
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34. On receiving it, the common data generating

portion 34 generates the common data as in the case

of the above-nentioned enbodi nent. The conmon data is
transmtted to the preproces? ng portion 32,
algorithmgenerating portion % and key generating
Pigsy ofi thnermgyptad cuddarae ew] trimmpitstietoaheremay st and Uberypting portion 33.
Tlf)re rocessi ng portion 32 starts generating the

G A STPeaf R PAHED 46 sirearlyigangratss adieydiffigentifom the first one, and

rARS A S S O l.ect . data as in . the case of the ]
e S@‘?/% -E@rrté 2‘?"1 %“r‘?@g’%ﬁﬁ% aﬁ% FRtngmrtion a3y, i therangtsintipg addecrypting
RS BPRsed hllf t L t.hm based on_.the
X ecei ved combn afazl,d l%ﬁéo ?‘%‘%ﬁ%ﬁi e P_dee‘%‘?é’ifitfeeedlcryptEd cut data
byalsgimy the beooha pidde of @RABhisSBn30GieHGE 451 N9 portion

33. The key generating portion 36 generates the key 2o

bas ddisin repiveted ecpirforth differannetaytionad Sadh FORBf e rt@ypted cut

enerated key to the encrypting and decrypting
dag”orti on 33. The encrypting and decrypting portion 33

enc ts,the recei vrd transm ssion subject cut data

wi t i Py deimad s3ampley the sepprd-piecacayvard ofbin commenalata are only
i ' f: .y Dt ta. 25 Next,. th
L TR N L -
| t ESTN |
e e o i SPARTOmBhGE Gy Inah A e AT BB Pt premppcessing

popiont3i2on I3 thi¢ eust,eisgiaesibRlitd B thI@emy@ b E%Fgﬁtalﬁl%igtﬂ@trgi%mission

So as to transmt it to the algorithm ge

subjesticntdata s taredolk pigcgyefthe atahngispion kilsject 36t d#X T ecei vi ng

it, the algorithm generating portion 35 generates an

al gUFx% His casesvdiesnthe deenyptioreisqecfornediwilbbadaseribade t he
crypted cut data, and

firgt, 31 piece.of the en
tr aﬁgﬂﬁ ?‘Q“’BP“’F?PW%% S@ FCriYss Benaapied sietan theguformation to that
X3 4 y ' ortion .36 simlarly geperates
ofre e Y R Sl Dl R L0 7 ity Somiedhizsscperating
portion38e ENGEYH bR MRLOHRES . Lan. The
encrypting and ggbrypﬂ ng Iy(g%é g‘lghg'n p‘ég%ogiﬁ%enerates the common
datahgr the baseafahdt v on@ebREP A RS C AN BinfRS c&ﬁa 5 Rnsmitted to
encrypted cut data 5 by using the second piece of the
the preprecessing portion BRealgorithim gmmmﬁngrpbﬁidn$5®a%§r @endriting portion 36.
perfqormdifferent encryption to each piece of the
On EPFERPE B commonglata the prepisicessitef portiead3 Zgarpites, the bfformation on

how B&ANd Diece og.vvard af t he common data are only

‘?ﬁ%?ﬁ% S{%l‘sélﬁ"’ts&} HEPUA A3 as gsneated pain the cpsrafithmatesesmentioned
nat.l nd..parti.on 36. .Howeyer, 10 the second )

e o PR bR A5 Fimttgpopion 35, fhe algorithm

genbfa®ifl§ BoboRB st RnbARsRERESGRISHA] on the received common data, and

‘transmits the generated algorithm to the encrypting and decrypting portion 33. The key

generating portion 36 generates the key based on the received common data, and transmits
the generated key to the encrypting and decrypting portion 33. The algorithm and key are
equal to the algorithm and key used when encrypting that transmission subject cut data

respectively. The prgprocessing portion 32 transmits the encrypted cut data generated by
c:utting the encrypted data to the encrypting and decrypting portion 33 as in the case of the

above-mentioned embodiment.




10

15

20

25

portion 32. In this case, it is possible to change the

nmet hod of generating the transm ssion subject cut

data as to each piece of the transm ssion subject cut

data. Next, the cases where tP? decryption is

perfornmed will be described. t he conmuni cati on

por tihsrengrypting end/dsrypimgeoctiond deceyitathe kdieived encrypted cut data

information to that 15 effect is transmtted fromthe
mﬁﬂqg@ggm(fﬁr frsFYntion gererptsdtbiyaisingrthereceinedalgenithmatol asgo generate

. _ o e y
BB 0 S b M, BT SR aping orion
33t1%ﬁlo€¢_6§§1e<ahué1§¥d££’g¥ﬁﬂ§§%ﬁe‘%& gﬁg@gggéggrﬁ%%%wﬁgﬁ?%?&dmg to

data is tran tte ep

W

‘thategeivied Abbaemestdnkd hidQhdtionbnInviiid rl]:ll&g%é{ngﬁ&? Elg[;]éc@ Qut data was

portion 36. On receiving the commp
geperappdocessi ng portion 32 generates the informati on on
20 how t he transmi ssion subject cut data was generated
as NextHbe eqmwonflats igencaitingsportion B4 gerbratendneit pot ofthe common
ransmts it to the encrypting and decrypting portion
da%é’.e ﬁ*ﬁéﬁ%ffgwé PiRtH offbe Badsmission sibiecs ﬁlllilgwgle transnisied fioe the

S BRSSP ORSE S0 g
. . 3 i . i .
s k61, b0 08 i SR IEnBTe B 3

~ gentahtas an alfotiftan diffetdht Zond ME ofle RS Fib Sné?% tltlé)futspﬁe%%cr)rt]’ the

~encrypting and decrypting portion e algo
trapgraiskioy sebject cetded, ahd tiahiemiad P60 iHeleftPankad dssBHHNE PBrtion 33.

encrypting that transm ssion subject cut data
Thiscdgraathm g fhe: samsas ghecalgershasised tpercryps thad Brahsmission bubject cut data.
ont he.encré%‘?t ed cut dﬁéa generated by cutting the _

dHEPVINELE targon datp e kY. egsrating porépnddgaperatesq key different from

' ' case.qf the .apove-mentioned L

(el osPl 1 denl e RS 28 5 Hhe At S RB. S iBet G Spir ncpemsmits i to
thedhcA§RinY Rhe db ' n . tamih th

al Sor i t%m f or&g%cgf}pt |ﬁ33§egfel¥gg(§gm§§é %agx?enags dt{m?]%ey used to encrypt

that eassnviedombdgédt tivdak0 as to generate the first piece
of the transm ssion subject cut data. The encrypting

andTeenoyyptinggng dedriypting @atioe BB deayhis thelieosnd pldésofl th@Bhcrypted

the generated transm ssion subject cut data according
cutidgtaddyt wiing thees algerithimond kew o gereeate thef socorslt piece afiiranemission

the transmi.ssion subject cut data was generated.
subiglf ol G IE R Feraneh tiecaRTay Fag ap 81 thehse iaheaeaentioned
emBodifiishe Pi ece of the conmon data before the second

pi ece of the transm ssion subj.ect cut data is

encr ot e O e PR PRCB T I Bl 4R s St frerent

algotithhoand key so as to generate the transmission subject cut data one after another.

In the case where, in performing the encryption, the method of generating the
transmission subject cut data is changed as to each piece of the transmission subject cut data
by also transmitting the second piece onward of the common data to the preprocessing
portion 32, the second piece onward of the common data are also transmitted to the.
preprocessing portion 32 when performing the decryption. Thus, the preprocessing portion

32 generates the information on how the transmission subject cut data was generated as to




10 the al gorithm generating portion 35. On receiving
it, the algorithmgenerating portion 35 generates an
algorithmdifferent fromthe one used to generate the
first piece of the transnissign subj ect cut data, and
transmts it to the encryptina and decrypting portion
ea@B piecd bf the ahgypieti omt data.t MEhSBIR @SBtV MentiBARBRFmation on
to _encrypt that transm ssion subject cut data. On
hove theitiap#missine sejeetsnt date was gbrerdted/isgmneaniitedng teentivpting and
428 enerateé a ﬁg different from15 the key used to
GORUPS PYOR 3 epg %mﬁiﬂéf‘c%‘l%!rptﬂ@tdﬁtan%dﬁrosmt by thsjepctypting and
. . transmts.it to, the encrypting and . )
de%@@?ﬁ%ﬁ’?’ﬁlg"ﬂ Egr t i 87 SB3YPHE d degrypting POIOR 33 vaes thisdnfggation to
se ' 1;SSI .subj.ect. cut .data. ..
A oS b 8 B S & U TR B P et cut cata
bysediffestnpmethodof the encrypted cut data by using these
al gorithm and key to generate the second pi ece of
transm ssion 20 subject cut data. It also renoves the
dunmy data as in the case of the above-nentioned
enbodi ment. This is repeated to decrypt each piece of
the encrypted cut data with the different algorithm
and key so as to generate the transm ssion subject cut
data one after another. |In the case where, in
perform ng the encryption, the nethod of generating
the 25 transm ssion subject cut data is changed as to
each piece of the transm ssion subject cut data by
al so transmtting the second piece onward of the
common data to the preprocessing portion 32, the
second piece onward of the commopn data are al so
transmtted to the preprocessing portion 32 when
- performng the decryption. Thus, the preprocessing
portion 32 generates the information on how the
‘transm ssion subject cut data was generated as to 33"
each piece of the encrypted cut data. The thus
gener at ed above-nentioned information on how the
transm ssi on subject cut data was generated is
transmtted to the encrypting and decrypting portion
33 each time the encrypted cut data is decrypted by
the encrypting and decrypting portion 33. The
-encrypting and decrypting portion 33 uses this
information to 5 securely renove the dumy data
- enbedded i n each piece of -the transm ssion subject cut
data by a different nmethod. 34 CLAIMS
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1. A conmunication systemincluding a first

comruni cati on apparatus and a second conmunication
apparatus. as two communi cati on apparat uses capabl e of
encrypting 5 transm ssion subggct data in plain text
to render it as encrypted data“and then transmtting
it to the comunication apgpastigs at the other end
and al so decrypting received encrypted data and
rendering it as the transm ssion subject data,
wherei n: bath, the first conmuni cati on apparatus and

- Lt he ASSQUURMPIER o Rrptem ineinding sofirat qosmuniention @ppara®s and a second
: Is for cutting the, transm ssion subject
°°§‘§{“Iéﬁ‘%‘§°§§€¢}’§%%% % TR BN GRon APPATATuSeS GaREble FRGTLInG

; . i i. i .cut | e .
ua@tr???iﬁg @l{dﬁg& gﬁ%:ﬂ; E{ﬂgg ﬂ:é;g F};ﬂeﬁcl‘fég tlgéé %gﬁvﬁ%fi?%% a%g‘;t@enoﬁransmttmg it to

thmmﬁiieﬁi@lig)pﬁﬂhﬁ abhheldiRer AN Bnd KK Sécr?ge i tbeibad Melypied data

the encrypte data i s cut when encryp ;. encryptli
and resdeing it ps thegranemissioh aubjeniaday:n whegii:he transmi ssi on

subject cut data with 15 the al gorithmconmon between

t hebeththe firsbenmminisetiomapperarsend shesedonheonsmumingtion apparatus
c conmuni cati on apparatus to render it as the encrypted
OBY and decrypting the encrypted cut data with the

al gQrd: ‘ NnGrypting t encrypted gut dat '
o b ot Wife B ab S Sp e SRy Soredtfspned number of
bite RIS BRIHPIpREAE i
.71 transm s%'?%ln subj g@%m%ﬁitﬁﬂ g%%&?:g{(éhg%%g&_@%g gls? etnﬁré’pted data
int6 roubpte p&bﬁbf?enbdfs@t‘dd cialan b?"ﬂlﬁh dabR MYt bf‘ﬁtﬂ}dwpljch the encrypted
receiving means for transmitting and receiving the
data geug whed ederypted; and the cutting neans cuts the
~transm ssion subject data so that at |east one piece
of TRBPUNE 3Rd deaypting mewjsdor encayptivgthe hasmassitinf subjeentut data with
th r}#rrbﬁ]?éﬁlof bi t fromthh ot her pieces of the 25
e iy Comampn bty e the first qammnicatian apfvwAM e e focond
: | [ first conmuni | on aratus and a _ .
co@é@%ﬁgﬁdﬂﬁ%ﬂ% nicatron itﬁﬁg‘?ea?‘wpg@t‘ia\?%“%mﬂem%wcwwd cut
dat@ RRAAS MSESthAPRRAvheR' AP TRELAY i
e el cn Y bl My ATERAZ P s he

tram$atissi@ndibjdeecutidagnsm tting it to 35 the conmuni cation
apparatus at the other end and al so decrypting

r ecohpenting mayanp for dontadicsing drecdeceypekal thangmidsiodSsubjeet cut data to render
. transm ssion subject data, wherein:
it as the transmission subject data; and
transmitting and receiving means for transmitting and recéiving the encrypted data,
and
the cutting means cuts the transmission subject data so that at least one piece of the
transmission subject cut data has a different number of bits from the other pieces of the

transmission subject cut data.

2. A communication system including a first communication apparatus and a second

communi(_:ation apparatus as two communication apparatuses capable of encrypting

transmission subject data in plain text to render it as encrypted data and then transmitting it to
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both the first communi cation apparatus and the second
comruni cati on apparatus conprise: 5 cutting nmeans for
cutting the transm ssion subject data by a
predet erm ned nunber of Dbi ts?}%nt o multiple pieces of
transm ssion subject cut data“and also cutting the
theenonpprieaticiedpparatust 2 therdthériehe apd 86 ﬂeé‘tfyﬂ feYdiv&leneHipted data
data by the same nunber of bits by which the encrypted
ang ganglerife Higs thnsanseissiopsubigct dats mbetéimg and decrypt i ng

meaps, for .encrypting.the transm ssion subject cut data

Wi t ﬁ"thf%’ it C%%B’b‘f"rﬁgﬂ?ﬁ YU 398ithe tasondh eommpsication apparatus
comBREAINI cation apparatus and the second conmunication

agpar'at us to render it as the encrypted data and

deceunhi ffbahd\or SREHY fﬂ{ee!ganﬁhﬁﬁssiogas'i@e}é\f&iala%gfg p?elélgglér.%g#n number of

‘ysed when encrypting the encrypte
bits intamultiyde plecad et BismBios WibeSicut #ita 9A4 B1sS CuBifig HR encrypted data
. performthe encryption or the decryption by a
intp gudiiple piscenofidneryptdd doit tista by tiae samfeanantse of bits by which the encrypted
d connect.i ng neans for connecting the decrypted
ata 1S, CRE Wher i eBRIYRIE} ect cut data to render it as the
trapsni ssion.subject data; and transmitting and ]
re c%‘% ﬁ’é‘gﬁu@ﬁ?ﬂ%@& PEHPT oREptiag dby Barsussig wbiect cut data with

uttln ans cuts t
A 58 S AR 4 B s
cofilb@hicetion AMaratdrol-BRief A8 Wﬁ%ra&)%&{% %dn(géc rjﬁmng% encrypted cut

both the first communi cati on a € secon

- date writhuthé elgbiitnn aW@@crg?gg% E}Hﬁte%?cc)iﬁtpi@d%t ARARSrehn@ér it as the

i ncl udi rl&_n;jum’ry data irr he transm ssion
transgpFsen subiach cuti data doestto perforins the @encryptipre ot the decrgiptich Wnalreference

tgerﬁgﬂy mat chj ng the nunber of bits of the
number,of Bits a3 a Fefeigsect cut data with the reference

nu f bits. .25 3. AcC ni catjon systemincl udi n

a ::Ef&rgé%c &g é%qo%ecgﬂg %@W@sgﬁ%ﬂj ect-cut dat% to render
it a6 AR LRk as two communi cation
' aappar at uses()ﬁ(r:bggiagi eai%?ﬁ%ncr ypting transm ssion

suhja@eiittiag and FocBival ﬁ]ﬂgg ' i
data and then trgiggir%rhtl%ﬁgo%%o g@%&%ﬁ%ﬁﬁgg@@ tﬁddata,
andapparatus at the other end and al so decrypting
recei ved encrypted data and rendering it as the
t r dbseHtEng meanyitethe tinsmissinh sulgect data by the number of bits shorter than

the reference number of bits; and

both the first communication apparatus and the second communication apparatus

- comprise mixing means for including dummy data irrelevant to the transmission subject data

in the transmission Subject cut data and thereby matching the numiber of bits of the

‘transmission subject cut data with the reference number of bits.

3. A communication system including a first communication apparatus and a second
communication apparatus as two communication apparatuses capable of encrypting

transmission subject data in plain text to render it as encrypted data and then transmitting it to
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- daggp

both the first communi cation apparatus and the second
comruni cati on apparatus conprise: 5 cutting nmeans for
cutting the transm ssion subject data by a
predet er m ned nunber of bitssinto mul ti pl e pi eces of
transm ssion subject cut data 8nd al so cutting the
the premyppnizdtiomagpardtnd 4 thelbthémdng 4t ke eoih aﬂ%fdéefﬁz@@e&wpted data
data by the same nunber of bits by mhigﬁ the encrypted
ang genderigg aias thinsrnsarissigmsubiict daaniiereiat a gener at i ng
neag§ﬁﬁgrfseguentialLy generating common data which is
10 COHWBA VEY CRRERINIGIE0R ppRaratas ¢ senond gompaicationsapparatus
ib.ne second communi cation apparatus; encrypting
a decrypting neans for encrypting the transm ssion
subje Ghban | [ n_be en :
thech g phlant R Cublrlthe kel Wb GERED & gl hed number of

bits duroamil tple iptste PNRAR NiiRONE 8L G JRASHAE aRB chltf e SRR pted data
data received fromthe conmmon 15 data generati ﬁg nea

intoguylgplggrieces ofencrypgedan iyptbycthe sdrhe AREbSISE Dby RAidhtRe encrypted
encrypted cut data wth the algorithmused when
‘;‘ﬁ’_(li'f‘r‘i‘genﬂwt“é]hcrypt ed cut data to render it as the

trapsm ssi O{?a suglj ect cut t{%at a, connecting neans for L
conFRIPR Jatageneiating pears foF ssupntialiyaeneaBpeeemeon datatvehich is

tashontia LL e sm ssion subj ect data, and 20

T ans mﬁtgéeinr%é gﬁsg cé@%élﬁﬂgﬁ%n ?Pé’ﬁf'f’gusfad’?i ttl? %QH&F‘P‘?’W@’“‘&%OH

appR&at;vi ng the encrypted data, and the conmon data
generating neans generates the common data on an

op perctypinig\and idecriyptin dgheldierof éﬁﬁ?ﬂ'ﬂﬁg&h@ﬂmﬁﬂﬁhsﬁ&ﬁ subjct cut data with
data or the encrypted cut data received by the .
iqetnmembktetean the firstgomeandcatian dppivatiih end thie tsbdd@id
nmeans cuts the transm ssion subject data so that at
compynicationappagates gamerates basedor thesoimmmpnsddti Eotived trodethe common

datl@enashid ferent nunber of bits fromthe other pieces

atd Bepcfating MEins o cendsr it as feBerstnd 2 2nd decryphiag the encrypted cut data
i | | rding to clajm3, wherein: 37

WA HERIAR AR ELOREN Bk MRl BB FRdateha

tra@iiERioH SdidcPBudARAr at us - conpri se ,

connecting means for connecting the decrypted transmission subject cut data to render

CO

it as the transmission subject data; and

transmitting and receiving means for transmitting and receiving the encrypted data,
and

the common data generating means generates the common data on an opportunity of

having the transmission subject cut data or the encrypted cut data received by the encrypting

-and decrypting means, and

the cutting means cuts the transmission subject data so that at least one piece of the
transmission subject cut data has a different number of bits from the other pieces of the

transmission subject cut data.

4, The communication system according to claim 3, wherein:




10

15

20

25

m xi ng neans for including durmy data irrelevant to

the transm ssion subject data in the transm ssion

subj ect cut data except a piece of the |argest nunber

of bits thereof and thus 5 nmatching the nunber of

bits of every piece of the traism ssion subject cut

dat cboth the firlteconunBtatioh aPpirdrlbnd AR s,@éo?ﬁ%oﬁ;nu%ﬂ%ﬁ n apparatus

| argest nunmber of bits of the transm ssion su Jec’{J kR
Coggprese 5. A communi cation systemincluding a first
conmupi . cati on apparatus and a second conmmuni cation
appdPEngsmgansfopinelgding duomny data ipglavant tosths trampdlion aibject data in

- 0 e Y bi q : p
bR peblect B A% et Fiees o fhe ongant wmaies af bitsthgreof and thus
' i cati . t t, th th d .
At e ot BBk 6 eBn BB P Re I itbiriatadblectyry data with the
nun6iesl F bitdof the Bicd BEME 1LRBSThaRbA o R F ﬁ'fﬁ &%?Jgrﬁﬁgiog Supiect cut data.

wherein: both the first comunicati on a

the second conmmuni cati on apparatus conprise: 15
cutting neans for cutting the transm ssion subject

S.dat & pymamupicatiiut syseimiedudingtefirsbfombidiisationtapparituk iald 8 second

EJi&'l?CeS of transm ssion subject cut data and al so
CORRUMNGHONFEPEARE ghiverramunicatiomoappatatispd eappble of snafpting

e St oot P el et e iancmiben Gensaitin it to
S M 5 L RS B S B P e Bl g
ané esnileith € atas Ak Mﬁi&@fﬂﬂ%ﬂgﬁ% d&&g »ﬁ)%?e‘?ﬁld communi cat i on

ptin

-appar atus; encrypting and decr g nmeans for
encbythtthe first beminiAieaionSpansMNdthE sétbd Sihuifchdbn dppratus
al gorithm comon between the first conmunication
compp&t-at us and the second conmmunication apparatus
. generated based on the commpn data received fromthe
confiyHNS Hegag for getng theitrapswission subjecadatieby a predstetrhimed number of

. ed data d decrypting the encrypted cut data
bit 8 VR ESle D, G om R OR AU et ot gt nhd Nt euttng fhepmogpted data
intS W ; It the . transm ssion subject cut
i G Bk BBl it BR RO ek whish pencryped
da@ys@trvﬁ{egreﬁ&%tedpunber of bits as a reference; 38

connecting néans for connecting the decrypted :

t r actanmes da gehddit@ it medtls F8PdcRAuLRiallS . o
transnissi on subj tgﬁg: dat a; aegg tr ags%r%&%r??ﬂr%cog%g&@&m which is
corpmen ibetwrgn theafist ¢anmonieation dppanghsand the®fbt nthiication

encrypted dat a, _
apparatus; _ S :

encrypting and decrypting means for encrypting the transmission subject cut data with
the algorithm common between the first communication apparatus and the second
communication apparatus generated based on the common data received from the common

data generating means to render it as the encrypted data and decrypting the encrypted cut data

- with the algorithm used when encrypting the encrypted cut data to render it as the

transmission subject cut data so as to perform the encryption or the decryption by a reference

number of bits as a reference;
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:6.

and 5 the common data generating neans generates the

comon data on an opportunity of having the

transm ssion subject cut data or the encrypted cut

data received by the encryptin and decrypting neans,

and the cutting nmeans cuts thé8 ransnission subj ect

dat aconyedting nieaibRYr cohndetihs Rk t : r
_nunber of gi ts; and 1O&gic1§h thehi)i{erd st%ﬁglglrﬁ%aﬁisﬁl?%&gﬁp&a%torender
it gp hertepnsmissiod subjectsiamomsd communi cati on appar at us

conprise, m xing nmeans for including dummy data

i rr dFAVRHing and Keecivingmreans Sordrensmitiieg indk@teiving fthd di@rypted data,
tdransrri ssion subject cut data and thereby matching the

nunber of bits of the transm ssion subject cut data

Wi t Etﬁnl?ns nunber of bits. 15 6. The

co mhrg%l cat | %ﬁﬁt%%g’?eerﬁ?%@ed?rﬁi 858125 re-fommson i pre pm opportunity of
havig delthh : e t 1.SSk O bj ect dat )
By <8 b oy b BRI B Bl el cnceypting
andeleeryptingmeund)efid of bits. 7. The communi cation system
according to claim®6, wherein: 20 the m xing neans

i nclfrstingmeahsrons thatransatissiors fdct dfa B9 Hid hibes bt bikEshorter than
tht rgnsm ssion subject data. 8. The communication _
Slrieranmeieehen Phbjts and| ai m 6, wherein: the m xi ng means

.data at a predeterm ned position

i nc .ne du
it PO Re KRS OB ich it e ndthe P vmSRiontion apparatus
: [W=Tek g T 0 ni catian stem according to .
oo finifl pibansor Wi g Gatagneieling ¢ theranpatssion sibjectdata
in theaRHEnES] ' al l,east .one.pi ece
o el B bar R R iy fhe TN B Bieie
tranammiseion ofbjiticat dtoWith 6. efdhGicoRuRERo i N
transm ssi on subject cut data. 5 10. e conmuni cati on
system according to claim3 or 5, wherein: the comon
dat?,h%ener ating means generates pseudo-random nunbers
as CBtHBIgalinsystemaccoring toodatont, vdtera Syst em
acc&gdi' to claim10, wherein: 10 the common data
gen §P}Qﬁ‘§ TS Suty dedrapsmissionsublsaidata bine aredatetminedraumber of

| bitd §fdrter than the reference number of bits.

7. . The communication system according to claim 6, wherein:

the mixing means includes the dummy data at a specific position of the transmission

subject data.
8. The commurication system accbrding to claim 6, wherein:
the mixing means includes the dummy data at a predetermined position different for

each piece of the transmission subject data, -

9. The communication system according to claim 6, wherein:
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transm ssion subject data is encrypted or the

encrypted data is decrypted. 12. The communi cati on

system according to claim 10, wherein: the conmon data

generati ng neans generates the common data each tine

the 15 transm ssion subject édt data is encrypted or

t he thnanyps meawitsdbé fahdnid86k Mﬁﬁ&gfiata-go g{gp%{}east one piece of the

conmuni cati on systemaccording to claim s, erern:
tranmissionisnbjectaahdatd bes aldiferdir npIBERIfINIHBROHE Sfck bRBes of the

for_ including the dummy data based on the conmon
trafgpaissiop subjgct cppdata.onmuni cat i on syst em according to

claim9, wherein: the cutting neans cuts the

transm ssi on subject data based on the commpbn data so

10t hatrhe @bmhafhe jece of. the transn]ssion subject
cut 'ngt gmnas étl(%??jfsgerng%?co ‘{}H%E}d%‘fn ﬂf’& Vhegsnt he
ot Netfe dAINBRGSARS gdrdBatint L 384 L&SLanGll, Jakd. 23
15. A conmuni cati on ngfl:ﬁ%%k %én%i%e]tﬁ%%lé%)'fa\l?agm numbers as the common
datommuni cati on systemincluding a first conmunication
apparatus and a second conmuni cati on apparatus as two
comuni cati on apparatuses capabl e of encrypting

11tra m ssion, subject data in plain text to render it
as ShEYPHRRIGat0n: systeRtacchuling toaolaimi k0, iwhgreirt: t o t he

co ication apparatus at the other end and 40 also
dec iy gp oo LS PErTng sheppt seheemiesibn semmen detieagh fimedhe
; 1S §LOE ' ta i.ncluding: the steps
s R R R SHPHEE) ol Baoved b eowiha ¢ he
second commruni cation apparatus of 5 cutting the

transm ssi on subject data by a predeterm ned nunber of

12bi t Theé evtnamunititiopl gstepi Re6Qif toldARID HHLRM, SUbj ect cut
data; encrypting fhe transm ssion subject cut data
wi t the gommedalatar genemting hpans génerdie theesitmon dhtadsch Bfe the
encrypted, data; and transmtting the encrypted data to
t.fa‘i‘%ﬁ'é‘s%&h jeshentsipta is gngrypted ot Bereniyotedicondatp sateatypsed. 10
and the second comuni cati on apparatus, and the steps
for the other one of the first conmunication apparatus

13.an dIﬁJk%nﬁﬁlﬁﬁga‘;ion system according to claim 8, wherein:

the mixing means decides the predetermined position for including the dummy data

based on the common data.

14.  The communication system according to claim 9, wherein:
the cutting means cuts the transmission subject data based on the common data so that
at least one piece of the transmission subject cut data has a different number of bits from the

other pieces of the transmission subject cut data.

15. A communication method implemented in a communication system including a first
communication apparatus and a second communication appai'atus as two communication
apparatuses capable of encrypting transmission subject data in plain text to render it as

encrypted data and then transmitting it to the communication apparatus at the other end and
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communi cati on apparatus of: cutting the received
encrypted data into nultiple pieces of encrypted cut
data by the same nunber of bits by which the
encrypted data is cut when encﬁ(&ypt ed; 15 decrypting
the encrypted cut data with t al gorithm used when

alem dey pptimpgreddieed enb6pA Bfh Sid refl@d gtipasrtﬁ@gﬁ{sggﬂi%sli]@ssuﬁafk%t data,

_transm ssion subject cut data; and connectin

- ingbdingpt ed transmi ssion subject cut data to render it

as the trapsm ssion_subject data, and the one of the

fi r 4he YEPHAR PRieh the fisgs sammunicatinn appaeatseadte second communication
apg) nifgati on apparatus 20 cuts the transm ssion

u Jec(%°data so that at |east one piece of the

tr anafngsh HI?HH' t ut .data has, a different nunber - .
of bits fr%% , eésg b feﬁ? S%%i’yéfpf?%%ﬁmgﬁ Qfpits into multiple
piMj@%nmgsioﬁﬁ@ectg&.da&comTuni cati on net hod

inplemented in a communi ¢ation systemincluding a

f I r sneryping themaniiiativg Suljen dupdHE willd RedREMLd algorithm to render
cormmuni cati on apparatus as two communi-cat on

it a5iba eperyRted datapandl e of encrypting transni ssion subj ect
data in plain text to render it as encrypted data and .
t heff a’f’?‘%ﬁ%‘?‘ﬁ the pregypted dafato theashenont ofithe dimstappmnaticsion tapparatus

ey _end and., al so decrypting received encrypted
ang?fea&g%hd{ T8 '(%'T"F%’é’niaﬂ’p%ré‘t'{sh@‘fr ansni ssi on subj ect

dat ghe stdpd G, ding: en.steps for gne of the first

conmuni Cat Jl)lt)iﬁé gg‘%%‘?‘%t ?thstﬁ?a Rpt Fﬁ’é”@@@&ﬂ‘&“ PR angthe pecond

compRMictite apparatisbd | Ng the transm ssion subject data by
a predeterm ned nunber of bits into nmultiple pieces

of tutting thiesséedvedsanbiypedd daed infRfndltiph SIEGS ﬁ? Eﬁd}g?téﬁ‘ gut data by the
transm ssion subject cut data with a predeterm ne
sarae gemberfibits by evhdelr the iehcrgptet ldatadn GutyHedneidpeed; and

trapsmtting the encrypted data to the other one of
th eg?qrwgégwwm@ Fulataopish theudgorbind uséewbacantypting the

and.the steps for the other

T AR A

recelve
sulgért dyal #@ cut data by the

seC@Rflectt GO ' | on .apparatus of: cutting the ..

) o %&gé‘rlﬁu&s S ﬂ,ﬁpetcit B‘Ftéia[?i tagendep it as the transmission
the one of the first communication apparatus and the second communication apparatus
cuts the transmission subject data so that at least one piece of the transmission subject

cut data has a different number of bits from the other pieces of the transmission subject cut

data.

16. A communication method implemented in a communication system including a first
communication apparatus and a second_ communication apparatus as two communication
apparatuses capable of encrypting transmission subject data in plain text to render it as
encrypted data and then transmitting it to the communication apparatus at the other end.and
also decrypting received encrypted data and rendering it as the .transmission subject data,

including:
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same nunber of bits by which the encrypted data is cut
when encrypted; decrypting the encrypted cut data with
the al gorithmused when encrypting the encrypted cut
data to render it as the transm ssion subject cut
data; and 15 connecting the dééfypt ed transm ssion

subjthe stepsfor daé af the fireteimirica&Sn bk g S icati
subj ect data, and the first comﬁn?@agttpgﬁﬂ;ﬂggg‘%% ¢ gommunication

PPN second comuni cati on apparatus generate the

common. daja on an opportunity of receiving the
trarf¥ D asdeR subjrct defa by agredetemimedmppiberiofhits into multiple

: y 20 perf.ormthe encryption or the decryption
plgéetsng%%?é%@gS%ﬁi@Ft '‘bits as a reference, and the

one I IL.cation,apparatus._and the .

seco ggr;@o {Hr? i car Ilgl%% EB%F%&CHEM% ﬁ’t‘é‘ & Hedatergpugd algqrifhm to render

it s endryptet dafdy addre nunmber of bits shorter than the
reference nunber of bits; and 25 includes dumy data

i 1 r &lapsmaitting the eheryped S5 FieWBth WAk S th ] i
transm ssion subject cut data and tﬁeregg'%/@c%}%ﬁalpﬁagtmnapparams
and ithe segersbroramumiicationaippatagist aimhs i ssi on subj ect cut

dafqﬁ}fwt?t e reference nunber of bits. 42 IT A
contifri P dPTote qther ate olithe it somthunication sppamticatd the second -

coBREAAIIIITER, | L boper ot e so tub conaun ot on
P BRI HRL bl BR Sad Bh Cd by e
eIy TR by el e bR GO RGN VS
(at decavtingteencsed bk ey MRS L S Efthpiing the
encrgptat ARt torrendsp itrasttus tramsehissivn subjeonelt @@ cat i on

appar at us %{l: cutti ng the transm ssion subject data by
a progetiniehndecnmind Ernsnission sibject cutrdata foprmeder #Qis the transmission

subb g G fd transm ssion subject cut data; sequentially
enerating predeternm ned cormon data; encrypting the
tr b5 S SMe® data,wth the al gorithm
ge ﬂg? g%'s;t gbﬁ%@%ﬁﬁ %%]ga%tus an&he second communication apparatus
generate the common data on an opportunity of receiving the transmission subject cut

data or the encrypted cut data; and

perform the encryption or the decryption by a reference number of bits as a reference,

~and

the one of the first communicatipn apparatus and the second communication apparatus

cuts the transmission subject data by the number of bits shotter than the reference
number of bits; and | | .

includes dammy data irrelevant to the transmission subject data in the transmission
subject cut data and thereby matching the number of bits of the transmission subject cut data

with the reference number of bits, |
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common data to render it as the encrypted data; and
transmtting the encrypted data to the other one of

the first comunication apparatus 15 and the second

communi cati on apparatus, and the steps for the other

one of the first communicatiofZapparatus and the
1%ecohdompomination adotid iapRdhictaiSin® confiitidid48n ‘sgﬁem including a first
recei ved encrypted data into nmultiple pieces

CHRBHYGRIEN apperatiztandlaysecdnel conanmnicatioh @ppafitubhd ﬁvrbézbcl)nmmication

whi ch the crypted data is cut when encrypted;,
a%"@’éf’fﬁ%sﬁf F%ﬂaﬁ} o SREYRIRS fansmdssiemsrbjectidata incplaimtex o kdnder it as
e first. .comunpi cati on apparatus and the

eé%@gﬁfﬁag%%#u@% %W%Foaf%@mmm 1 #pparates at the other end and
AlSNBEYRIRG rEis ' algorithmused when, _

encr y%{i %5 th\gé&%éﬁrg%e%l{hg{ cte g JeAsdheransrgssionsuject data,
inthdingener ated conmon data to render it as the

transm ssion subject cut data; and 25 connecting the
dectgstems for amesafi the tiesd csmBivamhticM ippdings 4 tP@ B86hd bdmmunication
as the transm ssion subject data, ‘and the first
pPERMsPicat i on apparatus and the second communi cation

appar&t@uilil enerate the conmon data on an opportunity
of FBLEE HassianasyRiectdato by 8 phyjdetermined nunhherofditstifte multiple

o .cut_dat a: d 43 cut the transm ssion
- piéte By&%lﬁg]éﬁgbnss&%{eﬁg?&gﬁ F east one piece of the '

subj ec
tra kS b W data has a different nunber

of _bi{s frg::%etﬁﬁ}éh% h:é:—:‘r&m& cCes “GMMPRE ansmi ssi on

5 UDEeYptiitho Gk dnisdlorl ibide Em@mefﬂn%qwngamd based on the

i mpl enmented in a comuni Cat1on sys

copmnrontdatactoender itads iterePAsEds -8R0 @ second

conmuni cati on apparatus as two communi cati on

appEREOUEES thepnosyrseddate tethy ptlien gné 6BIMG ir& Th M MBS bpparatus
an&ﬂmté:a inplain text to render it as encrypted data and

eEg FOMmicASiop @ppaauReandormuni cat i on appar at us at

t he d al decrypting. recei ved encrypted
ot SESRES KT B ot ot ae BRE U hamSienian e e second
coﬁghﬁjcaﬁ&paﬂﬁgﬂtysdafng: the steps for one of the first

conmuni cat on apparatus and the second conmuni cati on

ap patigihe dceived encrypted data into multiple pieces of encrypted cut data by the
same number of bits by which the encrypted data is cut when encrypted;
| sequentiaily generating the common data common with tine one of the first

communication apparatus and the second communication appafatus;

decrypting the éncrypted cut data with tﬁc algorithm used when encrypting the
encrypted cut data generated based .on the generated common data to render it as the
transmission subject cut data; and

connecting the decrypted transmission subject cut data to render it as the transmission
subject data, and

the first communication apparatus and the second communication apparatus

generate the common data on an opportunity of receiving the transmission subject cut

data or the encryp'ted cut data; and
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cutting the transm ssion subject data by a

predeterm ned nunber of bits into nultiple pieces of
transm ssion subject cut data; 15 sequentially

generating predeterm ned conmop data; encrypting the

transm ssion subject cut data Wth the algorithm
genefthedrassisionrsubjeet datosonmar Aadat s e ind I}angﬁn'ssion subject
tgcfel (i)(r}igry_ted data; and transmtting the encrypte

Y gete has aidiidergntpuymbsn ef bifs frove the othbr mecsnon tieatanfission subject cut
d%par atus and the second conmmuni cati on apparatus, and

the steps for the other one of the first :

comuni cati on apparatus and the second communication
~apparatus oft cutting the received encrypted data into

181Ul tA BbRNRInRG : data by the sang . i
nunber of bi tg%yeﬁ?gﬁﬂ%h%ﬁteeﬁg}rl ﬁff’?&mﬁ%‘ia&\‘o? &yt g a first
cogmownipation, appeausabi alstas St 08 ot pug) P
comon vvitt?t he one of tnﬁgafi rstl&glgglag%%mm%?%%mmcamn
apaptiset eapabledf eheyptimnnehsoidsion Nubict @dta ARIFH LM render it as
decgé/d\wgptr@e encrypted cut data with the al gorithm
i/ £ pensytting dt todhe eqminaricaticn apphangen Heaithd end and
al ac&gg%% the.vganerat eg commn data to render it as the
ransm S8 oiShsnaepted datagnd sendgring iizs theolmsmissivg subject data,
indegGhypt ed transm ssion subject cut data to render it
as the transm ssion subject data, and the first
C O M Bt tfbOdh ; second co ni catjon L
appar at us gengﬁg?lzé %g&g(&;%‘rno%mg% o W?ﬂ‘d ¢Qumunication
appdratueofi vi ng t he transmi ssion subject cut 5 data or
the encrypted cut data; and performthe encryption or
t heCWEng fisttramsmingioa snbjberrdanciey # prodeterBine hhb&Sfdits into multiple
.reference;  the one of the first comuni cation
Pleﬁﬁﬁo%ﬁ%@%m fuhieck@¢ datd; conmuni cati on apparatus cuts
theset ans I SSi on.subj Sct data by the nunmber of bits
shof ter PP pErned epmpmendhtabi t s; and 10
i nc inSURH: L.a-irrelevant, to the transm ssion
sub‘j&leécljti g%t a | %ijs?; ﬁlgsl? sélﬁéeﬂ Qidafp with feadgorithm ggnrated based on the

rhineh dhta Rt .hi.ks of the transm ssion
co b tTRERRL R ab h@_éﬁ%ﬁ{g drateaf Bhd

subject cut data w't erence nunber of bits.
transm1tt1ng the encrypted data to the other one of the first communication apparatus

and the second communication apparatus, and

thf_: steps for the other one of the first communication apparatus and the second
communication apparatus of: _ | |

cutting the received encrypted data into multiple pieces of -encryptcd cut data by the
same number of bits by which the encrypted data is cut when encfypted; |

sequentjally generating the common data common with the one of the first

- communication apparatus and the second communication apparatus;

decrypting the encrypted cut data with the algorithm used when encrypting the

encrypted cut data generated based on the generated common data to render it as the

transmission subject cut data; and
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19. A communi cation apparatus included in the
comruni cati on system according to claim 15 1,2,3 or

5.
44

connecting the decrypted transmission subject cut data to render it as the transmission
subject data, and

the first communication apparatus and the second communication apparatus

generate the common data on an opportunity of receiving the transmission subject cut
data or the encrypted cut data; and _

perform the encryption or the decryption by a reference number of bits as a reference;.

the one of the first communication apparatus and the second communication apparatus

cuts the transmission subject data by the number of bits shorter than the reference
number of bits; and

includés dummy data jrrelevant to the transmission subject data in the transmission
subject cut data and thereby matches the number of bits of the transmission subject cut data

with the reference number of bits,

19. A communication apparatus included in the communication system according to claim

1,2, 3 0r5.




