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FIG. 3A

WHEN AN INFORMATION INTERACTION OPERATION WITH A USER ACCOUNT OF AN
INFORMATION INTERACTION PARTY IS TRIGGERED, HUMAN BIOMETRIC DATA OF A USER

ACTING AS THE INFORMATION INTERACTION PARTY IS ACQUIRED

THE INFORMATION INTERACTION OPERATION IS SUSPENDED IF DETERMINING THAT NO
MATCHING USER ACCOUNT EXISTS BASED ON THE HUMAN BIOMETRIC DATA, AND THE
HUMAN BIOMETRIC DATA IS UPLOADED TO A SERVER VIA A DEVICE TO ESTABLISH AN

ASSOCIATION RELATIONSHIP BETWEEN THE USER ACCOUNT OF THE USER AND THE
HUMAN BIOMETRIC DATA

302

304

AFTER THE USER ACCOUNT MATCHING THE HUMAN BIOMETRIC DATA IS RECEIVED FROM
THE SERVER, THE INFORMATION INTERACTION OPERATION IS RESUMED, AND THE
INFORMATION INTERACTION OPERATION IS COMPLETED WITH THE USER ACCOUNT

MATCHING THE HUMAN BIOMETRIC DATA

306
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FIG. 3B

A DATA QUERY REQUEST IS SENT TO A SERVER USING A LOGGED-IN ACCOUNT TO QUERY
HUMAN BIOMETRIC DATA OF A USER CORRESPONDING TO THE LOGGED-IN ACCOUNT,
WHICH IS ACQUIRED AND UPLOADED BY A DEVICE TO WHICH A USER ACCOUNT OF AN

INFORMATION INTERACTION PARTY BELONGS

AN ASSOCIATION REQUEST IS SENT TO THE SERVER TO ESTABLISH AN ASSOCIATION
RELATIONSHIP BETWEEN THE LOGGED-IN ACCOUNT AND HUMAN BIOMETRIC DATA THAT

IS FOUND

302'

304'

WHEN INTERACTION INFORMATION SENT FROM THE INFORMATION INTERACTION
ACCOUNT ACCORDING TO THE ASSOCIATION RELATIONSHIP IS RECEIVED, AN

INFORMATION INTERACTION OPERATION IS COMPLETED WITH THE USER ACCOUNT OF
THE INFORMATION INTERACTION PARTY

306'
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FIG. 5

HUMAN BIOMETRIC DATA THAT IS UPLOADED BY A DEVICE IS RECEIVED

THE HUMAN BIOMETRIC DATA AND CORRESPONDING IDENTIFICATION INFORMATION ARE
ASSOCIATIVELY STORED

502

504

REQUEST INFORMATION FROM A USER ACCOUNT IS RECEIVED, THE REQUEST
INFORMATION INCLUDING THE IDENTIFICATION INFORMATION

506

THE HUMAN BIOMETRIC DATA CORRESPONDING TO THE IDENTIFICATION INFORMATION
INCLUDED IN THE REQUEST INFORMATION IS SEARCHED FOR, AND AN ASSOCIATION

RELATIONSHIP BETWEEN THE USER ACCOUNT AND THE FOUND HUMAN BIOMETRIC DATA
IS ESTABLISHED

508
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FIG. 10

DATA RECEIVING UNIT

ASSOCIATION STORAGE UNIT

REQUEST RECEIVING UNIT

ASSOCIATION PROCESSING UNIT

INFORMATION SENDING UNIT

APPARATUS OF ASSOCIATING HUMAN
BIOMETRIC DATA WITH ACCOUNT


