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. DEVI CE BACKGROUND OF THE I NVENTION 5 This inventio

relates to a portable electronic device such as an | C *59159*

card or IC tag contained in an {C _chip in which

i ndi vidual information or transaction information mmmmmmmmmwmm
~stored, for exanple, and a control nethod of the

portabl e el ectronic devi¢eorl G oAt |y, contact
and non-contact |IC cards have serial Interfaces of a
hal f poirpA®XE conmeEmeaid Qv Byt A asoexiEt Ndbriop oF
communi cation interfaces. Sone of the above IC cards
haver@rRTARKE | DrECERONIC asewar¢ogi cal  channel . In the

I C card having the function of the 15 |ogical channel;
a physically singl BACKGcROTRDEOEaDHDEeINBERDI @t vel y
used as plural comunication interfaces by neans of
pl ural chénhel sn{¢nyl cal rehanas! 59 . a Fosrt @&xbapd Bscatonic
application A of an external device can be wused to

*G00002*

speci®Viee chaftheds 1rrankt arappdi kbt i o B@diherdofn an IC

can be used to specify a channel 2. In this .case, the
ext eriral eVl iEeC it all CorAlR £ at et Wtat 1T tommedad ot kon
B, THAtOT 8 A o Hpp R orke I iAo B ke e Gper et et
oo Fe R ST AR RIS A
- Conventionally, contact and non-contact IC cards
have_serial interfaces of a half-duplex communication
system as external communication interfaces. Some of
the above IC cards have a function called as a logical
channel. 1In the IC card having the function of the
- logical channel, a physically single interface can be
: simulatively used as plural communication interfaces by
means of plural channels (logical channels). For
example, an application A of an external device can be
used to specify a channel 1 and an application B
thereof can be used to specify a channel 2. 1In this
case} the external device can communicate with an IC
card in a time-sharing fashion by use of the
applications A and B. That is, the applications A and
B can be operated as if they communicate with the IC
card in one-to-one correspondence. In the IC card

having the logical channel function as described above,

folders or files to be accessed can be managed and
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havi ng the | ogi cal channel function as descri bed

~above, folders or files to be accessed can be nmanaged

and 2 controlled independently for each specified
channel. In instructions (conmmands) supplied fromthe
external device to the IC card, for exanple, a
.plurality of instructions suchpas_a random nunber 5
generation instruction and external authentication
instruction that are required to be executed in a

pr esednOF stere @rdh P ded.y Hh S dscif U eV channel .
occurrence of dishonest access. The above instructions
are not cofir eeit yuexesnl etebhmih@s Pr &8sst 1 XeCHt bRn: 1o
order is not maintai ned. However, in the conventiona

| C caxtdsynd hedevinsd riuctiton BXecattd Onf®f defamsl £10ta
managed for each |ogical channel. Therefore, when

i nstplctad bisy arfe 1nrsoeicvedris ondhen ext eraradomevimgeer
via plural channels, 15 the order of received

i NStyeUEe T dWOEy Hotudel etand exterprlessitivrmercanion
the conventional |1C card even if the order of _

i nstYUTEF G- PRDOUTS T 8 VierR Wi 2ed heo hesperautird in a
channels is correct. For exanple, it is assuned that

i nstPURCTT o SEaMr & 3 T uct Thhhs 1% o Beevent

-sucqgg;iyglg e&; q%gg? I n thig case, | f eg%Pve instruct ions
i nst?UetT o it r '%Qﬁ?%i%.??&?théhﬁé

| e ALY GBSt RS R PR L el e
thatother {d0stsuctdans, shoul d be executed in the order
of X Z : _

However, in the conventional IC cards, the
instruction execution order is not managed for each
logical channel. Therefore, when instructions are
received from the external device via plural channels,
the order of received instructiohs may not- be sét to
the preset order in the conventional IC card even if
the order of instruction groups received via the

'respective channels is corréct. For example, it is
assumed that instructions X and Y are instructions to
be successively executed. 1In this case, if an

_instruction Z is received via the channel 2 immediately
after the instruction X is received via the channel 1,
the conventional IC card determines that the
instructions should be executed in the order of X, Z.
As a result, in the conventional IC card, there occurs
a problem that the instructions X, Y cannot be

correctly executed even if the instructions X, Y
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25 As a result, in the conventional |IC card, there
occurs a problemthat the instructions X, Y cannot be
correctly executed even if.the instructions X, Y - 3
received via the channel 1 are set in the preset

order. BRI EF SUMVARY OF THE | NVENTI ON An obj ect of
this invention is to provide_a 3portable electronic
device and a control nethod of the 5 portable

el ectronic device that is highly convenient while

”ain%@&@i@@davfég@hé@ﬂ#ﬁﬂﬁ@lpfrifgnggge%%r€ﬁ§gﬁf%£%kté&der.

one aspect of the present 1nvention, 't

provided a portarerd esiienix dteviige Mjslrrdigs a

control elenent to performvarious processes in 10

response An cofwandst Stppsi edvérOmani ext er paby dexi ge
and includes a storage portion which stores history

i nf opomt&lohe | etk clat dmige | dof sAtA0N & et@ht Al tifeBhod of the
command executed for each |ogical channel, a

det epPi hiinbe poledoromid chedieteratesi vahighly efntdeient
15 command based on history information of a logical _
chanfle} 1 & pezittaith byd theh tommesclist oy evet flothenst or age
portion when the conmand is supplied fromthe external
devi ce, a*PFIELERY NP pORe | DFLXRT ch pelR opresanpr beesstion,
correspondj ngto the command when the determ ning 20
port?%%r%lei%r%??]%%&f%a‘i‘ RYet Tokfremts ¢ st 9l ¢ ddewhee avhich

hol dj ti ich holds information relating to ,
he Nag A cahEse u?ljged“%riftt%%l%‘? %@%i%@rb%‘ﬁffi%g??ﬁ% in

the "'Confrand eXéc

SUOr g6, pOLd 1 00 Al AL Subf LLIEIGN O L0100 €8s ce
énd includes a storage portion which stores history
information indicating information relating to a
command executed for-each logical channel, a
determining portion which determines Vélidity of the
command based on history information of a logical
channel specified by the command stored in the storage

' portion when the command is supplied from the external
device, a processing portion which performs a prbcess
corfesponding‘to the command when the determining
portion determines that the command is wvalid, and a
holding portion which holds information relating to the
command executed by the processing portion in the
sforage portion as history information of the logical
channel.
According to another aspect of the present

invention, there is provided a control method of a

portable electronic device which is a method used for
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channel . 25 According to another aspect of the present
invention, there is provided a control nethod of a
portabl e el ectronic device which is a nethod used for

4 the portable electronic device having a contro

el ement which perforns various processes in response

to commands supplied fromap external device and

includes determning validity of a command based on
history 5 informati on of a |ogical channel specified

.by tﬂ]’_?e M‘E%lde |y & SLQ306 RPI L PR EL Wha{ Chonhérscgloré/lement
i nformation i1 ndicating Information re éP%ng-?o a

ComﬁﬂKEﬁ&§§M&%%@%¥aﬁﬁﬁ&|§¥Eé@%s§€@ﬁ?@eé§b ored

when the command is supplied fromthe external device,

10 pesrnedrd 105 o gl 106 SiSr 0 T 18 SOONEH O t e ¢ e GAMMBINEE] udes
when it is determned by the determ ning that the

- conmarick frsin vred i 1 fadict yhad fi N g drith Qi dras d 0oy real ati gty

the executed commuand in the storage portion as

hi stiorforimgtororatdore lafgitdeel | dgimad]l chpnmiefied Sy the
Addi tional objects and advantages of the invention

wi | Icenand ¥rorg pharadee mescépt immwiwhiichfsidoms,
and in part will be obvious fromthe description, or
may W oy Y B isaciric el mfo xRt fovergiarindTHe a

_Objects a advant ages of the invention may be

realq%%ﬁféghf%ﬁFQﬁﬁQNﬁﬂﬁiqﬁgq“%ﬁﬁﬂqﬁltqﬂfnnel is stored

UL L g  SUIBLIEL e Pl S Al e,

SEV%&?%fé@ﬁ%ﬁ%cgzg?ﬁéégy“gg¥%esponding to the command when
it is determined by the determining that the command is
valid, and holding information relating to the executed
command in the storage portion as history information
of the logical channel.

: Additional objects and advantages of the invention
will be set forth in the déscription which follows, and
in part will be obvious from the description, or may be
learned by practice of the invention. The objects and
advantages of the invention may be realized and
obtained by means of the instrumentalities and
combinations particularly pointed out hereinafter.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING
The accompanying drawings, which are incorporated
in and constituﬁe a part of the specification,
illustrate embodiments of the invention, and together

with the general description given above and the

detailed description of the embodiments given below,
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The acconpanyi ng draw ngs, which are incorporated in
and constitute a part of the specification, 25
illustrate enbodi nents of the invention, and together
with the general description given above and the
detail ed description of the enbodi nents given below, 5
serve to explain the principlLescof _the invention. FIG
1 is a block diagran1schenaticaFIy showi ng an exanple
of the configuration of an IC card and an IC card

i ' ! ' C jcation function. 5
O oSSR SR NG . SROTHIL PAL) O UNSILAD: o,
h ti how e 0 r
of tho | CiGY POpYE% By FAMPLEn D ch IR L0 YT Bhb0ThG an

for étdmsie abf nehe ddddigudd: operat ion example olqthe 1c
ICcard. FIG 4 is a flowhart for illustrating a

secaruird opes@d s Dih @ xanpl e dlatheg | £ Eaiflan DEA dEDrunction
DESCRI PTI ON OF THE | NVENTI ON There will now be

descritiedtlam Bhbodident of this 15 invention wth
reference to the acconpanying drawings. FIG 1is a
bl ock di algF@am showi g brclexanpy eanf s¢henzond¢s yly ashowing an
of an IC card 1 used as a portable electronic device
accoPHTiYl ¢ °f hilke ol giemt ke @ the Tarcdasysseown in
containing the 1C card 1. 20 The ICcard 1 is set into
an dﬁ@?a e stare (activated) in response to electric

. from .
power SUpP}é?d3 {g a flowchart for illustrating a first
operation example of the IC card.

FIG. 4 is a flowchart for illustrating a second
operation example of the IC card.

DETAILED DESCRIPTION OF THE INVENTION

There will now be described an embodiment of this
invention with reference to the accompanying drawings.

FIG. 1 is a block diagram showing an example of
the configuration of an IC card 1 used as a portable
electronic device according to this embodiment and an
IC card system containing the IC card 1.

The IC card 1 is set into an operable state
(activated) in response to electric power supplied from
an IC card processing device 2 used as an external
device. The IC card 1 set into the operable state
performs various processes in response to various
commands supplied from the IC card processing device 2.

That is, the IC card processing device 2 supplies power

to operate the IC card 1 and supplies commands that
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an | C card processing device 2 used as an externa
device. The IC card 1 set into the operable state
perfornms various processes in response to various 25
commands supplied fromthe I C card processing device

2. That is, the IC card processing device 2 supplies
power to operate the IC card 1l:and supplies comrands
that 6 request the ICcard 1 to perform various
processes. The command supplied fromthe I C card

roc L 0Q- ' I C 1 requests_a

P ocoath el ML O Sl P! et far ROSE Bl

Condfﬁéoaomééﬁﬂ”ééﬁﬁlié er | &n card ﬂCn@¥r§e Boces ing'device

non- cont act port e el ectronic device (non-confac

1C cardy ﬁ@@tﬂjRﬁif@rFsré@Qé§t§Q¥nyP$@@§£080E9e§ponding to

non-contact state wth respect to the IC card
processi sgp Deviteor Oy op®aasi®f ashant esna, radio
communi cating portion or the 10 Iike or may be a
contact pbBbutabte, etieet TOntsrdevimey feoat ach-LEneard)
that is set in physical contact wwth the IC card .
pr ocesst aglelevl eet Pon e pge ¥ oren (mommoomcatt oRC card) that
Further, the IC card 1 may be a conposite IC card
(duaPeT Ao Ers acad i€ earm)nhewt Hep alnl 52 copmunpsascbnstate
function of the non-contact |1C card and a _
comthFRatF e lune? i Bre ofC t Fer ¢ ortaees s neadavica 2hey
present enbodi nent, a case wherein the non-contact IC
car d"TE TSR HE N TXRFI BT EC ne N BXpF anfeBor Fhen or the
non-contact |C qgrd and_ cont act Ig%fard are differen
Wi The

20 onty" i A tHeY COmmtint TR TRy BYs TEEpBEE ?%Vgce

the ké%ntact IC card) that is set in_physical contact with

the IC card prbcessing device 2 to perform
communication. Further, the IC card 1 may be a
composite IC card (dual interface IC card) having a
communication function of the non-contact IC card and a
communication function of the contact IC card. In the
present embodiment, a case wherein the non-contact IC
card is used as an example is mainly explained. The
non-contact IC card and contact IC card are different
only in the communicating system witH respect to the IC
card processing device 2. Therefore, the embodiment
explained below is similarly applied to the contact IC
card.

Next, an example of the configuration of the IC
card 1 is explained.

As shown in FiG. 1, the IC card 1 includes a CPU

10, program memory 11, working memdry 12, data memory
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“card processing device 2. Therefore, the enbodi nent

expl ained belowis sinmlarly applied to the contact |IC
card. Next, an exanple of the configuration of the IC
25 card 1 is explained. As shown in FIG 1, the IC
card 1 includes a CPU 10, program menory 11, working
menory 12, data nenory - 7 13, ;communication contro
portion 15, power source portion 16 and interface 17.

_Further, the ICcard 1 is configured by a card- |ike

”ainlppdaoﬁﬁunﬂg§t£@ﬁdé&ﬁgﬁoﬂaggr@Q ¥ h$’5E§QQE!98§EPQ
the 1C card 1 has one IC chip (or plural"1C chips a
and potenha 19 enbeddesd-thesein. The ICchip lais
configured by the CPU 10, program nenory 11, working

menory 12rudehar petRey1d3cae@Munscabh@iquent b9l 5 card-
portion 15, power source portion 16 and the 10 [li ke.

The 1Tkehipih abdgy f be medrine @arddul kef @amhwbbbe 1t is

connected to the antenna used as the interface 17. A
modute f igwainggthdeld CGehi pl | masoomecledchopt her plural IC
interface 17 is enbedded in the card-like main body |c

thatChe? s e € @akente Foremxenped, tFeGein. i sThe15C chip

di agram showi ng an exanpl e of the configuration of

t he. 12 whdl Pt TR BRI Y t Hee ol cbht aerogtaBaramoTrell,
non- contact | C carﬂ shgwp.in FIG 2_has a card-1|ike
mai N O o 1 REMAEY showntby? dBRRREY | F hesCPRMERESaD1oNN

Lrﬁr%mpoi)oggril‘_fénalgpdg%v?ell bsgt?f/ci:ggpgggicl)g %EI gnéot[,he
like. The IC chip la is formed in a module form while
it is connected to the antenna used as the interface
17. A module 1b having the IC chip la connected to the
interface 17 is embedded in the card-like main body 1lc
thaf forms the IC card 1. For example, FIG. 2 is a
diagram showing an example of the configuration of the .
whole portion of the non-contact IC card. Thé non-
contact IC card shown in FIG. 2 has a card-like main
body 1lc. As shown by dotted lines in FIG. 2, in the
main body 1lc, a module lb having one IC chip (or plural
IC chips) la and antenna 17 is embedded.

The CPU 10 controls the whole portion of the IC
card 1. The CPU 10 is operated based on a control
program and control data stored in the program memory
11 or data memory 13. The CPU 10 performs a process
corresponding to a command supplied from the -IC card
proceséing device 2 by executing the control program

used to control the basic operation. Further, the CPU
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20 1 C chips) la and antenna 17 is enbedded. The CPU 10
controls the whole portion of the IC card 1. The CPU
10 i s operated based on a control programand contro
data stored in the programnenory 11 or data nenory
13. The CPU 10 performs a process 25. corresponding to
a command supplied fromthe LC gard processing device
2 by executing the control program used to contro

t he basic operation. Further, the CPU8 10 perforns a

prOC§§Sp§9f6§§QOde98cé§st@Sr?@gbbﬁaﬁhgntob¥P§x%%gﬁE@gtion

the processing programinstalled according

appl bgatikoBueinghent G 686854105 %BSgEEKGinEEél?ééUﬁk%ording
if a conmand that requests data to be 5 witten into

the dataheeappyiddciesmthentCrcardrapnoeessihagidgyice
2, the CPU 10 perforns a process of witing data into

the data FemoeyathBlefutfhercolfhadd ecoEmRRdqtBats data to be

requests data stored in the data nenory 13 to be read

out ¥sisuppl Letof tbem dheal@enaryg pBocessi ngelOCcdewirge

2, the CPU 10 performs a process of reading out data

fronP¥Pecdat aIneavi9e 13, theaddVt LBnpetrlfier@PUalprohass of

a function of determning the validity of a command

to bBrekeldt eatBasRHC oRhi 48 bR yERPEF MABI onFBfthach 1f a

| ogi cal chanpel as will be described |later. 15 The

prog?%ﬂ?ﬂ%ﬁnF?ailr?gu%ﬁﬁ?i@%F%d559r§dré§dt5ﬁlQatﬁeﬁﬁmyry 13

(R n the . program neno %1 a control rogram ,

{nat - 20hE BPE T RETLe8) Eopby &) BRCBnaNCoRtr GRESgargeessing

are &é€¥é8U§[ytﬁ&°6§§-1Jh§ér£8rménat5§ogé8 rgg]reading out
data from the data memory 13. 1In addition, the CPU 10
has a function of determining the validity of a command
to be executed based on history information of each
logical channel as will be described later.

The program memory 11 is configured by a read only

‘memory (ROM). 1In the program memory 11, a control
program that controls the basic operation and control
data are previously stored. That is, in the program
memory 11, a control program and control data
corresponding to the specification of the IC card 1 are
previously stored. For example, the CPU 10 performs a
process corresponding to a command supplied from the
exterior according to the control program stored in the
program memory 1l1l. Further, in the program memory 11,
information that specifies the attribute of a memory

area in the data memory 13 is stored. 1In addition, in

the program memory 11, information indicating a preset
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menory 11, a control program and control data 20
corresponding to the specification of the IC card 1
are previously stored. For exanple, the CPU 10
perfornms.a process corresponding to a conmmand
supplied fromthe exterior according to the contro
programstored in the programagenory 11. Further, in
the program nenory 11, 25 information that specifies
the attribute of a nenory area in the data nenory 13

is storedidn 'Ei&@’véPio&Qec§£89£§§’fEPD£yséécif%ed

information in Icati ng a preset executi on order o

vari QHscE9aMBNds: Sk a spechhd e@xarﬁ}gi’@e&? tBeSLBLEL:
As one exanpl e of the above 1nformation,

i nf of rBS +08t 1 Blj Cad f end hadn ai RANEIPM nQUAREE 2 random
generation instruction (random nunber generation 5

commundhe ANge©xi £f Nah auhentt Cahi QRahASH HGhbORA generation
(external authentication command) shoul d be executed

in eopnase! axeécerieomaldewthentbheaaldhenhseattohon
process is stored in the programnenory 11. In this-
case(exherna hf oppeeibicd pidcatomyante pheskt exeewttoned in
order of 10 the conmands may be stored in the data

meno? yPASSEt THES Gibk keh g AP N 12he saeohengurediby mrocess
nonvol atil e nennrg (RAM random access nenorg%t The

wor kthgS nehef y1 A 2t Rl P RRM S8 EOBYIf t&r nERDEYLEhERsSe, the

tenporarily stores. data. For. exanple, in the workin
15 hERbPYTABTOat 3 G Y r GRS b PBGL oF “FELbH 9RACFAST OF

e SETTURRERL O D RE SR AN LoSRETk L B L T

The working memory 12 is configured by a
nonvolatile memory (RAM: random access memoryﬂ. The
working memory 12 functions as a buffer memory that
temporarily stores data. For example, in the working
memory 12, data to be transmitted or received in the
communication process with respect to the IC card
processing device (external device) 2 is temporarily
stored. Further, the working memory 12 can be utilized
as a memory that temporarily stores various write data
items or the like.

In the working memory 12, a logical channel
management table 12a and history management table 12b
are provided. In this example, it is assumed that the
logical channel management table 12a and history
management table 12b that are reset each time the IC
card 1 is activated are provided iﬁ the working memory

12. The logical channel management table 12a or
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stored. Further, the working nenory 12 can be utilized
as a nenory that tenporarily stores various wite data
20 i-tems or the like. In the working nmenory 12, a

| ogi cal channel managenent table 12a and history
managenent table 12b are provided. In this exanple,

it is assumed that the |ogicalgchannel managenent
tabl e 12a and history 25 managenent table 12b that are
reset each tinme the IC card 1 is activated are

pr ovidad, i ntg}ﬁagv&{éﬂtngcam@rmb Jf@ e dogicaly in the

channel managenent table 12a or hi st’ory ‘managenen

t abl s 2 Bodiyr e Provigdadid N ddie:  1datid, JFRmrY, r#ﬁ;er&ént

the | ogi cal channel managenent” table 12a an story

nmanageent1 2abirel 12 e, Madgiednd ndhe datia e["ieéTDggr}’ovided
13, information itens stored in the 5 |ogical channel

managensnt dathl enckRacard hiistfryna tenageren dable 120 the
are kept stored even if the power source to the IC
carddgiet whrethaf maraydrtent dgikdad Iharatel history
managenent table 12a, information indicating the

cur reftagangre b lsecidt tare It atteorofd eacdn | ofidad power
channel is stored. That is, a current folder or

cur rethI 99 1% dheeddh 9394t dall cHanmed a5t det ermi ned by
referring to information stored in the |ogica

channel dﬁ&h&ﬂg%%ﬂﬂ(§qﬁﬂpe#ﬁﬁﬁqﬁﬁem?%% t%%%%r1%@

P P e L L R TR Ml

I'n tglcea{]el %@ré/ac!@rﬁ)%elr@ br!neellzbs shcosgeoéy That is, a
current folder or current file of each logical channel
is détermined by referring to information stored in the
logical channel management table 12a. Further, the
security state of each logical channel is determined by
referring to the logical channel management table 12a.

In the histofy management table.le, history

information is stored for each logical channel. The
history information of each logical channel is
information relating to a command executed for each
logical channel. However, as the history information
of each logical channel, it is necessary to hold an
instruction code of the command to be referred to when
at least the succeeding command is executed. For
example, 1f the configuration is made to check only the
order of a command that has been just executed and a
command to be next executed, an instruction code of the

command executed in an immediately preceding cycle is
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information is stored for each |ogical channel. The
history information of each |ogical channel is
information relating to a conmand executed for each 20
| ogi cal channel. However, as the history information
of each | ogical channel, it is necessary to hold an
instruction code of the commnd to be referred to when
at | east the succeeding command i s executed. For
exanple, if the configuration is nmade to check only

the 2o, pEdless of i & SOPMRNE LHAL s has begp, just f%‘.eEHéed

and a ‘command to be next executed, an Instfuction
codecof £ iheracosmangd gx@eWed-hd-an-hanediatet¥n result or
preceding cycle is - 11 stored as history

i nf ottt éofle r Foif thetommdnd hexe €@OEH QUR akh ODh 84 REE1 4,0
check the execution result or the order of a command
execptecedmancyairediad ed ycomn@Eceding 6ycheérandyadles before
command two or nore cycles before 5 the above comrand,

t he Execabdon ¢ewwnrd, ante ¢xstuucononesodes afdpl ural
commands are held as history information. The data

nmenotyS FRéFVEP At $de srepbry)udsl | commandnvatathéed as

menory into which data can be witten. For 10
exanpt BT hel s E ety 13 is configured by an
EEPROM f%ash menory or the like. In the data nenory
13, vari 008 TAFJrASTPEN (RRNECLRFHESPBARPRY) t b3 15”2
appl%g éfgk%ﬁgr oses of the IC card 1 are stored.

n e

Fur ther) 1 dava’ nehiot y 10 alat aotapPe ¥oisteRe For

vari ousn SEL NG deocd WARSBE I PR [Le0F ES Proyided, | coprow,
flash memory or the like. 1In the data memory 13,
various information‘items corresponding to application
purposes of the IC card 1 are stored. Further, in the
data memory 13, 'a data table to store various setting
information items is provided.

The application (for example, processing program,
operation data or the like) corresponding to the
application purpose of the_IC card is stored in the
data memory 13! Further, if the IC card 1 is u;ed for
a plﬁrality of application purposes, a plurality of
applications corresponding to the respective
application purposes are stored in the data memory 13.
The application corrésponding to the application
purpose of the IC card is stored in each file such as a
program file and data file for each application purpose
defined én the data memory 13. Such a file structure

is based on ISO/IEC7816-4, for example. That is, 1n



The application (for exanple, processing program
operation data or the like) corresponding to the
appl i cation purpose of the ICcard is stored in the
data nenory 13. Further, if the ICcard 1 is used for
20 a plurality of application purposes, a plurality of
appl i cations corresponding to the respective
application purposes are stored.in the data nenory 13.
The application corresponding to the application

pur pase &fcdheed&eard ds @ﬂé’fﬁé’ Lo.gagh file such as

a 25 programfile and data file for each application

pur passl i def i sed &mtmrp@ﬁé @gpwlél?f d§y§hl@er%5| an be
structure is based on ISQOIEC7816-4, for exanple.

Thatst&zedn 12 the data nmenory 13 of the IC card. 1,
various - applications and various operation data

i tems. canThe cstonedcaThen coanupbtapbedieant bokontrols data
portion 15 controls data 5 conmunication with respect

t o tdenextecdal odevi de (dopecexanptiee ¢hectiGitaddvice (for
processing device 2) via the interface 17. Wen

r ece?XAMRY Bat B¢ rbm ¢died exrecaas indedeécesethe via the
conmunj cation control portion 15 denodul ates

t r anshi 25T 3P dht a A& Padi - NaVeRd rézer vEEOTOthe aeKh@rnal
interface 17 and su &Ijes t he denodul ated  signal to

t he . FUT t HREPTU R 1 PRSP EEP hgPARERC t 67t he

. external fVIce the communi catj on contr ol gortlon 15

moduT Bt e AT & SUpHT T 10 %%aC?ﬁJﬁ%db%dw Yenef afesved
the \PPQU‘&I% egngéaffacaes f?adér?dv@lyssl éa tl.he demodulated

signal to the CPU 10. Further, when transmitting data
.to the external device, the communication control
portion 15 modulates data supplied from the CPU 10 and
generates the modulated data as radio waves via the
antenna used as the interface 17. 1In the case of the
contact IC card, the interfaée 17 may be configured by
a terminal thaf is'physically set in contact with the |
contact portion of the external device.

The power source portion 16 generates power source
voltage and_clock pulses used to operate various
portions of the IC card 1 based on radio waves received
via the interface 17. The power source portion 16
supplies the power source voltage and clock pulses
generated based on radio waves4received via the antenna
17 to the respective portions. When the CPU 10 is
started in response to supply of the power source

voltage from the power source portion 16, it performs a
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15 antenna used as the interface 17. In the case of
the. contact 1C card, the interface 17 may be
configured by a termnal that is physically set in
contact with the contact portion of the externa

devi ce. The power source portion 16 generates power
source 20 voltage and cl ock pujses_used to operate
various portions of the IC card 1 based on radio
waves received via the interface 17. The power source

portﬁgacé§s SHPPLi&s: 1he QQ@Eﬁrée@5§§n¥°££§98 80 ne 1C

cl ock pul ses generated based on radi o"waves received

via thedantenna 28 148 bhechespsgtiye P@fEhQHS Yaen
the CPU 10 is started in response to supply of the

poverespatteve Vobtagens romet 6gepaves sRUFEEPBALEI @B the

16, it perforns a - 13 process of resetting the
processengsstate oflthgel &hdcaldck. phbsébhedeaserol theplied
contact I1C card, the respective portions are operated

in réspmnééet©Xt©enabomgViseuvte vbbt agecafidcel dgk

pul ses directly supplied 5 fromthe external device

via the i NeBEfatke1¥C cpest prpreskCnegaddvice 2 is
processing.device 2 is explained. As shown in FIG 1

t he ?%P%%%@e%rocessing device 2 has a control device

21 and card reader/wijter 0_The control devi ce

21 is conffglir8d by a’ pérs nthﬁoﬁﬁuF@F (péyceﬁéﬂng device
exanplg The contrPI deV|ce configured

operation protess?hg’ pot et of sﬁ%ﬁ G3rg T 65¥968§ 22.
nennfhgscgﬁtﬁofaﬁgvgéékZgrigechgygureg by a personal

computer (PC), for example. The contrdl device 21 1is
configured by an operation processing portion such as a
CPU, various memories of a hard disk drive such as a
RAM, ROM or nonvolatile memory, various interfaces such
as a communication 1nLerface and the like. 1In the
control device 21,'vérious processes are performed by’
causing the operation processing pbrtioﬁ td execute
various control programs stored in the memory.

Further, the control device 21 inputs or outputs data
with respect to the card reader/writer 22 that performs
data communication with the IC card 1.

For example, the control device 21 previously
stores control programs corresponding to various
processes using the IC card 1. Further, the control
device 21 performs various proceéses usiﬁg the IC card
1 by executing the above control programs. For

example, in the various processes using the IC card 1,
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RAM ROM or nonvol atile nenory, various interfaces
such 15 as a communication interface and the like. In
the control device 21, various processes are
performed by- causing the operation processing portion
to execute various control progranms stored in the
menmory. Further, the control dgyice 21 inputs or
outputs data 20 with respect to the card reader/witer
22 that perfornms data conmunication wth the IC card

1. Fereexahplsr 4be;gonsiol, ggYigg é}egggv L¥ds in a

stores control prograns corr pondl 0] varlous

procﬁ§§§§t“§t88e&@§elC'@ﬁédcénbgyitQ@ﬁ&c&hglcggg%?kmgs
device 21 perforns various processes using t card

1 byvexecusipgotbes@hoNEsEQNEH 0L PHOHERLS (i F®hrmation
exanple, in the various processes using the | C card 1,

14 theicavingl pdevése 2dssupplieshpresgtceogprpgds in

a preset procedure. The control device 21 perforns -
var i ogsmpnoeessesmbakedIOncaes ponsesréspéotmabi 6Ne above
i ndi cating process results with respect to the 5
commBfEs3ndgomthe 1C card with respect to the above
conmands. The card reader/witer 22 functions as a
communi caf PAgCpsft FBAIERAY T perF of AsTuaraieommani eation
with the ICcard 1. The card reader/witer 22 is used

10 t8°%@??b?ﬂ¥ﬂ%@aPQBEﬁﬁﬁlE%f?oﬂeﬁggéﬁs oflaga communication

COﬁﬂUﬂ atlon

di
connunlca%h%nlgy§?€§?%?0[ %spon %a ﬂagergﬂﬁ%tﬁ§ 2¢pks used
Cont£8|pg§¥$f§ g§t£e££ﬁ$unication based on a communication

system corresponding to the communication system of the
IC card 1. That is, the control device 21 performs
data communication with the IC card 1 via the card
reader/writer 22.

When the IC card 1 is a>non—conta¢t IC card, the
card reader/writer 22 is configured by an antenna,
communication control portion (modulation/demoduiation

.circgit or the like) and the like that perform data
communication by radio with the IC card 1. When data
is transmitted to the non-contact IC card 1, the card
reader/writer 22 modulates transmission data supplied
from the control device 21 and transmits the thus
modulated signal as radio waves from the antenna.
Further, when data is received from the non-contact IC
card 1, the card reader/writer 22 demodulates a signal
as radio waves received via the antenna by use of the

communication control portion and supplies demodulated
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data communication with the IC card 1 via the card
reader/witer 22. 15 Wien the ICcard 1 is a

non-contact |IC card, the card reader/witer 22 is
configured by an antenna, conmunication control
portion (nodul ation/denpdul ation .circuit or the Iike)

and the like that perform data | comunication by radio
with the IC card 1. When data 20 is transmitted to

the non-contact 1C card 1, the card reader/witer 22 :
MOAU AL £, 4 TANSH S84 Ofla AAL, SURP St 51 OQLE g CONT Ohy 5,
device 21 and transmts the thus nodulated signal as

radihsvaves) fromd he,antennge « Rurthers yhen data,is cpe
received fromthe non-contact IC 25 card 1, the card

readEsd v ideta 22ndenmduliad esarde St ORA] + ASnEAOED WAYES waves
received via the antenna by use of the conmmunication
contusdd pay tilon @owksupplices dermdy aied 148k ©lat deasto
received data to the control device 21. Also, the

car dbpeader /we t BT @2rd rlansmon stlemdanesenyes t he

above data and, at the sane tine, transmts radio

waves uséiensthdel poverd sburecea vobhpget ahd céodk the card
pulses to 5 operate the ICcard 1 fromthe antenna.

Whierf @HET OV EREA 127 sl B cont e re€ ard, comeacargbrtion,
reader/witer 22 is configured by a contact portion,

comTuiiRE § Th- CUht T EI0r tRUnE Herd dhé Fhikel tratthae are

physi.cal | t in contact with the ICcard 1 to
perf%k%yn%ﬁ%a%%f &> Comrint €5t on. ¥ ntkﬂal'%\t%\ci%aré 1 to perform

Lransled tothln LECRLY T WD dgePert {2,106 £O04 a6t

| C card, e .
received with respect to the contact IC card, the
contact portion of the card reader/writer 22 is
physically set into contact with the contact portién
provided on the IC card 1 side to perform various data
communications. Further, in the card reader/writer 22,
the power source voltage and clock pulses are supplied
to the IC card 1 via the contact portion that is
physically set into contact with the IC card 1.

Next, a first operation examplé of phe IC card 1
is explained.

In the history management tablé 12b, information
relating to commands executed for the respective
logical channels is stored és_history information. In
the first operation example, the instruction code of
the executed command and the éxecution result of the

command are stored as history information for each

logical channel in the history management table 12b.
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cont act portion of the card reader/witer 22 is

physically set into contact with the contact portion
provided on the IC card 1 side to performvarious data
15 conmuni cations. Further, in the card reader/witer
22, the power source voltage and cl ock pul ses are
supplied to the ICcard 1 via ihe contact portion
that is physically set into contact with the IC card
1. Next, a first operation exanple of the IC card 1

20 igsexpkatnedd hpothe history rmpeagsgent, taple 12h.

information relating to conmands executed for the

respesyivel teghsal channebsmheishorgdiasthhst ehy execution
information. In the first operation exanple; the

i nst rasti bnac@denof r25c ide exesubedcsenvamnganandtbhge
execution result of the command are stored as history

i nf ore¢éroadf oo eaeh at obéeat thansetcésadihe bbsheny is
managenent table 12b. 16 As descri bed above, history

i nf oe¥aEbRdf or each 1ogical channel is infornmation
indicating the execution result and instruction code

of the cohffing8X@Brbe, @afeheelisbonkennfprineaspnt ier each
succeedi ng coomand_is 5 executed. For exanple, as the

hi st 69 F At of MR PBh fBle edRRCUT bGP cBESehanARY, ippBruction
executi,on %e ult and instruction . code of the command

executdd P %eiﬂ%%ﬁ?%?e?§eCBF%€eH?n@?nﬁ?m%%iéF%}éd |

o R E S SRR TEL o r o0 A LS cranner. s
the history information for each logical channel, the
execution results and instruction codes of commands
executed after the IC card 1 is reset may be stored for
each logical channel. As the history information for
each logical channel, up to a preset number the
execution results and instruction codes of commands
executed before the present command 1is supplied may be
stored for each logical channel.

The IC card 1 of the first operation example
determines ‘whether or not a re;eived command {(an
instruction to be executed) is set in a preéet
execution order for each logical channel by referring
to the history information (determines the validity of
the received command) when a command supplied from the
IC card processing device 2 is executed. For example,
if the.relatiqn between the received command and the

command executed in an immediately preceding cycle is

checked, the IC card 1 reads out the execution result
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execution results and instruction codes of conmands
executed after the ICcard 1 is reset may be stored
for each logical channel. As the history information
for each logical channel, up to a preset nunber the
15 execution results and instruction codes of commuands
executed before the present comrmnd.is supplied may be

- stored for each logical channel. The IC card 1 of the

first operation exanple determ nes whether or not a

r ecehN@di §9PPRAE: §8Nc040 bPSEBéCEbHHaBQ Qﬁﬁép%85t§ﬁ)the

is set in a preset execution order for eac ogl ca
Channﬁme@yat@f?rpt@éedlﬂgtB?cméslﬁrYhén§@5H€EEOEhannel of
(determ nes the validity of the received conmand)
whentae coanande s upphinedd f basetihen tEeChEdtprocessbhRflation
device 2 is executed. For exanple, 25 if the relation

bet weénthdel oecedVedhgomybhnadndndohhermgonandtaxecut ed

in an inmedi ately preceding cycle is checked, the IC

car dinstbadsioutCothe efetiei onmmesd| exectZedand the

instruction code of the command executed in the

i MedTREel 9t ol ecREFRYIEYE| @VEhet BRolbdi bal eshanhel of

the received conmand based on the history information

of th%m?%b?E%%yc%%ﬁﬂé? Ghg %eﬁmﬁwﬁsr@ﬁa@VﬁﬁelB the preset
instruction code onmand executed in

|nnE%X%?%F§o%r%€%%?n@ngyEP% ShoorbtBe E?%EﬁFeBL the command
'nnegkgégkgdbfﬁo{ﬁet ﬁ%ggfnge re%géég?nggggﬁg (838 ates

execution order execu

conngggmafxggyﬁfga{foﬁhe i mredi ately precedlng cycle
i ndi cates

FIG. 3 is a flowchart for illustrating the first
operation example of the IC card 1.

First, the IC card 1 receives a command
transmitted from the IC card processing device 2 via
the interface 17 and communication control portion 15
(YES in the step S11). When receiving a command from
the IC -card processing device 2, the CPU 10 of the IC
card 1 determines the instruction code and lcgical
channel of the command (sep S12). 1If the logical
channel of the received command is determinea, the CPU
10 reads out history information of the logical channel
(step S13). After reading out the history information
of the logical channel, the CPU 10 determines |
(confirms) whether or not the execution order of the
receivéd command is a preset'execution order based on
the history information of the logical channel read out

(step S14). In this determining step, the CPU 10
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10 normal termnation. FIG 3 is a flowhart for
illustrating the first operation exanple of the IC
card 1. First, the IC card 1 receives a conmand _
transmtted fromthe IC card processing device 2 via
15 the interface 17 and communi cation control portion
15 (YES in the step S11). Wen ygceiving a conmmand
from the IC card processing device 2, the CPU 10 of
the IC card 1 determ nes the instruction code and

|Og!@é&er&fﬁ@@m%hé%hépetﬁ@ngP@gr(gfptﬁézlgs%gugp§on code of

| ogi cal 20 channel of the recelved comman

det e nBfhhed Net ERY p1O-££ads OYhmbhSt PRY i REQr gBL) 0N

of the logical channel (step S13). After readi ng out

the tostecylynformaiaoad of the hogteal chappghtibheof the
CPU 10 determ nes (confirns) whether or not the

execlwgore braeanoél t her 2Sstecetved coawBndri plaral

preset execution order based on the history

i nf orerendohs ofhathehdogiloadn channetti gatdeouinat¢stiepp to the
S14). In this determ ning step, the CPU 10 18

det ekNedl? WhbY hereeeding deycbt) t diedi hser dostonctbde code
of the immedi ately preceding command that has been
corr%%t?%et%ﬁ?ﬁ%%ﬁ%dC?mm%%% hf steyPraseEnarfent 6pnt heder
| ogi cal channel (or instruction codes of plural 5
com®nd&t hat have been correctly terminated up to the

e o e CE g X PR A e ISl 0000l o

or n@ﬁe received command is not correct (NO in the step
. S14), the CPU 10 performs an error process without
performing a process corresponding to the command (step
S15). In this case, for example, the CPU 10 performs a
process of interrupting the operation.of the CPU 10 as
an error process. When a command whose execution order
is not correct is received, the IC card 1 interrupts
the operation. As a result, the IC cafd 1 can preﬁent
occurrence of dishonest access. Further, as the error
process, it may transmit a response to the effect that
the process cannot be performed because the execution -
order of the received command is hot correct to the IC
card processing device 2.

When it is determined that the execution order of
the receivéd command is correct (YES iﬁ the step S14),
the CPU 10 performs a process corresponding to the
re;eived command while referring to the current state

or security state of the logical channel stored in the
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When it is determ ned that the execution order of 10
the received command is not correct (NOin the step
S14); the CPU 10 perforns an error process w thout
performng a process corresponding to the command
(step S15). In this case, for exanple, the-CPU 10
perforns a process of interruptd ng the operation of
the CPU 10 as 15 an error process. Wen a comand
whose execution order is not correct is received, the
ICc - L ' a I he
|G oot T ean prven i ORRR R annES ke

Further, pasr-tbgsgrior ipr@§§3§ec%£vgaycgﬁﬂgﬁgiEsaa.command
response to the effect that 20 the process cannot be

per fog frech beSELSEe &N exesuti o iohdernofcbher esel¥gdns a
command is not correct to the IC card processing
devigmoZeseh ¢dlist et ey neghéhat cd heoxesttéOPonding to
order of the received conmand is correct (YES in the

st epr 81 4ommaid t dwed GRuiliOe peror sscar pr pcesste of the
corresponding to the received command while referring

to thedwa¥ ethannat eof drheseoommalyd sstaveedfin hiehd ogbgatal
channel stored in the 19 1ogical channel managenent

t abl € aAPE | SHIPRBIBINT Fob exakpt eaceordheg reeeivedexecution

-.command js a command for collation or authentication,

t he X$*40 perforns.a process of collation or
aut hentication correspondin 5 the command and

updat es t %rgg%ﬁfi%_ ?%I%gg?igﬁ% Foyrearf thadnepmppnd that
e SOAURCKL SLOCett  (vahe ) o0 ol oheres! IBIPSETRD} <o
file, the CPU 10 accesses a current folder or current
file of the logical channel of the command stored in
the logical channel management table 12a based on-
information indicating the current folder or current
file of the logical channel specified by the command.
_If the received éomménd is a command for referring
to the éecurity state, the CPU 10 refers'to the
security state of logical channel of the command stored
in the logical channel management table 12a and
performs a process corresponding to the instruction
code of the command.
Further, if the received command is a dommand that
updates the current state of a folder or file, the CPU
10 updates the current state of the.folder or file of
the logical channel of.thé-command stored in the

logical channel management table 12a.

When the process corresponding to the received
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result. Further, if the received command is a command
that 10 requests access (for reading, witing,
rewiting) toa file, the CPU 10 accesses a current
folder or current file of the |ogical channel of the
conmand stored in the | ogical channel managenent
tabl e 12a based on infornaLioqz'ndjcating t he current
folder or current 15 file of the |ogical channe

speci fied by the conmand. |If the received command is
a coogmh ofr to st at t he
CPU 10 rg?%rgstﬁg {ﬁyg%%urF te o% o%fcgp

Chanﬂ§£t9&c$b@nC&ﬂﬂgngnétgiggut Qntpgsufglgﬁltﬁgaggﬁhand as

managenent table 12a and 20 perfornms a process

cor reg@@@dj{ Ngn £ Orihdiei bMSE £ Ueht 0Ny £OLE eﬁawsl C‘PEHBBdSN
Furt her the recei ved conmmand is a conmand

updatiest t he, ctii¢ enpu st @t e-6fea f@édﬁﬁs@fuétign EB@eCBQ the
10 updates the current state of the folder or file of

25 thenhagi cahd chafivweha of ot hée gosRNGN StOF€UL | NihBecating -
| ogi cal channel nmanagenent table 12a. \Wen the process
cor respontdieigotoce e cecedypdn@0ng coomene isstruction code
term nated, the CPU 10 stores the instruction code
and eketl®i ermnard| is gforhectbymande asondies by yterminated
|nfornat|on of the Iog|cal channel (step 817% That
is, $hettPU Dt urEat oAt AQRr okt tlon towkcel €hensel
and i nformation (execution result) indicating

fgatr?ﬂ%tb?%c%%st%%r?%%%bﬁﬂ?n@o@%a?%el?n%??u%%?%ﬁrﬁode

management table 12b.

Further, when the process corresponding to the
received eommand is correctly terminated (YES in the
step 518), the CPU 10 transmits response data
indicating that the process is correctly terminated as
a response with respect to the command to the IC card
‘processing device 2 that is a transmission source of
the command (step S$19). When the process corresponding
to the received command is erroneously terminated (NO
in the step S18), the CPU 10 transmits response data
indicating that the process is erroneously terminated
as a response with respect to the command fo the IC
card processing device 2 that is a transmission source
of the command (step S$20).

By performing the above process, in the IC card 1
of the first operation example, the execution result
and instruction code of the received (executed) command

are stored as history information for each logical
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of the command is correctly or erroneously term nated
as the history information of the | ogical channe
relating-to the received command in the history 10
managenent table 12b. Further, when the process
corresponding to the received command is correctly

‘ternminated (YES in the step Si8), the CPU 10

transmts response data indicating that the process is
correctly termnated as 15 a response with respect to

the GOm0 10 the |G 6ard nRLOCERSLNG MM 0P8 { NBlrcher,

IS a transm ssion source

When g e Processns (Hrégﬁﬁgﬂﬁrgh 6f&é@eff§£eﬁﬂédlc card

conmand i s erroneously termnated (NO 1In

S18)prédes Sy 11 @NSH] tisnd eBPANSEY d@t@e@&rmﬂﬁégaéh@g
that the process is erroneously termnated as a

r esponbedin § o f espectedoi tde caimmnd decéP@ihg t6ahfether
processing device 2 that is a transm ssion source of

t he conmmaind:{staep: S20)on Byr ger fof niing idee abodecommand is a
process, inthe ICcard 1 25 of the first operation
exanpfeset hexexecitn ormrdesuln tlmdliogsta Lcthannebdeaséd on
the received (executed) command are stored as history

i nf ot hateen Feformhiongrtatadl Lledapmel channde specified
hi st ory managenent table 12b. Further, when executing

a c&ﬁﬁdﬁ&3§MMﬂ@Qﬁifron1the I C card processing device

card 1 deterpm nes of the

réchSegC%%ﬂﬁanﬁ“aE%%r @a¥%h§h%¥h%?e %gFSEoPp?ﬁ@tion

execé&én%]l or de}*rle oefxetchueulroer%:ecgrc?d Comd cl:gmgands can be
checked for the respective logical channels. Further,
in the IC card 1, the process can be prevented from
being performed in an incorrect order while access is
admitﬁed at desired timing for each logical channel.

Next, a second operétion example of the IC card 1
is explained.

In the second operation example, information
relating to commands executed for respective logical
channéls is stored as history information. 1In the
second operation example, an instruction code of a
command (a command whose execution result indicates
correct termination) that is correctly terminated for
each logical -channel is stored as history information
in the history management table 12b. As described
above, an instruction code of a commaﬁd to be réferred
to when at least the following command 'is executed is

- stored as the history information of each logical
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preset execution order in the |ogical channel based on
history information of each |ogical channel specified
by the command. Thus, in the IC card 1 of the first
operation 10 exanple, the execution order of the
commands can be checked for the respective |ogica
channels. Further, in the IC gggd_;, t he process can
be prevented from being perforned in an incorrect
order while access is admtted at desired timng for

eaChcﬁggﬁgﬁjiﬁh?ggeﬁisé@rf@%ﬁnag?ﬁgggngaﬁggr2ggon

exanpl e of the card iI's explained. t second

Operati0nF§Ka@P£ﬁplépr§n?ﬁéoﬂfsfghgtEH?oEﬁaEQgﬂa@ ¥ each
executed for respective logical channels I's Stored as

hi stDsyidaf osm@tnon, dm 1he: 20-8£60ndoQPeL At LORommand that
exanpl e, an instruction code of a comand (a comand
whoses exestiii@n Tesar tinmed cat €5y SE£8aingeEALNALI ON)
that is correctly termnated for each |ogical channe

I s storesciaby histroiyated atamtbonstofed heohi 886hYlogical
managenent table 12b. As descri bed 25 above, an

i nst¢irRRROh. cofe Wie ahtommandindobeat eber fed etohwhegical

at least the following conmand is executed is stored

as tFeAMSt orin s hf el orPdEs eathcomgheas 2Ratchaanel
in the history managenent table 12b. For exanple, as
t he %%ﬁ%ﬁ?ﬁi%ﬁ%@%&%ﬁ@ di2®ach 1% ogrear endnhel coanectly
instructionw%gde of'a conmand that is_ executed in an
[

ilﬂﬁﬁﬁ%ﬂ%ﬁ%F é%%%]ﬁ@ %ﬁﬂF? for each logical channel. As:

the history information for each logical channel, up to
'a preset number instruction codes of commands that have
been executed beforeEthe present comﬁand is supplied
and is correctly terminated may be stored for each
logical channel.

The IC card 1 in the second operation example
refers to the above history information when it
exécutes a command supplied from an IC card processing
device 2. Then, the IC card 1 determines whether of
not a received command (an instructioﬁ to_be executed)
is set in a preset execution order for each logical
channel. For example, when the relation between the
received command and the command executed in the
immediately preceding cycle is checked, the IC card 1
reads out an instruction code of a command that is
executed in an immediately preceding cycle in the
logical channel of the received command from the

history information of the logical channel. After
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5 correctly terminated may be stored for each |ogica
channel. As the history information for each | ogica
channel , instruction codes of commands that are

~executed after the ICcard 1 is reset and is correctly

term nated may be stored for each | ogical channel. As
10 the history information for gach_ | ogical channel,
up to a preset nunber instruction codes of commands
that have been executed before the present command is

SUpp£é§gin?ngutStﬁgrﬁf§E%¥ytgﬁ#hpﬁ%ggoHaytgg %E qu 1

for each ogi cal channe cafd

secofdt opgI bk ophexapRt einketgEsibA EgﬁeaQ@VﬁhQ|§ Ah¥nd
informati on when it executes a command supplied from

an Iék@@mﬂe@rﬂﬁe§ﬁlD@meﬂ@&té@yzprgﬁgﬁlnéh@yb@ecgﬁguld be
determ nes whether or not a received conmand (a
|nsteuetubadtDmhedea6@uyeﬂéf89elShéetommaﬁdpkéééﬁved in the
execution order for each |ogical channel. For
exanpresewhexetheioel| atden. bet ween the received

command and the command executed in the imediately
precedi ngFéGel & is ehétkedharhefp€ tcaldstrakeads thgt second
an instruction code_of a command that is 25 executed

i n aPPERARHPAL @¥ 9Pt celi Fgecyel eard Lhe Inogh¢a|case,
channel of the recef ved conmmand fromthe hist

i nf of AT o' of PYASST 397 caf Eﬁ%nﬁEFPSA§§Ert2353?ea§§ﬁgto S36

t th t formation, the |C card 1 determ nes
?Eat tﬁeg#%sory %?oﬁr%oﬁ%b%?a?ﬁéaibﬁnﬁﬁa SaRecafedrn

an 'ﬁPEQéQé@éyoPr§ﬁ§d§@gp§y§£f'%Qogig,b§15 to S16 and S19

to S20 shown in FIG. 3, the detail explanation thereof

is omitted.

When receiving a command from the IC card
processing device 2 (YES in the step S31), the CPU 10
of the IC card 1 determines an instruction code and
logical channel of the command.(step S32) ahd reads out
history information of the logical channel (step S33).

When reading out the history information of_thé
logicél channel, the CPU 10 determines whether or not
the order of the instruction code of the immediately
preceding command that is correctly terminatéd in the
history information of the logical channel (or thé
instruction codes Qf plural comﬁands that are correctly
terminated up to the immediately pfeceding cycle) and
the instruction code of the received command is a
preset execution order (étep S534).

When it is determined that the execution order of
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executed i mredi ately before the command received in
the 5 preset execution order. FIG 4 is a flowhart
for illustrating the second operation exanple of the
ICcard 1. In this case, since the processes of the
steps S31 to S33, S35 to S36 and S39 to S40 are
substantially the sane. as the J0 processes of the

steps S11 to S13, S15 to S16 and S19 to S20 shown in

FIG 3, the detail explanation thereof is omtted.
When c o] h r rLQcessin
dovi 5ot (VeSS CREPENd Lot Et TRl TaoPi8 ER% Raer
| C casd) 1 deterpines é@rf8§ﬁ£u§ﬁ|89r89dg ggg gogkgﬂout

channel " of the command (step S32
hlStpéyfbﬂﬁﬂﬁ@aé|pﬁo@ésgh@of?@éﬁ@ﬁd§ﬂ?n9§|tﬁét@8m§éﬁh (step

When. reading out the history information of

| ogi 82b) chanmethi$ hea &Pl 16r detenpl 8estmbether @rpBQEorms a
20 the order of the instruction code of the

i mediatesy oprecedi ngpconyande t bperasicor secthyerror
termnated in the history information of the | ogica
chanPePce¢d$ - t Héhen nst comménd ¢hdes etepluiah oconwands not
that are correctly termnated up to the i medi ately

pr ecedf AyCeytt eyeamilves, t heei ASteuedi bnicbderoptshehe
received command is a preset execution order (step
834)Op%%%51?? |SA%e?e¥%$%%HrtB%? thecek@clt Fon bresent

24 the rec conmand is not correct (NOin
the Qreprrexay,© fh% %?Qpﬁ%tp%??%?ﬁs an'erpeF . ppdcelg error

MAthﬁyscess, it may transmit a response to the effect that
the process cannot be performed because the execution
ofder of the received command is not correct to the IC
card processing device 2.

When it is determined that the execution order of
‘the received command is correct (YES in the step S37),
the CPU 10 stores the inst;uction code of the command
as the'histéry information of the logical channel in
thg history management table 12b (step 538). That 1is,
the CPU 10 stores the instruction code of the command .
that is correctly terminated as the history information
of the logical channel of the command in the history
management table 12b. Further, if a process
corresponding to the received command is correctly
terminated (YES in the step S37), the CPU 10 transmits
response data indicating that the process is correctly
terminated as a response with respect to the command to-

the IC card processing device 2. that is a transmission
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performng a process corresponding to the command
(step S35). In this case, for exanple, the CPU 10
performs a 5 process of interrupting the operation as
an error process. Wien a command whose execution
order is not correct is received, the ICcard 1
interrupts the operation. As a,fesult, the IC card 1
can prevent occurrence of dishonest access. Further,
as the error 10 process, it may transmt a response to

the gffiect thalp .t puocess canaal be performed

because the exécutron “order recei ved comuand

Whon 1t 1 SUSEL 5r Red Cha "CR “BRaCUr Fon L6t GUF 5FCeiged

‘When it is determ ~that the ecuti'on or
t he &@ﬁﬁéM@di§0€F§8geb§s§?rE@?ﬁiﬁgggg'QNPh§HSE%Q §%Zé’s37),
‘the CPU 10 stores the instruction code of the comran

as tbeehCBUOIY tBEAEMRELEOR8hoHBE BQQBCQBdQE%%@%F kRat the
the history managenent table 12b (step S38). That is,

the CPbkdfssiseresrbheoubsyruetinonacedeanf at hespemmBNGith

20 that is correctly termnated as the history .

i nf oreapéon tof thhecbogioal tohahselcotathepeoraBRdnNdevice

the history managenent table 12b. Further, if a

procésshakoigespbndinagiseivhespecetved themandmbaad without

correctly termnated (YES in the step S37), the_CPU

10 tFBﬂ%h??SngoF@§béﬁ§erﬁéﬁélnﬁdt@athﬁgCphaandhgnhthe.
rocess, i s correctl term nated as a response wt
Pesp@%?t?ﬁyt%%n%6ﬁﬁ%ﬁa tablené2pcl(eher pABeessi ng

device 2 that is_a transm ssion 25 - source of the
conmand (éfe8e§§§}Ped agOVe, in the IC card 1 of the second

operation example, the.instruction codes of the
commands that are correctly terminéted are stored as
history information for the respective logical channels
in the history management table 12b. Further, when
executing a command supplied from the IC card
processing device 2, the IC card 1 of the second
operation example determines ﬁhe validity of the
received command according to whether or not the
execution order of the received command is a preset
execution order in the logical channel based on history
information of a logical channel specified by the
received command.

Thus, the IC card 1 of the second operation
example can check the execution order of the commands
for the respective logical channels. Further, the IC
card 1 can prevent the process from being performed in

an incorrect order while access is admitted at desired
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When the process. corresponding to the received
command is erroneously termnated (NOin the step
S37), the CPU 10 transmts response data indicating
that the 5 process is erroneously termnated as a
response with respect to the command to the IC card
processing device 2 that is adgansm ssion source of
the conmand without storing information relating to
the conmand in the history managenent table 12b (step

S40) ¢ i O Ase descriibed, OYe, hdhle 1Ccard 1 of the

- second operation exa the instruction codes of

as history information for the respective |ogica

chanfel spe i Fle t herid $119F Vs tBBGL BTy tahl € 1ebryction codes
Furt her, when 15 executing a command supplied fromthe

| C caf dcherooessidy tevi cere, cdheedQ gardridi Qitddein the
second operation exanple determnes the validity of

t he hisoel v ethcoyemeat accorali o t 0 Thet heg, ofn nelhe t B€cond
execution order of the received conmand is a preset 20
execW e oAt prelerxamp tde thoyilehd t ohanmetadpasedt onable 12b can
history information of a |ogical channel specified by

t he % e Ve B mRIndI s THUE, Te $ie naneay docapatithe

second operation . exanpl e can check the execution

or der ofp%ﬁe SONTERES 2BV ¢ orthhel ¢ espedt i vacFegfiény to the

channel s. Furthqi, the I C 1 can prevent the

ard
pfpd%%%F??%wﬁTﬁﬁ Per 16t Th @ AP rfTRY red Corgersecurity
whi l_bet%&eﬁ?r'esa&grﬂéggfcdalatcl’gaensrllerle.d Zlﬁne_ IC card 1 stores

the execution result and_instruction code of the

the comendshdhatc-ake 5§€f§@£&ﬂ é§£ﬂ$f@§egPérgbg%grﬁgocess

.command that is correctly terminated as history
information for each logical channel in the history
management table 12b.- When executing the command
supplied from the.IC card processing device 2, the IC
card 1 determines whether or not the execution ofder of
the received command is a preset execution order in the
logical channel based on the history information for
each logical channel specified by the command.

The IC card 1 according to the present embédiment
can check the execution order of the commands for
respective logical channels. Further, the IC card 1
can prevent.the process from>being performed in an
incorrect order while access is admitted at desired
timing for each logical channel.

Additional advantages and modifications will

. readily occur to those skilled.in the art. Therefore,



timng for each |ogical channel. In the second

operati on exanpl e, the above process can be perforned

by storing only the instruction codes of the commands
that are correctly terminated in the 5 history

managenent table 12b. That is, in the second

operation exanple, the histary sanagenent table 12b

can be configured by use of |ess nenory capacity. As
descri bed above, the I1C card 1 according to the =~

pr esepR j t;ca r ate or L

Cecur ty I8 Etate Tor eachlacr el PRanner. Tife fEETed £0

car deie Slsﬁé esriheqexeruti 9Rgr esyttsand L pSLr Qﬁblbgtﬂments
code of the comuand that is correctly term nated as

hi st ehywni ahorsestombé@rneashnl ogheabrghagnel Artihes

hi story nmanagenent table 12b.- When executing the
conmmodi 15csupphs eda § rioen haee | & casdt precessing devicCene
2, the.IC card .1 determ nes whether or not the
execsPipht opdescope ¢hethecegenedatoimeadtisecacpneset as
execution order in the |ogical channel based on the

hi st @¢{inad of vathemprendedchl & bgs cahd chehel equivalents.
speci fied by the conmand. 20 The IC card 1 according

to the present enbodi nent can check the execution

order of the commands for respective |ogica

channels. Further, the ICcard 1 can prevent the
process frombeing perforned in an incorrect order
whil e access is admtted at desired 25 timng for each

| ogi cal channel. Additional advantages and

nodi fications will .readily occur to those skilled in
the art. Therefore,
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27 -the invention in its broader aspects is not
limted to the specific details and representative
enbodi mrents shown and descri bed herein. Accordingly,
various nodifications may be nmade w thout departing
fromthe 5 spirit or scope of the general inventive
concept as defined by the appeygled_clains and their .
equi valents. - 28 - WHAT IS CLAIMED IS: 1. A portable
el ectroni c device conprising: a storage portion which
stores history infornati,gr Igngggﬁhb%glgqfornatlon
relating to a command execut ed or each | ogica
channel , a. dehepBtBhRgePelbLORWILCAYOLEr MRS ising:
validity of a conmmand based on history informtion of

a | ogi cal a ebanngk ppeeibhednbyht BeoeaRBMRARE t3t9r €6 Ftmation

"the storage portion when the conmmand is supplied from

t he extiecaaing 10nflevingeioa pedeesSsSingopar tbemawhi eRecuted

perfornms a process corresponding to the comand when

t he Hereeathi hggipaltcbandeterni nes that the conmand

is valid, and a hol ding portion which hol ds

i nf or mat i 8ndeepaningngl1Bordirhevwbonhandtexeduesd vhyidity of

the processing portion in the storage portion as

hi st%%@%@%@n‘ﬁ%?%ﬁ BF Phetorpgieaprepannel of2a theical
e;ectronic evi ce according to claim1l

t apl .
por L2l cesl estronie dev og accarding Lo SLAIM L i orase

portion when the command is supplied from the external
device,

a processing portion which performs a process
corresponding to the command when the determining
portion determines that the command is valid, and

a holding portion which holds information relating
to the command executed by the processing portion in
the storage portion as history inférmation of the
logical channel.

2. The portable electronic device according to
claim 1, wherein the holding pértion stores an
execution result and instruction identification
information of a command executed for each logical
channel in the storage portion as history information.

3. The portable electfonic device according to

.claim 1, wherein the holding portion stores instruction
identification information of a command which is
correctly terminated for each'logical channel in the

storage portion as history information.
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20 execution result and instruction identification

i nformati on of a command executed for each | ogical
channel in the storage portion as history information.
3. The portable el ectronic device according to .claim
1, wherein the holding portion stores instruction 25
identification informati on of & onmmand whi ch !s
correctly term nated for each |l ogical channel in the
storage portion as history infornation - 29 4. The

portabl e gl eckranig device aceprding o, ehalm L, iy oo

wherein the ho g portion stores &N

reSU&laﬁﬂdlln§BéHSEhOBhédﬁ@i%iﬁgaEB?E' Lngoromati gp of

a command to be referred to omnng conmrand

for emebutoghcaksghanggh hﬂsiP@ct§59r§8§n99%&b9@10§
The portable el ectronic device according to claim1,

wher ehfiothet deheoni Bi Bgmpenti es Yet eeAbResy val byi Ly
of the command supplied froman external 10 device

accofdi hgviongwhenhendaficexesdhi bagoeder chinhBe in the
command and commands executed in the | ogical channe

is atpregetpexetanion order based on history
information of the |ogical channel of the command
suppl i ed PronTBA Pextebhal edevrcenstodedicr theording to
storage. portion. 15 6. The portable el ectronic device
acco?g?hg to w%?é?h?1thﬁh%?£$ﬁm%%énaepérﬁﬂﬁnn@ebermﬂOﬁS

det er |d ty of the command supplied from an
exter%% gl%% g%c%?%?ﬁﬁgt%uﬁﬁ%%ﬁgrféﬂmeﬁécﬁﬁFéﬁnal

orde&eQicéhgcgording to whether an execution order of the
command and commands executed in the logical channel is
a preset execution order based on history information
of the logical channel of the command supplied from an
external device stored in the storage portion.

6. The portable electronic device according to
claim 1, wherein the determining portion determines
validity of the command supplied from an external -
device according to whether an execution order of the
‘command and a command executed in the preceding in the
logical channel is a preset execution order based on
history information of the logical channel of the
command supplied from an external device stored in the
storage portion.

7. The portable electronic device according to
claim 1, furtherx cémprising a module having the above
portions, and a main body containing the module.

8. A control method used for a portable
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15

conmand and a conmand executed in the preceding in the
20 logical channel is a preset execution order based
on history information of the |ogical-channel of the
command supplied froman external device stored in the
storage portion. 7. The portable el ectronic device
according to 25 claim1l1, furt conprising a nodul e
havi ng the above portions, and a main body contai ning
the nodule. 8. A control nmethod used for a portable 30

el ec{oni £oAevi &, Payi ﬁgvf\ngogt éeﬁt%ﬁﬂs%m&m CMhich

performs various processes according to conmands
SUpH&éﬁﬂQfﬁQn%§£i§%§eﬁf@@eg§¥éCgcchanésfggéommands
determining validity of a command based on history 5

i nf ogwB 1 08d of rém | 91 &2t £hANNGL v SPECT EbRPr Py the
command in a storage portion in whi ch his ory

i nformatigaténdisahyngal DOt pBLEOR EE8hARhATLESe@ on history
command executed for each |ogical channel is stored :

wheniz herconhamndof sa suppléed ¢hanmméhespxtefnadl Hevise,
10 performng a process corresponding to the command
whercemeandl iadi 2 ysofradge ronmand is defennhinedoby the
determ ning, and holding information relating to the
exectit BFMEbhPRNENd hca hienat br bgenpot oh one hat higt bpya
infoggation 15 of the |ogical_ channel.

mmand executed for €ach logical channel is stored
when the command is supplied from the external device,
performing a process corresponding to the command
when the validity of the command is determined by the
determining, and

holding information relating to the executed

command in the storage portion as history information

of the logical channel.



