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WD 2008/ 019137 PCT/ US2007/ 017507 MANAG NG
ASSOCI ATIONS | N AD HOC NETWORKS Technical Field This

WO pwsni91en rel ates to wirel ess networks and, nPCEUS2007/017507

particularly, to ad hoc 5 networks of wreless
devices that are in proximty to each other.
Background In a typical wireless network, one or nore
Wi rel ess devices are associated with a comon

Wi rel ess ' [ c
wi red net %ﬁiﬁr@n% § Pﬁﬁﬁ?@‘?ﬁé&%@@&’bﬁ% ces
is through the access point. Such operation 10 is
gngv\m ?Eége infrastructure operating node. The | EEE
: SHhdard for wireless |ocal area networks
(LANs r.ovi des or an .ad hoc operating node_in which
i r o) S B GNeABreloB 163 638 PEIMKEER PRAVPRTR PogiRRAPIY Fod hoc
MétivOaH oftviieelbssele¥ ced thit R 8o RRGRSD Aeh Bihep! @ Wi red
net wor k. However, in order 'to opérate an ad hoc

Badlblndof w rel ess devices, the wrel ess devices
require a 15 nechanismto associate with, or connect

to, olhgtypitdl NifISssHRIVMEkKottEd B8R Witeled &¥idBstaYe asdYGBied with
a mechani sm shoul d have | ow power consunption, should

R FIAMOeNn WirdPtscoPsarodnt whisharehe eormeatedio g verermaswork.
Ob SR AR08 HRH e enSHIFBREY devides i?ﬁ'l?&%tthh Iglxgeﬁg gﬁﬂ% OSuch operation

provi des nethods and apparatus to esta
wdaavingsithp infasiuetre wresstinggmadssi ces in an ad hoc
network. A first wireless device establishes an

assoCirgt 1ONE Wb 18R WiF 8 $5caflfita iR RS PLANIPofbvides
connection request packet to a previously-discovere

s evnd hae opriasiag geededa whitlewirslnsm deviogs einapunigeteidiectly with
éé%g'&ﬁér'v%&éﬁﬁ%é \fﬁ%%f\éqgirags%ka%tcesgﬁno 162 ANGiE SOwoRl G5 vever, in
and responds Wt a connecti1on response packet,

oider ypegate ablaid ok mgtveork ad srlass idevices theaireldse d@bices require a
first.and secand wirel ess deyices. The wireless, . |

e Rri R fo FRORAR VidhrorgDingst 1o B avielend meBreaAsvigst in
proximity. Such a mechanism should have low power consumption, should create

limited radio interference and should have high throughput.

Summary

The present invention provides methods and apparatus to establish an
association between wireless devices in an ad hoc network. A first wireless device
establishes an association with a second wireless device by sending a connection
request packet to a previously-discovéred second wireless device. The second
wireless device identifies the received packet as a connection request and responds
with a connection response packet, thereby establishing an association between the
first and second wireless devices. The wireless devices can then, for example, send

and receive data.

The invention also provides methods to terminate an association between
wireless devices and methods to disconnect from an ad hoc network. The invention
further provides methods to handle a case where two wireless devices send connection
requests to each other concurrently. In this case, the connection request of the

wireless device having a larger network address is processed, and the connection
-1-
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The invention al so provides nethods to term nate an

associ ation between wreless devices and nethods to
wale@somigrt from an ad hoc network. The i nventPONUS2007/017507

further provides nethods to handle a case where two

wi rel ess devices send connection 30 requests to each

ot her concurrently. In this case, the connection

request of the wreless device having a | arger

network address i s processed, and the connection -1

wouesed e wiglespdayicshadng emmtler natwgtleaddreds is hanceled. It will be

Lhddh B8 o e GiepAY bAPLE SRRl S LRI RENR of the

parelesy deﬂgcj vath thi altrxﬁtl?axatwnﬂezlmdrens 11 pmaessbcé gﬁd thxeconnection
er e I a [ ess

R Bt I it Vil WG PO s RO SR Y Bl

device with the | arger network address is canceled. 5
Accor diaegrding o 4 firs aspesp ef theofivenbion axretitadan pr(a/ithl ﬂomqberate a
[ el ess (device | an_ad

S__Pr oV .t rate a
iR B8R 1t fn PRBO bt T8 mERP ik Bipg o p oo of e
flirfftz;trlrellésrseﬂeekﬁ inl essipofsd to a @mpedtalli @nfamgcmaﬁﬁfe?ﬁ@{ tequest packet
endj.ng. a connecti on request rom.the fir
PR R OPRE S G iR g e Gt detibgE & Bprteckion response
POEKEE O e Bl vE @ BP GitSErst PeleRs dévicd R6MI the @eéaﬁdt\hﬁeltassrc&mce within
W reless device framthe second wirel ess device w thi

adimeout peRd- spiePliding aspapactien to eseeenthwireleshdeves: ﬁed ifa

%S&%ﬁo%’résﬁbﬁs%spéiﬁé!ﬂ is %ot ARGivkd bR theCRAP Wehé%ﬁ‘ déﬁ%@ @BaLthe
packet is not received by the first wirel ess device

seondireclessedeying Withia|the §mgevt resiodi indicating e coppegsion failure.
period, indicating a connection failure. According to

a sec Qi&o&ﬁﬁg Wa Qécotnﬁ%sbél:Y %f‘ﬂieQHven@ioﬁei Hfé@hddsls Q}E’@MH&?@ operate

to Operate a wreless device in an ad hoc network
Tiveirelessitisticedapniad e ngtwarks fThgimaethed soniprisasea firg wireless device

&Gl e% 89 dﬁu&%ﬂ ?Qcﬁdegﬂ%a{ cROUESH PREER wirkfiRk Qe\ﬁgé‘*?ﬁflikg connection

W rel connection request pac
iretprest facket ibydenbigieflibyghe first elisdsss deviice es aszahd vahnegtion request,

conpecti connect.i
R e A e
esmalﬁdheﬂ keanevionearid fnhe esrhettiort iequem pacct nsmbtnéquﬁ‘ﬁati by the
ot identified by.the rst wirel ess deyvice
RS RIFR oSS YoUH SPEaeR oA R A e exasing St
exi sting state.
According to a third aspect of the invention, a wireless device comprises: a

computing device; a radio; and a wireless module logically connected to the
computing device and to the radio, the wireless module comprising a processor
programmed with instructions for: turning on the radio in response to a connect call;
sending a connection request packet to a second wireless device; if a connection
response packet is received from the second wireless device within a timeout period,
establishing a connection to the second wireless device; and if a connection response
packet is not received from the second wireless device within the timeout period,

indicating a connection failure.
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20 According to a third aspect of the invention, a
W rel ess device conprises: a conputing device;, a

WO a880191and a wirel ess nodul e | ogi cal | y connecP@mUsm07/017507

the conputing device and to the radio, the wireless
nodul e conprising a processor programed wth
instructions for: turning on the radio in response to
a connect call; sending a connection request packet

0 second el ess.device; if a connection 25
%&;%%M—MI ved fromthe second wirel ess
devi g % a_timeout period, establishing a
conn 8&‘ % %he second wirel ess device; and if a
connection response packet is not received fromthe
secofdGwil ieh eBsplifead weckwliaptam dfum &d heowirelees haediork;
i ndicating a connection failure. -2 WD 2008/ 019137
PCT/ 0

It ReCa? an gt lsdchibl S RBREL P Rty e RURHERS forming
aofaddmca’drdlcasmtweikess net wor k; FI G 2is a sinpli f| ed
bl ock di agram of a wireless devi ce suitable for
form
{1 ow A s BRoSEelioofbieRuthg pRbiRilby Kk iritfisBeisg o
egieblishea tanneetiomld 4 sdvoad sorehess tevicet 0 a second wirel ess
device; FIG 4 is a flow chart of oper ati ons perforned

by t

o an B0 2Rt} LRI pet O 8 el girgep v
t@eﬁaldwhmmectﬁomipethatﬁmwarqmessfdemse;j by a wirel ess

devi ce when concurrent connection requests are sent

by t I [

oper \a@?l \gﬁsgégé%?%ed&ﬁo}m@ol%g?r eﬁ@ %\E}% ctéie 1ge when
cheeuriand tenection napiesicnred naby beo mareldss deeises; devi ce;

and FIG 7 is a flow chart of operations perforned by

the 960 qu Wff Sﬂ%a‘?a?tl &edﬂe?a%on% gg 2 %}éé\jdl' 1(53'69 ?itrs% v&ipeqess device to

connection to rst wre
terminate a connection to a second wireless device; and

FIG. 7 is a flow chart of operations performed by the second wireless device

to terminate the connection to the first wireless device.

Detailed Description

Embodiments of the invention provide mechanisms for a wireless device to
establish an association, or connection, with another wireless device in an ad hoc
network. Further embodiments of the invention provide mechanisms to terminate an
association between wireless devices and methods for a wireless-device to disconnect

from an ad hoc network.

These mechanisms involve software in the wireless devices. The mechanisms
can also be implemented in hardware and/or firmware of a wireless device. This
allows wireless devices having these mechanisms to communicate and to form ad hoc
wireless networks. The communication between wireless devices in the ad hoc

network has no effect on other wireless devices that do not support these mechanisms.
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Det ai | ed Description Enbodi ments of the invention
provi de mechanisns for a wireless device to establish

wanassast ati on, or connection, w th another WCPRUSE®7/017507

device in an ad hoc network. Further embodi nents of
the invention provide nechanisns to term nate an 20
associ ati on between wi rel ess devi ces and net hods for a
W rel ess-device to di sconnect froman ad hoc networKk.

Th the wi.rel.ess ;.
oA N6 A L5 AL, i
devicgnd 2elhand b6 cOmmmuirate with@ach ohkeby a devdles . linkki The wireless

d es havin ese hanlsns to
B S ol iERE u B i R AR dese e 08 1 SstResd that cach
Whrelessodaviics ie atithon rodid w&rge dﬂaf Ehﬁ&ﬁledﬂvdrﬁﬁﬁelbs’é deRRedfl the ad hoc
ot her .w rel ess devi ces

ek ROl Be BT rooR Sk BesiSrs drices in oy hoe network do not

2208 08 Within PAIS kﬁ%@OFbQéiaﬁﬁﬁe wﬁﬁel%&‘%@%@es qfs éld 16 may be able
w rel ess ad hoc network 10 i's ‘shown in Fig

ceBmRRYCye dieetly wath wirelass fleyige é@rhﬁ!l madawé bwabh' tg g@mmunicate
AtRay viavh éach d'tﬁéresﬁy WhibBexatiile Whiye ss g@%mFseﬂ 14 and 16
conmuni cat e usi ng tthe nechani sns esc
may hg kamwcqrnmte@a@wbllwhem@s@ohév date GGSIW,tmbleamea player
de@ﬂ%@ Mm@&te}e%'sls&nr&%ﬁ Ql?é'rs r e Bhid ngﬁil Lf ﬁHh etvn:% %luch
hoc 5 networ be under st oo a Wi el 85%
wiize aconipatibleepratpciobas describedbalownot  need to be
within radio range. For exanple, wreless devices 14
and 18 S7R¥1iREd B i%lcﬁ dlatét?arﬁ%@ g%ﬁé’?%fs%eg ck %blﬁfcl%fng components
W rel ess device may not be t o conmu
igveleed lxyccamrrm@auhn &n dread h@ynatwpriofs sbmyrrph é"lg)rﬁ yWireless device
i’UOr rﬁ%féérrgs%%hg ?(f wh%heg%ég@@& I 4 aaétlg 588 xég'}g. 1. An upper
lpmrt@bioe ORIdi2a0 pﬂlmyfeces]vﬁﬂdﬁmpﬂe&l cbﬁ?ﬁnéﬁtﬁ p(ﬁjHSSnt in the wireless
at,i o of .suc evi ces
i S P BT RS B REP oL iR R s G orage unit

dueh avva dkl@lﬂmdm d flagh rhbxﬁ@ky &idegiyath & pediphblaC L &BPoSRYd $8he
Udl conpone i nvol ved in communication in
Cfﬁ‘(l%?d dcfh lgplr’g lu ﬁ%%\ﬂe‘f‘?F PRSGRtng sypjenp P & andje yigeless

driver 214. The wireless driver 214 communicates with a second layer wireless

module CPU 220 containing wireless module software 222. The wireless module
software 222 interfaces with a lower layer wireless RF interface 230 which

communicates with a radio that transmits and receives RF signals via an antenna.

The wireless device 200 may represent a variety of different devices that may
be hand-held and mobile-or stationary. Examples of wireless devices include, but are
not limited to, laptop computers, desktop computers, mobile data devices, mobile

phones, stereo systems, and wireless speakers.

The operations of each wireless device in establishing associations with other
wireless devices are described below. Operation is described in connection with the
IEEE 802.11 standard. However, the present invention is not limited to the 802.11

standard and can be utilized in connection with other wireless protocols, such as Ultra



200 may correspond to wireless devices 12, 14 and 16
shown in Fig. 1. An upper 15 | ayer device CPU 210

wo paos0ieses with peri pheral conponents presentPCTIUS1067/017507
wi rel ess device, such as a display, a keypad or a
keyboard, a pointing device, a storage unit such as a
disk unit or a flash nenory and any ot her peripheral.
conmponents of the device. Device CPU 210 includes a -

| dyiver

IR BEERE NG 2 45h 8Tty R0 e e SpiBoqeitebdod betow are
esgmdirentapaly atidrat asslidtingmahb ¢h«CRidp2 20 thednvantitnng
wirel ess nodul e software 222. The wirel ess nodul e
soft r I
Tt o ag JO 35 lfAg AREEAbAT ics A DR et IS e
discomensiatheravidgelessaigiviaes lmesudgmmtwm Prefantd ecvhniqhbe for

5 iR WIRKSS SOl BN EREETR TG Bl drP i inspfeaenspd
abbagt.i Hnweyer Eﬂmm;liseevm tcmhn&jues mastebeiutidized nalfied en akdtiation is

uters, deskt
eBlsRisiedy 850 e Bp S5tk and rersd Ty TG CE ShotEEss Shdreso
systens, and wirel ess speakers. The operations of each
Hutaklishsan devocaiomwitdit aWirabsseviss tc AdtHOON etw éiiks
other wreless devices are described bel ow. Operation

s de C;vaagavr\}e %Eogltsl %H’o}%n%cpb h%rftlv%[rzeﬁe%s c?ev%ce to establish an

st an resen
10 alsisqmettmdl wish ahecmn&ewesdandandldand networlds slidvn #eHIG. 3.
in connection with other wirel ess prot ocol S, such as

. - 9 Band
4 VP PP SRR g B Bn o
mgmt\w@éiditlbebwsameassemnm regutstonmid/daes cﬂheafcélomhg:
limting as to the scope of the invention. Prior to

esﬁ?béétﬁll?éﬁﬁlo%ﬁﬁ gétah%sons as descri bed bel ow, each

rel ess device I SCovers other wireless devices in
the ad hoc network. Preferred techniques for 5
di scoveﬂh@gnvhuumt@sgr fequarey (of thedad docinpybrk)y, t he
rel ated applications referenced above. However, other

15 di scoverys}£&RBIH ld ﬁ&?d"%ialﬂe%@grk t@ atss%clérlg w1

association i1s ta can sent

recei ved by the assom at ed w rel ess devices.
Desired BSSID (of the target ad hoc network to associate with), and

Mac address (of the target device to associate with).
2) The wireless service issues a connection call to the wireless module, step 300.

Connect (to associate with a device in an ad hoc network with Mac address
20 and the BSSID/SSID as configured above)

3) Upon receiving a connect call from the upper layer, the wireless module does

the following:

Switch the channel or frequency to the one the ad hoc network is operating on

if the channel/{requency is different, step 302.
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Establ i sh an Association with a Wreless Device in Ad
Hoc Networks A flow chart of operations perforned by a

wo 2oost19B8T el ess device to establish an 10 asspci/asioono17507

with a second wireless device in an ad hoc network is
shown in FIG 3. If a wireless device decides to

establish an associ ation with another device in an ad
hoc network, it becones an association requestor and

doe he, foll owi n Set t foIIovmn settings:
Coee S A oot e SHL U, e i e

15 Desolieinhforatfiod:he target ad hoc network to
associate with), Desired BSSID (of the target ad hoc

network to asso ate wt ddress (of the
target JeRALET A d’ﬁ%dﬁrggtt%ev\‘/ﬁet%&d‘&\@)ad%ﬁ%s wirel ess
service issues a connection call to the wirel ess

nodul e, BESID:IWESID &ivhvadthof hetvagkoci ate with a device
in an ad hoc network with Mac address 20 and the

BSSI D/S%g?zﬁ%e?ggfh?%ured above) 3) Upon receiving a

connect ca e upper layer, the wireless nodul e
does the following: Switch the channel or frequency
to the o¥¥D:Keptaehaoc network is operating on if the
channel/frequency is different, step 302. -5 WO

2008/ 019%1%%&5&%1 %‘é)017507 Send out a connection

request 4, which may contain the

foll owi ng infor matl on Recei ver address: target

devi ce' s MADesithnelype —BEBbasREBEDn g¢quelle ad hoc
network 5 BSS type: ad hoc SSID: (optional) Special

I E: (opti or®hdr optional configuration and capability information, such as
supported data rates

The wireless device can use, but is not limited to, a unicast probe request
packet or an authentication packet to convey connection request
information, provided that the packet format and content are agreed and

understood by the wireless devices.

4) After sending a connection request packet, the wireless module waits for a

connection response packet, step 306.

The wireless device needs to identify that a connection response packet is used
to establish an association in the ad hoc network. It can do so in different
ways, provided the way is mutually agreed by the devices involved in the

associatlon process. Here are some examples:

a. Match a direct probe response packet with a special IE (information
element) that specifies the intention of the connection response. The

packet can have the following information:
Packet type: direct (unicast) probe response packet

Receiver address: matches association request’s MAC address

-6-
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Qperation type - virtual association request O her
optional configuration and capability information,

W@ @k/0ae37 10 supported data rates The w rel essSPGRVEDO7/017507

can use, but is not Iimted to, a unicast probe
request packet or an authentication packet to convey
connection request information, provided that the
packet format and content are agreed and understood
by the wirel ess devices. 15 4) After sending
connection requeBBSPacratches B Wﬁﬁihé%h?édm‘éor\kal ts
for a connection response packet, step 306. The
wirel ess device Bgsdsgpd: @adihgentify that a connection
response packet is used to establish an association
in the ad hoc ne%mqmé It can do so in different
ways, provided tBBSSGYEi s nutual |y agreed by the
devi ces involved in the 20 associ ati on process. Here
are sone exanpl es: a. Ogetionaysh + ektuaPiRBEiaties pARHSH
packet with a special IE (information elenent) that

specifies the intenti of. the.connectio e,

The packet can have S}ﬁ’ét“?lc?lsfoc‘}\'ﬂ% ?aﬁ'fsor Eﬁélr§ﬂ%;§&zg§code
type: direct (unicast) probe response packet 25

Recei ver address: nat Chbs opsiooalicanfigurationuad cambllit§¢ information,
address -6 WD 2008/019137 PCT/%%%%Q?/ 17507 BSSI D:

mat ches BSSI D of the Y HhSSURBY %ype: ad hoc

Special IE Operation type - virtual association

request 5. \Matahad ccamsclicraxebmnsspackm withl Eﬁﬁzksﬂﬁatﬁam that is
i;g;glsl F?Selgﬁ mgllﬁrs(%o aci b}p eréfvlw e%sast deted rigecelvmg this packet

means an acceptance of the association request from the association

responder. For example, a matched packet pattern may be:
Packet type: direct (unicast) authentication packet
Receiver address: matches association request’s MAC address
BSSID: matches BSSID of the ad hoc network
BSS type: ad hoc
SSID: matches SSID of the ad hoc network
Special IE: (optional)

Configuration and capability information, such as

supported data rates

5) The wireless module waits for such connection response packet, step 308,
until a timeout value expires, step 312. This timeout value can have a default
value and is configurable. If the connection response packet is received and
the connection is successful, step 310, then the wireless module updates its

internal state to be associated to the target wireless device.
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such as supported data rates b. Match a connection
response packet with a packet pattern that is agreed

wan@sondar st ood by the w rel ess devices. Recei PCTYyS1007/817507

packet 10 neans an acceptance of the association
request fromthe association responder. For exanple,
a mat ched packet pattern nay be: Packet type: direct
(uni cast) authentication packet Receiver address:

mat c ; IALd 0N 'S dr.ess, BSS| D

ot crodtREEft Bt R iGeIH T bosBalE ol BREe SIS paue
hoc 98tivatesmtmédia c&Bhedtenlf evichietoate hesvonlestaokk  Speci al

| E: (optional) Configuration and capability

i nf or ' S rates 20 5) ..Th
o T g R ARRRAL S 50y BB b
packetstatdisbed 808 the perridevige by sewdihg ualotificatiqn suekas atpept up

312. i s, ti t value can have a default value and
is con f‘é‘d’r%‘gﬁ‘gg’“‘f’f Sh?g connection response packet is

recei ved and the connection is successful, step 310,
t héh Iheonhew ongespomde packepBatoe sedetved, step 808 andshatimeout

to be Cj he target wirele devi . -, VO,
2008/%‘%@%@#‘%&@%@7"8& nof pucERseI; Step Rl anddhe wireless
devi ceotiiatrembinadss its odipi@l steh, then the w rel ess

nmodul e indicates a nedia connected event to the

net wo Lreless nmodul e can optiopal L.y . .
"l st Bl of A s RrTEh o e SRR g e
resondirpgtopbe coteiion rdyye stiyathe Gira witdlédsideice 39 stehmalG. 4.
a port up 5 event to the network stack. 6) If a

BRI AL AL IR A HBR AR ork FeddRos h TR A4 Eunrtb §0h 9Rest packet
from another wireless device (the association requestor), étep 400, it becomes an

association responder and does the following:

1) Identify that a connection request packet is received to establish an association
in the ad hoc network. The wireless device can do so in various ways,
provided the way is mutually agreed by the devices involved in the association

process. Here are two examples:

a. Match a direct probe request packet with a special IE that specifies the
intention of the connection request. The format of the special IE is
understood by the wireless devices and can have the following

information:
Packet type: direct (unicast) probe request packet
Receiver address: matches association request®s MAC address
BSSID: matches BSSID of the ad hoc network
BSS type: ad hoc

Special IE:
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expires, step 312, the connection is not successful,
step 314, and the wireless nodule remains inits

waoriogioneB7 state. A flow chart of operations pep¢DURBA7/017507

by the second wireless device in 10 responding to the
connection request by the first wireless device is
shown in FIG 4. |If a wireless device in an ad hoc
network receives a unicast connection request packet
from anot her wirel ess device (the association
requestor), step 400, Qrerdsmndnps—airtuahgsociativhgequest
responder and does the following: 1) lIdentify that a

connection request pagkgty ci;ﬁioﬁﬁlcc?nﬁg%aﬁgrﬂ SRk %Qﬁ%ﬁ@g@ﬂfomaﬁon,

association 15 in the ad hoc netwo e wrele
devi ce can do so in véap¢ibassuppgded dgia oatetled the way is
mutual |y agreed by the devices involved in the

associ at ibONVIARIHL Eithectilbl ReqRES phiife SAHPb&Rket i
a direct probe reques??lpaclget WEh a Spe%i al ?aét%g%hlsagreed

speci fi es t#d understped by thef wirtlesscdnvines: Reseiving this packet means

The formal & adsBeiafiBeedc 'eﬁ'ffmhaﬁ%@%agipﬁgé&ﬁ}ﬁgt%ﬂ 29 kfiple, a

Wi rel ess devices an ave t
i nf or mat i onmarhed packey patterdicorkltbef uni cast) probe
request packet Receiver address: matches associ ation

request's MAC ad S, ; e . ad
hoc network 25 Bg%a%;gﬁ ) ?&9}%{(@& e%lltgéﬂcél&géé%t
2008/ 019137 PCT/ US2007/ 017507 Oﬁer ation type -

virtual associ at Répeiverpsssessanhichesopspeatign responder’s MAC
configuratigfy.anrd capability information, such as

supported data rates b. Match a connection request

packet with a packet pattern that is agreed
BSSID: matches BSSID of the ad hoc network

BSS type: ad hoc
SSID: matches SSID of the ad hoc network
Special IE: (optional)

Configuration and capability information, such as

supported data rates

2) The wireless module decides whether to accept the association, step 402, and
sends out a connection response packet, step 406, which may contain the

following information:
Receiver address: association initiator’s MAC address
BSSID: BSSID of the ad hoc network
BSS type: ad hoc
SSID: (optional)

Special IE: (optional)
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5 and understood by the w rel ess devices. Receiving
this packet neans an association request from

was®soidEsi on requestor. For exanple, a matchePCpaEsioet/017507

pattern could be: Packet type: direct (unicast)

aut henti cati on request Receiver address: matches
associ ation responder's MAC 10 address BSSID:. matches
BSSI D of the ad hoc network BSS type: ad hoc SSI D:

h S . . Lal 1E
(opt 1 onal ) ORe St BstT uAE AEAR RS

information, such as supported data rates 2) The
Wi rel ess n¥utHabasteeiation siahust-hdER 8021t t etatustcode
associ ation, step 402, and sends out a connection

response peaksbotisidRofe - ;
fol | owi ng [ nfornation: 2%“%2@6(}%%{\;&9%3 ?&;g@ﬂnéttb%, such as
ass gaprarfedrilatagatgsat or' s MAC address BSSID: BSSI D of

the ad hoc network BSS type: ad hoc SSID: (optional)

Specifle heleb OB G ust AAABERIPH3 unj
PCT/ USZCOO7 ¢ 817 B O% qoeursg,tgllp\}(l)t\f]i% et vtljoft ltjlgicast probe response

assodiagketon anggighenteatigny paghet tg Sonveyatdnpactiqnategponse firbEmnation,

802. - fi _
502 Ap Pt O Py SRR O Bl

wireless devices.
3) If the association is accepted, the association responder does the following:

If the association requestor is the first one associated with the wireless device,
then the wireless module indicates a media connected event to the network

stack, step 408.

The wireless module can optionally indicate that a new joiner has established
an association by sending a notification such as a port up event to the network

stack.

4) Otherwise, the association is not accepted, step 402, and the association

responder stays in its original state, step 404.

When both wireless device are in the same ad hoc network and indicate media
connected and/or port up to the network stack, a wireless connection is established.
The wireless devices can transmit and receive data packets to and from the peer

devices.

Handle Simultaneous Association Requests between Two Wireless Devices in Ad
Hoc Networks

A flow chart of operations performed by a first wireless device when two

wireless devices send connection requests to each other concurrently is shown in FIG.
5.
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5 The wirel ess device can use, but is not Iimted to,
a uni cast probe response packet or an authentication

W@a@ke1918D convey connecti on response i nfornmat PONYUS2007/017507

10

15

provi ded that the packet format and content are agreed

and understood by the wreless devices. 3) If the
association is accepted, the association responder

does the following: 10 If the association requestor is

the first one associated with the wirel ess devi ce,

t Hénpaspiblehabivee winelrss HevicesdA ead &sseadrmat| conrestine céqests to each

UgBl AT 7l B U, ML HBRPER i s, e

eltoawirtlebedevieas ras)samlétestahlxdhyngsmmassgclatmm\wfth eadh @ther. After a

8 écre\%igzsfag?{]%ut;ﬁg%og%ﬂg%&% r%qﬁeb el \i\%r K é:g’(ﬁi,[asgt%j él@ ’and device

aAdecteliI@saﬁsmmba‘iquuesm ﬁmndarlce;Ba;eforbrﬂt rict&ivey 4 gbribtion
th wreless device are jn the

04.
SRS R s ARl R e R eIt et i A docs the

afmﬂbe;ﬂngjort up to the network stack, a wreless
connection is established. 20 The wirel ess devices

can m nd recei acket,s and .from

peert) ,341}3? t‘:’glelélg Elge‘é’f“% % é’ﬂ SIRISASS 6@‘?‘5@?"6‘?’1‘32 Mic address,
Requestitep 564 whem ddvice W igabes B’ Devtirkeson fegfidst, $16§ 506.

Net works A flow chart of operations perfornmed by a

fir V|ce 25 wi.,rel ess devi ces

sen Scigﬁfr'lgg ﬁ)g? vige %ﬁ{]%émg%rﬁs%isﬂﬁrﬁeﬁé’ﬁﬁ%ﬂ”éﬁﬁ yMac
shown aduirEdsGstep 504, th@n Hﬁllaé)&&/eﬁﬂ&]ﬁﬁei?@/ﬁﬁggﬂﬂe{c%ﬁ 5%est by
It is S|blethatt w rel ess devi ces A and

out coiftetts 30?99”@’&%%% fesperseesien 0% Mernvhilee GFY‘éﬁt‘\l %150 cancels its

?E d Wad)\kmfs&;tehﬁmd?@;ﬁﬁ%@&&ﬂ O theSSRABSRor FeQiRsk Meat AEPRE A 4ddt to device
IS case e
B.

It will be understood that the criteria can be reversed so that the connection request of
the wireless device with the smaller network address is processed and the connection

request of the wireless device with the larger network address is canceled.

-11 -



10

15

20

two wirel ess devices may avoid establishing two
associations with each other. After a device (A

w@end®1aat a connection request to anot her devPCERUSB)7/017507

step 500, and device 5 A receives a connection
request fromdevice B before it receives a connection
response fromthe sane device B wthin the tineout,
step 502, device A does the following: 1) If the
val ue of device B's MAC address is | ess than device
1S, step 504, then device Aignores B's
@%ﬁ%§§gﬁgﬁg?§§ﬁ€st, step 506. 10 2) If the val ue of
device B's MAC address is |arger than device A's MAC
&g masalessqieiseapry mahuiin adist ebassopiastivaseless dewides intgnglly and

g?%gﬁﬁﬁi&%a%ﬁgﬁ?ne ﬁ')é C?S§mé&] Hedt deOHLEE Cﬁ‘t gqvivitrrghgpsgc[v%?& does not

[ 508. "Mean evi ce A'al so cance
secgtve anydnd PSSaqrachets fitpm ahessociatedovirgpss deyiresin thhad hoc network

Vi ce. n . devj ) . lt-w ll. be understood
H oG drtinfE B8y aRacshBiald sl thicdfvidRs
connecti on reguest of the wireless device with the

drpadker isiieemed las dntiB8S &f dnd gy ifdsbask BREID Heat matches the one used

' est of the wireless device with the
I%grqgeg?&hg \%%E{&gddr ess is canceled. -11 WO 2008/019137

PCT/ US2007/ 017507 Monitor Associ ations The wirel ess
deeyindpateran Asgociadiom withiaswirelesadevice it Ad Ho¢ Nebserks
devices internally and may nonitor packets fromthe

associ AR, gl:]of‘\iﬁ)\éhﬁ%%s pExfmexli@i W 4 QliRsks HEVIcE o %grgﬁlate an

not receive I'n- S packets “from an.associ a
wbgosiasion widy grrwvirplessadevinsds pleawm itk FIG &.or certain
anmount of tine, it may disassociate fromthis device.

A Pafetlss dsvide @E@ge@ﬁ) thﬁﬂlh%gngsscg:sglo%mvﬁ% E.ﬁ%tiggr 88%cefin an ad

BSSID that matches the one use the a
et wetvkork T daenithe dodewimgsoci ation with a wirel ess
device in Ad Hoc Networks A flow chart of operations

per {pryg iR wikd &lifssy:. device to termnate an

Desired SSID (of the target ad hoc network to disassociate with),
Desired BSSID (of the target ad hoc network to disassociate with), and
Mac address (of the target device to disassociate with).

2) Issues a disconnection call to wireless module, step 600.

Disconnect (to disassociate with a device in an ad hoc network with Mac
address and the BSSID/SSID as configured above)

3) Upon receiving a disconnect call, or the wireless module decides to
disassociate from another wireless device due to its aging function as

described above, the wireless module does the following:
Search the.internal associated wireless device list for the device.

If such an associated device cannot be found, then return an appropriate error.
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10 association with another wirel ess device is shown
in FIG 6. If a wireless device decides to term nate

wanassast ati on with another device in an ad POL/US2007/017507

network, it does the followng: 1) Set the follow ng
settings: Desired SSID (of the target ad hoc network
to disassociate with), 15 Desired BSSID (of the target
ad hoc network to disassociate with), and Mac address

f . device.to di ' i L h) |
o, A R SRS il e B 7

Di scorortain tht dolivwigdaforaatdond t h a device in an ad hoc
network with Mac address and the BSSI D/ SSI D as

call | Cor pidiarad st ARG ERAE s i Sodso at e

fromanother wirel ess device due to its aging function
as descBBSBHY BBBIR of theadliacaletssrknodul e does t he
foll owi ng: Search the-internal associated wireless

devi ce Igggti,lp%ah?l%cdevi ce. If such an associ at ed
devi ce canno e found, then return an appropriate
error. - 12 WD 2008/ 019137 PCT/ US2007/ 017507

C her wi s8I dantional) a di sconnection request packet,
step 602, which may contain the follow ng

i nformatg 'ialﬁgggggg(%a@ddress: target device's MAC
addr ess SSI D: SI D of the ad hoc network 5 BSS

type: ad ho SSID: (optional) . Special |IE: (optional)
Oper ati on typREation, pype rayirtualassediationfeawstiest O her

optional configuration and capability information,
such as Other optional configuration and capability information, such as

supported data rates

The wireless device can use, but is not limited to, a unicast probe request
packet or a de-authentication packet to convey the disconnection request
information, provided that the packet format and content are agreed and

understood by the wireless devices.

4) After sending a disconnection request packet, the wireless module can
immediately remove the device from its associated device list, step 604, The
wireless device stops sending any data packets to the disassociated wireless

device and drops received data packets from that device.

If the disassociated device is the last one in the associated device list, then the
wireless device indicates a media disconnected event to the network stack and

deems itself leaving the ad hoc network.

The wireless device can optionally indicate that an association with the peer
device has been removed by sending a notification such as a port down event
to the network stack.

A flow chart of operations performed by a wireless device in response to

receiving a disconnection request is shown in FIG. 7.
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10 supported data rates The wi rel ess device can use,
but is not limted to, a unicast probe request packet

woroog/otE3aut henti cati on packet to convey the PCT/US2007/017507

di sconnection request information, provided that the
packet format and content are agreed and understood

by the wireless devices. 15 4) After sending a

di sconnecti on request packet, the wi rel ess nodul e can

i rmedi ately renove the device fromits associ ated

diea, Witslass device repn gdhoc mfworkyreceives § ugioastedisesmppetion request
RO AOnR BorHAN - DREKE A, reh HB0 Tt RBSSAEIBHGHnL T ©! eSS

devi ce and drops recel ve(f ata packets rom t h

device. If the disassociated device is the last one in

t helasdcviseless deaigecieetls ta identifyrn dipeonnpetian reghess packet that is
devi cgbel ] A .
net vor ko rRafn RS0 BGP RPREAGTRANERL sk 11t cando so
net worvarioThwais, pededed thewaseiscawtualiy hgmed kyd indtirstadé by the,

t hat Al | . r...device n
removel B B5ioRladi it detolido ltcens BEICE 103 RERRIsR,

event to the network stack. 25 A flow chart of

oper at i oAs Metchay spsdiablE in avliredt gsebediequest packet & srpaify the

A T g R e

devi ce i n amdstittmtbynttewsirdessalegiose andicamhaasthe following

di sconnectii%p reguest packet from another wrel ess
device, step P0Gt does the fol | ow ng: 1) The

W rel ess device needs to identify a disconnection
request packet tHRatket typeudiestt {unicdserprobatdqogstaiacket
association in ad hoc network, step 702. It can do so

in 5 various Waggee; ' ' :
agreed and underIth %%gérgdéhgk%%.&%g%él@?e%&ﬁag\% }\)égg@i{ﬁ I\{Iﬁé? address
associ ation process. Here are two exanples: a. Match a

special 1E in a BSPHimpichbeeBEeHetthepddicstnetworkpeci fy
t he

BSS type: ad hoc

Special IE:

Operation type — virtual disassociation request

b. Match a connection request packet with a packet pattern that is agreed
and understood by the wireless devices. Receiving this packet means a

disassociation request. For example, a matched packet pattern may be:
Packet type: direct (unicast) de-authentication request

Receiver address: matches association responder’s MAC
address

BSSID: matches BSSID of the ad hoc network
BSS type: ad hoc

SSID: matches SSID of the ad hoc network
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intention of the disconnection request. The format of
the special IEis wunderstood by the wirel ess devices

wan@soaaizhave the following 10 i nformati on: PaBP&EUS2007/017507

type: direct (unicast) probe request packet Receiver
address: matches associ ation request's MAC address

BSSI D. mat ches BSSID of the ad hoc network BSS type:

ad hoc 15 Special IE: QOerati on type - virtual

di s atian, request Mat ch a cqnnegcti Qn reguest

o Eb A TP E RS eaHes PROLth b irelisn device does the
under sfotlediidpy the w rel ess devices. Receiving this

packet neans a di sassoci ati on request For exarrpl e, a

mat che attern et t di rect
(on c S tEEe nBRieh Br-Oair M gete RO e Gaviebse.

mat ches associ ation responder s MAC address BSSI D

mat chdaf sBSShanbciated destide@anma bedbiind, Bah ignpe: thadisdesnect

25 SSI D tc of the ad hoc network -14 WO
2008/ d£84 f‘f(qfff Lﬁg‘ﬁ)@?‘/ 017507 2) After receiving a
di sconnecti on request packet, the wrel ess device does

t he fOtHeowisaghe Sﬁimie’s}s dehiea cad fhmatiaedg esrhavectite device from its
Wi rel ess devi ce. Lf .such an .

associ %t at&‘e\%if"glge ish ﬁ'i?? @EQ\F Wb’eFels?rg?‘rv‘F%ﬁBP%set“ﬁl@g any data
di sconpeekéts t&thicedib@sbcipRe kiicless depicd @Ad dEIRQEWi ol ddtdfackets
wirel eiss dﬂe |dce can i nmedi ately renove the device from

i ts rom that device.

If the disassociated device is the last one in the associated device list, then the
wireless device indicates a media disconnected event to the network stack and

deems itself leaving the ad hoc network.

The wireless device can optionally indicate that an association has been
removed with the peer device by sending a notification such as a port down

event to the network stack.
Disconnect From an Ad Hoc Network
If a wireless device decides to leave an ad hoc network, it does the following:
1) Issue a disconnect call to wireless module

2) After receiving a disconnect call from upper layer, the wireless module does

the following to leave the ad hoc network:
Indicate a media disconnect event to the network stack.

Stop sending any data packets to devices in the ad hoc network and drop

received data packets from devices in the ad hoc network.
Clean up the internal list of associated wireless devices.

Clean up other internal states.
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10

15

associ ated device list, step 706. The wi rel ess device
stops sending any data packets to the disassoci ated

woweosloess7 devi ce and drops recei ved data packepST/US200mD17507

that device. 10 If the disassociated device is the

| ast one in the associated device list, then the

W rel ess device indicates a nedia di sconnected event
to the network stack and deens itself |eaving the ad
hoc network. The w rel ess device can optionally
iSpbiadihefok-hatiod EIRARAE! ati on has been renpved with
the peer device by sending a notification such as a

|%?]rst_ own, 15 event to the network stack. Disconnect )
iermationglemeat (159 ks 2 typg-lpgthivalus ahisst that gsed Weagriygvariable

hamve bR HOLTIREL RIS ddvicdOfSopdBall PP WhAke spetial
Issue a disconnect call to wireless nodule 2) After
AefpEngieRclamgntonmedniamation formamsing sugeationne

wi rel ess nodul e does 20 the following to | eave the ad

e sPEdiNOIEKsan! dief Bica BnidBE IR I9! SCPARESherTYEIM (4.9, V418e 221

network stack. Stop sending any data_packets to )
definedly IREE §82.13 stanslardavifipg kiighe Qllomd QUE dingegmbination to
R&GHEY ssdifom devices in the ad hoc network. Cean up
the internal Iist of associated wreless devices. 25
Cean up other_inrernal states. - 15 WO 20087019137
PCT)/ oyrergtb01 O8beci al | pfB#nkxncon E| &tber infarmation
i nflor mat i Pn elemdnt (1E) is @ type-I|ength-val ue object
thaftﬁlused (PbeRY NY3VBtd)abl e | (epgkh i nf ol @bagmytesyhe
W rlel ess device qan optionally rely on the special

i nfloPAeX i pn el emdnt to carryl|linformati onifor managi ng
assjociations 5 The special |E can eithef use a unique

| E {321 or | 8 g4t g Rl DB-500F L € (chique/fdie 2 Bther information
for Microsoft) | with the same | for association
oul

The special information element can contain the following information for managing

the association:
Operation type
- Virtual association request
- Virtual association response
- Virtual disassociation request
Other information (optional)
- Data rates
- Capability information

The above description provides examples of values for various parameters,
such as packet parameters. It will be understood that such values are given by way of

example only and are not in any way limiting as to the scope of the invention.
-16 -



defined by | EEE 802. 11 standard) with a unique QU and
QU type conbination to identify itself. 1E ID Length
waRhos@ud13Type O her information (1 (1 byte) (BChys®p7/017507

(1 byte) (0-249 bytes) byte) 221 8..253 - (e.qg.

00-50-F2 (uni que value O her information for

M crosoft) with the sanme for association QUI) The

special information el enent can contain the follow ng

i nformation for managing the association: 10

Oper atil®fing {ywe desogibeg sgverakaspesta of airleast gne smbodivhernt wé this
ot p ey . oo ) ost

ST RaRof i SRR e Ykt oD S 3R AL hs! SRR rovements

Ceifapadiln gechntoothres skiledinetha by Sudie slteraponsy maski Dwiticdbes, and

f.on _vari raneters such .a .
TR ek o ark Bk B'nck s RRERERSC % prstiHEgRT o be within
\iad spiit arcbscfgpw efitizyinventiont ,fﬁ&n&tmglg, mfa Ifyrﬁgﬁﬁxgareecr_ﬁ;ﬁton and
in any way. linmiting as to,the scope of the invention.
‘i Sy 13% S5 eRr 985607/ 017507 Havi ng t hus
descr iWhdt iselutimed iaspects of at | east one enbodi nment
of this invention, it is to be appreciated various
alterations, nodifications, and inprovenents wl|
readily occur to those skilled in the art. Such
alterations, nodifications, and inprovenents are

intended to be part of this disclosure, and are
intended to be within
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5 the spirit and scope of the invention. Accordingly,
the foregoing description and drawi ngs are by way of

weza@spiasonly. Wiat is claimed is: - 17 WO 2008¢DUSH87/017507

PCT/ US2007/ 017507 dCainms 1. A nethod to operate a
first wireless device in an ad hoc network,

conprising: turning on a radio of the first wrel ess
device in response to a connect call; sending a
connection request packet fromthe first wreless
device to a second 5 wrel gygjmgevi ce; if a connection
response packet is received by the first wirel ess

evice frgm, the second wi.reless device within a .
¥ o M5S0 CPEBIas P EATIES e 67 B4 Ppg e, comprising:
second wreless device; and if a connection response

packeturningaei a kriiebfthd fiyyt wWielefd dsticeinredppase ey tdidect call;
10 fromthe second wireless device within the ti neout

peri o {:ndicat i connection. failpre. .2. A nethod

ne aoneifil nF bR SRR gl B gareish i & o scond
wirebdsedsvide)yi ce receiving a connection request packet
fromthe second 15 wireless device; if the connection

requ e%it a 8&%1‘%%&0 | ?’ea}')ggs%:?é%%%g%p«%/pgt Eg gsr I’tﬁééﬁyﬁ*xgle&% Yevice from

devicé asS a valirdrcon
deneeaid wireless gevisewphiketimeout fetiod cestatlishingel @sisection to the

devi ce .and recordi ng an established connection; and if

P n@&ﬂﬁ*’@%ﬁ%‘@ﬁ‘ﬁeeﬂl&gst packet is not identified by the

first wireless device as 20 a valid connection

req 3 e ?f a cd(sjrmmﬁm r‘egpbnlﬂse@facba(irif hotrgcsivad ey ths. ﬁrﬁt Wfﬁ'bl&@iddevice
s ined jn.claiml, further .conprising: the first )
3pb e oBCand PirdlePBRvion wiibia Yt AR Riodaipdiedting apapection

fdimme.t he second

2. A method as defined in claim 1, further comprising:

the first wireless device receiving a connection request packet from the second

wireless device;

if the connection request packet is identified by the first wireless device as a
valid connection request, sending a connection response packet to the second wireless

device and recording an established connection; and

if the connection request packet is not identified by the first wireless device as

a valid connection request, remaining in an existing state.
3. A method as defined in claim 1, further comprising:

the first wireless device receiving a connection request packet from the second
wireless device before receiving a connection response packet from the second

wireless device;
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wi rel ess device before receiving a connection response
packet fromthe second wreless device; -18 WO

wae@s/pme137 PCT/ US2007/ 017507 if the networ kpaDUsSEHO®017507

of the second wireless device neets a criteria wth
respect to the network address of the first wreless
device, the first wreless device sending a
connection response packet to the second wirel ess

devi ce and canceling its own connection. request; and

5 if ifithe netvesk eddiser efthe secandoviselewris vidermpas  critariacwith
Féct@@\t.he' Rl ofkRidréds (7 @ﬁrsWx@leF?ﬁpﬁgé tﬁé’ﬁfﬁ]%ﬁreless device

network address of the first wreless dévice e

sending aomiegtion rqﬂsevm@e)apgmp thegsecored wirssisy device and canceling its

romthe second wreless device. 4.

g&ﬂ;}tﬁﬁﬁéﬁi’&nr (g*é El| n claiml, further conprising

switching the radl oto an 10 ad hoc network channel

i n reiftbasetwak pidrespnfithetseeid wirglessalavistehdngs ast meet the criteria

m' r@?p@ #ﬁ) tﬁla ﬁlat%cgrk ati&xreg &f thé 93'18%&&1@% ({EQ'PC‘ECE el 'fnzgt wireless

packet's from an associ ated w rel ess devi Ce,

degsoignating ghe reoeived eomsstion atqudstui o tiessecded Wwdreldst davice.

packet is not received fromthe associated wrel ess

device for a predetermned tinme, 15 and otherw se

continuing the association with the associ at ed

w reless device. 6. A nmethod as defined in claim1,
frur t héy meBipghas siefiged deelain 4, BurdiFsewnpryng owitekigadss radio to an

BB hetbicRRLEDR ] I RbpdisL & BRSofifyligant 0 the second

W rel ess device 1n response to a disconnection call;
and 20 renoving the second wirel ess device froma
connected device list. 7. A nethod as defined in
claim1l1, further conprising: the first wirel ess device

secei W Rﬁt}ﬁ)dcﬂs%ﬁﬁg&ﬁ{ élQﬁn'ieﬂfr'ﬁ%xt ccgﬁ 6i8he B{O‘Pﬁ@ohlﬂg packets from
second W rel ess device; sconnectl on

PR gEresiatqdavielesy @6\41% dtsrsml@tmga@romhe pssosiates wistlessdevice if a
EMeE Brnot I cqu? n Mt fre §§8§Q§d‘%1f§és%§ﬁvﬁ%%?§ pIerdg{er%med time,

onnect e
and otherwise continuing the association with the associated wireless device.

6. A method as defined in claim 1, further comprising:

sending a disconnection request packet from the first wireless device to the

second wireless device in response to a disconnection call; and

removing the second wireless device from a connected device list.

7. A method as defined in claim 1, further comprising:

the first wireless device receiving a disconnection request packet from the

second wireless device;

if the disconnection request packet is identified by the first wireless device,

removing the second wireless device from a connected device list; and
-19-
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-19 WO 2008/ 019137 PCT/ US2007/ 017507 if the
di sconnection request packet is not identified by the

wo 2oost191B8T el ess devi ce, ignoring the di sconnecP€DOS2007/017507

request packet. 8. A nethod to operate a first

wirel ess device in an ad hoc network, conprising: 5
the first wireless device receiving a connection
request packet froma second wreless device; if the
connection request packet is identified by the first

wi r el ésthe désgprrection sequesl pagketon netidentified by thet first wireless

I ; cL t toth d
e QR L RS PRREE b ched

connection; and 10 if the connection request packet is
not identified by the first wireless device as a
val id connection request, remaining in an existing

8t at e A ShetiddBIIPpRhAS 8 viiRgsidevick 3 Th 8d hbe hERGIk, comprising;
conprising identifying the connection request packet

by matching a direct, probe request packet with a

speci &€ iR SRIREST GRVice ESCeRineR comestioneaaueriRaskeifeom a second
QRIS HEPkey equest . 10. A nethod as defined in claim

8, further conprising identifying the connection

request packet by natchi%% the connection request )
packet! RecAnBessoadequsshpacket is pdantidied byrthe figst witpless depice as a

WREd eshReH R f‘écf\hgﬁ, sdhdfhe2d gﬁr&ec{iéﬁ tRB6nse PAPK: 3 ek seb R wireless

first wireless device sending a connection request
gavireand gecopding ag gstablishied sprnsstigpyande; the first
W rel ess device receiving the connection request

packetif fHeQEhhERI0ATQREPPAKY ik PoBRRNHBYI 6§ tREAQE Kireless device as

recei ving a connection response packet fromthe second
wivabifl égnneeiign Fequesty gemaining in an existing state.

9. A method as defined in claim 8, further comprising identifying the connection
request packet by matching a direct probe request packet with a special information

element that describes the connection request.

10. A method as defined in claim 8, further comprising identifying the connection
request packet by matching the connection request packet with a predetermined

packet pattern.

11. A method as defined in claim 8, further comprising:

the first wireless device sending a connection request packet to the second

wireless device;

the first wireless device receiving the connection request packet from the
second wireless device before receiving a connection response packet from the second

wireless device;
-20 -
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WO 2008/ 019137 PCT/ US2007/ 017507 if the network
address of the second wireless device nmeets a criteria

wowaos/orEaspect to the network address of the fiP&T/US2007/017507

wirel ess device, the first wireless device sending a
connection response packet to the second wrel ess

devi ce and canceling its own connection request; and

5 if the network address of the second wi rel ess device
does no nmeet the criteria wth respect to the

net worfkt s deiesk addrepned e petondiwigslesssleyicgimests g geiteria with
tdspsdh 1oMHelePSErk ARIYdsS Bf ki Wefe@?déﬁ&[e N EHy rst wlreless device
connection request fromthe second wreless
Jending aeqnaestionredpensedacke te thei seeand Wupleh%de\amd @anngimg its
g&ﬂb&ﬁﬁ&ﬁgn9a§& 8t Spfrom 10 an associated wireless

devi ce, dissociating fromthe associated wirel ess

device if a packet is not received fromthe

associfthe aetoorqu: pddugsyief/the sedond vairgesdlsviserdasedot inae, the criteria

t

g/gg gg%ﬂéét@tre féy' tI\?M@ ?Qtwe eHrslé Q&dféét\'%lgsctgeﬂﬁe gﬁ&%}eﬁé vi@e % tf‘tﬂgtevanreless
devaganiggoring tharseeivedponnsciion regBest droam ﬂgs scond wireless device.

di sconnection request packet fromthe first wirel ess
device to the second wireless device in response to a

di sconnection call; and renoving the second wrel ess
device froma connected device list. _14. A nethod as

def i néampthod|agidgfiped i ¢laines, @mqosmmgemgammnenﬁg pagkets from
W ARbERRIARYIES dR5R Hisg&néhr%‘ ﬂ@&&b&&%ﬁ%&éés device if a
packet fromthe second W reless eV|ce
packebismet raceived dopre he :psaackeusd vdralebe device dor Hyrelbtermined time,

eSiSe,

A ek e B IR LB L DS RREOT iR uERe

di sconnection request packet is not identified by the
first wireless 25 device, ignoring the disconnection
request packet. -21 WO 2008/ 019137 PCT/ US2007/ 017507

15 AAVNERLASS dEANESH AAAPE! MRS comprising:

sending a disconnection request packet from the first wireless device to the

second wireless device in response to a disconnection call; and

removing the second wireless device from a connected device list.

14. A method as defined in claim 8, further comprising:

the first wireless device receiving a disconnection request packet from the

second wireless device;

if the disconnection request packet is identified by the first wireless device,

removing the second wireless device from a connected device list; and

if the disconnection request packet is not identified by the first wireless

device, ignoring the disconnection request packet.
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a conmputing device; a radio; and a wreless nodul e
| ogically connected to the conputing device and to the

WG 200801937t he Wi rel ess nodul e conpri sing a proBEFES1007/017507

programmed with instructions for: turning on the
radio in response to a connect call; sending a
connecti on request packet to a second wi rel ess device;
if a connection response packet is received fromthe
second wi;reless device within a tinmeout period,

d3t abl4 S¥Tekess devign RRBIPTISACt 0 t he second 10 wirel ess
device; and if a connection response packet is not
recei \weshrhpAin td@@ics,;econd, w rel ess device within the
ti meout period, indicating a connection failure. 16.
A wrel ess deyice as defined in claim15, wherein the
instrﬁﬂ?ﬁﬁh§n¥urther conprise instructions for: 15
the wirel ess device receiving a connection request
packeta wirelessemsduale Ndgically edmssted & theRonigutibfRlevice and to the

, et e b
TFhe: e iRl dedile BRRHioe  EBrRetr FBrETRBIsa th instructions for:
sendi ng a connection response packet to the second

wirel ess dewmiagoanik radivoindesppnsatoest@bletisdag

connection; and 20 if the connection request packet is

not identif]ed. the wirel ess. deyi .as a ,valid .
connect i on ‘J'regglﬁl )s/atcfonflgcnﬁnrﬁeﬁ‘éesf Ra%(ﬁgg))ﬁ 3§ePRQ Vatelgss device;

17. A wireless device as defined in claim15, wherein

t he i nst r ucif agesndotionesponsprekitsie ré¢aesteduiodrn ohs sdecond wireless

devi c P REQHUNR gifmeey nafod SHaPdnL e hinellbr o B erene

secondvirtlesl deviceganwd ce before receiving a connection
response packet fromthe second

if a connection response packet is not received from the second

wireless device within the timeout period, indicating a connection failure.

16. A wireless device as defined in claim 15, wherein the instructions further

comprise instructions for:

the wireless device receiving a connection request packet from a second

wireless device;

if the connection request packet is identified by the wireless device as a valid
connection request, sending a connection response packet to the second wireless

device and recording an established connection; and

if the connection request packet is not identified by the wireless device as a

valid connection request, remaining in an existing state.

17. A wireless device as defined in claim 15, wherein the instructions further

comprise instructions for:
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wirel ess device; if the network address of the second
W reless device neets a criteria with 5 respect to the

woedsoikiaddress of the wirel ess device, the WePRUSE®7/017507

devi ce sending a connection response packet to the
second wirel ess device and canceling its own

connection request; and if the network address of the
second w rel ess device does not nmeet the criteria

with respect to the network address of the wireless

devi cdhe prrglagp feyies kecaiipg e cameriorradngstinneketdtan Hssecond

GARIES dedRe 'b%ﬁii@?écef\ﬁﬂgbkgﬁ%e%ﬁsg Péi,ﬁz%{ gia%ﬁélt lfi€second

18. A wireless device as I ne wherein
ttieelesgsleviger i ons further conprise instructions for
i dentifying the connection request packet by matching

a di ieffe RIVOK aﬁﬁ?éé@%?ﬂféas%&ﬁ{d Mrtsllas.ﬂdec\ﬁ) ECInRbts a criteria with
information el enent that describes t connecti on

respaeide the metyork addgpesscfdhe witeldss deviee, dle¢ virstiss dedbasanding a
Jcénné@ﬁ%ﬁ ‘?ésﬁoh%be;?dcﬂg troUcﬁ% Q8R4 (»ﬁfetl&g ﬁevf’é? qRa ci&elm its own
ying t 8¢

instructions ent e connection req
gattestiopyequesichhdig t he connection request packet with
a predeterm ned packet pattern. 20. A wreless device

as defjf ﬂ]%q)ehpoﬂ‘(l ;ﬁid%sg' ?f tﬁ’é‘k%&ﬁhﬁwir&%sé M&é"ggés%‘? (r:rkee% the criteria

further conprise Instructions nmoni toring pa
twithweapech isteingtwerkvaddedse sﬁMevur@iess de@iredihesuictlasi deyice

hERdRe ARSREMALRHMASLARS: ASH! (8l ond ARGKRla ROt

m the associ a ess
predeterm ned tine, and ot herw se continuing the
d8socifamirtespidevice he deSslcinalado 14, whieesis thteinsiraction? Jurther

comprise instructions for identifying the connection request packet by matching a

direct probe request packet with a special information element that describes the

connection request.

19. A wireless device as defined in claim 15, wherein the instructions further
comprise instructions for identifying the connection request packet by matching the

connection request packet with a predetermined packét pattern.

20. A wireless device as defined in claim 15, wherein the instructions further
comprise instructions for monitorihg packets from an associated wireless device,
dissociating from the associated wireless device if a packet is not received from the
associated wireless device for a predetermined time, and otherwise continuing the

association with the associated wireless device.
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