. e3e>f'0>j j kDI L( m60Tf ﬁwwmu"wﬂm 2002 DOWNLOADI NG OF APPLI CATIONS IN A
DIl Gd TAL DECODER The p ication relates to a nethod and appar at us
for downl oadi ng execut abl &séesappl i cati ons into.a decoder used in a digital

broadcast system for exanple, as used in a digital television s,[\;ftem
Broadcast transm ssi il data is well-knawn in the fiellldoAPRa3iiTV
systens, where scrar‘@mmn ﬂmwrfsual information is sent, usually by a
satellite or satelli L0 link, to a number of subscribers, each

I

_possessi ng a decoder or *PR¥Ei ver / decoder capabl e of descranbling the
transmtted progr DOWNLOADING OR ARPIICATIONS TS Ar DIGTTAY DECEDERICast

. systens are al so known. Recent systens have al so used the broadcast link to
transmit other data, in addition to or as well as audiovisual data, such as

conputer pro [.in i i jons.to the decode [ ato
. connect ed 15%%%&’5@@@@%& résllgtcrrgw‘ggélg%@é)ﬁ?ﬂ %P*” B'usog)r g%ﬂ'ﬁ'ﬁ‘?agépgb?cf:‘ﬁgbl‘

syst em desi gngiplicatichsnufPe e ided nfée ke A ldi Sl \bh't%@]cﬁt%z*st@ﬁf, ?opéxﬁirﬁéd&a&fcd
-conpani es in a sunber of different countries. In such cifcunstaricés, some
degree of tesiniandigitel trlsyision systémn of the decoder unit by the service
provider will usually be necessary. Typically, a testing application is
used to check the correct operation of the hardware el enents of the
decoder, eg t@roaQédst tEhdriisdion BE digHAEHathiié Rlell-kitfy tly
etc. This opel?ré)?i on vﬁl typi cal Iémbe cérﬂcgd outrggf/mtéﬁﬁedgg’???%gs‘,p%ﬁn%r
or di stri but ovhdsesermbladaudmyisyal infarmation dssenty ustadl ydnyrssatedlite dreateRiteiotle,

i di d PC |1 el i link to t d der.
appl Lcatithn Sl Pet HPhen DS EHeTR S FePOR R Ao OF RECePEdeRgie
to adj ust theqagmee,tf'de&ﬂﬁmﬁlrg&ertﬁn%i&agxé fb&-suﬁgo&gg&'txgg.ggg.e RMRIALK tY

of the operation and the skills of the operator enp ry out this
task the ti naligital cbroadgast systens arbicalstekodwn. cRectre systemsi dranb | ascansed de

increase the.re cqst ,of the finished. it by a significant amunt. ~ ~
| RCrea08 1N® S catiimi 8 iaboti alper Rlaain TR tp s 3t Pl Bty BRaL RS, b
Wi sh to intr @gt&ﬁxpﬁiexgirég@wa dTOHéRIIOR GBpReieiP RS 11 d&RRLs 644 1@ Qonnected
functioning with the decoder. Again, the user wll be faced with the

probl eml&f c@-i guring and running the decoder with an application | oaded
inaPCetc. 51t is an object of the present invention to reduce the tine
and conplexity of this type of operation and to provide a sinple neans for
i ntroduci ng appl sapfd idectdlet Ainithaayléeodpplied Gy e osydicng dedighbe tdaemefiber of

invention, there is provided a nethod for downl oadi ng an executable
appl i cation OHESCR FEEGIRIOVICERPTRrpadcastcpmpanics 4B atnyabes of differeRrcopatriss.or ed

t abl . j [ : Qr | th
decodor 1 eadihe aaicyiiaiel soRe UERR. oflufly GFLE SR, bf uk TRed@ iRy, | 1°
por t abl @0nemtheyserdrce pevidelr @8]l asyallydetrecedsaryd EypitallyatitestingappBcatiagiis ysednd

sinply introduced. into the decqder_ w thout the necessity, for exanple, to
cornect the HEREs! ?6"%"‘1‘56?“?6%05% V%ﬁ?fieﬁf’&nf%%?% d@pggermtqr?qggxm
necessary tOtlﬁ%ﬁé’tu?kxtwitixﬁfthﬁ)ﬁfégﬁaﬂg?ioﬁé’ra&%séoh@&lfl@?&f'it' on wll be greatly

reduced since an operator can e application into the decoder by a
sinmple insertion of the card into the decoder. 20

This operation will typically be carried out by the service provider or distributor
25 before the decoder is passed to the consumer, for example, using a dedicated PC and
a parallel or series link to the decoder. An application supplied by the system
designer and running on the PC is used to adjust the operating parameters of the

decoder.

30  Depending the complexity of the operation and the skills of the operator employed to
carry out this task the time necessary to test the decoder can be considerable and can

increase the real cost of the finished item by a significant amount.



| Whi | st portabl e nenory cards are known in the field of decoder technol ogy,
their use to‘date has either been restricted to the sinple transfer of
static data, for exanple, financial data froma credit card inserted in the
decoder, or to hold decryption keys associated with broadcas? 9 AP qnp%
transmssions. Up until now, such cards havernot been used 2 ?cfd%\i(ﬁ ad
execut abl e applications. This is in part due to the perceived sl owness of

the data |ink i j I [ : t to

i scour age | OBy AE: i SelaEd i Bredeld, LS piy o PGH HB3RELERs bl
di scl oses a sygbgvenidhcsh Mb‘draifia@ﬁﬁad@n@wﬂcﬁaﬁﬁa@dbmtﬂ&d&hé&ﬂ%gﬁﬁ, the user
frequency information is held in the nmenory of a smart card, the smart card
bei ng i nsert edwill kehdaqed| with sherproblerunt cohbguriigeend iroming thbedecoder egith an
channels. A sim Ilar 'S}ﬁted;di's écgi bed in DE 4344317 in which a smart card
is inserted inBPERRPRiQAded M ATL B _3 television remote control to
control theg tuner of the television. Neither docunment discloses the

downl oadi ng of an executable application into a decoder. As will be

under st ood, t h#t ipreobidct iof therpresent inventon (0 redbedthe diméd endl compleaity of) this tyae 5
testing type application. The car.d may. equally be used,tq intrqduce an

appl i cation usgg OPETatiAn. ng f9, pé?)‘ﬂaf gﬁlgléuf?ﬁén?%’éoﬁ’ér’?mﬂij’f‘épﬁzﬁppséat{?%sma’P%
al so i magi nabl gecoligy exanple, in which cards bearing a pronotional
application such as a video gane or the like, are distributed directly to

t he end user of the decoder. Increasingly, decoder units are incorporating
nore and re funetjonalities associ ated wi th general 10 [ tiedia
product s gﬁd uSFFRY AR L0, 18 rESCRE FRYEDIEa thET F%P?‘H’é‘g‘dga F’&q%ﬁr&l@@ Jovgnlogding an
means for a noge ' : ; j 1 |

ot he decoderap B e e O AR BB oo
cards that naya Ipertablsemtmdryl ardi inhoducad dntor 2 spuhrhiader tmtit d¢amder, rthe ldecoder
decoder. The card may ,inhclude.a picroprocessor chip.n addition to a sinple
mermory el errent’.ca%ﬂé %’Qrg’“ﬂ’gﬂ’f"%ﬁg g‘:‘fﬁé’?@ﬁ‘ W’aé‘?inégﬁ Stion to a power source
| ocated internally within the reader slot of the decoder or may include a

battery power source. 20 In one enbodinent, the card may conformto the
st andar ds1feceldsraeia portplle memeryaarchgnablesa PENErmnined dppli¢atione teeasitioand

et e ably, DU kS0 8 R0 S SRR RGBS

conparison, f odec83aNBlaERC,bida progedvivlimio ¢ BC et The HméuRcéstaty® cairilut, Eort ¥
of the contacts forned on the card which reduces the cost of production and
25 the ubi qui taxaBples reatesting pperpléRm il be greptlyowducadnsines amigperstor eaatload i cs
of smartcards ri f . ] : r i for
exanple, in th%gﬁﬁ%g?’n%%ga c@d;‘%gn aﬁ%p}%f}g?@%ﬁ t?g%?fg %gfak A2Hler
character26tics), 1SO 7816 2 (contact dinensions and placenment) and | SO

7816 3 30 (el rical sjgnals and, trapsm ssiqn protocols). Unlike, far
Exanple. bank Waieorehle BamPp AT 3t B S8 6F GEeSbbr D Bt ot )
L. _ . - __todat Sitlfer been rYetrictéd 1dtthe sibipld ' 1€ ik d) By bkl t
and may protru%e scGlr]r%s &%{}r?g% r%@rtlr(])?nthe Jesg%?er%}a%ﬁigg%r%tlf ’Vf\lﬁli st Iétil‘ﬂe
card w dt h andinahciak data Srdmora drbdit card éndeeteld parthe décdder arancdhold decryption keys

associated with broadcast transmissions. Up until now, such cards have not been used

25  to download executable applications. This is in part due to the perceived slowness of
the data link associated with the use of a card siot, which has acted to discourage

system designers from this solution.

PCT W093/07715 discloses a system in which static data corresponding to channel
30  frequency information is held in the memory of a smart card, the smart card being
inserted in the television to tune the television to the correct channels. A similar

system is described in DE 4344317 in which a smart card is inserted in a slot in a



must correspond t-0o the normalised val ues, the card may be |onger than a
standard credit card. This |leads to the possibility to introduce nore and
| arger conponents 5 onto the card. Advantageously, the executable
application stored within the card and downl oaded into the dechb@ehPRs2{(?
formatted according to a broadcast data for¥mt, such as an MPEG data
format. In the case of application type data held in the payl oad of a

transport pachelevisipg repoteppriral o, aeirpl dbs dwnesof thedelsvision. s Meither decument
into a series of,tables : i ) .table ID etc..In one

enbodi ment , t RESCHSHY hbea‘?(fvg‘ﬂggc};{%g%ﬁﬁ E%gé‘}sf%%}a%{?%@‘w?{? %gﬁ‘iﬁgﬁér of nodul es
in the nenory of the card, the nodul es being assenbl ed by the decoder to
formthe 15 conpl ete application. The advantages associated with the use of

MPEG f or mat datsawil be mndeistbodatileepressinh duventien de notlEmitedrio Hhedbentvadingrafees s

.such applications in the sane ner as it hapdl es appli.cations dowy oaded
Via the bPoadtadne VR APRIFHRR: LAY £ard BRY SAHAN @,e ugRe e ipteduss aearpisation

via the bPoa g , feiie RIS Fetple
in'inter prot alre o SRy CohfeR BE SRR, ANEmaRE el e BBl (™

sane | ogi cal exdrhple)rt Whitht daedsthedvingea promtiodal applivaties] et adVPRGdeo game or
applications. As will be understoqd, where the decoder is adapted to

downl oad di gi thellikss aiegdisEibutes diresHy i thej cduserebibgi degodes. JRcrgpsinglnadqopder
data format, e VarR€ ! - QL 0aANL S in
the card in tﬁlﬁgs %g%? %Q%té%gd?“r?g‘? tagganfbgéfﬁ%?ggﬁ%?g%r%gbéhggd%ng?ﬁcg%ne
or part @b thmuithpkdisgiroduttssiml esingvatportablehteitenp exrdcrodides acrelutiyely aimplet h
one ‘or nore encryption keys. In particular, 30 sone or part of the data
stored in theM§aRDIYr &Dog-ieahnipgl eansyRier ta) infrrduse exeetakie apRlications griovtie o
key, the decogi&rod?lﬁvi ng access to the equivalent public key so as to
decrypt and/or authenticate the origin of the application. In the event of
non SUBSTI TUTE SNE~ ~ (RU~r 26) ~ z ~~~R z~o0z authentication of the code,
the decoder nmy refuse to downl oad the code. O her arrangerrents, usi ng two

secret keys ofi%i&fhrRATIAbC BCHEFY i iptludescambperiable saradhplomeay Wﬁtll"_iigﬁcd
techni ques f%tﬁfﬁgrgplc c@pggsiggsm' ot NnaH 14eRhad® Ofnd n&trﬁaﬁxaﬁ’f mfctqdlécfty,

si gni ng process. e tage of a nenory card lies in the'sinp
in which an apjpdropratessor rbip in hddifion toduimpld meamndriyeelermentdeTheByard mays bere
rd. coul d potent ise.to.a bl e

token, th f ially, gi f
secur] ty by PEPTRIES MifgR ERERCCHER 49 P 2T 5hSOHCHIE Bisspallap s e qeaien siot
decoder. The gisthe HecSded 58 InAORRIAB S Watery POwiricuded. ty of

20 In one embodiment, the card may conform to the standards necessary to permit

) reading in a PCMCIA reader in the decoder. Preferably, however, the card is adapted
to be read in a smart card reader in the decoder. This solution possesses a number of

advantages in comparison, for example, with a PCMCIA card, notably due to the

simplicity of the contacts formed on the card which reduces the cost of production and

25  the ubiquity of smart card readers in decoder units.

The characteristics of smartcards and smartcard readers are well known and are
defined, for example, in the international standards ISO 7816_1 (physical
characteristics), ISO 7816_2 (contact dimensions and placement) and ISO 7816_3

30  (electrical signals and transmission protocols).

Unlike, for example, bank cards, the smartcards associated with decoder units need not



10 applications within the decoder and prevents, for exanple, the
introduction of a "trojan | horse" programor the like into the system
Preferably, the decoder is provided with a plurality of snart cal @ neRdekl
to permt the reading of a smartcard carrying the executabl e application
together with another 15 smartcard, for example, a smartcard carrying a
decryption key. As nentioned above, a principal use of smart cards in the
context of a deofdly fiRbA¢éd ntbaht Rpitsii ARG MbtretRCEHRE id0starte A6 Cthy [ebier.
.keys associated with that decoder. In the case where the executabl e code

downl oaded f r onfensequantlyy Whilsh thei earghavidihadndthickness fandhe ynserted ported the card

decryption wll st _prob be carr.i ut i,n relatio 0 a blic, k
stored on a sud'gg‘&ic&q%ﬁﬁp @thgma@ﬁgyﬁgesnmc[ fagijd?a%gf:gﬁ@_“ BEW tsganSer

i nteraction betygsnciie THR Jealsde. m@trgwﬁbﬁﬁ@w irffRRbEe bftire And! 1AL céthPénents
decoder are possible, for exanple, in which the 25 application™s

downl oaded & r omntchthef¢ardt smartcard and stored in a buffer before the first

card is renoved and the second card inserted to verify the application, or
in which an adapter is used to enable both cards to be inserted in parallel

ete. In one enboiRptounsty) thd BlebadhBYpldfiol $8rddiFinih B%eadd a8 A G e

application 30 Into coder, settinhg one or nore paraneters assocl ated
with the appli dbt denodenid fetmatiedgactdrdingapantrbadcasti datd foemat socly acanr MPEG data

| at er use. 1,2 ~~"P, ~ ~u~ --6 For, exanple, in . the case ere the nepory
card is used a@%“%’eﬂ? .(t}pcecafsglof.gpglg:g{:py@'pgdﬂq Q‘A‘F F’b&‘ccﬂé‘y ag\g{é}@ HRPSPHEPAHEL em
desi gner, 1‘0“\/\;i gﬁpmlmdam/deseﬁbw&cc&gsﬁsasoaadfaams Eﬂt@haﬁ#fé& GtStabled) ! &y

frequency, are to be set by the teSt operator. ITst tiné that
t he appli cati otahbls inchatingl aitable IB decoder, the operator will have the option
of selecting these paraneters by, for exanple, using the renote controller
of p. . the decoder. Once fixed, the paraneters can be stored on the card.

Thereafter, tesh bhdeMboGiHREE IMEIEPIINTARRS My bk s3I 67aEd iR aQitimber of modules
automatically in relation to these stored paraneters. 10 For reasons of --

security, it ién pechematy ef thecgard, ke moghies deingrasseanhledh bynbt deepsidr torfgrorths
the new y .set R&L ai(;éfterﬁ' L8 oaded back onto the card. The application my
| e, 8P )

be for ex % ‘access-restricted FLASH or ROM nenory and the

paraneters | oaded into an EEPROM nenory unit on the nenory card. ' = 15
Advant ageously, the nenory card includes a s\%si cal switch nmeans for

sel ecting one dhe adyaniaess asspcipfedayith theause {MBEG Temmatrdatn arecepngiderable, Gineq
be downl oaded i i s 10

exanpl e, wher euﬁ(r?é@cé%ﬁg%ggﬂggéniéﬁgé%gﬁéﬁc/?@%%gdng nrr‘nu %?&g:g%én&r] |{:511}?%1 Fon
appl i cati ons f eppliatiombdowmbadedrvia de froaddasiclirk. Inhthexase] 30 exanple,nehdrel ¢hea

DL swtch,nmeans ich can be set by an operator to select the ) )
confi gur altapon affﬁy;’c’é’f:}“&ﬁs 35?’%‘3&?313@ ng;te IRP‘I"FI%& aé%rtg? gerlisatign qray. be written in
interpretative code, this code being interpreted and processed by the same logical units

within the machine as used for broadcast MPEG applications.

As will be understood, where the decoder is adapted to download digital broadcast
25  transmissions according to an alternative data format, the same advantages may be

obtained by organising the data in the card in this format.

According to a further preferred embodiment, some or part of the application stored
within the memory card is encrypted with one or more encryption keys. In particular,
30  some or part of the data stored in the memory card may be encrypted and/or signed
with a private key, the decoder having access to the equivalent public key so as to

decrypt and/or authenticate the origin of the application. In the event of non-

SUBSTITUTE SHELT (RULE 26)



" terrestrial

The present invention extends to a decoder for use in a nethod as descri bed
above, in particular, a decoder adapted to read broadcast (eg MPEG format
data introduced 25 via a card reader in the decoder. T7~e present invention
al so extends to a nmenory card for use in such a nethod, in parti-‘;?l[g:wﬁvz
including an application stored in a broadgast format in the car S I''st
the description refers to " receiver/decodcrs " and " decoders " it will be
30 under st oodadthéitidatien f aiedode,nihenddcoden pidlyi Rfuse xdadidwnlbad e @eddTe WtFer
having a receiver integrated with the decoder as to a decoder unit
“functioni ng i aTangehients; iuSmEWwh secrphireys F |3 Syematrist algorthan,ver a2 Sadtination
decoder may be t he .kind.,used in an atel it T I T T STl s U~

- HsBencBpuoR s oy 1 SCHEIS A5 PRITLLR &P ARJHIOR Op GBI Thi
“mul tinmedia tyﬁ%‘iﬁgﬁm*w es or may be integrated with other devices such
as a video recor or ' television. 5 Simlarly, the term" executable
applicati®n" covers applications witten in any formof ~ code'
(interpretative code, conpiled code, natjve code etc¢) anpd capable of being
execut ed by alifi BFVEBIAEE S SOMCTHOTh M I RS e SHBDlicHyein, WhiehPERpRLEHiA Y,
-the data transnigsj r % ' I rds
Or gani sat i on%ﬁﬁaﬁg&gﬁggjﬁe tE ?%ﬁ' gyggﬁ?sgg)é E‘i?ggnr’ 'gt Hbl"g%gf Qg]rrl%ﬂ?? cslz?rta?%ﬁl ar
but not exei ysitssiajlytdiee NBREG 2 moldanacfisederinl by eermhintingltlgi installstidresf siran
applications and set out in the docunents |1S0,13818-1, |SO 13818-2, |SO
13818-3 and |2DRNSAIPRS- W10 |2 defRAeRont 8%t USSF OF HégHSHe SR cpatTehtthaipieEBst Pbn,

the termd ncl -1 ant L g1 i : :
For mat s Kbpl i-Snrateps w4 ' Peoffeh] bETEh Yor Bl AN HRRIREEAM off G000 |
now be descr itesst” grpgrapy oothecliiarintoetherdyytena preferred enbodi ment of the
present invention, wth reference to the attached figures, in which: 20
Figure 1 shows an overview of the elenents of a decoder; Figure 2 shows a
menory card, i D r i 0 :
Froure 1. 2 AR (b8 Blode A plobida il o ARy Bt Sl el S R R bR oy
of Figure 2; the\¢eddingiofa 4mattoard dahgingotht vexeentable appBedtionaogéthehwithl apotber of
Figure 1. Referring to Figure 1, the elenents of a receiver/decoder 1 or
set-top Box BRrGaE, for &g laiag?ﬂe%ﬂcaﬁfﬁaawg@ %&%’rﬂnéﬁ’d' adapted to be used
in the present invention will now be described. As will be understood, the
har dware el enments of this decoder are largely conventional and their

i mpl ement at i gks mehtiored ahbvd)iarpringipabugsadfi dmart eardoin theacontext of & degoder refates—~
skilled in the art. As own, .t he decoder i S _equi d.w ever al

i nterfaces fdf Heetiesage RE g&?{aﬁ?%ﬁ@nﬂqxiﬁﬁmg}(ﬂ 8,255 ﬁ’ag'gcf‘f’?t%f‘%rd%ﬁ% TPEsHuner
and demul ti pleggeivhérel @ dx@6@bYEeNGdS danadskars tirddrhfe han6R 651808 partikliyesr al
interface 3, a parallel interface 4, and a °~ nodem back channel 5 for

sendi ng 2thd Mewdliy\anatyperss desryptiameilk mpmrebrbly be werried Qi iR FelatimidRIP RISt |

t he decoder gl i.n e d,s . O - the
e L R L
decrypti on keysverahehad egrddd th the system and the second reader 7 for
accepting bank cards and, in 10 this case, a smartcard containing an
application to be downl oaded.

Other embodiments for a single~slot decoder are possible, for example, in which the
25  application is downloaded from the first smartcard and stored in a buffer before the
first card is removed and the second card inmserted to verify the application, or in

which an adapter is used to enable both cards to be inserted in parallel] etc.

In one embodiment, the method may include the steps of downloading the application
30  into the decoder, setting one or more parameters associated with the application and

storing the parameters in the memory card for later use.



The decoder also +includes a receiver 8 for receiving infra-red control
signals from'a handset renpote control 9 and a Peritel output 10 for sending
audi ovi sual signals to a television 11 connected to'the d?zog%h.gi;
Processing of digital signals received via the interfaces "genertat i on of
digital output signals is handl ed by a centﬁal control unit 40. The

sof tware archlkecture of . tpf control t mﬁthln he dgcoder é t ake many

forms. | ]E mayI B%BEIIC’ b e%iﬁﬁ?’}é‘:w chmoﬂ Géﬂ A8 4 Neldrlgder ﬁgcavma
The har duar 6 cobisatb ReGelofiE by (B 3yeORPaRlesd BYMBRAT HRYDIERLE el

architecture, p:hﬁmdms;d;ech w5 hinihg frequénepeorhivhtdie 2o BE GEECEP thie teBBOFITMOr.

el enents such as ROM RAM FLASH nenory etc, as in known decoders. A
particul ar inplenentation of a software archl tecture will now be descri bed

in 25 rel ati on t I ed archit

used. The Ti rs-{ﬁgﬁFé&%ﬁc g’%t trHeepa slt"'ént c}?ﬁf E‘ga%ggélﬁ}ét i %&0@%}3 }écrr?pefrat%gelﬁg?vcfv@? e |
of the recei Veéﬁtﬂﬁxcﬂdﬁlecn]i@ltﬁcsb Barth&eds Ey,ff& %p’l&' ﬁ'ﬁnéﬂ&t ARG H ERToIRY of he
manuf acturer to control thé hardware el efents of the recei ver/ decoder. The

real -ti me opertitidagodsy.s Osae fiaed, dbe paramictees ganflesttoned spdhe cartli (Thereaften, thsting o
be able to correctly s hr ni se. rdvvar erati ata processi
system | ayer s‘?’fﬂ’t"é%‘l"n%ggsﬁf’ Hgﬁ ?}8(‘1&? QrRgjica gylgté}ﬂ 10R 4O 8556 S
m ddl evar e | aygiraméieand an appl ication i nt erface | ayer 53. 1 ~ APB ~~~~

_g_ Event nessages are passed between the operating systemlayer 51 and the
m ddl ewarB | ayer SZ i mredi atel y above. The m ddl eware |ayer is wi tten i n a

| anguage such s ANS 0 S of a virtu

and a number ”fﬁsg é%% % ]V{P%P{? rﬁlac ?’“S%‘&&?P@&?“qwm%ﬁé nd °n1y
FZ. ASH PROM 5 tHefewly sdttfRedmieersréloadedbadkosiith the'eadl athe 2fpiidadion n@ia%cceor
interface 59. The use of a virtual machi ne 54 enabl es i ndependence bet ween

upper |evel apFrmply SR Beansacess-gstriaesd BLASHRTRO¥E tepyory mad dhys pasameters
L | t t Sl,..
usual'ty i mpl engiieddBisyat BEPRONE SperflY aRin e rE B BP9 Re' decoder . The

interfacess 60 provide the |link between operations of the virtual machine

and the lower |evel operating system51 and al so i nclude a nunber of

i nt er medi at e 1ASVEPtagRRHSIh ARG BETORY AT dnghenes acpbyisiopl exideumesnsfor sHrgingape| .
15 The applic f r § I

| evel packageg)tf %‘xg’gm}ﬁcﬁ ? Pg%i@ﬁé gﬁ}cgéﬁég?%??gﬁt\{ég (?Derpre%dtul%%rémsg}?mn
| anguage, suclofds ﬂmxmry Eﬁréan theaddcaders Hor mxmdplcawhbmmbfm:shﬁédmm veliiele

hi gh | evel applicat raII ated by the service provider
(interactive ?roﬁp‘é’ﬁg E‘é’@&glhsb"gm nsApY B AREbEE Of B"r%%%éﬁm‘@g‘iﬁ th687¢ he

virtual rmechi ag, ghcibe SSPSE %W;tcﬂhﬁcéxﬁw%zcheé’a%' bEJ%ct $yN c&afozemﬂ@ae'&dme n

t he hardware conponents of the decoder, although in g eal I sations, the

| ower | evel osogggxrmommﬁcmmsommd mdlehet/\mmarpiowﬂpi i cation interface

| ayer packages can be downl oaded into 25 the RAM or FLASH nenory of the )
decoder from a broadcast transm ssion. Alternatively, sone or all of the

ni ddl ewar e or TapRIrésest irﬁent!dixt@{térﬁﬁ% l236Rbdes| BMBEd $n G3RetBBd 3k He&Fivkd abbig, ROV
or (if present) FLASH rrem)hé the decoder. As w1l be understood, the’

physi cal or gaif paiticelar, ¢f decheer adapiey tefeaddmasicast (¢4 MIIBG) dermait lata introduced

25 via a card reader in the decoder. The present invention also extends to a memory card

for use in such a method, in particular, including an application stored in a broadcast

format in the card.

Whilst the description refers to “ receiver/decoders » and “ decoders ” it will be
30  understood that the present invention applies equally to embodiments having a receijver
integrated with the decoder as to a decoder upit functioning in combination with a

physically separate receiver. Such a decoder may be of the kind used in any satellite,



quite di stinct fromthe | ogi cal organisation of the men-sory. 30 Turning in
detail to each layer, the interface |ayer 55 above the virtual machine 54

wi |l now be described. As shown it conprises four nodul es, a graphics
nodul e ~~ 4 ~~~ -10 56, a nenory file managenent nodul e ﬁ?,ﬁfy pf-/@?ocol
nodul e 58 and a devi ce manager 59. Wil st the nodul es at this™ é “ear e

described as interface nodules their function is to provide a "glue" |ayer
for the inpl emdemestiialy calile eiredigipl broadeashsystane end seypinelude @thes moultimediatippe
operation of the wvi.J.l.ual nmachine_generall.y. .5 The. graphi cs nodul e 56
Fovi dest he citaBR e AE TN HG SRR ik BHeE SEVisty SBeih o5 7 VideRorepeTEen gy
level OS5 to di sgk@¥igpasi ¢ graphic shapes such as single pixels, Iines,

rectangles etc. In a simlar manner, the nmenory file nanagenent nodul e 57
includes low level read/witc file commands associated with the 10 nenory

R G gl o L e T R T
conmuni cat i ons ()} Mha. : I C :
devi ce manager Ogé:\élbg (]s’ﬂft%ﬁﬁi %@F bruseﬁp ;[garaédr)n&f ﬁgﬁg{ ﬁgéc %ﬁd’ﬁ gs&g%’&% hul-fgﬁ ne
llayer in 15 thakedutedbp¥dimiefogrbeeskornkitin theideecdder,e bet ween the hardware

operating systemand the | ayers above, including the other nodules in the
interface layer and the virtual machine. Comrands or event nessages that

arc received/s t r e r t j-r.% ual in e,
are necessari | @%ageggd%ﬁéhgc evf@h%@%eﬁﬁg#rﬁs&iﬁ%@gﬁﬁ §8‘éé§‘§ﬁdﬁ)§’9tﬁ@l‘
the |nt er \160? Eﬂ@x@mhﬁbﬁa’i@tﬂﬁ%rd%e@ ﬁﬁaﬁé]ﬁwbﬂ@n@@rdu@vﬂﬁﬁoﬂ:?fcﬁfrés Bipdi0 Grou”
t he hppl ication interface | ayer 53, the paCk?\&S}%ﬁl nthis |ayer are witten

in an obj ect ofid iR dartiauaubenetuetclusively ke ~patandgd devalopes forsdigitadf
| DA . . ; o
behavi our i 11 EhEAaE Sdlistbt 4 APELAN B abcuntdts FT 1 SH0-HT RO 136782 150

structure bei ni38idrarsd IS0 13818h¢. dasire aintekdvfi thel preiche ppteasspplicstycd, e ehe
foll ow ng packages are installed, Lang/ Uil Package 60. These packages

define the cl agskslenall yasanty, medifications er dayislopmexnts onMEEG bprmats appliceblg 10
vi rtual hi / : i 3 normally 30 formpart of a standard
library gggoc?lgfgpgm%?ﬁ%ﬁgag%jtie)d(’:n?h'(l)sr%lﬁght ed | anguage chown. . MHEG 5
Package 61. This package defines the classes associated with the 12 ~;
P~; r02 -11

There will now be described, by way of example only, a preferred embodiment of the

present invention, with reference to the attached figures, in which:
20 Figure 1 shows an overview of the elements of a decoder;

Figure 2 shows a memory card, adapted to be read in a card reader slot in the decoder

of Figure 1;
25 Figure 3 shows a circuit diagram of the components of the card of Figure 2; and
Figure 4 shows the software architecture of the decoder of Figure 1.
Referring to Figure 1, the elements of a receiver/decoder 1 or set-top box for use in
30  a digital broadcast system and adapted to be used in the present invention will now

be described. As will be understood, the hardware elements of this decoder are

- largely conventional and their implementation will be within the capabilities of one



mani pul ati on of graphical objects on the television display. Such objects
are distinct from audi o-visual data and can nmake up, for exanple, channel
identifiers or text laid over displayed i mages.. The definition of classes
within this package should respect the MHEG S norns defined by the
standards ETS 300777-3 and 5 1 SO | SE 13522?%"(and.the standard |1 SO | SE
135Z2-6 in the case of a Java inplenented system. Tool box TPACKRR)ET82. This
package cont ai éllednia BF @8ses used for downl oadi ng and deconpressi on of
information as well as the classes associated with the 10 managenent of the
file systemand nmenory within the receiver/decoder and the cl asses

associ ated wi t fis khowsOMeabécer LD 36 h:qu@wrm sBVéral DRYHEEsPREH AGEVER: addl S
package defines the classes necessary for nanagenent of peripherals
attached to ttensmitting elata) 6u quezticulars anliMELGsidern bod elcandtiplaxérulifon rachiyings

nmodem the smart gcard rs, the MPEG f.low tuneretc S i.ce Package,64.
e ke dubadean MY B misohontod cngl TUHAER G frReA el REF B o 25d 3
devel opi ng hi i r i : ; ; Of
credi ¢ cacd dnsen B bl Afdr uiBpaba SALNARD gard VAl K IERRBOC FRRbO o
pr ot ocol s necekis ampotinment,ahendecadzr also indudwsarfirat aid secondismart cant reederféoand

data file searc d reading. I nplenmentation of this package shoul d respect
e nor m 1 501 1TEbe EgISA A dPTePLER o SUOREPT MR, corda pame eripion Ko
Final |y, a nuioekiatla Bidlfind SYEtmARIE 8doBBSedtfr 91 dor QcdiBle Han Uhds ang, in
communi cate wt ower Tevels In the systemvia the app |c§t| on I nterface

| ayer 53.100 n thie cpsec aesmiareatdochmaEning anhapplissionftocbevdavwniabdedachi ne type
architecture nmeans that applications will be witten in an interpretative

| anguage, such as Java. O her software systens 30 for handling executable
applications ' ' P | - : j :
P wi 11 be deanei P p S nAEE] § Kephth Ballec R RER R SHKI SRR T R g
sour ces and/ ohamisetr sermots controlfhand & Hkmte] oitput he for sending arddodsuank signals to ke
12 ~ PR au~2 -i2 .invention, execgutable applications are installed via a-
smart card i nferysien 11,6onae6te %ﬁ?dﬁc?%ﬁ oduced into the decoder
correspoR@s to a section of code introduced into the machine that permts
the control, far exanple, of higher Ievel functions of the 5 nachine. These
may i ncl ude t Reocgssimg oft digital signalsgeceitedcvia thgustedfecesandigeneration nf digitaltputput

tel evision dis; dnr Qnse to Y fnom the renmte con t he
em ssion of a™ %%géfglgm\qﬁ?hyhaeceﬁ%@g%n%%! ugi?g% & ri?ifr‘”aé% g{:&g'i“ﬁ%t@{]’ ég@%}c?%l

di gi tal broadgsisiwigys i ecbier B%§ kel AR AGHERI I reAABE Dagdd, Foptiaaile, cdisa may
be handl ed by an application nmanager 67, itself installed at the,

appl i cati on | sij@pl machipg MteraginoHVia afdptcHacy BYewith alopier deval ORTAERHIEHTI n

t he ROV FL C i.cat | C LARSE

via the %QEG I 151?1 xgégq%q% R%ﬁgeva%re%%%@r#ﬁ%pdéﬁgig?‘fﬁg E:%ztr*m?%’g?ﬁg]gﬂpr ogrgm
gui de appl i catichitecturgariesdecoddrewsichd pauismsdvwitk @, proetssshapeinogy elements sucons,
.as well as initjiating applications to enable the 15 decoder to be )
i medi atel y O%BQMMM%IH&W‘QWFF‘%W& JEE‘EPW@a‘iqCS%TSf or configuring and
testing the decoder. Applications arc stored in nenory |locations in the
decoder and represented as resource files conprising graphic object

descri ption fAlmsticulm implérhagationaofi akdfesarklacahitetiuke svill inost beidescnbed equence
files, application files, data files etc. 20 In_the _case of a .brgadcast
t r ansni sggon, IeAORHAdHEHE 4 %é’éﬁl&?e R that e laysrrddriecire dopged- f'@?’ Ranpl e,
a video data 1 RAMof het r

accordance w lt%g&%ggpg{é gﬁgg}rléd)ggggc %}{Sanspgghtc %@Tl’gf”t ?fsﬁ%r%%gd& l%?/dcg'
Packet | dentiThieds &RédD}time op3rating Systemehbiend Yyotheemernyfaptacdreto dontoistherted in

the MPEG stream A programme map table (PM I~ contains a list of the -
different stre@yargiemenispf theegsiver/decoder. The real-time operating system has a

relatively fast response time in order to be able to correctly synchronise hardware

30  operations. A data processing system layer sits on top of the hardware operating

system apd comprises a middleware layer 52 and an application interface layer 53.



25'service or "channel" and defines the content of each stream according to
the respective PID. A PID nay alert the device to the presence .of
applications in the data stream the PID being identified by fﬁeABﬁlT?ﬁﬂa?bl e.
Wthin an MPEG transport stream containing an application there may be
three or 30 nore | evels of packet structure’<A first |layer corresponds to

packors, | EVBSLimesEES ofF Bkedbrtorn T pisiotBig BAHE: LS FbABRALE ni o t he
packets. PR ehersrR et o '
Cor  espond ng ‘TACISAATe Pk o2 MRl AL0%E, THE SPBRHARE L BP R e

‘nentioned tralapobie paked € ARSE And/Chfaptisdyl the ¥Rmdits 6f ¥ivilah] inMchime S Bler

-

of sections. For data transfer via the serial and parallel 5 ports, nodul es

are al so spli e numberigfiniesfagesdss nsluding a graphics] intedsce He asBoASHAPREPENI ng
on the channel used.. imlar _secti,oni i S,applied.ta G t.abl es

downl oaded usi é’qrﬁén@ﬁ@ﬂ: éz,rapgﬁgﬁ%ént;ﬁ%gg%iég aﬁ%i}%ﬁ’f?@ﬁf#ﬁgﬁ§?1 y, this
Sectioning of an application into MPEG tables is independent of any 10

structuring of the application data itself. For exanple, an application may
be organi sed iThe ase ofi@rmbenalohaghihe§4 snablegyindepdndrnce betwatmupperdevel as per

t he DSM CC prot qcol., f X | e. ferri to.Figures 2 and 3, the
structure of ﬁp@fﬁﬁbpﬁ%gé @85”85&585?3{ Br%’ﬁ%%g@ ths sg'gtcﬂkg’t?ﬁ‘[’%%loé A i on
in the decodeppibiors, W PRVASISC! BEEtatifig Sykidn %l,shﬁi’éﬁllyi |&fente @By Qhe t hE
smartcard, conprising an area of contacts 13, a FLAS menory” 14, an
EEPROM mifior yhdr€waze mianniagtuperesfstbe dééydea DI I, switch unit 17 and a nunber
of other discrete conponents Unli ke standard smart cards, the presence of
additional nenory elements 14, 15 enabl es an executable application of a
significant 29h8imerfh@sBD 5loefdRInOBnk BerviEB dpefa@ibis of Rfe VIRUBY YhabRihE 24d
possesses the width and thickness of a standard nornalised smart card so as
to enabl e it sthedower layal pperatingrsystent 41 ding |adso iptlutih e miunkbraaf intdomediete, as
will be seen lfIv ur %%ure 2’d ]1t£he card.f’s Io&ggr &bhaz a, standard card to .-
enabl e the 25 HCHPHSPAT BIROples Ore ARy BHFFERE At Biy &Y€ i bed on its surface.
In the coptext of its use in the initial configuration of the decoder this
increase in size may not be significant. In alternative situations, for
exanpl e, wherEhe peplicatien iirfeifpgecddllayer B2 comppbiscainvmbehel bighrievell user of
t he decoder, 0, e . j.tch i 7 P 15
my b o 1 LIRS s Aris? b 4p Saiskt risare Sl APt elaBl 1A e

whol e card delvgnatheb® psekagey provide RnSARace BéttheB tHeS higaf levéli ApplibativsO
Figure 3, the contacts 13 engaged in the smart card reader _in the 1

~~(' R ~Of | 2 -gereraiycaemied biyhy eergics paoddy(intereti Y oRrogmm 24idse ideshoppingy

line 28 | ChnabtRRly C ine 19 connected to
t he corr%\bgporrlﬁgl ng rﬂég\gférﬁ?)nﬁgfﬁ{g%?ﬁ% fe}ﬁﬁiogrt{;)%?g%%ﬁg'sor, a clock line 21
conpected to clock term nal 22 of the mcroprocessor, and an |,/O line 23

conhected to ,goryespondi | nput and ou t. 5. termnals 24, 25 of the

m cr opr ocessor?® R¥eL ‘E)‘(/Sﬁf&ﬁrﬂﬁ’@@?ﬁbﬁ%’%aé&%ﬂﬁdéc $F1§3"“§’I§é’f’?’8§n6¥t58 Meps 26.
The power su IS 1SnsO j : BRE
TomDry i RePTE SR SR e dgRBE Rl U G b dbenleent

t hese |ines UBiemidilasasd dny aphlécatiomdmtefaqeplayer\frack sgasneant eddarval ot into

resi stznges nd 10 he function of the EEPROM penory will be

di scussett | nl:\t)h'b e?rﬁ‘a“ﬁél BRAPH ‘?fégéldf"?ﬂ‘f]c’i Ofha REeRREUFARsFEsSIon-

appl i cation. } eSSor IS C L o] i to
correspondi ngjgﬁ ?Lg? %‘f\%ﬁg nge t he gﬁ%ﬁ%ggﬁo% éﬁ%ﬁﬁgﬁgﬁg{%&% © l{a#ﬂeéel&%]; gttghese
lines 30, 31,caBdeisordétistid ROM by (if peesent) FEASH niemddrycafrtbe deectieri Aswibr i es
of diodes D, D2, m@d bi ased by the power supply Vcc connected by 15
resi stances Fo$,Ungersiqesl, the phygical prgagisationrpidhe mraneny; ¢lemerts G the deggeer i

bi nary contr qj,:woi4d: 0Q1, , ined. As wll be

di scussed, tﬁq“ét%%‘é‘r‘qg%\?ﬁr %%ilgggeég%%sagégg?%&ngﬁpﬂ%&ﬂ rst block in the
FLASH nme3pry that will be accessed upon insertion of the card and, hence,

the application that will be charged into the decoder. ) )
Tuming in detail to each layer, the interface layer 55 above the virtual machine 54

will now be described. As shown it comprises four modules, a graphics module



20 'The card 12 is designed to engage in the credit card reader 7 of the
decoder 1, the reader 6 being reserved for the subscription daf d\Rs$90? at ed
wi th the broadcast system which contains the keys necessary for, inter
alia, decoding scranbled transm ssions and _\ig_r_i fyi ng downl oaded code. Upon
insertion, the reader checks the type of card 25 inserted, by neans of a

si npl e handsha iiﬂaﬂé t@y .t a?%”g . .
identifies thels(gé? as rt‘)/eilﬂﬁdﬂgl ar n%#%h%%@é?@%@:#ﬁ?ﬂg Sgp%ﬁgg{vil%en code
for |oadi ng i nimwardaper SGCWHIBE themodelepde thisevk] arecRscibiddensl infestach hoakledf
code in the FLASH nenory 15 at the hexadeci mal address corresponding to the
bi nary nessage theitifupgtion) intp prexidevi 'glhe’Ulsyer for thgimplementation s the gpplication
exanpl e, where.the card,is intend to _be us i.n.the testing of, decoders
for a nunber oi’mggﬁﬁ RAEKages AT e@g?ﬁjcaolfﬁr?tf@r %ﬁgcé’b‘ﬁ‘l"‘} 65?9%69? gék‘/”;glé{ | oaded
pf1(1 ~ liig ; v L I:f -15= S 10 15 20 25 30 corresponding to the service
provider in question or corresponding to the functions that need to be
tested. |n addThe graphicsahoduleH6i prevides thef ¢restonsatdt inanpgemenh of graphichles may

be used to down]oad the . application l.Lied with the card and a secqnd to
downl oad a di ff’{%h‘%‘ﬁt tdfﬁ;qsitg%lh(i‘% eUrh 10 diselay Patie erepliic, RS Sutets Y8l he
service provid S &%T)g T4e. | g j dg,.i fnaded t he
fromthe card F{)}IC%, gg?slpgés 0 1ar;so%tsl ggg %uﬁgyn%g%ﬂéa}ch%ﬁgggﬁg assa ; Qg?d to
forma series vfodMeEF icludb® taw fiorehjeadAlatiesfjle asmbesncs i alosetizadxb weithi the

connection,w th broadcast data, _The adv age of formatting data_accarding
Lo the NPRE'T oPIFBIORY EORRGHETNGF (e WRR: midih FRLORHl EHAETRER A 4158 d6HPFo|

unit of the degoggiy %@@oﬂ&ﬂlﬁ%alti‘éngj’r&%é’o% tRR BhdyCBd EANS Liﬁﬁnefnvfo‘ilmhﬁhi&?foﬁ%
format, in the sane” manner as It processes applications received via the

br oadcast | i nkviaAforwixhinplee thepPCBAPdewt oftthe dedodads t o consi der abl e
reductions in the tinme needed to process the application etc. The fornmat of
the MPEG private sections in this case is as follows: table id8 bitssection
syntax_i ndi eat Phe GcidelmBhidef 5936 Qi Gifefint from thebthELRfRIYRYn il BRE! HpLe
section lengthl2 bitstable id extensi'onl6 bitsreserved2 bitsversion nunberS
bi t scurreb® nethet it poovidasahd linktardoteifees hetwisen Shebhardwarst oppsatingsysteominst te

decoder " usi ng FHE PR SRl Sl PRBuY B b Onlireer S5 SE8 Tl 7 |

Prior to storagschiie. t O8mamnds of Beerd MiMsbaprE itk 260 e eBRAsht@hwibkdtward D8
MPEG tables is encrypted to provide a digital signature. This signature is

generat ed by tiFHem g Birval mgehippofox sxemplsi ag necpssaviy pasked, by theydevice

public/ privat ' o : : VAN ' i, THe
decoder has a??é%é“?%@%%‘?%’s‘%ﬁ%ﬁ%lﬂ ?ﬁig%g%ér%r%@%ﬁgu lésl%srlls)epg? F%Elﬁcl’iévrv
inserted 20 tHevedt.her card reader. In the event that the decoder confirns
that the code has originated froma known source, by verifying the digital
signature, the application will be installed in the machine. Unverified

code w || be rgiigs QYo g ¥ big bykng: code, )
t he decoder may gﬁggq}gsemttﬁg 2 Egﬁ?@ﬁ lé%%ﬁ?%d%g%ﬂrg%tth?ﬁ\éagéggghgg}%gy %xgﬁc
operati on. written in an object oriented language such as Java. Each package defines a set of

class libraries called on during operation of the system. Their class behaviour will
25  depend on the language chosen, a single inheritance class structure being adhered

to in the case of Java. In the present system the following packages are installed.
Lang/Util Package 60. These packages define the classes necessary for the
manipulation of objects by the virtual machine. These class libraries normally

30  form part of a standard library associated with the object oriented language chosen.

MHEG-5 Package 61. This package defines the classes associated with the



Furthernore, encryption by a private/public algorithmmy al so be conbi ned
with a one-way hash type function, such as MDS. For exanpl e, sect i of
code nmay be 15 processed to provide a hash value, this hash W&I G Rt hﬁﬁ

bei ng encrypted by the private key to provide the digital signature. O her
encryption techni ques used in broadcast diglial systens nay al so be
applied, for exanple, to encrypt the code according to one or nore private
keys known to maeipaitionmfl grephiod] atjectsipplthe teddvision disglayo Suchvahjectsiatehi r d
.party from decrygti and _psin Lge aggl i cati.on stored on the card. The
decoder possesdigdngt m@yd&'vk@? 3lacad £apymaks e don premnle chspmelddentifisied
on a subscript} - ! jo@N +C ¢ 8d 1 Ny to
and after the 2 BxtPid ovdrbifpBDEd ¥Rl BRTUCIGH &f Aot bl RACELORR:
carried out, fshoukk o the) MHB Ga-5yomme tdefinedi by ahé standardd ETISe30099763 and
.Subscription card to hold the necessary decryption keys generally requires
that the d®codSOASE AB&)?'pﬁ'@Fﬁd@ﬁSW@ﬁddS%Lﬁ@%ﬁtlééhﬁcﬁ%aﬁfe?,aV§i nce
both cards wil] he al%%g?%exg by the decoder during the downl oadi ng and
verifi.cation sTEp¥Re b ?'ve enbodi nents are concei vable, for exanple,
in which data is first 30 downl oaded fromthe application card into a
buffer, the application card renoved and the card containing the decryption

keys insert ed BaadboxBegkage 62asThis prchsge £oplainsi the slissastuse@ for downlogding and
conveni ent than the use of. .a.decoder equipped Wih two.or nore ~S~~

SO0 o T1L smedeebmPERgn G SIoTpaie et Pl §BF S Attt AR M of the
cards mayjgeednhtsbchfof el e S9stel axﬂ%cﬂ%?Wit-h_inThﬁ feBSV@YdRbi@ Al the T est
appl)ication within the decoder will now be described. 5 Typically, such a
test appl i cat i dasséssasseciatedywish her eanpectinnote; e intemet ettt t he correct
operation of the hardware |ayer. For exanple, the test application my
control the tuner of the decoder to test that the decoder can correctly

recei ve data tpenePidkage @B, aA1Gé padkagd dbfifds the IHIICHecedsarOfot NBarapagiest of
application nmay be interactive so as to permt the operator to enter

speci fi ¢ par arperipheralsratiacherbtaidie gersivepideaedensasofiscuserd ehayvepind ineludingdhot e
control dset..ln th S I y l.he operator my
manual | y &dj usf?oqeﬁlé t}sl%gm%rﬁe%ﬂ%%%a?gghh {M?gg @ﬁgﬁggﬁ ct%ecepti on i s obtained.
Once these paraneters are known for one, , decoder, they will be the sane

for the rest of the_series. It is theref&ae desirable that 15 this and

ot her par amet e¥TXigs Fackags $4hcl e parkage defipesoihg &iastes BaFssSaTY &3hEi ng t he
operation for - JAEERI MPhor 101 GhreRREVE S BLRE BERLAtOr TN
relation to a’ﬁ’?f‘%&@%@gﬁ%, tﬁgg’% p% am%t erscare] dogﬂlP%éa]ged into the
EEPROM nenor y dimagémetteofomedit ciddaiata @npval 20 of the card, the operator
changes the setting of the switches in the switch unit 17 such that an
applicati at a different address within the FLASH nenory will be accessed
upon i ts next HgMECLAN Pabkape B3C OPIES gaac}%@@ iinipeentedictte SprbioRbls RicBaEeRt R 1 n
the/next in the series of decoders, this new applicatiion will be | oaded

i nto the decodemmuzicationsbetwrenonclienh end pseiveatiprodataifile seirgnand r¢esling: esence
of pre-deternlined paraneter. values 25 stored, in the t hes

val Ues will bAmRIFEHRAIORAY '§713| Rpskned Si%ﬂk‘@ IESRPCE die ROM @@aﬁﬁgs‘g B e
case of the tuyfekivel FefissRPDAVICareppl i cation will automatically set the
_tuner to the frequency selected by the operator for the first decoder and
the oper@Sor can then inmediately determ ne whether the tuner operates
correct!y or hety,39 Larl S0k 0T hehaHS o bot ot ik Mkl 1o

lower levels in the system via the applicatidn interface layer 53. In the present

embodiment, the use of a virtual machine type architecture means that applications

will be written in an interpretative language, such as Java. Other software systems
30  for handling executable applications written in alternative types of code are of

course possible. As will be described below, applications may originate from a

variety of sources and/or operators. In particular, in the present embodiment of the



EEPROM) it is preferable, though not essential, that the FLASH nenory be
used for applications that will not be nodified in use and the EEPROM
menory be reserved -is _~~r;~~ a~~Z for data downl oaded1 i2nt,t‘<ppt I;mﬂg
card. Furthernore, in order to increase the security of the syStem th

FZ. ASH nenory may , be locked into a read-eilsy configuration by the

m croprocessor upon initial connection ' 5 of ‘the card, and/or upon receipt
' of an unknowninvestioncxeanabl©applicaten®pse instabediviact smas cardlintafdcegur at i ons
are of course possible, using ROM devices etc. Wil st the above enbodi nent
has been discussed in relation to a smartcard realisation, other portable

menory cards, i e 1S

capabl e of rea‘g‘lﬂ(r%gp gg%ﬁ%#@su %@& gﬁﬂ Eg%gg%ri&%ggw oimd{@f %Eﬁgg?ff c&)@é&é&%@&cq or
downl oadi ng aninéxgfetthadtine MBODArS it cdntiod for SREMIE of I HRr ASed Rirtd6nd 6F Be
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20 In the case of a broadcast transmission, a number of types of data stream may be
present, for example, a video data stream, an audio data stream, a text data stream etc.
In accordance with MPEG standards each transport packet is preceded by a Packet
Identifier (PID) of 13 bits, one PID for every packet transported in the MPEG stream.
A programme map table (PMT) contains a list of the different streams for a particular

25  service or “channel” and defines the content of each stream according to the respective
PID. A PID may alert the device to the presence of applications in the data stream,
the PID being identified by the PMT table.

Within an MPEG transport stream containing an application there may be three or
30  more levels of packet structure. A first layer corresponds to the basic transport layer

comprising a series of fixed size transport packets.
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In alternative situations, for example, where the card is intended to be supplied to the

eventual user of the decoder, some components such as the DIL switch unit 17 and
EEPROM 15 may be omitted. The remaining components may be miniaturised and

30  the whole card designed to conform with smart card norms.

Referring now to Figure 3, the contacts 13 engaged in the smart card reader in the
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10%& () - the microprocessor, a clock line 21 comnected to clock terminal 22 of the

microprocessor, and an I/O line 23 connected to corresponding input and output

5 terminals 24, 25 of the microprocessor. As shown, connections are made via a series

of op-amps 26. The power supply is regulated by means of a capacitor C4.

The EEPROM memory unit 15 is connected via lines 27, 28 to the microprocessor 16,
these lines being biased by the power supply Vec connected via the resistances R1 and

10 R2. The function of the EEPROM memory will be discussed in more detail below
in relation to the configuration application. The microprocessor 16 is connected by
a series of lines 29 to corresponding terminals of the FLASH memory 14. The state
of three of these lines 30, 31, 32 is determined by the switch unit 17 connected via
a series of diodes D1, D2, D3 and biased by the power supply Vec connected by

15 resistances R3, R4, R5. By switching cach of the switches ON or OFF, a binary
control word 000, 001, 010, 011 etc can be defined. As will be discussed, this binary
word is used to determine the first block in the FLASH memory that will be accessed
upon insertion of the card and, hence, the application that will be charged into the
decoder.

20
The card 12 is designed to engage in the credit card reader 7 of the decoder 1, the

reader 6 being reserved for the subscription card associated with the broadeast system
which contains the keys necessary for, inter alia, decoding scrambled transmissions
and verifying downloaded code. Upon insertion, the reader checks the type of card
25  inserted, by means of a simple handshake signal to the card. In the event that the
reader identifies the card as being a card of the type containing application code for
loading into the machine, the decoder will access the first block of code in the FLASH
memory 15 at the hexadecimal address corresponding to the binary message indicated
by the switch unit 17.
30
In the case, for example, where the card is intended to be used in the testing of

decoders for a number of service providers, a different application may be loaded
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5  below).

The application code is downloaded from the from the card in a series of modules, the
modules then being assembled to form a series of MPEG-2 (short form) tables, as

described above in connection with broadcast data. The advantage of formatting data

j 10 according to the MPEG format is that the virtual machine within the central control
unit of the decoder can directly process applications received in this format, in the
same manner as it processes applications received via the broadcast link. As will be
appreciated, this leads to considerable reductions in the time needed to process the
application etc. )

15

The format of the MPEG private sections in this case is as follows:

table_id 8 bits
section_syntax_indicator (=0) 1 bit

20 private_indicator (=1) 1 bit

) reserved 2 bits

private_section_length 12 bits
table_id_extension 16 bits
reserved 2 bits

25 version_number 5 Dbits
current_next_indicator 1 bit
section_number 8 bits
last_section_number 8 bits
private_data_byte undetermined

30

An application will be accessed by the decoder using the table_id

table_id_extension values.

and



- #1098 ()- 109%&'.()- !'109%& ()-!@ 10%& ()-@--.. /f/dEYNC 10!!L! 109%& ()-L
10%& ()-10%& ()- ! 109%& ()- Gs@10%& ()- 10%& ()-f//a0000J1aBYNC 10!! 9y,
109& ()-& 109& ()-y, (" 10%& ()-9' 10%&' ()- !L$#10%& ()-L"

10%&' ()-J11122e22dEYNC 10! ! sS6%A0%I& ()-4 10%& ()- @ 2109& () - &F110%& () - &
109%& ()-s.&109%& ()- 2i 3j 3k3l 339455~\: 10! F&P109BB& ()- ! 12 APR 20

(109 () - Y! 1@ 109668 () - SF1096 () -, 10 10 108 100& ():507789888aB-
10! 1 L1109G8 () Foipr ta Gteaes yxthc card, the application code contained within the MPEG tabjes

oY) 10968 () - @109 () s 11 10U (- LS 10%&R-{ ) - .89P: O.R S y:::pP .
Howrea () RS [ ortB gl S0 Thy S BERE Biaed e ooy,
: ; <0<<=aBoP1 ! i v(of- 1 X 1o - -3
oo () =or 5 BTl e PO e o QU BRSNS -3
10%1& () - 10%1&kedw dnlpderdhifnpelf.0 THOMeIde) 1@ @ReAABBBBA& s of public keys on a

10mLOnL6@&1L0%r& () -.4.10%& .() - 93 .

10%& ()-/ $105}6R§) pjon Q%fé%%ﬁfﬁg(lw?ﬁrﬁﬁ%r&afé)ma%BBCz DDDyZ; 1 10mgs

10% & ()-&10% & ()-1 s10% & ()- 9 10% & ()-' YIO% & ()- $10% & () - F10nD

El EEE&F) FAE; 1 10m 10% & () - F! 109%°& ()- 10% & () -

109 & () -s10% & (he &2t &hdt)the decoder confirms that the code has originated from a known
source, by verifying the digital signature, the application will be installed in the
machine. Unverified code will be rejected by the decoder. In addition to verifying

10  the code, the decoder may also use the public key to decrypt the code prior to

operation.

Furthermore, encryption by a private/public algorithm may also be combined with a
one—way hash type function, such as MDS. For example, a section of code may be
15  processed to provide a hash value, this hash value then being encrypted by the private

key to provide the digital signature.

Other encryption techniques used in broadcast digital systems may also be applied, for
example, to encrypt the code according to one or more private keys known to the

20  supplier of the application card to prevent a third party from decrypting and using the
application stored on the card. The decoder possesses the key or keys necessary to
decrypt the code as stored on a subscription card. This encryption can be carried out
in addition to and after the signature of the code. This encryption/decryption may be
carried out, for example, using a symmetric algorithm.

25
The use of a subscription card to hold the necessary decryption keys generally requires
that the decoder is also provided with a second smartcard reader, since both cards
will be addressed by the decoder during the downloading and verification steps.
Alternative embodiments are conceivable, for example, in which data is first

30  downloaded from the application card into a buffer, the application card removed and
the card containing the decryption keys inserted etc. However, as will be appreciated,

these are less convenient than the use of a decoder equipped with two or more
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100%& () - Y%O%& 8) cgkl)%f%ﬁ{% Q@ égﬁc{'ﬁ%oﬁ is ubed Jb‘} @s@}vzcc provider to test the correct
operation of the hardware layer. For example, the test application may control the

tuner of the decoder to test that the decoder can correctly receive data transmitted on

a given channel frequency.

10  The loaded application may be interactive so as to permit the operator to enter specific

~—

parameters into the decoder by means of, for exarhple, the remote control handset.
In the case of the tuning frequency the operator may manually adjust the set frequency
until the clearest reception is obtained. Once these parameters are known for ome.
decoder, they will be the same for the rest of the series. It is therefore desirable that
15  this and other parameter values can be memorised in order to avoid repeating the

operation for each decoder.

Accordingly, once defined by the operator in relation to a first decoder, these

parameters are downloaded into the EEPROM memory 15 of the card. Upon removal

20  of the card, the operator changes the setting of the switches in the switch unit 17 such

) that an application at a different address within the FLASH memory will be accessed
upon its next insertion in a decoder. When the card is then reinserted in the next in

the series of decoders, this new application will be loaded into the decoder. Upon

execution, the application will signal the presence of pre~determined parameter values

25  stored in the EEPROM and these values will be automatically loaded into and set in

the decoder. In the case of the tuner, for example, the application will automatically

set the tuner to the frequency selected by th.c operator for the first decoder and the

operator can then immediately determine whether the tuner operates correctly or not.

30  In view of the relative difficulty in writing data to a FLASH unit (as compared {0 an
EEPROM) it is preferable, though not essential, that the FLASH memory be used for

applications that will not be modified in use and the EEPROM memory be reserved
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be locked into a read—only configuration by the microprocessor upon initial connection

5  of the card, and/or upon receipt of an unknown instruction. Other memory

combinations and configurations are of course possible, using ROM devices etc.

Whilst the above embodiment has been discussed in relation to a smartcard realisation,
other portable memory cards, such as PCMCIA cards, may be used if the decoder is

10  capable of reading such cards.
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10
3 A method as claimed in claim 1 or 2 in which the executable application stored within

the card and downloaded into the decoder is formatted according to a broadcast data format,

4, A method as claimed in claim 3 in which the executable application stored within the
15  card and downloaded into the decoder is formatted according to an MPEG data format.

5. A method as claimed in claim 4, the application being subdivided into a plurality of
modules in the memory of the card, the modules being downloaded and assembled by the
decoder to form the complete application.

20
6. A method as claimed in any prcccdmg claim, in which the application is written in

interpretative code.

7. A method as claimed in any preceding claim, in which some or part of the application

25  stored within the memory card is encrypted with one or more encryption keys.

3. A method as claimed in any preceding ¢laim in which some or part of the data stored
in the memory card has been encrypted and/or signed with a private key, the decoder having
access to the equivalent public key so as to decrypt and/or authenticate the origin of the

30  application.
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application into the decoder, setting one or more parameters associated with the application

and storing the parameters in the memory card for later use.

10 11. A method as claimed in any preceding claim in which the card includes a physical
switch mcans for selecting one of a plurality of applications stored on the card that will be

downloaded upon insertion of the memory card in the decoder,

12. A decoder for use in a method as claimed in any preceding claim, said decoder being

15  adapted to read and download an executable application via a card reader in the decoder.

13, Adecoder asclaimed in claim 12 adapied to read broadcast format data introduced via

said card reader in the decoder.

20 14, A memory card for use in a method as claimed in any of claims 1 to 11, said memory

card including an executable application stored in the card.

15. A memory card as claimed in claim 14 including an application stored in a broadcast
data format in the card.
25
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