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nodeepr Ad-Thoafragsectufinod &T‘élﬁzilﬁbn (9T @aélusively communicates
with a base station or an access point (AP). In the Ad-Hoc mode (Peer-to-Peer),
the STAs can communicate directly without involving any other node in the
network. Mesh networks provide a mixture of Infrastructure and Ad-Hoc
modes. For example, nodes in the network (STAs, APs, etc.) can act as wireless
routers for other nodes not in range of a base station.

[0007] Many system operational aspécts (such as operations and
maintenance (O&M), backbone connectivity, connectivity to nodes over time,
radio resource management (RRM), user behavior, etc.) differ significantly
when comparing wireless mesh networks to traditional wireless networks
operating mostly in Infrastructure mode or Ad-Hoc mode. For example, instead
of deploying a single 100-node mesh network, distributed software could be
present in each of the nodes that would self-organize the system into two or
more separate mesh sub-networks. These mesh sub-networks could be

overlapping or could have no overlap, but would still be neighboring. Thereis a
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of deploying a single 100-node nesh network,

di stributed software could be present in each of the
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PERE b7 B iln Wiho ) B e R Eiob Ty AR fhE BB cBork
agtiktsl Nydeseithe nisghaietwbik are selected to create the sub-network if the
trigger condition exists. The sub-network is then created with the selected
nodes. !
[0012] A node for use in a wireless mesh network includes a state device;
an attachment list communicating with the state device for maintaining a
state of the node, the state of the node relating to activity occurring at the
node; a trigger device communicating with the state device; and an attachment
device communicating with the attachment list and the trigger device.
[0013] BRIEF DESCRIPTION OF THE DRAWINGS
[0014] A more detailed understanding of the invention may be had from

the following description of a preferred embodiment, given by way of example,

and to be understood in conjunction with the accompanying drawings,

wherein:
[0015] Figure 1is a diagram of a complete physical mesh network;
[0016] Figure 2 is a diagram of a primary logical mesh network;
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node; a trigger device communicating with the state
devi ce; and an attachnent device comrunicating with
wao bwsattoachment |ist and the trigger device. [BOW/B$2005/023210
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gb@ﬂﬂ am of pg-uRE 5IRA Nolweldit of a AREHbATEE supalgtifidd flesh network
-lgure 3 is a diagramof a secondary |ogical mesh
?Buwmukmﬂpﬁgbskﬁwpﬂﬁ¥énd is a state diagram of the
st at . [ lok EQIQ]; : 'pgéﬁ,
i[gbg(ﬁfl oﬁ‘1 ar %’f 1g?a gf&%{i L%Eé g)rf IgL:ﬁe&é%rcg?fii'ng a%m;?h ntithe
naétMedkhbwhdnRities.e sub-networks; and [0020] Figure
6 is a block diagramof a node configured to inplenent
the nmethod shown in Figure 5. [0021] DETAI LED
%@Eﬂl PTI ON OpEHEnRREARRRER EMEDDIOWENAE PREFZHRRED
reafter, the term "statgemBoDEIANTS! udes, but is
?ot limted to, a wireless transmt/receive unit
, a er u & L% r: j i
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centra olnt in a star topology, simlar _to a hase )
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station; a Node B; a site controller; or any other type of interfacing device in a

wireless environment. Likewise, when referred to hereafter, the term “mesh
point” (MP) or “mesh node” includes, but it is not limited to, a STA with extra
functionalities that allows it to behave as a forwarding node in a mesh
topology and is capable of generating, sending, receiving, and or relaying
traffic from other nodes in the network. Since these terms refer to logical
functionalities, it is possible to have only one logical functionality per physical
device or to combine two or more logical functionalities into a physical device.
Hence, when referred to hereafter, the term “mesh access point” (MAP)
includes, but it is not limited to, a STA with AP and MP functionalities.

[0023] The present invention includes several methods for enabling
efficient operation and use of mesh networks through a simple logical network
separation. Currently, when deploying a mesh network in a specific area, the
common approach is to form a single (and possibly very large) network. In

certain scenarios, there are benefits to consider in spawning one or more mesh
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receiving, and or relaying traffic fromother nodes in

%ﬁﬁa%l%%ﬁr 1Pst§ag SPWB go At lﬁtegfegfet&r&‘ﬂ 94k §@-network can

( e tohave only one
Ibegietiakd kithet fronah ﬂdgycqﬂ@r agthysicahpoid of W@Wor to

conblne t or noye | ogical cti naI|t|

9,254 cal V\g\g}u,g%ls \ﬁ%@ge R{ero 81‘1&\@ X ea%ﬁ%lff‘odes and
ttﬂ?eﬁt ?Jt@vaﬁﬁ§&bsaﬁﬁgﬁstlﬁ%e%orK1MdéMﬁtwﬂﬁ% diffigteritievieds: a
not a STAwth AP and MP function I|t|

[0G2R%1 e, prfesfelnglcahle@ﬁwoqrnramwae%n%%\?%qo oiEHidaeel (B
fﬁ)g{s%q;%bl ! nﬁen& brd gﬁﬁe ?ﬂ %1@51 n%ﬂﬂ@ﬂﬂaﬂ%% s8én E@ﬁﬁee different

hroug a ogi cal network separation.
@dtweritd. Figurh eralsbesMowlaﬂﬂ@xmtmgsimda:emd)pdss1bﬂle mtersenndctions.

area, the conmmo roac

3b82r Bl e R ke S g 0 oty
o6 b& RENEIHrE SorhthdiOibHed €4.g), BOSRAMPHGr MAPs) thatsaa be

nes sub networ ks instead of working with one_| ar.g
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ree di ent le |
08580l | eTBERS arciany medhy JRetRA by Shan i o, trafi

l%éﬂ%lr t&ﬁ afN&f&Qmaé!a to 8 T6Rvardbe t6 &”@tlaww Palential paths
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Finglirde 213, Sot-31fo\%s8-&), 12- %ﬁTBs,teatqa dlavenyes iherlyibe spgppmarked
L?sfdgéq%?qnagrg%gﬁsq eﬁ[ &93%”'@1 [)é%lﬂ% %ﬁ@glggﬁicanﬂy I\I}gd%ced

as el at eway nodes.
NRoass @k@mﬁWpﬂ@ﬂ@M-(SeA gnd %9}3 Barm 1mgem@b91 t hat

can be interconne n a nmesh fashi
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Stand- by according to their involvenent in the
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paths, which can help in keeping quality of service (QoS) requirements.
[0028] The criteria for deciding which nodes are Active could be based on
better RRM characteristics such as more reliable links, battery level, traffic
generation characteristics, security and authentication context of nodes, or
level of resource utilization. The criteria used and their manner of evaluation
are implementation-specific, and the particular implementation chosen to
determine which nodes are Active does not alter the construction or operation
of the present invention.

[0029] . Another logical network could be defined if Passive nodes are

considered in addition to Active nodes. This implies that the number of valid
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generated in Node 2 needed to be forwarded to a

gateway. Potential paths include 2-3-A 2-4-3-A
WQ@2®6/M817028 9- 8- B, etc. However, if only the nodeST/msI0R&e23210

as Active are considered, the nunber of possible paths

is significantly reduced. In this exanple, the paths
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c6lildabé Eorviaried thatighr thié eveindaty abtwarkgesingan sherter path,
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enment ati on- %ﬁem and the particular
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ctive oes t

ks 2 EfRifiRbnf, (fortilE SBRA" bl ORRAP HALIAR, O is
r&b@@t}g& tﬁgﬂ !Adtlbﬁ ndéés wedldi feqlaa:esmvm resdecesthan Passive and
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anddmeasegme IR e it thul e AR e Bistopl RebiF nodes
LAeK bOfbudt. ThUruld: redhit€ bhé Bm@lektt@ Fafiie RRMnurctians and
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patggﬁ({:ﬁ@a@%ﬁﬁtoﬁh‘g%&é war di ng becones | ess
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poDB1] of Viseadd- WdeéﬁerajamcbesfhbamOMdmy be@omgr-ls@sesmode
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oblhese nqdgs Sﬁ'éldsh?dﬁ %)?%3{1& -by RO 0R Cs?verﬁlg posgible T asons the
k&%&ﬂs Rib Abt % oh@he ||;1‘a'?ﬁc GRY hoddreark PevRimad Eiftatygib.vmgs, or

secondary network using a shorter path, alli

flogcalisevef a tankimayion of these and other reasons. Also, the nodo es cogld be

toggling between Passive and Stand-by modes.

[0032] Even though this example shows only three node states (i.e.,

Active, Passive, and Stand-by), additional node states could easily be

envisioned by one skilled in the art.

[0033] A simple way to keep track of the different logical networks is by

implementing a state machine at each node. Hence, different logical networks

can be quickly defined by knowing the state of neighboring nodes.

[0034] Figure 4 shows a state machine for the three proposed states. The

current state of every node can be advertised by means of signaling exchanges

(wireless or wired interfaces) between nodes in the mesh network. This

signaling exchange can be implemented at various possible protocol layers and
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[0030] The main difference between Active and Passive
nodes is that the anmount and nature of traffic that
weamsesioehr ough themis quite different. This PeRES2085/023210
conS| derabl e difference when perform ng RRM functi ons.
I S expected that Actlve nodes vvoul d require nore

res St an
RP%Wg g?ll%]%‘?fg’r% fa3 ﬁ'éu lﬁf)% (B%Im% ki ng g)%%&) Kg&? Jicated {pgint
itd k}/lﬁhn@);lgr?bl N lteridditirely dipledetetin@etilset @fm(ﬂ;dsemnﬂm imfplérhented
nctions and nmake them ffici Si
Amemnm olourmitits nsewi © dedngs H19 G RaHiel O R meters
gt%ag b )gﬁbc %Elln%\EMrreﬁt%%eWtﬁ@Q&%o@k EroR06RBrving

at cou r-save node. These nodes coul d
bﬁrﬂain t]lma*aStearsdhcbylkaJﬁﬁé fows gualityl dplagsetsl e reasons:

E& ?(rjn'ef] g glfep c@tp}/?@egﬁi%ﬁgl Q’%]&rt{) aéelgfiac]l%ré%{ﬂéfenela%gﬁ?m% &ifferent
Qﬂ’efgéleQ ahd PRe elasidrase ndb dediiiitdrtorasbgsoupdl fofhdridasses. For

nodes coul d be toggling between Pass ve and St
rexdeple,[thempoutd be 31&%%‘1156%9 fnodgs Yfﬁ?@ hahdling

t lﬁgle DOfESd ??v&é ﬁrd ACth¥R, PaSS' Ve and
aenb , ad

ona e states could easily be
e[DOB(S]I oned Sb;attnm@a alatvirdrkdntormultaﬂamesh FOoBstworks A le done

y .to kee rack. of .th i ff
hrraRel Y fn abhSe dhd b LR Ak BplRul
dﬁétfzv%ms Bin bePerBlmBeh¥arksult afa bleaﬁgel inkdeywadsf cdmlﬂhdn}s (e.g.,
knowi ng the State of neighbori ng des ure
srefiviead), rarsfommensaertipizating 0@66‘5?&8‘8&% B afic
Tl%% C ! ?eea{é%s shid guf))fne Sl J&‘ﬂ?g\ncﬁﬁﬁntée t@%(ﬁﬁtdrﬁeeﬁrgé/ mesh

st gnali anges reless or wired
|ﬂé’o@fofrkl,ces) betvveen nodes in the rresh network. This

pt92’§ %O: 29 p X haB? %P%EP g’ﬁ(g%l nEd;ttJ Ak %%arﬂlpo%ultiple sub-

brAIRTRS ts toB Vel £ Sisiplé RRitFiE (é g0Q ﬁuhiber mﬁ hﬁpé, delry, etc.) that is
dedi cated (point to point) type. Al terni\?él vel

presl e detavering df omaker c6nes o averifiec FERE daSiH Retygyk or
ng‘gﬁtéplael rﬁ%‘f mtegﬁ r{}%wﬁ{s 1 gBndCAUAR L RSe T &Proaches for

managing mesh networks: centralized or distributed. Network separation can
be performed from a central controlling point in the network, or individually
by each one of the nodes. A hybrid approach can also be used, in which a
subset of nodes (e.g., Active nodes) are the ones that take the decision. In the
hybrid approach, the nodes have the choice to inform secondary (or Passive)
nodes of the new configuration, or the nodes can simply act as proxy nodes and
hide the configuration from the secondary nodes. Again, the two mesh
networks may or may not be interspersed into one another or just bordering. It
is also possible to have a gateway node between the two mesh networks, in
addition to the mesh to landline gateway that each mesh node would have.

[0038] Organizing certain nodes in the mesh network into logical sub-

networks is a means to ease management of the mesh network as a whole. Any
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instead of explicitly signaling the current state of
the network from observing certain characteristics
wo pdoe/otto28 fic flow, quality, delay, etc. [0035pCT82085/023210
could be many levels for dividing the network into
di fferent classes and the classes are not required to

be subo%oupﬁ_l'e %tf J’@Y%r as§1 essi ]fpa ? e?ongt {1,65&3 orbmore

as “Act 1
magiéﬂll -shithbekent thé aseds Diffemlt\lbglesl ”suiv-nd’aMa'ks could be

traff [0036] . Spl
st iAREBEh (Bt taois Tamtal toy £ IS g PipRefe
ﬁ(‘é&?é\% g th 9 p& k&t df?l%d@g dddiEtEEtoNE n&iNdrk mdifitdra@ce (such

rk can”be perforned as a result of a change in
e RRIMK O&Mdinbniosingeety.), traffic |oad), for

rma { {
ARG o™ o2 B arPhdenst S ARt heh e titared sp MBhg, 0,
ti9o£Qr M on@) | ArsgeorPRER sefmdss tha0aE] dediemtedyo rowing as a

the network coul d_be separated into nmultiple sub
rfellbankiin dage phprehlems sinple metric (e.g., number of

HBQEZJ g:lng‘%l) & 5%’0 bof hbadds ?h%t Us€ @e&féaﬁﬂt ®& fBu'ﬂﬁlg* dpekific traffic

ave one |arge nmesh network or nmultiple
shadsker nesh networks. In general there are two

r oaches for

ARSI Dot o Rt ar Hodkd ATRe <88 2@%&%@?%@% ofi that
aafé%a{cakecpmxbahéasﬁ@gmmviemglhg themushk, or

i ndivid g% each one of the des.

a[@ﬁﬁ/&ach cifi SrpTabengd &Wfﬁ?fgr mitprept §aﬁg€q pwld,%aggvvlth
(Bions A809 KEpliatieks B b iR Dl e i he
clooitsle go Beimgmgum’ﬁmy phpsicadas bigies) mesh ssb-gptwerk is not
new config or t d

B e A L

seadalisttasterRy ah gitdienddedn the ekt oanrbesreilwﬁeda and re-
may not be |ntersg;rse§n|

batitaidredty. anothers p %@lwslgélgﬁlgsn ?bg%%gﬁé‘t e’iﬁ{? dgins the

bx?ctmma“alrl:o{ljr'b% (}f\%emﬁi}l %Eé’i@felﬁrggbf’s for a node’s re-attachment may
include changes in: RRM conditions, traffic conditions, or security or
authentication context.
[0046] In order to manage physical and logical sub-networks in the
mesh, one or more of following elements can be used:
[0047] (1) One or more state-machines / databases in a node to keep
track of the node’s current attachment. In a preferred embodiment, each node
takes care of its own state machine and attachments, informing other nodes
via signaling whenever the state is changed. In the centralized approach, only
the central or master node needs to be informed of a change in state. In the
distributed approach, a change in state is broadcast to the entire network. In
the hybrid approach, the cluster master is informed of a change in state, which

informs the attached nodes. While the hybrid approach is preferred, there are
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addition to the nesh to | andline gateway that each
mesh node woul d have. [0038] Organizing certain nodes
w0 poosloe7oresh network into | ogical sub- networ KBCT/BSH05/023210
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gi ven node in the nesh can be, rel eased and

atopalogE due & thestmapipRYEPRAMVHONMERE-CAPvEIRE rtr?z thesnedes; etc.
gﬁ{ clgma & dyEd Bk thﬁngpﬁlgﬁll t &%ﬁ@te‘i’}t dRB&IRct 8a certain point

riggers a node's re-attachnent ma
i Whidhdﬁa}t haniica sphtmﬁgebhecmash ini tovogdiffevent igshes. Provided that

dlg‘};sl g ﬂfgﬂlﬁ]rél}l%{ecg Wﬁ%& )g‘}%e'htem | C%Oes(z C%ﬁ{o%&rthe wired
Sbibsd?ﬁ‘é Yk %y% oﬂﬂ?ﬁtﬁ@@ﬂ"‘on SHte, baEklgn0f ccfr@ hetwmbrkg ete.), the
el enents can be used
two separate meshes can still be considered a single logical mesh (or a multiple
of them) which allows all original network configurations to remain in place.
Hence, two or more physical mesh networks could be considered as a single or
multiple logical mesh(es), regardless of dynamic topology changes. This
concept can also be implemented to keep the set of rules applied to different
network nodes independent of the physical network topology by considering
the logical configuration and/or connections instead of the physical ones.
[0051] Figure 5 is a flowchart of a method 500 for separating a mesh
network into multiple sub-networks. The method 500 begins by determining
the state of all the nodes in the network (step 502). A determination is made
whether a trigger condition is met to separate the network into sub-networks
(step 504). If the trigger condition is not met, the network continues operating

as a single network until the trigger condition is met. If the trigger condition is

met, nodes are selected to create a sub-network (step 506). It is noted that
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[0047] (1) One or nore state-nmachines / databases in a
node to keep track of the node's current attachnent.

wo pooa/oproes erred enbodi ment, each node takes caP@r/v8200%/623210
own state machine and attachments, informnng other
nodes vi a signaling whenever the state is changed. In

th trallized
R ot Yo o e BAG GBS WAl oDl Bl e

el 631 Uk ds@fiydaaphe. @ change in state is broadcast
to the entire network. . In thgkhybrid
F

dPQpdler rafbe rmpkiple foHRRFVETES, aXe 44 ﬁ%%ﬁ:]&?%gt@%p\%ﬁdc pyill
!CGIIG{I{I§ td %éﬁfe:%%ﬂﬁ%euﬂ@gﬂé unfllial Rstohe conditibslisaney (!5 10).

IS preferre ere areadvantages associated with the
déthe edstaregonditiodiis tyet Hieaduliinie sule-netsvordke yaHdergcypbined
t.he specific size o he _pnet wo

dﬂ%’_r 88‘? RSHTOr E & &’é’t Iéﬂ)A%n@ ottr111§ Jzzallalsé t}é(gig EL%%E@%% (e Sl As
QesériBeddbveimantipsle ciibgeid @uibegsedro Hateirminewaheith recombine
performed in a source-base, hop-base, or central-base
fthesubretwRELS. att er bei ng performed at a master node).

Ea@@é% (2) TRE ANRLOIHIESHA AT cBE LURSEH HOPasettidd with any

“Wreless interfaces, all possible protocol |a ersL
ttypé of oneshondtmorkhddemdipot nelglimited tor 84234 NEE as

or. f e at.e,change th '

o b 7 a5 Rt bl B3N, Bl e bon 15

dﬁ%pgm%ggnEﬁN&gguce attachnEnt. [POSO] The

sub- net wor ki ng concept [ [

S0 | o5 Tiibeiiis adysk dargi Bauacpp e fiete imploment
Sh&idlod BOPNTRE LY S0CFRRNNRS altRRl RYIce®02, 40h@chment list

ynam c system environnent, novement of the nodes,
eb(t, aTtriigger alevite G6s en tatitachmiegit Wevicady, adrenymitiarapgeiver

disconnect at a tal i nt . whi '

S epg aienfe BR2  The BR A B A W bl spate of

tmé}%th%dde?oe (b.8., Bctivé, FeRBUirStahdbybehdernmiinécatesthe state of
S e

.g., th h th i d
ot modsu 608 osie: g chmRanirith 604 and " (ha: traeer dsyies,008. The
t Q&aéﬂﬁ HERA6dk Co 1iSHT aBlor the RBef AAEIsABAEhedode 600 is

singl'e Togical nes or a multiple
currently attached to and the current state of those nodes. The trigger device

606 is used to determine when the node 600 should leave the network that it is
currently attached to; this determination can be based, in part, on the current
state of the node 600. It is noted that the trigger device 606 may not be
operable in all network configurations, particularly in a network where the
decision to form sub-networks is made by a central entity.

[0055] The attachment device 608 communicates changes in state of the
node 600 and whether the node 600 is going to change networks to all of the
nodes in the attachment list 604. The transmitter/receiver 610 send the
changes from the attachment device 608 via the antenna 612. The
transmitter/receiver 610 also receives information regarding the state of nodes

in the attachment list 604 which is constantly updated.
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of them) which allows all original network

configurations to remain in place. Hence, two or nore
w@bysiocabks mesh networ ks coul d be consi dered asPEI/BF100$/€23210

or nultiple |logical nmesh(es), regardl ess of dynamc

t opol ogy changes. This concept can al so be inpl enent ed

t ep th et I [ i T

B0 e R Gl g HpieCRRY Rt e mi pt celoh are

aleseiibkeY imghe herefergid ambodindéngs riat payhicalad/ epmbinations, each

connections instead of. the physi ones. [.005

drg omelemegs s pe ek alge BT She BRET fet e ad gloments
RS HrBRE VR KmbbliRndRib) dPirevetibudesmbinksiond Reithrer hithout
500 begins by determning the state of all the nodes

i athehfeabateaonkd qlements3dihe presgat BYVEPHAR] on i s made

whet her a trigger cgondition isxnet to sepakate the
network into sub-networks (step 504). If the trigger
condition is not nmet, the network continues operating
as a single network until the trigger condition is
met. If the trigger condition is net, nodes are
selected to create a sub-network (step 506). It is
noted thatnmultiple criteria can be used to select the
nodes that will be part of the sub network, as

descri bed above. [0052] The nultiple sub-netwrks are
created (step 508) and will continue to operate as
sub-networks until a restore condition is nmet (step
510). If the restore condition is net, the nmultiple
sub-networks will be reconbined into one network (step
512) and the nmethod term nates (step 514). As

descri bed above, nmultiple criteria can be used to

det ermi ne when toreconbi ne the sub-networks. [0053]
The net hods descri bed above can be used in connection
with any type of nesh network, including but not
l[imted to, 802.11 WLAN (such as 802. 11s), 802.15

Wi rel ess personal area network (WPAN, such as
802.15.5), and 802.21 networks. [0054] Figure 6 is a
bl ock di agram of a node 600 configured toinplenent
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the nethod 500. The node 600 includes a state device

602, an attachnent |ist 604, a trigger device 606, an
wa@eaaokmesnt devi ce 608, a transnmitter/recei verPGL0S20851023210

an antenna 612. The state device 602 nmaintains the

current state of the node 600 (e.qg., Active, Passive,

or Stand-by) and conmuni caldAl state of the node
V&gﬁgm% hg ttachment list 604 and the trigger device

(% achnent list 604 contains a list of all of

t he ot heA metes] fdratredtives sutee®00ks $n @uwireless ynesh network,

attached to and_the current state of those nodes. The
cqmprigiag thesiePs %606 is used to deternine when the node

600 fhoshhinERUEtHRR tRgE¥Rdoh it fob treatingursubatelwork exists;
attached to; this determ nation can be bﬁSEd

on t%&ecmgrmﬂessmaﬂ@ wesh netwokete orpate ¢ ?§uh6’(e§%f°‘f&i§néftthe
tlitji%%rtcg)l% gl%r eg{%\égcqld(i% may not be operable in all

fi gura Ions, particularly in a network
wher @eitiftg tlecssh- natvarkfvatinseisplededmodes.i s made by a
central entity. [0055] The attachnent device 608
comuni cat es changes in state of the node 600 and

whetfier e HREoPAeordingtiondain® 16 ketgeineHerbriggert @ndition
all of the nodes in the attachnent |ist 604. The

indledesm thomgerin condisions ip themesh Retwetinges from t he
attachnment device 608 via the antenna 612. The
transmtter/receiver 610 al so receives information _
r egag di ngridmetiiat sccofding deslaim 1, vhexeinatdierteigger pentdition is

SPRAELEY RSP AL TR PREB IR Aot | on ar o

described in the preferred enbodinents in particular
conbi nati ons, each feature or el enent can be, used

al oné. (V\AThﬂJmeth%a@Pﬁiéflg e slaimel veheyeln) dedmisgepcondifion is
ref inations with
Pe% ?({1%1%%"1@)?1%@%? ?%Pgée gngl\éa[ﬁg%ye%?s of the present

i nvention. CLAIMS Wat is clai rred |s 1. A nethod for
ggengtéil Q?n'jgllile? n ]g(\flgélg(c%s 1ng%o C alm er{%1tht}{]eeigrlv\éogre1K condition is

generated by a subset of nodes in the mesh network.

6. The method according to claim 1, further comprising the step of:

determining a state of all nodes in the mesh network.

7. The method according to claim 6, wherein each node maintains a

record of its current state.

8. The method according to claim 6, wherein each node signals its
current state to other nodes in the mesh network.
9. The method according to claim 6, wherein the selecting step includes

selecting nodes based upon the state of the node.
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determ ni ng whether a trigger condition for creating a

sub-network exists; selecting nodes in the nesh
wWmeirsn11028 0 create the sub-network if the tri gper/US2005/023210

condition exists; and creating the sub-network wth

the sel ected nodes. 2. The nmethod according to claim

1, wherein the trigger condition includes a change in

con i o [ . . A ORLR .

accgirofili ng%leéﬂ %tlﬁlg(lqr% O?HW er \é@%l%% %’gfut rigger c%gna% J%}ileosr%erl)ss()f'
genatietéreainkye whethetr matestora comditipnientsts;mndhe nmesh

network. 4. The nethod accordi.ng to aim1 erein

t he R SO BPTTaRe, Bt itile ety %Tﬁ’d”éﬁ@ g’ restore
chstiomedstsd N the mesh network. 1 5. The nmethod _
according to claim1, wherein the trigger condition is
generated by a subset of nodes in the nesh network. 6.
The et h i eRich 16, W8 BRMRIstGe@ndition
t he gepﬁg’fﬁgg{ogr%gﬁlf&rgrglg ggg%yéélel%w al | nnodes S_i n thg TTO
ifdhedesthé wiesk nefvorkhetumtingth acmnditdémpriovtothaitrigger condition
wherein each node maintains a record of its current
e¥f4P8. 8. The nethod according to claim6, wherein

each node signals its current state to other nodes in
the nesh network. 9. The net hod accordi ng tocl ﬁi m 6

wher b2.n {Fhe methodricenydingde claie Lgdereiniagiade san helgag to more
based 0 state of the node.10. The net hod
t}é%ré%rrl%lylﬁngjﬂ?mgkai m 1, further conprising the steps of:
determ ning whether a restore condition exists; and

conbi ni ng_sub-networks.into,a single nesh network, if
the Fst obhe Bemptacesding toreliimy §, Whareh (iendde S chapee sub-
nbBr&l@iaah tipdber ei n the restore condition

14. A node for use in a wireless mesh network, comprising:

a state device, said state device maintaining a state of the node, the state
of the node relating to activity occurring at the node;

an attachment list communicating with said state device;

a trigger device communicating with said state device; and

an attachment device communicating with said attachment list and said

trigger device.

15. The node according to claim 14, wherein said attachment list

includes all other nodes that the node is attached to.

16. The node according to claim '14, wherein said trigger device

determines when to form a sub-network.

17. The node according to claim 14, wherein said attachment device
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i ncl udes the nmesh network returning to a condition
prior tothe trigger condition existing. 12. The net hod
wa@ewendiorsy to claiml, wherein a node can bel oPQI/US2U05/€23210

t han one sub-network. 13. The nethod according to
claim11, wherein the node can change sub- networks at
any totifies ofiller nodesde themesbaetyyork of 2 eharge inpside state of the
éé%mnék, conprising: a state device, said state device

N9y APSi ning a state of the node, the state of the node
r el abidiges theaghiesi dhbthectoddsna thie hesh netterkamd records the

attachnent |ist conmmunicatjn i.th said state device;
statesrof §he ptheawodes iy r‘i‘iﬂi?&i’-}n%&%{] h said state device;

and an attachnent device communicating with said

attachnment |ist and said trigger device. 15. The node

accd&di nghecaleaiaronting whetaiinlGavhersin saamede cap belong to

i ncl.udes al | oﬁper nodes that the node is attached to.
mpge TR e SIP-Bt 0 i ng to claim 14, wherein said

trigger device determ nes when to form a sub-network.

17. The node according to_cl ai 4, wherein, said
at t e e GSREEITY Wliher, ol Fit B focpange sub-

: change in the state of the node; and
n?@%ﬁ?égggé%gu§$ates of other nodes in the nesh network
and records the states of the other nodes in said
attachment list. 18. The node according to claim17,
wherei n the node can belong to nore than one
sub- network. 19. The node according to claim17,
wherei n the node can change sub networks at any tine.

-13-



