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WD 2008/ 059465 PCT/ | B2007/ 054678 SECURE FI NANCI AL
TRANSACTIONS 5 This invention relates to electronic
wo 2evatnsd4ed transactions. More particularly itPCPIBNER0S4678
to a financial transaction nunber generator, a carrier
for an algorithmfor the generator, a nenory nodul e
for use with the generator, a financial institution
processing facility, a nethoed of conducting a
financial transaction, a nmethod 10 of processing a
financial transaction, and a nethod of facilitating a
fi nanci al trﬁ%ﬁ@ﬁﬁfﬂ”%#iﬂws&&'ﬂ%%g to the
invention a primary account nunber ("PAN') of a
conventional credit or debit account with a bank or
other financial institutionis 15 enulated or
si mul ated, which incorporates, in encrypted form the
actual account nunber . The sinmulated PAN nay al so
i ncorporate an anount to be debited from that

ancrypt b Ripar A 5 SRTPTg BaiAgrER aoRs  More

parB@Ed B reRitdietd av ahdrididPANnsdfivnastiBér geearHRdy, AUSHPeSr for an
and the transacti on anbunt are thus enbedded in the

aloQifth faF Hie eGratehe SiemANaMAguisoiopARe ivdtht tﬁ@rgeﬁﬁf?é%rsﬁélﬂ‘anc'a'
mstﬁthﬁ?%r%Eééé@wgf ﬁaﬁlﬁt")}c!a %etﬁé@@ﬁ&ﬁbh@tﬂwd é‘flﬁéﬂfﬁ‘idl %hé‘écﬁon W fethod

he 1'ssul ng knowi ng that it Is not
of PWSW*@ %lﬁmabplﬁi dteasantgnt andr @ methns @écfla9lbﬁaé@ig téb financial
trar% Bffdrfe t he enbedded account nunber and the enbedded
In one application, a transactor wishing to
effect a financial transaction, gener ates a sinulated

£ r om v RE iEbpbinscotnd IRRNEL a Puafy §Eedlo Bimber EPan

of @ebm'ymsnaleredus oppkbie acedung vatht dl@ask o lo#iez dindAblaRingtitution is
anount of the transactl on in a conventi ﬁnal mg
account

emh\”ﬁ%j Batiniaten hiahy WRAIRPIAIG] P oenERYPIEE dofi

nuriberch ToRvamdlaved PARSHaY ldd inkSrpbRse 'aﬁséfh&%tbtérﬁé ddlited from
aut horisation. The issuing bank then extracts the

thabagreddied TAES o@ih ECeRHMD BHMBEH 285138 EeRH M R BN CrYPieH edrlgnapped
into %@frlny&ﬁ o?@%‘wmﬁﬁj gg@é’@tto 838G, LAR SARP! R AIRHALcRAEnumMber

and the transaction amount are thus embedded in the simulated PAN. The simulated
PAN is then processed by existing financial transacting infrastructure, with the issuing
bank knowing that it is not a PAN and that the appropriate digits are to be decrypted to
provide the embedded account number and the embedded amount. In one
application, a transactor wishing to effect a financial transaction, generates a
simulated PAN and supplies it to a supplier of goods or services from whom he wishes
to purchase said goods or services. The supplier enters the simulated PAN and the
amount of the transaction in a conventional way. This data is then transmitted to an
acquiring bank, which onwardly transmits it to the issuing bank for authorisation. The
issuing bank then extracts the embedded account number and embedded amount,
checks that the embedded amount and the supplied amount are the same (as well as

other conventional checks), and if they are the same authorizes the transaction.
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30 ot her conventional checks), and if they are the

same aut horizes the transaction. WO 2008/ 059465
wWEQNBNBRAD7/ 054678 2 Those skilled in the artP@i/IB2007/054678

appreciate that, in nost instances, a transactor is

required to provide an expiry date and a card

verification value ("CwW"). Either or both of these

could al so be sinul ated and2used to encrypt

infornation Further, those skilled in the art wll

aware that a bank identification nunber ("BIN') is

Thc&@o‘iﬂ”&@dﬂ the ahwilkapnsecigigripatofn mgstyngiaReesna tiamsact@y is|required

to PP (Nléjé ar‘?%x;lt) éié‘%tﬁd‘é{'éaii’d %Pﬁlcé 'ﬁe sggﬁr . EFthé’Mdr bboth of these

accor p(gr ecl at ed t
couichalge rb@tswan@teot piashie emcafméa&@rmﬁlgn ﬁmrtbarn ﬁhqsel%sﬂled in the

art w(lzllczdgr%lﬁanrlgemﬁét%vﬁ%k |8 %@2} r?B{}ﬁéIIRI veh O(Wjed]qu thTJWMEPS part of

1 on 't her
a PANcaricdeis veill stili hfeamelcabe witanisasitnutatechBAber generat or for
generating a uni que transaction nunber, in which the
transacti on nunber sinulates a conventional credit or

debit car dill pecarainglyabe oappredistetiethagnbe | su2QfiobRlMEmMet and
t herein an account nunber of a transactor. 15 The

telepapis KrRTaCHS 41 %“?LH%roWﬂ'd?edf@r?‘f?dt Re Wﬁﬁ@é@ﬁ”&‘fﬁ”“on
nunber a transaction anount. Further according to
this first aspect of the invention there is ﬁrov.i ded a
met hod dhugoaenedingido & fiish 4aReal of tthariRitiPG rihevei ishprovided a

finandRl HARSaBHBAGH, @Be‘?%e?&ﬂo?‘ Eﬂerat?lﬂg ye%eﬁgng&%ﬁin%ﬁber,

an account nu ed therein,
in wbissi thiey fransadion nwmbﬂsau:mwlahesammlvenfrdﬂad; asfitcr dgbit card

oy SEATIR nBEL S RBapl ARGRUED bl Blfer o o
trarrsacirpt of such a sinulated PAN by a 25 suppl i er of
goods o%aserV|ces The sinmul at ed

el y TiFSBERTRGT PG AP | ROyBPite dnalte. TARSEH e, nygber
trar@efiéh emeLhh existing transaction infrastructure it

may conprise a string of
Further according to this first aspect of the invention there is provided a
method of conducting a financial transaction which includes generating a simulated
PAN which contains an account number embedded therein, together, possibly, with a

transaction amount.

This aspect of the invention extends to supplying such a simulated PAN
to a supplier of goods or services and to the receipt of such a simulated PAN by a

supplier of goods or services.

The simulated PAN may be in a humanly discernible form. In particular,
in order to operate with existing transaction infrastructure it may comprise a string of
numeric digits.  Those skilled in the art will appreciate that the string may have
between 16 and 23 digits.
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nunmeric digits. Those skilled in the art wl|

appreciate that the string may have 30 between 16 and
WQ@008086465. WO 2008/ 059465 PCT/ 1 B2007/ 054678 BCTIB20€7/054678

skilled in the art will further appreciate that the

first 6 digits of the sinulated PAN will designate

the BIN, which, as explained above, enables the

transaction to be routed to3the appropriate issuing

financial institution, and to enable 5 the issuing

financial institution to recognize that it has

recei ved a sinmulated PAN containing the enbedded

account i [ o i

those  JUPTT e hf o AR Wit BFBELte BePHIETSYp dots of the
simutgéad AN twihfdasignats the d5INd Wieh, was [explaingdc Aleee. efiaglas the

The, P, r - LauUe: ;

rark Aol RO AP oo FE el R EHP BT EHA%b enavie
theniesuise douenda ipsiitntiprptovecedizeaihit iti nes rddeévedga reimaltbited PAN

may. thus utilize a suitable encryptign algorit t 0
corfFtinn b &asrtAE «Bedith jieR BB AR setionta By ite S those
skilleadn gred &d wilb@yRecihieahginie Y4t efbitse qhie Bietularay PAINs @ill be a check
_include a transaction anount. Further, as indicated
digibpove, the CW and/or the expiry date may al so be

simul ated and i ncorporate encrypted information. 20

The generator may incorporate an electronic purse, the
t r ansactlnenPANngRIAraBEIMMY GUBRlY c’l URitbIe sevearenAfadiaigs which
' - si mul ,
g S RURES o, T B P A o RV 248 tme. The
generaibic andyorthuesf uiiliee iadenitally erferitoieni alperitbied ipgyedde a unique

encﬁgollféd ?_)%qq‘ Hgggg%@%g_ may pronpt a user to enter the

hunber of the intended payee, which
is then al so encrypted and enbedded in the sinulated
PAN As indicated above, the encrypted sequence may also include a

transaction amount.

Further, as indicated above, the CVV and/or the expiry date may also be

simulated and incorporate encrypted information.

The generator may incorporate an electronic purse, the transaction

amount being debited when the simulated PAN is generated.

The simulated PAN may also have embedded therein in an encrypted
form, an indication of the identity of the intended payee. Thus, the generator may
prompt a user to enter the name or an account number of the intended payee, which

is then also encrypted and embedded in the simulated PAN.

In the event that the simulated PAN is intended for use by an

intermediary, it may be provided in an intermediate, encrypted form as an
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In the event that the sinulated PAN is intended for
use by an 30 internediary, it may be provided in an
WO pi0gosEes at e, encrypted formas an WO 2008/ 0580ABB32007/054678
PCT/ 1 B2007/ 054678 4 al phanuneric string, which
requires a one-tinme password to decrypt it and provide
a usable, sinmulated PAN. The internediate formis
then supplied to the interngdiary by one channel, and
t he password by a different channel. The generator may

then have a facility to provide either the sinulated .
alplrEyMesrict Héng. e ERAUERS af FeH T PasHPrd\ip tdecEwRE itzand provide a

usa%fée sﬁﬁdf&ceem‘oﬁ'ﬁe wﬁé‘r?rﬁé?ﬁd’te fdrhﬁsgﬁé]?&?éﬁ%d Eﬁibhetlﬁl%ﬂnedlary by

al so have tacil to receive termedi ate form

onexginnake ap@w/maaswo oy qiffarend oalapvrrﬁn ubfer genesator mgy teerdhave
a f#ﬁ@yljogﬁ?\ﬂde letﬁe §|'n{nigt%g %A\ND& elr é%b%‘tiaﬁ% ?orqgf’ogé%gﬁgith the

I 'on “nedi um e speci
onestime pasaabr@ANurtidn the gefnerd{ter wiapthant dso RAN atqcilmnloyrebe've the
devi ce a teleph

'nte{msﬂ@ﬁ%cﬁo”arﬁr@% RS ﬁ@grryﬁg{h %‘P@é’é@?r@ S aQr‘?y'or8¥"]'e a

usabltes®ulatddPANMRY al so be enbedded in the si mul at ed
PAN. The generator may include an electronic
processing device, a menory 15 unit, an input device

for inpgykhég & ;Bé?ﬁirt%‘éf trfa%a&ioﬁ' mébﬁﬁn?%gﬁhb@%ebhéd |n the

transaction anount, and splay for displayi

simglafad RANG B, if [the gimulatae Pzﬁﬁ‘bﬁ@dl%‘d)é@e tsed With@ p S dewce at
an ﬁ\?‘MEV@ L %ﬁ;ﬂgﬂk t%ﬁ%@@trona&% it W&ﬁé{_ﬁﬁér&%cﬁdr\g% 'ahi'g{/ these,

menory unit ener at or
thisbreayaalso be lemtubelded & thersimpalatedANr , a m)bl | e phone
handset, in which case the nmenory unit nay be a
subscriber identification nodule (SIM. It will be 20
appr eci ahedyenbedtor Ay tifstudey am teldctrahic orocesing cﬁd’\mﬁ hOmemory

di cat f th t ended
unit, BB RP S SYcel it EPHEER A kB ik A PERGind R Gingaction
am8SROGHBA @%p%&@Méﬂaylﬁ@ﬂ{eOélmWaﬁéfﬁANo Iﬁ\Dlﬂ%bfa)pP?emated that the
artl cul ar transaction nmedi um fected

re'ayalat %Unhﬁwbg@@n@@%ﬁﬂcrmptﬁﬁ‘l %igor'twnt W'”é%ﬂ slamckein the memory
uniP TRERfeR @S 1ALy BB RUR obiRehaia §iPNaHETar, a mobile phone handset, in

which case the memory unit may be a subscriber identification module (SIM). It will be
appreciated that, in the event that a user wishes to include an indication of the
intended payee; and/or requires an intermediate form alphanumeric string and
associated password; and/or wishes to specify a particular transaction medium, this
may be effected via the input device and display, with suitable prompts and/or menus
being provided.

Accordingly the invention extends to a memory module such as a SIM
which has stored thereon an appropriate BIN; an account number; an encryption
algorithm for encrypting the account number and a supplied transaction amount to
supply a simulated PAN which incorporates the BIN and an encrypted sequence of

digits in which the account number and transaction amount are embedded.
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25 Accordingly the invention extends to a nenory
nodul e such as a SIM which has stored thereon an
wappsofHsat e BIN, an account nunber; an encrype¢DmB2007/054678
algorithmfor encrypting the account nunber and a
supplied transaction amount to supply a sinulated PAN
whi ch incorporates the BIN and an encrypted sequence
of 30 digits in which the &account nunber and
transaction anmount are enbedded. WO 2008/ 059465
PCT/ 1 B2007/ 054678 5 The invention also extends to a
carrier for providing the generator with the
encrypt irfg iAldh@bh LY e%@fﬁcfshtohé‘%altn'%? fc?r’kg{)\y Blhg%‘e generator with
algorithmtherein or thereon, prefera
thewgndiynties algedbnt \Mfmnlméas &ﬂﬁ@cwnmtalg@ﬁtkmrthﬁ@m or thereon,
n itating a financial
prefei%tﬁgg%t h%r%twvélggﬁ?%é#@ﬁ%érrypt ed financi al
transaction nunber that sinulates a conventi onal

s i ncdPBor v LAPLeERs d6ca et e cfHtgd s anci

trarfse8itsaat avhidts sgepetrgbdied manaial redmsacionr numbecthat simulates a
i ncl udes 10 Prow ding the transactor with a

corygifiang! Gisrt T ARt ?W@ RGN FEEN SUBLELART Whl?ﬁrﬂ?ér'x%eorated

the@ih 8M&ERINt ATMBLIGSTS tdHBasloP fsed%anH%é(? b{/‘a tr%'n%étérr Whichtif@udes
i nvention further extends to net hod” of facil |tat|ng

proydingi the rieangacter Mﬁ@m%mprvmwml% whigh Bag thgptragsactor’s account
ial ' S{‘gg&{ simulates 15 a
nurﬁbé}aa'ﬁ?j i eﬁcfﬁﬁﬁﬁ% dtoﬂ tthtggaﬁ‘ltij primary account

conventional’'cre
nunber and whi ch has |ncorporated therein an account

naroer, Shfgh P35 yFTSERRE B SRR B <

finadciabarisastiorbrwisod aarnenypteddinancal edrgacidrihmamiér that simulates
Further, accordin 0 a secaond aspect of the .

2 SOERtaigh e Hebl, G Bamay (ceamti BEmPRs (andcrhign has

mcd&b@r‘é@é‘iﬂh@ﬁalrﬁ @ﬁ'dcbbuntfrﬁfmwr%%&%ﬁégct@r fd geeeatall by a transactor,
transacti on nunbe

which includes transmitting to the transactor his account number and an encryption

algorithm.

Further, according to a second aspect of the invention, there is provided

a financial institution processing facility for processing a financial transaction number

that simulates a conventional credit or debit card primary account number and which
has incorporated therein an account number of a transactor, which includes

an extractor for extracting from the simulated primary account number the

account number.

This aspect extends to a system for processing financial transactions
which includes a financial institution processing facility as described above, together

with a financial transaction number generator, also as described above.
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that sinmulates a conventional credit or debit card
pri mary account nunber and which has incorporated

wao b@sesrenn account nunber of a transactor, whPCHIB2007/054678
i ncludes an extractor for extracting fromthe
simul ated primary account nunber the 25 account
nunber. This aspect extends to a system for processing
financial transactions whiéh includes a financial
institution processing facility as described above,
together. with a financial transaction nunber
gener at ill figthep ageordidg dp ithie @sae b thesinvertiorp tsre sorgsided a

mefR&d/ok ??&gz ifP4@h8ncid t@n%éc‘:tloﬁu\'ivhllﬁﬁﬁncﬁ%%r ding to this

aspec the invention, there is provided a nethod
of rpeaidegsing oatensihlendinanciek dransectiom, nudberh thaicIsirdelstes a

cont(/gr;ftﬁn\sé’ Qr%f:l@%r 8§B?E§rjdﬁzlvene“/ n"fllnanrb 3%&%%‘“ Héléqp%{rporated

ates a cr edl
thenmiri t: g yccammbmmmtmnmjea teemﬂ;amﬂor dbgdiber witb oa peqadstdo &uthorize
N .an acco unber of a transactor together
payme(nﬁo ald8 (FERRU thorize paynent of a deal anount;

an daxaa&trr@dtdnm the §|mma‘téi£pl‘&hﬁrly|a@b@djt PILTRF sheageoumtinumber.
nunber the account nunber. The sinulated PAN nmay be
received via a conventional financial 10

comuni Gaki SimuRRENOP AN ﬁﬁ%\ty' el @RERED 2RRVE: cINBNIMNY financial
will have a BIN incorporafed therein, the renaining

congngnicatiopfnatwerksi mul at ed PAN bei ng decrypt ed. Thus, the
system may have a separating neans for separating the
encrypted digits fromthe BIN. Further, if the 15
t r ansactAsdndigated reboli@sthal BAN yekk haesar Bidt edorpokated therein, the

gy Bl B AR BSRAR Bl bR IRSRE oBRmay have a
sepaxalingymdarmfdnaseaaaitmg the emcryptetlitigite droan thec BN .aiFurther, if the
tran%ggtwrp etlr%gur%trﬁa%ra o) l)een e%cbr?&eg,rt‘ﬁe%e%%pﬂr% We%tng%lso decrypts the

transaction amount.

If, as discussed above, the CVV and/or the expiry date have also been

simulated and contain encrypted information, they are also decrypted.

If the simulated PAN has the transaction amount embedded therein, the
embedded amount is decrypted and compared with the deal amount supplied in
conventional manner, by a comparison means. If they are different the transaction is

refused.

Similarly, if the simulated PAN incorporates an indication of the intended
payee, then this is also extracted and may be compared with payee details supplied
with the simulated PAN in conventional manner; and if the simulated PAN also
incorporates a specified transaction medium, this is also extracted and a check may

be performed to see if the transaction medium used was correct.
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20 If the sinmul ated PAN has the transacti on anmount
enbedded therein, the enbedded anount is decrypted
waewsosmpared with the deal anmount supplied i nPCT/IB2007/054678
conventional manner, by a conparison neans. If they
are different the transaction is refused. 25
Simlarly, if the sinulated PAN i ncorporates an
i ndi cation of the intended 7payee, then this is also
extracted and nay be conpared with payee details
supplied wth the sinulated PAN i n conventi onal
manner; and if the sinulated PAN al so incorporates a
speci fi q’ﬂetéﬁfb?rﬁ% haP TR HtofddbSmioBndlf0 shg ARk Mmulated
and a check be per orne to see
PAN rSath@blmweobeerretﬁcamed,s@rdatwagstdbe m@typtmmwe@wm&of and a

2 7 I
coril sbPRALT 367 ElmpRd T TR "HWRES, PR ol IR EEGvprec
compment teyeady wilh stoem; sintuteted MAN p{@dhe stgret entryptedraafponent
thedd 18,0 rison Eﬁeéﬂg @or co r|n a received
CSOMIP APRYC PR & B f r’%\f% 388 8A&ht t her eof)
with stored simulated PAN s (or the stored encrypted
conponent thereof) to ensure that a sinul ated PAN ma

onl'y be BEANGAFE] 19 #PRE0YG0 A8 AUNURANY iguPelRetIo hacquiring

barﬁ%r@Euﬁﬂb# NgdRIsHHRBHIG@E 4 @RB a%%%ﬁnété“&bco@ﬁﬂ& tAE t@nsactor
uppl i er of goods or services and the appropriate

is débm\ﬁlﬁh e traneagtioaraB@4r 10 is debited with the
transaction amount. The invention will now be
descri bed by way of non-limting exanples, 15 with
reference to the acconpanyi ng di agrammatic drawing, in
which: Figure 1 shows a first inplenentation of the
i nvention; Figure 2 shows a second inplenmentation of
t he I nvaheiioventianavill ﬁb@ttreedé’scmbGMyaNaber ¢hon-limiting examples,
ement athl on of the inventi
W|th r erence to the accompanying dlagrammatlc drawing, in which:-
Figure 1 shows a first implementation of the invention;
Figure 2 shows a second implementation of the invention; and

Figure 3 shows a third implementation of the invention.

Referring to Figure 1, a first implementation of the invention is shown.
A transactor wishing to purchase goods from a merchant has an generator in the
form of a mobile telephone 10. The telephone 10 has a display 14, a key pad 16
and a SIM card 18. An application has been loaded onto the SIM card 18 to
provide a simulated PAN as discussed above. Thus, the SIM card 18 has stored
thereon the transactor’'s account number, a BIN, an encryption algorithm and a PIN.
The transactor enters, via the key pad 16, a request to activate the application,
together with his PIN, and then enters the transaction amount, using the key pad 16,
when prompted to do so via the display. The application then generates the
simulated PAN, a CVV and an expiry date which are displayed on the display 14. |t
will be appreciated that the telephone 10 and SIM card 18 provide a virtual credit or
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20 Referring to Figure 1, a first inplenentation of
the invention is shown. A transactor wishing to
w@orosia®es goods from a nmerchant has an gener at PCT/IBROOHES4678
formof a nobile tel ephone 10. The tel ephone 10 has a
di splay 14, a key pad 16 and a SIMcard 18. An
application has been | oaded onto the SIMcard 18 to
provide a sinulated PAN as di scussed above. Thus, the
SIMcard 18 has stored 25 thereon the transactor's
account nunber, a BIN, an encryption algorithmand a
deli|qard. The transactor enters, via the key pad 16, a
request to activate the appl ication, together with

his PIN, and then enters the transaction anount, using
t he key Tpadransactonmeadspownpe soAN othgoCYY arichthehexpiry date to a

cheliRh Besol ERBILER! bR RR1AEAS LRSS nf B Aebos)
dewmé@itsgﬁtag/r wih the d@él wmblmlbe 'Iéhq)slawlateédml‘ﬂlas chd;rEked by the

POS O 28049 GBS TBLYIA B BBIETES! § St EngaPe Simuiated

PANheWW ans agpiey darad@datt ddae aRdiint,tdie tkav¥mast, tif@onventional
expiry date to a check-out person who manual ly enters

map tpém%mq_:ha@,t §REIUINNG BBk B iR a@png%t@n@tf@nmaé network 24.
TIEEN b rﬁgﬁbérﬂ\gﬂ \’tﬁarntlﬁ‘éé fhetikg)rgﬁf?dte MY bankhs ﬁbm{hétmﬂ and

PAN i s ecked é& evi ce 20to ensure that
forwarge kheisgnulaterdd? ,fthesC‘é\eSrané@Xpamiatqa@nguthald@abamomu\lto the

issﬁqn@%ﬂ %(p' r?‘h@'%&n 'B%nkgfe deg! aWBmﬁgﬁoﬁHn&ﬁgﬁe 28. a

n conv er to
ProaETRor BD md@a&rm, undti 32.a Tdfmmmnlalt&maANf CNa/rmmexpiry date, and

24. Th Ui rir 22 i1denti e
the DEANSICHOE bind R, 3FE URRAS 85 e AroR&SAE 190, Fhich] Separates the
endrgpteerpist froe $rnem$iram|atédPANN thev QAd arpinexiate.y ddhes is then
and t he deﬁ%(g unt , t he. issui n bank

COMRAGH Nt rPé%V'%U o FREGHEE T |%‘dréq$f'§€bh%‘€>e begn stored

in tR& @ﬁﬁé@@ﬁn@QZ angir SRy ﬁﬁ@mqltﬁlé bndRas 'ﬁB?p@'\/W%@tt@én%@d it is
nd expiry date, and_ the transaction anount,

aciagiipl iheatared e 1t 9B6 SEOHOERY heRs HOSLPRA i G6acher the lst then
theglgé;ﬁgﬁ&Fﬁﬁg F?I@iys?{jl gﬂ@éﬂ%pﬁ'bﬁﬂﬁt@%sg&\'w SOAY 180 BXRIifG bank
22 and then to the merchant. If the string has not previously been used, it is
decrypted by the processor 30 using an appropriate decryption algorithm to extract
the transactor’s account number and the embedded transaction amount. A PIN or
other identifier is not required by the issuing bank. The embedded transaction
amount is compared with the supplied deal amount, and if they differ the transaction
is refused. The processor 30 checks if the transactor has sufficient funds and if so
the transactor's account is debited and a conventional authorisation is supplied to
the acquiring bank 22 which credits the merchant's account and informs the

merchant that the transaction has been effected.

The SIM card 18 may operate as an electronic purse, in which case the

purse is debited with the transaction amount when the simulated PAN, CVV and
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15 conmpared with a list of all previously received

numeri c strings that have been stored in the storage
wW@RioB/03265 1 f the string is unique and has not PCT/IB2007/054678

previously been used, it is added to the stored |ist.

If it has previously been used and is stored on the

list then the transaction is refused and an

appropriate nmessage i s sent9to the acquiring bank 22

and then to the nerchant. If the string has not

previ ously been used, it is 20 decrypted by the
expyy Saksasrsuppliedi ng an approprlate decryption al gorithm

to extract the transactor's account nunber and the

enbedded transacti on amount. A PIN or other

i dent i f Referiing notFigegur adségpndhienplemeantagon satktheTingention is

r 0 to i e ' -

s B Bfloh A d gl Pan BRETts (HeCRAP e fishnd ™o, in his
impﬂeraeniandm dme geserapdrué2ds aTklaptqer ocrepsier v@lcit haeskibei dpplication

t transactor. has suff funds and if so_25 the
'Oa‘f'ercgﬂ”?é%?’b O groylooE AMyle e&e@&&ea(f Qﬁ%“séeg&%’\%ﬁt T%%&Pmp“ter 42

als@mhber%attherednSth@umisJaemr%caccbhm @ aber ithg Bk he2@ncryption
credits the nmerchant's account and i nforns the

alg%p@r@}ﬁz{t "eHadl- t he transaction has been effected. The
SIMcard 18 may operate as an el ectronic purse, in

whi ch case the 30 purse is debited with the .
t ransacWhan Beoliaisagies wishies © RYCRa]) IPRQe OICHYVigRE, Quoobtain

pre%r&ggéﬁg cf T ; %&QF/ Wﬁ]t%r%eg%ég%%%ed'g@sea 8fnfulated PAN,

I gure
CVqumldamnry daiecpwhish arasupplheshviagheilsterrsh éWni;o a servli ¢hoperated

o GRS RS P BB LS e B Rk e

forwaraput e tMlussmur’r@SammeeappTrheaham isohea dsdcoedle prodessed as
rovi de a sij mul El i scussed above. The
de%ﬂ%?@?veﬂ'th Eﬁfgr@”ﬁ‘éé" Y€l t hereon the transactor's
account nunber, the BIN, the encryption al gorlthm and
the PIN. 10 V\hen the transactor w shes to purchase
goods oln s@r§imilas, Magpneiht di seCHee IrANEAYIONZ A0@bnde f pRstducted

teIe%RﬁﬁEQlll)), 85 sh¥iA if Iﬁf‘gulré‘ﬁ.er Methis MEoIOFRAIRLESHE gehBH 8t i€dgain
a mobile telephone 10 such as that of Figure 1. Thus, the transactor supplies the
simulated PAN, CVV and expiry date as supplied by the telephone 10, via a
telephone network 50 to an operator at a call centre 52. This is then forwarded,
together with the transaction amount, in conventional manner, to the acquiring bank
22 and the issuing bank 26. The issuing bank processes the transaction as

described above with reference to Figure 1.

An example of how the simulated PAN is generated and processed is

now described.

BIN PAN CD CVv EXP DATE
6 9 1 3 4
):0:9.6.0:0. ¢ I [X  (...) MM/YY



CW and expiry date, which are supplied, via the
Internet 40, to a server 44 operated by the supplier.

W biog/05E63 hen transmtted to the supplier's acPui/IB20¢7/054678
bank 22, which forwards it to the issuing bank 26.
The matter is then securely processed as 15 descri bed
above with reference to Figure 1. In a simlar manner,
a secure transaction may beltconducted tel ephonically,
as shown in Figure 3. In this inplenmentation, the
generator is again a nobile tel ephone 10 such as that
of Figure 1. Thus, the transactor supplies the 20

1. @ieﬁybgﬁ\ﬁﬁg,%g{\é CW and expiry date as supplied by the
t el ephone 1 via a telephone network 50 to an

18igateatdn, can ke determioedtoydhgBINThis is then forwar ded,
together with the transaction anount, in conventional
manner, to the acquiring bank 22 and the issuing bank
LEBUSNRe98 A4 38y(nean& djgitecesses t he transaction as
descri bed above with reference to Figure 1. 25 An
exanpl e of how the sinulated PAN is generated and

—-—-pr-ocessed-i-s----now-descri-bed.---Bl- N PAN-CD-QN-EXR._DATE
306 9 1.3 4 XXXXXXI......... X(...) M YY WO

2. Grgate HeoBeiNpB#le 52007/ 054678 10 1. Cient USN = 3
bytes 1st byte = Fl, can be determned by the BIN 5

Let USN = 9876 5432 (nmax 8 digits)
- Use 5 years as the expiry-date of the_card - this is.6Q months, less 12 manths

__________________________________ 2.
O(toactaéertfﬂr fhEXcurrenf )f)a%ﬂesfof) Use 5 years as the expiry
e ddthes Ie&v&%w&h d8mQr11ih$ is 60 nonths, |ess 12 nonths

EXPDATE = TRXTYPE[2 bits].AID[4 bits]

WHERE:
AID [2 bits] = 00, 01, 10, 11
TRX TYPE [4 bits] = 0000, 0001, 0010, 0011, 0100, 0101, 0110, 0111, 1000,
1001, 1010, 1011

MONTH = TRX TYPE + 1 (+1 so that we don't end up with month = 0)
MM = Binary To ASCII(MONTH)

YEAR = (current year + 1) + AID (CCYY)
YY = Binary_To_ASCII( last 2 digits of the YEAR)

NOTE:

e MM and YY are displayable (ASCII) digits. These 4 digits are typed in as the
required expiry date into a terminal

e MONTH][1] = binary equivalent of MM (Result is always 1 byte)
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(to cater for the current year less 1). This |eaves
us with 48 nonths. EXPDATE = TRXTYPE[2 bits]. A D 4
whpaogps9465 WHERE: AID [2 bits] = 00, 01, 10, BAT/IHK07/054678
TYPE [4 bits] = 0000, 0001, 0010, 0011, 0100, 0101,
0110, 0111, 1000, 1001, 1010, 1011 20 MONTH = TRX
TYPE + 1 (+1 so that we don't end up with nonth = 0)
MM = Binary To ASCI | (MONTH)11YEAR = (current year + 1)
+ Al D ( CCYY) 25 YY— Binary To_ASCII( last 2 digits of
t he YEAR l? MM and YY are displayabl e (ASCI I
* di"GAE2] 7 é’@@’ﬂqlﬂY%?"t‘tsOféfrEeAﬁ y\@w'ngqthasceﬂ%y (Resyliiis alyvays 2
eégery date into a term nal 30 I\/O\ITH[l ] bi nary
I valent of MM (Result is always 1 V\D
8 i9tessBomuival B2 obith0s heing Deblted\@EmR{e@]ed: bi nary
eqw val ent of YEAR including the century (Result is

always 2 bytes) AIDis the account/wallet which is
3. GreategthecExpieylDate apgingealues (EDMV) (Here, we have space for

o 5 This $tep aft@dubes wrﬁérrwdm:ﬁrﬁaswﬁmitn@ méaktiiend (/E@I\Mt was
(Here, we have space for nore stuff Thi s

i Greaed) @savaldead VaifaHAR sethod thaf R ep{egﬁarrygtéyron the
t RaHniNgS

EDMV = 1DES( (YEAR[2] + 00.MONTH[1])[2]. YEAR[2]. MONTH[1].(YEAR[2] -
00.MONTH[1])[2].FF )

NOTE:

o A Static Key is used to create the encrypted block (EDMV Key)

e (YEARI[2] + 00.MONTH][1]) result is always a 2 byte value

e (YEARI[2] - 00.MONTH][1]) result is always a 2 byte value

e EDMV1[2] = last 2 bytes of the EDMV result

o EDMV2[2] = second 2 bytes of the EDMV result

e |f MM/YY was entered in incorrectly on the terminal then the EDMV will be
different and therefore the
encryption block will not be created correctly and the CVV match will fail

4. Create a CheckSum for the USN - (Diversified Key)
CVV = 3DES( USN[3].ULSN[2].ULP[1].EDMV1[2] )

NOTE:
e Use Triple DES, Triple Key, diversified under USN



10

15

20

25

30

created, as well as a verification nethod that it was
entered correctly on the termnal. 10 EDW = 1 DEY(

W@ XE8@5R55 + 00. MONTH[ 1] ) [ 2] . YEAR] 2] . MONTH[ 1] . (EWXB$28)7/054678
00. MONTH 1])[2].FF) NOTE: 15 A Static Key is used to
create the encrypted bl ock (EDW Key) (YEAR[ 2] +
00. MONTH 1 ]) result is always a 2 byte val ue
(YEAR[ 2] - 00. MONTH[1]) resw@t is always a 2 byte
val ue EDW1 [2] = Iast 2 bytes of the EDW result

EDW?2 % = second 2 bytes of the EDW result 20 |If
. DM@W’ §elé%été‘$"éaaw¢ ﬁﬁ% yee@ &t Frpaisnihecacivgiad blask tHirsh Keys)
. b'&ﬁv@PWvV‘ﬂoldl%ph%ab‘I’e} {Ats%l PHurls t herefore the

encryption not’" be created correctly and the
o @/\y_ﬁm tast\g digits efi the displayable (ASCII) result.

______________________________________

o CVAL 24 BitmeatquivalGhtext ICSOM 1f @wdyise? RIBdE) (Di versified
Key) CWVW = 3DES( USN 3].ULSN[ 2].ULP[1].EDWI1[ 2] )
NOTE: 30 Use Triple DES, Triple Key, diversified
—--uhder---USN-VD- 20081 059465.-PCT/-1-B2007/- 054678 -1 2 e

D versified Ke %SN based are used to create the
3. Cé’ﬁé?%xB%ﬂ"%‘lVB cksylayfes USNconvert cw to

. ﬁ'tﬁ@b@é’r@@n?eréé%‘ }héqpmoﬁflsforn%é(tt%f the@slryingik@yt s of
t he di spl ayabl e IF%}Nresu t. This 3 d|g|t value is

. if)ib%d3¢rrﬂ%§ rtOI’ﬁémeédUﬁ @d@fa;UHthNésevwlhmeeq Fi nal
CwW) 5 CwW_2 = Binary equivalent of CW_1 (always 2
byt es)

CVV_PIN = 1DES( CVV[8] )
NOTE:

o Ifa PINis NOT required, then a static key (PIN_KEY) is used to create the
encrypted block

o If a PINis required, then the PIN is generated by the User and can be between 4
— 8 digits (inclusive).
Each digit represents a hex equivalent nibble that will replace the PIN_KEY from

Least Significant Nibble
to Most Significant Nibble

e Convert CVV_PIN to displayable (ASCII) digits

e CVV_PIN1 = Last 3 digits of the displayable (ASCII) result. This 3 digit value is
typed in as the required CVV into
the terminal

e The CVV is changed due to the PIN and thus the HOST will re-create an
incorrect CVV and the CVV match will fail



wG2008088E6% Pl N encrypted Checksum for USN | f PCEIBMOEVES4678
enters a PIN, the PINw Il formpart of the encrypting
key. 10 |If the user does not enter in a PIN, a
default PIN key will be used. CW_PIN = 1 DES( CWV] 8]
) 15 NOTE: If a PINis NORJequired, then a static
key (PIN_KEY) is used to create the encrypted bl ock
If a PINis required, then the PINis generated by the
TTUsErTAand T Can e et weenT 4T 20T 8T dr gt s (et usive) T

6. cﬁ@grb ghﬂia‘d $igRaARENT S a hex equival ent nibble that
will replace™the PIN_KEY from Least Significant

Ni bble to I\/bst Significant Nibble Convert CW_PINto

bl [ PINL = Last 3
di ZAWéir Lo %ép%fa@ggﬁ@?ééﬁu Tesult. This 3 digit
valGMViRIN2{3} petmlnany easlivalent pEGYVr BN TIRESUItI® atways 2 bytes)

termnal The CW is changed due to the PIN and t hus
the HOST will re-create an incorrect CVW and the CW

NBYYhTEMA = (AT XONDCRA0$NNE2H65 PCT/ | B2007/ 054678
13

STGN"BDES$AIVI‘T{4]'CVV TEMPF} EDMV2 E """"""""""
. Create Unl'oad Signature Al | ast 2 bytes of

St =998 WIRPUnt 5 CVW_PIN2[2] = binary equival ent of
CW_PINL (Result is always 2 byt es)

NOTE:
e Static Keys are used to create Unload Signature
¢ Unload Signature usually contains an Unload LSN, but the CVV_TEMP already
has that included.
7. SIGN = First 8 digits.

PAN = USN + SIGN (result is max 9 digits). Optional - [ (USN*YY+YY*MM) +
SIGN ]

PAN = 9876 5432 (USN) + 9999 9999 (SIGN)

PAN = 1987 6543 1

Calculate the Checksum for the PAN
e Place PAN into PAN buffer
o At this point, the complete PAN, Expiry Date and CVV is created.

8. On Host:



10

15

20

25

30

CW_TEMP = (AMI[2] XOR CW_PIN2[2]) SIGN = 3DES(

AMI 4] . CW_TEMP[ 2] . EDW2[2] ) 10 SIGN = 9999 9999 99
WORIDB059465t at i ¢ Keys are used to create Unl 0adPCT/IB2007/054678

Si gnature Unl oad Signature usually contains an Unl oad
LSN, but the CYW_TEMP already 15 has that i ncl uded.
7. SIGN = First 8 digits. PAN = USN + SIGN (result is
max 9 digits). Optional - [14 USN*YY+YY*MM + SICGN ]
20 PAN = 9876 5432 (USN) + 9999 9999 (SIGN) PAN =
1987 6543 1 Cal cul ate the Checksum for the PAN
1PRsereatedheANPBY Pris Magping:Valygss(BRlWE and #@W%ﬂsé%?)

PANe TRRTYYE BRESNGAFD XY bb HefdrB&rom the MM and YY

- TRXTY.RE[2 bits]. AID[3 bits]-= {{-Y-Y. = (current year +-1)-)2 12 ) +MM. - - .
8. On Host: 30 WO 2008/ 059465 PCT/|B2007/ 054678 14 1.
Recreate the Expiry Date Mpping Val ues (EDW1 and
2 EBhar2pte(i8e emld&yd Signde (JIBN)YRENg ittt CHE rét&vedioimgerminal
tde% m ned fromthe MM and YY TRXTYPE[2 bits].A D3
:5} = ((YY - (current year + 1) )* 12) + MM 5 2.
3RgsNeaPaNtBIESNUNI oad Si gnatre (SIGN), using the CwW
received fromtermn (K ep 4.5) 3. USN = PAN- SI GN
4. Now the Host can get the H ST EY, ULSN and ULP
5. Recreate CVV using the calculated USN

6. Compare recreated CVV (Step 4) to CVV received from the terminal

Verifications

1. 3 digit CVV match

2. CVV is not recreated if SIGN is wrong.

3. CVV is not recreated if USN is wrong.

4. CVV is not matched correctly if the the EDMV is wrong

Summary On Card

1. Use the USN, ULSN, ULP to create a CVV
2. Use the CVV to create the SIGN

3. Now, PAN = USN + SIGN

Summary On Host

1. Use the CVV received to create the SIGN

2. Use the SIGN to get the USN by using the PAN (USN=PAN-SIGN)
3. Use the USN to get the HOST KEY, ULSN, ULP to create the CVV

4. Compare the CVV created to the CVV received from the terminal



4. Now the Host can get the HOST KEY, ULSN and ULP 5.
Recreate CW using the calculated USN 10 6. Conpare
wo eoses4erl CVV (Step 4) to CW received from t PEI/1B2007/054678
termnal Verifications 1. 3 digit CW match 15 2. CW
is not recreated if SIGNis wong. 3. CW is not
recreated if USNis wong. 4. CW is not matched
correctly if the the EDW it wong 20 Summary On Card
1. Use the USN, ULSN, ULP to create a CvW 2. Use the
CW to create the SIGN 3. Now, PAN = USN + SIGN 25
Summary On Host 1. Use the CVWV received to create the
SI QN 2 1% bR h @b bR iR bpbREIENARY Wit SxibBolANricut, i
(USN=PAN-SIGN) 3. Use the USN to get the HOST KEY,
notUnpssiblep fero aclraududent Hearsaotions to Genperfermeldeif ¢vey transaction is

- cej fromthe termnal 30 WO
Co”%g%bg’gé‘%%a%ﬁ%%%ﬁ@% 15 Those skilled in the
art will appreciate that it will be extrenely
difficult, if not inpossible, for a fraudul ent
transaction to be perforned if the transaction is

conducted in accordance with the invention. WO
2008/ 059465 PCT/ 1 B2007/ 054678 16 CLAI Ms:
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1. A financial transaction nunber generator for
generating a unique transaction nunber, in which the

w0 e@R®3@63 on number sinul ates a conventi onal cPEHIB20073054678
or debit card primary account nunber and incorporates
therein an account nunmber of a transactor 2. A
financial transaction nunber generator as clained in
Caim1l, in which the transaction nunber al so
i ncorporates a transaction anount. 10 3. A financi al
transaction nunber generator as clainmed in Caim2,

*h includes an i nput neans, operable by the
transactor, whereby the transactor may input the
transaction anount. 15 4. A financial transaction

1. nunber Qefiearaidr tragsastian nedmber Ceagratar & generatingta unique
trar%%gﬁériaﬁ&ﬁlbér $ @'hfbﬂ tﬂe tﬁﬂ@ét%lrl%urﬁ ?sﬂH %sé?@ﬁ\%ﬂ{ional &redit
el ng accor a conven protocol, an
or @abiti ¢card ipgiim gy ededwart munexbr ramdbecorphmtemlhetmm g accbanknumber

¢ identi II cation nunber for identifying a designated

oM FHNRACI%| institution at which the transaction will
be approved and which will be responsible for paynent
of the 2Q transaction anmount. 5. A financi al

2. transacth SRAREIALEANASH R AUBTY IKSEIRERS] Slaigrest i §laimn1, in

whl%"tﬁ‘é‘trér'ih%ch%humﬁﬁpél% inddrpdi8testd hrdMbacBorfafmagk digit.
A financial transaction nunber generator as

cI ai msd in Jdaiml or 2, which also generates a

3. Si mul at ad; £xRif %aﬁ?&c%f)n ?Tu e}cr h@%ﬁﬂt@# 5I§H§&Fﬁ1 V\glﬁlrﬂ 2, which

nunber generator as c
inclatie® agenputanesns mmrablattrydtheahrmsaetqrf woatsbgrihe dfamsactor may

|nplf|t|l'l[ﬂgﬁ%n3$&o¥%€ 3}%/ 059465 PCT/ | B2007/ 054678 17 8. A

i on nunber generator as clained in
Caimlor 2, in

4. A financial transaction number generator as claimed in Claim 1 or 2,
which generates a string of numerals, the number thereof being in accordance with a
conventional protocol, and an initial predetermined number thereof being a bank
identification number for identifying a designated financial institution at which the
transaction will be approved and which will be responsible for payment of the

transaction amount.

5. A financial transaction number generator as claimed in Claim 3, in

which the last numeral in the string is a check digit.

6. A financial transaction number generator as claimed in Claim 1 or 2,

which also generates a simulated expiry date.

7. A financial transaction number generator as claimed in Claim 1 or 2,

which also generates a simulated card verification value number.
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whi ch the simulated primary account nunber is
encrypted and which includes an encryptor for
WG uPplsd4s%) an encrypted primary account nunberPEHIB2007/054678
accordance with a predeterm ned encryption algorithm
5 9. A financial transaction nunber generator as
claimed in daim1l, which also incorporates in the
simul ated primary account murber an identifier of a
desi gnat ed payee. 10 10. A financial transaction
nunber genperator as claimed in Aaim1, which also
8. i ncor po%aftr@é‘c'&htrﬁ'&ﬁﬁﬂ“i?'ﬂ ingmbgf gan%fééqrﬁa‘i'@@eﬂr'al%%lﬁﬂé’ﬁ in

whiB dh @mﬂiéted%ﬁhﬁ@”&éc@umﬁh@%@ﬁé @HchHféHeéan%ﬁhahﬁfudes an

ascalms Caim?2 I ncl udés an el ectronic
engsypterefor sheplyingdint engroRiac Privane iaaclt my e i aseerdance with a

preélétﬁuﬂﬁ@?[g%%gﬁ,%n% tarbo? Hﬁnt ransacti on anount when the

i mary RCCOUnt  nunber is generated. 12. A
financial transacti on nunber generator as clained in
G aim 8, which s a . nmenory nodul e in ich.the .
9. {r ansachdP bt ialRct R o Attt S Saktd By Fim 1 which
als@ligedrpbhaearie weosiatiatéd. prindiynadeduamt furalisraehi @entifier of a
nunber enerator as clainmed in Claim2, which
P@S%n intermediary number and a password which
prow de the required sinulated primry account nunber
when a predeterm ned decryption algorithmis 25 used.
10.14. A f Adingecigl trapsaniias nusiben geperaleedreelaingd wsClaim 1, which

TR R

PCT/ 1 B2007/ 054678 18 15. A financial transaction
11_nun‘oer A5 % ?[raﬁsc‘ac‘filoﬁin%goeir%egelaait(g?:§§ clyﬁi\e(:djin Claim 2, which
includes an electronic purse, the credit amount therein being decreased in
accordance with the transaction amount when the simulated primary account

number is generated.

12. A financial transaction number generator as claimed in Claim 8, which
includes a memory module in which the transactor's account number and the

encryption algorithm are stored.

13. A financial transaction number generator as claimed in Claim 2, which
generates an intermediary number and a password which provide the required
simulated primary account number when a predetermined decryption algorithm is

used.

14. A financial transaction number generator as claimed in Claim 13, which
includes the predetermined decryption algorithm.
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is operable by a transactor. 16. A carrier for
providing a financial transaction nunber generator as
wo2@Basetl in Claim8 with the encryption al goPCT/IBRP07/054678
whi ch has the encryption algorithm therein or
thereon. 17. A nenory nodule for use with a financi al
transacti on nunber generator as clained in Claim1l2,
whi ch includes the transacti®'s account nunber 10 and
the encryption algorithm 18. A financial institution
processing facility for processing a financial , ,
15.t r ansact fBlanpighBarsadian "siMiar Seasraorcandamebinaflaim 1, which
is o%é%ﬂléb?ét%ﬁ@éétoﬁard primary account number and which
as I ncorporated therein an account nunmber of a 15
transactor, which includes an extractor for extracting
fromth L 1% C Ay ¢ n a
1610 U 1R, Skl B LRGP (BRI PGS s G8RBr
claifreeci iniGlgima8 veihahewdcryptiGh algoritdy, witich R8s we etcrybieon algorithm
th fi.nan@ al transaction nunber also incorporates a
CELASHEIS%N anpunt and the financial transaction
nunber is received together with a request to

aut hori ze n%é)a%nent of a deal ampunt, and in which the
17.ext ract Or MGG YeXIQUR STOf r W3R tWE & BRANKIAE AIrpISacHPy number

gerRfABHAE JHImRA N I8Nt A ANRARh!iRAUAEPIHY trarsaict's dtcount number
financial institution processing facility as clained

and fhe@nanpiies 2lgaKildh i ncl udes a singl e use checking
arrangement for ensuring that a received sinulated
pri mary account nunber may only be used once. 21. A

18.f i nanci Al finarxtialt instiotiopr proesssing facikty| for yprasesdirgg reedinancial

' im20. ] jch t L.ngl e egki.n ,
wersAeo Mo, 1Rt BB S PTG CRHSRE BLEEBI o primary
acca(68n0bde6 SarfdCWhidB2 Bag/ inbdpdtated Sheesi gmatecbumortunaims of a

of previ.ousl drecei ved simul ated prinmary account
’[ral‘]ﬁﬁ%é,r\ghl b ihcludes

an extractor for extracting from the simulated primary account number the

account number.

19. A financial institution processing facility as claimed in Claim 18, in
which the financial transaction number also incorporates a transaction amount and
the financial transaction number is received together with a request to authorize
payment of a deal amount, and in which the extractor also extracts from the

simulated primary account number the transaction amount.

20. A financial institution processing facility as claimed in Claim 18, which
includes a single use checking arrangement for ensuring that a received simulated

primary account number may only be used once.

21. A financial institution processing facility as claimed in Claim 20, in

which the single use checking arrangement includes a store in which at least
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stored and a conparator for conparing at |east the
desi gnated portion of a received sinulated primry
waewssmehunber with the stored portions. 5 22PCHIB2007/054678
financial institution processing facility as clainmed
in Caim19, which includes a response nessage
generator for generating a nessage to a transactee to
approve or refuse the requeted transaction. 23. A
financial institution processing facility as clained
in daim22, which 10 includes a forwarding
designaigty BRRIANS 10h Pre\iR Rk Eﬁ%@’eﬁrﬁémp@éﬁfb H@@a%é%%‘@t fIgMPREs are
sto Fﬁgaémfﬁﬁir k6@ Eéia@orafloﬁ gﬂ?gﬁﬂfuhq)ﬁglle?%ﬂut??gb%'sg n ggégg@ﬂ% (¢ 8f & Pbeived
simplgged pipagsaaspaniraimber vathatihesi@ed wrtoms. i ncl udes a
recei ving arrangenent for receiving the sinulated
primary account 15 nunber via a conventi onal
22.fi nanci &l fimMMsﬁMibomro@MgHaciﬁ@ asAcI‘aimrm:h'mi @laim 19, which
ut| on _processing f i n im
inoly 88 g biaenoe RiAsaaE oot dabddnst i S gedd osh Baaiee to
apgdrove @h@ﬂi@engelré?ads@dwmaﬁémr has an account, if he
has sufficient funds, and if the extracted transacti on
anount is the 20 sane as the deal amount and for
23.aut hori Al fankRE instifme A ProQ3sin f’aBlﬁﬁleasa&ISm?éd inCORIEB 2, which
t he response nmessage generatof being responsive
inclugles & Erwagling apiangament ern@lfW@r@!ﬂgo%eprﬁP@%@ rgessage to the
N cludes a
Bl e G el A L et
account with the deal 25 anpunt if the transaction is

2a. o1 ¢ B henglfRulbdoBR M Gos BBty 4O B 1o, whien

incldees yaptrGCelfnag dreamgacmuemgfoenmrcymr@d tied rgirhalaesdl primmary yaccount
a}P unt nunb ? anc:| al _institution

NUPYEC &@.Cﬁa@rﬁ'eﬂﬁ' ftf&?r‘&? E‘PFHPWB@a N eFME-18, in WO
2008/ 059465 PCT/ 1 B2007/ 054678 20 whi ch the fi nanci al
transacti on nunber has been generated by

5.t r ansacfidfnancizd insptudigs tEpsassingpaeitiysas ﬁ'@'r%ﬁq’ innGlgem 2. which

incilB89 $2¢A AR o MRh &k dSHHA&Sment for checking if the transactor has an
account, if he has sufficient funds, and if the extracted transaction amount is the
same as the deal amount and for authorizing the transaction if these are all correct,

the response message generator being responsive thereto.
26. A financial institution processing facility as claimed in Claim 25, which
includes a debiting arrangement for debiting the transactor’'s account with the deal

amount if the transaction is authorized.

27. A financial institution processing facility as claimed in Claim 18, which
includes a decryptor for decrypting encrypted simulated primary account numbers.

28. A financial institution processing facility as claimed in Claim 18, in
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a financial transaction nunber generator as clainmed in
any one of Cains 1 5 to 15; and a financi al
WO p@Bl0s9463 on processing facility as clai ned i NnPERIB200054678
of Clainms 18 to 28. 30. A nethod of conducting a
financial transaction, which includes 10 generating a
uni que financial transaction nunber which sinulates a
conventional «credit or del®® card primary account
nunber and incorporates therein an account nunber of
a transactor. 31. A nethod of conducting a financi al
whigh Hestirancish tragsaatian MeEnaeh hep Reen Séf‘era@gli)w%f%a?tﬁé
financial transaction nunber incorporates therein a
transaction amount. 32. A nethod of conducting a
29.f i nanci &lsysieanfuerocassiag acfingne@ditrapsagtian nwigeh indudes
t e 2 i sl YOS B, S 2k e S DRme P RPEAE B chims <
to #5;angact i on amount by the transactor 20 33 A mat hod
of conduct il\%%t' financi al EfaCt an ‘i *E)I 18
d aifi58'a k! '°PrP6?‘Eﬁ:Fe°‘§‘9 BHdVa1I AP F‘r?WgO%?O aims
toasuneral s, the nunber thereof being in accordance with
a conventional protocol, and an initial predeterm ned
nunber thereof being a bank identification nunber for
30.1 denti f wi RgetAodlest %@)%ﬁéhrfg‘ réaﬁﬁiaﬁbla?ﬁréd%\%!lédﬂ Whﬂ:hatlncludes
whi ch the transaction wl| approved d whi Wil |
ger@éatrr@swmuﬂ énaryyial tﬁ%i’jﬁrﬁémn @ﬂ”tblﬁ?é Wm%{h%@ﬂa@ﬁ @@guyﬂntlonal

cre(?ﬁF1 r(riezé?h ?er?a‘?@%‘é%%%@n% %ﬁf'irﬁ:lorpfcfré‘t{ééﬁﬁ%e@?rg account
nurtlltnfear (Iftartrargsacwra check digit. WD 2008/ 059465
PCT/ 1 B2007/ 054678 21 35. A nethod of conducting a
financial transaction as clained in daim 30, which

31.i ncl udea mbihodatendldting afirsantidl ataadactiopi asycldiatesl in Claim 30,

in which the financial transaction number incorporates therein a transaction amount.

32. A method of conducting a financial transaction as claimed in Claim 31,
in which the financial transaction number is generated by the transactor and includes

inputting of the transaction amount by the transactor.

33. A method of conducting a financial transaction as claimed in Claim 30,
which includes generating a string of numerals, the number thereof being in
accordance with a conventional protocol, and an initial predetermined number
thereof being a bank identification number for identifying a designated financial
institution at which the transaction will be approved and which will be responsible for

payment of the transaction amount.

34 A method of conducting a financial transaction as claimed in Claim 33,

in which the last numeral in the string is a check digit.
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5 36. A nethod of conducting a financial transaction
as clainmed in Caim30, which includes also
w@ees4shig a sinul ated card verification val UBCHIB2DEYQ54678
37. A nethod of conducting a financial transaction as
claimed in Caim30, which includes causing an
encrypted sinulated primry account nunber to be 10
generated in accordance w td1 a predeterni ned
encryption algorithm 38. A nethod of conducting a
financial transaction as clained in Caim30, which
i ncl udes al so incorporating in the sinulated prinmary
35.account AnygeH éﬁ%fonaﬁamglaf fifdnc?d r%n%ﬁioﬁ%t GErRAYIRIaim 30,
15 39. A netho conducting a |nanC|a transaction
whigh ingluglesedsd ger@rating eimulgird eipinndatedes al so
i ncorporating an identifier of a designated
transaction nmedium 40. A nmethod of conducting a
36.f i nanci Al methadsdcbnducting o tirsanoid tﬂans@t'-hras?;dlairrm intClaim 30,

whihdIRES & Geliathed S e TRl Bl iTce RORbE:

transacti on anount when the sinulated prinmary account
nunber is tgene;}gt ed. 41. A nethod of conducting

a
37.ti nanci AMEhaA ol cPndveting & finanash traHS@tQi”rﬁsse}a'm%” Claim 30,

thﬁ”|ﬁaudé‘§|dég§|ﬁggﬁﬁ‘%r%wd@d &l Bt PRANAF YacBSiehuRBEr o be
password which provide the required si'nulated primary

gengczied i agrafBrICeWEha Rresleteralirgthe MsrPlpac g@rithdn
algorithmis used. 42. A nethod of conducting a
financial transaction as clained in aim41l, 30

38.whi ch i Acheithed adeongyctingg tmanicial danealitenyaseciaimget isdClaim 30,

wnB RSt 30 PSR 08 AR AL agount number an

idemtifgobf & liesignagepayate the sinul ated primary account
nunber. 43. A nethod of conducting a financi al
transaction as clained in O aim 30,

39. A method of conducting a financial transaction as claimed in Claim 30,
which includes also incorporating an identifier of a designated transaction medium.

40. A method of conducting a financial transaction as claimed in Claim 31,
which includes causing a credit amount in an electronic purse to be decreased in
accordance with the transaction amount when the simulated primary account

number is generated.

41, A method of conducting a financial transaction as claimed in Claim 37,
which includes generating an intermediary number and a password which provide
the required simulated primary account number when a predetermined decryption

algorithm is used.

42. A method of conducting a financial transaction as claimed in Claim 41,

which includes decrypting an intermediary encrypted number, using an appropriate
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5 in which the financial transaction nunber is
generated by the transactor. 44. A nethod of
wee@sesEsihig a financial transaction, which i ncPCEB007/054678
recei ving an ostensi ble financial transaction nunber
that sinulates a conventional credit or debit card
pri mary account nunber and which has 10 incorporated
t herein an account nunber 2 a transactor, together
with a request to authorize paynent of a deal
amount, ; and extracting fromthe sinulated prinmary
pas&&’@%rﬁ”dngﬁﬁfapt'qmél%%ﬂnio qanpéate th@E"mA'am rRﬁ'H‘aeSY account
nurRb&cessing a financial transaction as claimed in Caim
44, 15 in which the received financial transaction
nunber al so has incorporated therein a transaction
anmount t
43 ansach Be Sast seneiHRER MRS HshesHh diimed in Claim 30,
in whicrarhei fedlantiabingzsaictiomnambet igigeedrated my mem]ram;actonhl ch
i ncl udes ensuring that a received sinmulated primry
account nunber may only 20 be used once. 47. A nethod
44.0f proc@ssemgdaf provrrsingla firarozaehneitios, whish Meided
Caim46, which includes storing at Ieast desi gnat ed

por {PeRING 1 3 QPRSI Thakckly KANSANAN afbbep P AgSyUlates a
corRERGUH BARCLS aNlh CRIBAbHAGNALadd8aRt AiodehaNalich has

portion of a 25 received similated primary account
incorpptated {nareint eassasinéAUpOet Pcbadransggcton tagethed with a request to

a“tﬁ%%efﬁ{ﬁ“%fg'dggp&‘ﬂ%ntt rppsaction as clained in Caim

I'ncl'udes genérating a response nmessage to a
t r aexhiatting fram dppsiowdated primansaccouhenupiercibeedcount number.
transaction. 30 WO 2008/ 059465 PCT/|B2007/ 054678 23
49. A nethod of processing a financial transaction as
45.cl ai medAi metBodighpheessingiacinaneidl raesadtionves claingd ineClaim 44,
response rressgﬂe to the transactee via _a .conventiopal

in whighy, the Lgceiy nclyl rapsadiofgymber also has incorporated therein a

transaction amount and which includes also extracting the transaction amount.

46. A method of processing a financial transaction as claimed in Claim 44,
which includes ensuring that a received simulated primary account number may only

be used once.

47. A method of processing a financial transaction as claimed in Claim 46,
which includes storing at least designated portions of previously received simulated
primary account numbers and comparing at least the designated portion of a

received simulated primary account number with the stored portions.

48. A method of processing a financial transaction as claimed in Claim 44,
which includes generating a response message to a transactee to approve or refuse

the requested transaction.
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5 50. A nethod of processing a financial transaction

as clainmed in daim44, which includes receiving the
waeoslos4ex pri mary account nunber via a convenkCDIBA007/054678

fi nanci al comuni cati on network. 51. A nethod of

processing a financial transaction as clained in Caim

45, 10 which includes checking if the transactor has

an account, if he has suffiaient funds, and if the

extracted transaction anount is the sane as the dea

anount, and authorizing the transaction if these are
49.a1| cor Adeethodof pﬁPQ?éfﬁ'ﬁ‘écﬁ bransia dassagiignast flaigiad ig Claim 48,

whuEI'i a%ﬂ%bo%rﬁér&ﬁ tRd rb&hdrsdl Mhetkage 1R V‘t’ﬂb“’t‘rah@&étéé’e\?la a

de |t|n<F:1 the transactor’s account wth t deal anount

conventidng! finarxia @otrinouni¢atioaunshwerkzed. 53. A rret hod of
processing a financial transaction as clainmed in Claim
44, whi ch includes decrypting encrypted sinul ated

50. pri mar y Aauethodtof puodessing 2indwial kaneadfti@d etsfclairrmdeieﬁlaim 44,

whi InL‘H“?' 51an acstl 0% cg cfma red. 0 n e ntional
\%P] e PN 8| PHAA LY NGH ﬂ%‘f%‘é‘ {7{8‘9 53\%?:99@‘69

finddgial beEmbiuaradet aetwotie. 55. A nethod of facilitating a
financial transaction in which an encrypted financial
transaction nunber that sinulates a conventional

51.credit Nm@ﬁ'@btof%&ssﬂb'méhc?é?%HBécti&Hrgéeélal?r% W15 45,
has i ncorporated therein an account nunber of

which apekitescinecking diBedansapipr 4as earRasetdt If henhasnsufficient funds,
and ¥c rﬁdéﬁﬁtﬁd 'tfjdn@gﬁﬁaﬁe A RREIELRE Wntd asathréeﬁgéél¥aréwﬁant, and

has transactor' s account
authmrlmg:mntarmactlcﬂof tilegomaire hAtcetrested t herein. WO
2008/ 059465 PCT/ 1 B2007/ 054678 24 56. A nethod of
facilitating a financial transaction in which an
52.encrypt emmeﬂrhdta@fq@rabestsrrtmaanarhmm tramgheifort dxatlaisnetLinatiaien 51,

whidh, BB O8 anGs (P aTReer e Srant PG IhE el oanant f the
trar¥aptie isQfutiPorized.

53. A method of processing a financial transaction as claimed in Claim 44,

which includes decrypting encrypted simulated primary account numbers.

54. A method of processing a financial transaction as claimed in Claim 44,

in which the financial transaction number was generated by the transactor.

55. A method of facilitating a financial transaction in which an encrypted
financial transaction number that simulates a conventional credit or debit card
primary account number and which has incorporated therein an account number of a
transactor is generated by a transactor, which includes providing the transactor with
a memory module which has the transactor's account number and an encryption

algorithm stored therein.
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5 transactor is generated by a transactor, which

includes transmtting to the transactor his account
wooBes4ed an encryption algorithm 57. A fi nBCIBA007/054678

transacti on nunber generator, substantially as

described herein with reference to the acconpanying

drawi ngs. 10 58. A financial institution processing

facility, substantially as afescribed herein with

reference to the acconpanyi ng drawi ngs. 59. A nethod

of initiating a financial transaction, substantially

as described 15 herein with reference to the

56.2CCONPARY indehddl é‘f"\fa@mﬁatmgoa ﬂﬁar‘i@élh[f%s%gg&{ W%ﬁﬂhr@n %ncrypted

financial transaction ubst ant | y describ
finameiekitranapetiory eLebendbat simulateaca ograaptiong! diredit mgsdeblt card

primary account number and which has incorporated therein an account number of a
transactor is generated by a transactor, which includes transmitting to the transactor

his account number and an encryption algorithm.

57. A financial transaction number generator, substantially as described
herein with reference to the accompanying drawings.

58. A financial institution processing facility, substantially as described
herein with reference to the accompanying drawings.

59. A method of initiating a financial transaction, substantially as described

herein with reference to the accompanying drawings.

60. A method of processing a financial transaction, substantially as

described herein with reference to the accompanying drawings.



