WD 2004/ 061631 PCT/ US2003/ 039566 TRUSTED SYSTEM CLOCK
BACKGROUND [0001] An operating system may include a
system clock to provide a system tinme for neasuring
small increnents of tinme (e.g. 1 mllisecond
increnents). The systemclock nmay update the sq;sstem

WU r esponse to a periodic interrupt PCHEREPAPEH

by a systemtiner such as an Intel 8254 event tinmer,
an Intel H gh Performance Event Tinmer (HPET), or a
real tine clock FRUSTED SYSTEMIGLAGIEr ati ng syst em may
use the systemtine to tine-stanp files, to generate
periodic interrupts, to generate tine-based one-shot

BACKGROUMNDs, to schedul e processes, etc. Cenerally,
the system clock nmay keep a systemtine while a

[0001] conputAntperitiig egsted maypiaciade agystmtcldck o pmividg a system
unabl e to keep a systemtine once the conputing device

timeSfoPMeB$BTg @fall dicrgrhaste df iime ¢e.g.| emflisetatdancréments). The
operating systemtherefore may use a reference clock

sybt8m dlbdkirddy diRiatd e SYStbRIBIdokIf resboridedto RyfRriedic thtegkptat
system start- up and at system wake-up. Further, the

gep¥ i<ty Sskorh AMESsIch &7dr ThtehB@p/ dveAftirhdrCan ARSITHIGH
time. Accordingly, the operating systemmay use a

Perrrsfrﬁér?cg%eﬁ! fAifler PEPEhI PFlaf ik YiodIRERre timBE TheJpeFating
time of th

e system cl'ock. [0002] One such reference

sy%tlgﬁlp%aﬁ ﬁseﬁQQ%Péi%ﬁﬁé 8 é—étﬁi%pﬁi!j%?i& deRdfate périodic

uti ng device typically includes an RTC and a _
BRE oA bl SOer B AP ek
ol b i iy B el B e
onBgF. S PabAR AR Phie'sbRITARR e g R e
o B e b L TR B Bl
o 50RE SorohTh sub Fnd fn  EES sh
up%cr)lgdé/t g)%%&?ﬂ? %vaEgE{).UFsdzrtcl)n%?,/tgg gf/ss e6m clock tends to drift away from the
correct time. Accordingly, the operating system may use a reference clock to
periodically update the system time of the system clock.
[0002] | One such reference clock is a hardware real time clock (RTC). A

computing device typically includes an RTC and a battery to power the RTC when

the computing device is powered down. Due to the battery power, the RTC is able
to maintain a real time or a wall time even when the computing device is powered
off or placed in a sleep state, and generally is capable of keeping time more
.accurately than the system clock. Besides providing an interface for obtaining the

wall time, the RTC further provides an interface such as, for example, one or more

registers which may be used to set or change the time of the RTC. As is known by
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those skilled in the art, wall tine refers to actual
real tinme (e.g. 12:01 PM Friday, Decenber 4, 2002)
whi ch may conprising, for exanple, the current
seconds, mnutes, hours, day of the week, day of the
nonth, nonth, and year. Wall tinme derives its nanme
WO 99618 t i me provi ded by a conventional EFHERMAAS6E
hangs on a wall and is commonly used to differentiate
fromCPU tinme which represents the nunber of seconds

thésclke8 FSRE aPPREN tifE AsTElsith Bctaalieaamss(e.dUe:0MPM, Friday,
multi-tasking and nulti-processor systens, the CPU

' i ASifia, ToYexéainte, til @ffant sédoyids,r om
Delcpffef £, 002 P HAER by RORAASAg. Tovexuhipte, U Ahone sedol

Wwa
m:&ﬁ!{%@ﬁdgﬁg deBf (8 WERK, diyf iHREMSMA! RBKR! ArfckyedRdlvaN time

o enforce policies for tine-sensitive

deﬂ%rﬁt A Rbrh ML prdvided %? BRShl SIS \IER thEhangs Gvhde
{'fre- b EStrr et

ased access r ons upon data. For exanpl e,
e L ik ok e L

o BESEEbGH biogagP: SR Brecliify S RAk: T8 thi ity
scrow until a t I ry t
ang o RE S een st e R aaRedE dGRs riy e
assigning.a date d/ aor i o.a financial
dr‘l’si' ﬂ@gafﬁgﬁﬁ "i’ﬂ'ﬂmq eggpqt?i{}erﬁsrﬂé ¥ the current date
and/or,tine. . However, for these tipe:
[0003] | est r FTE? c8mauing %%‘C@f"?@’clﬁe\} s ﬁi%“ ggeﬁbgﬁﬁlﬁgth%égﬁfglgck
must truyst the systemclaock is resistant tq. attack
to Phateere)iss fab Fmereened dale. o pagictiar e o inB kRS Foay
attacker. BRI EF DESCRI PTI ON TFE DRAW LOOOA%EThe
ProvRAT BASeILASP DS RUATS: on Jata, F gk PR: T U
exanpl e and not by way of limtation in_the
deyice HraygNaRyrerdipgEasMaigressage Aiter;a Reriod Pf iMg Py @ of
illustration, elenments il]ustrated in the fi gures are
mardh) hasslapsed from teangoission. Thar@npuling degica mayelso pigvent
di mensi ons of sonme el ements may be exaggerated
reacingaofi spercessogde waintaioad Dese®w Wit e peiculRr datgdas arryedehs
elements for clarity. Further, where considered
yebgmmtitayekample, thefosmputing device may prevent assigning a date andfor
time to a financial transaction that is earlier than the current date and/or time.
However, for these time-based access restrictions to be effective, the computing
device must trust the éysterh clock is resistant to attacks that may alter the system

time to the advantage of an attacker.

BRIEF DESCRIPTION OF THE DRAWINGS
~[0004] The invention described herein is illustrated by way of example and not
by way of limitation in the accompanying figures. For simplicity and clarity of
Hlustration, elements illustrated in the figures are not necessarily drawn to scale.

For example, the dimensions of some elements may be exaggerated relative to
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nunmer al s have been repeated anong the figures to
i ndi cate correspondi ng or anal ogous el enents. [0005]
FIG 1 illustrates an enbodi nent of a conputing
device. [0006] FIG 2 illustrates an enbodi nent of a
detector of the conputing device of FIG 1 that
WRUOEK3hossi bl e attacks agai nst a syst enPET/BERI039566
[0007] FIG 3 illustrates an enbodi nent of a security
enhanced (SE) environnment that may be established by

othdtRIHRSH Hor BRrifCFin@Rr Alhdré Gonslderé DAGIbpRAL&; reference

illustrates an exanpl e enbodi nent of a nethod for

nunRTAS ﬂQiré‘SeérPre &atf® §ﬁ1bh%thefﬂgh%|10 fHdidHELcamshemding eck.
DETAI LED DESCR PTI ON 09] The foll ow ng description

ﬁ,gg{,éggﬁehgchm gues for protecting system tinme of a
tem cl ock from being changed in order to gain

[0005] unaUtlF%"FfﬂQstﬁa:imze bitbARSf 2L0RiputiNGasasea and/ or to

er f or m unaut tl me-sensitive operations. In

[ooos] | t he T %1|G§ra@§§§r{e bibd@Rent %e%&?orgag?r%' édm"pu@lﬁ@ Bélice

ch as 1o mentations, opco means

°f§§? N fiﬂ%“o‘%’eﬁ%? Eﬁﬁ?‘%%ﬁ%‘*‘ pRainstasystemadele + ati ons,
[0007] tYPeS F?(gd:’f RIS %rg Méu&sof %fseé%ﬂ: SARSREROSEN . f‘ﬂd

| ogi c ntegration chof ces are

ARt 1 %#fglﬁweﬂﬁaé R T gnei o o
oo B e o Wl et i ¥
LA R A N SR

shown in detail in order not to obscure the invention.
' skill in the art, with the included
DF@@@@EPE*E%@"’%% be able to inplenment appropriate
functional it t ho ndu rlman
[0009] 5004/ 6% ewpE SR8 %e%fe"cﬁa'sm fopptefng stm
the specifi cattj on one e

t .
iy VR 100k AT B30 S QsAgb BAORE I G4 WFthorizeg agcass

that the enbodi nent descri bed nay
to time-sensitive data and/or to perform unauthorized time-sensitive operations. In

the following description, numerous specific details such as logic implementations,
opcodes, means to specify operands, resource partitioning/sharing/duplication
implementations, types and interrelationships of system components, and logic
partitioning/integration choices are set forth in order to provide a more thorough
understanding of the present invention. It will be appreciated, however, by one
skilled in the art that the invention may be practiced without such specific details.
In other insiances, control structures, gate level circuits and full instruction
sequences have not been shown in detail in order not to obscure the invention.
Those of ordinary skill in the art, with the included descriptions, will be able to

implement appropriate functionality without undue experimentation.
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include a particular feature, structure, or
characteristic, but every enbodi nent nmay not
necessarily include the particular feature, structure,
or characteristic. Moreover, such phrases are not
necessarily referring to the sane enbodi nent.
WOL20R4Het163t when a particul ar feature, strucPCFBS2005{039566
characteristic is described in connection with an
enbodi nment, it is submtted that it is within the

[0010] KNOW edageles iPhe sphiifiddlion tdrohb @nibtiinient's foreahbalimént”,
f eat ur e, structure, or characteristic in connectl1 on

"a%iéfﬂnpﬂ% Eﬁ{boﬁg%ﬁl%ﬁi BN rRicaReh Behe BbBEIMeAK BbdcBibéd tay

déscri 1] “An exanpl e enbodi ment of a conputing

inc?%i acngarﬁ&ﬁ)ari fSattieO¥Ructite FdrEharbcteridite bGPETRA EMBodiREh(C e

y conprise one or nore processors 102 coupled to

il SR hBAELah o8 ifs PEBGRS T Srddie, Jihafdbineld, 104

( nore integrated circuit packages
ol R oS SR phRsAPRATAS o O2ah crbSidR, |
Vi ces : ;
g D T
0012] The processors, .l ; . '
colyyfiog with e BOp&ERThay © Pl HAER® i ioRiege of
creation of [ h S ' t h
ong e B SRS S B St o BRARAER
The processors 10 furth t it
copraEsryyiih RF BEBPSeT LS & EoR A IRAIRE o st
o011 SN0 Sty 5 hopng 5 G A R Y
association wth execution of the SENTER SEX|T, ng
Thechewpulingsdavire: 109183y GANRSISA RS ORBVER BRORBEOIG hier COUPIEA IO
processors 102 may further conprise a nenor
a chipset H)4 va apreresei dwR 108 oThecdipsst WAMayCam s, 4
WO 2004/ 061631 PCT/ US2003/ 039566 {0013] The
maque ddegsaied Sirgdbpackggdsiarchips thai spenie thequoesssais 192 to
operating nodes such as, for exanple, a real node, a
systemtreerheny 1080 foken 10, tfimawarecti2 angér othaidOadeviges 4 of

machi ne extensi on node (VMX node). Further, the
thepeomoyrsing devit® 2001ge/9. a mouse, keyboard, disk drive, video controller,

etc.).

[0012] The processors 102 may support execution of a secure enter
(SENTERY) instruction to initiate creatidn of a security enhanced (SE) environment
such as, for example, the example SE environment of FIG. 3. The processors 102
may further support a secure exit (SEXIT) instruction to initiate dismantling of a
SE environment. In one embodiment, the processor 102 may issue bus messages
on processor bus 106 in association with execution of the SENTER, SEXIT, and
otherrinstructions.r in otﬁer embodimeﬁts, the processors 102 may further |

comprise a memary controller (not shown) to access system memory 108.



support one or nore privilege levels or rings in each
of the supported operating nobdes. In general, the
operating nodes and privilege |evels of a processor
102 define the instructions avail able for execution
and the effect of executing such instructions. Mre
WOR461%6L| |y, a processor 102 nay be per nFET/ERR003{0gPS66
execute «certain privileged instructions only if the
processor 102 is in an appropriate node and/or

[0013] Pri Vi Mhg@rdceysdrs 10DMky Furieesipportuneer ifofe operatimodees
Basi ¢ I nput/Qutput Systemroutines (BICS). The BIGS

sublds, THi0affld, @ediendle, & DrStbded mobiata Vifteal psal erestisparsd 402
may execute during systemstart-up to initialize

virfRPBIRAE ExtBhsidRo8® inft@ieyl Purther, thbQflocedorisd 02 may
initiate execution of an operating system The token

supgdtt &?é’oﬁﬁ&ﬁrdriﬁiﬁafge%\%lsodr riFB5 fh S4CHIYE 8@ SUpPbedkeyesatiigd
one or nore platformconfiguration registers (PCR

mddeg! Iﬁf?ﬁhét)ai,ttﬁb eé;%?é%rn% rAsHLs RBYrlildHRlIEVeSof alptBcdseletn2l 10

may suUpport a PCR quote operation that returns a

deﬁg{fgﬁ irﬁr&n@ﬁﬁﬁs%} fabf foRBxdclféd bid B SREE of @RbRAIRG suchhe

may al so support a PCR extend operation that
i BERInR ] BT, o BRbR iy 107 Ry bERRIMAGES Slpdute
oefRBEVREPR nbrRlons off e bESHAEY B S eh ABprop e et
anyB R gpBEe T ant «her eof . [0015] The chi pset 104 may
0014 5o o g6 TERES P B cbteRies Bou BB it uines
(o ERTEEREBICE, Sy R TS o o PR, 52 g
ex%féﬁ{s%ﬁ%ﬁi sta rﬁ*éin&%%%ﬁ%%ﬁ%ﬁ?@%%@%@péﬁ%@@%ga
108808 Fopitaio P GaEn BAB SRy AN SISt nthe P LLURey samPingy
conprise all or, a portion of the nenory controller

ong gpmoreTe¥ptagiRais keysandAnedr Morg PIREPTR O aYERtian registers

I nterface for other conponents of the
(PCR registers) to record and report.metrics. The token 110 may support a PCR

quote operation that returns a quote or contents of an identified PCR register. The
token 110 may also support a PCR extend operation that records a received
metric in an identified PCR register. In one embodiment, the token 110 may
comprise a Trusted Platform Module (TPM) as described in detail in the Trusted '
Computing Platform Alliance (TCPA) Main Specification, Version 1.1a, 1
December 2001 or a variant thereof.

[0015} The chipset 104 may comprise one or more chips or integrated circuits

| packéges that iﬁterface the processoars 102 to compbnents of the computing

device 100 such as, for example, system memory 108, the token 110, and the

other /O devices 114 of the computing device 100. In one embodiment, the
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computing device 100 to access the system nenory 108.
Further, the nmenory controller 116 of the chipset 104
and/ or processors 102 may define certain regions of
the menory 108 as security enhanced (SE) nmenory 118.

‘4001& In one enbodi nent, the processors 102 rra(é onl%
DREI68E npnpry 118 when in an appropri BEEUSREEL5N g
node (e.g. protected node) and privilege |evel (e.g.

OP). Moreover, the SE nenory 118 may conprise a

ctﬁ_lp's@ﬂ@ﬁccﬁlytﬁisema nednferi cdifblisn! T Howaier, in ctiysrteptbodiments,
he trusted systemclock 120 may conprise an

thé PicREESHRS 10BMYY 66mpEedlng ot godtion of tissaeondcdnyrolidret 16.
processors 102 in response to a systemtiner

THe'thembiyRiontrdilee 116 HRY priideSE intetfacs far bihee comporienty efitiet
the system tine of the trusted system clock 120 based

coriping 88videP1 @) Blackdtisthe §fdtert Yifdnfily 108.FRkther) R mumbey
are generated. For exanple, if the systemtiner

cohPoIRI A H'@B?th@rcﬁips&elm AR Pﬁice§sdr§“{@2 by ABfheSHEFafM

tinmer interrupt per a mllisecond, the interrupt

regiBh biifie ﬁ%%drﬂ]%%ﬁéd%gwaﬁ%%ﬁmw {{gre of the

rus system c I'I'i' second for each

[0016] 9EN€ :Tg@&qe é%?é}cﬁl%ﬁlj %Iﬁr{)é@s@&%“ﬁ@b -mamll}g?dé%é% SRgnélRyyCce

1|OO use e syste Ime of the tr system
G bR R it AeRREETaREbhchs
[ t : h
ol 4 b A8 B SRR By Pt e
ol 12 &6 i p steigie 11 Paeot usiaay 12D ey comrise
an TR GG OS ris i ERC Brisasary 108 ruRRRTRe To
a P RgL Ao FiivET THE SRR bR S Ao aEL e STriay
(s AITGRTEd FYCIET OB SG00A S0 L9 THCPIS R20Ua) B sagm
particul ar date has arrived. As yet another exanple,
 timen interspis @rerggnamade Eonexpnpieidhe syslem dmen interypls are
and/or time to a financial transaction that is earlier

generated atiagatenf pae sysiem dimen interrupt paca millsesoad. the BleriuRkse

ti me- based access restrictions to
service routine may increment the system fime of the trusted system clock 120 by

one millisecond for each generated system timer interrupt. The computing device
100 may use the sysiem time of the trusted system clock 120 to time-stamp files,
to generate periodic interfupts, to generate time-based one-shot interrupts, to
schedule processes, etc. Further, the computing device may use the trusted
system clock to enforce policies for time-sensitive data. in particular, the
computing device may enforce fime-based access restrictions to data. For
example, the computing dévice may brevent reading an email message after a
‘period of time (e.g. a month) has elapsed from transmission. The computing

device may also prevent reading of source code maintained in escrow until a
: 6




be effective, the conputing device nust trust the
trusted systemclock is resistant to attacks that may
alter its systemtine to the advantage of an attacker.
[0017] The chipset 104 may al so support standard I/0O
operations on |I/O buses such as peripheral conponent
WA YEYMhect (PCl), accel erated graphics 5‘5?41522%/&@556
uni versal serial bus (USB), |ow pin count (LPC) bus,

or any other kind of 1/0O bus (not shown). A token
parfidutdricatenab2ariviRly AB§etsiRthdr ex&apIBEBE coMbOfmR] delité may t h
a token 110 that conprises one or nore platform

preGett bSdigmhg 8 Qatelfididrahf to GRRRhciallfanea@iof MRAH S&1Mdr than
token interface 122 may be an LPC bus (Low Pin Count

thé bﬁ’r?ént 'd@feséﬁdé’cﬁ%m%o PRivbl&ratr fidse tifleSast® é@(%s@trééil"hﬂohﬁb
Decenber 1997). [0018] The chi pset 4 may

bé éfféch\?e" tHOEBRputRg 63\!?18@}nu§! Rt H'Jeqm!'ste@% Qaerriléiéckt i€ redii&it

time conprising, for exanple, econds, m nut es,

to'&ﬁHéi& thﬁfﬁiﬂglte? h&ﬁ&ﬁpu” Ymeoédvtaﬂt% SRR aBREE N, and

year. recel e power rom

[0017] Patt eﬁiﬁejc%s Co u{nE&sEb}GnJ&a%d%B%udS%SQrah&?s SRld ke

even when
I {
sueﬁ%ﬁﬁprﬁe%ﬁ%b%%t rﬁe@mﬁ%ﬁﬁ@ﬂs%éﬂ{'%faﬁd%n FRrts
iLlati ' I
EP e s SERBIS (s AR PR s, S b et
illato r,ayi de .an oscillati .S
uch B (PSR ik il s34 s B poytel el T
ethls oscillati to.obtajn an
wifigaoReT ﬁ%ﬁ‘#g? colees O BB AT SRSl
to ate t tine
(PERYIn Be BEDEnL iep terseeld manisp re (kP o4
\éfurther conprise a stemtimer 130 to generate
CauRb(LEy3 tnksiracerectinatory ifel Gosearmiics. tv: 0. 29 Depemisre
system clock 120 at a programmable rate. To this end,
syst emtinmer 130 nay conprise an Intel 8254 event
an Intel H gh Performance Event Tiner &HPETZ
[0018] or a fr be chipsetd 04 Ineavdurther comprise a real time clock (RTC) 124
keep a wall time comprising, for example, seconds, minutes, hours, day of the
week, day of the month, month, and year. The RTC 124 may further receive
power from a battery 126 so that the RTC 124 may keep the wall time even when
the computing device 100 is in a powered-down siate (e.g. powered off, sleep
state, etc.). The RTC 124 may further update Its wall time once every second _
based upon an oscillating signal provided by an external osciilator 128. For
example, the oscillator 128 may provide an oscillating signal having a frequency of
32.768 kilo-Hertz, and the RTC 124 may divide this oscillating signal to obtain an
update signal having frequency of 1 Hertz which is used fo update the wall time of

the RTC 124,




event tinmer that may be programed to generate the
systemtinmer interrupt at a particular rate. In one
enbodi ment, the systemtiner 130 nmay conprise a
counter that nay be progranmmed with a count val ue,
and the systemtinmer 130 nay wupdate (e.g. decrenent
V263 he count value for each cycle of PAFUS2003/039566
oscillating signal provided by an oscillator 132.
Further, the systemtiner 130 may toggle a system
[oo19yti mer THétcfPfﬁééDHOA( @ag furlhBESIm iRk esBteantimet 130tbe@dnekat e

and a deactivated state each tinme the count val ue has

e spStEain TBREbtUabAld @HVEIhPtridtedisysRsiH Blobk 190 8 2
predeterm ned value (e.g. 0). The systemtinmer 130 nay

profffahitedbld RO A% thRenaoMBkyst¥@ltinfer %0 fa eﬂc‘égﬂﬂrlb@ gn I8 8254

systemtiner interrupt. Accordingly, fhe systemtiner

ede%an&axn s}ﬁa%gﬁ P?ﬁo:ﬁ%rnbé’ émsmﬁéﬁmpgw g J@%ﬁfnﬁéﬁnﬂﬁck

having a rate requency that 1s

e\%ﬂ%er“tﬁéﬁﬁa;tﬂ?@ ngltoB %ﬁ@cﬂ%ﬁb&ﬁeﬁé th%@gst‘éﬁ?ﬁ&éﬂﬁ@ﬁuﬂ% a

e system rse
o5 9803 B0 S U P
ol S4B a0 SR 3B AR ™

urkife B pbaehl Mol Bkt ‘{aﬁ'eec’@%‘*‘@rﬁ&?'gr?@?‘“ 5%?’@%5 ot
S Rt by 36 oROPSIET R Buder, IR %Vi%méw. 38y togdle 8°
YR IRt B O T R ol A aleq IRHIAILS dpsctvated

g via the processor bus 106 to obtain the rate
- st ?eﬁ'ﬂb trag fesaupt alve Fﬁ'ﬁ%P'ieGEf@ffﬁ'ﬁasi Hlatiogship(e.gr aHafliea
rate of the system_tiner interru a WD 2004/ 061631
présteteruesosusIe<s 6)- Tm@z@fmfmeraﬁg ;B’s!’%’tfwiiﬂﬁf relggd Hegount
conpri se stemtinmer |ock 136. The system ti mer
Valwaﬁen@egwgéﬁe grstemadimed interpupbrAcseidinalyh the sitstenp timen £30
systemtimer 130 from being altered. For exanple, the
mayaanerate g periodio systars dmenintasrupy baming arate o5 frequamay fhas is
and/ or nessages that may alter the rate fromreaching
definast by the eptitvelue3nddie frequeneyieithe hecillatoret32adhke sBstemo
i gnore such wites, conmands,

timer 130 may further comprise an interface 134 to program the rate of the system
timer interrupt and to obtain the rate of the system timer interrupt. In one
embodiment, the interface 134 may comprise one or mére registers which the
processors 102 may read from in order to obtain the count value and therefore the
rate of the system timer interrupt and which the processors 102 may write a count
value in order to set the rate of the system timer interrupt. In another embodiment,
the processors 102 may provide the interface 134 with commands or messages

* via the processor bus 106 to obtain the rate of the system timer interrupt and/or to

program the rate of the system timer interrupt.




and/ or nmessages. The lock 136 may be |l ocated in a
security enhanced (SE) space (not shown) of the

chi pset 104. In one enbodi ment, the processors 102
may only alter contents of the SE space by executing
one or nore privileged instructions. An SE

VORI KHent , therefore, may prevent proceBSHPE00B§I566
from altering the contents of the lock 136 via
untrusted code by assigning execution of untrusted

[0020] code (TheRhPSESHRA maY MY corigised st tner ek 136. The
successful Iy execute such privileged instructions.

sybfefrticher 166k FdeAlEH Sotivated M3 phavenCIPBRAte TR tH Sy sieim fifée

bits that may be used to Store an indication of

130MRIMBEInG RIS Fr @x ¥tk SRk G/ 6k titler stk 1'36§rééiﬁggvent

detected. For exanple, the status store 1

wrﬁeéf%,in%%naﬁzétraﬂir%&isé%%sgﬁét HRYallef thedditd i féhchRg the

Indicate t a possi syst’em cl ock attack haS been

int?ﬁé@eqﬁdor n?él%au%@ﬁ{e ifR¥ack aﬁﬁ;‘gﬁ%ﬁ%.\ﬁﬂeg, InfrRdfels,

at a possi bl e system cl oc S not een

I ' tin ol 138
oSl 1810 BTN b Ssisd 100

. [ ta. '
soali et Sipith ofhs' BioseCl. PR itodhsl BeBodeedrdier .
k t I t [ .
i GREa B 5BE s S aPRR sy Heafitg P e rocd BfaBbéd
. t t b t t L.y identif hat
R e
l i ndi cat he t f | ock attack that
alnedoe ganiSRer gk P i WA ey ediora oxr o ar £5°
in.th f th WO 2004/ 061631
iR Soso THAGSEY MIngR AL ate Wiaaie 1§ SUFRpEIY BrRCUIRRUSh
code fromaltering the contents of the status store
prigiteged [nsYetionsne det ect or 140 of the chipset 104 may
detect one or nore ways an attacker mag%/ | aunch an
[0021] at t ackh@glatusstore 88 mayLoatpriss b af BPsctts thal raaubaused
report whether a possible systemclock attack has
1o ge A indicationeofwdpthen apossilblr systemepjockiatiaelk hahkeary ust ed

systemclock 120 is to alter via the interface 134 the
defegted. Bar example, the status store 138 may comprise a single bit that may be

activated to indicate that a possible system clock attack has been detected, and

that may be deactivated to indicate that a possible system clock attack has not

been detecied. in another embodiment, the status store 138 may comprise a

counter comprising a plurality of bits {e.g. 32 bits) to store a count. A change in

the count value may be used to indicate a possible system clock attack. In yet

another embodiment, the status store 138 may comprise a plurality of bits or
~counters that may be used to not only identify that a possible system clock attack
| was dertect;ad‘but may also indiéate the typé of system clock attack that was —

detected. The status store 138 may be furiher located in the SE space of the




whi ch the systemtinmer 130 generates systemtiner
interrupts. Even though one enbodi nent conprises a

| ock 136 to prevent untrusted code from changing the
rate of the systemtinmer 130, the detector 140 may
still detect attenpts to alter the rate via the
WO 134. For exanple, in response t BCHESZAW(03956
that data was witten to registers of the system
timer interface 134 that are used to programthe rate

chiffset 104 ®Yréwmt UntfiRiedldde flohtaliéehg eieatoniehs ofile biatiat e
the status store 138 to indicate that a possible

streSagm cl ock attack has occurred. Simlarly, the
detector 140 may update the status store 138 to

[0022] i ndi calL@ fatdRtIubLPheXPipSal W4ahky détb@®heiod marefRANEE
to detecting that the interface 134 has received one

at@EkdFAS ISQHERBRC S ack bodlRS IRIPTstd SsteM IoERYSE ahd ay

systemtinmer 130 to alter i1ts rate of 1ssuing syStem

re dbrf'ﬁvﬁeljn&t %%ééﬁrﬁlai sysié@ ¥k askies O%H?Eéaé%ggvsa tdheattacker

et ect or ermne that su s to the
' i i | 34 thd Rate at
Rk JErdeidh Sfefent bl Y51 B Sl Al iR fot thdfute o
[
WA RV R oy PO oo R by ey FefhOe RN B one
e fre [ {4 j
enftaIni] Spidfcss 14 T ot e uiRlod Ay bthElno the
ignal _from.the temtimer .130. t
rad 8 Py ey L B el Al fdiep e
make, th rust.ed_systemclock 120 run fas to
B D EeTA, SRR e a s i epRonsada Helpriha s bB;
wal | tinme. imlarly, an attacker may decrease the
wiklen TS 0T IR SYESET iSRS (addnalase HaRbORowEM he
2004/ 061631 PCT/ US2003/ 039566 t he S%%t em cl ock 1@%
rate g they ysteahimeo! 30, Hiedetactar 140 mayHndefatne giatus slofgekit i
~the correct wall time, Further, an attacker rrady
indicate that 8 pesdlde systemiciagk sftaichasgccuiged Simialy; e detector
oscillati ng si@gnal to zero HZ to stop the system cl ock
144 pmyfungaie the sklusiioret384gindisatera pessiblesysiam eleploaitapidin |
the detector 140 may update the status store 138 to
respodse it detectipg it meernt@yfgceaiﬁﬂclnmcav%@me PHMereeaIRANdS 0
detecting that the oscillating signal of the '
or oessagdesattiat mBxause thetsypiessiimer. 130rfo altentitsgate of issuing
system timer interrupts. In yet another embodiment, the detector 140 may
determine that such accesses to the interface 134 are not system clock attacks if
the lock 136 is deactivaied, thus leaving the interface 134 unlocked.

[0023] Another way an aitacker may attack the trusted system clock 120 is to
increase or decrease the frequency of the oscillating signal of the osciilator 132 or
to remove the oscillating signal from the system timer 130. An attacker may
increase the frequency of the oscillating signal to make the trusted system clock
120 run fast and to indicate a system time that is ahead of the correct wall timé.

Similarly, an attacker may decrease the frequency of the oscillating signal fo make
10




enbodi nent, the detector 140 may update the status
store 138 to indicate a possible systemclock attack
in response to detecting that the frequency of the
oscillating signal has a predeterm ned relationship to
redeterm ned range (e.g. less than a val ue

“8}’2?%’8} 63t han a val ue, and/or not between PHEUSAAI93%5¢S

To this end, the detector 140 may conprise a free
runni ng osci |l lator which provides a reference

the sgstematiookd 26 ingmsibwfand ito inbicate 4 systahe time tiioat islidchintbipe
determ ne whether the frequency of the oscillating

ceaieghabll fimeNiuigdr, By atthekep alylrbabey thd dciatingtsiyhal or
predeterm ned rel ationship to the predeterm ned range.

ddcdstiélthe/esciirnng Sighal tyerd HZafolsiapkBE spEt¥MAdoRCIRO o
trusted systemclock 120 is to prevent the processors

upkdind ROSYstAl Binb e dnB_nfealnednt theBetettol 140 by Sipasle the

system cl ock 120 in response to each systemti nmer

statné gfdrél 48 totlndl&atsEfp%§§|b|é%wemr@ﬂfdk%ma&m rb§pbmketh syst em
clock 120 run slow or stop. To this end, the detector

detddi ngﬁzat %WCIIQ%QJ %&a@ of th@toséfﬁét&c‘kﬂ IM'\Si pr8Serith another

trus system cloc is updated in response to

erﬁgg}géﬁ‘tsﬁ'n@ MetdciF4b E‘Pgrurpkl% thd\BaRARAGE 1B o fﬁﬁm&é%h

I's shown in As 11l ustrated,

P RRlem 8 *ﬁ%?écﬁﬁ*%éﬁﬁ?s@‘gﬂ%ﬁﬁ*@ﬁéﬁéﬁe%yst Lok
osp Rl prock BB rotatgtSniiP 8 ekt ingEte 0

b%sdﬁ%%&:@% %Pé@gﬁ@ﬂ%%%lﬁehég@éﬁiﬁféﬁéeﬁﬁnwéhéﬁéﬁhzﬁﬁﬁé
Bofe 8%%%@%@%@3%& BsBaw TR eqIE) J?&&?Jhc%ﬁsﬁ?%f%vf
refefangeiosclatog  digbFEr MBI AetoBeh P40 8y %af%%‘eé%%gfig
the ek obihe 59 et{qéy%t@éwbv@%%y eGPl 15 bR Doy
be activated to indicate that a update is pending and
P“?q*ﬁi@mﬂ'ﬁ%ﬂ iglatigrsiin fohe pigdetemingd@le t hat no update is

The detector 140 may activate the update

f0024] st or e Y%@arw therveypavatiacker reaiaftagk s tister sxplane plock fe is

interrupt to indicate that an
to prevent the processors 102 from updating the system time of the frusted

system clock 120 in response to each system timer interrupt, thus effectively
making the trusted system clock 120 run slow or stop. To this end, the detector
140 may comprise logic that detects whether the trusted system clock 120 is
updated in response to each system timer interrupt. An embodiment of such logic
is shown in FIG. 2. As illustrated, the detector 140 may comprise an update store
200 to indicate whether an update of the trusted system clock 120 is pending.
Moreover, the update store 200 may be located in SE space of the chipset 104 to
permit trusted code to change the state of the update store 200 and to brevent

untrusted code from changing the state of the update stote 200. The detector 140
11




update of the trusted systemclock 120 is pendi ng.
Further, an interrupt service routine of the trusted
system cl ock 120 may deactivate the update store 200
after wupdating the systemtine of the trusted system
clock 120 to indicate that the wupdate is conplete.
WEHRRO4HEI8Ct i on | ogi ¢ 202 may then det er m nBCT/HEP03439566
possi bl e systemclock attack has occurred in response
to a systemtinmer interrupt being issued while the
mepfiather sdnirise dedcliordliogia2eg té Hetbctanpaossihid &stedn sibek dttack
pendi ng. [0026] In another enbodi nent, the update

basbe UporR e UpaNteGRIFE 1206 @nagémrateersystbmvum iteeoptet val ue
that indicates the nunber of systemtiner interrupts

[0025] t hat  [haHEemBEHimaan) Gicl J@Gtesétﬂr@ezmhﬁaﬂ EMpricB Gadirgylbit thae
system cl ock 120. The tector 140 may increnent the

m&PHOhSval té MicaRAphSs GidHi€isHAdING ah8 SRP RS HecRamated
generated systemtinmer interrupt to indicate the

to THTERES thaf ndastitd'8 peN&ih§ MTHE RictorRdahffactivhicithelip da?é‘

interrupt service routine of the trusted systemc ock

st(%rg %0 0% resPiHsRitd eé&? &rfevatbd ¥ﬁté‘rﬁ tifrieP mtérmj;t H)oiqéiEﬁte é? raﬁ

|nresponseto system ti nmer I nterrupt,

upHQS ch‘fhet Ryt Elbaﬁ%f IS%) ({JJ’:@ YSiRdr, §¥ ‘ﬂt@ﬁn Jﬁ 38%9120

upon tHe obtal ne al ue. ter ating

roﬁtrh% dr W‘&%f%@{eﬁ%ﬁ%lﬁ?ﬁt régy? Heééﬁ@ate 'tﬁg lg:FJa'fé)gtoFeeidﬁ Stfer

routtne na count v
r
oot e S s o Y PR Esvebal Pt £20 toihoriihie oy
nt t were serviced,b the
unfiaf Eorp B I ?%8%@5 o ey #be@weeiezwmeﬁﬁa%’%a?%@d? on
l.0qi then termne hat ssi bl e system 12
syt atbis SomretiaesTeeins svaeh dines gt bG8
. respon a timer |r1te t  being
'Ssi”§§ HBUE fie dpebiE e ?@9 il fBetgn i eu'aagl[ ebndingt e 200
as a predeterm ned rel ationshi . exceeds) a
[0026] pr edelefNAtheE #MbgaimEnt. tae ypdaty sigre PY] 50"59%%‘99'1‘1?‘84”6%
updat es. [0027] _An enbodi nent of an SE envi ronnent 300
hawgg 3eaRt V@Weﬁh%'“@cat%’@GQEmb@th sysiemtiirmerioleryply thyt
initiated in response to various events such as, for
hasbeqn aenerjed einsesthadast ypdate af tissysieardlenk 128q T dotestar
operating system request,
140 may increment the counter of the update store 200 in response to each
_ generated system timer interrupt to indicate the number of pending system clock
updates. Further, an interrupt service routine of the trusted system clock 120 may
_obtain the count value from the update store 200 in response to a system timer
interrupt, and may update the system time of the trusted system clock 120 based
upon the obtained count value. After updating the trusted system clock 120, the |
interrupt service routine may further update the count value accordingly. For
example, the interrupt service routine may decrement the counter by the number

of system fimer interrupts that were serviced by the update of the trusted system

clock 120. The detectlon logic 202 may then determine that a possible system
12




etc. As shown, the SE environnent 300 nay conprise a
trusted virtual machine kernel or nonitor 302, one or
nore standard virtual nachines (standard VMs) 304,

and one or nore trusted virtual machines (trusted VM)

. In one enbodi ment, the nonitor 302 of the

W&p’@? 1%y environment 300 executes in t hePEFEIAB0&566
node at the nost privileged processor ring (e.g. OP)
to manage security and provide barriers between the
clock sttsek hamobiunes iBfebpoieta sysGR Bihelintersipbinsing Bsiéd Bhik
may conprise an operating system 308 that executes at
thelveunialuelyt ithd lrRedsipre?0eseea greddediinddeladisHip eg.
(e.g. OD), and one or nore applications 310 that

exe88s) aepradetarminseniuritidr\(é.ge BRAIRG Sysdm Iclotk updated.he
Vl\/b(s?m e (e.g. 3D. Si ﬁcg ?ﬁgpprogsﬁf ring |pn whi ch

[0027) t he NOAY é@bodifdnt SPERBH &FirbBmERTID0RS ENdERFIGE SaThel e
processor ring in which the operating system 308

e IBRAMERBO0IHE BPRBEINY re%b§ﬁs%'ib o8 enitBuchay, efor
unfettered control of the conputing device 100

eﬁaﬂﬁﬂee afstbi s?él'Pb%%tn dppiiddisn gét{HeEP bin %é’raflﬁ%? Eystdm Fém%t

noni tor 30 In parti tor 302 may
t@r@/ Uipsr S @{%ﬁ%p?} meRingMm
6308 %ﬁ)gm ﬂ‘(% ap%ﬁ#rgg?llggtn rr%% rectly Igl(rl:gées& iri?g

kén‘ibff .oﬁ%on@%?ﬁbyoﬁé& o s 'Eal?ﬁ?ltd%fﬁibl i‘ri‘a%hug&é‘ gété}‘r’da ok ecl 304,

| nay prevent untrusted rom
arfy %ﬂ%rdf“%&%ﬁ?sté yfudlopdfy cﬁ@@%ﬁ#@??‘%@*ﬁﬁa@ﬁ%ﬁé@é&e@
3., 1
th%@%nﬁg%%%ﬁ%%@%@at%@%ﬁﬁ%@%ﬂﬁﬁﬁécaiesg%?%&%f‘esﬁe&nﬁtf‘cﬁﬁ
3
o HitnSa e Erog AR ikt B i Sl ditpnis.
S 1 SHA- 1), .
bé\i"é‘?’ﬁé?tw@gﬁ “@%Cﬁdf‘gﬁéb%g rgz net ri) cset Cm)ayocabsg
[0028] :nlg? r|t %ggfa%ﬁ@}%%t&ﬁaysc%?%”% ?af&%mhggﬁﬁtn CcS
in an associated PCR | og stored in SE nenory
expeliehatthe mest pripgesdt prg@%ssw%@tt%vmﬂnﬂ%(qg @@e@‘del

306 in SE menory 118 and | aunch the trusted kernel
ong Py moke @mwémrﬁtamélnﬁ@xew;% fleaylower prirdieged processor ring of

the VMX mode (e.g. 3D). Since the processor ring in which the monitor 302
executes is more privileged than the processor ring in which the operating system
308 executes, the operating system 308 does not have unfettered control of the
computing device 100 but instead is subject fo the control and restraints of the

'. monitor 302. In particular, the monitor 302 may prevent untrusted code such as,
the 'operating system 308 and the applications 310 from directly accessing the SE
memory 118 and the token 110. Further, the monitor 302 may prevent untrusted
_code from directly aitering the rate of the system timer 130, and may also prévent

untrusted code from altering the status store 138 and the update store 200.

13




[0030] Simlarly, the trusted kernel 312 may take one
or nore neasurenents of an applet or application 314
such as a cryptographic hash of the applet code to
obtain one or nore nmetrics. The trusted kernel 312 via
the nonitor 302 may then cause the token 110 to
AOM§13 PCR register with the metrics of PEHESZEPISES
314. The trusted kernel 312 may further record the
metrics in an associated PCR1og stored in SE nmenory
[0029] 118. Fihetmenitor 302 maypstfemth & oahoi@deasayerhenisofthe trasted
trusted applet 314 in the established trusted VM 306
kerhelt3h2 sbEh aegeryichidbhid K38 1.9 Mesdage Digsbt BEMDS), Sktdre
may further conprise a trusted systemclock 120. As
Hagiohlganiteh BB ), eRe) of Hekentb! sdd Bobtdiooke dPMordetrics,

conpri se an i nt errupt service routine which is

mBy 68useale Rikeh 180 Bf HESRSPPERIBGisieP wite FRONERiCS Of the R¥MBEEM
timer interrupt. The trusted system clock 120 may

31N EhEMRPreddrd HENRERR hiditasbyciaBd P@JRJIBQ%tdi'étﬁh SEmbmdad
upon the rate at which the systemti ner

1@Fb%r%b'rﬂontt€?3@2 rﬂ&féstblﬁl@h WS hrddd VMBJOB' |HtS‘Ef1ﬁé'rﬁbry I't
shoul d be appreciated that the trusted system clock

113824hdrl§1)41ch%é gg&é@ﬁemau PPN Fw%res&eL e%ﬂrd@é&*\/lﬁ 30k, the SE

envi ronnent For exanpl e nmoni tor 302 may

10030) 10 ol HedRERABYT 312 i P ey e Rk BImens
Of%ﬁ gfﬁél@{ &3 'n&’éibggagﬁ sﬁél‘?aé 8 E%ﬁ’gfﬁ@ c.lﬂb%h'gf’ﬂ'le eﬁg ebto

rocessors exe e syst em C

0@%’82"‘%8%@@%0@%@?%?}%3@‘%@%@@ si2¥e r%'@ 't"s{"??i %@y el
cafip ol RER ﬁ#ﬁ?@%%n@s?%iie%ua‘i nfnd Bletudsbr e bl a4
T usteD s G Y15 it oo thadhaiicadn 66 aSgasalar LRk
staed oo Sreror § 6. s e st ciernol iy Py taruioh thesfrested
apgg%@%%ﬁéggtrﬁﬁushgé SheR VR EAa Rl e SE stprag é%pi{ gf:'kn%ls

he untrusted ogeratl ng system 308. [0032
[0031] respoﬁgﬁtfﬂétefjﬂfﬁmeb 1%gay RietheEcamprise & d syt "bF'OFK G

1 28. As i?ldicated above, the trusted system clock 120 may comprise an interrupt
service routine which is executed by the processors 102 in response to a system
timer interrupt. The trusted system clock 120 may'increment its system time by an
amount that is based upon the rate at which the system timer 130 periodically
generates the system timer interrupt. 1t should be appreciated that the trusted
system clock 120 may be located in another frusted module of the SE
“environment 300. For example, the monitor 302 may include the trusted system
-clock 120. In another embodiment, the trusted sysfem clock 120 may comprise a
system clock nub 316 located in the monitor 302, The processors 102 may

execute the system clock nub 316 in response fo the system timer inferrupts.
14




conmputing device 100 may further record netrics of the
nmoni tor 302 and hardware conponents of the conputing
device 100 in a PCR regi ster of the token 110. For
exanpl e, the processor 102 nay obtai n hardware
identifiers such as, for exanple, processor fam Igy,
WHBM8L8E version, processor nicrocode veP§TYppo03n395s6
chi pset version, and token version of the processors
102, chipset 104, and token 110. The processor 102
Funther t the systemailatk nbk 308 trely wederate cheearanord dmteirdpiersignals,
one or nore - PCR register. [0033] A exanple nethod of
andisoesiaggs which cpossthé pmcasdons k0apaexestitetchde of the stustdd
system clock 120 is shown in FIG 4. In block 400, the
ketatlSdR dhiat UpGater the sysieatiimé bbithe rupedSystem cyckt12M Theoate
attack has occurred. For exanple, the detector 140
orvayredsteeupts Nslgridi andlopmessdgks ofyBtaciobioglh 316 mal flrer
occurred in response to determning that the

cduse duepreiestbrd 102 toesédutat @ide b3 &d‘&ﬁra’tin@fszﬁéfrﬁ!w tAgd

relationship to a predeterm ned range, that the system

updafean UHtREIAGYSEACISRS 1808 e @HUSRAVPeldling sPRETB08.
l{hat may havecgghanged the rate at vvhi%?h thg system

[0032] : ihmer IA 35 poR S RSnBNRHgRRR BEBRAVirdih&Tt 300 bEFIGR{HRr T hat

e nunber of pending updates to the trusted system

c&p.ﬁﬁeerg}é% g@@c@@@o Ral ket Féb@dﬁ&ri&@bﬁgé ﬂ{bﬁﬁé%dzoarﬂ hardware

rm ned nuhber of pendi ng updates. e detector
o B e PR et SR Rt loferd P
oL AP e SRS g Mo
PribosETpitly. sfcssifiehtor piceagy shBpSiie Sl ekt ca o
O B RS b A B 1. e
LD P i b ob B g o

@stﬁ clock attack has occurred based upon the
P st ore 138. In one enbodinent, the nonitor 302

may determn ne that system cl ock attack has occurred
[0033] ; nyr e éyR%aawle method o?res%onding o a poss%le attack against the

trusted system clock 120 is shown in FIG. 4. n block 400, the detector 140 may
detect that a possible system clock attack has occurred. For example, the detector
140 may determine that a possible system clock attack has occurred in response
to determining that the frequency of the oscillator 132 has a predetermined
relationship fo a predetermined range, that the system timer interface 134 has
been accessed in a manner that may have changed the rate at which the system
timer 130 issues system timer interrupts, and/or that the number of pending
updates fo the frusted system cloc;'k 120 has a predetermined relationship to a
predetermined number of pending updates. The detector 140 in block 402 may

update the status store 138 to indicate a possible system clock attack. In one
15




to a bit of the status store 138 being active. In
anot her enbodi nent, the nonitor 302 nay determn ne
that a systemclock attack has occurred in response a
count value of the status store 138 having a

v@(edeterm ned rel ationship (e.g. not equal% to an
UL count val ue. For exanple, the noRtVB20EEP56qy

mai ntain an expected count value that is retained

t hrough systemresets, system power downs, or SE
embodimentyihe datecior oy, indibate mpussible 382nelyclcaitask by
the count value of the status store 138 with the
aetivatirgd 2 bit obthe stahad sierct138diatamothen embbditrieat, the detector 140
detector 140 has detected one or nore possible system
mal eficatd & podsible syutem cloble ati@uki ByQpdafid {eak inonpeiéiting, i t s
expected count value. [0035] In addition to the status

dedrementhdBsettitty réﬁéﬁlnb{zé cold vam¥ oftheatsles stord 188, whet her
a system clock attack has occurred based upon a trust

[0034] pol i cyThelhgnitor 862 in MEAK 404 ridy déteiniThé whethbed @ydtéfrﬁ RfocRf
adj ustnents or changes to the systemtine of -

attdcd hS desineddas6d a5dn the Qta‘tﬁbﬂéto@rﬁsohftﬁié\’én%d%érﬂ gtﬁé by

the detector 140 as possible systemclock attacks.

mEﬁ’ifor ey m%iy%etérﬁﬁesthéﬁa”éjsfén%l%l@é’l‘?acﬁ%s oBelire)li rdshd se

the rate of the systemtiner 130 was changed via't

tolﬁwy.ﬁsfftﬁ&aa&é%tors'gg@wah abfiR. intdridiler @mbb&%émh@hbﬂ%ro

e processors 1 ncrease or decrease the rat
L e e T

R F L [T T
ot L8 A BhoBAEYT Rl

oRRGETHEUTVARE R @ﬁuaﬁﬁﬁ%eﬁ&%agftsm o™ ©
d@iéi%w%éwﬁmﬁ? toar dsii, i mbritis 20 Shay Somman fhecopnt

att ack.

R R R Rt TR S
thebgotggtgr iﬂ% srgﬁt%gé@q%{%&EE@QE@%&EM&%&S@ﬁce
the monitor 302 last updated its expected count value.

[0035] In addition to the status store 138, the monitor 302 may also determine
whether a system clock attack has occurred based upon a trust policy. The trust
policy may permit certain types of adjustments or changes to the system time of
the trusted system clock 120 that are otherwise flagged by the detector 140 as
possible system clock attacks. For example, the status store 138 may indicate that
the rate of the system timer 130 was changed via the interface 134. However, the

trust policy may allow the processors 102 tb increase or decrease the rate of the
system timer 130 by no more than a-predetermined amount without it being

"defined as a system clock attack. While the trust policy may allow the rate of the
16




300 does not contain tine-sensitive data and/or is not
performng tine-sensitive operations. Accordingly,
the nonitor 302 may sinply ignore the possible system
cl ock attack. In another enbodi nent, the poli cy may
i ndi cate that the monitor 302 is to reset th

%4y devi ce 100 or tear down the SE 59W$289?W%"|§f6

300 in response to detecting certain types of system
cl ock attacks such as, for exanple, detecting that

systeeh SM&mene Ye atjusied, 8 tiukt pdlicy mag idgfred suvhsnaadjustment
predeterm ned relationship to a predeterm ned range

asd syishsth cloBiEatttker rdretiidh & pridemhing® huhBer dfagljustments
predeterm ned rel ationship to a predeterm ned range.

(el 1 20Qd Aade WRaHE éace TBRRIUARNE bRIdeRPRiINEE IntBvaMiedse pen

interested party an opportunity to verify and/ or

da?hgé%&hﬁer%y%mgém“@fd@m trusted system cl ock

For ‘exanple, the nonitor 302 nmay provide a user

[0036] Of th% BBEIPM@@%&:%M& 3@9%@&%&{:«1&&1me%i@fte@éystéiﬁczock

- sensitive data with t he systemtine of

ariaua% Bl aaﬁssaagneﬁi fmdrifor 308 it Yedhoha bbEH Wa @urgi/ or

to veri that the sys time is correct and/or

b M B O
Ogto%{ag' lséo?ﬁ - FR?II!J :ﬂgﬁf Htgﬁ n@g éﬂfe &nsmw?1

0SS sys em s nment
r
onoh AgPr OB TR fofﬁéfm%x oty oghiédee pBisle Sie
RTC, att ac Inaother 0 y
ootk st Bl 3 éﬁgﬁéicg‘sﬁeeﬁwﬁsﬁe{@% it 202
. ected cou Iue al ue of
is GRS e uitng §8uie 100 br Ber fovi BR s SbiSeent SPp e
and the count val ue of he sta tore 138 have a
regRoNSE [IRleRtRo ARSI TYReS 8%1%%9@ ot Al Sy fakgatple
attack has been detect ed, {ER%SSA The co ti nr% devi ce
detesingrtipt {herfregrency|af theyosgilg Bhas Aer d"net hod
of FIG 4 in response to executing instructions of a
relatienshindo aauergitraingdrangapitieting sate Pfﬂheé%ﬁtﬁm fﬁﬂéfr@g&as
only nenory e&a% ; random access nmenory
a pradgtenminedyielationshin ipepredeteEmineg fangs lnmﬂ@g empadiment,
flash nenory
the monitor 302 may provide an interested party an opportunity to verify and/or
change the system time of the trusted system clock 120. For example, the monitor
- 302 may provide a user of the computer device 100 and/or the owner of the time-
sensitive data with the system time of the trusted system clock 120 and may ask
the user and/or owner to verify that the system time is correct and/or to update the
system time to the correct wall time.
[0037] The monitor 302 in block 408 may update the status store 138 to
remove the indication of a possible system status attack. In one embodiment, the

monitor 302 may deactivate a bit of the status store 138 in order to clear the

indication of a possible RTC attack. In another embodiment, the monitor 302 may
17




devi ces; and/or electrical, optical, acoustical or
ot her form of propagated signals such as, for
exanpl e, carrier waves, infrared signals, digital
signals, analog signals. Furthernore, while the

exanpl e method of FIG 4 is illustrated as a sequence
WEF20H98163% | ons, the conputing device 100 i RCEBHAN3/039566
enbodi mrents may performvarious illustrated

operations of the nethod in parallel or in a different
updaieits expeoRd]colit vatuecaioniarcolintatalueasf tiod sthiue story 488 suah
have been described with reference to exanple

thatithe dixpeaéd coln ealde and thetooont vatuedthe sthivsdeile ti88 have a
construed in a limting sense. Various nodifications

refdftioh$ip travindicates N o FHStEm, clatk atiatit hasbadnhRitected.
enbodi nents of the invention, which are apparent to

[0038] PEr SONFhe dafiputifgl devicd itm GV péﬁbrﬁﬂfullfd? 2 B sbibf ey &@nple

pertains are deened to lie wthin the spirit and

mefheRef Pic. uhe réégbﬁﬁ fo@kectBg M{Jbﬂon\ﬁlaf &0RsthfifelBadable
PCT/ US2003/ 039566 What is clained is: 1. For use with

madiinsduB a8, B &anitid, rkREGY MefboP GTONI; Phdofh &ﬁfegé’ﬁhemory

conprising detecting a pOSSI bl'e attack agai nst the

(@I\@os ﬁ%tﬁ%kﬁ&g g Ri¢Als: BeticAl §tb g@%e%ﬁ@’ﬂﬁsr[ﬁehﬁﬂ} cate

e attack agal nst the syStem cloc

dé\‘?ﬁ:’eQ"%} fé GEI %gfnéér %Sust%&’mbiﬁ&]&gnﬁd&i)ﬁtﬁéﬁ%d% nals

pOSSI al'nst the sys res onse

SL}Cﬁ a %?é@n@lé‘ Q:aH?et%vabgﬁe uﬁ%géoe%ﬁél ‘U‘qqﬂags @fﬂlé‘ %I’I?MB dat ed

| Rappropri at e

s, DS RE yEUE e B ﬁpﬁsﬁ@?&mﬁ Dhlabler g o
s 8ide 0t Bp@lalib e 1RO ing 96vicd T B eindlimERE LS
perform various illustrated operations of the method in parallel or in a different

order.

[0039) While certain features of the invention have been described with
reference to example embodiments, the description is not intended to be
construed in a limiting sense. Various modifications of the example embodiments,
as well as other embodiments of the invention, which are apparent o persons
skilled in the art to which the invention pertains are deemed to lie within the spirit

and scope of the invention.
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detecting an attenpt to change a rate at which the
systemtinmer interrupts are generated. 4. The nethod
of claiml further conprising updating the systemtine
in response to systemtinmer interrupts, and detecting
a possi ble attack against the systemclock in response
"‘fQ)J‘)“"d’é’t“é‘cti ng one or nore accesses to an PRVBYPEOEET
the systemtiner that may alter a rate at which the
systemtimer issues the systemtinmer interrupts. 5.
The method of claim1 further conprising updating the
Whyt isaslaitneteist N response to systemtiner interrupts

i ssued by a systemtiner, and 19 WD 2004/ 061631

PCTI US2003/ 039566 detecting a possible attack agai nst
t he 1r Bait usei with & bysidm iclock thapkeeps asystéo e, sngrethod
cﬁgﬁ;ﬁ%b‘ﬁncy of an oscillator associated with the system
g has a predeternmned relationship to a
predeterm ned range. 6. The nethod of claim| further
conpietestinga possiviaaitagk against thefsystam clacki ard st ore in
response to detecting a possible attack against the
Sys m
doa PR et AR PIFHGED Bhos S B oGNS Gl
clpakt hod of claim:l further conprising updating a count
of a counter of the status store in response to

det 0 HhdhefodRPEBIH fuick 86ipReRY aitéctiie SOLSbRBLERCK,

and preventing untrust ware fromaltering the
agabshihesysterecledkun responsegto dptrsmininghibat e systamrslack is being
qré%ga- [ Sil dating the systemtine in
up{d‘é{;etggbﬁ?g gd sltb{eésr}natélt')rrer interrupts issued by a
systemtinmer, and determning that a possible attack

has 3nbite sethedckaimifusties sompeEsing
updating the system time in response to system timer interrupts, and

detecting a possible attack against the system clock in response to
detecting an attempt to change a rate at which the system timer interrupts are

generated.
4. The method of claim 1 further comprising
updating the system time in response to 'system timer interrupts, and

detecting a possible attack against the system clock in response to
detecting one or more accesses io an interface of the system timer that may alter
a rate at which the system timer issues the system timer interrupts.

5. The method of claim 1 further comprising

updating the system time in response to system timer interrupts issued by a

system timer, and
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determining that an adjustnment to a rate at which the
systemtiner issues the systemtiner interrupts has a
predeterm ned rel ationship to a predeterm ned range.
9. The method of claim1 further conprising updating

the systemtine in response to systemtiner interrupts
W%@?J‘é%l%ﬁl a systemtiner, and determ ni n§CVHEP03439566

possi bl e attack has occurred in response to
determining that nore than a predeternm ned nunber of
ad] ustteding @ jusviblcatack agairest the r@al timecloelt inwbspoinsé toe

BB reBRbey SRR s vl el BB S Bos o6
peedstetinged sélatianship to adredetermitedtrhege.a possi bl e attack
agai nst a systemclock was detected, and a detector

to detgpet hfcggffcilé?l]nel fa{‘ﬁ&%%[@ﬁgihgst the system cl ock

and 1o ~upda e status s ased upon whet her a
possi bl e attack agai nst system clock was detected.
11. artieatipgiadjef thy steluaistord i respariserto deteplingsd pepsible attack

a ,ﬁ&tmg)}sﬁ]ﬁgfg?,%%ﬁgerate an interrupt, wherein the

etector a possi ble attack agai nst the system

clock in response to determ ning that the system clock
i s eeveqtiog tatrustedsoftaare from gpadiyeting the i theistatus hlere.
chi pset of claim 10 further conprising an update store

to imne I +o the systemclock is
pend?ﬁggﬂm(}dé@?%ﬂﬁé fg@%ég(%tgﬁpﬁ%'ggect S a possible

attack against the system clock based the update
st orpdating a geint pia patiterof the siatas storendpenanse krdelpelinga

péEsicatt=tklQEMECHe sPstemTRiekrdrdy enhanced space t hat
prevents untrusted code fromupdating the update

store. 14. The chispset of claim 10 wherein
preventing unirusted software from altering the count of the counter.

8. The method of claim 1 further comprising

updating the system time in response to system timer interrupts issued by a
system timer, and

determining that a possible attack has not occurred in response io
determining that an adjustment to a rate at which the system timer issues the
system timer interrupts has a predetermined relationship to a predetermined
range.'

9. The method of claim 1 further comprising

updating the system time in response to system timer interrupts issued by a
system timer, and

determining that a possible attack has occurred in response to determining
that more than a predetermined number of adjustments have been made io a rate
at which the system timer issues the system timer interrupts.

10. A chipset comprising
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the status store conprises a bit that untrusted code
is prevented from deactivating and trusted code of a
security enhanced environnent is permtted to
deactivate, and the detector activates the bit of the
status store in response to detecting a Eossible

WO PURIyai nst the system cl ock. 15. The RRIBYA/08S6H
claim10 wherein the status store conprises a counter
that untrusted code is prevented from updating and

t hat a siatuststuie twitdicate vehetdlmar arpdsyiblerdtiaok aghiest\al systemeclock

i r to deactivate, and 21 WD 20041061631
Wﬁ%‘ﬁg%g%@@? 39566 the detector updates a count of the
counter in response to detecting a possible attack
agai adétecthetosiptdob epobsitli attack aghiret thei ystetn déckcdraiiton 10

ubith B 1R Rl b By Sirfhet ppoRsib'8 Slteg el systerm,,

cbblewagsléken’netjj mer generates the systemtinmer events
from bei ng altered. 17. The chi pset of claim16

ot b Sfinsetey Bl | TRuthE ortiisr BT bateeh ol afieaie ¥
aminter ruph,gmmrem theodstedier defacis e possible atthakagainBtheAystem

AR RR B e EnRBR ot oy PR e pP R Predled g .

inappyptigtoratener to generate systemtiner interrupts
that invoke execution of the interrupt service

st SpSe? AP AERL 10 ReHBET rBindsh ble e o licat

whethei areupdatd fortkee ﬁ)mm‘n alodletsqﬁﬂmgt wh@lelhﬁhé deteptop détbtie a
attack, agai nst S ocC 19, .The conmputi ng
Pl R BpmEihe Systa ok Bedhitine WP Baxfar s st ore
to
13. The chipset of claim 12 wherein the update store is located in a security
enhanced space that prevents untrusted code from updating the update store.

14. The chipset of claim 10 wherein

the status store comprises a bit that untrusted code is prevented from
deactivating and trusted code of a security enhanced environment is permitted to

deactivate, and

the detector activates the bit of the status store in response to detecting a

possible attack against the system clock.

156. The chipset of ¢claim 10 wherein

the status store comprises a counter that untrusted code is prevented from
updating and that frusted code of a security enhanced environment is permitted to

deactivate, and
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i ndi cate whether a possible attack against the system
cl ock was detected, wherein the detector updates the
status store to indicate a possible attack agai nst
the system cl ock. 20. The conputing device of claim18
further conprising a bit to indicate whether a
WORU0B168L at t ack agai nst the system cl ock REEULH3E3%EY,
wherein the detector activates the bit to indicate a
possi bl e attack against the systemclock. 21. The
lconnhé delgceupdatesd p@lrﬁbfﬂh%oudgenr iairélspfohﬁe tu detecting a
ocated in a securit nhanced space that prevents
Pk atas bodiast FE SRR ng cont ents of - the bit. 22
WO 2004/ 061631 PCTI US2003/ 039566 22. The computi ng
deviiBe Thé claipset of di8int 10 funiber coompisingi angystem #meelodathat in

L . i d h : .
05155 g S BIEY PRy 8o ah S SRR B8 esnsratee

thelsystepsiinesnevente froaVisgigaltiredd first rate that is based
upon a frequency of the oscillating signal, and the

det efects a si bl e attack ai nst. the. system
ci oct- The PEbETKEaAT ¥ Rheteh ik e TR PRt IRERR ey
sexiurityrehhasead spate that priegents uhigsted (udedrineakdringdtate of the
r Iahi on|shli&p to a predeterm ned range. 23. The
Syéger% PHh3%evi ce of claim 18 further conprising a
systemtimer |ock that in response to being activated

pr evi@nA sompuiiigadenicewbimphisinge system tiner generates
the systemtimer events frombeing altered. 24. The

SO Bt g R b R ™
prevents untrusted code fromaltering state of the

sy seesystenmtiznerito genera®. sysies ioenioterrupfs deal inveke txedudionof
th&ﬁ'nt%ﬁdﬂfﬁtgieﬁic&ngutb@t errupt service routine conprises a
System clocK nu

i nvokes updates of one or nore system
time _
a processor to update a system iime of a system clock in response

executing the interrupt service routine, and
a detector to detect a possible attack against the system clock.

19. The computing device of claim 18 further comprising a status store to
~ indicate whether a possible attack against the system clock was detected, wherein

the detector updates the status store io indicate a possible attack against

the system clock.

- 20. The computing device of claim 18 further comprising a bit fo indicate
whether a possible attack against the system clock was detected, wherein

the detector activates the bit to indicate a possible attack against the

system clock.

21. The computing device of claim 20 wherein the bit is located in a
security enhanced space that prevents untrusted code from altering contents of

the bit.
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cl ocks. 26. A machi ne-readabl e nmedi um conprising a
plurality of instructions that in response to being
executed result in a conputing device determ ning that
an attack against a system clock of the conmputing
device has been detected, and responding to the

WO Y163 ai nst the system clock. 27. The FPCT/US2003/039566
machi ne-readabl e medi um of cl aim 26 wherein the
plurality of instructions further result in the

CONMRL. The coeputiig devip@h g[iam\jﬂ 8 erﬂhbeCcﬁﬁr?r_wﬁig ab%extemal
re etln, I nt re_te art t, conrir at a
of Ao preisEdhe Fyedb Pk il pb brcifaind Signab uheres o
2004/ 061631 PCTI US2003/ 039566 28. The

mac ithe eystea dialer gemardies theodystenatime2é/entsaat @i finstirbie that is
lurality o further result in the

f instructi
bEssHROD AU RGN M RsAn S00R A ot t ack by
preventing access to tine-sensitive data.. 29. The
mac tthe deteeladddibets mgbssibleddttack agains? hadysteen dotthia response

| yral.i.ty., o i.nstructi.ans further result in,the.
e astihuning b e RS & op ol btrerionaf Pl b pigeldtfines
refatiensind to@ picderrained rdrigee oper ati ons. 30. The

machi ne-readabl e nedi um of claim 26 wherein the

pl ural i of .Jnstructign ther result | e,

P o i cteutod YalE blARM L LHER o A SletF e,
lodiethatingdspaonse tb byhmastivetedprevents 4 ratd atewtsittathessysteor timer
has be% activated. 31. The.rracgrnc?-readabl e nedi um of
IRNCIAGT 91 SYReMdIeraYEnts fopLbeing algred.i nst r yct i ons
further result in the conputing device determ ning

t hat24aTtheatdnamiting asvick ebdlaite2whardinlibs sybtem dimedbek iser a
cqoqunter of .a status, stor as an _expected . count .

oGl in S sepuny2hAhorR oS That B EMs S eE fode ot atering
stafessf Hasybtem fiheariagi.ty of instructions further result
in the conputing device determning that an attack has

25. The computing device of claim 18 wherein the interrupt service routine
comprises a system clock nub invokes updates of one or more system time

clocks.

26. A machine-readable medium comprising a plurality of instructions that

in response to being executed result in a computing device

determining that an attack against a system clock of the computing device

has been detected, and
responding to the attack against the system clock.

27. The machine-readable medium of claim 26 wherein the plurality of
instructions further result in the computing device responding to the attack by
requesting an interested party to confirm that a system time of the system clock is

- correct.
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been detected based upon a status store and a trust
policy. 33. The machi ne-readabl e nedi um of claim 26
wherein the plurality of instructions further result
in the conputing device determining that an attack has
been detected in response to determning that nore
WOLAPE04158k edet er mi ned nunber  of adj ust menPST/HEYBHEN
made to a rate of a systemtiner used to drive the
system cl ock. 34. An apparatus conprising an update

_st orz. 1rﬁ>e madhiagreadsbrtrhediura of dpitel@&wherein mpsplwﬂitybbfoc k

s end etection Io ic to detect S|ble
ingiryclioRs PB@F‘T‘? wgh%y‘%fv ngidgeles Fesce '"%B%'H fat e
pEUEHtR g BBEeIRNE tifte-JBRGEvedaaem timer interrupts used to
i nvoke an update of the systen1c|ock 24

WO
cl a5 Y6 TRgh readkReduraet oher gp RSTERR R L,

inBPG@EibAS Rirthbl @EHE GBE a@hpating deyisé easpohding tdiae attackisy ed
if a systemtjner interrupt is received while the

Pf&ﬁ%fﬁi"@*'ﬁleoﬁeé‘sit'ﬁ%iPE%{? San update to the system cl ock
is pending. 36. The apparatus of claim 34 wherein the

upda0eTisd %Ehlﬁ@-r@ﬂdabmn@duhh of tibiat 26Maiietein thepluralited t o
i ndi cat plrate IS

ingBseions, e 18t Adve coabiing corsS el Bnadhit Aagghes

badhHdidtfedigdsea upsn whethef a BR bea BlalRSstdrodias depo asivatet.
attack against the system clock has occurred if a

t
the S0 biesacup e edih 87 Gyt 2 MR b Byl &
inSthbtibhsSRrthbieresiinintthe carsiaing datios detemminingahatchni attaek has
security enhanced e t hat rprev‘%ar}ts unt{]ust ed COPI%
bagngieteqt c%ldetpqs,eg uggﬁwilﬁﬁ@r gounter of a status store has an expecie

count value.

32. The machine-readable medium of claim 26 wherein the plurality of
instructions further result in the computing device determining that an attack has

been detected based upon a status store and a frust policy.

33. The machine-readable medium of claim 26 wherein the plurality of
instructions further result in the computing device determining that an attack has
been detected in response to determining that more than a predetermined number
of adjustments have been made to a rate of a system timer used to drive the

system clock.
34, An apparatus comprising

an update store to indicate whether an update to a system clock is pending,

and

- detection logic to detect a possible attack against the system clock based
upon the update store and one or more system timer interrupts used to invoke an

update of the system clock.
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the update store and that permts trusted code to
alter contents of the update store. 38. The apparat us
of claim 34 wherein the update store conprises a count
val ue indicative of a nunber of updates that are

endi n{g6 and the detection | ogic determ nes that
“B)o@ & attack against the system clock 9%528@@635?

if the count value has predeterm ned relationship to a
predet erm ned val ue. 39. The apparatus of claim 38
wher&a. The lappanatistof clainp 84 whereinibeatdetéction legicsietarmirteg that a

PEFIEF A BRI I Y B R R P RIP IR thfef Prerupt s

rqsmwnfd thtle thsﬂmﬂte:slde itdicaied & updatd enthe spstemluiockixlat e

penuo

36. The apparatus of claim 34 wherein

the update store comprises a bit that may be activated to indicate an
update is pending and that may be deactivated to indicate that no update is
pending, and

the detection logic determines that a possible attack against the system
clock has occurred if a system timer interrupt is received while the bit of the

update store is active.

37. The apparatus of claim 36 wherein the update store is located in a
security enhanced space that prevents unirusted code from altering contents of
the update store and that permits trusted code to alter contents of the update

siore,
38. The apparatus of claim 34 wherein

the update store comprises a count value indicative of a number of updates
that are pending, and

the detection logic determines that a possible attack against the system
clock has occurred if the count value has predetermined relationship to a

_ predetermined value.

39. The apparatus of claim 38 wherein the update store is located in a
security enhanced space that prevents untrusted code from altering contents of
the update store and that permits trusted code to alter contents of the update

store.

25




