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BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to the field of cryptography.
More particularly, the present invention relates to a cryptographic
device which translates encrypted information from one encrypted
format to another without unsecured exposure of its non-encrypted
format.

2. Description of Art Related to the Invention

In today's society, it is becoming more and more desirable to
transmit digital information (i.e., data, control or address) from one
location to another in a manner which is clear and unambiguous to a
targeted recipient, but incomprehensible to any illegitimate
interlopers. Accordingly, before transmission, the digital information
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Likewise, it is further becoming desirable to store digital
information in an encrypted format within main memory or a mass
storage device associated with a computer. This is done to prevent an .
unauthorized person from downloading sensitive information in a
non-encrypted format (i.e., plain text) from main memory or a mass
storage device onto a floppy disk. However, neither the storage of
information in an encrypted format nor the conventional
cryptographic transmission technique fully protects plain text from
unsecured exposure (i.e., outside the confines of the element
executing the cryptographic algorithm). For example, in order to
transfer an encrypted document from one computer to another, the
encrypted document would be decrypted to plain text and re-encrypted
with a communication key specific to the targeted recipient. Thus, the
plain text will be exposed at least on the system bus and, in those cases
where the document is greater in size than main memory, the plain
text might be temporarily stored on the computer’s mass storage
device (e.g., internal hard disk). This exposure problem poses a
number of disadvantages associated with security.

One clear disadvantage is that plain text may be readable by an
unauthorized person in those situations where it is not immediately
removed from the internal hard disk or the hard disk is accessible to
other computers through a local area network. Even if the sender
diligently removes the plain text from the hard disk or the document
as plain text is never stored on the hard disk, there is a possibility that
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distribution or by software packages (i.e., copy protection).

-Hence, it would be desirable to create a cryptographic device that
‘sufficiently mitigates access to information in a non-encrypted format
(i.e., plain text) originally contained within one source in one
encrypted format and needs to be transferred to another source
through another or even the same encrypted format. The
cryptographic device would virtually eliminate any interlopers from
stealing secure information because the interloper would have to
obtain that information from integrated circuits inside the chip
package which is clearly more difficult than obtaining information
from bus lines.
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The present |nvent|on relates to a cryptographic device that
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BRIEF DESCRIPTION OF THE DRAWINGS

The features and advantages of the present invention will
become apparent from the following detailed description of the
present invention in which:

| Figure 1 is a block diagram of a computer system incorporating
an cryptographic device associated with the present invention.

Figureé 2A-2D are illustrative block diagrams of various
embodiments of the cryptographic device.

Figure 3 is a more detailed block diagram of another illustrative
embodiment of the cryptographic device.

Figure 4 is a flowchart illustrating the method for precluding
access to information as plain text outside the cryptographic device..
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DETAI LED DESCRI PTI ON OF THE %@ EQ\TPESCRIPTION OF THEINVERSSAN | nvention
relates to an apparatus and )

The present invention relates to an apparatus and method for
translating information from one encrypted format to the same or
another encrypted format without exposing the intermediary plain
text to an unsecured environment. In the following description,
numerous details are set forth in order to provide a thorough
understanding of the present invention. However, it is apparent to
one skilled in the art that the present invention may be practiced
through many different embodiments than that illustrated without
deviating from the spirit and scope of the present invention. In other
instances, well-known circuits, elements and the like are not set forth
in detail in order to avoid unnecessarily obscuring the present
invention.

In the detailed description, a number of cryptography-related
terms are frequently used to describe certain characteristics or qualities
which is defined herein. A “communication key” is an encoding
and/or decoding parameter used by cryptographic algorithms such as
Rivest, Shamir and Adleman (“RSA”) which uses public and private
key pairs and Data Encryption Standard (“DES") which uses a select
key shared in confidence between two parties. Normally, the
communication key is a sequential distribution (“string”) of binary
data being “n” bits in length, where “n” is an arbitrary number. A
“document” is generally defined as information (e.g., data, address,
keys, etc.) being transferred in a sequence of bus cycles. “Plain text” is
defined as non-encrypted information which may include, but is not
limited to digital date representing text, video audio and other
mediums.

Referring to Figure 1, an illustrative embodiment of a computer
system 100 utilizing the present invention is illustrated. The
computer system 100 comprises a plurality of subsystems including a
processor subsystem 110, a memory subsystem 120 and an
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Moreover, the memory subsystem 120 may include a memory
controller 121 controlling access to one or more memory device(s) 122
such as dynamic random access memory (“DRAM”), read only
memory (“ROM”), video random access memory (“VRAM”) and the
like. The memory device(s) 122 store(s) information for use by the
host processor 111.

The I/O subsystem 130 includes an I/O controller 131 which acts
as an interface between an I/O bus 160 and the system bus 150. This
provides a communication path for transferring information between
devices coupled to different buses. The I/O bus 160 transfers
information into and from at least one peripheral device in the
computer system 100. Examples of the peripheral devices may
include, but are not limited to a display device 132 (e.g., cathode ray
tube, liquid crystal display, flat panel display, etc.); an alphanumeric
input device 133 (e.g., keyboard, key pad, etc.); a cursor control device
134 (e.g., a mouse, trackball, touchpad, joystick, etc.); a mass data
storage device 135 (e.g., magnetic tapes, hard disk drive, floppy disk
drive, etc.); an information transceiver device 136 (fax machine,
modem, scanner etc.) allowing information to be transferring from
the computer system 100 to a remotely located system and vice versa;
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' transmit or store the information in another encrypted format. These
examples are illustrative and should not be construed as a limitation
to the present invention.

Referring now to Figure 2A, the cryptographic device 140 is
coupled to the sjrstem bus allowing it to receive information (e.g.,
documents, files, etc.) having a selected encrypted format from the
information transceiver device and to re-encrypt (i.e., subsequently
encrypt) the information into another encrypted format. The
cryptographic device 140 comprises one or more integrated circuits 141

" encapsulated within an integrated circuit component package 142,
preferably hermetically encapsulated, to protect the integrated circuits
141 from damage, harmful contaminants and make it more difficult
for interlopers to obtain the plain text or key information. The
integrated circuits 141 feature a decryption unit 143 coupled to an
encryption unit 144 of which the functionality of both units is
described in a publication entitled “Applied Cryptography Second
Edition: Protocols, Algorithms, and Source Code in C” by Bruce
Schneider, published in 1996.

The decryption unit 143 receives information in a first
encrypted format (“encrypted data in”) and decrypts that information.
Thus, the decryption unit 143 is configured with the necessary
communication key “KEY;js” to decrypt the information thereby
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The decryption unit 143 and encryption unit 144 may be
hardware or firmware implemented to function as described above.
Clearly, the decryption unit 143 and encryption unit 144 may be a
general purpose microprocessor with cryptographic algorithms
executed and plain text maintained within a secure environment or
any intelligent electronic device capable of performing this decryption
or encryption. :

It is contemplated that other implementations may be used.
For example, in Figure 2B, a buffer 145 may be interposed between the
decryption unit 143 and the encryption unit 144 to temporarily store
the plain text. This implementation may be necessary if the encrypted
formats differ enough to require timing adjustments to be made. In
Figute 2C, decryption and re-encryption are handled by the same
cryptographic “unit” 146 which feeds back the plain text, preferably
from a buffer 147, for re-encryption after decrypting the input
information. In Figure 2D, decryption and re-encryption are
performed by a processor 148 obtaining requisite encryption and
decryption algorithms from a memory element 149. Both the
encrypted data input into the cryptographic device 140 and output
from the cryptographic device 140 may be transmitted through to the
bus through different or identical connection pins similar to that of
Figures 2A-2C.

Referring to Figure 3, a2 more detailed block diagram of a general
purpose cryptographic device is shown incorporating features evident
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one or nore integrated circuits 141 . encapsul ated within an
integrated circuit conponent package 142, preferably hernetically
encapsul ated, to protect the integrated circuits _ 141 from danage,
har nf ul contam nants and make it nore difficuhb_ for interlopers to
obtain the plain text or key information. The integrated circuits

141 feature a decr I [ : : ' .t 144
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decrypts that infor neaupded to the I/O by, gych ap theqmarsstorage device or4bei s

configured with the inésres&edTY transceiver deizy)dr Frdth Qhe koKt proc¥sdr. tthedecr ypt

'I[D ?:% |U gfg (7) ; (r)njll':5 |9 (7)n t her&tyyptefi ixx.formamnglzl s%?e%ﬁ%ely routed to the procegsor 200 via |
communication line 201 or to a first cryptographic unit 240 via
communication lines 202 depending on the encrypted format of the
input information. The routing selection is normally performed by
the host processor 111. The reason for controlling data flow is that
each cryptographic unit is able to only decrypt information in one t'ypé
of encrypted format while the proceséor 200 may be configured to
perform encryption or décryption at a slower speed by executing
cryptographic algorithms contained in the memory element 230.

In the event that the encrypted information propagates into the
first cryptographic unit 240, the first cryptographic unit 240 decrypts
the encrypted information into a plain text format and transfers the
decrypted information via communication line(s) 241 into the
memory unit 230. Alternatively, in the event that the encrypted
information propagates into the processor 200, the processor 200
executes a particular cryptographic algorithm to decrypt the encrypted
information and transmits the decrypted information in its plain text
form into the memory unit 230 via communication line(s) 203.

In order to encrypt the plain text into a second encrypted
format, three alternative data paths could be followed. A first data
path is where the plain text is to be encrypted with the same format
upon which the information was received. In this case, the plain text
propagates through communication line(s) 242 into the first
cryptographic unit 240 which, this time, encrypts the plain text into
the first encrypted format and outputs that information into an
output buffer 220 via communication line(s) 221. The second data
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and re-encryption ar@yptographic Raitf2B0NEthePlait 1RkPRGSTFEOIded 4D thesaédhdNg
requi site encryption . . ry:Rtion. A
el ement 149. Both t hcﬁB %graph.xc élr?gl:t?ggtég dat égll‘%g{%}' Fﬁﬁgg ?ﬁi(;n ?rh)ggs o‘;gr?/daphi c
devi ce 140 and out puFyptographic upiA50ieacepp thyplajmiext intpithe sgemdray be
transmtted through dnerypted format and tranbiite thisk ﬁhlfcfnfxﬂAtﬁsﬁ tPthel Sitiplut baFfer
connection pins sinmJ.ar. . Of o g -
Referring to Figure '3, vésﬁﬁ)}rntg%? %??%Bnﬁqs%%%‘d?g‘gi%%e%% g% og‘glg?]%tr%‘fffer _220
pur pose crypt ogr aphiteanséers the pacrypiadhinformatinn o thepystem hus forstpragstin

the memory device or mass storage device or for transmission to a

remote system via the information transceiver device.

It is contemplated that copy protection may be provided by
merely encrypting at least a portion of the context distributed data and
that data being decrypted, processed and later encrypted for storage
within the cryptographic device.

Referring now to Figure 4, a flowchart illustrating the re-
encryption operations of data input into the cryptographic device is
shown. In step 300, data encrypted with the first format is input into
the cryptographic device. Next, in optional Step 305, the encrypted
data is buffered for timing concerns. Next, in Step 310, the encrypted
data is decrypted using a prescribed cryptographic algorithm and
communication key. This operation may be performed through
hardware, firmware or software depending on the chosen
implementation. Upon decrypting the data, the plain text is stored in
random access memory (within the device 140) if necessary (Step 315).
Thereafter, in Step 320, the plain text is encrypted using a second



WD 97/ 39552
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Fi gures 2A-2D. The cryptographi c device 140 includes a processor

200, 'a plurality of buffers 210 and 220, a nenory el enent 230 and a
plurality of cryptographic units 240 and 250. The cryptographi c device -
140 recei ves Wa93885d i nput information normally from a devPCEHUS97/04697
coupled to the I/0O bus, such as the nass storage device or the

i nformation transceiver device, or fromthe host processor. The

encrypted information is selectively routed to the processor 200 via
comuni cation line 201 or to a first cryptoghaphic unit 240 via

comuni cation |ines 202 depending on the encriypted format of the

i nput information. The routing.selecti .S nor nal | er.f or med b

the host processor Bf .m%:é Fibiesbhlg gp%ﬂ??fﬂqu\%ﬁﬁ) E&&“‘fa_l%(ﬁbeﬁ(esy Pythe
each cryptographi c event that aplepctyptedh fgrnzas(differenit dran rthat inpuit intonthet ype
of encrypted format cMptbgrabift duva&Es Uekirdd Br Mo fike pr&yetibed affbritAm and
perform encryption o decr.g#tlog at a sdno r S‘Fe?g b executlpg involves
crypt ogr aphi ¢ al gor FYRAEMEGHCN 184S HSHE ﬁben% e F‘@%ﬂ?ﬁe%b?‘ M involves
In the event that tthe same gperyptadfosmabas serepredpatgaput Next in jpptional Step
first cryptographi c3zg)ithe Aéryptdteditalis busfeidel Rf tiRidigcorbeérins 2ARilaC R that S

g

the encrypted infor I 0N, AN ik te ormat. and transfers,t he

decrypted informati gﬁgi‘/’f’arb dgb;%fn?@%?i g rfiérgﬁ'é{yﬁté@ﬂ% 'gtogﬁﬂte{from the ™ enor y

uni t 230. Alter nati q@ipjographicdevicaier starage imtheanasssierage device or |
transmission through the information transceiver device 330.

‘The present invention described herein may be designed in
many different methods and using many different configurations.
While the present invention has been described in terms of various
embodiments, other embodiments may come to mind to those skilled
in the art without departing from the spirit and scope of the present
invention. The invention should, therefore, be measured in terms qf
the claims which follows. |
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i nformation pro [ he processor 200, the processor 200
executes a partﬂmﬂWM’mmmﬂﬂEl c algorithmto decrypt the encrypted
i nformati on and t¥ ans M rypted information in its plain text
forminto the menory unit 230 via comunication |ine(s) 203. -

In order to eng&gg} the plain text into a second encrypted format ,
three alternati ¥PA%52 pat hs coul d be followed. A first data PCT/US97/0469%t h
is where the plain text is to be encrypted with the sanme formt

upon which the information was received. In this case, the plain text
propagat es through comruni cation line(s) 242 into the first

cryptographic unit 240 which, this time, encrypts the plain text into

the first encrypted fornmat and outputs that information into an

out put -buffer 220 via communication line(s)cgihvsihe second data

WO 97/ 39552
PCT/ US97/ 04697 What is claimed is: -11-

path is where the plain text needs to be encrypted with an encrypted
format not provided by either the first aor second cryptographic units
240 and 250. In this situktion FHROgraphic dexicejte recdivie ipytciaferaation
pr ocessor ﬁoo ?/i a cobmvingca firstrencrypmed foridt and) previde @agpiit ¥@6rmation
receives the plain t --n%nap | .nf.0 | ting
an associ at edpcr ypt ogréglp jgsegagg%?%ﬁ'rﬁt g@%%ﬂrr%géf {Hgf&&?{%\’ rogggg%rg 200
transfers the encrypFe@Pri¥iR& mati on to the output buffer 220 via
communi cation line(s) 222. A thidecyptibanmdf that ddatypt tidinput WirRatibe

into information having a non-encrypted format; and

an encryption unit coupled to said decryption unit, said
encryption unit re-encrypts said information having the non-
encrypted format into the output information, wherein said

information having the non-encrypted format is entirely
decrypted from the input information and re-encrypted into the
output information within the cryptographic device.

2. The cryptographic device according to claim 1, wherein

the first encrypted format is different from the second encrypted
format.
3. The cryptographic device according to claim 1, wherein

the first encrypted format is identical to the second encrypted format.

4. The cryptographic device according to claim 1, wherein
said decryption unit and said encryption unit are collectively a
cryptographic processor which decrypts the input information to
produce the information having the non-encrypted format and which
re-encrypts the information having the non-encrypted format into the
output information.

5. The cryptographic device component according to claim 1
further comprising a storage unit that temporarily contains therein



pl ai n text is to be e d wth a format provided by a second
crypt ogr ap ’HII ;Hl Il glllﬁﬁ' pl ai n text is provided to the second
crypt ograp onmruni cation line(s) 251. The second
crypt ogr aphi ¢ Unit 250 encrypts the plain text into the second
encrypted format and. transmts that information to the output buffer -
220 via conmwoiogaessbn | i ne(s) 223. Thereafter, the output REWESIT/REY
transfers the encrypted information to the system bus for storage in
the nenory device or nass storage device or for transmssion to a
renote systemvia the information transceiver device. It is
contenpl ated that copy protection may be proyided by nerely
encrypting at | east a portion of the context distributed data and

that data being deg mf B oRSARE tnd Whn Bl G ARRF Holclt FhRfAGRY |

within the crypto erri

a flowhart illust engrylmenr\mlt encryption operat I ons of dat a
i nput into the cryptographic device is shown. In step 300, data
encrypted with the first format is input into t he cryptographic

device. Next, in optiomal SiThe c3gbtographiedevigptaecbrding to claibatbawherdjnf f er ed
for timng concerng;q H‘é&‘rtygn R unliCiciRides aE RAsEHRE MPi Gitlst cryptogra;ﬁﬁ&a I's

decrypted using a prescr pt o ¢ algorit

communi cati on key. IE TPRESSOp AR &tl?%ﬁeﬁﬁg %ungiaoqrxg@gfmqgﬁa}gomhm

har dwar e, firmar ecomtaisefltwithia shigetotagejunit- t he chosen

I npl enment ati on. Upon decrypting the data, the plain text is stored in
random access nmenory (within the device 140) if necessary (Step 315).

Thereafter, in Step 32%. thahelayptogeaphit deeiverapirdihgiti clgim é; edenein
WO 97/ 39552 said encryption unit includes at least one of the first cryptographic
PCT/ US97/ 04697 .

processor, the processor and a second cryptographic processor.

8. A cryptographic device to receive input information
having a first encrypted format and provide output information
having a second encrypted format, the cryptographic device
comprising:

decryption means for decrypting the input information
into information having a non-encrypted format; and

encryption means for re-encrypting said information
having the non-encrypted format into the output information,
wherein said information having the non-encrypted format is
entirely decrypted from the input information and re-encrypted
into the output information within the cryptographic device.

9. A cryptographic device to decrypt input information
having a first encrypted format and to produce output information
having a second encrypted format, the cryptographic device
comprising:

an input buffer;

an output buffer;

a first cryptographic processor coupled to said input
buffer and said output buffer, said first eryptographic processor



-12- pres raph| c algorithmand comuni cation key in
the eve umvﬁ mn% ted format different fromthat input into

t he cry l'€e is desired or the first prescribed

al gorithm and comuni cation key is used in the event that the
encryption invol ves : the same encrypted format as received at input. -
Next, in opti on¥P %52 325, the encrypted data is buff ACTAISIH697
tining concerns simlar to that of Step 305. Thereafter, the
re-encrypted data is output fromthe crypt ographi ¢ device for

storage in the nmass storage device or transm ssion through the

i nformation transceiver device 330. -15- The present invention
descri bed herein may be designed in many different nmethods and using

many di-fferent confi gurat 'sQl@Envely dec,yé;r%@agnénﬁlgf&ﬁﬁﬁbnlmhhgg has been

described in terns of vario I nents may
come to mnd to those ski I‘!‘é&ma“m having ?H@‘E??“Wtqqoﬁ?mééﬁaﬁtﬁelﬂjtw#‘dﬁﬁet he

spirit and scope of the prssepts said informmationt having the nonvertyted foamhe,

theref ore, e Measur ed | NG/ e ctkput informbdin B Wantlebed -hd Miggms,

Y\i)3_97/ 39552 buffer;

a processing unit coupled to said input buffer and said
output buffer, said processing unit selectively decrypts the input
information to produce said information having the non-
encrypted format and selectively re-encrypts said information
into the output information to be transferred to said output
buffer; '

a memory element coupled to said first cryptographic
processor and said processing unit, at least said information is
contained within said memory element;

a second cryptographic processor coupled to said memory
element and said output buffer, said second cryptographic
processor selectively re-encrypts said information into the
output information and transfers the output information to
said output buffer.

10. A system comprising:
a bus;
a host processor coupled to said bus;
a memory element coupled to said bus; and
a cryptographic device coupled to said bus, said
cryptographic device internally decrypts input information
having a first encrypted format into output information having
a second encrypted format, said cryptographic device including
a decryption unit that decrypts the input
information into information having a non-encrypted
format, and
an encryption unit that re-encrypts said
information having the non-encrypted format into the



T \hat is claj rred I S: 1. A cryptographic
deV| ce to u“‘nmﬂ “Imm m\ormatlon having a first encrypted formt
and provid havi ng a second encrypted format, the

crypt ogr aphi*c devt ce" ~conpri sing: a decryption
unit that decrypts the input information into_information
havi ng a non-woemss2ed format; and an eﬁg}ryﬁﬂ’%f?"unit
coupled to said decryption unit, said encryption unit
re-encrypts said information having the non- encrypted format
into the output information, wherein said i nformati on havi ng
the non-encrypted format is entirely : -16- decrypted fromthe input
i nformati on and re-encrypted into the out put i nformation

wi thin the cryptographic devi . - T,
devi ce according to claim 1, \E}Vﬁgut information, wherfe?n said ﬂﬁoﬁf\)m&x?g%?m

I TSt
different fromthe second encFW‘é‘H’enC’YPted f%f’]‘?&l’s en’are?y Seélrgpte om said - The
cryptographi c device accor di nghput infarinmation ae r@encrypted into Iseid outgptut

encrypted format is identical ﬁfgrﬁxggoﬁ%&%g p&ry)ﬁ;tggﬁ]&,r fd"Blvice.

4. The cryptographic devi ce™accor Ing to c arm ern sai d
decryption unit and said encryptlon unit are coIIectlver a

crypt ographi ¢ processor i ch e ts th

produce the information vVin ghaccﬁcr é!§§l+or et angﬂv\ﬁ‘% fhrSt
re-encrypts the inf eneeypted fm#hﬂf aanémmﬁie masion Pfrsaid ey ptegraphise
out put information. device is different from the second encrypted format of said output

information.

12.  The system according to claim 10, wherein the first
encrypted format of said input information of said cryptographic
device is identical to the second encrypted format of said output
information. - i

13.  The system according to claim 10, wherein said
decryption unit and said encryption unit of said cryptographic device
are collectively a cryptographic processor which decrypts the input
information into said information having the non-encrypted format
and which re-encrypts said information into the output information.

14.  The system according to claim 10, wherein said
cryptographic device further includes 2 memory element that
temporarily contains therein said information having the non-
encrypted format before transferring said non-encrypted information
into said encryption means.

15. The system according to claim 14, wherein said
decryption unit of said cryptographic device includes at least one of a
first cryptographic processor and a processor executing a cryptographic
algorithm contained within said memory element. '



5. The CT”y’ﬁf'ographl C dﬁmce conponent according to claim1l further

conpri sing “m““\ at tenporarily contains therein WO
97/ 39552 m“\ PCT/ US97/ 04697

-14- t ke an%rnatlon havi ng t he non-encrypted fornat bef ore
transfer into said encryption unit. . The
crypt ogr aphi ¢ YA 2Lccording to claim5, wherein EHMqFQR§WQ$W on
unit includes at |east one of a first cryptographic processor and a
processor executing a cryptographic algorithm contained within said
storage unit. 7. The cryptographi c device according to
claim6, wherein sai d encryption unitlZ-ncl udes at | east one of the
first cryptographic processor, the processor and a second

crypt ogr aphi tC pr?cess;)r 16. Thes stem acco?dm t&cfdiﬂxpi"i?@ﬂ@&wsaﬁ@;/l ceto

receive input inforna | Iy r

provi de out put i nf or ety Fgl?Pn unit of saxﬁawﬁ P*E%S‘ﬁg‘cér‘.‘)c{‘ﬁ f?s %t FQ& '}%noq

crypt ogr aphi ¢ devi cehe first cryptogngphie pr@:essor, the processor and a second
cryptographic processor.

17. A system in communication with a remote device
remotely located from the system, comprising:

a bus;

a memory element coupled to said bus, said memory
element contains data and instructions;

a host processor coupled to said bus, said host processor

~ executes said instructions; and

a cryptographic device coupled to said bus, said
cryptographic device internally decrypting input information
from the remote device and internally encrypting output
mformatlon to said remote dev1ce, said cryptographic device
including '

a first cryptographic processor coupled to said bus,
said first cryptographic processor selectively decrypts the
input information to produce information having a non-
encrypted format and selectively re-encrypts said
information having the non-encrypted format into the
output information,

a processing unit coupled to said bus, said
processing unit selectively decrypts the input
information to produce said information into the output
information,

a memory element coupled to the first
cryptographic processor and said processing unit, said
memory element contains at least said information, and

a second cryptographic processor coupled to said
memory element and said bus, said second cryptographic
processor selectively re-encrypts said information to



decrypti ﬂmmmw MIEEﬂlyptl ng the -input information ' into
I nf or mat encrypted format; and :

encryption nean's Srerencrypting said i nf or mat i on havi ng

t he non-encrypt ed for mat into the output information, wherein
said informati on having the non-encrypted format is entirely -
decrypt ed froMa¥@955Aput i nformation and re-encrypted PCT/US97/0469Tt O
the output information within the cryptographic device. 9.
A cryptographic device to decrypt input information having a first
encrypted format and to produce output information havi ng a second
encrypted format, the cryptographic device _qiq conpri si ng:

an input buffer; an out put buffer;

a first cryptographic pr oces l buf f er
and said output buffer, sai d HS%LB&%“%%“ E%éﬁ%?og‘cfeogssgpsequem M%)

97/ 39552 " 1o the remote device, PCT/ US97/ 04697
- 15- sel ecti veI y decrypts- the input information to produce

i nformati on having a non-encrypted format and sel ectively re-
encrypts said infornatidB halhagystem acsordingrigslaioh 1% wisdrein said

into the output infRypRigkAthit AebRelfhiARe! BoMPHséL Sai d out put

an input buffer connected between (i) said bus and (ii) to
said first cryptographic processor and said processing unit, said
input buffer receives said input information and transfers said
input information to one of said first cryptographic processors
and said processing unit; and

an output buffer connected between (i) said bus and (ii)
said first cryptographic processor, said second cryptographic
processor and said processing unit, said output buffer receives
said output information and places said output information on
said bus.

19. A computer system comprising:
~ host processing means for executing instructions;
memory means for storing said instructions;
bus means for coupling said host processing means and
said memory means; and
cryptographic means for lnternally decrypting input
information having a first encrypted format into output
information having a second encrypted format, said |
cryptographic means including
decryption means for decrypting the input
information into information having a non-encrypted
format, and
encryption means for re-encrypting said
information having the non-encrypted format into the
output information, wherein said information having
the non-encrypted format is entirely decrypted from said



.r ocessi ng uni .t coupled to said input buffer
and sal dl |““I| mull““‘“ “‘ tput buf fer, said processing unit selectively
decrypts i nf or mation to produce said information

havi ng t h& nbn-" encrypted format and sel ectively re-encrypts
said information into the output information to_be
transferred t oot put ‘buffer; PCT/USITRAE37
menory el ement coupled to said first cryptographic processor
and said processing unit, at least said information is

contained within said nenory el enent; a second
cryptographi c processor coupled to said nenoryg. el emrent and
sai d output buffer, said second cryptographic processor

sel ectively re-encrypts said 'LHE; Hﬁ&hﬂ?ﬂbﬁ”aﬁdtxj@f'encrypted into said cupRUt
information and transfers the pat | sai d

out put buffer. ation %’Vi‘f‘bﬁ?‘go‘?’ﬁﬁpf%rﬁﬁmc means.

a bus; a host processor coupled to said bus

a nenory el enent coupled to said bus;
cryptographi ¢ device coup?®d td methgd tiarémtgraiaay decrypting and T%’PQ‘&’(YB&F&pm c
device i nternal |y degatiioSprofRt obpidaes having a requisite encryped igantf thest

encrypted format intg ?g?@ {)m pnsﬂ{%rﬁtecf%})shgf“ ng a second
eV

encrypted format, sa ra ce_ including '
a decryption uni t that decr yptfgc‘tlﬁlélgi dasathaving a first encrypted formatit or mat i on
into information having a non-dweyptirigeshid data to produce data havifigamen: and

an encryption unit that r?’b‘?%{e}i fmﬁ?aﬂd i nformation

having the non-encrypted re-encrypting said data having a non-encrypted format
into data having a second encrypted format, wherein said
decrypting and re-encrypting steps are performed entirely
‘within a cryptographic device.
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out put i nfornsdtion,

t he non-encrypted fornmat

I nput

wher ei n sai d i.rf ormati on ‘havi ng

system according to claim10, wherein theqfq rst

of said input

i nformati on of said cryptographic

is entirely decrypted fromsaid
I nformati on _and re-encrypted into said output
i nformati on wi WR%3%82 d crypt ographi ¢ devi ce

different fromthe second encrypted format of said output

i nformati on.
wherein the first
sai d cryptographic

format of said output

- system according to clai
said encryption unit of gaid
a cryptographi c processor
into said informati O% hai
re-encrypts said informtfi
The systen1acc@ﬁding

14.

devi ce further includgs 3

12.

encrypted format of said input

-16-

PCTﬂS?WOWe

encrypted format

device is

The system according to claim 10,
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tenporarily contains therein said information having the non-
encrypted format before transferring said non-encrypted information

into said encryption neans. 15. The system according to
claim 14, wherein said decryption unit of said cryptographic
device includes at |east one of a first cryptographic processor
and a processoVO&U¥% i ng a crypt ographic al gori t hFCLERYAM6d
- Within said nmenory el enent. WO 97/ 39552 .
PCT/ US97/ 04697 -17-
16. The system according to claim15, wygrein said encryption unit
of said cryptographic device includes at |east one of the first
cryptographi ¢ processor, the processor and a second - cryptographic
processor. 17. A systemin communication with a renote
devi ce renotely |ocated fromthe system conprising:
a bus; a nenory elenent coupled to said bus, said
menory ekooaneorgat ai Nns dat a and guasepagEons;
a host processor coupl ed #8789 bus, said host pga$éa§6mmvr
JVL /g0
X a3 5
4»&9@%9770A/[ P
CJNIT £YIN
S| RRAN
| TEXT —/ P/~ - 2
ENCRPPTION |
ONIT l:——-kﬁz;,
[ /HL
CRIPTOGRAPLHIC
OEV/ICE
F1G. 2a
ENCRYTED . .
; ENCRYPTED
oA7A TV, ‘/?‘au7z\<x97'
DECRYPTION
ONIT JL REY,, |1 5/40
i J /43
BUFFER *
JML N-/g5
ENCRYFPTION
ONIT KEY .-
I ~/dZ
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execufeé sai d I nstructions; and a cryptographi c device

coupled to said bus, said crypt ographic device internally
decrypting i nput information fromthe renote device and
internally encrypting out put information to said renote
devi ce, said cryptographic device I ncl udi ng

a first cryptoMOo#3A#S2 processor coupled to said bus, PCT/USI7/04697

said first cryptographi c processor selectively decrypts the
i nput information to produce information having a non-
encrypted format and sel ectively re-encrypts said

i nformation having the non-encrypted forndt4 into the

out put i nformation, . a processing unit coupled to
said bus, said processing unit selectively decrypts the
I nput information to produce said information into the
out put I nformati on, a nmenory
el enent coupled to the first crypt ographi ¢ processor
and said processing unit, said nennry'elenent cont ai ns
at least said information, and®¥7%° ENCRYPTER second

crypt ographi ¢ processor coupl ed N ooy | SA5earEPy el enent

and said bus, said segond crypto f} processor

sel ectively re-encrypt o Al on.ﬁﬂb 97*39552’Skb
PCT/ US97/ 04697 " k‘lf’ﬂfé&ldﬁllla : 8-
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-

‘produce ‘'sai d output information for subséquent out put

to the renote device. 18. The system according to claim
17, wherein said cryptographi ¢ device further conprises

an input buffer connected between (i) said bus and (ii) to

said first cryptographi c processor and said processing unit, 7104697

i nput buffer M said input information and transfers sa

input information to one of said first cryptographic processors

and said processing unit; ‘and an out put buffer
connected between (i) said bus and (ii) _ said first

crypt ographi c processor, said second cryﬁ(%graphic processor
and said processing unit, said output buffer receives sai d

out put information and places said output information on sai d
bus. 19. A conput er system conpri sing:

host processing means for executing instructions;

menory neans for storing said instruct ; bus mneans
for coupling said host processing rrea(ssmg'r} said nenory neans;
and crypt ographic or internally decrypting input

informati on having a first encrypted fornpt into output
i nformation having a second encrypted forfmt. said

crypt ographi ¢ neans i ncl udi ng {EMCRYPTED PATA RECEIVED cpl(gcr yption neans
for decrypting the input BY THE CRYPTOERAPHIE SEWkElr 51°Fnt o i nf or mat i on
havi ng a non-encrypted format, and

encryption nmeans for re-encrypting said i nformation
havi ng the non-encrypted for TgfAMEREOTEASMPUT PATA /S | out put

i nformation, wherein said inf (BN AYEERED. .. |- 305 t he

non-encrypted format is entirely decryptgd fromsaid

NPUT PATA IS DECRYPTED
USING A FIRST PRESCRIBED
CRYPTOGRAPHIC ALGORITHM 20
AND commonscAaTIoN xey

PLAIN TEXT /5 STORED .
IN MEMORY ELEMENT
I’ NECESSARY .| -35

THE PLAIN TEXT IS ENCRYTED] .
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