25 May 2005 1 QUALITY OF TRANSM SSI ON ACROSS PACKET - BASED NETY SM; 6105
of the Invention This invention relates .to nethods to inprove the<tu Y

of any time sensitive, real tinme nedia that is transmtted across

packet - based networks such as, for exanple, the Internet. Definition
Throughout this specification this referepce to audio is to be taken as
including a reference to tel ephony, videO, broadcast audi o, and broadcast

vi deo. BackgrQuad.fy ORTRANKMINION ALROAEPhRK ERIHARHINN |
Swi t ched Teleggone Net wor k (PST mherékﬂ¥%#%g%bne gg#ﬁ% reﬁkggégggir
dedi cated circuit-swtch networks, Voice Over Internet Protocol (VolP)

calls are established over packet-switched (Internet Protocol) IP
rivate networks or public networks. For

net wor ks. Such net. can be.

phone- t o- phone V?ﬁg%uhﬁgangVémﬁriginating'and term nating gateways for
the caller and 03b£ee respectively. Locations for both gateways can be

S HIEEI9hEe eehersde iimpraye the gealitg efiamy timatsensitivenor k

selected to ens
for the connection although it can also be over a public

can be used C _
network. For pubfsdl thee medigothrtis tsansmitiad; asrdss packesibsselr metworksmiitly ag bect ed
for good network performance so that factors such as, for exanple, delay
and packet | oss €sdmple, the Internet.

Definition

Throughout this specification this reference to audio is to be taken as including

a reference to telephony, video, broadcast audio, and broadcast video.

Background to the Invention

10 Unlike the conventional Pubﬁc Switched Telephone Network (PSTN) where
telephone calls are make over dedicated circuit-switch networks, Voice Over
Internet Protocol (VoIP) calls are established over pai:ket-switched (Internet

Protocol) IP networks. Such networks can be private networks or public

nefworks.

For phone-to-phone VoIP, there are originating and terminating gateways for

* the caller and callee respecﬁvely. Locations for both gateways can be selected

to ensure good Internet éonnectivity. A managed private network can be used

for the connection although it can also be over a public network. For public

.20 networks, strategic locations are normally selected for good network

~ performance so that factors such as, for example, delay and packet loss can be

confrolled.



controlled. 25 May 2005 2 However, for PC-to-Phone Vol P calls, t? M€y A

only a term nati né gateway for termnating calls to the callee' 54@@372005
tel ephone. The call originates froma Personal Conputer (PC). Such PCs are
normal |y connected to the Internet wusing a nodemvia their Internet

Service Provider (I1SP). Therefore, the originating point of a PCto-Phone
Vol P call can be located anywhere in the 2public Internet. It can be close

to the Internet bggk PR: rom the .backbone.. As a result, the
quality of the Int er%%?,e@agpe%ﬁhg%\é%oﬁ’ggﬂ, EHIUTIRP T@?Zq?&ﬁaﬁeﬁwaciggng
o5 due t o net wdrRuEusCetRdR, o PRl Ysry gk iwes Jpecsd piimmehieret o can
al so be high. Sugh factgrs can affect the audio uality of VolP calls.

i r-t etuch Dt are mogmalivo pormeeisr dm the dnfermes
Besi des del ay, packefel sewryisy Pt Suc He OBt Ao
public Internet ui@l_;gt hat occasi t?ﬂglélléﬂg;rgte S;?‘ggeect I vi tél&rr%y Ib]I%et ot alalﬂ;l/elsglst.
The termnating ehagodeny Vi Lt Pearides - al Therefsre ,
the VolP call cannot be established or nay term nate unexpectedly. In a
Vol P network, prebBeatngpeintofialRG-ta-Phorsi ¥olP eatidcani bichiovdted angwhezs i the
monitoring, it is inpossible to detect or track down the cause of the 20

probl em In Vol Ppuldid Byjeraetdilbcarsbes elose ionthtistembebakhtie] ol awdRonpagket s.

The audro backbone. As a result, the quality of the Infernet connection varies
accordingly. It may have a long network delay to the terminating gateway.
There can also be high packet loss due to network congestion. Jitter between

10 successive IP packets can also be high. Such factors can affect the audio

quality of VoIP calls.

Besides delay, packet loss and jitter, another common problem with the public
Internet is that occasionally the comnectivity may be totally lost. The
terminating gateway may not be able to be reached at all. As a result, the VoIP

call cannot be established or may terminate unexpectedly.

In a VoIP network, problems are usually transient and without long term
monitoring, it is impossible to detect or track down the cause of the

20  problem.

In VoIP calls, audio is sent in User Data Protocol (UDP) packets. The audio
frame can be sent as one frame per packet, or multiple frames per packet. For

example:



frame can be sent as one franme. per packet, or nultiple frames p
For exanple: 25 May 2005 3 One audio frane per UDP packet: uﬁﬁmm%

Frame | 1 4 1 UDP Header | Frame 2 UDP Header | Frame 3 1 -) Three audio
frames per UDP packet: UDP Header | Frame | Frame 2 1 Frane 3 4 UDP Header
Frame 4 j Frane 5 J Frane 6 ~ 4 UDP Header Frane 7 j Frane 8 Frame 9 p 3

10 In this manner, when a UDP packet is |bst, the audio frame or frames
time media stream This

will be lost, causing.discontinuity . in the real

affects the audio qug?f]??/u %.Gmeé’ﬁgupg’lﬁ’f’g%fks in the conversation). It is
t herefore the principal ject. of the present invention to provide nethods
to inprove the quali ta g&lﬂﬁ?ﬁdﬂ’ r@%‘?}iilt iTe, real time nedia that is
transmtted across a packet-based network such as, for exanple, the
Internet. Summary of tlhdDPVeades bkramee Wit 't he above and ot her objects in
m nd, the present invention provides a nethod of audio (as defined herein)
transm ssi on across al|pgdBRéteadehhfenne3 | >

Three audio frames per UDP packet:
| UDP Header | Frame I | Frame 2 | Frame3 | >
| UDP Header | Frame 4 | Frame 5 | Frame 6 | >
| UDP Header | Frame 7 | Frame 8 | Frame 9 | >
10-
In this manner, when a UDP packet is lost, the audie frame or Mes will be
| lost, causing discontinuity in the real time media stream. This éﬁ'ects the auc;lio

quality (e.g. due to breaks in the conversation).

It is therefore the principal object of the present invention to provide methods
to improve the quality of and time sensitive, real time media that is transmitted

. across a packet-based network such as, for example, the Internet.

Summary of the Invention
20 Withrthc above and other objects in mind, the present invention provides a
method of audio (as defined herein) transmission across a packed - based
network where andio frames are sent in UDP packets, wherein the audio frames
- . are overlapped by at least one for each UDP packet.
- I‘he number of overlapped audio frames may be any suitable number such as,

for example, one or two. The extent of overlap may be determined in response



network where audio franes are sent in UDP packets, wherein the i
frames are overlapped by at | east one for each UDP packet. The ?2&6@'352005

over | apped audi o frames may be any suitable nunber such as, for exanple,
one or two. The extent of overlap nay be determ ned in response 25 May 2005
4 to a detection of high packet loss. Prior to arrival at a term nating
gateway the audio franes are converted to*a non-overlapped format. The

present invention further provides the deploynment of a nunber of nodes
strategically pl ag’eao‘ieé"r"giﬁﬁafg’r%ﬂaﬁlfeé?%&t. There may be as few as one node,
or as many nodes. as required. The nodes nonitor the quality of IP

connectivity to sel¥ciPeRTRIA 2 igtmisating seewmn thegrudie ® ereh¢osventedtol a
analysis. 10 This long-termhistorical -data can then be used to: a) provide

a basis for detertaurpvegepprdfopnabl ens have occurred; b) anal yse historical
problens to determ ne the root cause; c) detect information about problens
as they occur andlheapthsent aulintion fatther ipndddesathe aleployiment b aqwaiber anal ysi s;
20 d) alert staff about problens as they occur; and e) inprove the Quality
of Service (QoS) milecsatdtegitwlyspladedrmadil @6 InteReOUTheS hi) Baakfdwsas Sendi ng
redundant franmes and or packets or setting

one node, or as many nodes as required. The nodes monitor the quality

of IP connectivity to selected destinations and provide data for historical

analysis.
10 This long-term historical data can then be used to:
a)  provide a basis fbr determining when problems have occurred;
'b)  analyse historical problems to determine the root cause;

., ¢} = detect information about problems as they occur and gather additional

information for subsequent analysis;
_' 2_0 d)  alert staff about problems as they occur: and
-e)  improve the Quality of Service (QoS) of calls by such means as

rerouting IP packets, sending redundant frames and or packets or setting

- up future calls via an alternative destination gateway.



up future calls via an alternative destination gateway. 25 May 20 T
present invention also provides a nethod of tel ephony on a networ#%g MSQY&EOOS

audi o (as defined herein) frames are sent in UDP packets, wherein at |east
one nonitoring station is provided in the network, and wherein the at

| east one nonitoring station periodically sends at | east one packet to at

| east one destination of interest to obt&in quality of service

i nformation. The st .one.npnitoring statjo erforma trace route
Fhe, hBR3 PBEE RS, His 3Rt o RleaBit on 5 mrerhas 1 on- ny

analysis at ‘require

be periodically | oaded t o, at | east, one central side for amal gamation of
dat g. 10 Prefer ab‘Tkiél)‘ﬁjre Y O&iﬁeﬂeﬁﬁfi ]b?e"é)eg"\‘ﬁ“??é‘“? ?T‘PBWr@blg BACkS: BPEER & om a

first packet sent to a first destination is conpared with packet
historical val uegeff%F’n‘? W@mt(frﬂgss?a%ﬂﬁéft PW&’JLEF‘%H’ éﬁ&?“‘fofk%?“éi‘@'@ﬁ'é‘bﬁﬁ(ﬁ} above a

pr edet er m ned threqssﬂol d is, obtai.ned,. .t{lace route analysis is perforned
for the first destPhels BRMHtoRNg stafig periodically sends gt leastoneqpacketimal st s may be

val ues, and, if the results exceed a

conpared to trace rqute historical . g
present |evel of °8F8#BM,MF’P%HHPPWW&“’EIHEqueF‘f‘%quWﬁ?%ti on can be sent

over the network by a different route. Advantageously, the at |east one
packet has a set-up substantially the sane 20 as the set-up of a standard

packet for voi ce;{gvg{ | nt er net ,E)r_ot ocol calls, and the at |east one packet
may be of the sarfi® & kastqne moutoring stitipy may pegfarmg geface route analysis at

required intervals, and the quality of service information may be periodically

uploaded to at least one central side. for amalgamation of data.

Preferably, the quality of service information obtained from a first packet

sent to a first destination is compared with packet historical values for the

first destination and, if a discrepancy above a predetermined threshold is

obtained, a trace route analysis is performed for the first destination. The
results of the trace route analysis may be compared to trace foute historical
rvalues and, if the results exceed a prcsént level of discrepancy, traffic to the

first destination can be sent over the network by a different route.

- Advantageously, the at least one packet has a set-up subétantially the same

20 as the set-up of a standard packet for voice over Internet protocol calls, and
the at least one packet may be of the same size as those used for voice over
Internet protocol calls. Furthermore, the at least one packet may be in the

same user data protocol port range as those used for voice over Intemet
protocol calls. If desired, there may be a plurality of packets sent at a

~ controiled rate to emulate the rate of packets of voice over Internet protocol



Internet protocol calls. Furthernore, the at | east one packet may Ben 1 n %05
sane user data protocol port range as those used for voice over I%

protocol calls. If desired, there may be a plurality of packets sent at a
controlled rate to enmulate the rate of packets of voice over Internet

protocol 25 May 2005 6 packets. In one formthe first destination is ‘
capabl e of measuring jitter between packéts arriving fromthe at |east one
he quality of service information obtained may incl ude

monitoring statiop, . T
one or more sel elt’ %fromthe |ist consisti ng of. a) the maximum round
d)

trip time; b) the nunber of packets lost; 10 c) the round trip jitter;

t he nunber of packets received out of sequence; and e) the nunber of
.sending the at |east one packet, the at

consecutive packets Io*st. Prifor 0 t or
| east one noni t or Pn{esToRR; R lrﬁﬁaéesg%ﬁmndwamblfsefwwqué@f beteeen r st
destination may keep statjstics on the packets it has received and may

forward those st dPFEE] FEVving Rompths pt least ene mopitoring fipik i ng station. In
another formthe present invention provides packet to be used to provide
qual ity of service information about a tel econmunications network, the

The qua]ity of service information obtained may include one or more
selected from the list consisting of:
a) the maximum round trip time;
- b) the number of packets lost;
' 10 ¢) the round trip jitter;
d) the number of packets received out of sequence; and

¢) the number of consecutive packets lost.

Prior to sending the at least one packet, the at least one monitoring station
may send a call set-up request the first destination may keep statistics on the
packets it has received and may forward those statistics to the at least one

monitoring station. -

In another form the present invention provides packet to be used to provide
quality of service information about a telecommunications network, the
20 packet having a set-up substantially the same as the set-up of a standard

packet for voice over Internet protocol calls.

- The packet may be of the same size as the standard packet, and may be in

the same user data protocol port range as the standard packet.



20. packet having a set-up substantially the sane as the set-up
standard packet for voice over Internet protocol calls. The pac%?a'mﬂlyl?é)os

of the same size as the standard packet, and nay be in

the sane user data

protocol port range as the standard packet. 25 May 2005 7 The packet may
be sent over the tel econmunications network to enulate the standard packet
and may evaluate a typical packet in a real tine nedia stream Description
of the Drawi ngs In order that the invention may be understood and readily
put into practical effect, there shall now be described by way of

non-limtative exanple. anl ref erred, enhodi nent's .of the present

i nvention, the d)ééhce r¥ aﬁ{(%o’ﬁg’bé’lg P YR, the g;f?‘g’P’é’HE’Qlcﬁ‘BO’fsh’éﬁt‘é{%"gcfﬁﬁ&W?tﬁdhe
illustrative draw,ngs,in ich: 10 Figure.l is a schematic representation

of the system ar\(%ﬁ“?%rgtpﬁ?%?a“ @’u?véruﬁl%iaéypdcﬁewﬁh?i%eﬁlé‘ﬁ?cég@msgﬁmn of a
network nonitoring system Figure 3 is a graph show ng data obtained from.
a network; and Figure 4 illustrates QoS routing. Description of Preferred

Enbodi nents I n accordance with the present invention,

audi o franes are sent

in an over| apped<ieipiépn ofithe Dygmiags of frames to be overl apped can be

fixed or adj ustclalsl, dynam cal ly. For exanpl e:

order that the invention may be understood and readily put into practical

effect, there shall now be described by way of non-limitative example only

preferred embodiments of the present invention, the description being with

reference to the accompanying illustrative drawings in which:

10

Figure 1 is a schematic representation of the system architecture;

Figure 2 is a schematic representation of a network monitoring system;

Figure 3 is a graph showing data obtained from a network; and

- Figure 4 illustrates QoS routing.

- Description of Preferred Embodiments

In accordance with the present invention, audio frames are sent in an

overlapped manner. The number of frames to be overlapped can be fixed or

adjusted dynamically. For example:

20 Two audio frames with one overlapped per UDP packet:

| UDP Header | Frame 1 | Frame 2 | Frame 3 |
{ UDP Header | Frame 3 | Frame 4 | Frame 5 |

- | UDP Header | Frame 5 | Frame 6 | Frame 7 |

.9
.9
2> .



20 Two audio franes with one overl apped per UDP packet: UDP Hea
| Frame 2 [ Frane 3 -* C UDP Header | Frame 3 ~ Frane 4 1 Frane gfg ﬁ[%gpzdos

Header Frame 5 ~ Frane 6 ~ Frame 7 ~ 4 25 May 2005 8 Two audio frames with
two overl apped per UDP packet: | UDP Header | Frame 1| Frame 2 1 Frane 3 1
Frane 4 1 -* J UDP Header | Frane 3 1 Frane 4 ~ Frane 5 1 Frane 6 1 4 |

UDP Header | Frame 5 1 Franme 6 Frane 7 1 ¥ranme 8 1 In this case, when there

is packet loss in the K. the aydio frame can recovered froma
subsequent packet and ?ﬁé\égﬂﬁf if{)a"heﬁa #’tq?/vocoéfﬁﬁﬂg’eﬁrﬁ%@?ﬁé L However
over | apped audi o frangs u e network bandw dth. 10 Therefore the
sel ection of standar ﬁo@%ﬁ?ﬁﬁgbgﬁﬂmﬁ%gil\gﬁ%@% Feagpe $d Tgawe 4 byrani cal I y.
If there is high packet | oss detected in the network, the fornmat can be
switched to the overl dppll Hesdeml Framed tnrapedsk Hrameoh | dreme §pped  f or nat .
The nunber of overl apped franes can al so be sel ected based on the
seriousness of the netliéPR Hraderel Framass3 |TFremal6ol Erameni i| drade &uidi-D

overl apped fornmat will be considered proprietary by the network. Gateways
fromother vendors will not be able to understand the format. Therefore
the format has to be converted into standard audio format before being
transmtted to olinéhis vasedwhen tigad BVmigBet loss in the network, the audio frame can be

recovered from a subsequent packet and the audio quality can be maintained.

‘However, overlapped audio frames consume more network bandwidth.
10 | Therefore the selection of standard or overlapped audio format can be done
dyna:nicaﬂy. If there is high packet loss detected in the ﬁetwork, the format
can be switched to the overlapped format from the present non-overlapped
.format. The number of overlapped frames can also be selected based on the

seriousness of the network packet loss.

- The above-mentioned audio overlapped format will be considered proprietary
by the network. Gateways from other vendors will not be able to understand
the format. Therefore the format has to be converted into standard audio

. , format before being transmitted to other vendors’ gateways. |
20 |

Overlapped Audio = Audio Converter = Standard Audio

. Audio converters are hardware, normally as a form of server, placed in the
Internet. They should preferabiy be located close to the terminating gatcways

- so that the path from the converter to the gateway is short. -This will minimize



20 Overl apped Audi o 4 Audi o Converter 4 Standard Audi o Audi 0 convggters
hardware, normally as a formof server, placed in the Internet. éﬁeﬁayﬁﬁos
so that the

shoul d preferably be |ocated close to the term nating gateways
path fromthe converter to the gateway is short. This will mnimze 25 My
2005 9, the possibility of packet loss in this segnent. Long network del ay

will significantly affect audio quality. 9f there is long delay between
audi o

the PC and the t i at , 1t.wWll cause long delay in
transm ssi on, mﬁéﬁbé\nﬁﬁﬂﬂﬁgggaﬁ(\gfﬁﬁ MBS e8GRy er sation difficult. Network
delay is introduced as the |IP packets travel through various routers on

the path between the PC and gateway. In the case of the public Internet,
the path is not determnistic and can't be pre-assigned. It depends on the

how the 10 I SP ndtoRgretwerkndslax wibh signifigsaily affevtnaustionqualiiuc Kif dhere ik flonghe

| SP's network is a |long distance fromthe backbone, and/or is very
congest ed, the déelay briweenribe PC dndidhe ferininating gateWay, ipailh casadaig dday in
pre-determ ned, but sonmetinmes it can be altered by making the audio stream
travel through apudiadiapsmissidi,relttlywill RGkd nduel 00 chivenalion ddhéai eway An
audio re-director can be positioned at a location in the public network so
20 that the conplete path for the audi o packets to travel to the
re-director and then :
' ~ Network delay is introduced as the IP packets travel through various routers on’
the path between the PC and gateway. In the case of the public Internet, the
- path is not deterministic and can’t be pre-assigned. It depends on the how the
10 ISP network connects to the public Internet backboné. If the ISP’s network is a
long distance from the backbone, and/or is very congested, the delay will most

likely be long,

~ ‘The path cannot be pre-determined, but sometimes it can be altered by making

the andio stream travel through an audio re-director:
PC => Audio Re-Director = Gateway
| ~An audio re-director can be positioned at a location in the public network so
.20 _ that the complete path for the audio packets to travel to the re-director and then
| to the gateway will incur shorter delays than if the audio packets are

' transmitted directly to the gateway.

~ In another form, the present invention also provides a number of

moniforing stations which can be deployed, and which can periodically



to the gateway will incur shorter delays than if the audi o packet
transmtted directly to the gateway. In another form the presentém%qos

al so provides a nunber of nonitoring stations which can be depl oyed, and
whi ch can periodically 25 May 2005 10 send packets to destinations of
interest and nmeasure the tine that the packets take to cone back to the

monitoring station. Fromthis informatiol, various Quality of Service
der. ved,. .These S netrics .are stored at the

S tri
foni Cori ng. st ati ot P 1F des RN 0T IFPFSCath dupine diidt braibes: o s)
where the data is_amal g ted. Th nitoring station(s) should be | ocated
so that they can ¥& f’és%g? tPh&"migbqrﬁt'gj o thgaenionng dations Wiere thig) | s

originate and/or termnate. For the case of |nternet Tel ephony, this

i nformati on can HE?%@H°$0W°H%MWQOWWFKQG&,lnetl]iﬁsmﬂremetasqrhd)m, and
PC-to-PC calls. Two types of packets may be sent, depending on the
destination. a) fds¥iveener al destinations out of the operator's control,
Internet Control Message Protocol (1CMP) ping packets are used. The data
that is returned fromthis includes Round Trip Time (RTT) and 20 packet

l oss information. In addition, Round Trip Jitter can be derived as the
di fference betwedheseh QoS8T metficss urC eféd/ @t RhéIGnonitoring station(s) and are

periodically uploaded to a central site(s) where the data is amalgamated.

The ﬁion-itqring station(s) should be located so that they can represent the
- 10 major geographic areas where calls originate and/or terminate. For the case of
Internet Telephony, this information can be used for improving PC to phone,

phone-to-phone, and PC-to-PC calls.
.Two types of packets may be sent, depending on the destination.

a)  for general destinations éut of the operator's control, Internet

Control Messége Protocol (ICMP) ping packets are used. The data

that is returned from this includes Round Trip Time (RTT) and

o 29 S pa_cket loss information. In addition, Round Trip Jitter can be
- derived as the difference between the RTT of successive ping

. packets;

b)  for destinations that can run some of the operator's specific
software, a ping packet in accordance with the present invention

will be used. This will be a variant of the Real Time transport




packets; b) for desti nations that can run some of the operator's eghfi
software, a ping packet in accordance with the present invention é% Mag?OOS

used. This will be a variant of the Real Tinme transport 25 May 2005 It
Protocol (RTP),used by VolP calls to transfer UDP packets, and can provide
| nproved QoS statistics. However, it requires appropriate reflector
software to be run on the destination nodd, which neans that it cannot be
used for all destinati I iLhen t i.n ackets, periodic trace
routes (at a | ower flrpie)dc}ﬁceorllcgsﬁﬁﬂ%%d g%‘}ﬁg]r) %ﬁ)&f@ﬁﬁrﬁﬁpaﬁ%@g st or ed.
This historical inforpation.will be uzfq% to detect_changes in the routing

of IP packets. 10 The “#hdUPyde Jmuarg o FFALSHESH g SHQWvEYen &t cegritesed wit h
the historical values for, that_ destination. Any discrepancy above a
configurabl e threshoflProptate geflsiorselwarmio be rinyon the destinafiomuedenr m a
"traceroute" to the destination. The current and historical ping
statistics al ong wit hwhich megpy thehit cannet b usedrforal] destisgiemeut e resul ts can
t hen be anal yzed for subsequent action and/or further investigation.
Because the statistics can be anmal gamated at the central site, it will be
possible to conpare the neasurenents fromvarious nonitoring stations to a
particul ar - dest ilnatdditiona il theipging fpackéter paediy Sidee Joagat @ttdgoGapse of the
pr obl em

frequency) will be. performed and their results stored. This historical

information will be used to detect changes in the routing of IP packets.

10 The results of the periodic pings will be compared with the historical
values for that destination. Any discrepancy above a coi:figurable
threshold will cause the monitoring station to perform a "traceroute” to
the destination. The current and historical ping statistics along with the

current and historical traceroute results can then be analyzed for

subsequent action and/or further invéstigaﬁon,

~ Because the statistics can be amalgamated at the central site, it will be possible
to compare the measurements from various monitoring stations to a particular
destination and, upon further analysis, locate the cause of the problem.
20
“ Periodic reports can also be run against the data stored in the central site
fo gauge the behaviour over time to a given destination. This ability to
objectively detect trends in QoS metrics will allow pro-active

- Investigation and either prevent or limit the elfect of problems.




20 Periodic reports can al so be run against the data stored in tﬂé c%rﬂ 5
site to gauge the behaviour over tinme to a given destination. § Qp

to objectively detect trends in QS netrics will allow pro-active
i nvestigation and either prevent or limt the effect of problens. 25 My

2005 12 It will be possible to use the | atest QS neasurenents to
dynamcally alter the setup of VchaI | 2 | f the gatekeeper detects that

Po al tornate  dost e passthie RF G b lssf BRbiEs@Bionisuioohiremicaty gur o 2
shows a system h our ng trons (two of which are al so
Central Sites fors‘/[%ﬁgf gszfﬁﬁ’t‘{’;og I%a‘tagf e@ﬁ@ kespepdetepts thay pepbleses Peng

reflector software. A nunber of scenarios can therefore be envisaged:
a) if problens ar‘é’clé?‘ﬁ’gr‘i"eﬁ‘r@@%?’ﬂﬁ R destinatiopeitygasnroyte: tukfic @ altmmatgat enay 3,
the historical data_can be viewed to determ ne the cause of the problem
If the probl em ociesiinatignsunty thgprobleny kasdicen sesolPed.pr ovi der, the | nter net

Providers at  either end of the l'ink can be - requested to alter their IP
routing tables to alleviate the problem b) if problens are detected
accessing the nonitoring station 1 destination (co-located with Gateway
1), calls from g¥igneg sBowduiystem having four monitoring stations {two of which are also
Central Sites for amalgamating data) and one site that runs the ping reflector

software.
10 - A number of scenarios can therefore be envisaged:

‘ 'a) if problems are experienced with calls between gateway 2 and
gateway 3, the historical data can be viewed to determine the cause
qf the problem. If the problem occurs due to an interhwdiary 1P

| provider, the Internet Providers at either end 6f thé link can bre

requested to alter their IP routing tables to alleviate the problem;

b) if problems are detected accessing the monitoring station 1
destination (co-located with Gateway 1), calls from gateway 2 that

20 : would be routed to the Gateway 1 destination can be refused
immediately, allowing gateway 2 to re-route the call via another

means. This allows the operator to provide a service level to

gateway 2, reducingr the risk of their customers experiencing

prbblems_related to short term problems over the Internet;




20 woul d be routed to the Gateway 1 destination can be refused i qg&i?kﬁlo
allowing gateway 2 to re-route the call via another neans. This I S

operator to provide a service level to gateway 2,

reduci ng the risk of

their custoners experiencing problens related to short term probl ens over
the Internet;

country can be routed to either

25 May 2005 13 c) a call fromthe client to a particular
gateway 2 or gateway 3 dependi ng on which
a client

gateway has the bgst argneters at that point intinme; 'a d
in a particular c unt?ggﬁggnb&§5$¥ﬁﬁ§°5&@55@&%§°YWEYEE&Q%&&9&d?%e tination.

However,

good IP route to gate

make a call

packets to inprove the QS of the call
the data in the central
to a specific destination was above a

the client is able_to access nonitoring station A (which has. a

gaigway 2 or gateyay J-dependingan Whichngateway as theibestuct ed to

to audio redirector A (co- located with nonitoring station A),
that subsequent!y cal RS gaxageisss atthat pointiimtimieyel y forcing the routing of IP

and e) a report can be run agai nst

site to detect how often the packet loss or jitter
t hreshol d. The results from vari ous

noni toring statias caelichein £ pagtianiaticduntzy &8s prloblefisSact&ssihgGh® patkwiy obl em or

specific to one

10

20

3 destination. However, the client is able to access monitoring
station A (which has.a good IP route to gateway 3). In this case
the client can be inétructcd to make a call to audio redirector A (co-
located with monitoring station A), that subsequently calls gateway
_ 3, effectively forcing the routing of IP packets to impro{re the QoS

of the call; and

€}  areport can be run against the data in the central site to detect how
7 often the packet loss or jitter to a spebiﬁc destination was above a
threshold. The results from various monitoring stations can Be*_

. compared to see if this is a global problem or specific to one
particular gegg;faphy (as shown by one particular monitoring

station).

It will therefore be possibie to use the same analysis tools against data collected
from live calls. When a VoIP call is made, it should open two channcls, a Real

‘ time Transport Protocol (RTP) channel for the audio and 2 Real time Transport

~ .Contro! Protocol (RTCP) channel for reporting QoS statistics. The RTCP QoS
data for all calls can be captured and analysed tordetermine which destinations

are experiencing QoS problems. This information can be used in conjunction -



particul ar geography (as shown by one particular nonitoring statjian 2
It will therefore be possible to use the sane anal ysis tools agai 25{%&005

collected fromlive calls. Wien a VolP call is made, it should open two
channels, a Real time Transport Protocol (RTP) channel for the audio and a
Real tinme Transport Control Protocol (RTCP) channel for reporting QS

statistics. The RTCP QS data for all calls can be captured and anal ysed
bl enms. This

to determ ne which. tinatio are experienci ng. Q@S pr
i nformati on can b@“ﬁgg"&"’? e%%@ﬁ%ﬁ@ﬁﬁwt"g@g@?e%gﬁﬁaﬂ? h data col | ect ed
by the Monitoring Systemto isolate faults. Two types of nethods for

measuring Round Trip Tinme (RTT) have been suggested above. The use of an

| CMP ping has a nunber of drawbacks which nakes the devel opnent of the
speci fic ping of 1¥e thressehmethadsnior ancaguiing Rotmd Triph@ime {REF Thdwave tbeges and
di sadvant ages of the two types of ping. 10 The nmai n advantage of | CWVP ping
is that every nodgtggmstediaboveit ernet should respond to it. Therefore, it can

be used to nonitor the connectivity to any node without requiring special
software to be deployed on that node. The di sadvantages of | CWP ping:
include: a) sone routers give different priority to | CMP pi ng packets
The use of an ICMP ping has a number of drawbacks which makes the
development of the specific ping of the present invention desirable.

There are advantages and disadvantages of the two types of ping.

10 The main advantage of ICMP ping is that every node on the internet
should respond to it. Therefore, it can be used to monitor the connectivity
to any node without requiring special software to be deployed on that

node. -
The disadvantages of ICMP ping include:

a) some routers give different pﬁoﬁty to ICMP ping packets
compared to UDP packets, thereby giving a non-representative
. measurement of RTT. Because of this different treatment, the time

20 B taken for ICMP ping packets to get to/from a destination may not
correspond té the time faken for a VoIP audio packet. This

difference can vary markedly depending on the load on a router at -
émy particular point in time. The difference between the routing of
the two types of packets can result in different measurements,

- making the ICMP ping result dji"feregt from that experienced by a



conpared to UDP packets, thereby giving a non-representative nea nt
of RTT. Because of this different treatnent, the tinme 20 taken foé%:’% 2005

pi ng packets to get to/froma destination nay not correspond to the tine
taken for a Vol P audio packet. This difference can vary markedly dependi ng
on the load on a router at any particular point in tine. The difference

bet ween the routing of the two types of Wackets can result in different
sult different fromthat experienced

measurenents, naking,.the | ' r

by a 25 May 2005 15 anr?esegﬂcﬁgp‘?ﬁ’&gp‘\?g?% packet; b) because of the
different priority between |ICMP ping and VoWP audi o packets, the Jitter
measur ed between | CMP ping packets will vary to that between Vol P packets.
Because Jitter is one of the main causes of problens in the quality of

Vol P (and ot her r®al besase pf#henyliffeagat prioaity betveesn UCMP @ing and MdIBr |
measurement Will reduce the validity of the measurenment; 10 c) because of
the dynam ¢ nature ofaudie paakets, theuitlen mepaivedbstwictn IGMP phgpadkes whiat t he
first few packets will. experience a | onger delay than the rest of the _
packets (such as whi |ery dothaibetadine¥olr padhedsN Becdidali®sd)is ohBict 188! ay can
skew the summary results returned by |CWM ping; and

: . - main causes of problems in the quality of VoIP (and other real time

media) calls, any inaccuracies in Jitter measurement will reduce

the validity of the measurement;

10 ¢) because of the dynamic nature of Internet routing tables, it is
possible that the ﬁrst few packets will experience. a longer delay
than the rest of the packets (such as while routing tables are being
updated). This delay can skew the summary results returned by

ICMP ping; and

d)  the frequency of sen&ing packets cannot be easily controlled.
Typically, pings are sent at the rate of ome packet per second,
compared with one packet every sxxty milliseconds or so for VoIP
packéts. The extra load can cause different behaviour by routers.

20 |

o The advantages of the ping according to the present invention are:

- @) it will use RTP packets of the same size and in the same UDP port
- range as those used by VolIP calls. This means that the IP network

- will treat the packet in exactly the same way as it treats a real VoIP
| , ,



d) the frequency of sending packets cannot be easily controll ed.
Typically, pings are sent at the rate of one packet per second,
with one packet every sixty mlliseconds or so for Vol P packets.

25:May. 2005

The extra

| oad can cause different behaviour by routers. 20 The advantages of the

pi ng according to the present invention are:

a) it will use RTP packets of

the sane size and in the sane UDP port rlange as those used by Vol P calls.

This means that the |IP-ne k- w.ll treat the packet in exactly the same
way as it treats a regfwr]‘\?%\\ll\@g'ﬁ %%?Y%O%%Wélm¢m@%mé§h%qual ly to
other real tine nedia straﬁams that “typically are in the sane port range as

Vol P calls; b) the seb®¥

¥ afeia the,game oy rapge a5 ViolPaalls:o t he setup of a Vol P

call. This neans that when RTP neasurenent packets start to flow, they
wi || experience simlar behaviour as audi o packets would in a real VolP

call. This nmakes all

of the RTT and jitter neasurenents directly

conpar abl e to t hé)Vol the satupsofhibe regll svitubeasiediar 16 thid sduje of at\oIPhatl. packet s
are sent can be controlled, emulating the rate that real VolP packets are

sent. By sinul ating - &This arbbs tal WhenR TP mebfiRelehPation staf 1d fistv igEywor k and
iIts effect on the packets will be nore rel evant; :

10

20

~d)

will experience similar behaviour as audio packets would in a real
VoIP call. This makes all of the RTT and jitter measurements

directly comparable to the VoIP calls being sﬁnulated;

the rate that packets are sent can be controlled, emulating the rate
that real VoIP packets are sent. By simulating a ‘real’ VoIP call,
the behaviour of the network and its effect on the packets will be

more relevant;

the higher sampling rate provides more samples for a given time period,

allowing statistically valid results (such as arithmetic mean, standard

deviation and variance) to be derived in a much shorter sampling time;

the reflector software can measure jitter between packets arriving from

the monitoring station. This allows the one way jitter measurements

‘(monitoring station to reflector) to be compared with the overall jitter

‘measured by the monitoring station (monitoring station to reflector and

. back to monitoring station). This is important if either asymmetric paths

" or traffic volumes exist; and -



d) the higher sanpling rate provides nore sanples for a given ti n35pMa)502005
allowing statistically valid results (such as arithnetic nean, standard
deviation and variance) to be derived in a nuch shorter sanpling tine; e)
the reflector software can neasure jitter between packets arriving from 20
the nonitoring station. This allows the, 18ne way jitter neasurenents
(monitoring statign to reflector) to be conpared with the overall jitter
measur ed by the ndnit 88ditignals metrlss ewabinias oplaRwR aiittern the Fllé'fﬂb@fctqgr and
back to nonitoring station). This is inportant if either asymretric paths
or traffic vol umes exfensecwivg packds Nost, padEts reivgd audpf ioodway ambtspi cs such
as maximumijitter, the nunber of consecutive packets |ost, packets

recei ved out of order forthnchrsw méasnted, and ascobdedfoeiervesy addomatripded f or one
way and round trips. The nmain di sadvantage of using a ping according to the
present invention is that it requires special reflector software to be run
on the destination system which requires agreenent with the destination

site. The reflectiie msindisi@VAitdgs HeSngRGHnd RochAlly B BBicker BRepibMt and
conputational load, in addition it iS portable to many operating systens,

I
st inali on oo fRRICRRIRNAAR Aodae a8 uf BV Shefhull s,

destination site.

speci {1 ed i n H225, 0, aqsh B2 B0V et Witk BRHelRadBR b CHRARGEbP T oPor

QOS paraneters
software is designed to have a smail footprint and computational load, in

addition it is porfable to many operating systems, allowing it to be

10 deployed on a general-purpose computer at the destination site.

The Real time Transport Control Protocol (RTCP) as specified in H225.0
and RTP provides a method for participants to report QoS parameters

such as jitter and packet loss cxperienced during a VoIP call.

The QoS reported by RTCP is not as detailed as that which can be obtained by
the mechanisms proposed by the present invention (in particular the jitter
ﬁeasurement is a smoothed average fralue, without any information about the
maximum), It is however feasible that the RTCP data from live VoIP calls
20 7 could be analysed using the same or similar tools as those used for analysing
data according to the present invention, providing an indication of the QoS of

live calls to a particular destination.

. -The monitoring methods in this proposal have the advantage over RTCP that

they can also be used for pro-active detailed investigation rather than limited,



such as jitter and packet |oss experienced during a Vol P call. Th25Mey 2005
reported by RTCP is not as detailed as that which can be obtained by the
mechani sns proposed by the present invention (in particular the jitter
measurenent i s a snoothed average value, w thout any information about the
maxi mum) . It is however feasible that thegRTCP data fromlive VolP calls 20
coul d be anal ysed using the sane or simlar tools as those used for

anal ysing data goasbeall, agalysis.t he present invention, providing an indication
of the QoS of live calls to a particular destination. The nonitoring

met hods in this proposal have the advantage over RTCP that they can al so

be used for pro-active detailed investigation rather than |imted, 25 My

2005 1S post calfhe d@tdhdpistion’ if-satetn ACRYHsblORr %la'ﬁocﬁb!aihﬁm‘rbﬁng _
responsi bl e for periodically invoking the nmeasurenent systemto Obtain

statistics 10 thand hiaheMmdR 34074 BRsin HiRuCALIS I8 bF BXAMNG! e otored

in a database, along wth a ro conpression of historical data to
provide different views, such as for exanple, the previous 24 hours,
previ ous week, previous nonth, previous year, and so forth. The data can

o ogr ammat 1 cal |y 108 64 G ey Py 51 ERA et debfifbpo AloBE A & UIIBG er i ned
32,[ ga![ lha'[ ogglnng e‘%:gtfn})}/é:%srigﬁ o-I[r]]?stgrric%E) r}Ialt.';tn toFlpgo%ri e 3i epe(ljl)cNSvie%\rr]s, %ﬁcalmnpals efm(') f the
example, the previous 24 hours, previous week, previous month, previous
year, and so forth. The data can be represented graphically, in addition it
10 can be accessed programmatically to allow Quality of Service

comparisons to be determined by call routing software.

~ The graph in Figure 3 shows an example of the data that can be
displayed. In this case, the results of regular pings to a particular
destination over a period of 24 hours. The graph shows the difference
between minimum, median and maximum Round Trip Times to a

particular destination, along with the associated differences in jitter.

The measurement system will be periodically called by the data
20  acquisition subsystem and requested to invoke either a {CMP ping or a
ping of the present invention (depending on the configuration file) to a

list of destinations.

To avoid creating a repeating pattern of destinations, the list of

destinations should be processed in a random order. It shquld be feastble



di splayed. In this case, the results of regular pings to a partic2bavay 2005
destination over a period of 24 hours. The graph shows the difference

bet ween m ni nrum nedi an and maxi rum Round Trip Tines to a particular
destination, along with the associated differences in jitter. The

measur enent systemwi ||l be periodically called by the data 20 acquisition
subsystem and requested to invoke either a ICMP ping or a ping of the
present inventi ontq thepmnga mgmber ohdestipafiomglin putatiel, howeder tlmt showld e of
destinations. To avoid creating a repeating pattern of destinations, the

list of destinatcarafillylimplethehtedpiocaraatiat the diffaadaneasidments!do sétoul d be
feasi ble 25 May 2005 19 to neasure a nunber of destinations in parallel,

however that shouimerfge withegdhidthar | NPl enented to ensure that the different
measurenents do not interfere with each other. Because an | CVP pi ng does

not follow the "normal' setup of a VolP call, the initial packets to a
particular . destination will set-up the TCP/IP network route. As such,

Station than' the Torer Baceth Bnedgehs AR e binmiidilel PR o ¢ ne
i scarded can be f@%ﬁ%ﬂlﬁpﬁa‘aﬁe )6 i SRR 3 GBER GbF PR e

that is ret urrned 1Rv9uf(' TS, X's such, the initial packets are likely to take longer to

' return to the monitoring station than the later packets.

710 To avoid this, the RTT results from the initial packets should be
discarded. The number of packets to be discarded can be calculated by
analysing the time for the first packet that is returned. Rounding the
number of packets up to the next second will indicate how many to

- discard. If the first pack& (with icmp_seq 0) takes 1.5 seconds, then it is
feasible that the round trip route was not complete before the second
~ packet started to traverse the route. In this case, the first two packets
should be discarded and only those packets with an icmp_seq of 2 or

above should be used in the results.

Because ICMP pings are sent at the rate of one per second, only a limited
number of pings from a large list can be sent before the next sampling
‘period occuis. The trade off is that a small number of samples is not
statistically large enough to derive a mean value or any derived statistics
's.uch as standard deviation or variance. Preferably, twelve pings are sent

(twelve seconds per destination), this allows two to be discarded and



nunber of packets up to the next second will indicate how many to25dMaw2005

If the first packet (with icnp seq 0) takes 1.5 seconds, then it is
feasible that the round trip route was not conplete before the second
packet started to traverse the route. In this case, the first two packets
shoul d be di scarded and only those packets with an icnp_seq of 2 or above
shoul d be used in the results. Because |ICVP pings are sent at the rate of
one per second, offiayess sample sizk ofitember of pings froma large list can be
sent before the next sanpling period occurs. The trade off is that a snall
nunber of sanples is not statistically |large enough to derive a nean val ue
or any derived statistics .such as standard devi ation or variance.

Preferably, twel vBeqausgof the SmaRRhmpld ML, Be ARRRACES 1REE nfl§Sid: BatvaRR) » this
allows two to be discarded and 25 f\J/By 2005 20 | eaves a Sanple size of ten.

secause of Lhe S LanSeyMictved!thCond Brdh WUk fiedlR HoriRYe Bl mifay2 10 (11

can be skewed by one extrene neasurenent), et ilan val ue

shoul d be used. Qh@Ssh Hrbieg%ﬁ_hat can be neasured or derived include: a)
maxi mum RTT; b) the nunber of packets lost. It nust be noted that the

derived percentage figure is affected by the small sanple size, a | oss of
one ,
Other metrics that can be measured or derived include:

a)  maximumRTT;

b)  the number of packets lost. [t must be noted that the derived
percentage figure is affected by the small sample size, a loss of one
packet in ten (10%) is statistically larger than one in one hundred

- (1%);

¢)  round tpip jitter (derived from the RTTs of packets as they are

received);
d) . the number of packets received qut of sequence; and
€)  the number of consecutive packets lost.
Tq overcome the inherent limitations of the ICMP ping, it is

recommended that the ping of the present invention be used as it can

s@ulate a VoIP call setup and use RTP for ping packets, the same



packet in ten (10% is statistically larger than one in one hundr2® May)2005

c) round trip jitter (derived fromthe RTTs of packets as they are
received); d) the nunber of packets received out of sequence; and e) the
To overcome the inherent Iimtations of

nunber of consecutive packets | ost.
the ICW ping, it is recomended that tha ping of the present invention be

used as it can sinulate a VolP_call setup and use RTP for ping, packets,

the same 25 May 2Bigshanism wied bV ol forensyring mmli¢ packetsaBetarse REP audi o
packets. Because RTP is also used to send other real tine nedia streans

such as video (wi#lpo uged fosend: othew rarhdimsé zeslla strdaenspivol f vitlbe (RitRSent

i nvention can be used to obtain relevant statistics for other real tine

medi a streams. Thdifferentpgylemirshres)ithd pitvardf thé\preseit ivehtidcapl Bdusdrgf | ect or
programon the destination node, which will reflect the RTP ping packets

back to the ping olssitislevant GQtisHcH EoriRARS réd M thedif§lddfls. @ call setup stage,
whi ch ensures that the TCP/IP route through the Internet has been set up

prior to.packet tines being neasured. The ping programw ||l further use
the SIP protocol (one of the protocols used
| The ping program will work in conjunction with a reflector program on the

destination node, which will reflect the RTP ping packets back fo the ping

source.

The ping program will include a call setup stage, which ensures that the
TCP/IP route through the Internei has been set up prior to packet times being

measutred.

The ping program will further use the SIP protocol (ore of the protocols used
- for VoIP) to send a call setup request to the reflector, which will listen to a
‘well-known port. The ping program will use SDP to format the call setup

- message, including:

e the numbers_ of two UDP ports (above 5000) for receiving RTP and

RTCP packets from the reflector;

e an experimental RTP Payload type, as per the RTP profile for

audio packets; and.



for VolP) to send a call setup request to the reflector, which w 26 May&005
to a well-known port. The ping programw ||l use SDP to format the call

setup nessage, including: the nunbers of two UDP ports (above 5000) for
recei ving RTP and RTCP packets fromthe reflector; an experinental RTP

Payl oad type, as per the RTP profile for 22audi o packets; and. 25 May 2005

22 a list of summary statistics in which the ping programis interested.

The ping program i | | adishef supsnasp statigtinsdn induichfthe ping prapedre ininteeestdle si ze of
packets and the inter-packet period to. send to the UDP ports specified by
the reflector. It is this configuration ability that allows the ping to be
used to sinulate any real tine nedia stream The reflector will reflect the

packets to the piThe pinggrapiam kel pé4ighs tafigirition 10 to ddenbRCieSeldfat it has
received (i.e. the source to destination statistics). At the end of the

sinul ated call thgackek bﬁﬁﬂﬁ%ﬂf-béck%ﬁﬁ&i&dﬁ%séﬁH%é’lﬁfl?@rr&;gpchﬁé?F}.he ping

program Because the ping program sends packets at Vo is able
to gather enoughhsasmicRs. f10%s e ﬁﬂkﬂp . St atd. St val id i

reasonably short tine. It i és pr e?aérredﬁﬁ?‘a%}dilgoﬂl%g‘lcq?évfsﬁg glgsg)nﬁc_(l ess
than 10 seconds) .@Mw&ﬁ;r@,,%éﬂe&gﬁga%j as a stand al one di agnostic¢

tool, it wll be

The reflector will reflect the packets to the ping program, keeping statistics on
the packets that it has received (i.e. the source to destination statistics). At the -
- -end of the simulated call the reflector will send the summary statistics to the

ping program.
Because the ping program sends packets at VoIP rates, it is able to gather
A enough samples for them to be staiiética]ly valid in a reasonably short time. It

. is preferred that 100 packets are sent (less than 10 seconds).

To allow the ping to be used as a stand alone diagnostic tool, it will be

possible to measure a wide range of different statistics.

- The ping program may measure the statistics as set-out in Table 1.



possible to measure a wide range of different statistics. The pi ng5pMay 2005
may nmeasure the statistics as set-out in Table 1. 25 May 2005 23 Round
Trip One WA(Source - Destinatio Packets Sent Packets Sent Packets Received

| oss for the entire Percentage packet

Packets Recei ved Percentage packet _ _
loss for the entire sanple sanple Maxinmumnunmber of consecutive packets

maxi mum nunber of consecutive packets | ost lost M ninmum Round Trip Tine

(R Mean RTT I\/Edl T RFT Ve o RF—RF--\ar-i-aree—Fhe percentage number  of

aﬂaﬂ»'mufl'I‘s:lumnm fied RTT thr esholoisWaﬁSqn&re DeftRai@gt | nat i or

I\ VT TOT e T
packets that are

configuration file

specified percenti

ﬂa@m@éﬁber of mlli second<

pac ket s above

o

T

5 chfketngT for

£
III

I es gsas per the destTatt
Packets Recerved

PpIT COTTIT T gw (J.L I ot

Packets Received

Percentage packet loss for the entire
sample

Percentage packet loss for the entire sample

Maximum number of consecutive packets
lost

Maximum number of consecutive packets
lost

Minimum Round Trip Time (RTT)

Mean RTT

Median RTT

Maximmum RTT

RTT Variance

The percentage number of packets that are
above specified RTT thresholds (as per
the destination configuration file)

The number of milliseconds of RTT for
packets above specified percentiles (as per

the destination configuration file)

Round Trip Minimumne Jitter ‘| Source — Destination Minimum Jitter
Round Trip Mean Jitter Source —Destination Mean Jitter
Round Trip Median Jitter Source — Destination Median Jitter
‘Round Trip Maximum Jitter Source — Destination Maximum Jitter
Round Trip Jitter Variance Source — Destination Jitter Variance

The percentage number of Round Trip
packets above specified Jitter thresholds
(as per the destination configuration file)

The percentage number of one way packets
above specified Jitter thresholds (as per the
destination configuration file)

The number of milliseconds of Jitter for
specified percentiles (as. per the
destination configuration file)

The number of milliseconds of one way Jitter
for specified percentiles (as per the
destination configuration file)

Number of duplicate packets received

Number of duplicéte packets received

Number of packets received out of

Number of packets received out of sequence

sequence

Table 1

Regarding the Median RTT and Round Trip

: medlan value should converge with the arithmeti

Median Jitter, for a large enough sample size, the

ic mean value.



Round Tri M ninmum Jitter Source - Destination Mnimum Titter Roudf May 2005
Mean Jitter Source - Destination Mean Jitter Round Tri Median Jitter
Source - Destination Median Jitter Round Tri Maxinmum Jitter

Sour ce-Destination MaxinumJitter Round Tri Jitter Variance Source -
Destination Jitter Variance The percentage4 nunber of Round Trip The
percent age nunber of one way packets packets above specified Jitter

t hreshol ds above specified Jitter thresholds (as per the (as per the
destination configuration file destination configuration file) The nunber
of nillisecond®ngfway packet delay ot meepered becavist ke decovasidfequite way Jitter
specified percentiles (as. per the for specified percentiles (as per the
desti nation cogtdramieed syadhrondsationaod dhe ouedkis gom abiotonthé | soceNander of du

| i cat e packets received Nunber of duplicate packets received Nunber of
packet s recei véeftinatioroéonipundrer Atthoyphake Netw@k aiive Praiéol GNTPERIENCE
-sequence Table | Regarding the Median RTT and Round Trip dian Jitter,

for a large enisugsedsargyhchroniae thel dbenpuitRdli e rel3kiveoSite oth SRBNES g€ With the
arithnetic nmean value. 25 May 2005 24 One way packet delay Is not neasured

because to do tifie Wanhdl HeOstidkdnfeed HHAN hARHs 2V, J@ﬁeﬁﬁt he clocks on
e

f &
both the source and destination conputers: t hough t wor k Ti me
Prot ocol ( NTP)onMdidek source, such as by equipping both computers with a GPS time

source.

The thresholds in Table 1 are the number of packets above or below a
10 . given threshold value, specified in the destination list configuration file.

It will be poséible to specify thresholds that are:

Less Than (L'T)
Greater Than (GT),
Less Than or Equal (LTE)

Greater Than or Equal (GTE).

For example, for a specified threshold of jitter LTE 30 milliseconds, the
result might be 50% (of packets), while a threshold of LTE 60
- 20 | milliseconds may show that 90% of packets fall within the range. The
| percentiles are the number of milliseconds in which a given percentile of
samples fits. For example, for a specified percentile of 95 percent of

jitter, the result might be 65 milliseconds (indicating that only 5 percent =

of the packets had jitter above 65 milliseconds).



be used to synchronise the conputers, the relative offset from ab26lMay 2005
ti me cannot be guaranteed w thout having a direct connection to a tier one
cl ock source, such as by equi pping both computers with a GPS tine source.
The thresholds in Table 1 are the nunber of packets above or below a 10

gi ven threshol d value, specified in the destination |ist configuration

file. 1t wll be possible to specify thresholds that are: Less Than (LT)

G eater Than (GT), Less Than or Equal (LTE) G eater Than or Equal (GTE).

For exanple, for a specified threshold of jitter LTE 30 m|liseconds, the

result m ght b&oddblealic dtedtiohsf routhp tRanket B ©8 MkQeQthelnldniffing 20

mlliseconds may show that 90% of packets fall wthin the range. The

per cent i | es ar guafifys R BeHofdl rdfulak baGhANASHY QoMU EhalbiERORE CENtT| € of

sanples fits. For exanple, for a specified percenti percent of

bt he packet < e 1 Biaphds ey MRDHES s BT QOcAdTheRY T Penbl e

of the packets had jitter a

t he detection g%?JuggWJa &3 niopcﬁa'gg%l?,g%er eg P}?;t?a%grﬁ‘é,eis %{‘)‘{)b‘?%g stations

may performregular tracéroutes to Se
performed at a much lower rate than the pings. When problems oceur, a

traceroute can be initiated and the result compared fo the historical

values.

As part of the -storage of periodic ping measurements, the network
10 monitoring system can compare the current results to the historical
averages. If alarm thresholds are exceeded the network moniforing

system can perform a traceroute to the host, then advise the operator

personnei.

To provide intelligent routing support, each of the monitoring stations
may be combined with a distributed gatekeeper and audio redirectors to
- dynamically determine the best IP path to use (either directly to a

- gateway or via an audio redirector) fo terminate a call.,

20 The procedure outlined below is targeted at a model where audio packets
to a destination gateway are sent via an audio redirector computer. The
~ audio redirector may be co-located with the monitoring station and may

be used to influence the path that packets traverse the Internet,



data about internedi ate nodes and the typical RTT to each node. gscMaye 2005
TCP/ I P routes do not change very often, the traceroutes can be perforned

at a nmuch lower rate than the pings. Wen problens occur, a traceroute can
be initiated and the result conpared to the historical values. As part of
the storage of periodic ping nmeasurenents,.the network 10 nonitoring

system can conpare the current results to the historical averages. If

al arm t hr eshol dheamenitordme dation he gatekespeK niNcdBFibd Ghe HUEERTOEN perform a
traceroute to the host, then advise the operator personnel. To provide

intelligent rosfatifgesStPd Piten @RGHRH éﬂ&ﬁb%ﬁl% h&gvgaE %&@Ebﬁmngﬁy be

conbined with a distributed gatekeeper and audi o redirectors t

dynani cal | y deﬁ%ﬁidé%ﬁ%mlﬂﬁéﬁle'o?r' gwﬁ,gggwaenggﬂ g'trggt 'Tﬁet grgcedure

gateway or via an audi o redirect to't
outlined belowis targeted at a nodel where audi o packets to a destination

gateway are sent via an audio redirector conputer. The audio redirector

may be co-| oca et ni.tani.ng station.and my be used to influence
the path that %g%%g?ﬁf%@‘éﬁ@%w?ﬂgbF%f@}%‘Pr}:‘ég‘ﬂﬁ/ﬁy 2005 26 The nonitoring
station / gatekeeper may conbine the current QoS statistics to a given

destination gateway with a network w de routing,
When a user attempts to make a call, the client software would contact

the monitoring station/gatekeeper(s) that is geographically closest to it.

(The closest gatekeeper could be determined a priori or dynamically). It

sends a request to the monitoring station/gatekeeper(s) asking for the

10 address of a gateway to terminate a call for a given destination telephone
~ number. The monitoring station/gatekeeper(s) use their available data,
along with the long term and current QoS statistics, to determine the best
destination gateway for terminating the call. (If the current QoS statistics

indicate problems, then an alternate gateway can be selected).

~‘The Round Trip delay (RTT) to the destination (a combination of the

~ long term RTT from the monitoring station to the gateway, tms-gw, and

the gateway to destination, tgwpp) is returned to the client sofiware. The

| client software measures the time taken to respond to the request (tgpas)

© 20  and adds it to the RTT reﬁxmed from the Monitoring Station (tms.gw +
towpp) 10 arrive at an estimated RTT to the destination. If the client

' .goﬁware has queried a number of monitoring stations/gatekeepérs it can
compare the different RTTs to determine the best gatekeeper to request

an audio redirector for the call.



dat abase to determnmine the opti numgateway for a given request. Th25(WRay 2005
based routing would be as shown in Figure 4. Wien a user attenpts to make a
call, the client software would contact the nonitoring

station/ gat ekeeper(s) that is geographically closest to it. (The closest

gat ekeeper could be determ ned a priori orypdynamcally). It sends a

request to the nonitoring station/gatekeeper(s) asking for the 10 address

of a gateway to terminate a call for a given destination tel ephone

.nunber. The nonitoring station/gatekeeper(s) use their avail able data,

along with the wnmm@emﬂuén@ugmeahﬁh@f&te?&ih%%&ﬁﬁﬁ&opr@ﬁh@& R drhe best

destination gateway for term nating the cal If the current QS

statistics indpe 0 TR EOS it il . ected).
The Round Trip delay (RTT) toﬁt he%eﬁﬁ%ﬁﬁ??%sggﬁgﬁéﬁgzeo O@Et | ong .

Lorm T R B SRR 00 A ARk LS SR S Mol

gateway to destination, tow))))) Is return

client softwarg i ken to respond to the request (tEp_Ms)
20 and adds it 1o %% ﬁfﬁér?gﬁe%érn@d%ﬁ‘?%the Moni toring Station (tgs.Gw +
town))) to arrive at an estimated RTT to the destination. |If the client
software has queried a nunber of nonitoring stations/gatekeepers it can

conpare the different RTTs to determ ne the best gatekeeper to reques an
audio redirector for the call. 25 May 2005 27 ' ' '



Wi | st there has been described in the foregoing description pref2& May 2005
forms of the present invention it will be understood by those skilled In
the technology that nmany variations or nodifications in specific details
may be made without departing fromthe present invention. 25 May 2005 28
The Cains 1) A method of audio (as defined herein) transm ssion over a
network where audio franes are sent in UDP packets, wherein the audio
frames are overl apped by at |east one2for each UDP packet. 2) A neéthod as
clainmed in claiml1, wherein there are two audio franmes and one overl| appéd
audio frame for each UDP packet. 10 3) A nethod as clainmed in claiml1,
wherein there quecimmsaudi o frames and two overl apped audio franmes for
each UDP packet. 4) A nmethod as claimed in any one of clains 1 to 3,
wherein the audio franes are overlapped in response to a detection of high
packet.loss. 5) A nethod as clained in claim4, wherein the %xtent of
overlap.is sehpct edpasadsend e dfhehberch) rhsmisioraVel BEEWOE) A nethod as
claimed in any one of claims 1 to 5, wherein the 20-overlapped audio .
frames are convert gfefcOaiias) fiames afepgad ia LIDH patkstsnadeisin die 9% ej ng
received at a termnating gatewaY 7) A nethod as clained in claimbé,

wherei n the conver giapis ks oBotlapped by at least one for each UDP packet.

2) A method as claimed in claim 1, whezein there are two audio frames

and one overlapped audio frame for each UDP packet.

‘10 3) A method as claimed in claim I, wherein there are two andio frames

and two overlapped audio frames for each UDP packet.

4) A method as claimed in any one of claims 1 to 3, wherein the andio

frames are overlapped in response to a detection of high packet_‘loss.

. 5) A method as claimed in claim 4, wherein the extent of overlap is

" geleoted based on the extent of the packet loss.

6) A méthcd as claimed in any one of claims 1 to 5, wherein the
20 ' overlapped audio frames are converted to non-overlapped audio

format prior to being received ata tenminating gateway.

7 A methodras claimed in claim 6, wherein the conversion is by an -

aundio converter located close to the terminating 'gatgwdy.



audi o converter |ocated close to the terminating gatewdy. Abstra2b May 2005
| nt ernet Tel ephony A nmet hod of audio (as defined herein) transm ssion over

a network where audio franmes are sent in .UDP packets, wherein the audio
frames are overlapped by at |east one for each UDP packet. A nethod of
nonitoring quality of service information??and a packet for this, are

al so. disclosed. Figure 1
Abstract

Internet Telephony

A method of audio (as defined herein) transmission over a network where
audio frames are sent in UDP packets, wherein the audio frames are
overlapped by at least one for each UDP packet. A method of monitoring

quality of service information, and a packet fof this, are also disclosed.

Figure 1
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