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particular, to M

rel ated nmethod for coll alyzing, and
moni toring data“Compupkeati ons. BACKGROUND OF THE | NVE It is now
routine for data and other information to be conmunicated to is zo zs
different paints via a communi cati ons or data network. One exanple of such
data networks includes nultiple end-user conputers which communicate with
each other along the vari §§@?N§W@R@%W%Kmr ks. The conplexity
of such conputer networks can range from sinple peer-to-peer connection

anong a rel ativel y Exapnplisatiasclaios thehenetiteod priogty yader, 35SVANEC dhbl? fodm EbSir se,
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supporting the transm ssion of data and i nformati on over such networKks.

Conpant estefgiendendi vi dual s are i ncreasi ngly relying on such data networks
not only for sending and receiving information, but for transacting

busi ness, and for any concei vabl eIlBGHYECALFIEIher activities involving the
sendi ng, receiving or view ng of information. The advent of the Internet
and its continued dBwgiregeneintentias relatey génerallgas data cormmaaivatichsf ond, &f f ecti ve

comruni cati gn anpng conpani es, .indivjdual s, .and other users, of such
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gener at es &Rmaichgds traffic', that is, a volume or "payl oad" of
digitally-encoded information traversing V1' O 01/88731

10 BACKGROUND OF THE INVENTION

It is now routine for data and other information to be communicated to
different points via a communications or data network. One example of such data networks
includes multiple end-user computers which communicate with each other along the various
paths comprising such networks. The complexity of such computer networks can range from

15 simple peer-to-peer connection among a relatively small number of machines, to LANS,
WANS and, of course, the global computer network known as the internet. The architecture
of such networks varies widely, depending on the particular application, but most
sophisticated networks make use of backbones, nodes, and computer servers supporting the
transmission of data and information over such networks.

20 Companies and individuals are increasingly relying on such data networks not
only for sending and receiving information, but for transacting business, and for any
conceivable number of other activities involving the sending, receiving or viewing of
information. The advent of the Internet and its continued development has only increased the
demand for effective communication among companies, individuals, and other users of such

25 networks.

This demand for sending and receiving data over such networks generates so-

called “traffic”, that is, a volume or “payload™ of digitally-encoded information traversing



PCT/ USOL/ 15601 appropriate paths on the networKk. Unfortunately, tragic
across the network often | eads to congestion or "trouble spots" at certain
poi nts oryg Argrfertain paths of the network. Such congestp@nydmisdoake the
form of naddeningly slow transm ssionjof data, or, at worst, a conplete
inability to send or receive needed information over such network. This
probl emis conpounded by the fact that, under certain network
architectures, the traffic generally proceeds only as quickly as its
slowest link or pathway will allow Cbviously, such traffic congestion is
undesi rabl e for any nunmber of reasons. Users "stuck" in such traffic may
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col |l ecti ng, filtering, or "profiling" data about the users or their traffic
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particularly fascinated by denographic or other data which can be gl eaned
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i nvent i onrgffiovombestion, rn‘m‘ehm affiorthep neifortooly vittinds esténtrmeld upo®thearaffic

communi cation l.ine. Data is received fromthe comunication |ine and

segr egat edPWivticlhermberadapted K analyze dikfesent Baffic parunetars ontypes of S prcketsy an

character Mjaz to one of a plur aI ity
is of dat%ﬁ%%g@gﬁﬁd&ﬁgﬂ%g&&@%?@ﬁ%&@& 1@1&1?3]3{12%’00 QYhat both the foregoing
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but are not.restrictive, i.nventi.on.
are increasingly mtereste8 n com%ctmg, ?’?tenng, or “profi 1ng d%ta a%out the users or their

traffic on such networks. Marketing enterprises or other sales organizations may be
particularly fascinated by demographic or other data which can be gleaned by accurate
recording and analysis of network traffic. Unfortunately, many internet advertisers obtain

25 customer profiles by requiring the users to fill out forms and questionnaires, Advertisers miss
out on most of this customer information because customers often do not want to be bothered
with answering such questions. There is thus a need to obtain customer “profiles” in a less

intrusive manner.



BRI EF DESCRI PTI ON OF THE DRAW NGS PCT/ USOLl/ 1s@1 The invention i s best
understood fromthe follow ng detail ed description when read in connection
with the ggsenganyi ng drawing. It is enphasized that, accop@i/Qg@eEoNmon
practice, the various features of the drawing are not to scale. On the
contrary, the dinensions of the various features are arbitrarily expanded
or reduced for clarity. Included in the drawing are the follow ng figures:
Fig. 1 shows a network nonitor according to the present invention coupled

to a comunication line; Fig. 2 illustrates au exenplary protocol
hierarchy; io Fig. 3 is a block diagram of an exenplary network nonitor
according to the present invention; Fig. 4 is a flowchart illustrating an

exenpl ary net hod o nitorj.ng a ¢gomuni ¢atj.on |line ac¢cordi ng.,t0.th resent
Cnventon; Fig. 5 Seeesding vt aragrehes [t sendedhepadinitissPhut at i ons
of data "‘}ﬁwﬁé}b’? &Qiﬂké?!&aﬁﬁﬁnlzlégﬁ%a‘géﬂs%eﬂ@&rﬂﬁ@&i&he@oﬂ&ﬁe%ﬁhﬁﬁ@@bﬁ\f?ﬁesqﬁcor di ng

to the present invention, is aflaw chart illustrating a nmethod for
i dent i fyi prgptietaryior protesedmatworksi 4s skhshepstennwhishwan detemiingtheerigiord€ noni t or s

according to.the present.jnvention coupled to twd separat nuni gati on

T hes 1 n seenubiEraRhesFghe be Vauape b shRitRermin plerels, SIER AL B FRE A St F

det er ny ni fge $fRRDHE-21NEd MY anErBishérHeand. The JulréiR WrtCARAI, gbhdralBifaas 1019
operation of a host conputer for synchronizing with an interfacé conputer,
Fig. 9B i snalyzt]igbulathamonifor] ergecosd thedlovpelidatd @ver ahetaiortk mtaardpsivel wayut er f or
synchroni %i g)? Wit h gl h %@ conput er; WO U1/ 88731 PCT/ USO1/ 15601 Fi gs.

10- 28 ar e SEPUE YR p"}cgy P | ustrati ng a user interface for receiving

moni toring par amet eCémksior indvidads e geEtwittEoitoriis Htvait kbt 3 MRE@W di ng
comuni cation analysis information; Fig, 29 illustrates an exenpl ary

net wor k neRfpnGEstHRgiostsed ffareatioiang statigica i1 2BelyImgnen FRLELY s nesd o he
prese I 140R., . Fl. Qg 30 i | ' txatl ' L.but ed
et vork mSHAgHrHa Gy chstf o Bl Aol BRORNTR FogldS) AP, My SLAOIBHE BC
i nt er f aceatkeftes timited ks prodiding “dumps”, often chronologically, with inadequate statistical

compilations or graphical representations of such data. It is thus desirable not only to
compile network traffic information, but to perform certain commonly needed calculations,
and to graphically represent such calculations in a user-friendly and flexible format.

15 To overcome the shortcomings of conventional data communication
monitoring methods and systems, a new method of monitoring a communication line is
provided. An object of the present invention is to provide a network monitor for collecting
and analyzing communication data. Another object is to provide a method for collecting and

analyzing communication data.
20 SUMMARY OF THE INVENTION

To achieve these and other objects, and in view of its purposes, the present
invention provides a method for processing data received from a connnunication line. Data is
received from the communication line and segregated into packets. Packets are selected
based on a respective characteristic and the selecied packets are provided to one of a plurality

25 of data processing units.

It is to be understood that both the foregoing general description and the

following detailed description are exemplary, but are not restrictive, of the invention.



managenment of a hierarchical network nonitoring system and Fig. 32 is a

bl ock di agram of a network nonitor according to an exenplary i o enbodi nent
of the pre®anigsisaventi on. DETAI LED DESCRI PTI ON OF THE | NVEH &y /medogr ri ng
now to the drawing, in which like reference nunerals refer to |like elenents
throughtout Fig. | illustrates an exenplary network nonitor 102 according
to the present invention which is coupled to an exenplary network N1 106
via a first 3 s communication |line 104. The network nonitor 102 receives
(rmonitors) data conmunications (traffic) on communication |ine |04 and
provides real-tine netrics or statistics of the data traffic on the

comuni cation line 104. The communication |ine 104 may use a single data
link |ayer protocol to trg ) : de of different higher
hi erarchi cal protocol |ayef—protoes ' el+HPer ar chi cal protoco
structure 200 is ilJustrated in F The data |ink_ |ayer protocol 202,

Ethernet in this egéﬁﬂ@m}mbléé’éﬁ uggergtpgqlfrp@ the fallowting desatlsddarsriptinn Whels and
t he rout ot X wor k

| ayer 204 epbcbR MR, KIARAME Gavien i Bmpfitied Mt ORI R o v

or ot her comanspmadticesthe vaifii featm‘fesﬁ oftthe dlaevif e noetbfscale.n@y thexohtraky, the

encapsul ated Wb, .ETP, Dongin Nane Servjce, or .other applicatiqgn I yer

208 t raf %L"ECHS‘%%EI}WS‘_{ areysEs 7 edBe énc{?ét%b‘ic{k‘ ?fﬁfﬁr elgrtyy Fd| ng
to the pr I har dwar e and software (dlscussed bel ow)
whi ch colTe e g e BllowE dyfits

work traffic is such a way that it can

Tl 1 pl & pr ot ocol 1y d0vih pRglt phikd'EPerledy e rhisBltibeaon SRR 8
noni t or Idanensddkiendiwel ity and quantity of service analysis, billing based

on duality of service and quantity of service, dynam c network resource

al I ocation and pl arppg, anumagsgﬂ@ge,@%g,fylﬂrb@golmg@hpn data content, network
security analysis, and session pla Exenpl ary statistics i ncl ude byt e

countg, bit counts piongsWBKR ﬁ@ﬁﬁ& ia@&’ﬁehvhﬁéﬁ@ﬂ&@a&éo%ﬁ%tothe
retransmtted bytes, originatin ytes per "host, termnating bytes per

host, oripgeseatinmepttosr nmi nati ng host pair counts web abort rates, is
throughput, goodput, and percent retransmtted bytes due to delays or

| osses. These st at iFg.i4ds a faw et dbisireig/adsxeptivy dethollas adniwridgaf fic on
the first connunlcatlon | ine 104 an one or multiple protocol |ayers between
t he dataqq@W@W%N%m-QﬁGWFH@n&HHPPBEFWEHMFE9@% Operation of an exenpl ary
network nmonitor 302 shown in Fig. 3 is described with reference to the flow
chart in Fig. 4. THdeddsadeR fiepndiegram3iostiatng theesany primuationsohdst ~s

e e
304
Cecelves f ?2; ha:f F %gﬂsﬁéﬁwc@@ﬁ{ﬁﬂrSﬁs ”ﬁ@'@ﬁwgi‘w léﬂﬁhﬁﬁtfgﬁl%%?eﬁ%ﬁseaggs h
402 404). T
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bei ng 2o lﬁa&é,mﬁtcséplaa m@@?s}a&%shﬁﬁmca%ml@smwwmy be segregated into
packets by elt he interface 304 or by the host conputer 316. The

packets are stor ed fip TR, A e EnlliRh AL aRE Ryl NehdinfesRAENy o

and incl udes a short term nenory east one ger-term nmenory

322. processor a e 16, ..0 y a user
|nter§%ce 324, theﬁgﬁgg%ééggng?ﬁg ﬁ Rag ggégﬁﬁﬁgﬁPﬁﬁ@a%ﬁkhggﬁﬁhth reference
to Fig. 4Wnaﬁmh@ngmmm@ﬂnﬂaﬁm@@mﬁmﬁ&hent, t he network nonitor 302 is
coupled to the first communication |ine 308 in a non-intrusive manner. That

is, it does not di riggtdpyishimAenatiiRustrating operation of an interface computer for

synchronizing with a host computer;
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flow of traffic on the comunication |line. The network nonitor 302 nmay be
coupled to the communication |line 308, for exanple, by plugging the first
connect i oy 3dieshft © @ port or jack WO 01/88731 PCT/ USOL/ defkbh /196012
switch or router, by breaking the comgunication Iine 30g and installing a Y
connector to which the first connection 312 is coupled, by connecting the
first connection to a hub, using an optical splitter, or by connecting the
network nmonitor 302 to a nonitoring jack in a central office. Processor and
guery engi ne 316 converts the packets into records and stores the records
in menory {steps 414-422). Processor and query engi ne 31b includes suitable
programm ng to generate statistics corresponding to the packets (steps

406-412) . Al though {.he eration of statistics for.th ckets may be
acconpl i shed in a éﬁ?gé‘fe eSS d‘SBH‘é{Sg{"é @f“rgé’d‘ssrp‘ﬁpﬁéﬁﬁ PFGEN s 4 set

of packet & Yol \f%ga,@f I FREBL5E N
time" (stég 406) to geneﬁ?@%ﬁ%ﬁ%ﬁ?%% Ig%ﬁ%ﬁé&%:&ﬂ%gp&%(%) Thg

pr ocessi napalysistinformateyeat ed in a recursive fashion to successive sets of
packets received during successive tinme periods (step 410). During such
processing, sui tabllﬁgm%ynamnisrag es¢mplas teheory araitatisglsysteat acgdidas tbAanMenor y
at appropria i nt al s ff time, such intervals preferably on the sane
order %s ?’W@lf PI iBlepLoldhe Bresst BRRIG%y to the sets of packets. rs The
conversion of the packets into records pernmts a wi de variety of further
statistics to be gefier¥isa c@@kﬂmmﬂwﬁrﬁwadrﬁ@bute%mtwl@n@uwﬁgrsﬁatm by
first determning the type of each packet (step 414) and then filtering the
packets (step 416) lfigsﬁdsarscmtreﬂisplabeﬂlamthmd ussrpaterfaginfor oehdrelizesl gener at ed

(step 418 for eac cke th i s, then.converted into an i ndexed
record (sPaprEEaEH %&“E‘P{Pﬁ‘&%ﬁ Wgﬁg 0(’%85&&4’2?}“1 Further statistics are

then zo generated ( statistics previ.ously generated for
t he packets and rec’(sﬂ ‘ér’i %%9?%%“?6“8%t°6ﬁc‘f%¢‘€gg’p%‘l ’&P{agﬁs such
as a qi spiado h &@ét g router for dynam cally adjusting network
routing basedﬁ%&tﬁ ééj felr St%lac.’tl stics (step 430), and a billing service

for billing clients bas ﬂT ﬁ)lE'Sb Frciy EI'I-EQ/H\?VEﬁ fopgce as det er m ned
based ors the generat edﬁﬂ%—cs—grp—ﬂggﬁmpimtl on of the
process of Fig. 4 i ow descrl bed for an, communi cat i on. |.i.ne

i ncl udi ng encapsul a g%{ T 0N R e drging ey h@fﬁrgfeéenf‘égmﬁﬁ % Cioks,
encapsul atiemés tiirbagHout FigSe §lliptrdtes d exeﬂ]ﬂarﬁhemomehomt&sma%amfm&g ke@ei ved
fromthe communication line (step 402) and is seg recl;ated i nto packets (step

404) . ThePigsank &nventignewhiicly isouples toasedenplasyagiwork NbI0a vige st PCT/ USOL/ 1
s601 set S d d
AT el
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cal cul at edaé_ste 408). Successive statistics are generated for successive
tinme peri® wwth%e@nwwgattqﬂémﬁé%- set of packets corresponding to the next
onesecond time period (step 412) and then cal cul ating the nunber of bits in
t hose packets (stepThoemmuieatipntlingd(hmayues a singln d@tngm!séa)@hnromcﬁletol nt er val

are store e |pARp
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anal yze t gehihigaohichbronekletactut BO0Radlostaedinif . tFheeldtatlinkiiags pmﬂdcblt he IP
packet s togéste 416). The time when the network nonitor recejved each IP

packet is2 &ihfaseta%thlﬁ@@}@lpﬂ%y casReofdmiiic babwpacthe petwork mé%@mkthisguter/xn
stared i Ty RIRHeASARATEE, 1PPARP, orotlcr nBl PP e J04RARE TIRTP dalic

may mclude encapsulated UDP, TCP, ICMP or other transport layer 206 traffic. The TCP
traffic may include encapsulated Web, FTP, Domain Name Service, or other application layer
25 208 traffic.



afirst field F1 and the packet as a second field F2 is illustrated bel ow
FI: Index (time of receipt) ~ F2: Packet or portion of packet is In

addi tion \woéim7diiltering (step 416) only passing | P packepSyusdi@sédil t er
may al so be used to pass only a portion of the packet, such as only the IP
portion, by truncating the Ethernet overhead portion so the record above
contains only the IP portion in the second field F2. Alternatively, the
record may include a plurality of gelds, each corresponding to a Zo portion
of the I P packet such as a source address or destination address, and
altering may be performed based on any one or nore of the plurality of
fields. Any nunber of statistics can be generated fromtile stored records

67852 1 Ty o B el bRt B e ST Fobrss ™
i ncl udes jdagofidhieqdREudsOELINRPSEIR EolhictsSint Bndifres BeMRPKRLSBiciR GRb W8F i thatt he

nunber of bits in all packets received for each successive mnute (step
42b) . Thelt e genprate oyaristy oflveal-timengtatisticeon such &affld at anedr multipliediratgedlo t he

i i b . WD 01/88731 PCT/ USOL/1~@01, 10 t.
Prchet's oS PP Re Yo AR e nda A0 i Bl p Aty s
such, ¢ heofGahidé anklysis, Uillinp 84dea0iRHalRY 08 Sriicd8nd dilﬁnﬁ@Qﬂ!’s@ﬁic@%’ldyhﬁ!ﬂﬁ% readi ng

the set of recards for each successive mnute, and adding the nunber of
bits in ezgtwoskaesogfceratioention and planvipaismstogier piofiting hasefl bn daielcententpestwailnut e

o a per iyl o FRBH ple6adt’ BCRY Y iRy B EE TR solfe Bitatil, = o
Thus, t heodewrdyhgrosidadip Gélays, feSpSHaingd, @elransied R ies, a_ﬁh@bf&es peedestds and

the stored statistics, which reduces the nunber of additional calcul ations
needed an@rpiating piEesnsr Beshariginatingréqaminating best pais cowHs, sveb AberEatesi i ¢ exanpl e

of the fi ' tQri . t nit.
accor d ngideufl &Rod Bd koFIoRaiRE bALIVEE Mol IT WBEY, BTN -
4. The f|may teldctively bé pepvided basddemttiafiic amthedigt|cpminunivatibwtise 004 dn digtopor k
nonitor 500 according to the present invention are described below with
regard t onplplerplcellavirabeiyeenthe fataligk tavergnd the appkicatipndayest r eam i s
packetized by a packetizer 502. Decoding of the bitstream may be

aut omat i cal | y @earatommaf@nfegemplacywetvwork mumitos 3@ showy it Bigpd isf deseribgd adtbor di ng

to user s specl i ranet.er [_customo rietarw protocols. For
exanpl e, "e?e‘%“%ﬁg%ﬁ‘agﬁ"a@ &Pﬁl&n F%ﬁygr frﬁ? 3%3’8%3 mf’%’{(fr%p ?8‘5@8&?*“5@%&8’? * honi t or
500 i nel uBhesfage BOLEIuDIHAIte 8 FiddtdbmEhubRali SRR BOSIHY A6@H cofédioad 1 P HCOl S,
entered using the user interface 520. The inventive network nonitor 500

thus reco¥fpadastyerkinierfage 106tcqrried ra sesendeappyeasion ling 419 by & secopd an

i ncom ng Qi . i L ta

col L oct P otorneelci ¥y, THE S Inittide ORIl el dhd PRBEM AL RGOS i
f 1 exi bi | i tommsnicaion!lim308 ¢stépot02h endithe bithtraaka is dhemrsegregated ine packetsiGtept he

net wor k it 500 accordjn o the present invention is able to collect
and anal {E@')di[x%tegg RETRE RIS UETAGR t&\ﬁg ﬁ’\atd?rﬁ‘(l%%ﬁ’ defiped pagiets 458 bRiBE ol

| ayer T, i . i ry 510
e g ot PeRoR FR P oant! el flaf e St ol i pbLort ] FOBFR.
comuni cainteoface Blvieor bitthe Béad computemd Los Tire packetsSHio8 stored ipareinody 18 which isansf er
data to a long-termnmenogry. 510 to. prevent aoverfl ow though illustrated as
havi ng oﬁ\"ff”ﬁc%_é‘faﬁﬁﬂb‘s et ﬁ’l“ﬁ’é‘%ﬁ?ﬁ aj’%‘@“éﬁ‘a‘ a’eg‘ioﬁ_é#?@ qng lep% ORf renor v
510, the roag&ttbmgﬁle@w 12 N Fidessor 4id by dApiak sle&?hb@ﬂ?'cen&aleawaruser

hi erarchical menory structures including a plurality of "nenory devices. For

exanpl e, ntesfage A, hempyocessppiignaglersas degritiedbelowseitilreferenasdd Biged.a r andom

access nmenory (RAMy, a disk nenory, and a tape nenory. As the RAMTfills

" data ks transfaranedemplatyhenhidakentethe ngtwodsmbmicordi02 ks compledyo thelfirst, data i s
transferred to .the tap nory., As the tape mory fills, t S .ar

_repl aced ?Qﬁ?m%ﬁ?t}%hﬁ'ﬁgogﬁn?ﬁ JUBHLSIYG H@F%gsffgg'd&éy@‘l?ﬁ nafr@mcagﬁmﬂiﬁ Dses,

for exanp feia Gy ; b el ([rp;;{P y 508

and bet mgﬁwt@%mﬁﬁ%%%g?lkﬁgﬁmgégge g?tg@}é%ﬁ]i%%&(%]%g %r}rlgjreicg{slﬂbrmy gt er be

retri evedcdmmuzipationdine 368, fhaexample, by phigeing i firstednoeatios 322 180 a ¢ox ouskd

below. Storing alt packets directly into nenory may be desired for security

applications 52S. For exanple, the network nonitor nay be progranmed to

store all conmunications for a period of 1 week and then overwite the

ol dest stored data. If a breach in security is detected ~o within a week of

its occurrence, the stored data may be anal yzed by the network nonitor to
determ ne the source and extent of the breach.




The packetized data may alternatively be provided by the packetizer 502 to
the i ndex generator 504. The index generator 504 generates an index
correspongyd@/dsozone ox nore of the received packets. Exanp@ﬁggﬁhsan i ndex
corresponding to a packet include a tigre stanp is to indicate the tine it
was received by the network nonitor, the type of packet (protocol and/or

| ayer}, the size of packet, a packet nunber (1, 2, 3, ...}, an interface
nunber, an application, and an associ ated session. Record generator 506
recei ves the packets and the generated index and generates a record

i ncluding the generated index. Alternatively, the record generator 506 may
conbi ne the received packet and index with an existing record ao previously

stored in _nmenory 50S, 510, The record generat.or | so_recejve a packet

i rect | y O SOBiAYPEoUsR oy brtak e deeomumIORR 0 AULR RENaR G e B kot

or Ry CogRiA el 18: RAELS0n 312 & RRpIRY B doRBectifg leTirpY @ithHidh Yo Shi¥, Gink "

menory 508, 510. For exanple, a singlé record may be generated

cor r esponati epgicalspltierATNDs@ns¢ating thavetwerkfmaondtor 3@ 1o (moditoting jskie apentkabt }

correspoqg%gg to the ATM session is received, it may 2s be indexed and an
'd

i ndexed r may be generated and stored in the nenory 508, 510. The

i ndex may be ﬁ% identifier of th TM sessi on, faqr exanple. Wen, further
: $ s i

cel I's torr espor8FssEPTEBd ANETy ARFING S apveristhe packsfsguig re¢op stogesdhe |y in
order, t | I ( : via path
e ead e ) TRl el S 314 BEABE BBy Vo
12 from nemgranniifgio gehOrateastatistibecoresprniding to He packdty (steps 806-612)c Allthougit o t he
i ndexed rgcord. In ?dstio to sinpl c%ﬁbinin . packets belgnging to a
conmmon ATHF SEE3HGY of staljstias E‘H‘Dtﬁe P@g'gﬁséayt é‘c?cé’&ﬂ’rsge YARCH OIS P]Y al so
orient thefaes hgﬁfaa Yb&REds B sl dfthlabkekd YRediRGIUWr b PreliBBiniinE® HhRe int A& S
The record/ packet type identifier 512 receives packets or records from
ei t here t hsampling tmge(stapat06) toaBerate dorresponfliag swatistiop ($a84Q8)1d Thbprocessing is

zes iV S S i i fyi its .
characterjzes the received gagket or _record q¥, dent fx ng t
cor r espondthFPeqiss v a ispursiyp fasRI0p 0 suCegssIve sofs of packpts fecetvsd dpring sticeessive o
record i stie g@cﬁ&@r(btbllseM(Qe Mukihp ShchaiRtctRiyg, B8 tAbl OSto AR Y btdrds AR denblated
interface 520. Exanpl es "of packet or record types or properties include the
nunber of statisticeaemon @t apnreprinte intervajs efdime, suchpinteredspreferabdy on the same ot ocol

type at a_partigcular.protocol |aver sSQur G ress, a destination

address, & méﬁé@ﬂ@@?“ﬁ?V1ﬁ8”§ﬁ*g%§?¥%§??8ﬁsWﬁﬁgg%% records or packets are

then filtered jn the packet type filter 51 6 based .qgn the erty or type

dont 71 ed by THoRSEBa LRty Bl url PRRGs a509° varirly o (iR SHCRiSor e

or packet RrRndrB@A ak g&@gg%ﬁbw OfReadediark deeMed BY Arst 84MHRIng Ae §hd SEL ! Y
i's

stored into nenory 508, . is The time period filter 514 receives records
or packet eachpaeket (steprdddpant themBlteningthe packiks (stethdl6) bBgg onshdr deserdhifidd t er s

t hem based on the .tine the re.eceived fromthe co nication_|ine by
the net wo%?es ngdyx ls“?ﬁ’éer?%‘éég o lgﬁ %Qda?ﬁﬁ’e?aff(gtrﬂga rflf’fé??c% Sléf@d'eﬂﬁ# ’6’?% r oups
cor r espongli Mdeled roRek Gk 1208 BAd/féled®in BB oRAbeP 4B THh@ stalidfids e fiRfPect | ve
successive tinme periods. The statistic generator 518 then generates

stati 98 ceenpeated(sien 486) using thostatiice previpusly igprerged fos dle pagketeagbigerrdganeo
packets r i i h Y uc P ye.ti iod T

PrTter oo BEEREFeE S WLRGR bARBRGH AP BT AR IRicH GRaPEY oy, e
pat hs bet dramidals atljusdig mnabrkirbetigbabed dni the firthet Statdstica{stopt43ay, ahd e billing ent s
of menory nay &g%n,ag iin be used tg performfurther filtetingﬁor statistic
gener at i offrVighies billingelfapis baseren QU GERRI §T $e5viedas degermineddased artBat i on

may recur gl sk nal yze data by generating statistics based on
previ ousl génégalrtléeﬁrsgﬁjesg S tae?iqg%)?cs or stored packets. V1i~' O 01 /88731

" PCT/ USQ1/ 15601, 13. | pLi Q.cRI.OGK j . r .f a

cust o%’ pr ot oc o&é&cag%[gg%%ggﬂg Sc?\t; g{g. gﬁ%%t?‘é g‘%’“ﬁt‘ﬁ?%e@?%‘%g{“g?gwﬁay lé?lg%{o&f i ne

. the oper atihmcmarngréﬁb@ma&ﬁmba:k‘étswﬂﬁéméiﬁh%dalm“x@mﬁm&snnﬁiaeempma
rnonitor. For exanple a user nay sgecify,t e index to be used by the index

gener at or Webaffic{8eq Fige)p dibp Stherust bidstypainds peeetvad fromythe gepmyaicptianlige 514,
dth i S . tral i St . h
of Ct ho- st 2o} &7 b Sl Yl e 104 e pabichs SERRIRIIOILE, Gt B¢

anal ysis generated by the network nonitor 500 rmay be provided to one or
mare applications 522-530. For exanple, a display device S22 may displ ay
statistics, records or packets responsive to user selection as further
descri bed below with regard to the display screens in Figs. 10-28. ~o The
statistics generated by the network nonitor 500 may be provided to a
network adm nistrator or router 524 to allow for dynam c routing of
conmmuni cati ons and network bandw dth managenent, also known as "yield
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Communi cation networks can be optim zed at the service | ayer because the
networ k nonitor according to the present invention includes suitable
progranmm Qg bxsanal yze traffic ao flows at any protocol |ayefusélshauah
different services nmay have different gervice requirenents, these services
are often integrated in a single comunication network. Nonethel ess,
services such as real-tinme nultinedia, voice over |P, data, and Intranet
may each have uni que network service requirenents. For exanple, far voice
over IP, due to low tolerances in voice transm ssions degradation, a | ower
quality of service including delay or zs |loss of data nmay not be tol erated.
In contrast, data transm ssion can proceed in a |lossy environnment due to

" error recover refransm ssion. An exenplary router 524 is_confiqgured to
route trafef f@y‘@é’@g‘éﬁﬁfﬁcﬁ‘é{e ghirgerqng oF sipec ’r‘ﬁ?%&%@e‘iﬂ’m‘ﬂ@‘ﬁé‘?ﬂp@ GEeRlang on

. their seryheGel R WtbPIR)! The nunfberOrbivs RRESeq Bt 36H ble28Qdnd imd pé‘n'dzﬁt wor k
nmonitor according to thé present invention iIncludes progrannéa eatures
whi ch i def@réhplafyl statistic)ds calsylated (step 408).c Sudvessinai statidticsl ars ganetate fand/ or  user
arid provide far .anal ysis of i.nteraction ith differenf services. This
0t or | BTy B Retal sy HHeqiBe LR ek Rer el cor G dias a5 ee-or

non- r eal - {5k GRS p@ﬂi&ﬂ@mﬁ 319P4nidThel AfoultRinpMnuntRe bPBikGA thds Phdkeis (&E
service segregation, etc. to achieve an optinmal configuration SU|ta.?e for
provi di ngdtac Ahebid counds for sathvinesevindiime intepvab areustirediia memdiy(stepdl Des vi ce
requirenq@t. A billigg system 526 may be configured to receive duality
and/ or qu ﬁ¥?$§&8?m§ Tvice statistics corresponding to different services

and different hosts a ill cljients accordingly, Thi llows clients to be
bi |1 ed basod oilPEded B ARPs () eéeé}cétpﬁ‘gﬁﬂt ’cshigt‘? Ly%m?m@wﬁl Havseronlyi| i ng ~o
for previ i [ r

p RSt RG SR g? ?{)ﬁdaﬁ&s, tﬁé’ﬁacﬁé@‘:ﬂg iterd o' paSitinlyBY E;'?%‘?‘Jgfgng ‘o

umMlimted Internet servic vol ce over communi cat 1 on.
t he pnesefstepididirifiedime when the neswokk monitoroecd 0l evely [Rypacketas esedtaatm sidexs f or

a particular, client an t nunb uration, angd destinat]j of voi.ce over
1 enl | 5. torfh cepbrnfiue BEpakpETD. A BoRd b amaned ik 4058, ¢ he
billing s [ { i 4hed j ; rnet
subscri be?a%%]ha g%gt %islfggkt?%éﬁ %Hf‘egﬂro e?t%’odg 501*%3%‘5?@%%5%{{@ trl%ggh dh'g\t?v?be

bi | | ed aceBbrstifiald Rl aindtlee ppobietias apecond fighd knis ilhistratdd belowat i on of calls as is
done for non-Internet tel epohone service. Cients may simlarly be billed

based on a nunber of e-commerce transactions, a nunber of stock trades, a
nunber of requests for real-tinme stock quotes, and other transactions.

Al ternatively, clieqmismideRgtihesressipyi ce (fQﬂPéoﬁétt(ﬁﬂoﬂFdnl@ipﬂﬂceﬁiijf er ent

billing rates depending on a quality of gdervice Zo provided and may be
bi | | eds; accordingly. A network nonitor may also be used to ensure conpliance
with service contracts which guarantee m ni mum servi ce standards or service
| evel agreenen I Ve, L for
security S28 t%ls‘rldgig%%l i ‘?91% lgrlggigﬁgég% ﬁ%g@&p |ﬁ%§hlgﬁltP ?%&ggﬁﬁﬁf@%?%ﬁgﬁéﬁgnet wor k
use or i | hedad passbnlyidportidmoof thapacher suchss palykint B poeyor) By truhéating ehet 0
identify rticular files which have been FTP'd to a server, to identify
who t el nebiieenet pYsgRRed PoFfioR)So eyarare abpuereonainmonly B Rearien i ths, secoed Held what
they typef ORREbALIEHARcord P iR e RETdARNs) dRG Urrdsporstiath fosf § €S from
a network nonitor nay be correSpond to a user or a group 8 users for
pr of i 20 ngpartien ofthe 1B padjpetsmeh addusdur¢edddraseor dedtigation siddrgss, sndifilterniganhyt be
custoners_based.on cust oner_ profi.l.e generat.ed by asking a user to answer
a feM/queg?gﬁﬁﬁégﬁmﬁgPﬁB¥R“%ﬁﬂﬁ?ngg?&%?%&ﬁdk?%k%he present invention can
filter each received packet based on its contents to build individual
cust oner pr of i PBELEBbCrf satistics can bz gruerptdfrom g sted recems plope, A58 phi a
" cust oner . L erdol 4R 1 1 (=3 ters the
[t ornet . o Soh P HaiicE e POCAShrl A ERY R BERERapbel DY
| ooki ng (furtheestatisgiy khown sptheiaftiof intterest inglades thet tatio phibk atmbarofbits it e web
sites visited by the ugser. A prqfile per user or group of users may . then be
gener &t edpéfggféagceweﬁ trothemimbetef bt ol Baokel graeived Hereiae BigCEsRRYe FURHC (§6mc h
will be ofip¢)0Tihg btk thRAStaHSR is TMGIRaRE ab QiR gcgmg gﬁelsém iV3fOE bBQHse

descri bed above for ftiltering may simlarly aw enforcenent or
security officials to nmonitor comrunications to detect unlawful activity or
to nmonitor activity of selected users. The network nonitor may al so be used
to provide data to a playback device 530 to playback client sessions which
were nmonitored fromthe comunications line. Al received ~s packets nay be
recorded and then filtered based on a particul ar session. The session nay
be identified based on information included in the packets thensel ves or
based on session information received in special packets or channels such

o ~rr~ 7 e oy N N . a . a




ao aver |P conversations. The network nonitor nmay be configured by a user
to nonitor comunication lines that transport traffic using a proprietary
or customwyy @ivggsal - Along with a suitable physical |ayer ipdpuéaassdiet ween
the network nonitor and the conmunicageon line, a user may enter
proprietary protocol paraneters using the user interface. The paraneters
define the structure 2s of packets within the bitstreamtransported on the
comuni cation line for the network nonitor to segregate the packets from
the bitstream Additional paraneters may also define fields within a packet
so the network nonitor could be configured with custom queries to provide
statistics based on the content of these packet fields. The network nonitor

may WO 0O1/88731 [ USQOL/ 1s 1 imJdarly b rogr d.tq receive and
anal yze. P HOBG RESO TG P L PO A DL B YL oFTn & S he ho
l'ink | ayegalodifticdls SorfirRled b s&ﬁh%“ﬂfe'?eccﬁ'&kﬁ)yqﬁ&&, Fadig TSRt OfeldrQs RFChch
provides for each packet to include a tine stanp field. Packets transmtted
from a sowcesssivemindesnd adding theinvoibetief hitstin eashsetsaf geqordsalTihe nivaberaf bits me
stanp field,indicatin ti of, t m Ssi on t he spurce en the
packet | nylaBFtEperta e i el B O, s (¥ it ek Slats i e
one- way t genBfafddSonl Apbr detoall badis Mrer&\Q)s dY sikfyQthckdb§ eG@AEdnb Mifue). d@gs ithat | on
by subtracting the tinme stanp value froma current tine value. This

protocol furtheugatiste issaenpiated veing badyihe Etawdrie@s?smnd@@q Wgred satigigal whigh of
netvor k | ofes R bep bt fdifaaPladfarols pEeags al €l BTN Bfebiy BOATRAECS o

a net wor Kstiatisgibudi ng many separate internmedi ate transm ssion paths between
the source and the destination, the one-way end-to-end transn ssion
duration infor gRbdofc SRRHIOGH thPHRMiEGnIHRMERTIRs PEISTDY adeRAki CuUl ar
bottl eneck sonewhere between the source and destination. FOr inproved

bot t | enecinotitageosiag to tietpeesentinventinh was déscribad abovnwith osgardtoded. dy Jhe~ s a
net wor k ni.f. rdi.ng.to the .present .invention can b oupl.ed ta one of
the | nt er HEHPLDEStEARLAPYPdion o drm BES B e Byl e Suf et i e

desti nati gresent MveAtRInViRE HestRBED B¥lowW Mith TSR MAhé Bata FloWRligdraARRE FRIUe from a
packet traversing the network fromthe source to the destination. The tine
stanp val ue maxy, BRomih! bi id Sackie By b pRlkelibtB0S! Dbdddngdlf thSGRERhm Of the
packet by the ne?&gr llk%trrﬁﬁﬁ%%{riilt%cdet er n#,ng ar?li nt er ITEd‘:; at (gqgur at ?’on ]?/al ue.
zo One or mapbe awtnmeticatiyipetfomyeddponiesvmproiocas sr may bb perfirmed accodBsg to vserd

above to | oc the botileneck in a.network. |In_an exenplary e di nent
Gach. ot t FBCRisH PERMEIRES { RHRLO, Y DL AR ISP A T SXaTPIeniE o iy GBS (ol obal

posi ti oni RYerSRbBLAIIE Rlrobiideal 42wk RniloP §60 MbRBed MRaBIH b aRlmhindRo H3FShd! ©
calculate the transm ssion duration. One of the netrics that a network

moni t or atecuseddefined pratersls eatered using ternseointecfaee 520, Srbevieativenedworkndi cat i on
of the nunber orted caonnegtions for particul ar source destination
pai 1t or Mo 0 IR B R ileleR er sV niord i PR EG AR B | of s on
of abort egitgRANE Tht ABEVIIR miofitéd coblIthECHdrfvms ifsQatacolladtionQul afial ethody
destination. An exenplary = WO 01/88731 PCT/USQL/1s®01 17 nethod of

i dent i2f yi Hgoushdhphigher prprogal dasgesni T3y faxitilityds pot listitndde 8ie)dagadinkdayeri I
described with r the .fl . 6 Ll El . n t hose
ki 11 eq 1 AUpHRoEAL for R WGmlor 300 AOBYdin R blsaca Sayeftiont s aB R CooB P

t hen cl osaghlyay dafacoSeiintdativhefdr chstdb prodscolint ethdnpmideol lagsisl to the client.

1f a TCP session is closed by the client, this indicates that the session

i s being term mRé RitiBls B be diredtly oo irtd the\WREt-AEmAReRNH TR @sing pathiagnt  (user
usi ng browser) nay close the session for reasons,lnclqdlq? si nply changi ng
one' s m ndhisdsjesedil iy staingadlaiatargeeivaddrane thercommmicntion ling eTheshpriiery ence due

to delay [ii.r I V] i Th t j r DY acket
from 4 coMSrE SR B BorR LT Bl Bmalita AR R, S Rt RRetfb et
. bel ongs t altoddhRe®&EdR hadihg pnlgQAbingleldhortiein\Biein o058t aad alsiigle I0gHemhy
whet her the packet is a TCP packet by identifying and decoding_a protocol
field in ME08H 1 YES @e W PrESPRIJOVARRHAIGfAPR P OWCH, Ca ayer
$10 thaipacbints Qb We PRSP RIST YRR lissbledp ofbenpisperbica

protocol s ok ST L. u% t he
TCP clien eanégp %ﬁfggﬁ@élﬁﬂ%ﬁg%g@ :6? p%@%@cegogﬁﬁﬁ%glebglg@ IS t’a ¥en
exanm ned to determ ne whether it opens or is initiating the TCP ~s
connection (step 608). If the packet is the opening or initiating packet of
a TCP session, a count of the total nunber of TCP sessions for the
previously identified (in step 606) TCP server is increnented (step 610).

I f the packet is not an opening packet, the network nonitor next determ nes
whet her the packet is closing the TCP connection (step 612). If not, tile
networ k nonitor gets the next




zo packet (step 602). O herwi se, the network nonitor determ nes (step 614)
whet her the connection is being closed by the server, by exam ning the FIN
bit for ewady@lgRy310r whether the connection is being closedpdyyyéfiAséhi ent .
Cl osure by the server indicates normakjterm nati on of the session and the
network nmonitor gets the next packet (step 602). Cosure by other than the
server indicated premature term nation of the session and a premature zs

cl osure count corresponding to the particular server is increnented (step
616). The ratio of premature closures to the total TCP sessions of the
particul ar server is calculated (step 620) and conpared to a predeterm ned
threshol d value (step 622). If the ratio of prenmature WO 01/88731

PCT/ CJSO1/ 15601 18 cl osures exc the threshold, the particular _server is
dent T elBe0S & ot 5p IV (AN AL BT O A R eBorh AR D RAN g | n
the art, ffs I9ERs PalRRiASo ﬂie'di&a}ﬁ&ﬁéﬁ. AQHRELHROMLIDE, 1% BatR T &dn@féh@& td CP

session may not travel through the same communi cati‘on ine and therefore s
may not bihe dhpe sndneaty bis thesipaginemmeyt fillsy tapesoaré teptaced for chatimougomiengreri

nonitor can be placed,in, proxim to Qr on.a.seryer, o ient tqg, "catch”
Al T packetite SAAEE RIS UPRo fob PETRLS 57 IECifBieEY the Srubleasdustotls, be used
as desgri BRA-13RO¥RMoRy SEBER VeRARh #fe 1B ah6ESHVRS 100 44t sRAGHA (e mdh6r&lnsed
records may then be analyzed to determ ne which Servers may be "troubled".

I n an exelsr be yetuensd doranalysis oe frytone pEbaopilicabons P25 30 alideussodkelowr FI N
packets, using a filter, io for exanple, and upon detecting a FIN packet

t hey send a neStedgeall padkaididirgetlyhiatcomemenytmaydfe debieedHlot Rcpatylapplidations 28t r al
noni tor that nakfs the "troubled server" determ nation. AIthouah t he

t eachi ngs EFAPRIE NG RENTK MRGUAIBRY RPTEGAMELE 1 HOTeAHLIHBHHIEFPRRE Ar oubl ed
Servers ap@idietaidfind BRASvEiric G dtted Biias ESUrRE n SOEAR i§ BALAEATS
are generally applicable to other protocols and to other protocol Tayers
and ane nwithiniamveebdfite ocauricden thief sporedjdata oray be dualGied by theenetworkonomtoatpl e, in
anot her p a sessi both opened and cl osed by the sane node,

t |
whet her iaaﬁgﬁgﬁ@eéﬁFgﬁFmg$“¥ﬁgig%#@%?b'In addi ti on, the session payl oads

may be transmtted | n separate packet rom o n separate comruni cation
li nks from t helRsRACKelfred GREMAY #‘S%ﬁbéﬁé{’ep'f? eﬁgi’ﬁlﬁrpaﬁkqt@?r itQ 1edAdadi nent

shown in Eétﬁrat&soa._ gHe iRk é&ﬂerétg{ 50003hdrafel RYindex 6 S dodne o@&%ﬁé ging to
t he present 1 nvention may include one or nore network nonitors each coupl ed
t o r especthievecetedpacketsatExampldsoé an indexacoredspordingte agracket indudeiagim stadpr st |

second, and third network nonit 700, 710, 720 are coupled to the first,
second®  afitite e s S by Aok moror, By olypeke (BIFS! Each
net wor kK - oy d:QhyefDthe sizbQf plz_&%,fa%hm LemBaq1 28l V36 iftefface Riafletad fromits

respective conmmunications |ine as described is above with regard to the
dat a f | owaptilizgticmmandarrasgociged sassianidRedonth gensratorddiodeasiyes taaciratioand that a

coll ection _and anal ysi.,s, a stem j ncl ydi a plural it net work nmonitors
740, 71d, 5B ‘??g‘i}g?%%deﬁeﬁ?%% af %F"F‘L‘é‘g’i“g‘é‘&r@*’t get“ﬁ‘@ye i'?‘%“’é‘?! éﬂ{emﬁvﬁ o‘-ﬁff 88731
PCT/ US01J decbfilgeh&ratte 500 fay BBrbing ke re€eivtidPackd ahdRidey ¢4th A yefikg Residor mance

anal ysis. For exanpl e, one-maz del ay may be cal cul ated for data traveling
from t?he Previously stonadin sramasy 50§, 3d0.7 Be resondgsneraton may élseiensiveatiaeket| i ne 712.

An exenpl :h f | Ng: - I LS L r by the
fl ow char ?{r%/crt]l gﬁag&%e a&é%’%ﬁ“ﬁ% ﬂ?‘ﬁg‘g‘%g g%”%é@%@lgﬂ%baﬁgéﬁr ;ﬂfa&é: g&g % wo
separat e getpackds iftd ah bxiktinghdcorl povibublyStoredia méindry 308, FaOWeen when it was
recei ved by each nonitor is used to cal culate the oneway del ay. The "sane"
packet is identérfex@flpRya siapler&@rPhiby BOEdePiled Qrebdiads 8 AliMtessibRNgE

bet ween the separate network nonitors. Each of the first and second network
noni t ors Y0Bn afirg cel (efivedssizopagkety ewespomingdo d)e ATM sesn is secevephdtmpy e

“communicatieon line 702, .2 12. Th C j.zear e t cei ved
Gt o Pt o bk Betddla At fadeked eoliEa AR and HoraiSA URIRLES 08, 4180

_ associ at egndek gay ibeln edentifierifibe ATMSRssiéiE 5 exainpRa chhepaakibér csils h each

packet. The record generator 506 generates a record including the tine

stanp of edFespeinaiotbe AdMosessiomarereaei va.cnok negessily igerdardhe sycord generatos
ket U I . - t. 08). i
Phe b oo haf fifecty v il BREH pifl CEPRIG pitbiout holedifRRREbnd’D) - 1€

uni quely identifiable. For exanple, far an Ethernet comrunications |ine and
an | P payl oad, the Ethernet header is renoved fromthe packet, the IP ttl
and checksumfields are zeroed, and the |IP header and the 20 succeedi ng
bytes are saved and incorporated by the record generator 506 into a UPDP
record. The UPDP may be different for different protocols and may be 20
programed using the user interface. The UPDP records of the first network
nonitor 700 are conpared to the UPDP records of the second network nonitor
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In an exenpl ary enbodi nent, the tinme difference tsl-ts2 is normalized
(steps 814, 816) to account for the delay of the first comunication |line
702. The ¢g) @ygghs normalized by ~o subtracting the del ay xpg#peighgsoif or the
packet corresponding to the UPDP to tiaverse the first comunication |ine
fromthe tine difference as illustrated by the equation bel ow. Formalized
Network Delay = (tsl-ts2) - (link speed/ packet |ength) where link speed is
the transmission rate on the first comrunication line 712, and packet
length is the length of the packet on the first communication |ine which
contained the i s CIPDP. The cal cul ated network delay may include conponent
due to queuing delay and to transm ssion delay. As illustrated by the data

f1ow di in_ Fi t he .statiSti tor. 518 . t h ket
for i il madess Sas.10; 1 ot iontie w P BPRh Tetetedy S s h sk reet "B o
cal cul at egidids 04y cOhbRideatket BomAtd®ta RRFnd AYMIRsdidl & adoplrGf 1 ¢ toO

the record generator far incorporation into the UPDP record for use in a
nor mal i zatecend, tharesgrdgdanerator 66 Royratotariept the mesivad i Thé cellstwithan the regord in
simlarly,cal cul ati the delay fromthe first to the second network

noni t or aﬂﬁ"ﬁﬂﬁ?ﬁﬁ“ﬁﬁis delay to the del ay between fromthe second to the

first network nitor he accura f. the cal gul ated transm ssi gn del ay
depends on the ﬁ&?{WQﬁ&%‘é{S’PS nyeéﬁﬁ%/rfé 2trF"rFéve_§ PRYIEE BF ectoﬁgaffqni‘ g‘fheémf second
net wor k ”R_@bﬁ%%ﬁeﬁt@fl 506 brlffom TEmARENTIE 208 Rich Qﬁﬁa@tﬁﬂi@iﬂleﬁ% | fagk&s ¥ @

communi cation 1ine 730 to synchroni ze their respective clocks. 'I'n an

1(_'a_x enpl ar yrelem}ds by identifyingits Qmmmding‘é‘nms’g)fgs“rlwwrwﬁnfhﬁ type nEpropnst{Q:dtﬁ(aei ;/i n? ha
I e SIgha roma comopn [. urce n an exe ar e | , e
Lt ansm SoPEIGBIERS 8 3 Vel andih SRR kSR PESBIE I o REI 2. | evel

of accur apyuhasPofigadket bOrdEbAT RALR Pilpertich Aoice thd st of E5RREMAIAILIAGR L he

cal cul ated del ay and the actu elay is less than 10 m croseco In a
pr ef ens edbyesh el progaeo] layereite protasnl typerat asparticidar pagtocd layes pssvae addredspbal

tellit h th | | i t,i |..sat i GPS t k
o or | astnay Ritent aleSe i B g AP GREE ! TESrebotiebr SRS AR AT, ore
or nore gfinded ikt phéket BPe INBESN 6HaCed WPLE PLIFRHP bERPS RRntifisiEsy the be

moni tored are proximate to each other, one of the first and second network
noni t or s ROCrd/packet g identifieal 2 Thedilisredaperdeeralagkats argdhantadeseddndaxgd

i ncl ud e i ver. led. h A | t wor k
moni tor | 0 SR TR PR ity SR B Ao B8 000" & P htert ace conput er

t K i - f . |, C I to t i t] | it
mon 1 0F i mg. s ThEn? PRI\t ResES etk parabgs e e e Serabit o s o
bef or e bejnagofesus, 510, bhe filOS khhP PR Bh theAlmOhas wiRSeEdiRI @b awe, the

network nonitor may use the tinme of receipt of data fromthe comunication
line for gunmpaicating linsthwdh&nawarkumewmitori dhe sacands or packetsaranthen segtegated iggoder

to accuratel vy, recor I when is.received fromthe J. s

conmuni cafl i%Bﬁs (fol%f? ,oq’td#g%f’ %1’?‘2%5 S%e“(’:eg%'t?‘f‘ee'?et‘g g oné%{%g)é g“%n% WY ‘%Ye recei pt

with the gabésstveiiiR oot STH Ratidat gdnerddr 13\héi0ednbiRtes BlagitiRER cacpither

rat her than the host conputer time stanp the data, inaccuracies in the tine

of redei psucgersivedime pesiody correspongdingrie packets rgeaivedrdusing each respeativefuecesikp Ut er
to the hog&eiggayter are reduced or elimnated. In an exenplary enbodi nent,
the intertace conputer includes an interface clock and zo the host conputer

has a host clogk. ..Jhe,host. clqock and e . i.nterface clock are synchroni zed
2o the host ool AlRE ARRsaniR QR dsuiiE T AR fuREiRbEnY) ThLpaR:
stati sti CyetpRéd SeFaitionsl blstkt BEFiE S Bluy@sle Bt the chite® of RARHAMarNeR a4 Nt |
tile interface clock is inplenented as a counter. AS each packet is

recei ved be bedieperémmiuhecfilicsing or ptatisticraeneration. eHius\aneiwodmemiter aenording i s
"~ associgte ' . iS4l 1 LIa .4:he host

corrputﬁelr glost\ﬁ”evvlSJ %ﬁél{]?lﬁeveggﬁﬂ(n@tg}' re}?tﬁb‘%&@tgceh%gtaﬁggg%péﬁﬁ? R d%gstgté gst cl ock
synchr oni besd oh previvisBlaentrafed statistics e kleredpacketsds descri bed above, the
absolute tinme reference may be provided by a global positioning satellite.
WO 01/ 88731 PCT/ USOL/ 1~601 22 The host clock and the interface clock are
synchroni zed by correlating the counter val ues associated with each packet
by the interface conputer with the absolute tine reference. The nethod of
synchroni zing the interface clock with the host clock is described with
reference to the flaw charts in Figs. 9A and 9B with regard to the host
conputer and the




s interface conputer, respectively. Generally, the host conputer
periodically requests the value of the in interface clock counter fromthe
i nterfacepgpemsbfasr and uses this value to correl ate the cop@fgéolQedihe host
clock. Referring to Figs. 9A an 9B, ifizthe host conputer has received a set
of packets fromtile interface conputer (step 902), the host conputer
proceeds to request the counter value io (step 906) fromthe interface
conputer by sending a "get counter” nessage to the interface conputer. In
an exenpl ary enbodi nent, the interface conputer stores a set of packets in
a nenory of the host conputer by a direct nmenory access (DMA) operation and
then interrupt the host conputer to indicate the transfer of packets. If

t he host conpuger, has not recejved a set of . a&kets, t he host cormll;uter
waits for packBrddiign tprogaauwng I}%‘M"fi%‘t onex y cugipmeyotpcal agdescHbgd
requests : sk I he host
clock's t%%e,?ﬁ%ﬁ%?%né%ﬁ?ﬂcﬁgggﬁfa?ersggil%%qtESEQtSﬁe |tﬁ%€%§%&§8£%ﬁ&€% ue. Wen
t he i nt ertflade withipthearetwak eionier. & ot geamplentser thayrspesiy the(isdexgo B2 03edthyom t he

host t the interf ) t th d . { 22). wheth it
VSN TR FEE T R T RN T O AN
line. Jf amlstcfMoe dehGateBb§ "tﬁ@éf@siﬁg Fégﬁ?&%&tﬁrs fOEEHIR of fie@Rccd e tﬁxrx]é' béribgagal n”

nessage to the host™ conputeéer. the interface conputer then reads
the counter v [ - i J (step
926) to gener ﬁ%ée%@ggﬁ;i E‘?‘%‘&ﬁ& @%Sﬁ?ggtp%\ﬁ/‘gﬁggﬁ%ée% ﬁ{aéelrdg’ é@gé%w%%tlgérﬂﬁﬁen
sends (st &)9 BaBhe piveidad jousican meoe mppticatials 5224580 t Aer dvampleco displtre devideh#22
preconputed interrupt, servicge tinme corresponds to . the duration of tine

bet ween z¥ayAispay ﬁ@&%@ﬁ@&@%ﬁd@ﬁ% DGR et falestiop antiamer dggisd 11 om

the | ost BQOW@I&%%@@I Elgsﬁgdﬁs&ggﬂ%%@gﬁspﬂpyg.des the host conputer with the

adj usted counter v econputed I nterrupt service tinme may be

det er i ned ex i - ' ' I sure

t he dtr]]ar ation o eﬁﬁ%ﬁ%ﬁée&g@ﬁédﬁéﬁe%ﬁ%&%ﬂ er O\éégé %ﬂg@?ees ég?éﬁu‘ egsﬁé for
the WO 884i88Eaor BIGHISOL4 sy 38 dnmuié futidg bf tontianicaiods hiaberworkvi des
the counter value. To match the experinental delay neasurenents to the

del ay dur bangwidih managayesnt al9known @s cyiphdmangRiment, 08 dawtwark respeRsiwde to t he
i nterface ' ' L he i f y
servi cos. SR (HsbHIGEIS BEEna BORIELR, IPisrtody BplielRa ity S Y
ski |l | ed i ond-Wwey delays antl by pespdingeafiic smtistics on talpeotbcdl dyfpacteca bagis htadiffereyt be

t aken repeat ed to generate an average service tinme, for u e,g(ut[li ng

oper at{ onProtgsehlayEs.d WK Mo 3ReATARE to the resanpveption c@Br‘Ff?Hf” rt1e8nput es
(step 912 I : 1 s i ok ock
count er t%)sy%?fri}?a&ﬁ%st g“n%i“ ?ﬁgfﬁﬁfg@é e‘léﬁdtlalfor el ati {;/rg{ a?&é%ﬁ%ﬁ%ﬂ)}kﬁfa{?@gg Slgéed to
corr el at i ngwodunsseurces akemding ssthe imetamotedflows.packet s recei ved so fromthe
interface computer until the next execution of the synchronization routine.
I n an exenpl ar @oemnaitatimnactwdrks cixobd optimmiped & thessebticelayea bacdussthe mstverk upt
service tinme, fromthe tinme recarded in step 90b before conputing the

rel ative FCRYRIATESAg to Mequsrentigyentine 1@}63@5‘5 Ir Ry BRI PG RAE host
recei ugs } i g conput es

t he r\g at ?\g@s ?%gggﬁé%n%ﬁlﬂcﬁ%m%g%@%%gf %HEW%?‘H f%rgi?r[uslgﬁ?égl e network
i nt er f ac eseqemerhents) tipdse dervicesare effpreintégvatedinramingle etmmnnication etvorknpl enent ed
as a sing uni.t and .share a cqommon cl|ock. Thus, synchronization with only
Fhe- commoNopstielisscSFruFsRoHT ByeRENR BULas i KOS PR iR b Bitafgatey
associ at edayfiflale gabee ARHEIKVERH il roqniRmMentl FoP8xahRid ooy FerPUBELBLHWN
lines. Figs. 10-28 are exenplary screen displays i'llustrating a graphical
user i nt etdiererceg ETIde wansminsions degradating, adawer qualityeafisenyicgriacluding delaionhy a

‘ K i d f l.i d lysis b K i
e o df ng s o B b6l he PIRAR o Aond i 3 2 isfaf FalprB ST &1 ibs o
_tabl es frgiBrohfhbt dud t5 @ABNRcoveaBy reBafmisih, AbechPldy taudsrs24 4bkdbafigived

tables frame 1010 includes a first portion 1011 with sel ectabl e boxes for
user sel etatoste teahiic eaxaspending toifiaent seryicss distermdy gepanding opgheir SArviee t abl es
of statis%§c§]ﬁ§ﬁéesponding to received data. as The tables 1023 which
appear be o\ el ect abl e buttons, boxes and fields include entries
corresponding to the particular data being anal yzed. The plots frame 1030
i ncludes plots 1032,1034 illustrating statistics corresponding to received
data. The buttons frame 1050 includes a set of user-configurable buttons.
WO 01/88731 PCTI USO1/ 1SA01 2~ The text input boxes and the sel ectable
boxes in the first portion 10l 1 of the tables frame 1010 may optionally be
fixed to prevent user selection of the options and prevent user entry in

t he text boxes. The functions associated with the options and boxes
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to the user via the GQJ. The contents of the Start and Stop fields 1013,
1014 may be displayed in nmultiple formats. For exanple, the contents are
shown in @Aalgsfiormat in Fig. 10. Alternatively, the contghlgsoiBYsohe

di spl ayed as +/- hours to indicate thaf a time relative to the current

time, the term"now' nmay be used to represent the current time, or the term
"never" may be used to represent that the Z5 data should be continuously
updated. 3. Wndows The Wndow field | 015 indicates the tine intervals at
which to conpute values to be plotted in the second frame 1030. For

exanple, if a user enters "1" as the Wndow field, then the values in the
plot field are plotted every second. The user nay enter the values in the

W ndow field ip, using . units as z&ng%)ropriate to.indicate the resol ution of

the plots (e.glhqnewormonijgysgeor e ProveRtimYeatign ficlides wogtammedn it the
unit of t L : -5% L \ iR e M fd i ndi cat es
that the ?%gg%?@gﬁ‘ic%%nt he ‘ﬁsodroi?rze(g)%t al gstﬁg?cgqgﬂﬁlg%r}g@wgﬁ] g)ﬁg?sljega y set. 4.
Top N Therdvaje iy driatyisis of itGrastpmns ivfithedifferent seeni¢asu Thisumfosmatin neaytbeiused bpr t he
2s tables 1023 ich alppear in tlhe secondgﬁorti&)n. 1012 of .the tables frane
10. 20. | f #FOPeNIorexample; iodpakefealtimny F npgFealiing decisiqns 48 ORHAREtHoKed by a
particyl a ; bR ' X¢ ievel ' ; abl e
1023 w11 ot U A SRR ey ap (PRl Sonbbabl bR Tod
part i cul aprevodivgreachand evirp service mihnty ovmdmiqugiquelityofissvibe ropiremeie not i on of
Bottom 5. Filter The Filter wi ndow 1017 describes a filter to be applied
to the data toAbsiloigspiteny SA6 nfagibe ewligure] tolredefverqualityladdoeqiantiot dfcedvice

| EEE802. 3" t.o.display results.for packet i.th Link | ayer protoco]

| ErrR02, 3 Sefgics garenindioe i Aifirert sePeresand o bsrmhonts ol s peeoingty ¢ e

of "host ihiBud oliulcbabiie] Bied G Welcuudiftiod dRutef af bfovidAy farGhte Bifing e
source or destination host was 10.0.0.1. Various conpfex filters are al so
possi bibe. fér pr&aoRi§SinnTdasued sédNSe c Raudkhmple] ) disent aray @sd Iser @nlimited Internéthe

tabl es 1023 frogma.i o nuperi cal .re,preggnt tion to a textual representation.

For exanp/SEVICPACT Y9167 QYEREr fOTMUmLEAlions REATHing A0 themeesp iayrapen.dic pebwirdeq to
| dentify it s0uimbEerePROBADETR 2 Bafielal olfEhY of Bldiniber dIFBh MGl rom thi s

nurerical representatton of t ess to a textual representation. For
exanpl e, tdhginhomofdroiseove0IRcalls. Theastatistics am vieantcodvared td billingxinfosnation by

represent at i,ap. f oo. ni n.com n the.Do DNS.i checkbox i s chec . For
br ot ocol s it Rllmeapn Sk apd e igEs blde ikorinky TnGoRbpETistsrgarg o

accor disngh¥eswhé MtdhetTaNoled SRF IF sHNS hANRIW bd/billéd adlkdngandghanriRyt t ons 1019
next to each field when sel ected cause di splay of context-sensitive

assi st ancguration, and slagiingtion of qalle anisidondfor noarnteswet teloplrinetsenvice0 Chients may
sel ected, a he B w f Filters , ,wuld pop up. ..zo 8. Refr : h
et rosn potpityhe s hsein Ehih e b ARGl icipfs, & mutiber ot Wbok Hafles, a

number of requests for real-time stock quotes, and other transactions. Alternatively, clients

may have service contracts including different billing rates depending on a guality of service
20 provided and may be billed accordingly. A network monitor may also be used to ensure
compliance with service contracts which guarantee minimum service standards or service

level agreements.

As described above, the collected data may be used for security 528 to identify

breaches in security, to identify improper network use or illegal activity. For example,
25 packets may be filtered to identify particular files which have been FTP°d to :a server, to
identify who telnetted (logged onto) a particular machine or server, and to see what they

typed once logged on.



9. Forward and Backward Buttons: The forward 1021 and backward 1022 buttons
at the top of first portion 1011 of the tables frane 1010 function simlar
to the "FQiglsdssiand "Back" buttons of a browser wth the gegdgshifisqhure of
keepi ng the contents of all franes alggned. In contrast, clicking the
"Forward" and "Back" zs buttons of a browser causes forward of backward
novenments on a frane by frane basis hence | oosing correspondence between

t he various franes. WO 01!88731 PCTI USO | 1s6Ul 26 The plots franme 1030

i ncludes plats 1032,1034 , text input boxes and sel ectabl e boxes and
buttons. The text input boxes and the sel ectabl e boxes nmay optionally be
fixed to prevent user selection of the options and prevent user entry in
the text boxes, The %pnctlons assqciated with t optlons and boxes

di spl ayed in t¥augicsfioma nghEorkgagor may fe °‘i‘6°58? QEsPT YABBR ises forypdat e
Tabl es anghoflifg fhe uddto? gRAp! Rﬂzcﬁ@:ﬁ@m@?&%&ﬁm@h@ﬁ&@cﬁ% cﬁ&gméﬁ%ﬁfeﬁ dn'h @

coordi nat'ed manner. For exarrp e, a user zoons 1IN y sel ecti ng a pOI’tI on
of the plaenstowier prodllwmmatedmkmgwmrrtg angyes alﬁwqmtm@ssawmdc wpuitdre t he
plots and tahles for the sel ted s zooned int ~0 2.
Bye el Pac ORI P SO R Pt DU oo TSoEiAT BRgkEr Sases Gy COPRRIG ot 1 o
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Counts", "Bit/Packet Rates ization". The plots also ¢ ange from
Byt e/ Pac ketstofieu base mabénolaatceafmalanmﬁfmmvem wseEbeforeritierters ﬂmmmaasA.‘(sn,

mber of bi f | di In e
ool ar yB e aRRe 5 HiesP Bepg @t W bR apiiog S i RBn B RE SRR st el'at e
to the | Iwhmﬁm@@ﬁhckets Or fr the vdtesitdi Vﬂsm)btxe ek Al roﬁlleq:eﬂ@der erthhp’ bitigskrs

circuit capacity in bits per second). 3. Toggle Parent i's button
1038 t oggmaythen elgpwt%basné%ﬂ@t@tea@ dpsiertangeicropEnbin, thmusewg;fhéwtblb@tof of

Aver age: SRLET 8oL hieosTHROE RLC TR mBHEH306, DLl LN 03 g hgO! oo

whet he aver age va axi s

di spl ay edsxmﬂarlf’bauée%yw dﬁﬁt@m/eﬁmtse&@ﬁy\@ﬂfﬁlmﬂnﬁﬁﬁr a@hmaamm{s Rause
Buttons: These buttons 1040 control the g@ayl ng of the plots on the screen

to al | ow eiect gplgrduliagtivity arjesmoBtorArEvity phislegied Usersscrol | with time, The
tables 1023 in the table frame 1010 zs are be updated to match the plots
1032, 1034. 6.Tﬁwtwmonﬂ@emamplsmbwseﬁaez’r@mmtamaml@'badcdmca B3Pk Level

Bit Rate Bllqt% i n.bytes/ Pﬁ é PCTI USO1/ E‘ éé?d.Bttom
Plot: ThePBd *‘P%ﬁl‘%’?‘é?ss‘fﬁ%ﬂ’ e “Eu‘?;m"’i’é"“r‘ rom) the, ROy RCaRans PR RRTECBESt i n
packetis/ sgaRed malitR rbcdbded ah@ Aknifliteldiebab@d L pdrti Ul dofbidh. | ThebisiBhaycld | Y
gener at ed based upon protocols found to be active in the interval specified

by the Stentifiiitgseden isfapationngludpdinghe packetsithgmselyes ersedien 53023 shows

hat b 919
oot iy P R ek SR B 5o
packets cUh¢ pickess goRSbrdity &er kustion may dspdetplared vadkVe &, fﬁébﬁbn(&@nalﬁ he

entries in the table 1023 are selectable to sort data by the sel ected
field Fopregsatgddpdhe yser.iHus matied mayibe yaedig replay wa'e‘lwtmm 2 gper Ok 8fvaisfen

the tapl e, unyp dofRrsafbdsed by the

The network monitor may be configured by a user to monitor communication lines
that transport traffic using a proprietary or custom protocol. Along with a suitable physical
layer interface between the network monitor and the communication line, a user may enter
proprietary protocol parameters using the user interface. The parameters define the structure

25 of packets within the bitstream transported on the communication line for the network
monitor to segregate the packets from the bitstream. Additional parameters may also define
fields within a packet so the network monitor could be configured with custom queries to

provide statistics based on the content of these packet fields. The network monitor may



~0 packets colum in descending order of activity and if this header is
clicked again, then it would be sorted in the opposite order. Sel ection of
the ot her Wapl@-eadings simlarly sorts the entries. Fid.pddysdihikspitrates
the zoom ng capability of the present j4nvention. The start/stop tine
interval of 7:18/12:02 in. Fig. 10 is narrowed to the 9:00110:00 tine
interval in Fig. | 1. The is table 1023 and plots 1032, 1034 have been
updat ed accordingly. The start 1013 and stop 1014 field val ues may be

adj usted by either manual entry in the fields 1013, 1014 thensel ves, or by
graphi cal selection, by a nouse for exanple, of an interval of tinme in the
plots 1032, 1034. Upon selection, the display will Zoominto the sel ected
interval. Zgoning in an Ere pl ots causes the plots to be regenerated for
the int er%}%zvlaﬁgégée&ome tRaeeriverand gaplyzs dagcqsrespandingdo Ui PEOII &s and

Plots" bufl90nLR30n ik 1EReResynchroni ze data in the tables frame 1010 to
the plots %’%}321?8?434. The pl%tes could al so be updated automatically, if the
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Pl ot s" button ] VEer a esired tine

et
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a usér to zoom
i nterval inclbeutimeptaip figld! Packedatteansihitied fiphoy salece tohaaleathatinh agtudefa tineduci ng

unnecessary processi ngpgy the_network nonitor_ until| the final zs_interval

i s chosenstanpyalye gy the Hme stqmp feld andieating pdiang of tapemissipn by thezguice. When iy are
sel ect abl : - | . L i st :0):
cncapsl ASal iR iR pitfic URShicy, Beesdifiof K Rinfbuct e bty ahaiticn

PCT/ USQOL/ drbitiin GiQiebay feomt dretsomge tdhe destantion/by subtradting thO@Rte siambpivglue Fdm
results in the display .Fig. 12, The sel ection causes the plots, 1032,
1034 in tﬁ%“"fﬂ“ﬁf‘%lefvﬁgﬁe%&@?@gtﬁ?& pllgws Syaplst A HY, tansmissiop delpe andauahbiy
only ZI't x8zhid elitAfdint ' [ Nal-RyelE i e all
traffic f?%%ﬁ?%ihﬁsﬁ{(eﬁeaﬁgsﬁ eas A;afil ?n@heé:ﬂ(l:e%grﬁgi%fg]% é%gggﬁftlvjleéﬁltﬁ%%#?c as a
bar char t moilitdrs taimatch ghcket pyirsfad sepatatgneiworkasomitoys.aphi cal representati on of
t he perspective between all traffic of one level (IPin this case) conpared
to all traffi cFafa mtworkvihduding gidey sepbiabcinrhedifte tahsnigsioe pathsieeweanthent s of
the tables io ttze tahles frane 1210 are al so updated to correspond to | P

traffic. Samcangdsbexdgstingtiongihe opeway srdrtcorng tiaasissigr daratian infarmgtion daes | uk

bei ng nonj ~ " 1 " "L i r.thcul ar
case’ onl SRR TRARERIGE fehiof aRatdulac BBen HOPm IR ert hniell uRB o O °
may al so testidationl FpetnprByedsmtibdnkclndiagimais, datter tiah loalyf daboiatel il o-chth deltapdy| e of

| P counts by sqtuce bast iis seen as illustrated in Ffjg. 13 for the case
wher e 15rop?s|‘&é§”°¥ mppgor ageording £¢ gqe@rqsgntdpgegpglg,ggl "11“'0&‘1”558&‘? eRe ‘Pfdé? tabl e 1302

for traff 1n?erﬂl%ﬂt§afe%%§ﬂaﬁ¥ra§§n§%§ﬁ ??lﬂl%i ﬂeht@egﬁt‘ﬁﬁ E&ﬁ&é 211 L9HaubRDTRe A3l OF

traff ¢ received by a host, ost table 1306 for trafFe generated
and r ecei meditdrycan réveive thetiine kiamg valuedrdm apadks0Baversingthe netwlodsfromahe 1310

will ge nego%tmee tg ﬂge! (?ngil?%o?lf Tﬁe 't'iqu%ss}auppaxlze{llfe"mgyagel seub%rg'c%gd ?ohtg\el\gurlrerzllt tﬁ{n% at &é'e

of receipt of the packet by the network monitor to determine an intermediate duration value.

20  One or more intermediately spaced monitors may be used as described above to locate the
bottleneck in a network. In an exemplary embodiment each of the source, destination, and
network monitor include a GPS (global positioning satellite) interface for receiving the

current time used to calculate the transmission duration.

One of the metrics that a network monitor according to the present invention can
25  provide is an indication of the number of aborted connections for a particular source-
destination pair, for a particular source or destination, and information on the ration of

aborted connections to total connections for a particular source or destination. An exemplary



The host-pairs table 1402 lists the total nun ~ber of paokets and bytes
sent between pairs of hosts far each identified pair. 20 Selection of a
"desti nat " such as 10 d.0.47 (1404 in Fig.14) wl filter
the traffic B@Q?%e sel ected "destinatipn host" to show«mﬂ%?@y%?P$@1
destined for host 10.0.0.47. This is illustrated in Fig. 15 where table
1502 shows traffic destined to 10.0.0.47, all fromhost 128.32.130.'!0 in
tlvs case for traffic nonitored between the start and stop interval. Thus,
we see tliat only host 128.32.130. 20 was sending traffic to |10.0.0.47
between zs the "Start" and "Stop" tines. Note that the plots 1532,1534 in
the plots frame 1530 now show this activity between these two hosts as a

bar chart 153 d ] IPtragic as a.line chart 1536. Colors nmpy also be
used to dPE ?‘ieﬁﬁew% teblad &ﬁﬁ’t(ﬁénsa}lmn rttpLaspiogol) seryars fprlesaphed with

PCT/ Usm/,gggg;o&gﬂotvémésﬁnp tgy in table 1223 in Fig. 12 is selected, we
nove up the protocol stack and"the tables frane 1610 is updated as shown is

Fig. I dtoin f i i gat | 1612.
For exanpl o, CRodDvpae DisEYBIEE AL B PP BaRol i T bR 62561
MegaByt esandiis then vkl beheissteet wheni itighstnoendie dhig hasedd tb tharelient f4aCP In Fi g.
16, if the "TGP flows" button 1604 is selected, all TCP flows are displayed
with thei$essionys closedby Ba slism thisdrdigatpsthatdheaspipe s beingdpmipatedhpiemgturaly. A
TCP fl aw i i j en two
nost s, - Eagnif siresd o xmBRFARLE DR RAG R RSId T BB R ERIRT
sel ect i ngintlhdingpingly clatizingrong’ s tiiAd eggatdings the ksl fobtlietdesirell 4ath, orides pect i vel vy,
corresponding to the cizsi,red TCP flow, Note that if the Do DNS option io
had been Spaigcgdue i delaydp recsiving destpdifa@ses word be repl aced by their
respective nanes (e.g. foo.niksun.corn). A user may aggregate flows by
clicking on otHernefworkanenitonregeivesvepaskeidram pgemmuyaicption/ling (stgp 60DuAngdr | i ost

such as O A7 ] ' 0y 7 : | ows
For nist digtes Wil (iR rHBRhpabhE a8 I8P Siionofeh opbf THepeRRRk ARG g I
all TCP fidewyify whiethicnthleipagicek {sanTOP packdDbydidéhtit¥ing e debodipayrétdedtifigildid8 is 15
generated by applying a filter selective to the 10.0.0.47 host to the data
di spl ayedth® Bawegwﬁrfh 1dentjfieswhich pf several transpart layerppipopls thedacka delepesioi cki ng

on ot her t 1?% aj? i (R0 M : 0. ol t"
col um, i@g% %%Jg?&gg{dgé S aggI;t ﬂ;hﬂ;&%&%ﬁéﬁ%@}‘éﬁ%{gﬁ %ﬁd%%df@%&g Zt ween
hast 10. OThe gatkétasthen eraeined todddtasiinewWhethed itopeasorde iditiatmi it YCRr e

' sel ection nmay, he provide t he. screen

di spl ayed. A "TCP perfqr ce' , d, |
di spl 8 ofouBPgion {gEp 608" TERE Raskiris T cneniges iniiating DROSST (s T2 SENOB: 8 bl es.
By cli cki byt OMnt Rftal nhidBe P& 1P %asﬁ'fophibg%é#ﬁé(}&% i?%aftifﬁﬁ'(‘ﬁ%&% dosprep 1902

for TCP are displayed as shown in Fig. . e tables frane is

di spl ayedserver i igere@ented (g6m61®y. The display includes a "Troubled TCP
Clients" table and a "Troubled TCP Servers" table for the worst two
perform ng TCRfdle paoke: isud as epatdngpdckepthe nkivadrd moaltoeneaf dedgrmifidsavhetiize ti ne

interval specified by the Start and Stop fields, .
the packet is closing the TCP connection (step 612). If not, the network monitor gets the next

20 packet (step 602). Otherwise, the network monitor determines (step 614) whether the
connection is being closed by the server, by examining the FIN bit for example, or whether
the connection is being closed by the client. Closure by the server indicates normal
termination of the session and the network monitor gets the next packet (step 602). Closure
by other than the server indicated premature termination of the session and a premature

25 closure count corresponding to the particular server is incremented (step 616). The ratio of
premature closures to the total TCP sessions of the particular server is calculated (step 620)

and compared to a predetermined threshold value (step 622). If the ratio of premature



as the tables show the foll owi ng nmeasurenments for each TCP client or
server: 1. No. of Connections: This is the total nunber of TCP connections
to the clyenfi/sefziserver. WO O1/88731 PCT/ US01/ 15601 30 Zct)ésSd1/P8da Byt es:
This shows the total nunber of data by es carried by all the TCP

cotLUecti ozzs. TCP gundput (Bytesfsec): Tl>s snows the TCP payl oad

t I woughput (application throughput) ar TCP goadput. That is, the total
nunber of application bytes divided by tinme it takes to send these bytes
aver aged over the nunber of connections. 4. TCP throughput (Bytes/sec):
This shows the total nunber of bytes carried in the TCP connections divided
by time (TCP flowrate). 5. Avg RTT: This shows the average Round Trip
Tittle between ttt ient o Server over t connecti ons. 6.
Ao RespotBates sigeeds s Eoinell Soauiilar ey GriS ehitFed R ironRled SEPREED s e
client. %a4Retransmit % This shows the percentage of TCP bytes wiicll
were retransmtted (due to congestion, |oss, ar delay, ar any other
reason). rs ThehehnREoRE WALGR thamt %sﬁyn%o&g%hga&etéﬂw ﬂémgw her
metrics or delete existing netrics via the user |ntet~ace ectlng t he
http hypegntticalar TCTHessidGmapsatittagelithronpletheisaplk sgmoiunisatatn s and thepefoweb

t htt | in Fi 20, Al ~t f ot | ti b
or o0 ded o BE odiefEt By afuiledniek picgitonpterel b a%tbaRmonitSican S5 BREHC ) ng.
http per flﬁ bIEXRERY 1R @S seBer 6f difal #39-cRRnt !ﬂPpadkEttsp Aﬂ@ﬁlfaﬁ{férﬁ %ﬁtlplgizﬁgl%drrlﬁgh

performance tables 2102 for http are displayed as shown in Fig
whol e t abha@stor idenfades mdy bp hsoyled dcwrxbe@ab@& td gioreqeands oprrefpvadidy sppavkets.

i ncl ud o Lent s tagle and bl ed
{abl o 1 or MERTRLHEs i G 10 SR e e Sk SBRUIPY TorSPRRE! B val ue

of 2). zsyplhemfRiy éfiBodiMehtRnitid ﬁbtﬁ@xﬂcfxﬂérﬁﬁﬁ*@@ach fdUkeer RAOshcR@Y, ubiag aener,at ed
online and displayed to the user as troubled ww clients and www servers or

may b f der enampte, lapd tponadeteciipe @f 18 gacket Mﬁ@g@mq&smlnmdm&thwomms of
managemne f.or i di ate n. Jhese trlc a network
Malioglist Ty 4&‘ PGS Hr’ﬁ ICPiD %‘ﬁ{f“g&“’iﬁ & TR LR sey 65 %’él‘g‘? VLI, T~i S
iiifallFiaut |I 5'a ~""r~ iTSeu tf 3~ sthe basi otify the
web server ope‘hﬁi"&gﬁ%t %FWMWW%@% founECtqns ag‘g’r‘{?%‘i‘g“qgurt her,
i1 can DerdhbRM skRefiQld ddkcibdd®ibbie WR teghRRY TTHY seBE6H, !ﬁ%eece:k'%ﬂ%%ﬂt h or they

may need to choose anot her service provider. Accordingly, se netrics may
be used tgemenaﬂy eppdicable tojothkr protoobls and to atker protecol layerssisd sreard limfited toat el y nmay

rowdef \ o the etvvork adnmi ni.stra For . exa in the
Dol et it UGes Teb RehPS. e} fRmmbis B hiouiet DSl e FtA bedotha. 10)
had aboutp3gdh ¥ALISRAbY e s Qﬁﬁ'e%o&@Wlﬁﬂieﬂﬂ'b@@i@dﬁnmttﬁ@ﬁdﬁér LOsRih, $3% of

the custonmers fromthis web site,.
session payloads may be transmitted in separate packets from or on separate communication

links from the session control messages.

In a futher alternative embodiment shown in Fig, 7, a system 701for monitoring
20  communications according to the present invention may include one or more network
monitors each coupled to respective communication lines in a network as shown in Fig. 7.
First, second, and third network monitor 700, 710, 720 are coupled to the first, second, and
third communication lines 702, 712, 722, respectively. Each network monitor 700, 710, 720
collects and analyzes data received from its respective communications line as described

25 above with regard to the data flow diagram in Fig, 5.

In addition to providing independent data collection and analysis, a system including a

plurality of network monitors 700, 710, 730 may correlate data received at the different



io The tables frame 1610 is updated as shown in Fig. 16 to include TCP

| evel counts for each underlyng application 1612. For exanple, there were
27. 1 H-3"{WR dMeb3y packets which contained 2I MegaBytes V\hlpD(her]}gﬁ fcei ved
during the designated tine inte~al. Ugen selection o the U yper |nk 1240
in Fig. 12, we nove up the protocol stack and the display of Fig. 22 is
provided to illustrate levels of LTDP traffic. In the tables frane is 2210,
a "UDP Level Coccnts" tables is displayed showing activity for each UDP
application or UDP port. For exanple, the display indicated that there were
453 donmi n packets w uch contai ned 69 Kilo$ytas. Note that UDP bandw dth
usage was onIy about 0.3210 of the total IP (sec table 1223 in Fig. 12).

Thus, the é{ frame sho onI Ptraffi RED rag%'@a whi ch dwarfs the
UDP 20t rEPHPRE pHIOR] (OmFovies myir 'IWB’“E Pifrteengy H1AYSia PSR PABIRL OBS e ho
~~Ser cang Jol; oy i not
illustrat eé(; aé ’tgﬁe ﬁl@d %5?&3% ent pl O#AO}'FT%‘ZJ“F’E%S\%Z? ﬁgh?ecti on of
t he ' I\/BC}ﬂeEdndnmnmmimalmMH g, 22 results in display of an application

| ayer analysis of C7~ {Miltinedia backbone) sessions as shown in Fig. 23.

Zs Sel ection anemmplaxgmd%hxm«ﬁtcalcmabug theron20y deraytxs 1lllasfmtéd tt;oths flow-chag 2250
il Fig. 2 |ve§§ aﬂ@gg g all ket 3 Eh in Fig ..since the
net work nBdi& gr ?dsagrel Pﬁ @t‘ cntighe HX@@@P%’&@WGW%EWBE@WP%#@ can
be vi ewedy
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m if a ul&twe Eé‘tpéfi‘te_t@etl’yoﬁ“@(’mt"ﬁ%n t he updated display woul d sI i ow only

packets between 10.0.0.12 and 10.U.0.5. A user could also furthe gualrf
the dunp by seE@@torf thy fystand. secqnérmtmkeprlrt@rﬁ§0wr10am¢preﬁ§afp&sm8@ 8 be

the o&f ccRoR I ThipkAR omREiQH NP 107 IR, B BAkETe: SecBiiollpshtledP O
buttt~as data %ﬁadk‘éts Fsteps 802, 8(H$ ahd sach thd 1h&e>dgeﬁpﬂaay (804) mssatiates theaintap@ci t y

or bandvm dth recomrendati ons for the network. Upon detection of selection
of the Bt each paskes withrach paclst: letﬁdﬁ?thé gengsaar })6_generates a

mat hemat i reetramg nf fhe tﬂteert@ﬁﬁgfédge 5%' aar@b dgmh?pﬁ“?ﬁot
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t ~Tpes of datapicﬂcbc(DDPD)oamdsmrtsmgrmbrchnmlehmmy 508; saarmcpst&m,tamspbt ain a

specific quality of service. Several such statistics 2502 are shown in Fig.
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par amet er god Quifeidy 15k ﬂ@%naslﬂe‘i:##eénlcﬁni’eat %m‘fm{nk &R 6f R %ﬁk &Bﬂitér%y of
service requirenents. Such reco tions can be conpute on a real tine
basi s 2nhetheoughahshetwbst they are mqn(tanwl(m-bambv édtyrqaﬁmdlygtthmonanmabatmh limhcket s
bel ongi ng %%m. Lfﬁgﬁnt seég§ces and . §é31 P /USCH/l 101 33
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al ~vCativil ~~? [~~H CC t~I al Cftrrrc u' ~=<ui S. The ~-axis 2u02
of the graph represents tIue n~zn-~ ber of users and the y=a~.is 260a
represents capacity in bitslsecox~cl. Fnx a desired numhex of users, the
capacity can. be read off the chart or froma display of corresponding
tabular results. Fig. 27 illustrates a display simlar to that in Fig, 22
for the case where the Do DNS button 'as selected so the | P addresses are
re~clv ed tv their registered riai>zes. Fig. 28 is a. display shawng
statistics that are displayed upon selettiuiz of the "Statistics" button
2208 in the buttons frame 2250 |n Frg 22 Upon selectron ~of ttze ~o
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zo Fig. 29 illustrates an exenplary nonitoring systemincluding a netvc~ork
nmoni tor 2902 (NetDetector) which is coupled to a first conmunication |ine
2904 via g @ksdA06. The network nonitor 2902 receives (mopdfp5chs6At @
comuni cations (traffic) on comunicagjon |ine 2904 and sel ects certain
packets fromthe data based on the characteristics of those packets. The
networ k nmonitor 2902 then provides the sel ected packets to one of a
plurality of data ~rrv?C2SSIIt~i.iiiliS G/VW, G 7fQ ~i~~c~,. Z 13e

TG vr%ii~iuvliii~ Calf ilttiiZ~diatSly jlrt'Tv3d~ recei ved packets to
the data processing units or may store and later retrieve the packets
according tv filtering criteria. The received packets may be sel ected based

on one or nere,of 8873 / SOL/ | s@J]. 3~ a source .address
destination ad%qrégghmﬁt"gﬁfi CORIEIRoR nngesgwféﬁ]ﬁogl Btﬁ‘i"ceggport,

1118, androlicrhbifdy s mﬁhaeéﬁbm@eéhnéspandsdgﬁm Slanp il IR Rk O
uv' ~~, v ~a~iil his architecture allows anelvvor noni t o |ch
h-as a Iamgmtarr(stemgt@uﬂ‘lmund: differonad tsirts? represendsethe dpmtion Sortﬂmdmfor m a data
pr ooessi n~ functLo i.,n ch of ,several sel oups of
packet s uSTFRSPHLE BF@C@E@? ﬁ%gﬁYﬁE ?fgmg'g%CC%QEeqvﬁg‘tmﬂg\fgﬁbfﬁhg ¥t pet ¢
capabi § I t YetivBkSméhiR 706:28y QdlciiBgnd BE WPDP, MR AnGhis48R duratifn 8fla S¥@P! ary
enbodi nent, the data processi ng uni ts 294S, 2910, 2912 are intrusion

det ect i onp@}@déwbve(en s jand Feront commuRication inss 701,512 psiog tlewmg oo differof

sel ected clcet he s emto sc for intr<.tsions
W th a hi GREPERRgRERE: ﬂﬂax‘f)s PR Peofdifs G2 Bt RexthabMe)Ei em The
system nmay optjm ze t i nstrusion_ det ec on system,based on the qcrlterl a

for selecting EEPEPRRLEM m?‘@c@F ditferspeeitplstsZ drmormalizsd(ptaps $i% re. 1 n
an exentl 816)+5 1 &BRATFBR delal BFth@‘ﬁr%}Q pfl@ﬁ JiflOf®. t esdegi)s(' i€h [1zedflf

recordi ng séssions on a stofrage ne ayl ng back sessions
e. g., WCPiubRaétingtbe dgay fnftdleMy fothe paqket:bcﬁfespcmdm‘gltﬁ)ﬂla URDR t/fravessp tloer ﬁﬂsty

stream ng_sessi.o ctl fro tvvork tur vi ces tp .output
interfac e%ﬁm‘BPm&%ioé‘q % n{l} TEDCR 5 § H&W%?’éfﬁﬁ‘ﬁ’épo‘f ﬁ%‘o‘garre or
different protgcol _as.on th comrunl cation line or may be in an encrypted
format. A sesshemIghiggd Hétwctﬂ’éPFIﬂVm(aﬂﬁZ)mQMba?@R@%ﬂckﬁtohﬂ@hi JRCE | P-~ REST

| P or everythin from one. SAUtCE |Ils or hTetwork ar TCP fl aw between a
pair of hosts whe pwd)wﬂwr@émwwnr@tepauthef@stmlsm@ahombpeaé%mds from

one host t r ntion
of port sBaskEEISHEAIS fre 1ol SYATBAer fRe THSPRRRARAIRE Y PECRNSRARELFR, | o1
to thes di UPBPeThe d@lwlatw@maﬁk delayrniay mowdelcﬂi‘powtécﬁieﬁﬁhhmﬁ@ @dléy amaqk ets
corresponding .to port scans for a single port for distribution to a

parti cul aFaI!LSBBSS“’FfﬂeéaYaI% IP%FW@? a gBW] diggyam fin FigedS.dhestalfiic gencaang i f y

port scang ,m W@‘hﬁ%ﬂ Ol
net wor ks, Sgéatn‘;}@ rom n| a o?p er\%%%%?%élg%eﬁﬂg tﬂéegﬁﬁ}EesﬁFg{: o?mr
service aftSchaldtesthe pumba’of:blts ar thalpackst andegrbvide this stireskiavo the 'tedordm hosts ar

users conpared to
enerator for incorporation into the UPDP record for use in a normalization calculation.

20  Round-trip times may be estimated by similarly calculating the delay from the first to the
second network monitor and adding this delay to the delay between from the second to the

first network monitor.

The accuracy of the calculated transmission delay depends on the synchronization of
the time clocks of the first and second network monitors 700, 710, The network monitors

25 may communicate via communication line 730 to synchronize their respective clocks. In an
exemplary embodiment, the network monitors are synchronized by receiving a time signal

from a common time source 740, In an exemplary embodiment, the transmission delay is



liistorical (time of day, day of week ~ to set standard or threshol ds)
activity; fake or unusual WO 01/88731 PCT/ USO1/ 15601 3; transactions in
e- Conmer ceo A/s¥731 sudden activityto transact trades on the@Eteg/180¢hange
for different ~zse~ damare Il' address. Fig. 30 illustrates a hierarchy of
network nmonitors for nonitoring a network. The hierarchy allows far
centralized managenent of the network nonitoring systemfroma single s
interface. A user can view a network of netc~~ork nmonitors and their

hi erarchical relationship to each other. Any unit in the network can be
configured and traffic statistics can be viewed froma unified |aser
interface. Centralized Managenent allows for the ~wified configuration and

access of multiple ne rk rrfonitor. (NetdtCR), nodes froma sipgle
ot or 1 aceS R & 10hPL 456 oy S 10 Bherprroonspifacinhs Efrerde Bl e
hi erar Ch%al&ﬂ'é‘t@&&&éﬁaﬂl?ﬂx@h&bﬂ deldly 9% 1B th ) PR scbbtRls M&?@Fé?i@é_”t s, and

descendants report their status (and the status of any of tlaeiu
descendantshodimenthie commpndinzg uenedés e systeheof@iohat satéllites sudhma tlwraiohal

interface_all ov~~ for viiewi, ng, of , all.deaC~C~ani, ~~d~,_ aid irlt r4Tuv~
2OE o Tra o ey G apd Bl R i, 1T oo es B A g

| nt er f aCefceiting Wil gt FoRCdneQ: knd® Blobsl'sateHitéd AfRen! e tiEcdihWdEdtiont needs
to be configured with tll~ ~iu ~flf"~S of itS |~~di~i~ e?liC-S-ar is begs
i | 7re re~Bresae bamopitered agproNinti fojeasly othgyene oflheBrstwndecesandinebrorkegi st er s

desceadaat e Q0% 18 Siay3ileq Bl taPleb Bl B ther b GouufiR lioes

desceadaajeggivértoupled dpthedser. After registration, the descendant
periodically sends a keep-alive nessage to its 20 inmedi ate ancestor. If a

descendant is AgeREslalyneRidH bftRitdr isHhBRineRRA G ot cdﬁiﬂukerrhﬁvihgaﬂer be
receiving signals fromthat descendant and the ancestor wll sel the state
of that detertacdeomputer atoametvolkt ilttentaye carit GNIC3 toupidv-otthacaemunicaivimkiivzied

managenent interface of .a.hjerarchical twork lnallliallli j~a'.~ "~ ~fiil.
Cobt 1 al | POUHORE. A deguiitn Shovel 0 riBpued &) BRIy b mbtepesctboRing Peigg " 11 5
NBt V=R Zs sénetd' ¥k Kost EoRphitef. eAls8 6§ dSEABEY fbold, YneSHupwek initfiitoh Riaf i the Gine of
relationship of the various NetVCR units. The tree view can be expanded one

| evel at teceiphef datd fromithgcantmunieasiontlme dori geherdbugnetwerkNomuGRi¢aipmeiatistics

hi erarchy, w0 01/88731 PCT/USOL/ 15601 3G.The, | eft pane.of fhe interface
cont ai ns Pﬁq’&eﬁi}&'%&f%‘i% ag;!u&x#y F?wf‘gg‘g i%mel‘_%}?e“idrqj‘af%mg‘t%fgo? fle manager' s
repr egent gémManiRhtich KRS e ihteFaceIolputer G4s0EihRS a &R ofirdcRipt witheheldRL(tih&W has
three tabs across the top, Analysis, SL.A and Alarns. In Fig. 31, only the
Anal ysi s stamps deidaia).cBy baiegithe Mterfagepomphter mtless thandhe hast eqmpyjerding sipsed,
meani ng t Qat, Qn . ! isthle i e Double-cl i cking a
node wil | H%xdﬁgiﬁB%F%‘Rgcﬁéesqﬁt&ée@gg%\%ﬁfdn% t‘?ﬁg&ﬁg(&gﬁ%@f‘em at IerSl(IJ‘giéécendant S.
Doubl e- cl imérfaeg colputeobahaliest bompiter aelddapsiortehimimmtealich. The icon to the

| eft of each node name . indicates its.rate in the NetVCR network. An icon of
a gl obe indi caﬁ'eagl e&ﬁmQF?élé‘é‘PB‘P‘}I%’&Fet,heé‘i‘f@f%ﬁ? qowﬁtewc@vdewm&w dlaskandes a

desc?%‘“’theﬁﬁ@’co&%%erhhi B&‘?c{o RnTﬁé‘ﬁc%F%lﬁagaﬁ Qingé}facg Bl bid sHMrGiLday
offline or the co nication l'rnk 1o between the descendant a ancest or
has been kot hod compgtee canl use kheotime stamgeo payrditely gancrdie sthigdtion cirrébparddingtoDat a

Table, to.the right of the Tree View, with infornatiqn about the datasets
on t hat né&é@cew%rﬁa%@ml@ abﬁmﬁ@y et‘ﬁ’é’d‘Fféﬂ“F’gbﬁ w&rfaﬁﬁf groaisiipRiemeatefAdad On:
The host ngaRu&f Alsféﬁcﬂ\ﬁécl@?s tdatved BoRtHE %\rﬁ:‘ﬁﬁni@ﬁiod'ﬁfs‘ Ghe, the Surfeitf GitbdGhe The

interface type of the dataset. Status: The recording status of the dataset.
|t can haveunterds associsted fathitatipacket.olie pasketdslatdRiransfetratto ISt lgspemnputerc hi ved

_ Recor dz's ng wélltrfl(%héa‘ cr:ocurlll ef %al%l%.o TRe Hos& rc&%%&tert igcl%e%%t Rost aoékosgrnchmnized with an

absolute time reference. As described above, the absolute time reference may be provided by

a global positioning satellite.



the definition of each term). Conmment: The Dataset Nanme of the dataset as
defined in the Dataset Con~garation zo Page. Data Start and Data Stop: The
start andwg Qksbimes of the dataset. Device: The physical ]Lﬁ,?gdlﬁg&nused
for recording traffic data. At the bokjom of the Network Traffic Data Table
are tvvo buttons that enable horizontal and vertical grid |ines on the

tabl e. Once a dataset has been selected fromthe is Network Traffic Data
Tabl e, the Dataset Operation Menu to the right of the Data Table is used to
specify the paraneters of the data to be displayed. These fields and
buttons correspond to the controls for dataset analysis. WO 01/ 88731

PCTI 11 S0111~601 37 Start and Stop: The tine interval that is desired for

anal ysis. Refer to Chapter, 4 of the User's ide far details _on specifying
tinme interval sThe3ast glosk amdaty%fntelﬁacs&lqcﬁamﬁﬂﬂ PRized bstcoprelating thereoppien |

| ayers avai o 5 it B dh i L, .and | TDP) .
A~l al yze: %%&ngﬂ%dn@%%&ﬁéﬁ%w conn%%?és:er to tﬁééwl\glt%%s irl%-la tfllglgs Page for
t he sel ectefetentmt dhetyetiugl ofgyidheoriznathetigefaceelochywithhthe Boa rclock & degeritrdd

Protocol Layer, fields, {refer to Chapter 4 in.the er's_Quide for e
details off! ﬁ?fgrefleeawh%gbw s ‘5%1@: b & and OB yitharesce i be hestogmpHEr 1S eR
Dat aset Copék: | : I n
R R e e T A L R A T

t hi s but t oftheiserfacecinebcotmer fhem et iveRaRepuniver Bad eseartis sdlbow ¢omelabstie t o
vi ew St andaqrﬁg gnﬂ] %}st?m reports. Schd, Reports: This button connects to
the Net VCROURHP frediOfk S ati on Page for the sel ected dataset and the

chosen pr ot 0CoRefeA¥fY to Fi¥3. PN LR OBMIYR HEEEMPuteBhs feSeifedd S4RE PAckb® gt Wor ks
operated by one or nore 1s network operators, wiich has a single and

cl early défeiintedfacexaompuidr (stepuP02ghp bost compwenpreceedpookquestthe counter valng be
d to defi t t F I lid l.iiicat
coul d e (0N Fopahe SHETRE SRbpier Buunging R Gt eoise? SersteeR HounleBE o)

or (net | gdmp®&Y. IR hn exemplary embodiment, the interface computer stores a set of packets in a

memory of the host computer by a direct memory access (DMA) operation and then interrupts
the host computer to indicate the transfer of packets. If the host computer has not received a
set of packets, the host computer waits for packets for a timeout period (step 904), after

15 which it requests the counter value (step 906). The host computer records the host clock’s
time (step 906) when it requests the interface counter value,

When the interface computer receives a “get counter” message (step 920) from the
host computer, the interface computer then determines (step 922) whether it is currently idle
or whether it 1s receiving data from the communication line. If not idle, the interface

20 computer sends (step 924) a “try again” message to the host computer. If idle, the interface
computer then reads the counter value and subtracts a precomputed interrupt service time
(step 926) to generate an adjusted counter value. The interface computer then sends (step
928) the adjusted counter value to the host computer,
The precomputed interrupt service time corresponds to the duration of time between
25 when the interface computer receives the counter request from the host to when the interface
computer provides the host computer with the adjusted counter value. The precomputed
interrupt service time may be determined experimentally using a logic analyzer, for example

to measure the duration of time between when the interface receives the request for the



A distributed network nonitor allows for correlation and aggregation of
data across zo the network. Tliis allows for tracking of events (e.g.,
hacker orwey@@ksn activity) across the network (to the souycag)sor/I¥des 1S
effective due to accurate tinme stanpsymcross interfaces. A network nonitor
can scans for patterns indicative of an intruder: port scans on all entry
points; telnet attenpts on all entry points; patterns indicating denial of
service attack; patterns indicating coordinated denial of service attacks;
nodi fications to key files that may zs indicate insertion of a back door
into a system A network nonitor may be used tv: WO 01/ 88731

PCT/ USOL/ 1~601 38 Providing a "Request for Action" notification to shut

ot e 1 1 ocnnt i Yo Bkl prosices 8 oRterne 12T REE B espdi i 15"
Det ei i naghédicefonit bkl RRft HN9H:S opdich, BRRADGTAGHEToaiaY bitiikdde

"Request for Action"” notification to close any additional entry paths that
have beerthe agd Wagn tlieantestodeets Kndwi £ eq nterigee oy serpiceshwduesta an
he iderfase whgn thieantesfadeeis kn kecidlecmd duinterace ondy serpi
intelligent. agent ,or a op! rator. Displ hi st.o,y,of . th acl cer's act.ions.
B ovi af ring gt Shpabng SRRTIE avkolul s e Bins B tiiihe A
- I dentd fiGaint@hce bomPater Mas bORRE FREREMIC KM eARThRveMoE ki ¥ica imBaar@st for
Action" notification, thus enabling the Adm nistrators to take actions to
"undo” t_hblrm_mg@h@mn?. _.gr ovi dit ng Iolgt ail_lhed i nf _o][ mation on the cuIt E\ritt for
prosecution, iwe. an."ewvidence trail". specific | I,0NS can
be supported Vlg%onﬁg?e&ttoé"él?e&oupﬁwﬂa% :ﬂlefhogg‘é%lﬁqlﬁ% °P8ﬂl’%%§h‘e§’ra‘%¥9%8§“ A% ve of
an ext er ngflthé Rldtive Seqadidy of @ik lintbgaceGocRicohital 19 ise It €fmpuier dhsxks k! ity of
attack in progress. r Scanning for patterns of msuse of corporate
resour c esrefayve; frequeney mpx be B3RddP comelrtingrounish e unsiaswciated with packets seceiver e gf
efense s al r 1 . ef her e
it gt ontforh R e A0E Yoo P bt el P MRtk @b LFR ™"
has been semplaytabsiiment drthakd it bubiifets@Wogtihferrupiserviddiiié fiom the

cooperatively with an intelligent engine capable of self |earni n% to
time recorded in step 906 before computing the relative frequency to account for the delay

between the time when the host receives the count from the interface to the time when the

host computes the relative frequency.

15 In an exemplary embodiment, a multiple network interfaces each coupled to a
respective communication line are implemented as a single unit and share a common clock.
Thus, synchronization with only the common clock synchronizes the host clock with the time
stamps associated with data received from any of the respective communication lines.

Figs. 10-28 are exemplary screen displays illustrating a graphical user interface (GUI)

20  for displaying data collected and analyzed by a network monitor and for controlling data
analysis by a network monitor according to the present invention. The display in Fig. 10
includes a tables frame 1010, a second frame 1030, and a buttons frame 1050. The tables
frame 1010 includes a first portion 1011 with selectable boxes for user selection and text
input boxes and a second portion 1012 with tables of statistics corresponding to received data.

25 The tables 1023 which appear below the selectable buttons, boxes and fields include entries
corresponding to the particular data being analyzed. The plots frame 1030 includes plots
1032, 1034 illustrating statistics corresponding to received data. The buttons frame 1050

includes a set of user-configurable buttons.



continuously expand and inprove the alarmpatterns. A network nonitor
according to the present invention can set the follow ng thresholds for

det ect i now@AKRIus activity: J For a particular set of apdi/e@uiisdes, the
nunber of | P host pair connections zs§ nvolving a common | P address (either
t he source or destination) exceeds x over a time wndow of y. x and y
shoul d be user configurable. The set of applications should include a set
of positive rules, e.g. telnets and pings, as well as negative r~lles such
as "not http". This crnz be used to track Denial of Service attacks and IP
host scans. WO 01/88731 PCT/ US01/ 15601 39 f For a particular |IP host
pair, the byte rate exceeds x or over a sustained period afy. x and y

houl d b trf ble. T t  of I iotls ~~td i d
et of posi &1 vENIGRaRE 05 g Herel okl YRAE tha Sy parioR 0 oefdhs BleF of os
such as “fghe Mithnay Eﬁﬁof’i:aﬁ%@ﬁ?&l wiﬁﬁcﬁﬂfséﬁs%%ﬁ%’%fgﬂzg oSS éﬁ&?&g&ft'u‘é& )

usage to a destination frotr~ a pa~~ticul ar source. For exanp , break rns
to a par t¢ntrylinthetositboxes. Fire fungisns assodiated mithishe opticnk endboxse displayedidiFig. dual
sessi ons Eqmea%s? e Brl over a sustained period of3J) x andy shoul d be user
conf i gur ahl &€ OEPELPEIGY: oholi cati ons shoul d i nclude a set of positive
n>Zes, e.g. telnets and pin as negative rules such as "nat ro

: | ] )
This cats be alss§EP'Fle%°rsé%ng‘§IG§§f%Y\Fﬂ§ﬁ’éies@?é’@w&m%@%l‘%"h{;{& rofficiles to a
destination fror %@%ﬂr&xhﬁtﬁ}%&@&w%ﬁlaﬁj&ﬁ)tﬁééﬂﬁp' e, break-ins to a

pa~ticul ar host. e utilrzation o e nonitored tints exceeds a rate X

and i s sustaingd ; i i a . Sl oull. uSer.
configurable. hiSE(ﬁ{félﬁe%gJﬂu@égg?{)loi%g%g S@Fg‘{lﬁ%ﬁm&mg Fcﬂjpegggfgﬁtlsacks. is ~
A packet writh agndlpsdland it es0Eeare BispRSéd Mahd GUL PhadiHs sesyStopigas es1 3, he
nonitored link. (This can be done if you can statically speglfﬁ a set of

"valid" | P sour cdOkdienesify e tipbetwesnwhish thereatfigasheemanalyze reseuggd
2 Doty O "
For sthrod modi b Tpe B BEGAN IE SRS bF AR SRTRGERAUEIGLY 1FIGREPE. |

source and dest i haidisplayedioymalsigk fareats. Moklekginplz 0hd bédientcad|sowhmokdane
spoof ed addresses. f Check fvr a generic byte pattern in the payload. This

feature woul d scaprma ineRigelf)- phltqradtiyelys theceptents mayioeidisplayed agnbQuentoof a
user-defined byt pakl &b, S&Erﬁﬂﬁwjtﬁﬁ% @E@ﬁ@%%@wﬂﬂpﬂw Ry bludddgo Shor t

term but added it anyway.
represent the current time, or the term “never” may be used to represent that the

15 data should be continuously updated.

Window: The Window field 1015 indicates the time intervals at which to

[¥)

compute values to be plotted in the second frame 1030. For example, if a user
enters “1” as the Window field, then the values in the plot field are plotted every
second. The user may enter the values in the Window field in using units as

20 appropriate to indicate the resolution of the plots (e.g. 15, lms, 100us, ...to
indicate a time resolution if the unit of the horizontal scale is time). An empty
Window field 1015 indicates that the resolution on the horizontal scale should be

automatically set.

4, Top N: The Top N field 1016 specifies the maximum number of entries for the
25 tables 1023 which appear in the second portion 1012 of the tables frame 1010. If
Top N is 10, then the table 1023 will include 10 rows sorted by a particular
column value in descending order. If TopN is -10, then the table 1023 will include



as A ShT~IP trap can be sent to a connected nmanagenent system when a
threshold is exceeded. In addition, alarmng could also be provided to
Jauus to ghpyyabar s on the web based interface (nmuch |i kep)ggh1a861has
received an email). WO 01/ 88731 PCTA4)SOL/ 1~601 -t 0 GUI / CONFI GURATI ON
FEATURES: A user can coB~gure the necessary paraneters for threshold
checking. This neans drat the x's and y's as specified above are
user-specifiable as well as other information needed tv define the

threshold, e.g. list of "valid" source and/or destination addresses. s ~
Ability to identify a single IP host that has initiated "excessive" anounts
of connections with other Ii' hosts ~ Ability to specify the tinme span, the

nunber of connection attenpts that qualifies as excgssive and, the frequency
of attenpts which §%%$Weggyé&ﬁ§lcﬂlé?8§“@£é’é IS8, &SCaifing ‘Pfﬁe‘i@eitB’éR’F?Wssi ngl e

P to I P connect iﬂ%?ot?gnto?B@&oﬁNzﬁSSi ve anount of ports ru being used in the
connexion Ability to term ne en network activity is exceeding "nornal

t hreshol ds" (bangwi i . 4. Q) o~ 4l cify
the time span_ and ik ghE PP kRl s BRRERP B AT he Tl bt SR STBEC Ve
is ~ Ability for dispiyed eForteRampleckiftyr cduld sl “podtocot TREERD2BOTtH displag éesalter m on
any connection attenpts to ports not specified r Ability to_alert the

net work admi ni st f‘&tR?qutﬁW!thgmléWﬁ‘t prgtocel IEFES0D s Fercdata preyiouslydiliered p 1 o
provi de audi o an | ”» i i ' 7
Ability to provi }é&%%g@]alg%aﬁ%?r@t%wmo?ﬁmﬁ@?dﬁrruwriﬁ é@ll%ﬁ{ela%?%ﬂﬁa erts
(e.g. pager; zo 6dicte githenthe seuromot Jestiation thesttwasd 0.0 Er Virdauskeomplel Zilesows
the basic architectyre of, the NetDetector system The Control Modul e
communi cat es and & #¥PSSIPe actions of all the other Net Detector
conponents (shown as oval s These are: 2s ~ Activity Detector: h3etv~ork

activity & Pat6.ello PNSyEhe éb&NSwimk@xJOD&p@nwaha@téps inthe tablep $G33 feom aEx por t
Module ' ~ Alerter: Aleirt Mdule The nfigquration-Modul e, confi gtues the
Contr 87 nod: oze. Smshtd arirgtRaHp S R bR s NS IS BB 601 [t 4
i s responsibl e fehmehcalagtRntitibe aagm ﬁddeés_slﬁahaéaasedeﬁ@&)ah&sf.m ch the
patterns to be dei~ ~d, ailZd a u' ~?n~ i~ iTc iaifWi_ ark r8au ~'ry ihS
rhaGi i DRty D~cCt WPomgigeName Servey) gy ontsinrass grping foors thip purgenical sprosentatia t s
according to con~ j . I C i { OUS
forms, selected ggﬂt{ehlg%&gx;é%%ﬁsr}l}%ﬁﬁ%g?ﬁr gelﬁ]lguyrﬂg%%,&é&ngllel f,Ee ag‘fear}?ésg(r)'bg)insol e.
The Data. Managemdyas: donertadnp cizaenttaal régreseAtation foomikénaduin whearthe Da®NXpo: t

Modr ~| e.
' 15e checkbox is checked. For protocols other than DNS the label given to the

checkbox will vary accordingly with an equivalent functionality.

7. Help: The help buttons 1019 next to each field when selected cause display of
context-sensitive assistance. For example, if the help button next to Filter 1017 is

selected, a help window for Filters would pop up.
20 8. Refresh: The Refresh button 1020 refreshes the contents of all frames.

9, Forward and Backward Buttons: The forward 1021 and backward 1022 buttons
at the top of first portion 1011 of the tables frame 1010 function similar to the
“Forward” and “Back” buttons of a browser with the added feature of keeping the
contents of all frames aligned. In contrast, clicking the “Forward” and “Back”
25 buttons of a browser causes forward of backward movements on a frame by frame

basis hence loosing correspondence between the various frames.



The Archive Mddule is responsible for saving pael ~et data relevant to tire
alerting event so that the normal agi ng process does not erase it. The

Export Mg @ /sgmages the transm ssion of relevant data. tprgudeenseal
systens for fiulher analysis. r~ Hy dgf ecti ng sudden peaks in network

traffic than last far mare than a strecii'iecl dw ation, NetDetector can
si gnal when possible DoS attacks are iii proyess. In addition, keeping
track of unresol ved SYN requests and | CMP echo request packets is another
vvay of detecting potential DoS attacks. A network nflnitor according to
the present is self learning to enable realize when is increased net~arl ~
activity has becone the none without the net~vrk adm ni strator specifying

e 0, R BB R, L bl R w2 2
~ T P, “fdxes albditohs. THY £LARGH BBkds dndl (1 defbcBibleBoRad mhy¥tidnatly BEREEE toON

Systems. 2a Although illccstrated and described above with refc~ence to
certain specnf isr selbaodimé ttesyptibisandrpeevent usenemdntin dre text hoaos rThedhegons ot

intended to be lingted to the detailg shown. t her, I QLS di fications
may be rra%?éoq’ﬂe‘k W&g&%tlpgs gPAhoxes %Sﬁ%g%mﬂ’ﬁ@?%ﬁgawﬁﬂégé Bﬁ:ig HCal ents of
the clai n%s@r’%d"ﬁe out departing fromthe spirit of the in~rention. WO
01/88731 PCT/USOL/ 1s601 -t2 WHAT IS CLAIMED IS: t 1. A nethod for

processing dat P_Updisd W&%l&&?.l‘h&ﬂﬁg@ﬂﬁ%&e ;&ﬁc%ﬂe(sgr’)f@tgﬁ%&?dt%més%

receiving the d romthe conmunicatl egregati ng %lﬁe dat a
into packets; 4 ¢ejrdimaledaidnng. Foactkamiple, ifs e zanmsinbg selectingwuportion of the

characteristic; s, (d)_ prcavidjng.the Sel ected ckets tp one of a plurality
of data processi iﬁlj’g Wr‘\'iht%’.loqsevztiw%d}?g{%dﬁ‘sgﬁﬁg? bq%%d’v‘{' SE?‘%?W&QPM n step
(c) includes sel egfds @ggé}g& tﬁnggnrgtgﬁféf §%dﬁ%dtiﬁf6.a sesst~tr. i 3. A

ep (c

nmet hod according to claim erern I ncl'udes sel ecting packets z

based on at | eas f S r I AW >=

ool 1T Rs oy ByPEacer ol ki BPPAGER el Flld Ufidaio: e BRARO03

identifier and achaigesBdtwb@Séie of thrée optiokE bPSitsehk@iios: “Bete/PacRetiCungl ai m 2
wherein step (d) includes prc~~id the sel ected ~ packets to one of a

. P .-,4ng : * en??
plurality of intBitfagket RatesttandnUnbizations. The pjots alsawhangg feomcbytedakptt A
Clalltl 1 further t] r?@-t i { C packet s
before step (d). Crc’ﬁggS oxé}nde o&‘gigg%&’ggp?—{a&%?% %ﬁga%?t(lél]ﬁ#tbgﬁdf@ﬁ% :Spst ep (c~
aat ; r p~~e~ sel e~ipack@tdyre késosdatdidsledt amaccordinglecln ancexemplary embodiment, the
15 byte plot displays normalized values relative to the link speed (i.e. bit rate divided

by link or channel or virtual circuit capacity in bits per second).

3. Toggle Parent Plot: This button 1038 toggles the line on the plots as described

below.

4. Toggle Plot of Average: Selection of the Toggle Plot of Average button 1039
20 toggles whether the average value (not shown) of the y-axis of the plots is

displayed.

5. Play/Forward/Stop/Fast Forward/Rewind/Fast Rewind/Pause Buttons: These
buttons 1040 control the playing of the plots on the screen to allow the plots to be
updated over time and to scroll with time. The tables 1023 in the table frame 1010
25 are be updated to match the plots 1032, 1034.

6. Top Plot: The top plot 1032 shown in Fig. 10 is a Link Level Bit Rate plot in
bytes/second.



r 7. A nethod accordi~tg to claix~ 1 urtheg cc~n~p~sing the step of
storiltg the a segegated packets and step (c) includes selecting stored
packets bagafl/gef@ respective s characteristic. r 8. A nethegys@as@iding to
claiml wherein step (a) includes recejving data 2 under a first prntacol
and step (d) includes providing the selected packets under a second s
protocol different fromthe first protocol. r 9. Alnetll Gl fvr pr~ce~~trtg
dx tv ort a cc~rrmut~c~iorz titre a~s~rrg the steps z (a) receiving the
data fromthe conmmunication line; (b) segregating the data into packetsi a
(c) selecting packets based on a respective characteristic; s (d)
generating a s~ti tic cc~~espc~nding to the $el ec. ~t ed packets; (e)
generating a-threshal dbasecl‘or]) hi storical ~val ues, of the statisticp, (e)
generating an 4l ottos Glek: Therboftam nleth034 in Kigeldhis @ddnk kevel Racketate blot mpp

01/ 88731 PCT/ USO#,&%@%C&@ 10. A nethod according to claim9 wherein the
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1034, Upon selection, the display will zoom into the selected interval. Zooming in on the

plots causes the plots to be regenerated for the interval selected by the user. Selection of the

20 “Update Tables and Plots” button 1036 will then synchronize data in the tables frame 1010 to
the plots 1032, 1034, The plots could also be updated automatically, if the user selected the
“auto-synch” feature (not shown). The “Update Tables and Plots” button 1036 allows a user
to zoom in several times to a desired time interval without updating the data. This provides
the advantage of reducing unnecessary processing by the network monitor until the final

25 interval is chosen.

The protocols listed as entries in the table 1023 in Fig, 10 are selectable by a user, as

hyper-links, for example, to list protocols encapsulated within the selected protocol. Clicking
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LhLL Thus, we see that only host 128.32.130.10 was sending traffic to 10.0,0.47 between

25 the “Start” and “Stop™ times. Note that the plots 1532, 1534 in the plots frame 1530 now

show this activity between these two hosts as a bar chart 1535 and all IP traffic as a line chart
1536. Colors may also be used to distinguish the data in the plots or tables,
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5 In Fig. 16, if the “TCP flows” button 1604 is selected, all TCP flows are displayed
with their time durations and perfonnance metrics as shown in Fig. 17. A TCP flow contains
a set of packets belonging to one TCP session between two hosts. Each flow may be plotted
or its corresponding packets viewed by selecting the “plot” button 1702 or the “pkts” button
1704, respectively, corresponding to the desired TCP flow. Note that if the Do DNS option
10 had been selected, all TCP host IP addresses would be replaced by their respective names
(e.g. fooniksun.com). A user may aggregate flows by clicking on other links such as the ones
that identify a particular host such as 10.0.0.47. If a user clicks on 10.0.0.47 (1706),
aggregated flows for host 10.0.0.47 will be displayed as shown in Fig. 18,

Fig. 18 shows all TCP flows originating from host 10.0.0.47. The display in Fig. 18 is
15 generated by applying a filter selective to the 10.0.0.47 host to the data displayed in Fig. 17.
Further filters can similarly be applied by clicking on other hosts (hyperlinks) in Fig. 18. For
example, in the “Term host” column, if a user selects host 10.0.0.5 (1802), then all TCP flows
between host 10.0.0.47 (as source) and host 10.0.0.5 (as destination) are displayed.

A “TCP performance” selection may be provided, in the screen display of Fig. 16, for
20  example, for generating TCP performance tables. By clicking on the “TCP performance”
hyperlink, performance tables 1902 for TCP are displayed as shown in Fig. 19. The whole
tables frame is displayed in Fig. 19 or clarity. The display includes a “Troubled TCP Clients”
table and a “Troubled TCP Servers” table for the worst two performing TCP clients and
servers (TopN field value of 2). Over the time interval specified by the Start and Stop fields,

25 the tables show the following measurements for each TCP client or server:

1. No. of Connections: This is the total number of TCP connections to the client

Or server.
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2. TCP Data Bytes: This shows the total number of data bytes carried by all the
TCP connections.

3. TCP goodput (Bytes/sec): This shows the TCP payload throughput
(application throughput) or TCP goodput. That is, the total number of
5 application bytes divided by time it takes to send these bytes averaged over the

number of connections.

4, TCP throughput (Bytes/sec): This shows the total number of bytes carried in
the TCP connections divided by time (TCP flow rate).

5. Avg RTT: This shows the average Round Trip Time between the client and

10 server over the number of connections,

6. Avg Response: This shows the average response time from the server to the

client,

7. Retransmit %: This shows the percentage of TCP bytes which were

retransmitted (due to congestion, loss, or delay, or any other reason).

15 The TCP performance tahles may be customized to add other metrics ot delete

existing metrics via the user interface.

Selecting the hitp hyperlink in Fig. 16 results in the display of statistics for web traffic
(hitp) as shown in Fig. 20.

An “http performance”™ selection may be provided, in the screen display of Fig. 20, for
20  example, for generating hitp performance tables. By clicking on the “http performance”
hyperlink, performance tables 2102 for http are displayed as shown in Fig. 21. The whole
tables frame is displayed in Fig. 21 for clarity. The display includes a “Troubled WWW
Clients” table and a “Troubled WWW Servers” table for the worst two performing WWW

clients and servers (TopN field value of 2).

25 The metrics in the hitp performance tables 2102 may be generated online and

displayed to the user as troubled www clients and www servers or may be fed directly to a
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network management system for immediate action. These metrics can help a network
adiministrator to identify bad servers and connections. This information may also be used to
as the basis to notify the web server operator to buy more bandwidth or to fix his server.
Further, it can be used to notify clients that they may need more bandwidth or they may need
to choose another service provider. Accordingly, these metrics may be used to improve the
quality of service given {0 users and ultimately may provide further revenue to the network
administrator. For example, in the table “Troubled WWW Servers”, the second server listed
(204.162.96.10) had about 33% web aborts. This could indicate a potential loss of 33% of the

customers from this web site.

The tables frame 1610 is updated as shown in Fig, 16 to include TCP level counts for
each undeslying application 1612. For example, there were 27K HTTP (web) packets which
contained 21 MegaBytes which were received during the designated time interval.

Upon selection of the UDP hypetlink 1240 in Fig. 12, we move up the protocol stack
and the display of Fig. 22 is provided to illustrate levels of UDP traffic. In the tables frame
2210, a “UDP Level Counts™ tables is displayed showing activity for each UDP application or
UDP port. For example, the display indicated that there were 453 domain packets which
contained 69 KiloBytes.

Note that UDP bandwidth usage was only about 0.32% of the total IP (see table 1223
in Fig. 12). Thus, the plots frame shows only IP traffic (RED graph} which dwarfs the UDP
traffic (in BLUE). By clicking on the “Toggle Parent Display” the user can now zoom the Y-
axis only on the UDP traffic (this is not illustrated) as the plot for IP (parent plot) will be

removed.

Selection of the “MBONE” button 2202 in Fig, 22 results in display of an application
layer analysis of MBONE (Multimedia backbone) sessions as shown in Fig. 23.

Selection of the “View Packets” button 2204 in the buttons frame 2250 i Fig. 22
gives a dump of all packets as shown in Fig. 24, Since the network menitor can record all
packets, all packets and their contents can be viewed. The links in the display of Fig. 24
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setting of link/switch capacity to obtain a specific quality of service. Several such statistics

2502 are shown in Fig. 25. A user may enter desired quality of service values such as loss
rates and maximum delays to obtain recommendations on the capacity required to support the
15 desired quality of service for the type of traffic analyzed. Figs. 25 and 26 illustrate the

recommendations which can be provided.

In an exemplary embodiment, the user may select a particular application and a “busy-
period” for which she wants to “size” the network resources for a particular quality of service
level. Appropriate subroutines in the network monitor then analyze the particular application

20 traffic and extract or estimate “model parameters”. Using the mathematical model, and
estimates of the parameters, as well as parameters of quality of service (such as packet loss
rates, network delays, frame rates, etc.) the model computes statistics such as statistical
multiplexing gains, capacity requirements, and buffer allocations and provides the user with
optimal recommendations of switch/router configurations, network resources, or serves

25 parameters to maximize network utilization while meeting the quality of service
requirements. Such recommendations can be computed on a real-time basis where the

statistic is updated for every packet or a set of packets belonging to different services and
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10RbRb Fig. 28 is a display showing statistics that are displayed upon selection of the
“Statistics” button 2208 in the buttons frame 2250 in Fig. 22. Upon selection of the

10 “statistics” button 2208, the network monitor computes various statistics based on data
currently being viewed by the user. Exemplary statistics include packet size distributions,
protocol distributions, bandwidth usage per client, bandwidth usage by domain, average
response time per server, average round-trip time between server-client pair, and performance

metrics.

15 The present invention is not limited to a particular division of functions between the
host computer and the interface computer. The functions of the host computer and the
interface computer may be performed by a single cozﬁputer. Interface with a network monitor
according to the present invention is not limited to the user interface and may be via the

network being monitored or another communication line.

20 Fig. 29 illustrates an exemplary monitoring system including a network monitor 2902
{NetDetector) which is coupled to a first communication line 2904 via a tap 2906. The
network monitor 2902 receives (monitors) data communications (traffic) on communication
line 2904 and selects certain packets from the data based on the characteristics of those

* packets. The network monitor 2902 then provides the selected packets to one of a plurality of

s data processing uiits 2908, 2910, 2912, The network monitor can immediatsly provide

N

received packets to the data processing units or may store and later retrieve the packets

according to filtering criteria. The received packets may be selected based on one or more of
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This architecture allows a network monitor 2902 which has a large throughput
and large volome storage capacity to perform a data processing function in parallel for each
5  of several selected groups of packets using data processing units 2908-2912 that have a

throughput capability less than that of the network monitor 2902.

In an exemplary embodiment, the data processing units 2908, 2910, 2912 are
intrusion detection systems (IDSs). The network monitor 2902 provides groups of selected
packets to each IDS to allow the system to scan for intrusions with a higher throughput than a

10  single intrustion detection system.

The system may optimize the instrusion detection system based on the criteria for
selecting packets that are received from the commnication line. In an exemplary
embodiment, the network monitor does this by either recording sessions on a storage media
and playing back sessions (or flows, ¢.g., TCP/IP flows — SYN-FIN) over to different IDS

15 devices; or by streaming sessions directly from network capture devices to output interface(s)
or data processing snits which may be under the same or different protocal as on the

communication line or may be in an encrypted format.

A session may be identified as all packets from SOURCE TP-> DEST IP or everything
from one SOURCE IP or Network or TCP flow between a pair of hosts or HTTP flow

20  between a pair of hosts or UDP packets from one host or Network, for example.

The system provides improved detection of port scans over a system that randomly
select packets for distribution to the different data processing units or IDSs by selecting all
packets corresponding to port scans for a single port for distribution to a particular IDS. This
also improves the ability of the system to identify port scans or address scans which can occur

25 at slow or fast rates; networks, hosts from which Denial of Service or distributed denial of
service attacks took place; anomalous traffic or “behavior” from hosts or users compared to

historical (time of day, day of week ~ to set standard or thresholds) activity; fake or unusual
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Fig. 30 illustrates a hierarchy of network monitors for monitoring a network. The

hn

hierarchy allows for centralized management of the network monitoring system from a single
5  interface. A user can view a network of network monitors and their hierarchical relationship
to each other. Any unit in the network can be configured and fraffic statistics can be viewed
from a unified user interface.
Centralized Management allows for the unified configuration and access of multiple
network monitor (NetVCR) nodes from a single interface. Network Monitors are arranged in

10 an ancestor/descendant hierarchy: ancestors maintain information about their descendants,
and descendants report their status (and the status of any of their descendants) to their
immediate ancestor. The Centralized Management interface allows for easy viewing of all
descendant nodes, and provides access to Traffic Analysis and network monitor configuration
interfaces.

15 When a new network monitor is added to the network it needs to be configured with
the 1P address of its immediate ancestor to begin the registration process. The new descendart
network monitor registers with the ancestor node, supplying information about itself and its
descendants. The ancestor will create a record of the descendant (or descendants) in its
database. After registration, the descendant periodically sends a keep-alive message to its

20  immediate ancestor. If a descendant 1s removed from the sysiem the ancestor will no longer
be receiving signals from that descendant and the ancestor will set the state of that descendant
to down (offline).

Fig. 31 illustrates a centralized management interface of a hierarchical network
monitoring system. Centralized Management provides a “family tree” view of the NetVCR

25 network. The interface graphically shows the hierarchical relationship of the various
NetVCR units. The tree view can be expanded one level at a time, allowing the user to drill
down the NetVCR network hierarchy.
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to a file manager’s representation of directories, subdirectories and files. The Tree View has
three tabs across the top, Analysis, SLA, and Alarms. In Fig. 31, only the Analysis tab is
implemented. At first the Tree View is fully collapsed, meaning that only the root node is
visible in the tree, Double-clicking a node will expand it one level, revealing the node’s
immediate descendants. Double-clicking the node again will collapse the branch.

The icon to the left of each node name indicates its role in the NetVCR network. An
icon of a globe indicates an ancestor node, and an icon of a computer indicates a descendant-
only node. If the icon tumns red then the node is currently offline or the communication link
between the descendant and ancestor has been lost.

A single-click on a node populates the Network Traffic Data Table, to the right of
the Tree View, with information about the datasets on that node. The table provides the
following information:

Recorded On: The hostname of the NetVCR that recorded the dataset.

Interface: The interface type of the dataset.

Status: The recording status of the dataset. It can have one of the following four
values: Recording, Stopped, Archived Recording and Archive Stopped (refer to Chapter 3 for
the definition of each term).

Comment: The Dataset Name of the dataset as defined in the Dataset Configuration
Page.

Data Start and Data Stop: The start and stop times of the dataset.

Device: The physical interface used for recording traffic data.

At the bottom of the Network Traffic Data Table are two buttons that enable
horizontal and vertical grid lines on the table. Once a dataset has been selected from the
Network Traffic Data Table, the Dataset Operation Menu to the tight of the Data Table is
used to specify the parameters of the data to be displayed. These fields and buttons
correspond to the controls for dataset analysis.

_v/01dE:/ 10 h 10 h7"10% h& ()-96410% h& ()-3410% h& () - -
"10% h& () -, s$10% h& ()-% 10% h& () - 12PAXY:/ 10 h"10% h& () - GL0% hé& () -
S&110% s& ()-&s& 10% h& ()-& 10 h]v)dE:/ 10 h 10%

10%



10 h' 10% h& () -1 %' 10% h& () -##10% h& ()-3"10% h& ()-, 10% h& ()-!10%
h& ()-/KJE:/ 10 hl- 10% h& ()-0!10% h& ()-1.!110% h& ()-, $10% h& ()-* 10%
h& ()-,) 1Y dikstnh- W xnbC 10 hs& 10% h& ()- 10 h 10 h 10 h§kG% 1500 7G' 10%
h& ()-y5"10% h& ()-310% h& ()-'|.~AdEsbC 10 h@" 10% h& ()-: 10% h&' () - 10%
h& ()-10% h& ()-F ni'10% h& ()-10% h& ()-AV] dEmbC 10 hS##10% h& ()-! 10%
h& ()-10% h& ()-10% h& ()-Ym' 10% h& ()- "10% h& ()-]r dEmbC 10 h-"10%

h& ()-+"10% h& ()-L*ml0% h& ()-3( 10% h& ()-& 10% h& ()-$ "10% h& ()--89:;
YbC 10 hml0% h& ()-& 10% h& ()- 10 h 10 h 10 hs8s10% h& () - &6Y10%

h& ()-4f10% h& ()-.{dEbC 10 h10% h& ()-S10% h& ()-L910% h& ()-Z10%

h& ()-910% h& ()-L 10% h& ()-?\aBbC 10 h,)10% h&' ()-' 10% h& ()-19% 10%

h& ()-"f#310% h& ()-! 10%.h& ()-!HLQMh& ()-y +\d :/ 10 _h 10 h8'!10%

h& ()-7& 10% H¥artangdFtop; gbhefimg wrewi@@ srf&s'esd o1 gaalyrlp. Ryfer {qobapter 4 of

$10%—|2H2&t£?;%é @Tgﬁ/g’ﬁﬁeﬁ]“ BB A EERt & () - 0s” 1006 & () - 5" 10968 () -

10 h h3wuad/ lm*otnhﬁl-l:hyer Apull-down menu list of the protocol layers available for analysis
10HH! 4- #100 g 3! 313" %? 3" 10% " & ( )-F! ($10% # #& () - F!
$109R?& ()mcilp AmE g, g 0% SIS& ()-"10% & ()-"10% h& ()-"10%

he )8 10% Nl R OO e

selected dataset, using the parameters set by the Start, Stop, and Protocol Layer fields (refer to
Chapter 4 in the User’s Guide for more details on this feature).

Configure: This button connects to the NetVCR Dataset Configuration Page for the
selected dataset (refer to Chapter 3 in the User’s Guide for more details on this feature).

10 Reports: Clicking this button will connect to the NetVCR Reports Page and allow
the user to view Standard and Custom reports.

Schd. Reports: This button connects to the NetVCR Report Configuration Page for
the selected dataset and the chosen protocol layer.

An Autonomous System (AS) is a group of IP networks operated by one or more

15 network operator/s, which has a single and clearly defined external routing policy. A user-
specified filter may be used to define the autonomous system. For example, a valid
qualification could be (net 121.097.0.0 mask 255.255.0.0) or (121.099 mask 255.255.0.0) or
(net 121.100/16).

A distributed network monitor allows for correlation and aggregation of data across

20  the network. This allows for tracking of events (e.g., hacker or cracker activity) across the
network (to the source). This is effective due to accurate time stamps across interfaces.

A network monitor can scans for patterns indicative of an infruder: port scans on all
entry points; telnet attempts on all entry points; patterns indicating denial of service attack;
patterns indicating coordinated denial of service attacks; modifications to key files that may

25 indicate insertion of a back door into a system.

A network monitor may be used to:
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5 *Providing a “Request for Action” notification to close any additional entry paths that
have been created by the hacker. This action could be accomplished via an intelligent agent or
an operator.,

sDisplay history of the hacker’s actions.
eProviding records of any files downloaded to the breached system.
10 eldentification of what has been compromised and providing a “Request for Action”
notification, thus enabling the Administrators to take actions to "undo" the damage done.
eProviding detailed information on the culprit for prosecution, i.e. an “evidence trail”,
The specific applications that can be supported via NetDetector include:
¥ Scanning for patiems indicative of an extemnal intruder and alerting administrators
15 of the possibility of attack in progress.
v" Scanning for patterns of misuse of corporate resources by internal personnel
v Working cooperatively with a first line of defense system already deployed within
the network to identify whether the intrusion is still in progress; whether back doors have
been created; what has been compromised and details about the culprit.
20 v Working cooperatively with an intelligent engine capable of self-learning to
continuously expand and improve the alarm patterns.
A network monitor according to the present invention can set the following thresholds
for detecting anomalous activity:
v" For a particular set of applications, the number of IP hest pair connections
25 involving a common IP address (either the source or destination) exceeds x over a time
window of . x and y should be user configurable. The set of applications should include a set
of positive rules, ¢.g. telnets and pings, as well as negative rules such as “not http”.

This can be used to track Denial of Service attacks and IP host scans.
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positive rules, e.g. telnets and pings, as well as negative rules such as “not http”.

This can be used to track suspicious “excessive” usage to a destination from a

s particular source. For example, break-ins to a particular host.

¥ For a particular IP host, the number of individual sessions exceeds x or over a
sustained period of y. x and y should be user configurable. The set of applications should
include a set of positive rules, e.g. telnets and pings, as well as negative rules such as “not
http”.

10 This can be used to track suspicious “excessive” session activities to a destination

from a particular source. For example, break-ins to a particular host.

v" The utilization of the monitored link exceeds a rate x and is sustained for a
period of time y. x and y should be user configurable,

This can be used to track Denial of Service attacks.

15 v A packet with an invalid source or destination IP address traverses the monitored
link. (This can be done if you can statically specify a set of “valid” IP source addresses that
comprise the end network cloud.) For uni-directional links, source and destination can be
separately checked. For shared mediums like Ethernets, one could only trigger an alarmn if
both source and destination addresses are invalid.

20 This could check for spoofed addresses.

v Check for a generic byte pattern in the payload. This feature would scan selected
packets (filtered traffic) for a match of a user-defined byte pattern. (Eric - don’t’ see this
happening in the short term, but added it anyway.)

ALARMING FEATURES

25 A SNMP irap can be sent to 2 connected management system when a threshold is
exceeded. In addition, alarming could also be provided to Janus to show alarms on the web-

based interface (much like when one has received an email).
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GUICONFIGURATION FEATURES:

A user can configure the necessary parameters for threshold checking. This mears
that the x’s and y’s as specified above are user-specifiable as well as other information
needed to define the threshold, e.g. list of “valid” source and/or destination addresses.

5 v’ Ability to identify a single IP host that has initiated “excessive™ amounts of
connections with other IP hosts

v' Ability to specify the time span, the number of connection attempts that qualifies
as excessive and the frequency of attempts which should be considered excessive

v Ability to identify single IP to IP connections with an excessive amount of ports

10 being used in the connection

v" Ability to determine when network activity is exceeding “normal thresholds”
(bandwidth spikes for extended periods)

v" Ability to specify the time span and height of the spike which would be considered
excessive

15 v" Ability for the user to specify a list of “valid ports” and alarm on any connection
attempts to ports not specified

v Ability to alert the network administrator in the event of suspicious activity

v Ability to provide audio and visual alarms on the network administrator’s screen

v Ability to provide the administrator with maximum flexibility on alerts (e.g. pager;

20 cell phone; e-mail)

Architectural Overview

Fig. 32 shows the basic architecture of the NetDetector system:

The Control Module communicates and directs the actions of all the other
NetDetector components (shown as ovals). These are:

25 v Activity Detector: Network activity & Pattera Recognition module

v Data Manager: Data Archive & Export Module

v Alerter: Alert Module

The Configuration Module configures the control module, The configuration module
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is responsible for the Pattern Recognition Database (DB), from which the patterns to be
detected, and actions to be taken are read by the Activity Detector.

The Alert Module is responsible for generating alerts according 1o configured action
parameters. The alerts can occur in various forms, selected by the user, such as; SNMP traps,

5 Email, Pager, or Console.

The Data Manager has two components: the Archive Module and the Export Moduile.
The Archive Module is responsible for saving packet data relevant to the alerting event so
that the normal aging process does not erase it. The Export Module manages the transmission
of relevant data to external systems for further analysis.

10 By detecting sudden peaks in network traffic that last for more than a specified
duration, NetDetector can signal when possible DoS attacks are in progress. In addition,
keeping track of unresolved SYN requests and ICMP echo request packets is another way of
detecting potential DoS attacks.

A network monitor according to the present is self-leaming to enable realize when

15 increased network activity has become the norm without the network administrator specifying
the change.

v Regular expression search in email (SMTP/POP analysis), web pages (HTTP
aitalysis), and otlier application level messages (¢.g. FIT, TELNET).
v" Interoperability with external Intrusion Detection Systems.

20 Although iltustrated and described above with reference ta certain specific
embodiments, the present invention is nevertheless not intended to be limited to the details
shown. Rather, various modifications may be made in the details within the scope and range

of equivalents of the claims and without departing from the spirit of the invention.
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3 {b) seprepating the data into packets;
4 (c) selecting packets based. on a respective characteristic;
5 (d) providing the selected packets to one of a plurality of data processing units,
1 2. A method according to claim 1 wherein step (¢) includes selecting packets

z  correspuiiditig t0 a SESSiGH.

1 3. A method according to claim 1 wherein step (¢) includes selecting packets

2 based on at lease one of a source address, a destination address, an autonomous system, a
3 source port, a destination port, a network identifier and a pair of hosts.

1 4, A method according to claim 2 wherein step (&) includes providing the selected
2 packets to one of a plurality of intrusion detection devices.

1 5. A method according to claim 1 further comprising the step of encrypting the

1 selected packets before step (d).

I 6. A method accorditig to clatitt 1 wheretii step (¢} coriprises selectitig packets

2 based on a respective type.

1 7. A method according to claim 1 further comprising the step of storing the

2 segregated packets and step (c) includes selecting stored packets based on a respective

3 characteristic.

1 8. A method.according to claim 1 wherein step (a) includes receiving data

2 under a first protocol and step (d) includes providing the selected packets under a second

3 protocol different from the first protocol.

I 9. A method for processitig data on a comititication litte comprisitig the steps of:
2 (a) receiving the data from the communication line;

3 (b) segregating the data into packets;

4 (c) selecting packets based on a respective characteristic;

5 (3) generating a statistic coivesponding to the selected packets;

6 (e) generating a threshold based on historical values of the statistic;

7 (e) generating an alatm signal if the statistic exceeds the threshold.
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1 15. A method according to claim 9 wherein the statistic corresponds the utilization
2 of the commignication line over a given period of time,
1 16. A method according to claim 9 wherein the statistic corresponds to a number
2 of invalid source or destination addresses.
} 17. A system for monitoring communication on a network, the system
2 comprising:
3 a plurality of network monitors coupled to receive data from their respective

4 commutcation lines:

5 a management module coupled to each of the plurality of network monitors for
6  receiving at least one of the received data and statistics corresponding to the received data

7 from at least one of the plurality of network meonitors.

! 18. A method for collecting and analyzing data transmitted on a network

2 comprising the steps of:

3 (a) receiving data from a first communication line;

s (b) segregating the data from the first commmitication lne into packets:

5 (c) receiving data from a second communication line;

6 (d) segregating the data from the second communication line into packets;

7 (e) providing at least one of selected packets from the first communication line

s and statistics corresponding to the selected packets from the first cominunication lineto a

e central management module;
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(f) providing at least one of selected packets from the second communication line
and statistics cotresponding to the selected packets fromt the seconid corntitittiication e

to a central management module.



