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ABSTRACT

An information processing device (1) includes: a Syscall
instruction monitoring part (313) configured tomonitor at least
an instruction to pass processing to a kernel (35) of an OS among
instructions issued to a CPU (11); and an exclusive loader (201)
configured to load a monitoring software (31) functioning as
the Syscall instruction monitoring part (313) at region A in
a RAM (30), the monitoring software set at ring 0 that is higher
than ring (2) set for the kernel (35) of the 05. Even when an
access is tried to a resource by executing a malicious program,
the access can be detected and intrusion of the malicious program

to the kernel can be blocked.



