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SMART CARD SYSTEMS COMPRISING A CARD AND A CARRIER

CROSS-REFERENCE TO RELATED APPLICATIONS

[001] The presenf application claims priority to U.S. Patent Application No.
14/596,572 filed January 14, 2015, which is related to U.S. Patent Application No.
14/596,508, filed January 14, 2015 entitled “System and Method for Requesting
Reconciliation of Electronic Transactions for Enhanced Security”; U.S. Patent
Application No. 14/596,472, filed January 14, 2015 entitled “System and Method for
Comparing Electronic Transaction Records for Enhanced Security”; and U.S. Patent
Application No. 14/596,420, filed January 14, 2015 entitled “System and Method for
Reconciling Electronic Transaction Records for Enhanced Security,” which are all

incorporated herein by reference in their entirety.
FIELD OF THE INVENTION

- [002] The present disclosure relates generally to smart cards, and more particularly,

some embodiments relate to smart card systems comprising a card and a carrier.

BACKGROUND

[003] Electronic transactions, such as credit card transactions, can be conducted
using smart cards. A smart card is a card with embedded integrated circuits that
include a processor and a memory. Smart cards can provide videntification,
authentication, data storage, and.application processing, as well as serving as credit or
ATM debit cards, phone or fuel cards, and high-security access-control cards for
granting access to a building or computer. Smart cards can authenticate the identity of
'a user by employing a public key infrastructure (PKI). This authentication process may
be conducted in a variety of ways, including through the use of a pin, password, or

biometric éuthentication, or a combination of methods for added layers of security.

CONFIRMATION COPY
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[004] Smart card readers come in many different form factors and operate in
many different ways. Some readers require insertion of the entire card into the reader.
Others may allow a portion of the card to remain accessible by the user. These -
differences between smart card readers make it difficult to include additional layers of
seburity, such as biometric authentication, because such features may be physically

incompatible with the operation of the smart card reader.

[005] Contactless transactions allow for the completion of transactions using smart
cards wirelessly using near field communications (NFC) and RFID technologies. These
contactless smart cards are built with compatible antennas inside the card. However,
adding contactless capability increases the complexity of the smart card design and
manufacture. In addition, such transactions may only be conducted using sm‘art card
readers designed for such transactions. Moreover, to provide a smart card with the
capability to communicate over different wireless standards, such as Wi-Fi or Bluetooth,
would require a more complex and powerful transceiver within the card. This adds to
the complexity of the card design through the need to include a greater number of
computing components within the form factor of the card, including an on-board power

source.

| BRIEF SUMMARY OF THE INVENTION

[006] According to various embodiments of the disclosed technology, a smart card
carrier is provided comprising a housing having an opening configured to accept a
smart card; a smart card interface configured to be coupled to the smart card when the
smart card is accepted into the opening and configured to provide a data
communication link with one or more processors in the smart card; a wireless
transceiver configured to engage in wireless data communication with a transaction
terminal when the smart card interface is coupled to the smart card; and a power source

configured to supply power to the wireless transceiver and the smart card interface.

[007] According to various embodiments of the disclosed technology, a method for
facilitating wireless transactions with a smart card through a smart card carrier is
provided, comprising receiving from a transaction terminal a request related to a
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transaction involving the smart card; engaging in data communication related to the
request with one or more processors in the smart card through a smart card interface
coupled to an interface on the smart card; and transmitting a response to the request to

the transaction terminal through the wireless transceiver.

[008] Other features and aspects of the disclosed technology will become apparent
from the following detailed description, taken in conjunction with the accompanying
drawings, which illustrate, by way of example, the features in accordance with
embodiments of the disclosed technology. The summary is not intended to limit the
scope of‘any inventions described herein, which are defined solely by the claims

attached hereto.

BRIEF DESCRIPTION OF SEVERAL VIEWS OF THE DRAWINGS

[009] The technology disclosed herein, in accordance with one or more various
embodiments, is described in detail with reference to the following figures. The
drawings are provided for purposes of illustration only and merely depict typical or
example embodiments of the disclosed technology. These drawings are provided to
facilitate the reader’'s understanding of the disclosed technblogy and shall not be
considered Iimifing of the breadth, scope, or applicability thereof. It should be noted that

for clarity and ease of illustration these drawings are not necessarily made to scale.

[010] Figure 1 is an example diagram of a smart card carrier and a smart card in

accordance with an embodiment of the technology disclosed herein.

[011] Figure 2 is an example diagram of a smart card carrier and a smart card with
an additional security layer in accordance with an embodiment of the technology

disclosed herein.

[012] Figure 3 is an example diagram of a smart card carrier and a smart card
without on-board processing capabilities in accordance with an embodiment of the

technology disclosed herein.
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[013] Figure 4 is an example diagram of a smart card carrier having an on-board
processor and a smart card in accordance with an embodiment of the technology

disclosed herein.

[014] Figure 5 is an example diagram of the matihg of a smart card carrier and a

smart card in accordance with an embodiment of the technology disclosed herein.

[015] Figure 6 is an example diagram illustrating a smart card engaged with a smart

card carrier in accordance with an embodiment of the technology disclosed herein.

[016] Figure 7 is an example diagram of the mating of a smart card carrier and a

smart card in accordance with another embodiment of the technology disclosed herein.

[017] Figure 8 is an example diagram illustrating a smart card engaged with a smart

card carrier in accordance with another embodiment of the technology disclosed herein.

[018] Figure 9 is an example transaction system in accordance with an embodiment

of the technology disclosed herein.

[019] Figure 10 is an example wireless transaction system in accordance with an

embodiment of the technology disclosed herein.

[020] Figure 11 is another example wireless tfansaction system in accordance with

an embodiment of the technology disclosed herein.

[021] Figure 12 is an example flow diagram of a method of conducting a wireless -
transaction using a smart card carrier in accordance with an embodiment of the

technology disclosed herein.

[022] Figure 13 is an example flow diagram of a method of conducting a wireless
transaction using a biometric authentication smart card and a smart card carrier in

acbordance with an embodiment of the technology disclosed herein.

[023] The figures are not intended to be exhaustive or to limit the invention to the

precise form disclosed. It should be understood that the invention can be practiced with
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modification and alteration, and that the disclosed technology be limited only by the

claims and the equivalents thereof..

DETAILED DESCRIPTION

[024] Embodiments of the technology disclosed herein are directed toward a system
~for and method of conducting wireless transactions using a smart card. More
particularly, the various embodiments of the technology disclosed herein relate to

providing wireless transaction capability to a contact smart card.

[025] Before describing the technology disclosed in detail, it is useful to describe
example smart cards with which the technology can be implemented. Smart cards
come in a variety of types, examples of which are shown and described in Figures 1-4.
The earliest version of a card with integrated circuits embedded therein included
memory circuitry to allow for storage of information. Transaction applications would run
on the terminals with which the cards were used, obtaining the information required for
the transactions stored in the memory component of the card. Overtime,
microprocessors were added to create the basic “sfnart card” concept known today.
The addition of the microprocessor allowed for the applications for transactions to be
stdred and run on the bards themselves. The addition of on-board processors, of
course, increased the complexity of the card. Accordingly, card designers must make
choices regarding the level of functionality necessary for the card’s purpose and
determine how complex a design to create. One aspect of the technology disclosed

herein provides additional functionality to any type of smart card architecture.

[026] Figure 1 is an example block diagram of a smart card system 100 comprising
a card 110 and a carrier 140 in accordance with the tech‘nology herein disclosed. The
card 110 shown in Figure 1 is basic smart card design, as described above. In various
embodiments, card 110 has substantially the same shape and form factor as
conventional credit and debit cards. Card 110 comprises a processing module 112 and
a memory 113. Processing module 112 may be a microprocessor, microcontroller,
application-specific integrated circuit (ASIC), field-programmable gate array (FPGA), or
‘any combination of components configured to perform and/or control the functions of
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card 110. Memory 113 may be a read-only memory (ROM) such as EPROM or
EEPROM, flash, or any other storage component capable of storing executory

programs and information for use by the processing module 112.

[027] | In various embodiments, card 110 may comprise a terminal interface 114,
Telrr'ninal interface 114 is communicatively coupled to processing module 112. Terminal
interface 114 may be configured for use when card 110 is being used by itself (i.e.,
without the carrier 140), for example, when card 110 is engaged directly in a sales
transaction via a point-of-sale (POS) terminal at a retail store or a kiosk or an access
control transaction at a computer or building. In various embodiments, terminal
interface 114 may include one or more conductive pads or pins that make electrical
contact with corresponding conductive pads or pins provided in the terminal or smart
card reader. Data communication between card 110 and the terminal occurs through
terminal interface 114. In various embodiments, when card 110 is engaged with the
terminal or smart card reader for a transaction, some of the conductive pads of terminal
interface 114 provide paths by which electrical power flows from the terminal to
processing module 112 and memory 113 via power line 119. This eliminates the need
for card 110 to have its own on-board -power source, simplifying design and

manufacture.

[028] In various embodiments, card 110 may also include a carrier interface 116.
Carrier interface 116'is communicatively coupled to processing module 112. Carrier
interface 116 may be configured for use with carrier 140. In various embodiments,
carrier interface 116 may inélude one or more conductive pads or pins that make
electrical contact ,With a corresponding card interface 144 in smart card carrier 140. In
various embodiments, when card 110 is engaged with smart card carrier 140, some of
the conductive pads or pins of carrier interface 116 provide paths by which electrical
power flows from power source 146 of carrier 140 to processing module 112 and
memory 113 via power line 119, similar to the power management described above

between card 110 and a terminal while conducting a transaction.
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[029]  Although shown in Figure 1 as two different interfaces, one having ordinary
skill in the art would understand that terminal interface 114 and carrier interface 116

may be combined into a single interface.

[030] In various embodiments, carrier 140 comprises a hou‘sing, a wireless
transceiver module 142, a card interface 144, a power source 146, and an user
interface 148. In various embodiments, the housing of carrier may 140 may be
constructed of one of more of plastic, metal, ceramic, glass, or other form-sustaining
material. In various embodiments, the housing may comprise multiple panels made of
one or more form-sustaining materials, or the housing may be constructed through
injection molding techniques. In various embodiments, the housing of carrier 140 may

comprise multiple layers.

[031] In various embodiments, the components may be affixed to the housing in
various ways. In some embodiments, the components may be affixed to the housing by
physical fasteners, such as screws or rivets. In various embodiments, the components
may be affixed to the housing through crimping, welding, soldering, taping, gluing or
cementing. In various embodiments, the housing may include brackets and the
components may be designed to be held in | place by the brackets. In some
embodiments, a printed circuit board (PCB) including at least some of the components
may be affixed to the housing. In various embodiments, a combination of different

affixation techniques may be employed.

[032] In various embodiménts, the components of carrier 140 are powered by power
source 146 via power line 149. In various embodiments, power source 149 may be a
removable battery, a rechargeable battery, a solar cell, an inductive loop, or other power
storage and/or generating components. In various embodiments, the battery may be
both a removable battery and a rechargeable battery, and the battery may be recharged
by. removing the battery from the carrier and using an external charging station to
recharge. In various embodiments, recharging of a recha%geable battery may be

accomplished through an input on carrier 140, such as a micro USB port, or through
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induction technologies. In various embodiments, carrier 140 may include an input for

receiving power from an external source, such as from an external power supply.

[033] In various embodiments, wireless transceiver module 142 may be configured
to transmit and receive communications over several different wireless communications
standards and/or technologies. Such standards/technologies may include Wi-Fi,
Bluetooth, near field communications (NFC), RFID, WiIMAX, LTE, or other standards. In
various embodiments, wireless transceiver module 142 may be configured to transmit
and receive over one or more wireless communications standards/technologies.
Wireless transceiver module 142 may comprise multiple transmitter modules and
receiver modules, and necessary modulation and demodulation modules as required to

conduct wireless communications.

[034] Carrier ‘140 also includes an antenna 143 for conducting wireless
communications. Antenna 143 is communicatively coupled to wireless transceiver
module 142. In various embodimehts,‘antenna 143 may a multi-purpose antenna,
designed to transmit and receive over various communication standards, or antenna
143 may comprise more than one antenna for different communication standards. In
various embodiments, antenna 143 may be a directional antenna for increased security

-of wireless transmission.

[035] User interface 148 provides information to the user regarding the status of the
transaction occurring. In various embodiments, user interface 148 may comprise one or
more indicator lights configured to convey status information to the user in a variety of
ways. The indicator lights may be LEDs or any other visual compone.nts. In various
embodiments, only one indicator light may be provided that is configured to show a
different color based on whether card 110 is probably connected with carrier 140 (red),
whether the system is operational (green), or whether a transaction is processing
(yellow). The recitation of green, red, and yellow as the colors of the indicators merely
uséd as an example; any combination of colors is in accordance with the technology
herein disclosed. Instead of using colors, in various embodiments there may be an

indicator light for each of a number of different labeled indicators, such as “ON,”
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“TRANSMITTING,” “ERROR,” or other type of information that would be pertinent to the

user while conducting a transaction.

[036] In various embodiments, user interface 148 may be a visual display, such as
an LCD display or other visual/textual display. In these embodiments, user interface
148 would indicate in a visual manner to the user the status of the system and any
transactions being conducted. In various erﬁbodiments, the visual display may be a

touch-screen.

[037] In various embodiments, user interface 148 may also include a power-on
capability. This capability may be a switch, button, or other method of powering on and
off carrier 140. In various embodiments, this capability may be separate from user
interface 148.

[038] In various embodiments, user interface 148 may a combination of the different
interfaces discussed above. For example, user interface 148 may include a row of
indicator lights and an LCD display, providing both visual indications from the indicator

lights as well as textual explanations of the current status of the system.

[039] In various embodiments, carrier 140 may also include a processing module
(not shown) and memory (not shown) for performing operations related to user interface
148. In some embodiments, user interface 148 may be embedded on card 110. In
such embodiments, the user interface may operate in the same manner as discussed

above with regards to user interface 148 on carrier 140. In some embodiments, both

carrier 148 and card 110 may include a user interface.

[040] As described above, there are many different types of smart card architectures
that may be used by card designers. Card 110 in Figure 1 represents only one example
smart card. Smart cards compatible with the technology herein disclosed may have
additional components, such as additional layers of transactional security. These other
types of smart cards may include security features, such as personal identification
numbers (PINs), passwords, or biometric security features that must be authenticated
prior to a transaction being completed. Figure 2 is another example of%smart card



WO 2016/113626 PCT/1IB2016/000020
10

system 200 with a card 210 having an additional security layer of a biometric
authentication unit included. Although Figure 2 describes the technology herein
disclosed using a biometric authentication unit, the technology is similar to and
compatible with smart cards using different security techniques and should not be

interpreted to limit the technology herein disclosed to biometric authorization systems.

[041] Card 210 includes similar components of card 110, including a processing
module 112, a memory 113, a carrier interface 116, a terminal interface 114, and power
line 119. These components operate in a similar fashion to the discussion above with
respect to Figure 1 regarding the components of card 110. In addition, card 210
includes a biometric authentication module 220. . In various embodiments, biometric
authentication module 220 includes an authen_tication memory 224, a controller module
226, and. a biometric sensor 222. Authentication memory 224 may be configured to
store a image or template of the biometric characteristics of an authorized user for
authentication purposes. Authentication memory 224 may be a read-only memory
(ROM) such as EPROM or EEPROM, flash, or any other storage component capable of
storing biometric data of one or more authorized users at the time card 210 is issued. In
various embodiments, authentication memory 224 may be capable of both read and
write commands to allow for the addition of other later authorized users through a
reassignment process after issuance of the card. In various embodiments,

authentication memory 224 and memory 113 may be the same component.

[042] Controller 226 is a processing module configured to execute authentication
application programming stored in memory 224. In various embodiments, controller 226
accepts a biometric input from sensor 222 and creates a biometric image template for
authentication, as described in more detail below. In other embodiments, controller 226
can receive an already created biometric image template from sensor 222 already
formatted for authentication purposes. In various embodiments, controller 226 performs
the biometric authentication process by comparing the biometric imagé template with
the stored biometric data from authentication memory 224. Controller 226 is coupled to
processing module 112 through connection 229. When a transaction is occurring,
processing module 112 sends an authentication request to controller 226. Controller
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222 then compares the biometric image template against the biometric data (e.g., a
biometric template or image) stored in authentication memory 224. In some
embodiments, controller 226 determines if the biometric image template is within a
predetermined threshold value of the stored biometric data. Such a threshold value can
be stored in authentication memory 224. if there is a match, controller 226 sends an
indication to processing module 112 that the user is authenticated and the transaction
may proceed. If there is not a match, controller 226 sends an indication to processing
module 112 that the user is not authorized to conduct the transaction and to terminate
the transaction session. In various embodiments, controller 226 may be a separate
hardware processing module from processing module 112. In various embodiments,
controller 226 may be implemented in software, such as a virtual machine (VM)
executed using processing module 112. In such an embodiment, additional security |
features may be implemented within processing module 112, such as partitioning
between the VM and the card operating system to ensure that no unauthorized access
to the controller module occurs. In various embodiments, the authentication .application
programming executed by controller 226 may be stored in memory 113 and accessible
by controller 226 through processing module 112. |n various embodiments, controller

226 may have direct access to memory 113.

[043] In various embodiments, biometric sensor 222 is a biometric reader or scanner
capable of reading or scanning one or more biometrics of a user. Biometrics are human:
characteristics unique to an individual. In various embodiments, biometric sensor 222
may be configured as a fingerprint scanner, an iris scanner, a voice-identification unit, or
other physiological characteristic of an individual. As discussed above, the biometric
input from sensor 222 can be sent directly to controller 226 in order to allow controller
226 to create the biometric image template. In various embodiments, sensor 222 may
be capable of turning the biometric input from the user into the biometric image template

necessary for comparison.

[044] In various embodiments, card 210 may have only a single component for
processing both the transaction and authentication functions of card 210. In various

embodiments, this single processing component may be processing module 112, and
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processing module 112 may be configured to execute both transaction applications and
the functions of controller 226 described above. This eliminates the need for multiple

processing units on the card and lowers the complexity of the design.

[045] It may be useful to allow for the processing functions of the smart card to be
performed by the carrier in certain situations, such as when the card designer intended
for the processing to occur off the card to achieve a simpler card design. Such an
example system is shown in Figure 3. Carrier 340 is similar to carrier 140 shown in
Figures 1 and 2, but also includes an on-board processing module 350 and memory
354. In various embodiments, processing module 350 may perform all the functions of
carrier 350, including controlling wireless transceiver 142 and user interface 148, like
the processing module and memory described (but not shown) in Figure 1. In various
embodiments, processing module 350 may be a separate processing component for
performing the transaction application(s) of card 310. Unless otherwise discussed, the
other components depicted in Figure 3 may operate in various embodiments in the
same manner as discussed with respect to corresponding components in Figures 1 and
2.

[046] In various embodiments of the system depicted in Figure 3, carrier 340
receives the biometric input from sensor 222 and the biometric template stored in
authentication memory 224 via carrier interface 116. In various embodiments, controller
226 may be the same as processing module 112, only without the functionality to
perform the authentication process. Controller 226 sends the biometric data from
sensor 222 and authentication memory 224 to carrier interface 116 over connection
329. Processing module 350 of carrier 340 receives the biometric data from via card
interface 146 over connections 352 and performs the authentication function as
described with respect to Figure 2. In various embodiments, memory 354 may store the
aufhentication application, transaction application(s), or both. In various embodiments,
~controller 226 may send the biometric input from sensor 222 to carrier 140, and
processing module 350 can access memory 354 for the necessary authentication
applicatioh and perform the 'authentication process. In various embodiments, the
authentication program may be stored in authentication memory 224, and the program
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may also be sent to carrier 340 via carrier interface 116. In various embodiments,
memory 354 can store the biometric data discussed above with regards to

authentication memory 224 for authentication purposes. g

[047] Although carrier 340 has been described as performing the authentication
functions of card 310, this should not be read to limit the functionality of carrier 340.
Carrier 340 may be designed to perform any transaction or function associated with
card 310, or any other smart card employed. In various embodiments, carrier 340 may
perform any function stored on or designed to be performed by card 310, or other smart
card employed in the system. In various embodiments, memory 354 may store all the
applications necessary to conduct any financial transaction or access authorization to a

facility or computer system.

[048] Although Figures 1-3 describe the processing function as being performed by
either the carrier or the smart card, various embodiments include both the carrier and
the smart card to have processing capabilities. An example of a system employing
carrier 340 and card 210 is shown in Figure 4. Both carrier 340 and card 210 include
processing modules (modules 350 and 112, respectively) that allow both objects to
process information. In various embodiments, when card 210 is inserted into carrier
340, carrier 340 may send a command to card 210 via card interface 146 to forward all
required information to carrier 340 for processing. In various embodiments, card 210
may perform all the processing, as discussed with respect to Figure 2, and processing
module 350 may only process information related to functionality of the carrier, such as
the display of user interface 148. In various embodiments, card 210 and carrier 340
may share processing functions, such as authentication occurring on card 210 but
completion of thé transaction occurring on carrier 340. In some embodiments,
authentication module 220 may communicate directly with carrier 340. Carrier 340 may
send a request directly to authentication module 220 through carrier interface 116 over
data line 228. In various embodiments, carrier 340 may send a request to processing
module 112, requesting information from authentication module 220. Authentication
module 220 can then send the requested data directly to carrier interface 116 over data
line 228, instead of sending the data to processing module 112 over data line 229. In
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this way, carrier 340 may communicate with authentication module 220 without needing

to pass all messages through processing module 112,

[049] In various embodiments, carrier 340 may be restricted to use with only certain
smart cards. For example, memory 354 may store an authorized list of the smart cards
with which carrier 340 may operate. [n various embodiments, the authorized list may
identify the authorized smart cards based on a serial number or other identifying

information of the cards themselves.

[050] Instead of restricting use of carrier 340 to only certain smart cards, use can be
restricted to only certain individuals. Memory 354 may store a set of authentication
data, such as a copy of the biometric data stored in authentication memory 224, a
passcode, or PIN, for each individual authorized to use carrier 340. When a person
attempts to use carrier 340 with a smart card enabled with additional levels of security,
carrier 340 may refuse to allow wireless communication until the person is authorized to
use carrier 340. In this way, the carrier could be personalized for use only be one
individual, in the event that someone tries to use carrier 340 to conduct wireless

transactions.

[051] Figures 5 and 6 are high-level diagrams showing how the cards and carriers
such as the ones shown in Figures 1—4 interact in a system in accordance with the
technology. In Figure 5, card 210A is shown separate from carrier 140A. As indicated
by the arrows, the housing 300 of carrier 140A has opening 310 configured to
accommodate or accept card 210A. The top face of carrier 140A is shorter than the
length of card 210A to enable access to biometric sensor 222. Figure 6 shows an
example of how card 210A fits within carrier 140A through opening 310. As shown, the
biometric sensor 222 on card 210A remains accessible by a user after card 210A is‘
inserted into carrier 140A. Although Figures 5 and 6 show one configuration of carrier
140A, other configurations are contemplated by the technology herein disclosed, and
Figure 5 and 6 should not be interpreted to limit the scope of the present disclosure in

any way.
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[052] In various embodiments, the smart card carrier may include a cut-out providing
access to a biometric sensor provided on a smart card and facilitate the use of the
biometric security layer. Figures 7 and 8 illustrate an example of this configuration.
There is a cutout 145 in the top face of carrier 140B over the portion of card 210B
containing biometric sensor 222. This cutout provides greater protection of card
integrity by fully enveloping the card while still allowing full access and implementation

of the biometric security layer.

[053] Although Figures 5-8 discuss the embodiments in terms of a “top” face and a
“‘bottom” face, the use of such language are merely descriptive and do not imply or
require that the disclosed technology be implemented or used in a particular spatial

orientation.

[054] Figures 9—-11 illustrate example environments and transactions that may be
conducted in accordance with the technology herein disclosed. Although Figures 9-11
are shown using card 210 described above, the system architecture is similar to and
functions in a similar manner utilizing smart cards in accordance with card 110, card
310, or any other smart card. The use of card 210 is for example purposes only and

should not be interpreted to limit the scope of the technology herein disclosed.

[055] Figure 9 illustrates transaction system 900 comprising a smart card and a
POS terminal 910. For the purpose of illustration, the smart card shown in Figure 9 is
card 210 illustrated in Figure 2, but the smart card can be card 110, card 310, or any
other smart card. In this embodiment, card 210 is used without carrier 140 or carrier
340. Terminal 910 includes an interface 914, which may be any type of smart card
reader known in the art. In various embodiments, terminal 910 may also include a
terminal processing module 912 and a terminal memory 913. Card 210 interacts with
terminal 910 thrbugh a physical connection of terminal interface 114 and interface 914.
This connection is made by inserting card 210 into a smart card reader of terminal 910.
In various embodiments, terminal 910 supplies power to card 210 through this physical
connection, in a similar fashion as described above in regards to the description of

terminal interface - 114 in Figure 1. Terminal 910 is connected to a transaction
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processing center (TPC) 920. In various embodiments, TPC 920 may be operated by a
user's bank, a smart card issuer, a merchant, or some other entity, and may include a
server 922 and a user database 924 for storing, processing, and authorizing
transactions between the smart card user and the merchant. Terminal 910 and TPC
920 may be connected over a network 302. In various embodiments, terminal 910 and
TPC 920 may be geographically displaced and network 902 may be an Internet
connection. In various embodiments, terminal 910 and TPC 920 may be co-located and
connected through a local area network (LAN) or intranet connection. The method of
transaction between terminal 910 and TPC 920 is not required to understand the

technology herein and outside the scope of this disclosure.

[056] To bonduct a transaction, terminal 910 sends a request to conduct a
transaction via interface 914 to card 210 via terminal interface 114. Processing module
112 receives the request and sends an activation message to controller 226 to activate
biometric authentication module 220. As discussed above, card 210 receives power
through terminal interface 114 from terminal 910, which powers the components of card
210 via power line 119. After activation, controller 226 receives biometric input from
sensor 222. The biometric input received is contingent on the type of sensor employed,
such as a fingerprint scanner or an iris scanner. After controller 226 receives one or
more inputs from biometric sensor 222, controller 226 access the stored biometric data
in authentication memory 224 and determines whether there is a match. If there is a
match, controller 226 sends a message to processing module 112 via connection 229
that the transaction is authorized to be conducted. After receiving the authentication
notification, processing module 112 may execute application instructions stored in
memory 113 and transmit to terminal 910 the information (e.g., a .password or
certificate) necessary to complete the transaction via terminal interface 114. In some

embodiments, the password or certificate is encrypted before it is transmitted.

[057] In various embodiments, if controller 226 determines that there is not a match
between the biometric input from sensor 222 and the biometric data stored in memory
224, controller 226 sends an indication or notification to processing module 112 over
connection 229 that the user is not authorized to conduct the transaction. In various
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embodiments, processing module 112 may simply not respond to the request from
terminal 910. In other embodiments, processing module 112 may execute an
application instruction stored in memory 113 regarding unauthorized access attempts
and send a notification to terminal 910. In some embodiments, upon receiving one or
more indications of unauthorized use from controller 226, processing module 112

- deactivates the card 210 to prevent a further attempt.

[058] In accordance with the technology disclosed herein, the same transaction
process discussed above in regards to Figure 9 may be conducted Wirelessly using
carrier 140 described and shown in Figures 1 and 2. Such a use is illustrated in Figure
10 by transaction system 1000. Terminal 1010 is similar to terminal 910 shown on
Figure 9. In various embodiments, terminal 1010 may include a terminal transceiver
1014, communicatively coupled to an antenna 1015, to enable wireless transactions to
occur. |In various embodiments, terminal 1010 may also include an interface, like the
interface 914 in terminal 910 of Figure 9, but such an interface is not required in
terminal 1010. Card 210 is inserted into carrier 140 in a manner similar to that shown in
Figures 5-8. Unlike the transaction described in Figure 9, card 210 does not interact
directly with terminal 1010 but instead communicates with terminal 1010 through
wireless transceiver module 142 of carrier 140. Terminal 1010 sends a request to
conduct a transaction via terminal transceiver 1014 to wireless transceiver module 142
of carrier 140. As discussed above, the communication standard used depends on the
type of wireless transceiver employed within terminal 1010 and carrier 140. In various
embodiments, wireless transceiver 142 may be compatible with more than one
communication standard/technology, such as Bluetooth, NFC, and Wi-Fi, in order to

provide greater operability of carrier 140 with a variety of systems.

[059] Wireless transceiver module 142 then transfers the request message to card
interface 146, which is communicatively coupled to carrier interface 116 of card 210. In
this way, the message from terminal 1010 is communicated to processing module 112
of card 210 without card 210 physically in contact with terminal 1010. Processing
module 112 operates in the same manner as if it was in physical contact with terminal
1010, similar to the operation discussed above in regards to Figure 9.
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[060] Just as terminal 910 provided power to card 210 through terminal interface
914, carrier 140 supplies power from power source 146 to card 210 through card
interface 146. In this way, no on-board power source is required on card 210 to power
authentication module 220, processing module 112, or any other components that might
be present in card 210. In this way, the enhanced capability of conducting wireless
transactions may be 'provided to a simple contact smart card. Wireless transceivers
capable of Bluetooth, Wi-Fi, or other higher-protocol communication standards or
technologies require more power than could feasibly be included in the form factor of a

credit card in a cost effective manner.

[061]  Moreover, use of an external contactless transaction system in accordance
with the technology disclosed herein, like carrier 140, allows for smart cards with
addiﬁonal layers of security to be created and compatible with many different systems.
For example, a smart card with a biometric sensor such as card 210 of Figure 2 would
not be able to function easily with a transaction system, like an ATM machine, that
requires the entire card to be inserted into the machine and to remain there during the
entirety of the transaction. This feature is for security purposes, to ensure that someone
cannot come and easily swipe a person’s ATM card. However, it makes it impossible to
utilize the biometric authentication feature of the card. Using a smart card carrier such

as carrier 140 allows for ease of use of the biometric authentication feature,

[062] As technology continues to advance, transactions are occurring not only at
POS terminals in fixed locations, but also with mobile devices. In various embodiments,
these mobile devices may include hand held POS terminals, mobile card readers,
smartphones, PDAs, laptop computers, tablet computers, or other portable computing
devices. Accordingly, Figure 11 illustrates an example transaction system 1100
including a mobile terminal 1110. Although mobile terminal 1110 is different from
terminal 1010, the transaction would occur in a way similar to the transaction described

in Figure 10.

[063] An example method of conducting wireless transactions with a contact smart

card using a smart card carrier in accordance with the technology disclosed herein is
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provided. Figure 12 details the steps of the method from the perspective of the smart
card carrier. At step 610, the smart card carrier receives a transaction request
wirelessly sent from a POS or mobile terminal. In various embodiments, the transaction
request could be one of the following non-limiting examples: credit or debit charges,
computer access, or facility access. A wireless transceiver in the smart card carrier
receives the request from the POS or mobile terminal. The request could be
communicated using a variety of different wireless communication standards or
technologies, including Bluetooth, Wi-Fi, NFC, RFID, or others.

[064] At step 620, the smart card carrier engages in data communication with one or
more processors on a smart card. In various embodiments, the data communication
involves request by the smart card carrier for information from the smart card. For
example, where the smart card carrier is capable of conducting an authentication
process, the data communication may be a request for the smart card to transmit stored
biometric or other authentication-related data from a memory on the smart card to the
carrier. In other embodimenvts, the data communication between the smart card carrier
and the smart card may be a transfer of the transaction request as received by the
smart card carrier to the smart card for processing. In other embodiments, the data
communication could be any other type of communication related to the transaction
" request, such as communications about where the authentication procedure occurs or
the an indication of the results of authentication. The smart card interface is

communicatively coupled to the contacts of the contact smart card.

[065] The method transitions at point A to the example processing of the request by
the smart card, illustrated in Figure 13. Although depicted as processing by a biometric
secured smart card, the flowchart is only an example of one embodiment of the method.
For contact smart cards without additional security features, the method would exclude

the authentication process and simply send a response to a transaction request.

[066] At step 710, the smart card receives the data communication related to the
transaction request of a terminal from the smart card carrier through the smart card’s

contact points. In some embodiments, the request appears as an ordinary request
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through the smart card’'s contact points because it is engaged with the smart card
carrier in the same fashion as if the smart card was engaged with the terminal directly,
e.g., via terminal interface 114 shown in Figures 1 and 2. In other embodiments, the
request from the smart card carrier may be a data communication related to the
transaction request, but not the transaction request as originally received, as discussed
above with respect to step 620 of Figure 12. In various embodirﬁents, the request
transferred to the smart card may be any type of data communication necessary to
complete the transaction according to the type and location of the processing functions

required. The request is sent to one or more processing modules of the smart card.

[067] If the smart card has additional layers of security, the authentication process is
activated at step 720. In this example, the authentication process is a biometric security
check. In various embodiments, other types of layered security may be used, such as a
PIN or a password, in lieu of or in addition to the biometric authentication. In
embodiments where the authentication process occurs at the smart card carrier, one or
more of the steps 720-770 may occur at the smart card carrier instead of on the

biometric smart card.

[068] At step 730, the card receives the user’'s biometric signature. In various
embodiments, the user’'s biometric signature may be a fingerprint, a voice sample, an
iris scan, or other biometric characteristic utilized to authenticate the user's identity. In
various embodiments, the user may enter a PIN or password associated with the user
at step 730.

[069] At step 740, the user's biometric signature is compared with a biometric
template stored on the smart card. This biometric template may be stored in an
authentication memory separate from any other memory of the smart card, or it could be
stored in the same memory with other applications and data used by the smart card. In
various embodiments, the template stored in memory may be a copy of the user’'s PIN

or password for comparison.
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[070] The smart card decides whether the biometric signature is authentic at step
750. The particular level of similarity or the metrics used to determine if a biometric

signature is the same or similar enough to the template to qualify as authentic may vary.

[071] If the signature is determined to be authentic, a notification of a successful
authentication is sent to the card’s contact points at step 762. This notification could be
a simple notice that the user is the authentic user, the relevant information requested by
the terminal, or a combination of both. In various embodiments, the notification could
also include additional indications, such as the level of accuracy of the authentication
process or requests from the card for additional information from the terminal. The
content of the notification may vary depending on the complexity built into the smart

card applications or applications.

[072] If the smart card determines the si'gnature is not authentic, a notification of a
failed authentication is sent to the card’s contact points at step 764. Similar to the
notification for a success, the notification of failure may include additional information
related to the failure, such as request for the terminal to contact the smart card issuer or
a request to restart the transaction process. In various embodiménts, if the
authentication is unsuccessful the smart card could send no message to the contact

points and instead merély ignore the transaction request.

[073] At step 770, the smart card can deactivate the authentication module. In
various embodiments, the authentication process may need to only be completed once
during a transaction session. The result of a successful authentication could be stored
in a memory of the smart card for the duration of a transaction session. In other
embodiments, the authentication process may be repeated for each request received by

the smart card.

[074] After the smart card processes the transaction request, a response is received
from the smart card via the card interface of the smart card carrier at step 630 of Figure
12.
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[075] At step 640, the card interface transfers the response to the wireless
transceiver for transmission to the requesting terminal. This is done in the samé, but

reversed, manner as step 620.

[076] At step 650, the wireless transceiver transmits the response to terminal. If no
further action is required the transaction is completed. If more information is needed or

additional actions are to be taken, the method may repeat itself.

[077] In various embodiments, cards 110, 210, and/or 310 méy include a GPS
antenna, beacon, or other indicator component that allows for determining the location
of the card. This additional functionality allows for an added layer of transaction security
by allowing authentication to occur based on location, in addition to other authentication
methods such as biometrics or passcodes (PINs), for example. In various
embodiments, carriers 140 or 340 may include such a GPS antenna, beacon, or other
indicator component. When a transaction is occurring in an unfamiliar location based
on the user’s identity, carriers 140 or 340 may request additional verification of the user,
either through performing on-board biometric authentication as described in Figure 2
again, reentering the passcode, password, or other identifying code of the user, or other

authentication method.

[078] Use of location-based authentication may also provide additional security
wHen the smart card is being used as a method of restricting access to certain areas
within a facility. A particular smart card may be issued to a certain individual, who is
authorized to enter certain areas of a facility, base, headquarters, or other location.
Carriers 140 or 340 may be used with the issued card to allow for wireless
communication_with the internal network of the facility controlling access to different
areas. In various embodiments, the network administrator may send out a request for
reauthentication to ensure that the person has access to the area in which they are
located. The holder would then conduct the authentication procedure as described
above with respect to Figures 2 and 12—13 to verify that the holder is the person with
proper access to that area. In various embodiments, the network may be p‘rogrammed

to send out the periodic request. This is useful in eliminating the risk of unauthorized
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access to areas by persons who steal another person’s access card, or who happen to
find.a card that is misplaced by the authorized person, for example if the card fell out of
the authorized person’s pocket. In various embodiments, the holder may be required to
verify his or her identity each time access is requested to an area within the facility.
This authentication process is also applicable to access to non-physical areas, such as

access to computer networks.

[079] As used herein, the term module might describe a given unit of functionality
that can be performed in accordance with one or more embodiments of the technology
disclosed herein. As used herein, a module might be implemented utilizing any form of
hardware, software, or a combination thereof. For example, one or more processors,
controllers, ASICs, PLAs, PALs, CPLDs, FPGAs, logical components, software routines
or other mechanisms might be implemented to make up a module. In implementation,
the various modules described herein might be implemented as discrete modules or the
functions and features described can be shared in part or in total among ohe or more
“modules. In other words, as would be apparent to one of ordinary skill in the art after
reading this description, the various features and functionality described herein may be
implemented in any given application and‘can be implemented in one or more separate
or shared modules in various combinations and permutations. Even though various
features or elements of functionality may be individually described or claimed as
separate modules, one of ordinary skill in the art will understand that these features and
functionality can be shared among one or more common software and hardware
elements, and such description shall not require or imply that separate hardware or

software components are used to implement such features or functionality.

[080] While various embodiments of the disclosed technology have been described
above, it should be understood that they have been presented by way of example only,
and not of limitation. Likewise, the various diagrams may depict an example
architectural or other configuration for the disclosed technology, which is done to aid in
understanding the features and functionality that can be included in the disclosed
technology. The disclosed technology is not restricted to the illustrated example
architectures or configurations, but the desired features can be implemented using a
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variety of alternative architectures and configurations. Indeed, it will be apparent to one
of skill in the art how alternative functional, logical or physical partitioning and
configurations can be implemented to implement the desired features of the technology
disclosed herein. Also, a multitude of different constituent module names other than
those depicted herein can be applied to the various partitions. Additionally, with regard
to flow diagrams, operational descriptions and method claims, the order in which the
steps are presented herein shall not mandate that various embodiments be
implemented to perform the recited functionality in the same order unless the context

dictates otherwise.‘

[081] Although the disclosed technology is described above in terms of various
exemplary embodiments and implementations, it should be understood that the various
features, aspects and functionality described in one or more of the individual
embodiments are not limited in their applicability to the particular embodiment with
which they are described, but instead can be applied, alone or in various combinations,
to ‘one or more of the other embodiments of the disclosed technology, whether or not
such embodiments are described and whether or not such features are presented as
being a part of a described embodiment. Thus, the breadth and scope of the
technology disclosed herein should not be limited by any of the above-described

exemplary embodiments.

[082] Terms and phrases used in this document, and variations thereof, unless
otherwise expressly stated, should be construed as open ended as opposed to limiting.
As examples of the foregoing: the term ‘“including” should be read as meaning
“‘including, without limitation” "or the like; the term “example” is used to provide
exemplary instances of the item in discussibn, not an exhaustive or limiting list thereof;

the terms “a@” or “an” should be read as meaning “at least one,

" o«

one or more” or the like;

and adjectives such as “conventional,” “traditional,” “normal,” “standard,” “known” and
terms of similar meaning should not be construed as limiting the item described to a
given time period or to an item available as of a given time, but instead should be read
to encompass conventional, traditional, normal, or standard technologies that may be

available or known now or at any time in the future. Likewise, where this document
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refers to technologies that would be apparent or known to one of ordinary skill in the art,
such technologies encompass those apparent or known to the skilled artisan now or at

any time in the future.

[083] The presence of broadening words and phrases such as “one or more,” “at
least,” “but not limited to” or other like phrases in some instances shall not be read to
mean that the narrower case is intended or required in instances where such
broadening phrases may be absent. The use of the term “module” does not imply that
the components or functionality described or claimed as part of the module are all
configured in a common package. -Indeed, any or all of the various components of a
‘module, whether control logic or other components, can be combined in a single
package or separately maintained and can further be distributed in multiple groupings or

packages or across multiple locations.

[084] Additionally, the various embodimenfs set forth herein are described in terms
of exemplary block diagrams, flow charts and other illustrations. As will become
apparent to one of 'ordinkary skill in the art after reading this document, the illustrated
embodiments and their various alternatives can be implemented without confinement to
the illustrated examples. For exémple, block diagrams and their accompanying
description should not be construed as mandating a particular architecture or .

configuration.



26

CLAIMS

1. A smart card carrier comprising:

a smart card interface configured to be coupled to a smart card and to provide a
data communication link with one or more processors in the smart card, wherein the one or
more processors on the smart card comprise a biometric controller configured to generate a
biometric image template based on a biometric image captured by a biometric sensor
disposed on the smart card;

a wireless transceiver configured to engage in wireless data communication with a
transaction terminal when the smart card interface is coupled to the smart card; and

one or more processors on the smart card carrier that are configured to receive the
biometric image template from the smart card, and perform a matching between the

biometric image template and a biometric reference template.

2. A smart card carrier comprising:

a housing having an opening configured to accept a smart card, the smart card
comprising a biometric sensor for capturing a biometric image and a memory for storing a
biometric reference template of an authorized user;

a smart card interface configured to be coupled to the smart card when the smart
card is accepted into the opening and configured to provide a data communication link with
one or more processors in the smart card;

a wireless transceiver configured to engage in wireless data communication with a
transaction terminal when the smart card interface is coupled to the smart card;

a power source configured to supply power to the wireless transceiver and the smart
card interface; and

a processor, wherein the processor of the smart card carrier is configured to engage
in data communication with the wireless transceiver and further with the one or more
processors on the smart card;

wherein the one or more processors on the smart card comprise a biometric
controller configured to generate a biometric image template based on the biometric image

captured by the biometric sensor disposed on the smart card, and the processor of the
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smart card carrier is configured to perform a matching between the biometric image

template received from the smart card and a biometric reference template.

3. The smart card carrier of claim 1 or claim 2, wherein the wireless transceiver is configured

to communicate over one or more of Bluetooth, Wi-Fi, near field communication, and RFID.

4. The smart card carrier of claim 1 or claim 2, further comprising a user interface, wherein
the user interface comprises one or more indicator lights and wherein the indicator lights

are configured to communicate a status of the transaction to the user.

5. The smart card carrier of claim 1 or claim 2, further comprising a user interface, wherein
the user interface comprises a text display and wherein the text display is configured to

communicate a status of the transaction to the user.

6. The smart card carrier of claim 1 or claim 2, wherein the smart card interface is further
configured to supply power from a power source to the smart card when the smart card

interface is coupled to the smart card.

7. The smart card carrier of claim 1 or claim 2, further comprising a user interface, wherein
the user interface comprises a number pad and wherein the number pad is configured to

allow a user to enter a security pin associated with the smart card.

8. The smart card carrier of claim 1, further comprising a housing, the housing comprising a
top face and a bottom face that are parallel to each other and separated by a smart card

space, wherein the smart card space is enclosed on three sides.

9. The smart card carrier of claim 2, wherein the housing comprising a top face and a
bottom face that are parallel to each other and separated by a smart card space, wherein

the smart card space is enclosed on three sides.

10. The smart card carrier of claim 8, wherein the top face or bottom face are designed to

allow access to the biometric sensor.
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11. The smart card carrier of claim 9, wherein the smart card comprises a biometric sensor,

and the top face or bottom face are designed to allow access to the biometric sensor.

12. The smart card carrier of claim 10 or claim 11, wherein the length of the top face or the
bottom face is shorter than the length of the other of the top face or bottom face to allow

access to the biometric sensor.

13. The smart card carrier of claim 10 or claim 11, wherein the top face or bottom face

includes an aperture configured to allow access to the biometric sensor of the smart card.

14. The smart card carrier of claim 10 or claim 11, wherein the biometric sensoris a

fingerprint sensor.

15. The smart card carrier of claim 1, wherein at least one of the one or more processors of
the smart card carrier is configured to engage in data communication with the wireless

transceiver and further with the one or more processors on the smart card.

16. The smart card carrier of claim 1, further comprising a memory for storing the biometric

reference template.

17. The smart card carrier of claim 16, wherein the one or more processors in the smart card
further comprise a processor configured to perform the matching between the biometric
image template and the biometric reference template when the smart card is not coupled

to the smart card interface of the smart card carrier.

18. The smart card carrier of claim 2, wherein the one or more processors in the smart card
further comprise a processor configured to perform the matching between the biometric
image template and the biometric reference template when the smart card is not coupled

to the smart card interface of the smart card carrier.
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19. The smart card carrier of claim 1 or claim 2, further comprising a location-determining

component.

20. A method of facilitating wireless transactions with a smart card through a smart card
carrier, the method comprising:

receiving a request related to a transaction involving the smart card;

engaging in data communication related to the request with one or more processors
in the smart card through a smart card interface coupled to an interface on the smart card,
wherein the data communication includes receiving, at the smart card carrier from the
smart card, a biometric image template captured by a biometric sensor disposed on the
smart card; and

performing, at the smart card carrier, a matching between the biometric image
template generated from the smart card and a biometric reference template; and

wirelessly transmitting a response to the request.

21. The method of claim 20, further comprising the step of authenticating a user of the

smart card.

22. The method of claim 21, wherein the step of authenticating the user comprises:
receiving a user input of a personal identification number;
comparing the user input with a stored personal identification number for a match;
and
if a match is found, outputting a response to the request to the interface of the

smart card.

23. The method of claim 20, wherein the wireless transaction terminal is a mobile device.

24. The method of claim 20, wherein the wireless transaction terminal is a contactless smart

card reader.

25. The method of claim 20, further comprising the step of supplying power to the smart

card via the smart card interface.
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26. A method of facilitating wireless transactions with a smart card through a smart card

carrier, the method comprising:

receiving from a wireless transaction terminal a request related to a transaction

involving the smart card;

engaging in data communication related to the request with one or more processors
in the smart card through a smart card interface of the smart card carrier coupled to an
interface on the smart card, the smart card comprising a biometric sensor for capturing a
biometric image and a memory for storing a biometric reference template of an authorized

user;

transmitting a response to the request to the transaction terminal through the

wireless transceiver; and

authenticating, at the smart card carrier, a user of the smart card, wherein the step

of authenticating the user comprises:
receiving a user input of a biometric signature;
comparing the user input with a stored biometric for a match; and

if a match is found, outputting a response to the request to the interface of the smart card.

27. The method of claim 26, wherein the step of authenticating the user further

comprises:
receiving a user input of a personal identification number;

comparing the user input with a stored personal identification number for a match;

and

if a match is found, outputting a response to the request to the interface of the

smart card.

28. The method of claim 26, wherein the wireless transaction terminal is a mobile

device.
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29. The method of claim 26, wherein the wireless transaction terminal is a contactless

smart card reader.

30. The method of claim 26, further comprising the step of supplying power to the smart

card via the smart card interface.

31. A smart card configured to be coupled to a smart card carrier, the smart card

comprising:
one or more processors;

a biometric sensor configured to capture a biometric image of a user requesting a

new transaction involving the smart card;
a memory for storing biometric data of an authorized user of the smart card; and

a carrier interface configured to be coupled to a card interface of a smart card
carrier, the smart card carrier comprising a housing having an opening configured to accept
the smart card and a wireless transceiver configured to engage in a wireless communication
with a wireless transaction terminal when the smart card is coupled to the smart card
carrier, wherein the smart card carrier comprises a processor configured to compare a
biometric image template created from the biometric image of the user requesting the new
transaction with the biometric data of the authorized user stored in the memory of the

smart card.

32. The smart card of claim 31, wherein the carrier interface is further configured

to receive power from a power source on the smart card carrier.

33.  Thesmart card of claim 31, wherein the biometric sensor is a fingerprint

sensor.
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34. The smart card of claim 31, wherein the wireless transaction terminal is a

mobile device.

35. The smart card of claim 31, wherein the wireless transaction terminal is a

contactless smart card reader.

36. The smart card of claim 31, wherein the wireless transceiver is configured to
communicate with the wireless transaction terminal over one or more of Bluetooth, Wi-Fi,

near field communication, and RFID,

37. The smart card of claim 31 further comprising a terminal interface, wherein
the smart card is further configured to directly engage in a transaction with a contact-based
transaction terminal via the terminal interface when the smart card is not coupled to the

smart card carrier.

38. The smart card of claim 31, wherein the smart card further comprises a
biometric controller configured to compare the biometric image template created from the
biometric image of the user requesting the new transaction with the biometric data of the

authorized user stored in the memory of the smart card.

39. The smart card of claim 38, wherein the biometric controller is configured to
determine if the biometric image template is within a predetermined threshold value of the

stored biometric data.

40.  The smart card of claim 31, wherein the top face or bottom face of the smart
card carrier includes an aperture configured to allow access to the biometric sensor of the

smart card.
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41. A method of facilitating wireless transactions with a smart card through a

smart card carrier, the method comprising:

receiving from a smart card carrier a request for information related to a new
transaction involving a user of the smart card, the smart card carrier comprising a housing
having an opening configured to accept the smart card and a wireless transceiver configured
to engage in a wireless communication with a wireless transaction terminal when the smart

card is coupled to the smart card carrier;

generating a biometric signature of the user using a biometric sensor on the smart

card;

engaging in data communication related to the request with one or more processors
in the smart card carrier through a carrier interface coupled to a corresponding card

interface on the smart card carrier; and

authenticating the user based on the biometric signature, wherein the step of
authenticating the user comprises comparing the biometric signature of the user with
biometric data of an authorized user stored in a memory of the smart card, and wherein the

comparison is performed by one or more processors of the smart card carrier.

42, The method of claim 41, wherein the comparison is further performed by one

or more processors of the smart card.

43.  The method of claim 41, wherein the step of engaging in data communication
comprises sending the requested information if the user is authenticated based on the

comparison.

44.  The method of claim 41, wherein the step of engaging in data communication
comprises sending a notification indicating whether the user is authenticated based on the

comparison.
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45, The method of claim 41, further comprising the step of authenticating the

user via a PIN or a password.

46.  The method of claim 41, further comprising the step of receiving power from

the smart card carrier via the carrier interface.



