PCT/US2016/057744

WO 2017/083071

11

111
\ 7¢1 odess
s oo oot E\u,. iiiiii ™ JBAlBg
A i N
sl Ly
M F7T J91ED w % | -
Z |
| | 7 |
| N | Iy
| |
| N’ |
| A Ly
a7t A 1 e |
BITAXOdd g 3 | Y
m oINS %ﬂ. m 1OAIBS m
RN iy 7 m
| | wﬁﬁ@ T
4
| | ZrTauoz | | DiTauoz mw
Moy fmeswor
|
i

FOT WolsAS Janiag

L "Old

2

S0%
AHOMLIN

2dessaN D

¥iT

ZOT auoy

g4t auoy

e B EBEEEBEEBRW
| |
| 17T Axoud | & K4
25 - v n.wU_\/.hn.wm
i L 7 23|(2)
|
m o
m 4 @..w.umwumm:mu
m
|
m
i

ALIND2G MOT

Aznoag us
o SUTOOS HEH

70T WaisAs s



PCT/US2016/057744

WO 2017/083071

2111

¢ 9Old

107 12BIACId S0iAISY

osnsns  conane  soncns  dosnn  wasane  ssanang

(s)#d

fomnn oocces cccoc o cococe coonmn ooooon cccoon osoono.  cccooe aaaa  ocoee ccccce assace ooocc0 coooon sooeen  ccooon taaaa oo ‘cccoes asooce ococo eoaaas _oooeeo  ccooce  saaae $
m | m
m | |
| m |
m m vee e | s
3BDIALBS B3}ED radd vid

m m iffrecccccccccccd  IB]JOIIUO]) ,&Lﬂ.ﬂ. JOIEDIIUSYINY Feaf
m m m sunnoy m AXOUd
| m | 5
m | o7 m
| | - | |
M | ol e
m | gie & — T Mg -

. BOIAISG S g1¢ 3yoed
m 9Z¢ m [eilUapaID orad m {BliUspal’

38ei015 o oo oo ool ERIVEIS

m BIIUSPBID m upwadeusiy m
m m S1BIYILISD m
: 07 au07 241095 M 907 2u07 ssauisng M P0C 2u07 Jolauiliad

1341ED

1

m
m
m
m
¥

e
|E1Od
usuwiegeusiy
SIEQHIS]

707 1ouiaqul



WO 2017/083071 PCT/US2016/057744

311

F 300

Provide caller public key to obtain key iD

v

NN

3

Generate APl message for callee including key ID \/’g‘:
3

v

(Obtain data to sign from AP| message

v

Generate signature of data to sign using a
cryptographic algorithm and caller private key
corresponding to the public key

3
y
~3

Transmit signed APl message o callee

FIG. 3



WO 2017/083071

Unsigned API
Message 402

String to Sign
412

Private Key 422

Signature -
Token 430 Request TS 432§ Signature 434
&
Signed AP . Signature
Message 436 Unsigned APl Message 402 Token 430

411

PCT/US2016/057744

{-—- 400

Method {e.g., Resource

Header 408

Body 410

POST) 404 indicator 406
L
Method + -,
Reguest TS 414 Resaurce Header Hash Body Hash 420
: 418
indicator 416

&

o
Cryptographic Hash 426
Algorithm {e.g.,
oo L RS A-Sha2, ECDSA)
424 Encryption 428
o,
.,

FIG. 4



WO 2017/083071 PCT/US2016/057744

&1

Receive signed API message in low security zone

v

2
Optionally validate signed APl message \/ﬂg

v

Obtain corresponding public key

\...,/.\5

Authenticate signed APl message using
N
\../“g

cryptographic algorithm and public key

Forward authenticated APl message to high
security zone

FIG. 5



WO 2017/083071 PCT/US2016/057744

6/11

f 600

Signed AP} Methad {e.g., Resource el Signature
Message 602 POSTI 604 indicator 606 Header 608 Body 610 Token 612
A ’
i \ v v
Verification Method + Header Hash
stringtosign | Request TS 616 Resource ) €’i20 ) Body Hash 622
614 indicator 618 e
(N &
Verify
-
Public Key £26 Cryptographic Hash 630
algorithm {e.g.,
i Kg‘é ,iD RSA-Sha2 or
R, ECDSA} 628 Decryption 632
~
Verify
White List 636 Signature 834 g

Verity

Sender
Network
Address 638

FIG. 6



PCT/US2016/057744

7111

WO 2017/083071

L Ol

TO7 18PIACId BIIAISS

g7 2u0y ssauisng F07 ou07 Jo1ouliag

A

PEEEEEEEEEEEEEEEEEM& EEEEEEEE & EEEEEE
| m |

m
| m m
174 m |y | |

8TZ 191{043L0D £l
30IAIBS 332D mw:w:.m Sunnoy m B | b :
i e e | i
m [ | Des | |
| | o | Il s |
537 JOIRDUBYINY AXOd | 337 80L
i - ) V {dde i
| § o / gom
L » i L “gaywayy |
Tz veZ | ar | m
. IEITe5Ni o'y m

QlL uoiezioyIny m % m m m

28ei0ls e ool i
24N034G i m m m
m | | m
m TTL 349ED [BAUSPaID m m ;
| P |
| G |

|

707 jouiaiu
| 0L 3 Ui i



WO 2017/083071 PCT/US2016/057744

8/11

[ 800

Receive authorization request with user \"’/%2302
credentials
Authenticate the authorization request in high \"/EO!@
security zone
Generate signed authentication token in high
security zone using cryptographic algorithm and \/w’éof.
private key ?
Transmit authorization response with signed L
authorization token 808
Recelve service request with signed authorization L™
token in low security zone 810
Authenticate service request in low security zone e
by verifving the signed authorization token 312
Forward authenticated service request to high
security zone \‘/314

FIG. 8



WO 2017/083071

Token to Sign
204

911

PCT/US2016/057744

Authorization
Token 902

[ 8500

L Encryption

Expiration Time
306

Encrypted
Token 908

Cryptographic
Algarithm {e.g,,

Hash 814

Encryption 916

ngi% Key g RSA-Sha2, ECDSA)
T 912
Signed Token Token to Sign Token
918 804 Signature 922
S v,
Authorization Signed Token

Response 824

218

FIG. 9




WO 2017/083071

16/11
Service Request Signed Token
1002 1004
< \
d \
v
Signed Token Token to Sign Token
1004 10806 Signature 1008
Verify e Verify
‘ Cryptographic Algorithm
Public Key {e.g., RSA-Sha2, ECDSA)
1010 1012

FIG. 10

PCT/US2016/057744

[ 1000

Hash 1014

Decryption
1016




PCT/US2016/057744

WO 2017/083071

1111

L1 9id

EOTT
YOLINGIA
SOTT e e e FUTT
TOTT 5T ST
IIVIHILN] YILdvay
e NSIa QIXid QUYOSAIY 1H0d TVIN3S eI
sL1T — IOTT TOTT BOTT
3N HOSSIDOU AHOW3IIA YITIOULNGD
TWHINID INILSAS o/



