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5101 GENERATING A KEY PAIR CONSISTING CF A FIRST PUBLIC KEY AND A FIRST

PRIVATE KEY

8102 ACQUIRING IDENTIFICATION INFORMATION ABOUT A MOBILE TERMINAL

5103 GENERATING A CHARACTER STRING USING THE IDENTIFICATION INFORMATION
8104 ENCRYPTING THE FIRST PUBLIC KEY AND THE FIRST PRIVATE KEY USING THE
CHARACTER STRING TG OBTAIN A FIRST ENCRYPTED PUBLIC KEY AND A FIRST

ENCRYPTED PRIVATE KEY

5105 GENERATING A SERVICE KEY
5106 ENCRYPTING DATA USING THE SERVICE KEY TO OBTAIN ENCRYPTED DATA

5107 DECRYPTING THE FIRST ENCRYPTED PRIVATE KEY USING THE CHARACTER
STRING TC CBTAIN A FIRST PRIVATE KEY
5108 ENCRYPTING THE SERVICE KEY USING THE FIRST PRIVATE KEY TO OBTAIN AN

ENCRYPTED SERVICE KEY

5109 DECRYPTING THE FIRST ENCRYPTED PUBLIC KEY USING THE CHARACTER
STRING TC CBTAIN AFIRST PUBLIC KEY
5110 DECRYPTING THE ENCRYPTED SERVICE KEY USING THE FIRST PUBLIC KEY TO

OBTAIN A SERVICE KEY

5111 DECRYPTING THE ENCRYPTED DATA USING THE SERVICE KEY TO OBTAIN DATA

AA INITIALIZATION
BB ENCRYPTION
CC DECRYPTION

(57) Abstract: The present invention relates to a method and apparatus for
encrypting/decrypting data on a mobile terminal. The method comprises:
pre-generating a key pair consisting of a first public key and a first private
key; acquiring identification information about a mobile terminal; encrypting
the key pair consisting of the first public key and the tirst private key using
the identification information to obtain a first encrypted public key and a
first encrypted private key and saving same; when a service key is encrypted,
encrypting the service key using the first private key to obtain an encrypted
service key; when the service key is decrypted, decrypting the encrypted ser-
vice key using the first public key to obtain the service key; acquiring data
needing to be encrypted/decrypted of the mobile terminal; and
encrypting/decrypting the data using the service key. According to the meth -
od and apparatus for encrypting/decrypting data involved in the present in-
vention, hardware protection is not required, and the data protection cost is
low. In addition, the security of the data can be protected in an oft-line case,
so that the data cannot be intercepted and tampered with.
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