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SPS security option request
1200

Stage ID(s) 1210

SPS control nodes
placement destination
type (PDT) 1212

SPS worker nodes PDT
1214

Encryption settings 1216

FIG. 12a
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Ingestion control nodes
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Storage nodes PDT 1258
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FIG. 12b
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Data record 110
(with optional
requested minimum
sequence number)

Ingestion subsystem

Data producer 120 P 204

Sequence number
102

FIG. 13a

Sequence number length = (n1+n2+n3+n4) bits (e.g., n1=4, n2=44, n3=64, n4=16 bits)

n1-bit SMS version n2-bit timestamp/ n3-bit subsequence

number 1302 epoch value 1304 number 1306 n4-bit partition number 1308

\ Sequence number 102

FIG. 13b
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Receive request to create data stream 1701

v

Determine partition mapping, including, e.g., function(s) to be applied to
selected data record attributes and/or partition keys to identify partition
1704

!

Determine initial set of nodes of ingestion, storage, and retrieval subsystem,

e.g., with respective numbers of nodes based on partition mapping, expected

ingestion and retrieval rates, durability requirements, availability criteria etc.
1707

v

Receive, at ingestion subsystem, data records submitted via any of a set of
programmatic ingestion interfaces, e.g., including in-line or by-reference
record submission interfaces, that result in assignments of timestamp-based
sequence numbers to stream data records based on ingestion times 1710

Y

From retrieval subsystem, provide contents of data records in response to
retrieval requests received via any of a set of programmatic retrieval
interfaces, e.g., including non-sequential access interfaces (e.g., getRecord
or getlterator) and sequential access interfaces (e.g., getNextRecords) 1713

Y

Collect usage metrics (e.g., invocation counts, numbers of records ingested
or retrieved) for programmatic ingestion and retrieval interfaces 1716

Y

Optionally, determine billing amounts (e.g., asynchronously with respect to
the record submissions and retrievals) based at least in part on usage
metrics and respective billing rates for different interfaces 1719

FIG. 17
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Implement programmatic interfaces enabling clients to configure SPS
processing stages, e.g., to specify (a) one or more processing operations to
be performed on stream data records by worker nodes according to a
partitioning policy at a particular processing stage, and (b) an optional output
distribution specification for results of the idempotent operations 1801

'

Receive an indication of an operation Op1 to be performed at processing
stage PS1 on data records of stream S1 with partitioning policy PPol1, with
results to be distributed based on descriptor DDesc1 1804

'

Determine number of worker nodes to be instantiated at PS1, e.g., based on
PPol1, complexity of Op1, and/or performance capabilities of worker node
resources 1807

v

Configure worker nodes to (a) receive data records from S1 retrieval nodes
(b) perform Op1 on data records (c) optionally, e.g., based on recovery policy
for PS1, store progress records/checkpoints indicating which set of partition
records have been processed and (d) transmit output to destinations
indicated by DDesc1 (e.g., as inputs to intermediate persistent or ephemeral
streams, or directly to other processing stages or storage systems) 1810

'

Initiate processing at worker nodes 1813

'

Monitor health status and metrics of worker nodes 1816

FIG. 18a
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Provide SPS client library that enables (a) clients to select, register with an
SPS managed service, or specify desired properties of, worker nodes at
which stream processing operations of one or more SPS stages are to be
performed (b) client-configurable settings for SPS control-plane operations,
such as the extent of worker node health monitoring to be performed by the
SPS managed service 1851

'

Receive an indication of a particular SPS stage PS1 for which a particular
client intends to use SPS client library for worker node configuration, and the
stream(s) Sk whose data is to be consumed by PS1 1854

'

Optionally, receive an indication of control-plane settings, such as monitoring
functions to be performed by SPS managed service, for PS1 1857

'

Determine SMS and/or SPS nodes to be configured for PS1 1860

Provide data records from Sk to worker nodes of PS1 in response to retrieval

requests, and perform control-plane operations (if any) for PS1 requested by
client 1863

FIG. 18b
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Determine that a worker node is in an unhealthy/unexpected/overloaded state
1901

'

ldentify/instantiate replacement worker node 1904

Best-effort recovery
policy in use for stage ?
1907

Yes

No (strict checkpoint-based recovery
policy is in use)

Provide indication of location at which replacement worker node can retrieve
progress records stored by replaced worker node 1910

'

Replacement worker node retrieves most-recent progress record, repeats
idempotent operations on set of DRs indicated as not yet processed by progress
record 1913

l

Replacement worker node processes additional data records of S1 as they are
retrieved 1916

FIG. 19
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Implement programmatic interfaces enabling clients to select from among
various security options for their data streams, e.g., (a) placement options for
nodes of different functional categories such as ingestion/storage/retrieval/
control/processing or (b) encryption protocols for data records 2001

'

Receive an indication, via one of the programmatic interfaces, that for a
specified stream S1, nodes of a functional category FC1 are to be
instantiated using resources with a first security profile (e.g., at one or more
data centers of the provider network), while nodes of functional category FC2
are to be instantiated using resources with a different security profile (e.g.,
at a facility external to the provider network) 2004

!

Initiate configuration of nodes of the various functional categories based on
selected security profiles and/or locations, e.g., FC1 nodes at selected
resources within provider network, and FC2 nodes at external facility using
provided libraries 2007

v

Optionally, configure encryption modules at one or more sets of nodes 2010

v

Activate nodes of the different functional categories to start stream data
record collection, storage, retrieval, and/or processing 2013

FIG. 20
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Determine a partitioning policy to be used for data records of a stream, with
the policy comprising (a) an initial mapping of data records to partitions based
on supplied partition keys and/or one or more other attributes of the data
records and (b) one or more repartitioning policies/criteria for the stream
2101

'

Determine partitions to which various received data records belong, based on
record attributes or partition keys, and select the appropriate nodes of the
SMS subsystems accordingly 2104

l

Generate respective sequence numbers for received data records, €.g.,
based on relative order in which records of a partition are received 2107

v

At storage nodes selected based on partitions, store records in order of
sequence numbers, e.g., using sequential writes to disk devices 2110

v

In response to request for ordered reads of multiple records, provide the
records ordered by sequence number, e.g., using sequential reads from disk
devices 2113

FIG. 21
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Determine that a stream is to be repartitioned dynamically, e.g., based on (a)
overload conditions detected at ingestion, storage, retrieval, control, or
processing nodes, (b) workload asymmetries detected, (c) received
repartitioning requests, (d) changes in stream data durability requirements,
(e) ascheduled software/hardware version change, (f) a detection of a
changed stream usage pattern, (g) an estimated pricing impact of
repartitioning, or (h) a determination of a performance target 2201

'

Determine initial timestamp value (e.g., epoch-based value) to be used for
sequence numbers subsequent to repartitioning 2204

l

Generate modified partition mapping, e.g., with new partitioning function and/
or new sets of nodes for ingestion, storage, retrieval, control or processing
2207

!

Optionally, generate and store efficient combined data structure representing
both the original and the modified mapping (e.g., as a directed acyclic graph
in which each entry contains an indication of a partitioning function output
range and a validity time range, so that only the records corresponding to
modified partitions need to be altered as a result of a repartitioning) 2208

v

Configure nodes to implement modified mapping; retain nodes that use
previous mapping for at least some time period to handle read requests
whose responses may require previous mapping 2210

Y

Determine, whether for a particular read request, the specified sequence
number corresponds to the previous mapping or the modified mapping, and
obtain the requested records based on the appropriate mapping 2213

FIG. 22



WO 2015/070239 PCT/US2014/065061

24/31

Implement programmatic interfaces enabling clients to select a record
ingestion policy for a data stream from among several ingestion policy
options, including for example (a) an at-least-once policy in accordance with
which a record submitter is to submit a record one or more times until a
positive acknowledgement is received after the record has been successfully
stored or (b) a best-effort ingestion policy in accordance with which
acknowledgements are not provided for at least some record submissions
2301

'

Receive a request indicating ingestion policy selected for a particular data
stream 2304

!

Instantiate ingestion nodes to receive data records of respective partitions of
the particular data stream 2307

l

Receive one or more submissions of the same data record 231

No (best-effort ingestion policy is in
use)

At-least-once
ingestion policy in use?
2313

Yes

Save record only once at storage subsystem; after record has been saved,
send acknowledgements for each submission to submitter 2316

Save record at storage subsystem without sending an acknowledgement
2319

'

Optionally, determine billing amounts based on selected ingestion policy
2322

FIG. 23
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Implement programmatic interfaces enabling clients to select a persistence
policy for stream data records from among a plurality of persistence policies
that differ from each other in (a) number of replicas to be saved (e.g., N-
replica vs. 2-replica vs. single-replica) (b) storage type (e.g., rotating
magnetic disk vs. SSD vs. RAM) and/or (c ) resilience to large-scale failures
(e.g., multi-data-center vs. single-data-center) 2401

'

Receive a request indicating persistence policy selected for a particular data
stream 2404

!

Determine ingestion nodes to receive data records of respective partitions of
the particular data stream, and storage nodes to store data records in
accordance with selected persistence policy 2407

l

Receive a data record at an ingestion node 241

l

Save data records at selected storage nodes in accordance with persistence
policy 2413

l

Optionally, determine billing rates in accordance with persistence policy
2416

FIG. 24
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Initialize partition assignment table PAT1 at database service for decentralized-
control SPS stage SP1, e.g., when stage is initialized as a result of a client library
component invocation; create respective unassigned entries for input stream
partitions {P1, P2...} 2701

'

Initialize initial set of worker nodes {W1, W2....}, e.g., at compute instances within
provider network, or at client facility; grant worker nodes read/write access to PAT1
2704

:

W1 accesses PAT1, determines that P1 is
unassigned 2707

:

W1 updates P1 entry in PAT1 (e.g., using
conditional write operation supported at
database service) to assign P1 to W1
2710

:

y

W1 retrieves P1 records using SMS
retrieval subsystem interfaces, performs
processing operations 2713

W2 accesses PAT1, determines that P1 is

assigned to W1, but P2 is unassigned (or

that worker node currently assigned to P2
is inactive/unhealthy) 2716

:

W2 updates P2 entry in PAT1 to assign
P2 to W2 2719

:

W2 retrieves P2 records using SMS
retrieval subsystem interfaces, performs
processing operations 2722

FIG. 27
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During initialization, and/or based on triggering conditions such as the closing of its

subsystem to determine input stream’s active partition list 2801

Discrepancy between partition
assignment table and SMS-provided active

No partition list? 2807

W1 inserts/deletes entries on partition assignment table to
resolve discrepancy 2810

A J
If W1 does not already have enough partitions assigned, W1
selects set of partitions on which to perform processing
operations and updates partition assignment table
accordingly 2813

'

W1 retrieves records of the assigned partitions, performs
processing operations, €.g., without having to interact with

input partition, worker node W1 submits request (e.g., getStreaminfo) to SMS control [a——

SMS control plane or insert/delete rows in partition
assignment table, as long as partition remains open for
retrieval operations 2816

FIG. 28
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Worker node W1 determines (e.g., based on reaching a threshold resource utilization

2901

'

W1 examines workload level indicators in partition assignment table to determine balance
metrics, e.g., to determine average workload level of worker nodes of the stage, number
of partitions assigned on average to each worker node, etc. 2904

W1 workload is below
minimum-load threshold T17? 2907

No

W1 identifies busier worker node Wk from which to offload a partition Pm 2910
W1 initiates/requests assignment of Pm to W1, e.g., by modifying entry (or requesting a
modification of an entry) in partition assignment table 2913

W1 workload is above
maximum-load threshold T2? 2916

No

W1 identifies one of its assigned partitions Pn to relinquish 2919
W1 modifies partition assignment table to indicate that Pn is no longer assigned to W1
2922

'

- W1 performs processing operations on partitions assigned to W1 2925

level or other triggering conditions) that a load balancing analysis is to be performed  [——

FIG. 29



WO 2015/070239 PCT/US2014/065061

31/31
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