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KEY MANAGEMENT METHOD, APPARATUS, AND 

DEVICE 

ABSTRACT 

Implementations of the present specification disclose a key management method, 

apparatus, and device. In the implementations of the present specification, a key 

corresponding to data is calculated based on a data identifier of the data and a 

prestored root key by using a one-way function, and the data is encrypted by using the 

key corresponding to the data. When a data decryption device needs to be authorized 

to decrypt certain piece of data, a key corresponding to the data is calculated based on 

a data identifier of the data and the root key by using the one-way function, and the 

key corresponding to the data is sent to the data decryption device. 
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