SPECI FI CATI ON Transaction Processing System and

Transaction Processing Method 5 Techni cal
Field The present invention relates to a transaction processing
system where funds are transferred through an el ectroni c nessage

bet ween a host conputer and an IC (integrated circuit) card by neans of
the 1 C card 10 which nakes an acEEBCIPICATION! | cabl e account controll ed
by the host conput er. Background Technol ogy

+Up to now, there have been transaction processing systens where 15 the
transaction processing is carried out by using |C cards where the
followng itemis stored, ransactmnoPmcewnngu mnamdary val ues
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' 10 which makes an access to the applicable account controlled by the host

computer.

Background Technology
Up to now, there have been transaction processing sysf,ems where
15 the transaction processing is carried out by using IC cards where the
following item is stored, i.e., information showing monetary values
(hereafter referred to as "Electronic Money"), etc. The following shows a
case when customers transact and process their accounts controlled, by
for example, financial institutions by means of such a transaction
2 processing system.

There are stored in the IC card used in the transaction processing
system, electronic money, IC card issuer's number, IC card number,
account number of IC card holders (hereafter referred to as "Customer"),
and information such as a paséword of the customer, and a program for

25 operating the transaction processing by using the IC card. The customer
puts his (her) IC card into an automated tellers machine (hereafter
referred to "ATM") of financial institutions, and makes an access to the

host computer connected on-line with the ATM. The host computer



specifies the account nunber on the basis of information fromthe IC
.card, and inputs or outputs electronic noney equivalent to an anmount of

noney transacted between the account nunber and the 1 C card through t he
. ATM The transaction processing was carried out by doing so in the 5
. transaction processing system However, such transaction

~processing §f5€fiﬁré§ el abeédusPrRBfAber onteRé |Dasi® VFoTErhaeond PRIk Sthd 1€
- followi ng problens. The first problemwas that it was very

difficult teakiednd ifpatLbr @utputs eledbidiraonsyeqtivdlent teRIAaicuMtshi ne
generates electronic noney 10 and wites its anount in the I1C card. The
transact i onmordy transacted betwean the aseouhtictumber andnirey IGecartiatliroughs

related to each ot her. For this reason, these manufacturers were |ikely
to know t hi theATM;,. The transsebion proseesingiwas cansiedtdurbyrdoingieo darthe
generate_el ectroni ¢ noney and can wite its amount in the IC card, and

i s a gen@r aftranpastion proaesengIsystefl.ch a third party can operate. For this
reason, the thir | i kel.,y to disassenbl e the ransgct i on
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busi ness. custoners rejecte y a resu e cre
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as POS (point of sales) system vending machine, etc., of retail stores, 25

because t heprédacmanufhctiyed by ahdhy manufacturetfereigtaahdopsadd othess
that the transaction processing by neans of 1C cards conplicated the

settl ement ®oradhioveason, these ananwlfacturers vedriet likelynio. kilomtthis sectet. As
“transaction processing increases the nunber of
shown above, the transaction machine can generate electronic money and
can write its amount in the IC. card, and is a general-purpose product
15 which a third party can operate. For this reason, the third party was
likely to disassemble the transaction processing system and to analyze its
mechanism for the purpose of falsifying the information stored in IC
cards. Accordingly, it was impossible to ensure the security of the
transaction machine at the same high level as that of the host computer.
20 Because of these reasons, it was riecessary for IC card issuers to strictly
carry out credit investigation on customers, and it was difficult to simplify
the business. Also, customers rejected by a result of the credit
investigation did not use any transaction machines using IC cards such
as POS (point of sales) system, vending machine, etc., of retail stores,
25 because they cannot hold any IC cards.
The second problem was that the transaction processing by means

of IC cards complicated the settlement of accounts in financial

institutions. That is, the transaction processing increases the number of



2 procedures for checking the anount of funds transferred by

recei ving and payi ng noney through el ectronic nmoney as well as through
cash at each "~ branch of financial institutions. The anmount of such
funds through el ectronic noney is controlled at conpl ex processes, and

there was little 5 roomfor decreasing the nunber of these conplex
processes bproe@gedifor chedléipgsthel ambunt fof fands arahsfeirdd /by Gaseivite aador e,
it was difficult for these financial institutions to sinplify their

- busi nesses. paying moneyl tlerdugh' dlget:vnlie money abawveli asethrdughneash iadreach
processi ng between | C cards and host conputer would inpose a very
heavy bur debranch hef finanoit]l Dustitmtéons. ForThéiasmownt @f, swell Wunds nidroughber
of cases were . transacted and processed even by usi ng a host. conput er
with high electronicaneney iggonbralled/at complex processes, and there was little

Di scl osure of Inyention 15 A trapsaction processing system

conpri sidg Hosmsforcdesyeasing the number,pk these pomplex processes by meang ofy,

custoners, and a secpond card;, . .. erei n the_ transacti hi.ne .i ncl udes
an i nt er f ac§a5% OfPaf&%Qaﬁc Institutions, eggi“?/’ieﬁ%resil I’f‘éﬁ%ggﬁp\‘i&e#r these
transacti ongnachi ne._a i.he host. . Q ter, first card reader-witer
for transm- aﬁ‘&‘%‘ﬁa‘%&&“vﬁﬁg.Séﬁlplﬂ&ﬁsgﬁ}}@f\?sé‘??-the first card
reader-writer angylhg,fy [ﬁobfé}h a8Wat direct ﬁ%ﬁgﬁ&ﬁﬁ‘gﬂ%&@@ﬁﬁgﬂ&%&h for
transmtting and recel ving Sighals between e second car
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for storing therein account information, ormati on necessary for a

t ransact onhpgp coespiter. | NFOF ik OFbdsBA] VTRPLA MnANNRLADErVEf ¢8Ses pereand a

CPU for executing the transaction processing; the second card i ncl udes

a menory fotrshsaoted andoprsddsesd n@ess I8 Yusing & hkodtr @0ABNItedNwith high

processing and a CPU for executing the transaction processing; wherein
processing capability.

Disclosure of Invention
15 A transaction processing system comprising a host computer, a
transaction machine, a first card for customers, and a second card;
wherein the transaction machine includes ah interface for transmitting
and receiving signals between transaction machine and the host
computer, a first card reader-writer for transmitting and receiving
2 signals between the first card reader-writer and the first card, and a
second card reader-writer for transmitting and receiving signals between
the second card reader-writer and the second card; the first card includes
a memory for storing therein account information, information necessary
for a transaction processing, information representing monetary values,
25 and a CPU for executing the transaction processing; the second card
includes a memory for storing informatio_n necessary for the transaction
processing and a CPU for executing the transaction processing; wherein

the first card and the second card directly and mutually transfer the



the first card and the second card directly and nutually transfer the

3 I nformati on representing nonetary val ues based on a signal
representing . authentication of the transaction processing which is
received fromhost =~ conputer by way of the transaction machi ne; and
wherein the host conputer renews.a sum of applicable account stored in
the host coppférfiation'\bépsresbhtingCmeastsyovalieseaedtbdy dipanb aspidienting
processing the applicabl e account when the information representing
nonet ary vahuthentication tofathsf trangdctiohvmeresdingfwhivh isireceived fhemskestnd
card. As a result, the transaction processing system and

t ransact i oncomputendey sway oftthedtmnsactiong machine; pamg ereinethe dmostbt ai n
the following 10 effects. _The feature of the above system and
net hod is t eemputer renemsétswn of applicaklesaoegunt storediinchenhosty comapuater ng
el ectronic mgney. . Therefore, the transacti on nachine_is not designed to
gener at ed anyvhickcis Gﬁiclieaﬁﬁﬂe)ﬂr decregfed; by,sransaciing ard sprocessing dhieon
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card suppli origi na ser prograns can be set by financia
I nst it ujg ongffeets:. Therefore, the only limted persons can know the
mechani sm of transferring of electronic noney. As a result, it is

possi bl e to ensuThe feature of the above system and method is that the transaction
processing is executed by transferring electronic money. Therefore, the
transaction machine is not designed to generate any electronic money,

and is not related to any trahsaction proceséing by electronic money

15 transferred between the first and the second cards. That is, the
transaction machine is not designed to control the transaction
processing, and the first or the second card is designed to do so.
Accordingly, the transaction processing is carried out by directly
transferring electronic money between the first and the second cards. In

20 addition,- the two cards can be manufactured as respective products by a
manufacturer, system programs can be set by card suppliers, and
original user programs can be set by financial institutions, etc.
Therefore, the only limited persons can know the mechanism of
transferring of electronic money. As a result, it is possible to ensure

25 extremely high security in the same way as that of the host computer,
| nevertheless the transaction processing system and the transaction
processing method described in the present invention are general-

purposed.



25 extrenely high security in the same way as that of the host conmputer,
neverthel ess the transacti on processi ng system and the transaction
processi ng net hod described in the present invention are general -

pur posed. 4

Al so, the feature of the above systemand nethod is that the anount of
noney i s newly i A%ss;ahede@furdest ihRsssbvidysylstamsard nikthedds Rhat €86 iaftbunt the
account stored in the host conputer through the transfer of i nformati on
whi ch shows ofriieriey ¥s newlgsineeé¢asednor decféaset by dradmeacbings aadnprovessing
Therefore, the above system and net hod neans that the transaction

processi ng édheuactount wtored simsthe shasinedmputear thieugler thertransfér nefhci al
institutions which are their _ cooperators. Accordingly, in the
t ransact i onipformationgwhich ahoard mwmnsahxqsOhegwge@sﬂlm@rét and the
present inventiop, the assets owned hy the card hol der or the financial 10
i nsti t ut? on§eeen ﬁ@r&o @@Z‘Qr@, tﬁpea gystom andsmathed meansthag thene
settlement of accounts is conplete i{medtﬁe}tel% '&n fi na cial institutions.
Al so, finant¥sac 'P{Rqeﬁﬂélrg% “éﬁafp TENSHTE ASSELS PHECLCRD GATS AjSUE Huse
' they can check the amgunt . of ney trapsf.erred through gleckronic.
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' processing between the first and the sécond cards at the transfer of
el ectrompc imdtidutioRls alCE Gobpénators, afe BRI erafsfortad. t THdteiss aend
card the processing carried out only by the host conputer, for
exanpl e, chaegtiergent oflaccovimts iz completed immediately in financial institutions.

Also, financial institutions can simply carry out the accounting, because

they can check the amount of money transferred through electronic

money by checking the second card. As a result, the above system and

15 method bring about an effect that financial institutions can labor-save the
accounting. |

In addition, the feature of the above system and method is that the

host computer only authenticates the transaction processing between the

first and the second cards at the transfer of electronic money.

2  Accordingly, it is possible to allot to the second card the processing carried

" out only by the host computer, for example, charging of electronic money

to the first card, checking of errors before and after transaction

procesing, etc. Therefore, a burden of the host computer is lightened.

As a result, the above system and method bring about an effect that the

25 host computer can carry out a large quantity of transaction processing.

Brief Explanation of Drawings



to the first card, checking of errors before and after transaction

_processing,
“As a result
i host comput

etc. Therefore, a burden of the host conputer is |ightened.

, the above system and nethod bring about an effect that the 25

er can carry out a large quantity of transaction processing.

“Brief Explanation of Drawi ngs

| Fig. 1 shows profgelul ehoter pidcadnés fortrianeaetion Harodesdhg iaesoriding o the
| first enmbodi nent of the present invention. Fig. 2 shows

procedur es first emdodianient of phe peesintdnaentiodi ng to the

5

first enbodi ment

of ‘the present invention. 5 Fig. 3 is a block diagram of the inside
of the transacti ig.n2eshows pirocedures for pragwactionmrecessing according to thiei g. 4
.1s a view showi ng _an external appearance of the transaction machi ne of

| the present firal emhodiment of the presentgnventiena bl ock di agram of the inside

of the transacti
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t he present
appear ance

Bi'flgvent i gn. Fig. 7 is a view show ng an external

PResqnt yeqtign. the present invention. 15 Fig. 8is
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machine of the present invention.
Fig. 5 is a block diagram of the inside of the transaction machine of
the present invention. |
Fig. 6 is a view showing an external appearance of the transaction
machine of the present inveﬁtion.
"Fig. 7 is a view showing an external appearance of the IC card of
the present invention.
Fig. 8 is a block diagram of the inside of the IC card of the present
invention.
Fig. 9 shows procedures for transaction processing in the second
embodiment of the ﬁresent invention.
~ Fig. 10 shows the arrangement according to the third embodiment
of the pfésent invention.
Fig. 11 shows the arrangement according to the fourth embodiment

of the present invention.

Best Mode for Carrying out Invention
(Summary of Transaction Processing System)
The present invention relates to the transaction processing method
and the transaction processing system where access is made from the

transaction machine to the host computer of financial institutions, etc., by



Fig. 9 shows procedures for transaction processing in the second

~enbodi nent of the present invention. Fig. 10 shows the
carrangenment according to the third enbodi nent 20 of the present invention.
. Fig. 11 shows the arrangenent according to the fourth enbodi nent of
“the present invention. Best Mode for Carrying out
Invention QRidgSYRENRYstOtard BNGRGFIR cAlIQT, CTustdmats ©ard") for customeide

. present -invention relates to the transaction processing nethod and the
“transacti onigyuk d8i rRardyissaeryhef ¢hase einansialeiitstitutiond)eete., and the
transaction machine to the host conmputer of financial institutions, etc.,
by accounts controlled by the host computer a® subjected to thei$rampachienf i r st
card (hereafter called, "Custoner's Card") for custoners i ssued by card
i ssuers of pmeesssingasuchnlas eeposit i withdrawal, (may beepaymendc heneafter
‘controlled by _the host conputer are subjected to the transaction

processifg saedasPawmentt), transfer.cberropang, e paynent, hereafter 5 call ed,
syotem ot the pr SBenTERRASHID Br0GeSsing SHBETR R R DRORETE HORAOREE ef
e e o LS S Ay S b SRS g
Cherr coopePh Bl iibeifidrss A indattioR MAGnG bybod B doherotied By et
~holders.  The 98 lorCHBIF cBbpéiitotd) % sbARPCA+P BwHHIAAE @ntrolled by card

10 issuers or their cooperators and customer's cards owned and controlled

by card holders. The host computer and the transaction machine are
connected on-line with each other. The transaction machine and
customer's cards are connected with each other at the card reader-writer
for customer‘s cards set in the transaction machine. Also, the
15 transaction machine and the second card are connected with each other
at the card reader-writer for the second card set in the transaction
machine. In the transaction processing system having such an
arrangement, the customer's card and the second card receive signals
(for authenticating the transaction processing) transmitted from the host
20 computer by way of the transaction machine, and mutually transfer
information (hereafter called, "Electronic Money") which directly shows
monetary values on the basis of these signals. The host computer renews
the amount of money increased or decreased by transacting and
processing the account stored in the host computer through the transfer
25 of electronic money between the customer's card and the second card.
Also, the state where the customer's card and.the second card directly
transfer electronic money to each other means that the transaction

machine relays signals received and transmitted between the customer's



connected on-line with each other. The transacti on machi ne and
.custoner's cards are connected with each other at the card reader-witer
for custoner's cards set in the transacti on machi ne. Al so, the 15
transacti on nachi ne and the second card are connected with each ot her

at the card reader-witer for the second card set in the transaction

machi ne. cBrd hgn8r 8he agddodd Wa@d%ﬁﬂﬁ!@uﬁﬁ%@?oﬁﬁ\éhn@nsyﬁé fansaction
arrangenent, the custonmer's card and the second card receive signals

(for aut henproedgsig.t hFhiat dssticd statepmeans thag)thertransattion rhachiniehdodsost
20 conputer by way of the transaction machine, and nutually transfer

i nf or mat i onnphatondfdélethe dramshctiodl processing,Mbukythy firstcor dhe eseicbnd stards
monetary val ues on the basis of these signals. The host conputer renews
the armpunt eéntmekeit.i ncreased or decreased by transacting and

“processing the account stored in_the host conputer through_the transfer 25
of el ectPoni c noAdso.dtincensidezed %ﬁﬁe-@oaartaaawtt%%ﬁa ig 1s¢d in
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1
above transaction machine is us . various fields. For exanple, it
-i's possiple to apply atsls Bohsidesad that the cust®bl'sefardoahd Setdhdl asgd Sddees

set in financial institutions, the POS term nal, vendi ng machi nes, and
ti cket machiappliedeto prodticiesin etaciousasgldapes other than the shape of cards, if
these products are equipped with an IC. For example, such a ca.rd can be
incorporated as a component in a certain machine, or can be used in the
shape of only an IC chip.
15 (Generation of Electronic Money)

The transaction processing system of the present invention is
designed so that the only limited persons can know the mechanism of the
generation of electronic money in order to ensure the security of the
electronic money at high level. For this reason, this mechanism is not

20 incorporated in any general-purpose products which can be operated by a
third party. That is, the mechanism is incorporated only in products
controlled strictly. |

The following is an explanation of products equipped with the above
mechanism.

2 Products equipped with such a mechanism are used under strict
control of a person having powers to issue bank bills or the keyman of the
management of each financial institution. The person having powers to

do so means the central bank (the Bank of Japan in the case of Japan),



the conputer, videotex, telephone, etc., set in households and offices. 10
It is also considered that the customer's card and second card are
applied to products in various shapes other than the shape of cards, if

t hese products are equipped with an I C. For exanple, such a card can be

I ncorporated as a conponent in a certain nmachine, or can be used in the

shape of ongndathd ke§iidh mMeand ChBHedd OFfied ol @ likai 6f Mr§ehanks. For
The transaction processing systemof the present inventionis desi gned

'so that theegahplé wheadtheetarinsl bank Kizew sulch prodhats, thieWenitfel bank will
generation of electronic noney in order to ensure the security of the

el ect roni ¢ malkey aaloan gfi electedénicFmonefi s neanmency Hioscity daarkiss msteadodf 20
i ncorporated in ani/ gener al - purpose products whi ch can be operated by a
third partybankabil sandheemmasnivshncﬂsthmcenbml deank drsylent tor shese city
controlled strictly. The following is an explanati on of products
equi pped® wi banksaptonew. In thiseases the zyrrency must he equivalgntoinotheger 1
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banks instead of bank bills and securities which the central bank has
| ent t o010 hefigedi dapital. DAMES rekardotohl trahsfd 6F dlasiRonidfhofidk RtGeeilthle be

equi val ent to these
central bank and city banks and among head offices of respective city
banks, for example, the electronic money is stored in the second card
shown in the first embodiment (described later on) of the present
invention, and this card is carried, or the transfer. is carried out on-line.
15 (Arrangement of Transaction Processing System)

As shown below, the transaction processing system is explained as
an example of the present invention by using an ATM set .in- financial
institutions. The ATM is a mode of the transaction machine in the
present invention. Figs. 1 and 2 show the first embodiment of procedures

2 for transacting and processing the electronic money by way of ATM. Fig.
1 shows an example of withdrawal (may be payment, hereafter called,
"Payment”), and Fig. 2 shows an example of deposit. The ATM is
available in two types, one is designed to deal with only electronic money,
and the other ié designed to deal with both cash and electronic money.

2% Fig. 3 shows the internal block of ATM designed to deal with only
electronic money, and Fig. 4 shows the outside drawing of the ATM.
Also, Fig. 5 shows the internal block of ATM designed to deal with both

cash and electronic money, and Fig. 6 shows the outside drawing of the



bank bills and securities. Also, when the head office or the like of city

~banks uses such products, the head office will generate a part (as electric
noney) of circulating capital in the whole capital held by these city
banks, and instead, will freeze the capital equivalent to the

el ectronic noney as a 10 fixed capital. Wth regard to the transfer- of

el ectronic pPRgy befisheBRtH AErMs areC@iHvléﬁ{eij?kat@é‘&xiﬁh‘té/n @?ﬁﬂéﬁg@nﬂlﬁw
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(described | ater on) of the present i nvention, and this card is
carried, or the Indigh.ct and 2;alenioted byrtl izna hiosecorhputérh2 isngye AATM, Bfis a
Transacti on Processing Systen) As shown bel ow, the transaction
processi ng sustomer's caxd] anded iasa secondrcardaihereaftertdadlad; SAIN camdt i on
“by using_an ATM set in financial Institutions. The ATMis a node of
the tranBacrespectivsly.ne in the present invention. Figs. 1 and 2 show

the first enmbodi nent of procedures 20 for transacting and processing, the
el ectroni c noney Wopt gomputer-icgntrols the grepungnok casomess. wi dhdisanal

el e of GopBsted onlpimthe&TM 2.5, £yd “”ﬁsﬁrﬁm@”?ﬁ% i ;1;54452?&&“ d
desi d deal ,w I | eCt ' , d,. t t . '
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Fig. 6 shows the outside drawng o

9 (incMnisforhatidn SN casdned | HD Neinfornda fiah NbA desritendsnés cal
mark to their conponents having the sanme function as that of each
ot her. transaction processing, for example, deposit, payment, transferring,

borrowing, etc., and information on amount of money transacted, etc.,).
Therefore, the customers can carry out the transaction processing by

15 making an access to their accounts or the account at a bank to which they
transfer money.

ATM 2 is a terminal where the transaction processing is executed
by making an access to the customer's accounts controlled by the host
computer 1 or to the accounts at banks to which customers transfer

20 money. This ATM 2 has an ir_lterface so that it can be connected on-line
with the host computer 1, and has a reader-writer so that it can be
connected with the customer's card 3 and the ATM card 4. Such an
arrangement enables the host computer 1, custoxﬁer's card 3, and ATM
card 4 to input and output various information among them by way of the

2% ATM 2.

The customer's card 3 is a product equipped with an IC issued from
card issuers to customers. The following items are stored in this

customer's card 3, namely, information necessary for transaction

10



In Figs. 1 and 2, denoted by 1 is a host conputer, 2 is an ATM 3 is a
custoner's card, and 4 is a second card (hereafter called, "ATMcard"). 5

respectively. The host conputer controls the account of
custonmers. It is connected on-line with ATM 2. Custoners input the
follow ng itens fromATM 2 to the host conputer, nanely, information

(including (inclading feforfihtdh fon8RE  fhahdial ihstit@fofCtsTes, B head 6ffidece
code, branch 10 codes, account nunbers, etc.,) on custoner's card 3, and
i nformati oncode, brahoh! sedery aédountanudbers, Cesleokys, [dic.,),nhadnmelécthicon
contents of transaction processing, for exanple, deposit, paynent,
transferri ngoney arbrvarious) pregcamsa fichcludiongrat programa fo cheocking rthe
transacted, etc.,). Therefore, the custoners can carry out the
transacti ongenydveneny wf wnnactedg machiness ao pregramycdonnmubuallye
account at a bank to which they ransfer noney. ATM.2 is a
t er mi nal  whanéhenticatingsanilo ﬁaﬁdowi ofsothexs acprogranyforeding 07
access to the custonper's accounts controlled, by th ost conput.er 1 or
to the accodfrad DAORHAOH BUBTRETERS TOF AHPLIALRE CopPRIGHiensTY 2

R L R
(ne”cust ok At Nip ALY 5 byt Mo Bid JRUETEREREH,

t he host co cu card nput and
out put vari gy ﬂn‘?ﬁ%’d LAYaAEONg them by way of the 25 ATM 2.
The custoner’ Eecar gﬁ%s aaproduct equi pped with an I C issued from card

i ssuersjgo cust opEM.cardN€id 8l produef eqhifisFeddwitls bA KY owheldNasd controlled

custoner's card 3, nanely, information necessary for transaction
10 by card issuers or financial institutions which are their cooperators. The
following items are stored in this ATM card 4, namely, information
necessary for transaction (including information on system codes,
financial institution codes, card numbers, code keys, etc.,), and electric
15 money and various programs (including a program for checking
genuineness of connected machines, a program for mutually
authenticating IC card and that of others, a program for coding or
decoding information, a program for stipulating communications, and a
program for preventing illegal use, etc.,,). These information and
20 programs can be inputted or outputted in accordance with conditions
determined in advance. @The ATM card 4 is operated by a system
program determined by a manufacturer who is a card supplier and by an
original user's program determined by a financial institution which is a
card issuer. From now on, both card issuer and card activator are

2  unified, because they are identical in most cases.

Various measures against forgery or falsification of cards are taken
for the above customer's card 3 and the ATM card 4 to ensure the security.

Some of the examples of the measures are as follows, namely, checking of

11



(including information on the financial institution codes, a head office
code, branch codes, account nunbers, code keys, etc.,), and electric

t money and various progranms (including a programfor checking the
' genui neness of connected nachines, a programfor nmutually 5 authenticating

§an | C card and that of others, a programfor coding or decodi ng
i nformati ongeafihéndasufft @hNrieeted madHiabs, wutaaTaathéhtieaton of artTC éard
i program for preventing illegal use, etc.,). These information and

prograns caandethapoftetthers, ohegkinigedf icastornor'dald dincluding nsisténnsode,

determ ned in advance. 10 ATM card 4 is a product equipped with an
| C owned andardrnuniberd etc.,).bgxeentdonsefieoding d1 decoding iofsinformatien,nhi ch

~are their cgoperators. The fol |l ow ng itens are stored in _this ATM card

4, nanely, lofkingefiapart of -pregram, ap

volatilizgationrf(a partof fgpregrémat i on
on system codes, financial institution codes, card nunbers, code keys,
etc.,), And®¥-ectric 15 nmoney and various progranms (including a program

P e T i
decod g, L O Tog 0 B A oa3) B4 AR RIS ol
By s R .

deternined Rlerk WPRFABALUPEFt WAO chiirge,CO 5 UPBANEF-WARLIOYF AT cardg' fd# Nal
‘user's programdetermned by a financial institution which is a card

i ssuer . 10 Fr edstuanes (héx@ialfterc dilled,s “Oastomél's Tahda Rdadatr Wre£")290 Whiaf i ed,
because they are identical in nost cases. Vari ous neasures

agai nst for geagenwritérsidfi AdffMorcands cdredeafier taldled, "ATMrCaid Rbader-
custoner's card 3 and the ATMcard 4 to ensure the security. Sonme of
t he exanpl eVuter'he Heisarmain(ePUs 12019 aweceiphrptinter; lrackil8gsaf journal
printer.
In Figs. 5 and 6, denoted by 14 is an ATM designed to deal with both
15 cash and electronic money, 15 is a cash receipt and payment, 16 is a
“dealing of bankbooks, and 17 is a receipt issuance part.
The interface 6 is a block which communicates with the host
computer 1 connected on-line with the ATM 2.
The customer operating part 7 is a block in which customers who
2 are card holdérs input indications of transaction processing.  The
customer operating part 7 has an input (see the keyboard shown in Fig. 4,
and the touch panel type customer operating indication shown in Fig. 6)
where customers input instruction of transaction processing, customer
ID, the amount of money transacted by these customers, etc., and has an
25 indication part (see the display shown in Fig. 4, and the touch panel type
customer operating indication shown in Fig. 6) which indicates the
contents to these customers in accordance with the situation while

renewing the contents.



genui neness of connected machi nes, nutual authentication of an IC card
and that of others, checking of custonmer's ID (including system code,

card nunber, etc.,), execution of coding or decoding of informtion,

| ocking of a part of a program and volatilization of a part of a program

5 etc. (Arrangement of Transaction Machine) In Figs. 3 and
4, denoted by 5 Theaferkldpéiasingnpart ® idehbrgeé idiadlbok in which etdrkerufetheoney,
6 is an interface, 7 is a custoner operating part, 8 is a clerk

- operating pfinancialchmstitation impw irstdectionisueh aé startingdacdountiy, etc.,
custoners (hereafter called, "Custoner's Card Reader-Witer"), 10 is a
reader - wr i t of AMAAM Usnally the defk epetating part ATiw «sbabliskediat the inside

- Witer"), 11 is a main CPU, 12 is a_receipt .?ri nter, and 13 is a journal
printer.  or backsidenofithg doer lenated indnent ef the machingnsthatieastomerst o

deal with both 15_. cash _and el ectronic. noney, _15_js a,cash r, ' d
payment ,9 16caanet dea W@h&‘ﬁé’i‘?}% %l@gﬂ&g?&ﬁd {vig alsp P%%séﬁ%te%‘fégﬁajgﬂce
art. The jnterf 6 . hl whj ¢h i cat ith the host
Pomput er 1 SlsthaRata d B Soiion itk e teht And the TSETNORICha triglobdet "O°

- operating part.  Z.i ock in which custonmers who 20 are card hol ders
I nput i ndi C§P%I@r%ﬁgpgf€2hsact I on processi ng. The custoner operating

part 7 has an i ngyl (aQ6nldis K984 dkrs riQ“iEEQIElo%k g?ich ?é‘%%ﬁ@cﬁeﬂ“h
ating 1ndica 1 g. ere

panel type custoner oper on shown 1n

~custoners i Rtk thBsteile?s @frd! 3 AP Add N oP WASRSSEHY elcetivréBhoney andD.
. the ambunt of noney transacted by these custoners, etc., and has an 25

- indi cati®n pMormatish heeestagpfoy tfdriMetion stoded 4n cisGornbe'stcawdiB.panel type
' custoner operating indication shown in Fig. 6) which indicates the

~contents to t hesTheuATMrened readesomitenckd 8 atblode vdiichais connédted with
"renewi ng the contents. _

: the ATM card 4 and reads or writes the electronic money and information

necessary for transaction stored ih ATM card 4.

The main control 11 is a block équipped with a program where

15 electronic money can be transferred directly between customer's card 3

 and ATM card 4. This program is processed prior to the transfer of

electronic money, and includes in detail, a program for checking the

genuineness of the customer's card 3 and that of ATM card 4, a program

for discriminating between the dealing of cash and that of the electronic

2 money, and a program for transmitting and receiving signals among host

computer 1, the ATM 2, the customer's card 3, and the ATM card 4.

Besides these programs, the main control stores therein a program for

indicating the customer operating part 7, and a program for printing the

issuing 17 of receipts. On the basis of these pfograms, ATM 2 checks the

25 genuineness of IC card 3 for customers, makes an access to the account

controlled by the host computer 1, and transfers the following items to the

host computer 1, namely, information on customer's IDs inputted by

customers, and the amount of money transacted and processed by these



The clerk operating part 8 in charge is a block in which clerks of the
“financial institution input instruction such as starting, accounting, etc.,
of ATM 2. Usually, the clerk operating part 8 i s established at the inside
or backside of the door located in front of the machine so that custoners 5
cannot deal with the clerk operating part 8. It is also possible to design
clerk part &uistorgesson Vin hddicion)PATMNE trendfads Cailpnals Ofwhieh Gt fdwer
-operating part 7. The custoner's card reader-witer 9 is a block
‘whi ch'i s coamtherticatingwhe trahsactiosi prezessingautpdtteddoy Bost camputer Bstd he
el ectronic noney and-10 information necessary for transaction stored in
custoner' s ¢hedC3card 3 for custothers/aind (€rairdeh fer the ttaarsagtionsmachineck whi ch
is connected with the ATM card 4 and reads or wites the electronic
"money and i nf or ndiheoeceipt npriatenrl? fisra thlgak awhichh privted inesnltviof e 4.
The main_control 11 is a bl ock equipped with a programwhere 15 electronic
money caP bATansaction precessing opya Fecoipd even¥ lzanpaetion nrogessing sonthatrv

Chect foni CT%E 6L, cAn iﬂiﬁlf?ﬁ@i%%ﬁﬁ%%ﬂh%Stﬁggrt%%ﬁ?%{he%hg%%@i%e

| i > . . ATM , :
gemreness o (i S\SLOI G0 8 R OATRRGE s, BRI,
R mpurerY DifieAs LB AT Un HRI 40 Wl ARAnERS ThliDRGhO RN Sy BRP Ui 0!
-Besi des t hepgstRiP@railBo alBl6clWHere thk rlﬁ%t(ﬁ'g;ig @8oredSnCitdr é’ﬁf&fié@uﬁ:ﬁrashe

I ndi cating the custonmer operating part a programfor printing t
i ssui ng1d.7 gfﬂdiﬂ%eaméet@ the basis of these progranms, ATM 2 checks the 25
genui neness of 1C card 3 for custoners, nmakes an access to the account

control |l ed by th&heasishoeepifteand pagiienit B £ bdodkdto Wwhliclovaslyis pabmnido t he

from which cash is discharged. It has a bill dealing section and a coin
dealing section (see Fig. 4). |
The dealing of bankbooks 16 is a block which reads and writes
15 magnetic stripés for the bankbook of customers. It is also a block which
prints particulars of transactions. .
The receipt'issuance part 17 is a block which discharges receipts
printed by the receipt printer 12 to the outside.
(Arrangement of Customer's Card and ATM Card)
20 Described hereinafter is an explanation of the customer's card and
| ATM card supplied to the transaction processing system of the present
invention. As described above, it is possible to change the customer's
card and ATM card in v_arious shapes as well as a card shape. However,
the following is an explanétion of these cards in the card shape. Also, the
25 customer's card and ATM card are explained as having the same
external appearance and inside block. Fig. 7 shows the external
appearance of the IC card, and Fig. 8 shows an inside block of the IC

card.

14



host conputer 1, nanmely, information on custoner's |IDs inputted by
custoners, and the anount of noney transacted and processed by these

.13 custoners. In addition, ATM 2 transfers signals, which
“are for aut henticating the transaction processing outputted by host
conputer 1, to the IC card 3 for custoners and IC card 4 for the

~transaction mChm%ﬁ 7, denoted by 1®id £ ebhttict AdMPis dx ihdicatiBhdrtVhi ch
.prints a result of t transaction processing on a receipt ‘every

“transaction procghel aenﬁen:tt h8tis a se6tishOowlioseCtermvirfdlald \exposed 4h@ iesult

of the transaction processing. The journal printer 13 is a bl ock
whi ch pri nt gohhectedawithcthe peader-weitee af thecATM 2o(gustomee's aieatder-svritdrat
.financial institutions can store this hi story or also a bl ock where

"the history9, svhenrthe card tisrthge custwimerssichrds3,1andathid &M dansk reader-
The cash_receipt and paynent 15 is a block to which cash is put and

from whi @h Fadter 0, eméhgmrdnsAtW@r&M deal i ng section and a coin
deal i ng section ee deal i of bankbooks 16 is a
bl ock whi ch readﬁ‘ anmatté%n Ba%dr%tlﬁcasﬁ?i’tﬁ% qdﬂh@lﬂd@ﬁﬁbd&dl% tes

; cust oners l.so a Rl ock | |nt art ar s ,of

transact i on%nf TRAtion. QJ V\gﬁ%?r $ s“sﬂfgngeaﬂ T&f& £apd 4 hape the

di schar ges e rec ter S|de
(Arr angemngﬁ‘g*é%ijozq o?r%rr't q%&gg%Q%IA Car %&éﬁg{nﬁ scc% g;d%'ﬁ
 hereinafter; hﬁoﬁﬂaﬁ%ﬁ’x‘ Fhtod 25 thE EHASRSoR b ﬁgeékqﬂgé for 458,

"supplied to't transaction processing system of

Ve, S ottt i S MADILE atgtacn
processing history, contents of errors, items which should be informed
specially, etc. For this reason, customers and clerks in charge can
simply check the transaction processing result, can carry out the
accounting, and can check the contents of errors, etc.

15 Also, various shapes of methods of indicating information are
considered in respect of the indication part 19. For example, a color
medium, which emits colors in accordance with heat and pressure, can
be attached to or buried as an indication method in the indication part 19.
It is also considered as an indication method that magnetic ppwder is

2) sealed with transparent plastics in holes bored in cards, and these holes
are aligned by applying the patterned magnetic force to them. In
addition, it is considered as an indication method that a display such as
an LCD (Liquid Crystal Display), etc., is buried in the indication part 19.

When the indication part 19 is an indication method using a color

25 medium or magnetic powder, a rewritable medium should be used in the

indication part 19 of the customer's card 3 and the ATM card 4, because it

is desirable to use the indication part 19 twice or more. In this case, the



the followng is an explanation of these cards in the card shape. Al so, the
25 custoner's card and ATM card are explained as having the sane

external appearance and inside bl ock. Fig. 7 shows the external
appearance of the I1C card, and Fig. 8 shows an inside block of the IC
card. - 14 In

Fig. 7, dengyd Dyndst havéaCP¥théink Mathdd l(hét Show A i @gintgrhiﬁsiﬁ&tthe heat,

The contact 18 is a section whose termnal Is expose connect ed

with the repfgurs, dremaginetitefofddte theé ¢a50iRer's carPdaindthé ATM card 4\When

the card is the custoner's card 3, and the ATM card reader- 5 witer 10,

when the card i sWhied dhiediddication part 19he andixdicationpanéthidl iusiagsacti on

whi ch visual ly indicates information. The custonmer's card 3 and the

ATM card 4 dimplayhthe customier'st card Baandithe AlEMecard et will stareothiéreghy,

they can indicate information related to the transaction processing,

f or exardpl einfopmajtigm mebatedn to ntransartiona nisn dheim memosies (datas memory

t ransacti on .processi ns;] hids:t Q{y_, contents of cerrors, .itenms which shoul d
), and will '

¢ JLe
be i nf or meddescribgdelater pp Apdicate dnformation iy the Andicatien Rat 1 | n
charge can SJ check the trangacti,on prpcessing result, .can garr
oo I8 o wherBimhh T IarmatEn ik Aleried i AONHIEe, frash  gié Infanatign |

Al so, variouea ?h es}(I)f tmethosof 'ngi%atin‘ginf rmation .ane .

consi dered Y912 %@Bt@ct O EHEAF AR L P RO R TY BT or‘nﬁﬁ’éﬂﬂf‘g‘,’m&a&‘8f‘o?n
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indication part 19 can be changed with a switch. Therefore, customers

and clerks in charge can obtain various information from these contents.
This can be realized, for example, if these cards have an indication
switching part (not shown) on their sﬁrfaces, wherein indications are
15 inputted in the indication switching part to switch the contents of the
indications in sequence. In addition, the indication part 19 of these cards
can be designed so that it can be operated under fixed conditions to prevent
information from leaking to a third party and to prevent them from being
illegally used by such a third party. This can be realized, for example, if
20 these cards have a memory (data memory 23 described later), an input
part (not shown), and a coinpérison part (a part of CPU 20 described later.
With regard to the above structure, the memory stores ID numbers
determined in advance, these ID numbers are inputted from the input by
customers or clerks in charge, and the comparison part makes a
25 comparison between the ID numbers stored in the memory and those
inputted from the input part. As a result of the comparison, when the ID

numbers accord with each other, the indication part 19 can be operated.
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are aligned by applying the patterned nagnetic force to them In
-addition, it is considered as an indication nethod that a display such as
an LCD (Liquid Crystal Display), etc., is buried in the indication part 19.
- When the indication part 19 is an indication nethod using a color 25 nmedi um
or magnetic powder, a rewitable nmedium should be used in the

~indication part L9Fu. 8 deriuted ¥3E20 s 8 CPURGYR i@ piptzaanterhorpeouise it

is desirable to use the indication part 19 twice or nore. In this case, the

15 a sysbdid Bettitsg rhemery, BBiista dntaementbriyn @4 #haweymnuaricationppl y
t he heat, pressure, or magnetic force to the custoner's card 3 and the
ATM card 4. circuit, and 2§iern chdingrdecadingreipenit. 1Alse, the programi memeyhod
using a di splay, the custoner's card 3 and the ATMcard 4 will_store

therein 5 i Alothmsystem sethingimemary 4% snd Bresdata meaoryghshown indhigs 8
menor descri bed | a.tnaﬁ in the

; dwill indi ¢! ti
i ndi pgt i®n pEe gxpressed 1 rEgQ%l?Pﬁg@q\gn’F%Rl n. ﬁl’]%?irggll E@&ig?lgéﬁ, Itaﬁ‘ﬁr‘&ﬁllé{ from
i nfor ma oty are inpéabls bb Rach @RRE | TBASe pioHen iR hivE Fhlataft "
Al so, the 1 t omey. 3 .he ATM d 4 desi d t hat t he
co?]'?entse-of gnﬁuﬁqxﬁgﬁaﬁlp%ﬁregg,r{'eak%gc%gﬁlybe cﬁg:]ged \?Mr'?h :Slsgmn'?ch.soThe?eforg,
¢ I T A . . 3 :
CheseContent o118 OB 06 LCAREDAY PH BB NANIR POGR

an indicati getermired aBitharild by (A0 SEEWHerLcdr@idsurisf 36€S, VhsToRIsn
i ndications are 15 inputted inthe indication swtching part to switch the

cont ent 30 of prégrams arglifeAtéaiapld) prsgiansefor! chedkdingi tile gdrmiinediesatofon
part 19 of these cards
machines or IC cards, program for identifying the authentication

transmitted from host computer 1 or ATM 2, program for directly
transacting and processing between customer's card 3 and ATM card 4,
program for indicating information to indication part 19, program where

15 the card itself locks a part of the other program depending on the number
of errors, and program for releasing the locked program.

The program memory 21 is a memory which stores the information -
and program prepared by card suppliers who are suppliers mainly of
systems. Usually, this program is indispensable for operating the

20 transaction processing system.

The system setting memory 22 is a memory which stores therein
the information and program prepared mainly by card issuers. Usually,
this program is for operating the services determined arbitrarily by card
issuers, and is for stipulating the input and output of specific

25 information.
| The data memory 23 is a memory which stores therein information
on system codes (financial institution codes), card numbers, ID numbers,

electronic money, etc.
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can be designed so that it can be operated under fixed conditions to

pr event I nformation fromleaking to a third party and to prevent them
from bei ng illegally used by such a third party. This can be realized,
for exanple, if 20 these cards have a nenory (data nenory 23 descri bed
later), an input part (not shown), and a conparison part (a part of CPU
20 descri bed | atphe comniWhitatRAR Grddlt! 98 APQY QI CWHI¢h doMRroRTRhE
stores I D nunbers determned i n advance, these ID nunbers are inputted

from t he i nggthntidhicatiofy Stidhethe oitstd&r ks i n charge, and the conpari son
part nmakes a 25 conparison between the ID nunbers stored in the nmenory and
t hose i nput t'EHe feoding-decodipgtcirarit 25/ a cirenit whith chdes amdadecodes when
“the ID nunbers accord with each other, the indication part 19 can be
operated. information transmitted and received by communiations with the

In Fig. 8, denoted by 20 is a CPU 20, 21 is a programnenory, 22 i%

syst em det tou@ldmodln:nngato thig eizeuitnbhe tyansaction precesfing Swstesn of the
circuit, and 25 is,a coding-decoding . circuit.,L Al's t he program nenor

21, the sysPEAfeRdt IRYRHRRDFAN BreVERY ‘E?f'é'eﬁ%iféo%%‘?%‘% s i FARPYS 8 5
TR R R T R ST e e
b " £ SR AR RS e et e T PR 4
D O SR Bl A0 e Cord QORI G ISTL e
for ideff i f ¥ieRfrdué KR3Y! foHhafibhO"
| (Procedure for Starting Transaction Processing System)
Described hereinafter is a process of starting the transaction
processing system of the present invention.
Step 1
15 When a clerk in charge connects the ATM card 4 to -the ATM card
reader-writer 10 of the ATM 2, the ATM 2 and the ATM card 4 will
authenticate with each other (hereafter called, "Mutual Authentication”).
The mutual authentication is to check the genuineness each other. That
is, the ATM 2 checks to ensure that the ATM card 4 connected at present
2 is the genuine ATM card, i.e., it is neither the forged nor falsified second
card, and the ATM card 4 checks to ensure that. the ATM 2 connected at
| present is a genuine transaction machine. When mutual authentication
between the ATM 2 and the ATM card 4 is carried out, the process goes to
step 2.- On the other hand, when the mutual authentication is not carried
25 out, a signal will be transmitted to the outside monitoring terminal (not
shown) or the like so that a clerk in charge can connect the ATM 2 and

the ATM card 4 on the basis of procedures determined in advance.

Step 2



transmtted from host conputer 1 or ATM 2, programfor directly
transacting and processi ng between custoner's card 3 and ATM card 4,
program for indicating information to indication part 19, program where 15
the card itself |locks a part of the other program dependi ng on the nunber
of errors, and programfor releasing the | ocked program The

program menmory 2{héh dheeiithallastheritidatfon 'ﬁh‘sh@@r MRkt Wdmputednd RHAIram
prepared by card suppliers who are suppliers mainly of syst ens.

Usual Iy, thikedk &8 ensuts thasilsd ATMMaedf Pis gpraiid. N0Aftee tRe chietkitggthieon
processi ng system The system setting nenory 22 is a nmenory which
stores therprocess gdeseto step 13at iCm thedothrerghaml prdpar ¢he rteostl gorhputear d
_issuers. Usually, this programis for operating the services determ ned
arbitrari| yjudgesathiat thei ATDEreardaddisi Bot (gensmnp,ulshe ihptt cmpnpen lamill

. out put of seC|f|c 25 |nformat|on he data nenory 23 is

" nmenory Vhi ctransoaids a pignal rwhichomeanso Abnonnﬁlltyystfeﬁhecéa‘é\g qardrﬂaﬁeltbp
| nst ituti on es), car r | D .nunmber ectroni .etc.
A&q& SN A irh apreies this fignalindicates o ht SggeRHOR

icontrols t he |cat|

codi ng- decoBFﬁtgoﬁm%gguFﬂé?erg Hgé?arl%[ﬁ %g]gh‘ﬁ:ﬂ clg%ega%ﬁap]&gg&&gg%normal
| nf ormat i OnAtIrl\ﬁQ:%%ttf %qtl?g%éﬁ Ghle oF caw cﬁgm ﬁﬂflbﬁﬁﬁl W ctaQ& 4 itself.

Step 3
10 The host computer 1 registers a state where the ATM 2 can
presently carry out the transaction processing by means of electronic
money, and transmits the ATM 2 a signal which means that the ATM
card 4 is genuine. | |
Step 4 .
15 - When the ATM card 4 receives the signal which means that it is
genuine from the host computer 1, it releases, for example, lock applied to
a program for transferring the electronic money. Then, the ATM card 4
. can carry out the transaction processing, and the starting of the
transaction processinglsystem will finish. Once the ATM card 4 is in a
2 state where it can carry out the transaction processing, the state will
continue unless a clerk in charge inputs an instruction to stop the
transaction processing on the basis of procedures determined in advance,
the ATM card 4 is removed from the ATM 2, or the power source of the
ATM 2 is turned off.
25 . With the above mentioned processes, the starting of the transaction
processing system is finished.
(Procedures for Transaétion Processing of Transaction Processing

System)



5 outside. OMng to this circuit, the transaction processing systemof the
present invention can prevent secrets fromleaking. Also, various

nmet hods are considered to code and decode information. For exanple, it

can be realized in such a manner that an electronic key information is set
to deci pher information, and the card at the receiving side has the 10

el ectroni c key i|fborqBLd %reins&%rﬁ.%%?@ﬁ@ﬁu{dﬁo gf‘ﬂ&é REan B AChH0RBsses

Processi ng System | bed herel naft IS a process of starting
t he transachiydlectronit AFctsy i thi tr@ Akt sk Hrocasseng sZtéiﬂtdethe present,

Step 1 15 When a clerk in charge connects the ATMcard 4 to the ATM
card r eggentisnt er 10 of the ATM 2, the ATM 2 and the ATMcard 4 w ||
aut henticate with each other (hereafter called, "Mitual Authentication").
The nutual aut heThedxansacticn poocessinig systegeofithe pessenddoientionrincluides

I's, the ATM 2 checks to ensure that the ATM card 4 connected at present 20
i s the g@nulnproxths vwhere the transadtiomanachinet (2 dhackedtheogenuingrgssdof
second card, and the ATM card_4 checks to ensure that the ATM 2
connect ed athe first gazd {4, 2 pracefsnwhere thefzansadionmashine (Ahanakes an
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18 10 the transaction processing carried out between the first card (3) and the

second card (4), and transmits a signal for authenticating the transaction
processing to the first énd second cards, and a process where after the
first card (8) and the second card (4) authenticate each other on the basis
of signals for authenticating the transaction processing received from the .
15 host computer (1), they mutually transfer information which directly
shows the monetary value. The transaction processing system is
characterized in that .when the transaction processing starts between the
first card (3) and the second card (4), the transaction machine (3) will
relay until it receives a signal'which means the finish of transfer of
2 information on a monetary value between the first and second cards
without any interposition of signals inputted and outputted between the
first and second cards in the transaction processing.
In addition, the transaction processing system of the first
embodiment is characterized in that infofmation on monetary values is
25 stored in the second card (4) in advance.
Described hereinafter is an explanation of procedures for
transaction processing by the electronic money in the first embodiment

with reference to Figs. 1 and 2.



When the nutual authentication finishes, host conputer 1 will check to
ensure that the ATM card 4 is genuine. After the checking, the process
goes to step 3. On the other hand, when the host conmputer 1 j udges t hat
the ATM card 4 is not genuine, the host conputer 1 will 5 transmts a

si gnal which neans "Abnormality” of the ATMcard 4 to the - ATM 2. The

ATM 2 whi ch recepyns {hifdSbIsRbw Bas&P WiRe® tHd Grhfi8h68bh OProcessit tisOf
the clerk operating part 8 so that a clerk can replace the abnormal ATM

card 4 wi t hpgyiewt it dep6sit. CIRiekt, (the eduecsirthe Phyntaitdistexplaghéd with
Step 3 10 The host conputer 1 registers a state where the ATM 2 can

present |y cesfeyerioettot Fig.tlr ansacti on processing by neans of electronic
noney, and transmts the ATM 2 a signal which neans that the ATM card 4
i s genui ne. Step5 Step 4 15 Wien the ATM card 4 receives the
signal which neans that it is genuine fromthe host conmputer 1, |t

rel eased for exengtamersmsarleghphecontents of the itrapsastion precessmg at thet he
el ectroni c noney. .-Then, the ATM_card can carry out .the transaction

processi ng, tr@masﬂensnrap%ﬁi%_gof_ Bel SLLO“ESr FP%W%?’E)E%Q? e paxment, | |
(o 1eh. O e AT e b, | Aok Rhoc, o JEEC EOR: R i
basi o of " br BRERY S RIEHEN L BEIFDY bk Whstomet S REATRA AL G e
fromthe AT%%rarirs%ﬁrﬁ ?[%‘rf]‘té QOWEhé AFHC2 Sgr(wé@s of "s %i%n' Sf L1dehRRiOoney”

Wth the ab processes, e starting the transaction
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19 functions by itself on the basis of this instruction so that the transaction
processing can be carried out by using electronic money. It is also
- possible to omit the process of selection of the electronic money.
Step 6
15 After the process of selection of electronic money (the process of
payment of electronic money), the customer card 3 will be inserted in the
customer card reader-writer 9 of the ATM 2. The ATM 2 detects that the
customer card 3 is inserted therein by means of a sensor installed in the
vicinity of the customer card reader-writer 9. (process of "Insertion of
2 Cards")
Step 7
After the process of "Insertion of Cards", the ATM 2 connects a pin
terminal to the contact 18 of the customer card 3 to electrically connecf to
the customer card 3. In addition, the ATM 2 supplies electric source to
25 the customer card 3, and transmits a .reset signal thereto (process of

"Answer to Reset").
Step 8

21



Descri bed hereinafter is an explanation of the transacti on processes

by el ectronic noney in the transaction processing systemof the present

i nventi on. The transaction processing system of the present

i nvention includes 5 a process where the transaction machine (2) checks

t he genui neness of the first card (4), a process where the transaction
machi ne (2) makegftap the proédsdsst Answir firReset, o ATMiDahfahbaaistomeput er
(1), a process where the transacti on machi ne (2) checks to ensure that
the card ho¢gle¥ 3 aushenticats teaichr otlterpépsavess cofpt' Mhezml wAatkentieationt).
conputer (1) authenticates 10 the transaction processing carried out

bet ween t heThis shutaal autheatitation means ethwckingref mytualngenuineness a
signal for authenticating the transaction processing to the first and

second car dThatisl thepATVE2<cheoks &0 gnsure that the customer caxd B coymnegted age
second card (4) authenticate_ each other onhttc}e basi s wgf Si&pg'f for
~ aut hent i at Prefenitels EERYIAS: bR- plodsiihergthe disfctorepd neands npg frst
conputer (1), t ual transfer infor i Qn i ch direct hows
t he nonet ar%ﬁ‘l%’é'{]q%‘.’%’ﬂf&d ¥h%r?§‘§ mer, CBF‘gcﬂgé‘FCﬁi;? &@P@Wq iﬁat e ATM 2
characterized in,that when fhe transaction processi tarts between the
first card %%n%ﬁﬁ%@rggggﬁbs BHHY ’tr%%é)c[t}og)hghag?l?%% machi ne (3) will
relay until it re ig/es a signal which neans the finish of transfer of 20
i nformati on on a netary val ue between the first and second cards

wi thout any i nf@fHophd iBedds 6f SNRItaal MHeRdi ARbY tRdt AU @Eé?ﬁ@ thee

first and secoir??i{5 cards”in the transacti on processing.

addi ti ofy t {{oldRicit td10RrBhRC BEcHdY) ctiS itsPesdarynforf tradfsactions cahddalwent is
characterized in that information on nonetary values is 25 stored in the
second car dré#ds the adftansstion for makingDaacacdessl thethei aedovert ofScustomers

expl anation of procedures for transaction processing by the el ectronic
noney in t hfrom rthie emdtodierecard 3, and tiansrhidscthesetinfpymation tmdhe host

computer 1 (process of "Card Reading Data").
Step 10

15 After the process of "Card Reading Data", the host computer 1
makes an access to the account of customers stored in the host computer
1, and checks to see if it is possible to carry out transactions. When the
host computer 1 checks to ensure that it is possible to do so, the host
computer 1 transmits a "Transactable” signal to the ATM 2 and will

20 makes the ATM 2 continue the processing (process of "Transactable").
The process goes to Step 11. On the other hand, when the host computer 1
judges that it is impossible to carry out transactions, the host computer 1
transmits a "Untransactable" signal to the ATM 2 and makes the ATM 2
discontinue the processing. Alsb, the following items can be considered

25 as "Untransactable" cases, namely, the customer card 3 does not
correspond to the account, the card has a trouble, for example, it is a
stolen card, and the card is not tied up with any card issuers.

Step 11



20 Figs. 1 and 2 show cases when the transaction
_processing is paynent and deposit. First, the case of the paynent is
“explained with reference to Fig. 1. Step 5 5

- Customers select the contents of the transaction processing at the
transaction processing. Fig. 1 shows that a customer select the paynent

by the el ectroni afif@nehe Pe66usd B! Vranzactdlsier UeheOATINIAR thfne! gt tiheni C
' money is selected and paid by the custoner is inputted fromthe custoner

operating pandicdtion pawt sfecistonmrseperatingepart T o thiatahustémens inpatey”
10 (process of "paynent of electronic noney")). The ATM 2 switches its
functi ons bygheirsH) inuwmberse(duasomen D) specifiest iniadyvance evétyatustomer card
transaction processing can be carried out by using el ectronic noney.

It is also 3by themssTheccustomertID} ifeinpusted by she saistompnin she tABM 2 on
e ronke TRkt o hisiiomioR crsenst vl Cobpmen I Theckmaea
ney). L1e SRl 3 U Bl MBS SRS orpesct AR o o
3,13 Lnsert SRSy PR 0B ARaE oL BCAIAE By b getesiiel
G910 e ymnl sbpmsedrocervdl okl FAIFERRh, APPRGHAT L
custoner cagfbcdréficckeys for24édbdiRP @ cbe number other than that of the
| 10 customer ID.
Step 12
After the process of "Transfer of Customer ID", the host computer 1
checks to see if the customer ID, which is inputted by the customer on the
basis of information stored in the account of the customer, is correct.
15 When the host computer 1 judges that the customer ID is correct, i.e., that
the card holder is the customer in person, it transmits a signal of "OK" to
the ATM 2 (process of "OK"). The ATM which receives this OK signal
transmits the customer ID to the customer card 3 (process of "Transfer of
Customer ID"). The process goes to Step 13. On the other hand, when
2 the host coinpute’r 1 judges that the customer ID is wrong, it transmits a
signal of "ERROR" to the ATM 2. The ATM 2 which receives this
"ERROR" signal turns on the indication part of the customer operating
part 7 so that the customer again inputs his (her) customer ID or stops
transaction processing. Also, this ERROR signal is outputted from the
25 ATM 2 to the customer card 3, and when the ERROR signals are inputted
continuously by a specified number, i.e., when the customer continuously

inputs customer IDs by a specific number by mistake, the customer card 3

locks the program for transferring the electronic money.



the custoner card 3. In addition, the ATM 2 supplies electric source to 25
the custoner card 3, and transmts a reset signal thereto (process of
"Answer to Reset"). Step 8

21 After the process of "Answer to Reset"”, the ATM 2 and
t he custoner card 3 authenticate each other (process of "Mitual

Aut henti cati on" )Ste 13 Thi s nutual authentication neans checki ng of nutual
genui neness. is, the ATM 2 checks to ensure that the custoner card
3 connected at SAm&aﬂ@prdcés@fu'mransfereof, Custoraet B, the dustamef wagdd
card nor the first falsified card, and the custoner card 3 checks to
ensur e t hat 3§ npoATdception afbthe custbnaer pDgsmakes a caorgpani’sun hetsweeacthisn
machi ne. Step 9 After the process of "Mitual

Aut hent i cat cwomquaD/md 2 cusgomer D smredmthmpuwm@t eand dnpndriwhen,

etc., necessary for transactjions, and also ads the informatio or
maki ng @h atz}é%stswq sustemerc DAt a@ﬁor ué“ﬂB}Pre‘P%"h ot £Foeheusiomeareapd 3,

B I i S A
of cgzltom@%?@?ia ?Wh%"tntlg% EBifbich procdf B (BRAREITT 0L, TTHE 'S
Gnur o 1 nat PRy eBbl 40 SRES 34 | O ;e BRllal i, whbfShe SiPRY' o v%a%@ﬁnfe?i 2"

"Transact abifg ¢ MR adddrd NGith ¥héh ttleM bhe customer card 3 transmits the
10 signal of ERROR to the ATM 2. The ATM 2, upon reception of this

ERROR signal, turns on the indication of the customer operating part 7 so
that the customer again inputs his (her) customer ID or he (she) stops the
transaction processiﬂg. Or the ATM 2 transmits an information signal
for calling a clerk in charge to the monitoring terminal or the like.
15 Step 14
After the process of "OK", the ATM 2 turns on the indication part of
the customer operating part 7 so that the customer inputs the amount of
money to be paid. This amount is inputted by the customer in the ATM 2
on the basis of this indication (process of "Input of Amount of Money to be
2 Paid"). When the amount is inputted by the customer, the ATM 2
transfers the amount to the host computer 1 (process of "Transfer of
Amount of Money to be Paid").
Step 15
After the process of "Transfer of Amount of Money to be Paid", the
25  host computer 1 checks to see if it is possible to pay the amount of mbney
on the basis of information stored in the account of the customer. When
the host computer 1 checks to ensure that it is possible to do so, the host
computer 1 will hypothetically pay the money to the account of the



20 - makes the ATM 2 continue the processing (process of "Transactable").
The process goes to Step 11. On the other hand, when the host conputer 1
judges that it is inmpossible to carry out transactions,- the host conputer 1
transmts a "Untransactable” signal to the ATM 2 and. makes the ATM 2

di scontl nue the processing. Also, the followng itens can be considered 25

as "Untransgeiiabhér, SAACTalYTRhY clifidntdis carB! 3 CadrtiRudOfse "Whnsaction
correspond to the dccount, the card has a trouble,- for exanple, it is a

g '; ol 921C ar dpretedsingeby %éﬂdirﬁg fiod ATM R Hrslghéhf(ﬁ'%ﬂwrdldﬁﬁigeﬂie payment
ep

After the peaated out betweenaticakhstomerheardTd/lahd thmsX'EM ¢drel 4 (procedsaxt i on
part of the customer operating part 7 so that custonmers inputs their ID
nunber s ( cuSlinstmictidd) of Payniendt). i Theiprocess goes yo Stepclibr Aksodthe sighaly
them The custoner IDis inputted by the custoner in the ATM 2 on 5 _the
basi s of5 t hfar awthenticading the paymeit indpdes @lﬁgnabfon mgtrquegﬁzhmzs e

transfers the custonmer 1D to the host conputer cess of ansfer of
Cust oner | Debectramie, ntlmex@qwelentm @ecmywa@ gbt %ﬁ in

advance, transmt e rec naI cl. ud nfor |on on
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Qust oner | Dmstmstlﬂsstpaﬁ;ﬁ%&i%mmc monsx?f@&%%ﬁﬁg@ 85 SRSk pald WHbE,
which is 'nﬁbmegmlahf; 19% HShAfRh ﬁ)ntﬁ@%ustor&%\b@%& 3 olilftﬁmhbpmi&r ed

in the account o e cus oner, 1Is correct en t he host conputer

j udges jfat wias Eﬂétlﬂf&rcolxﬂ?ﬁﬁerc?rjhﬁgés that it ik hﬁi%)(smbkhﬁ) eard bat dhe ' S

the custoner 1 n person ransmts si gnal of
payment, it transmits a signal representing "Non-payable" to the ATM 2.

The ATM 2, upon reception of this signal, turns on the indication part of
the customer operating part 7 so that the éustomer newly inputs the

payment or stops the transaction processing.

15 Step 16

After the process of "Instruction of Payment", the ATM 2 transmits
a signal, representing an instruction that an electronic money included
in a signal for authenticating the payment, which is equivalent to the
money paid to the customer card 3 is received from the ATM card 4, is
2 received from the ATM card 4, to the customer card 3 (process of
"Instruction of Receipt of Money"), and it also transmits a signal,
representing an instruction that the electronic money, which is
equivalent to the money paid to the ATM card 4 included in a signal for
- authenticating the processing of payment, is transmitted to the customer
25 card 3. The customer card 3 and the ATM card 4 which receive these
signals directly and mutually carry out the transaction processing by
means of electronic money. As a result, the ATM 2 relays signals

transmitted and receiyed between the customer card 3 and the ATM card



the ATM 2 (process of "OK"). The ATM whi ch receives this K signal
transmts the custonmer IDto the custoner card 3 (process of "Transfer of
Custoner I1D'). The process goes to Step 13. On the other hand, when 20 the
host corrputer 1 judges that the custonmer IDis wong, it transmts a

signal of "ERROR' to the ATM 2. The ATM 2 which receives this " ERRCR'
si gnal turng yonbie dx{aigh‘i&‘kbeﬁti%r in the {t?8nSAGE M ProfRRiRE NThat is, RREL 7

so that the customner aln Tnputs his (her) custofrer ID or stops
transacti onAMMGEd6é4) Aot Abhrol the SrimEddtion predessingy buphieechstomartdaed25
ATM 2 to the customer card 3, and when the ERROR signals are inputted
conti nuous! 8§ op\the ATM card4 contdods it.1 . €., when the custoner continuously
i nputs custoner I Ds by a specific nunber by m stake, the custoner card 3

| ocks the prograBteépd7 transferring the el ectroni c noney.

23 Step 13 After the process of Transfer of
Cust omer5 | D', thAftnrsttbereprmsaes of 3Insfyustionc oft Reaeiprt pﬁel\/l@@@mnen | D,
makes a conparison between this custoner ID.and a.c I red
in the cust obrstraetien of A’mm-h Sheneust@men eafed And g&o‘ﬁf\%qaﬁ 5 ch

CArer e CUBLONELE R oot (BRSESof, MAREHL Aot S b5, AR, o
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E Egr )Cuiﬁos)gggle ARk Eé : if ﬂ’%ﬁ r)ZC%%f[%O Ft)ganixﬁﬁted '&‘ﬁdcfb%bﬂf@‘%f sRRARE rh AW $hEludes
mformatmn on electronic keys for decoding these communications.
Step 18
After the process of "Mutual Authentication”, the customer card 3
and the ATM card 4 transfers the present balance (process of "Transfer of

15 Present Balance"). In this process, the present balance before the
transaction processing is checked to prevent errors occurring before and
after the transaction processing or to cancel the transaction processing
when an error occurs. | |

Step 19 .

2 After the process of "Transfer of Present Balance”, the ATM card 4
transfers the electronic money equivalent to the payment to _the customer
card 3, and the cﬁstomér card 3 receives the electronic money equivalent
to the payment from the ATM éard 4 (process of "Payment;").

Step 20

2 After the process of "Payment”, the customer card 3 and the ATM
card 4 mutually read the balance renewed from respective data memories
23, and transfers it to each other (process of "Transfer of New Balance").

Step 21



transaction processing. O the ATM 2 transmts an information signal

for calling a clerk in charge to the nonitoring termnal or the like. 15
Step 14 After the process of "COK', the ATM 2 turns on the
~indication part of the custoner operating part 7 so that the custoner

. inputs the anount of noney to be paid. This anpunt is inputted by the

. custoner in the AfdrAhe prddesd Bﬁ"’bfe&iﬁephfmxﬁ Bdlgheét tRB cuBtAAES eafd 3

t "l nput of Anount of Mney to be 20 Paid"). Wen the amount i s i nputted by
t he  cust omreandtthe ATM 2ard 4 rhugasily rcheélheo enplird that thurelissio €009 bieforel
(process of "Transfer of Amount of Money to be Paid"). Step
15 andf aftertthe prawssctionl pricemsitigr oWhenothey ahutbally ¢ledke nlaid"
the 25 host conputer 1 checks to see if it is possible to pa the amount of
noney oarxadre they transmitra signaliofn O otaegach other énwgeset 0 » The
cust onmer. \Wen t he, host _conmputer 1 checks to ensurg t hat |s possi bl e

to do soP tBuStesaer card aowwbe ALTM card, ¢ 5wilh confizm gn afynsaWethﬁ)helam@ t he

' account of the

, ke cus ner card 3
| continue t henithekasis pSﬁhe 012 §§Fw@reaﬁ§@ﬁ§%§ mpzose5§i %9% tos o
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I ncl udes an er si Instructing that t el ectronic
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custoner card 3. On the other hand
card 4 repeat processes subsequent to "Mutual Authentication"

mentioned in Step 18 or those subsequent to "Transfer of Present Balance"
mentioned in Step 19. As a result of repeating these processes, when
either the customer card 3 or the ATM card 4 judges again that there is
15 an error before and after the transaction processing, the card which finds
out the error transmits a signal of "ERROR" to the host computer 1. The
host computer 1 which receives this ERROR signal sends the ATM 2 a
signal representing that there is a trouble in the transaction processing
‘between the customer card 3 and the ATM card 4. The ATM 2, upon
2 reception of this signal, displays the indication part of the customer
operating part 7 so that the customer is on standby, because he (she)
cannot carry out the transaction processing, and the ATM 2 transmits an
information signal for calling a clerk in charge to the external monitoring
terminal or the like.
25 ' Step 22 '
After the process of "OK", the customer card 3 transmits a signal
and the balance to the ATM 2, wherein the signal shows that the receipt

of money has been finished, and the balance is read from the data



10 when the host conputer 1 judges that it is inpossible to carry out the
paynment, it transmts a signal representing "Non-payable" to the ATM 2.
~The ATM 2, upon reception of this signal, turns on the indication part of

i the custoner operating part 7 so that the customer newly inputs the

' paynment or stops the transaction processing. 15 Step 16

~After the ppRGRePy I8 ahdSks’ réridwed %ffté?aﬂ'i@&&énsédtﬁrﬁ%@eésiﬁ@?ﬁié&gs of &

i signal, representing an instruction that an el ectronic noney incl uded

in a signal "FiiishufhRetdipetdfMonies @ad Prinsferhof Néew Balince! enTHe ATM
noney paid to the custonmer card 3 is received fromthe ATMcard 4, is 20
recei ved fr oard Het¥aidmitsda 4gighal aind the thalence dodhe ATMo2eschearkin the
~"Instruction of Receipt of Mney"), and it also transmts a signal,

| repr esent i ngignalishowsithatothe payment hasdeeencfinishedh@pd the balance is read

- equi valent to th ney paid tg the ATMcard 4 incJuded in a signal for

| aut hent i%atﬁ?@lttﬁer%@c@@mw%ﬁaﬁamﬁﬁw after ghe trapsachion processinger 25
. card 3. The, custonef,.gard 3 d the ATM card_ 4 [.ch receive, these
Fonals di r GeHOces Ak R Of PRIARSSS BBY THROSAONEN BRGRSCLSS: ng by

"~ means of el ectros'teg)ﬁney. As a result, the ATM 2 rel ays signals
transmtted and ed between the custonmer card 3 and the ATM card

B b the ARG Rk G PRSI R o TERES A TRARRINS,
cust omer _CaNiaw Baladc®' ahd e FPAIKC PadmeRl el Fradsfer of New Balance", the
10 ATM 2, upon reception of these Signals, transmits the signal of "OK" to
the customer card 3 and the ATM card 4. The transaction processing
between the customer card 3 and the ATM card 4 is finished with this
transaction. |
Step24
15 After the process of "OK", when the indication part 19 of the
customer card 3 is an indication part using a medium which develops
colors in accordance with the previously mentioned heat, pressure, etc.,
the ATM 2 prints the balance renewed after the transaction processing on
the indication part 19 (process of "New Baiance"), and prints the contents
2 of the transaction processing on a journal and on an itemized account.
Also, when the indication part 19 of the customer card 3 is an indication
part using the previously mentioned display, this process shows the
balance, which is renewed after the transaction processing, and the CPU
20 of the.customer card 3 reads out the balance from the data memory 23,

25 on the indication part 19.
Step 25



Step 17 5 After the processes of "Instruction of Receipt of Mpney"
and "Instruction of Paynent", the custoner card 3 and the ATMcard 4
aut henti cate each other (Process of "Mitual Authentication"). This

mut ual aut henticati on neans checki ng of genui neness each other. Al so,
when comruni cati ons between them are coded by algorithmdetermined 10 in
advance in this ApRGCYhe proceyd LFePARInE ST WeshvS Bi1ghee"TYhé NATMMIE

i nformati on on el ectronic keys for decodi ng these comuni cati ons.

Step 18 dischargés tthie thstomeceasdod anditthal itéwbizedt hccdhirtn{prdcees of
custoner card 3 and the ATM card 4 transfers the present bal ance
(process of "Dischasge of @artban@®rlsseetof Hhémizesl Accoumt'hi s process, the
present bal ance before the transaction processing is checked to
prevent errors odtep38 ng before and after the transaction processing or
to cancel the transactjon processj en_an error, Qccurs.

wh
Step 19 20 Aftexs the praceps afegﬁiwhargew%@rdoﬁndr dssug ofaltemiged t ne
ATM card 4

f I i C. i val h
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g%her (Procgad Plnews MydetheticalephinbAlCrried out for the h&fduht of the

10 customer.

The transaction processing for the payment is finished with the
above processes.
A case of deposit will be now described with reférence to Fig. 2.
Step 27
15 First, the customer selects the contents of the transaction
processing. In Fig. 2, the customer selects a deposit by electronic money.
Accordi_ngly, an instruction of this deposit will be inputted from the
customer operating section 7 to the ATM 2 (process of "Selection of
Electronic Money" [Deposit by Electronic Money]). -This process goes to
2) Step 28. The processes mentioned from Steps 28 to 35 are the same as
those mentioned from Steps 6 to 13 shown in Fig. 1.
Step 28
This step carries out the same processing as that of Step 6 shown in
Fig. 1 (process of "Insertion of Card").
% Step 29
This step carries out the same processing as that of Step 7 shown in
Fig. 1 (process of "Answer to Reset").
Step 30



After the process of "Transfer of New Bal ance", the custoner card 3 and
the ATMcard 4 nutually check to ensure that there is no error before

. and after the transaction processing. Wien they mutually check no

-error, they transmt a signal of "OK" to each other (process of "OK"). The
: 5 custoner card 3 and the ATMcard 4 wll confirmand renew the bal ance

~on the basis of fhg ﬁéﬁﬁéﬁ‘??és odtefift ¥8fe frotddsiey Akt ofmeﬁr@ﬂﬁéﬁnﬁﬁes to
. Step 23. On the other hand, when either the custonmer card 3 or the ATM

card 4 judgp‘ﬁ%]th@prddagge,fl"MmaQrA@ﬁhém{@wnﬂmd after the transaction
processing, e card which finds out the error transmts a signal of 10
"ERROR' to ot herStepr3il Accordingly, the custoner card 3 and the ATM

card 4 repeat processes subsequent to "Mitual Authentication”™ ~ nmentioned
in Step 18 or thThis stepseayuriast outotheTsame frocesdsimy asdhat BfiStep @ shown in
mentioned in Step 19. As a result of repeating these processes when
“either the Figtbfprocesses of HReading affars damdj erresReading Dasa’ “%here is 15
. an error before g fter the transaction processing, the card which finds
out the error tr FﬁPﬂ&s a signal of "ERROR' to the host corrputer 1. The

host conputer Lch receives t ERROR si gnal sen

o gnal ropr esent | S Figh SHiReLobt the SRR PROMASIEST LAt SE StER T Bhews; ng
bet ween t he; o] " T card 4. The ATM 2, upon 20
reception o%rf?ﬁé irgf’ %%Isg gl spggéé]&?ﬁ% ‘ndi cation part of the custoner
operating part 7% ?at the custoner is on standby, because he (she)
cannot carry out 't ransaction processing, and the ATM 2 transnmits an

i nformajg on si gnehid Qfef@ﬂﬁé‘é}oﬁt the rs;"nﬂé‘p%’@sﬂﬁlgt 9? thet BXiStepal1 BRwHO! i N9

termnal or the |ike ter the process of
"OK", the cifpFge1 (PPocesS o}‘r‘q&gﬁgfeg oa:@lhg;aﬁ{er ID"). and the bal ance to the

- ATM 2, wherein the signal shows that the receipt of noney has been
fini shed, and t h8tdpeB4ance is read fromthe data
27 '

This step carries out the same processing as that of Step 12 shown
in Fig. 1 (process of "OK").
15 Step 35
This step carries out the same processing as that of Step 13 shown
in Fig. 1 (process of "OK").
Step 36
After the process of "OK", the ATM 2 turns on the indication part of
2 the customer operating pé.rt 7 so that the customer inputs the amount of
deposit. The amount of the deposit is inputted by the customer in the
ATM 2 on the basis of this indication (process of "'Input of Amount of
Deposit"). | |
Step 37
25 After the process of "OK", the ATM 2 turns on the indication part of
the customer operating part 7 so that the customer inputs the amount of
deposit. The amount of the deposit is inputted by the customer in the
ATM 2 on the basis of this indication (process of "Input of Amount of



menory 23 and is renewed after the transaction processing (process of
"Finish of Receipt of Money and Transfer of New Bal ance"). The ATM card
4 transmits a signal and the bal ance to the ATM 2, wherein the si gnal
shows that the paynent has been finished, and the balance is read 5 from
the data nmenory 23 and is renewed after the transaction processing

(process of DepoBits)) WhERWKRMmandt bfahef &ér_pdéit MeimRaitad sy the customer,
Step 23 After the processes of "Finish of Receipt of Money and

Transfer of the ATWIWV2Baransfers ahd srmbahs lvfathePdspesit tartheThestséamhpateNdw
Bal ance", the 10 ATM 2, upon reception of these signals, transmts the
si gnal of " (Pocess of "Trdmsferisf drrountiofiDpasit"t he ATM card 4. The
transacti on processing bet ween the custonmer card 3 and the ATM card 4
i s finished withStep38 transacti on. Step 24 15 Af ter
the process of "OK", when the indigcation part 19 of the customer card 3
i s an i Ml cati onAften theiprpcgssnadi (Fransfen ofcdmneiat of Deppsits the host
-accordance with the _previousl nt i oned, heat,.  pressure, etg., t he, ATM
2 prints t heomRuter 4 %&%%0%9@ gﬁ?%‘t“iﬂ?ﬁ"ﬁ%ﬁ%&i% gepount gip,q
I ndi cation re 1 rogess_of "New Bal ange" rhonts +he.£o 20
.of the trangiﬁt@gﬁmégﬁ’c sﬁblt%l"i‘ 51%1’53 rfa eahc’]l‘ hgy’aﬁnflt é%][i%% tﬁ% %ﬁmi
Al so, when -1.ndi ' a . Of1.: ' proll i on
part usi ng PRSHBE ckRinBl het el this ehP 1 i afifichtied i b tidgete
bal ance, whibzhedsging e ! ' A 85 d' the APM PErdBY
20 of the pltJ)st pr?elr gia?%ﬁgd?g%iet%?nt%@mﬁg% rom fama da?a menory 23, 25
on the imdi geiocess #RTIndihtion of Deposit'St €Phe’ Process goes to Step 39. Also, the
signal for authenticating this payment includes the following signals,
namely, a signal which indicates that the electronic money equivalent to
the amount of deposit to the customer card 3 is transmitted to the ATM
card 4, and a signal which indicates that the electronic money equivalent
15 to the amount of deposit to the ATM card 4 is received from the customer
card 3.
Step 39
After the process of "Instruction of Deposit”, the ATM 2 transmits a
signal to the customer card 3, wherein the signal indicates that the
20 . electronic money is transmitted to the ATM card 4, wherein the electronic
money is equivalent to the amount of deposit to the customer card 3
included in a signal which authenticates the deposit processing (process
of "Instruction of Deposit"). In addition, the ATM 2 transmits a signal to -
the ATM card 4, wherein the signal indicates that the electronic money is
25 received from the customer card 3, and this electronic money is
equivalent to the deposit to the ATM card 4 included in a signal which
authenticates the deposit processing. The customer card 3 and the ATM

card 4 which receive these indications will directly and mutually carry

31



28 After the process of "Printing of New Bal ance", the

ATM 2 di scharges the custoner card 3 and the item zed account (process
of "Di scharge of Card and Issue of Item zed Account"). Step
26 5 After the process of "Discharge of Card and |Issue of Item zed

Account"”, the ATM 2 transmts a signal, representing the finish of the
transact i onoif ¢hetrhfiSactién Procésathg MMALIMY electricanoney. " AlY phocdss
Transaction"). The host conputer 1, upon reception of the signal settles
and renews BygtdStepc4d. PEyerprocesses mettioned fromtStepadOaiord2 afe thresarhe
cust oner. The transaction processing for the paynent is finished
with the as thosementioneddsom Steps 17 and 18:shovot ini#igslt wil | be now
described with reference to Fig. 2. Step 27 15 First,
the custoner sel &€B40he contents of the transaction processing. In
Fig. 2, the custoper selects a deposit by el ectyonic poney.

Accordi Myl y, an ngsc pten carTies ouhthe game; procgsping,as itﬂghp%‘@&ep rAdnshown

cust oner operaling section_7.t0 the M 2. (progess of "Selection of
El ectronic %ﬁ%" [(pEossssofy ‘Eﬁ“@ﬂt#@h"@ Yy 'ﬁ;a This process goes to

Step 41

This step carries out the same processing as that of Step 18 shown
in Fig. 1 (process of "Transfer of Present Balance").
10 Step 42
After the process of "Present Balance", the customer card 3
transfers the electronic money equivalent to the amount of deposit to the
ATM card 4, and the ATM card 4 receives the electronic money equivalent
to the amount of the deposit from the customer card 3 (process of
15 "Depositing”). The prbcess goes to Step 43. The processes mentioned in
Steps 43 and 44 are the same as those mentioned in Steps 20 and 21 shown
in Fig. 1. -
| Step 43
This step carries out the same processing as that of Step 20 shown
20 in Fig. 1 (process of "Transfer of New Balance").
 Step44
This step carries out the same processing as that of Step 21 shown
in Fig. 1 (process of "OK"). |
Step 45
25 | After the process of "OK", the customer card 3 will transmits a
signal and a balance to the ATM 2, wherein this signal indicates the
finish of the deposit, and this balance is renewed after the transaction

processing read from the data memory 23 (process of "Finish of Deposit



20 Step 28. The processes nentioned from St epé 28 to 35 are the sane as

those nentioned from Steps 6 to 13 shown in Fig. 1. Step 28
This step carries out the sane processing as that of Step 6 shown in

Fig. 1 (process of "Insertion of Card"). 25 Step 29 Thi s
step carries out the sane processing as that of Step 7 shown in Fig. 1

(pr ocess of gndTBMisféP oRI¥G Balance"). The APMRasd 4 will transmit a signal
This step carries out the sane processing as that of

: St ep 8 showandm balanckito.thk ATND2psdheréin’ thi signaluinidicrtes 4he diriiph of the

Step 31 This step carries out the sane processing as that of
Step 9 showreceipt ananmeiy,(@ndcﬂnsebahmceRmd'engW@ﬂ afea thedragaadtipadi ng
Dat a") . ' Step This step carries out the sane

processi ng nsoqeﬁe:mgorea@c @]in@he dkaikm memory 23H{Ryocess( ¢y Jtimish ef Receipt of
"Transact ab]

sane prot esyf%f)’a%n@ H‘aian&ferasf‘elgemﬁgﬁém") The I-I’?Plc%étge SC > é{eé’ség ut Tilhe

"T f f Cu
ranster Oprocegggs mentloxzed from Steps 46 to 49 are the same as those mentioned

from Steps 23 to 26 shown in Fig. 1.
Step 46
This step carries out the same processing as that of Step 23 shown
10 in Fig. 1. (process of "OK"). |
Step 47
This step carries out the same processing as that of Step 24 shown in
Fig. 1 (process of "Printing of New Balance").
Step 48
15 - This step carries out the same processing as that of Step 25 shown
in Fig. 1 (process of "Dischérge of Card and.Issue of Itemized Account").

Step 49

This step carries out the same processing as that of Step 26 shown
in Fig. 1 (process of "Finish of Transaction").

20 The transaction processing in the case of the deposit is finished
with the above processes.

As previously mentioned, the transaction machine (2) checks the
genuineness of the first card (4) in the process. This process is equivalent
to the process of "Mutual Authentication" mentioned in Step 8 or that

25 mentioned in Step 30. As previously mentioned, the transaction machine
(2) makes an access to the account stored in the host computer (1) in the
process. This process is equivalent to the procesé of "Reading of Card"

and "Card Reading Data" mentioned in Step 9 or that mentioned in Step



Step 34 This step carries out the sane processing as that of

Step 12 shown in Fig. 1 (process of "CK"). 15 Step 35
This step carries out the sane processing as that of Step 13 shown in
Fig. 1 (process of "OK"). Step 36 After the process

of "COK", the ATM 2 turns on the indication part of 20 the custoner
operating pgilt As Sachbivnednprevivi@lE’ theptranshbtioammadhiat (2) chdelpo Lot .

: The amount of the deposit is inputted by the custoner in the ATM 2 on
t he basi s obnstire thaidtltecard hohdercisss castonhewpin petsodmimithegirocess. This
Deposit"). Step 37 25 After the process of "K', the ATM
2 turns on phecéssdis aquivalemtt tofthe procéssesufrooneInpusr of iGrstomer 1D
that the customer inputs the amount of .deposit. The anount of the
deposit is mentionsd in/Step1t te 'Ok mentioned in Step @, or §o thage frem sIngrutt hj s
i ndi cation (process of "I nput, of

a0 ST P st omer Dy mankigned dnaindo & "OK mepsionediin SiERB6caAsy ( he
SUSLoTer menkiy e b e SoRTRABL € e GRR Jnd RS,
?E QSEL er 1 eﬁﬁfﬁ%@%Sﬁ%2{?1%eﬁ%t{%ﬁ?@%f)@ht%%@@?é‘%%ft??%%ﬁéﬁél%ﬂn ot
continue pr %_Iclgsﬁstiad%?ﬁl\tkﬁefg%&;ﬁ#og és)?%ﬂr%gﬂt&;ay r?%rt ﬁﬁ&f%@%@é‘%’?ﬁ’ﬁgz %%ngetgosi t
these cards in the process. This process is equivalent to the process of

10 "Instruction of Payment" mentioned in Step 15 or "Instruction of Deposit”
mentioned in Step 38. As mentioned previously, after the first card (3)
and the second card (4) authenticate each other on the basis of a
transaction pfocessing authentication signal received from the host
computer (1), they mutually transfer information which directly

15 instructs the monetary value in the process. This process is equivalent to
processes from "Instruction of Payment" and "Instruction of Receipt of
Money" mentioned in Step 16 to "Payment Transaction mentioned in Step
19, or to those from "Indication of Deposit" and "Indication of Receipt of
Money" mentioned in Step 39 to "Deposit Transaction" mentioned in Step

20 42. (Transaction Processing System and Effects of Transaction Processing
Method)

The following various effects can be obtained from the transaction
processing system and the transaction processing method of the present
invention mentioned previously.

25 The transaction processing system and the transaction processing
.method of the preseht invention is characterized in that the transaction
processing is executed by transferring the electronic money. For this

reason, the ATM 2 (transaction machine), which is also a general-



processing carried out between the custoner card 3 and the ATMcard 4 10
(process of "Indication of Deposit"). The process goes to Step 39. Al so,

t he signal for authenticating this paynent includes the follow ng
signal s, nanely, a signal which indicates that the el ectronic noney
equi valent to t he anmount of deposit to the customer card 3 is

transm ttedpl@pbbe Prdluct nrdé ﬂyh@ﬁ@aﬁ‘s Spfnghe V‘Bh?ﬁc‘i?&ﬁ@ﬁt &T thahyt he |

el ectroni c noney equivalent 15 to e anount of deposit to the ATM card 4

i s recei vedpidmifacb@reits i9 ot designédtél génerate any eleffropid®oney. The
After the process of "Instruction of Deposit”, the ATM2 transmts a

signal to t ATMuatismot related to urer eransactioni provessimgi bptedectirbnic tiomne30

el ectronic noney is transnmitted to the ATM card 4, wherein the electronic
nmoney is eqtramsfented betweemthencustbnuepeard 3t Ghehfirgtusareandathe ATM

i ncluded in a signal which authenticates the deposit prgcessing (process
of "I nst®uccarh4dthesgeend card) nThatiis, ithe transackion machinge i net desigmed) to
the ATM card 4, vvhcir in the sjignal indicates that_the el ﬁctroni_ no eiy S
25 recei velo cppiialHbe transgridpn progessing,andthe firgt-or & Pcseﬁﬁﬂéycﬁrg 8

20t hent | cat B8SEREAEDS p. pARCOELRLY: TR ToneRGHER TaPRRsang i CARECH Y
car 4 i ! GG, KRaSRrkash SR RRSHEIL I bh e O SPLHA BB
The PLOcESS gacond®BRnde, S o BanmPAGOTRER B ARG, RIS SER 10,

1. 10 mamhfftttPed as respective products by a manufacturer, system

progranis can be set by card suppliers, and original user programs can be

set by financial institutions, etc. Therefore, the only limited persons can

know the mechanism of transferring of the electronic money. As a

result, it is possible to ensure high security in the same way as that of the

15 host computer, nevertheless the transaction processing system and the

transaction processing method described in the present invention

incorporate therein a general-purposed product.

Also, the system and method of the present invention is also

characterized in that the amount of money is newly increased or

2 decreased by transacting and processing the account stored in the host

computer through the transfer of the electronic money between the first

and the second. cards. Therefore, the system and method of the present

inventior_l mean that the transaction processing actually transfers assets

owned by card issuers or financial institutions which are their

25 cooperators. That is, the settlement of accounts is completed immediately

in financial institutions. Also, financial institutions can simply carry

out thé accounting, because they can check the amount of money

transferred through the electronic money by checking the second card.



S This step carries out the sane processing as that of Step 17 shown
in Fig. 1 (process of "Mitual Authentication"). . Step 41

This step carries out the sane processing as that of Step 18 shown in
Fig. 1 (process of "Transfer of Present Bal ance"). 10 : Step 42

After the process of "Present Bal ance", the custoner card 3 transfers

t he el ect ' ' '
e elec rg&% ﬁa,e{’%ﬂia’,c%k%ﬁbﬁ{‘hnﬁomtemo&@‘tﬁb PlesERP Pvéntion bing abodiM

card 4, an receives the electronic noney equival ent to

the anount o oHaet BERCAhkntia®Thititutistsd eak laber-shvd (e acaamtirig. 15
Depositing”™). The process goes to Step 43. The processes nentioned in

Steps 43 and 44 By edditionptheafeatiirs ofnthd aboed systé&mepad2methdd2df shewn

in Fig 1 Step 43 This step carries out the sane
processi ng predendt inferftion 20 chieranterdged nirFithat1tiier bosts costputeraesi®r of
New Bal ance"). ] Step 44 . This step carrigs out the sane
processifng asthemdicades the pransashionprocessingrbetmgen)the fisscand the seronc

Step 45 25 After the process of "OK', the, custonmer gard 3 will
transnits acards atsthenfransfer of the) elegtzonis mﬁéemTWQormgtﬁ& i 1§m°§5¥1§ Q)

s (g 1o ehd el ob 5P B RSB LBy AR o
“Finish of c?ﬁﬁ%%%ér, for example, charging of electronic money to the Forst card,
checking of errors before and after transaction processing, etc.

10 Therefore, a burden of the host computer is lightened. As a result, the
system and method of the present invention bring about an effect that the

host computer can carry out a large quantity of transaction processing.

(Summary of the second Embodiment of Transaction Processing System)
Although the first embodiment of the transaction processing system

15 and transaction processing method of the present invention has been
explained up to now in detail, there remains in the first embodiment a
problem that when the. ATM card 4 is stolen, financial institutions will be
damaged monetarily. There remains also a problem that programs of the
ATM card 4 require much labor for new ideas and preparations and an

2 excessive mechanism must be set uselessly in the ATM 2 to ensure the
security. Then, the second embodiment is offered to solve these problems.

The transaction processing system of the second embodiment is
characterized in that information on monetary values is not stored in the

second card (4) in advance, and information on monetary values, which

2% is transferred from the host computer (1) or the first card (3) to the second
card (4), is transmitted to the first card (3) or the host computer (1). That

is, the electronic money is not stored in the ATM card 4, but it is received

every transaction processing from the host computer 1 or the customer



and Transfer of New Bal ance"). The ATMcard 4 will transmt a signal

and a balance to the ATM 2, wherein this signal indicates the finish of the
recei pt of noney, and this balance is renewed after the transaction
processing read fromthe data nenory 23 (process of "Finish of Receipt of 5
Money and Transfer of New Bal ance"). The process goes to Step 46. The

processes nmegtd @nead isotRatlsbiittedotd thel QustoméhearhBeorithd host computendd
fromSteps 23 to 26 shown in Fig. 1. Step 46 Thi s

step carri ewithin tlhe tremeachioncpemiesgings t hat of Step 23 shown 10 in Fig. 1.
(process of "K"). Step 47 This step carries out the
sanme processing &8 order b6 ey out shewbransactionripgocessing oghesnoin the
"Printing of New Bal ance"). . . Step 4815 This step carries
out the sansegnstembodiment; ibtisonessaryfor tbanhost comppter 11tg steictys of
"Di scharge of Card, an sue of Jtem zed Accqunt”) ) Step 49

This steP c&PRIx tb&tgil‘hlz caxfetpbecanse whenst ‘hﬁde cagde isonghgrpuine, |,
Fig. 1 (process_qof "FEjni sp of. Transacti nm 2 h The tr.ansacti on

b ocessi g Fin ABedb To; tfilied focorerd phih Shap the elgefiprifdnaneyeis
PrOCESSES.  transf; ﬁ‘% vgée%/gﬁgsﬂ*{fmnél%@ Qﬁg"lltg 1%1%@5@&?& Qa”xﬂ'@c%@ﬁgm( 2)
checks the ‘g’lérr%]i fh S the fir card F? 'R Thé process. I'S
process is | : Qr. "M!fd% th ' honit
menti oned i E&gﬁeégisg&g}n% ﬁ}all? teg%&p&n%algtlﬁ(s)ﬁgﬁ nlﬁny gt ep gZé%]As %?éed\fla?u%l S/lt 18

mentioned, hagedda?PIof thehodBebidifuter 1 td ledPiFEnSirP eSS detuihe ArMOUNt
stored in the host conputer (1) in the process. This process is

equi val got ‘card Aeispécianitted to ‘dReatine ATM @ th advancéRthenCali¢l tRasgictignDat 8"
mentioned in Step 9 or that nentioned in Step
processing is carried out. However, when such checking work is carried
out every transaction processing, much time will be required for the
transaction processing. Then, when the host computer 1 checks to
ensure that a genuine ATM card 4 is connected to the ATM 2, it receives a
15 signal from the ATM card 4, and checks the signal, wherein this signal
shows that a genuine ATM card 4 is connected continuously to a genuine
ATM 2 at the transaction processing. This will economize the transaction
processing time. Such a transaction is carried out in the following
manner.
20 (Transaction Processing Procedures of Transaction Processing System in
the second Embodiment)
Before the transaction processing, first there is executed a
processing that the ATM card ID is given. to the ATM card 4.
Described hereinafter an explanation of the processing of the ATM
25 card ID given to the ATM card 4.
Step 50
When the host computer 1 and the ATM 2 are connected to each

other by a clerk in charge on the basis of procedures determined in

37



33 31. As nentioned previously, the transaction machi ne (2)

checks to ensure that the card holder is a custoner in person in the
process. This process is equivalent to the processes from"Input of
Custoner 1D mentioned in Step 11 to "OK" nentioned in Step 12, or to

those from"Input 5 of Customer ID' mentioned in Step 35 to "OK" nentioned
in Step 36.5dhnce, tREY!ARIRMRE &ithl Bthéhe Mstudlosuthiaitiddtion means

aut henti cates the tranhsaction processing carried out between the first
card (3) anghatitBedent@ngnitdr (14¢hecks to exmtirerthas the AEMsR2daglenfuime, and

aut henticating the transaction processing to these cards in the
process. Thibe ATM & ehecksetuensurenthatothiehbostr computert 11 genuime.r ulWWhem of
Payment” nentioned in Step 15 or "lhstruction of Deposit” . mentioned in
Step 38. Astheemuituakduphenicatioryis ednried ohb between ége doggromputgrd

second card (4) authenticate each other on_the _basis Qqf transacti on
processibng the AGIM; 2,2thepregegs goesd@cStaR) ol or@ph@l%@terahanéoﬁﬂtﬁ% %1),

th tually t f i nf t i ch, dj t 15 inst ts.the .
monet ary vameunh RHBeRRan wnnet Fetia ¢ béFeen ety d Bl it e
f "l nst ti f.P t" d jlnstructi f R [ . "
menti oned | fFaseBthed (9 the, rEfnel Aot rng ety Sy b cirborein Y
fonh f e goat rat O™ meETt 14 b
Voney~ - ment Fene ipiebe  Ferbih Hrrge WilnebUAS Holh cBingier PPhitthe
42. (Transagimpid Eﬁrgiégﬁ%is{bgo ocedu P aErffihed 3h allvameact i on Processing

V\ﬁgg various effects can be obtained fromthe

Met hod)
t ransacfg on %Bqﬁssi ng system and the transaction processing nmethod of
t he present I nventi on nentioned previously. 25 The transaction

processi ng syst eWhuidthé entitigil sacthienticationcbatiweaen the wst complutehd andsent
invention is characterized in that the transaction
the ATM 2 is finished, the ATM 2 transmits a code (hereafter called,
"ATM Code") set every ATM 2 to the host computer 1, the host computer
which receives the ATM code from the ATM 2 stores the ATM code them.
15 Step 52
When the ATM 2 and ATM card 4 are connected to each other by a
clerk in charge on the basis of procedures determined in advance, they
certify each other. When the mutual authentication between them isl
carried out, the process goes to Step 53. On the other hand, when the
9% above mutual authentication is not carried out, the ATM 2 will transmit a
signal to the external monitoring terminal, etc., wherein this signal
indicates a clerk in charge connects the ATM 2 with the ATM card 4 on
the basis of procedures determined in advance.
Step 53
25 When the mutual authentication between ATM 2 and ATM card 4 is
- finished, it will be pdssible to operate the system code (financial institution
code) key (not shown) installed on the input of the clerk operating part 8 of
the ATM 2 is ready to be inputted. This system code key reads system



processing is executed by transferring the el ectronic noney. For this
reason, the ATM 2 (transaction machine), which is also a general -

34 pur pose product nade by nmeans of the participation of many
manuf acturers, is not designed to generate any el ectronic noney. The

ATM 2 is not related to any transaction processing by el ectroni c noney
transferr edchdg'Begretih EHE LOTHI c5Ad 4, hrld PEstruced that dih@@?sﬁéﬁs_e‘bw fg card

4 (the second card). That is, the transaction machine is not designed _
to control tRméniRtsded tlnhpstoeaputed. 1.aWheheheisysterircotkeyeaiednguttrdd i s
desi gned to do so. Accordingly, the transaction processing is carried out
by direct! ybyrithestlerkiingchdwges/thetATM @ readsythee system tchde ffromt then A'TMe

second cards. In addition, the first and second cards can be 10
manuf act ur edaxd 4; dspesmitscthe systens code 4o theiesttcomputerybtamd trangmitgr ans
can be set by card suppliers, and original user prograns can be set by

financi a® i Hbe ATMcode ofdhe ATMe2efore, the only linmited persons can
know t he nechani sgpg% transferring of the electronic noney. As a
result, it is po 4 to ensure hi gh security in the sanme way as that of

the 1 énigﬂﬁfﬁ%ﬁflwﬂﬁéﬁrp?ﬂ% o tmod pedsBfiogent Fhd hﬁgﬁﬁﬁi%@f%{ﬁ@ on
and ot hod ATty Edd Beie R ATVES BRAREATM Chrd 4, chorks to Fed yhdihbrior o™
f
. o 0 ;
aroun o TRAE Yk Syt BRSH SR 20, VG TR Lo AP RIS
10 ensure that the system code is appropriate, it prepares ID code (hereafter

called, "ATM card ID") different every ATM card 4, stores the ATM card
ID while making correspondence to the ATM code, and transmits the
ATM card ID to the ATM card 4 by way of the ATM 2.
Step 55
15 The ATM card 4, upon reception of the ATM card ID frorﬁ the host
computer 1, stores this ATM card ID in the memory (data memory 23).
The granting of the ATM card ID is finished with the above
processes. |
Next, there is executed a procedure for checking (hereinafter
2 referred to as a checking. process) to ensure that the genuine ATM card 4
remains connected to the genuine ATM 2 at the transaction processing.
The checking will be now described with reference to Fig. 9.
Fig. 9 shows procedures for the transaction processing by the
electronic money. Also, the following procedures from Steps 56 to 65 are
25 the same as those from Steps 5 to 14 shown in Fig. 1 of the first
embodiment.

Step 56



conputer through the transfer of the el ectronic noney between the first
and the second cards. Therefore, the system and nethod of the present
invention nmean that the transaction processing actually transfers assets
owned by card issuers or financial institutions which are their 25
cooperators. That is, the settlenent of accounts is conpleted i mediately
in financial insi i i gﬁﬁ i : i rus Ry
out the accounti%%#%‘;eeggﬁasrﬁtigy %}g@n C girokﬁs;ﬁ%%%ﬁnt?ﬁéf&%ﬁgy dwhi
transf err edF§#r PsHbcbES oL SEIbEIPSN 6f FRERYorvi: MBREY atd PAPmESAE 9P K16@ronic

a

35 As result, the system and nethod of the present invention
bring about Money"). ef fect that financial institutions can |abor-save the
accounti ng. In addition, the feature of the above system and

met hod of the  Stegp&&ent invention is characterized in that the host
conputer only 5 authenticates the transaction processi ng between the first
and the 8econd This atepscanriesheut thevsdme priocessing lagdhasd wf Steprieghown in
Accordingly,  it_is possible to allot to the second card the processing
carried out Fégny(ngoqeﬁeeOﬁohserhonc%Gar@r)-, for exanpl e, charging of

el ectroni c noney io ;ége first card, checking of errors before and after
transaction proc , etc. 10 Therefore, a burden.of the host conputer

is ligh d. As. . I h _ d. h f . '
| nventi on br i ng. Tk btah camieeut the e Froesssin o el bfSien  SBEPRymout

Enbodi nont 16rh ARRSERES BF "APRRRE AT, .y ™Y i nough che i rst

enbodi mgpt  of thgt%;s'glsacti on processing system 15 and transaction
processi ng net ho f the present invention has been explained up to

hen the AT car T PETRRod Syt U b pOEhath FR8 it of Step P Phawn e
Fig. 1 (process of "Mutual Authentication").
Step 60
This step carries out the same processing as that of Step 9 shown in
15 Fig. 1 (processes of "Reading of Card" and "Card Reading Data").
Step 61
This step carries out the same processing as that of Step 10
shown in Fig. 1 (process of "Transactable").
Step 62
20 This step carries out the same processing as that of Step 11 shown
in Fig. 1 (processes of "Input of Customer ID" and "Transfer of Customer
ID"). '
Step 63
This step carries out fhe same processing as that of Step 12 shown
25 in Fig. 1 (processes of "OK" and "Traﬁsfer of Customer ID").
Step 64 -
This step carries ouf the same processing as that of Step 13 shown in

Fig. 1 (process of "OK").



damaged nonetarily. There remains also a problemthat prograns of the

ATM card 4 require nmuch | abor for new ideas and preparations and an 20
excessi ve nechani sm nmust be set uselessly in the ATM 2 to ensure the
security. Then, the second enbodinent is offered to solve these problens.
The transaction processing system of the second enbodi nent is

characterized in I nformati on on nonetary values is not stored in the
second card (4) in advance, and information on nonetary val ues, which 25

is transferred f This sbep batties 0ubthersande peocdsbing ak that df Btep) 14 shoka
second card (4), is transmtted to the first card (3) or the host
conput er (1ljn Figmt 1l (processest b€ "#hpatrafhidmoontyofi Momdéy tbobedPaid't aadATM
-card 4, but it is received every transaction processing fromthe host
conput er 1 OTramsfer of Ameunt of Money to be Paid"). 36
card 3, and is transnitted to the custoner card 3 or the host conputer 1
within tHe trans &h processi ng. , In order to carry out the
transacti on proc i ng shown in._t, S nd enbgodj nment, it Ls.pecessary
for the host co o1, the process jof; H?agsfeaﬁfngW@%xrtah?%'@a when
+the ATM card 4,is_not ui pe | . €. When 1 L.js, falsified or f ed,
and when.« nBost comget o sBechs to seerifitoRePoitiblStaday HhE mden AR ne
illegal AT h S ra rj el roni y may
be. anal yzed SAFERARRCHIRON TR the Ablonr2RE chbr biRollls, ° WiishDhfie RORY |

check L0 engyputbAl chelREth BRsEHMIHR it 58 Bsdibleto 36 Hhethds? Bnfififtd 1° ATM

2 in advance when the transaction processing is carried out ;
~when suglh ChPKdmotae fsigfalaol ithE ATMOY, . @hRi¥id Mthisasigndll OGRS theo,
much tinme will be required for the transaction processing. Then, when
the host compgutrerheibeofs ti@nsmission of the ATM card ID (process of
"Requirement of ATM card ID").
Step 67

After the process of "Requirement of ATM card ID", the ATM 2

15 receives a signal from the host computer 1, wherein this signal means the
requirement of the transmission of the ATM card ID, then it transmits
the signal to the ATM card 4 (process of "Requirement of ATM card ID").
Step 68 | ' |
After the process of "Requirement of ATM card ID", the ATM card
2 4 receives a signal from the ATM 2, wherein .this signal means the
requirement of the transmission of ATM card ID, then it transmits the
ATM card ID to the ATM 2, wherein the ATM card ID is in the data
memory 23 of the ATM card 4 (process of "ATM card ID") .
Step 69
25 After the process of "ATM card ID", the ATM 2 receives the ATM
card ID from the ATM card 4, then it transmits the ATM code, which is
stored in the ATM 2, together with the ATM card ID, which is received

141



ensure that a genuine ATMcard 4 is connected to the ATM 2, it receives a
15 signal fromthe ATM card 4, and checks the signal, wherein this signal
shows that a genuine ATM card 4 is connected continuously to a genuine
ATM 2 at the transaction processing. This will econom ze the transaction
processing time. Such a transaction is carried out in the follow ng

manner. 20 fiothdheaATMD 6aFd a¢ €5 shé bokt e6aPutes 1 (prddedsd D Tiransfer of 2gEMNg

Systemin " the second Enbodi nent) Bef ore the transaction
processi ng, cardsiD'Yhere is executed a processing that the ATMcard ID
Is given to the ATM card 4. Descri bed hereinafter an expl anation
of the processi n§tef7@he ATM 25 card ID given to the ATM card 4.

Step 50 \When the host conmputer 1 and the ATM 2 are connected to

each ot her bwftercthe progess of Jeansferiaf AEMscard Hpocdeuhest enanputemed
AUt hent i Bat d Tageives, Hop ATM gade andnihe ATM; erd,R fom the AT B andste *
D 1 ek, SRt o e AR AR S e AT BT
UL | ot o B WG I Spr RS AoH g™ >
cuthenCL ootk 00 g i, IS U0E0, WIRELR Rl AT o 1o
i ndi cates acghRéded LontRbRsHP B ERE Behiifhd'ATM S0 ERYEFIRE ohit WhE Thyiddthetical

10 payment to the account of the cﬁstomer, transmits a signal, representing

authentication of the payment to be carried out between customer card 3
‘and the ATM card 4, to the ATM 2, and executes the transfer of the
electronic money between the customer card 3 and the ATM card 4
(probess of "Indication of Payment"). The process goes to Step 71. Also,

15  the signal which authenticates the process of payment includes a signal,
the other signal, and the electronic money to the ATM card 4, wherein the
signal indicates that the electronic money equivalent to the amount of
money paid to the customer card 3 is received from the ATM card 4, and
the other signal indicates that the electronic money equivalent to the

20 amount of .money paid to the ATM card 4 is received from the host
cdmputer 1 and is transmitted to the customer card 3. On the other hand,

.when the two combinations do not accord with each other, the host
computer 1 judges that the ATM card 4 has been replaced with others
without any authentication of the host computer 1, and transmits a signal .

25 of "ERROR" to the ATM 2. The ATM 2, upon reception of the signal of
"ERROR" from the host computer 1 discontinues the transaction
processing, and transmits a signal to the external monitoring terminal or

the like, wherein this signal indicates a clerk in charge_ connects the



ATM 2 on the basis of procedures determ ned in advance. 10 Step 51

When the nmutual authentication between the host conputer 1 and the ATM
2 is finished, the ATM 2 transnmits a code (hereafter called, "ATM
Code") set every ATM 2 to the host conputer 1, the host conputer whi ch

recei ves the ATM code fromthe ATM 2 stores the ATM code them 15

Step 52 ATM 2 ¥R@tHh ATMMardeadon TieC B Sisdof peodediiiest dstermifiag hinot her
by a clerk in charge on the basis of procedures determ ned in advance,

t hey cadiwviahgecach ot her. Wien the nutual authentication between them
S carried out, the process goes to Step 53. On the other hand, when
the 20 above mufllel checkingi puocess iis fimisked r with othe abeve\Tprocesises.
transmt a . signal to the external nonitoring termnal, etc., wherein
thi s signal Describedchersinafter is an explangtionyef the feansfer pfelerimonioumonayne
ATM card_4 on he basis of procedyre term ned in advance.

Step 53 95 between e custamex,¢ 3&%&}1@8’3\&0& Bet ween ATM 2 and ATM card
4 1is fi niShS&E ﬁ_‘ will be possible to operate the system code
(financial insti R code) key (not shown) installed on the input

.?.Li tshgyg![ 2:“k Cggg%‘?t%;n%é(gﬁ'})%e%gﬁg‘nﬂndicatt{]o% 'g‘gya%nilentr',e ?,ﬁ'é’ At’bef tirgﬁélﬁltiﬁasd'
gsst em code al gig%%‘f e'i%r glrﬁés? ?r:lﬁg Pdelﬁe% % 3{ @yh@?{ég%%"n%‘a‘?g?i@%ﬁ Wiei%éatthgq%l? té’?“g‘ i code
key is inpull&dronic money equivalent to the amount of money paid to the customer
10 card 3 included in a signal for authenticating the payment is received
from the ATM card 4 (process of "Indication of Receipt of Money"). The
ATM 2 also transmits signal and the electronic money addressing to the
ATM card 4 to the ATM card 4 wherein this signal indicates that the
electronic money equivalent to the amount of money paid to the ATM card
15 4 included in a signal for authenticating the payment is received from the
host computer 1 and is transmitted to the customer card 3 (process of
"Indication of Payment"). The customer card 3 an& the ATM card 4
receiving these signals mutually and directly carry out the transaction
processing by means of the electronic money. The process goes to Step 72.
20 Processes from Steps 72 to 76 are the same as those from Steps 17 to 21
shown in Fig. 1 of the first embodiment.
Step 72
This step carries out the same processing as that of Step 17 shown
in Fig. 1. (process of "Mutual Authentication")
% Step73
This step carries out the same processing as that of Stép 18 shown
in Fig. 1 (process of "Transfer of Present Balance").

Step 74



by the clerk in charge, the ATM 2 reads the system code fromthe ATM
card 4, transmts the systemcode to the host conputer 1, and transmts 5

t he ATM code of the ATM 2. Step 54 The host conputer 1,
upon reception of the system code and the ATM code fromthe ATM 2 and
the ATM card 4, checks to see whether or not the systemcode is
appropriate. VWeTng%tép%hrﬁeﬁbthhelsaﬁﬁe Scds@ind® asﬂﬂ'ﬁ‘ﬂr&' Stapt 19 RBowSt em
code is appropriate, it prepares |ID code (hereafter call ed, "ATM card
ID') differ th&gvér(pré@‘dsaﬂ‘r'ﬂ’a@rmmw) es the ATM card ID while nmaki ng
correspondence to the ATM code, and transmts the ATM card ID to the
ATM card 4 by wapters 78 he ATM 2. Step 55 15 The ATM card 4,
upon reception of the ATMcard ID fromthe host conputer 1, stores this

ATM card | D in tAhissten garries guitherspme processing as thah@fgﬁt@m%ghgwn he
ATM card_ID,i s fi hed w bov, ocesse - Next, there
i s execu?ed‘%sﬁagogeé‘ﬁ?%esﬁcﬂthgtﬁéﬂﬁ eﬁd)f%‘%WeBMG% referred to as a
checki ng process ,Zjénsure that the genui ne ATM card 4 remai ns
connected to the 6"691 ne ATM 2 at the transaction processing. The

Shows. procedur os 1105 *E4i2 CRFRE gl ths ek Bgfer g afithas of Shep 3t shpy
Toney o 20in B £ QRN B SRS KR SRR ARl Sgffeed ™™
Step 56 customer card 3 and the ATM card 4 is finished wit! this step.
10 Step 77
After the process of "OK", the customer card 3 transmits a signal
and a balance to the ATM 2, wherein the signal indicates the finish of the
receipt of the money, and the balance is renewed after the transaction
processing read from the data memory 23 (processes of "Finish of Receipt
15 of Money" and "Transfer of New Balance”). The ATM card 4
transmits a signal representing the finish of the payment to the ATM 2
(process of "Finish of Payment"). Processes from Steps 78 to 80 are the
same as those from Steps 24 to 26 shown in Fig. 1 of the first embodiment.
Step 78 |
20 | This step carries out the same proceséing as that of Step 24 shown
in Fig. 1 (process of "Printing of New Balance"). '
Step 79
This step carries out the same processing as that of Step 25 shown
in Fig. 1 (process of "Discharge of Card" and "Issue of Itemized
25 Account").
Step 80
This step carries out the_ same processing as that of Step 26 shown

in Fig. 1 (process of "Finish of Transaction"). The transaction processing



This step carries out the sane processing as that of Step 5 shown in
Fig. 1 (process of "Selection of Electronic Money and Paynent of Electronic

Money") . Step 57 5 This step carries out the sane
processing as that of Step 6 shown in Fig. 1 (process of "Insertion of
Card"). Step 58 This step carries out the sane
processing %ﬁIﬁéﬁecmeﬁi %He%b%‘%@viﬁoh@sses Wt thle G8pOGEES tPdnsatbédEthe O
Reset"). 10 This step carries out the sane
processing M‘Mhaar@m stﬂsxﬁu%hﬂw dléctronic mdhey! eqRivilens tof thdldepdsit

Aut henti cation"). Step 60 This step carries out the
sanme pr ocess-ecrgjvad froat the &Gistpnibrstamd 3 bo theFhgst tomputeeskdurdhg "tReadi ng
of Card" and "Card Reading Data"). Step 61 This step
carries out trmm pravessingnof ﬂastelectromcampeyo The dé¢posit baldtiag. ofl
(process_of “Transactable"). Step. 62 20 Thi s step

carri es dut thaecastamer'scasequns @&or%tlmfthst host 1computer 1 isj yeppwyedy
(75°33°% Uocrbit 2 o555 Vb D Bl st b tennhy
S8 52 chougs, i kel aaE s TonFB oo Ry brRiSa!
as that of %EﬁectlgfﬁﬁowonaEmbodnhgnt)l (process of "OK").
o In addition to the effect of the first embodiment, the
10 transaction processing system and the transaction processing method-
shown in the above mentioned second embodiment bring about the effects
that even if the ATM card 4 is stolen, the financial institution will not be
affected by any monetary damages, it is possible to save the labor of
thinking out and preparing the program of the ATM card 4 in order to
15 ensure the security, and it is possible to save the labor of setting an
excessive mechanism of the ATM 2. In addition, the above system and
method bring about the effect that when the ATM card 4 is replaced with
others without any authentication of the host computér 1, the transaction
of the ATM 2 can be discontinued. |
2 (Modified Examples éf Procedure for Transaction Processing)

Various modified examples can be regarded as transaction
processing methods in the first and the second embodiments. For
example, it is possible to carry out the process of "Finish of Transaction"
shown in Step 26 (Steps 49 and 80) before the process of "Discharge of Card

25 and Issue of Itemized Account”. That is, this means a procedure for
discharging the customer card 3 after the host computer 1 finishes
settling the hypothetical payment to the customer's account.

(first Modified Example of Transaction Machine)



40 Step 65 This step carries out the sane

processing as that of Step 14 shown in Fig. 1 (processes of "Input of
Amount of Money to be Paid" and "Transfer of Anpbunt of Mney to be
Paid"'). 5 Step 66 After the process of "Transfer of
Anmount of. Money to be Paid", the host conputer 1.*checks to see if it

I s possible to pyyridifs tRRRforhfbnal caddy i Bel Whsidé¥eddin Pedgtiet PN Of
the custonmer. \Wen the host conmputer 1 checks to ensurethat it is
possi bl e t o ARMS® of tthe presént diRestitidn.l Déscribedbéiditafie i9adl etplahBionTM

2, wherein this signal neans the requi renent of transm ssion of the ATM
card |1 D (profthe mbdified éxzanplesenent of ATM card 1D"). Step 67

After the process of "Requirement of ATMcard ID', the ATM 2 15 receives a
signal fromthe Whet AMptofrthe pmbserdi invedritiorsiigrddsigmedhdotterd out the
requi renent of the transm ssion of the ATMcard ID, then it transmts
the sign@l ieformeativm cemdtrappactiens particudariyenbiatory afvtransaction
ATM card 20PR0GRSEIE CEnavaR alRnee.ciee fEomMe  THheREl . ARUCIOHRAL theans
e D REabd PSSR AL S8, R SheRabihe Bl
e YN R e TR
Ca0 L0, 11 OB RerTMAAR8 o o8 ol R RRGBll 1L coe, WLl L
10 (Second Modified Example of Transaction Machine)
The ATM 2 of the present invention is de-signed so that the
indication part of the clerk operating part 8 or the journal printing part 13
can be operated in accordance with conditions. For example, the
comparison part (area of a part of the main control 11) of the ATM 2 is
15 designed to make a comparison between the clerk's ID inpﬁtted from the
input.of the clerk operating part 8 by a clerk in charge and that stored in
the memory (area of a part of the main control 11) in advance. When the
two clerk's IDs accord with each other, it is possible to operate the
indication part of the clerk operating part 8 or the journal printing part
20 13. Accordingly, the ATM 2 can prevent secrets from leaking and can
prevent clerk's IDs from being used illegally by third parties. It is also
possible to determine the rank of clerk's IDs. With such an arrangement,
it is possiblé to set information which can be processed only by special
clerks in charge on the basis of the rank of the clerk's IDs.
25 (Third Modified Exarﬁple of Transaction Machine)
The ATM 2 of this invention is designed to have destruction
means that ICs are destroyed electrically by applying high voltage to

them, and destruction means that connection terminals and ICs are



41 fromthe ATMcard 4, to the host conputer 1 (process of

"Transfer of ATM card I D"). Step 70 After the
process of "Transfer of "ATMcard I D', the host conputer 5 1 receives the
ATM code and the ATM card ID fromthe ATM 2, and it conpares a

conbi nation of the received ATM code and the ATM card ID wi th that
stored therghichd¥eihd desirdged Oplydiadllpns Wetkosdchvdr agdgifigemendt,Whent he
host conputer 1 judges that the genuine ATMcard 4 is connect ed

cont i nuous! yhé ATMecagdrdlid eedddbd congpulsigelyofiioni ithe YT Deiti isgposkible tay nent
to the account of the custonmer, transmts a signal, representing

aut hent i cat ppeverft thee ABMneatd dofrom being ededudlegallyehy anys thirdr parhies,3

and the ATMcard 4, to the ATM 2, and executes the transfer of the

el ectroni c hecamsetdedTM caxd 4 canoot beanged bathetAEMAZM card 4

(process_of "Indication of Paynent'). The process goes to Step 71. Aso, 15
the sigral @hirgh Modified Ezxampleof£ayddcess of paynent i ncl udeg a signal,

t he ot her signal

si gnal i ndi cat eswﬁ:{ﬁ%ﬁ%ﬁa&{%ﬁ%&% snn%]?g eé‘g’ﬁtﬁgﬁqrga{\{lntc%rsgﬁgﬁ %%?ﬁrw?\l the
the ot hor SFEFLY (Fritba: Bustpier ol etk HSmreraib Eefivh: onPbsrERE 20
crount o PRRENRBNG) o Ebbed gt ccel g Lrom e host
then A1 £, CoTREEATMTRata 41 966 Ul cERF ) D st thbontion
Wi t hout 1@NY cANNEAbAIZRAEAORD SaryGut g8d tFARHERN proceRSing 8fsht telectronignal
money with different monetary denominations like yen and dollar. For
example, when the customer card. 3 transmits a national code (monetary
denomination) to the host computer 1 at the transaction processing, the
foreign exchange rate is transmitted from the host computer 1 to the ATM
15 card 4 (or the customer card 3). The ATM card 4 (or the customer card 3)
is designed to carry out the transaction processing in such a manner that
it stores the foreign exchange rate in the coding and decoding circuit 25,
transmits the foreign exchange rate to both customer card 3 and ATM
card 4, and transposes the transacted money from one to another
20 monetary denomination. With such an arrangément, the ATM card 4 (or
the custorﬁer card 3) can carry out the transaction processing of electronic
money with different monetary denominations.
(second Modified Example of Card)
The ATM card 4 (or the customer card 3) of the present invention is
25  designed so that when the number of errors continuously occurs by the
frequency determined in advance, the ATM card 4 (or the customer card
3).locks the program for transferring the electronic money by itself. This

can be realized by the following mechanism, namely, for example, the

47



25 of "ERROR'" to the ATM 2. The ATM 2, upon reception of the signal of.
"ERROR' fromthe host conputer 1 discontinues the transaction

processing, and transmts a signal to the external nonitoring term nal or
the Iike, wherein this signal indicates a clerk in charge connects the

42 ATM 2 and the ATM card 4 on the basis of - procedures

deter m ned IATM carddV@rGhe customer car8) stsreli the RUARTSof rrbrdiifinghé W th
t he above processes. Descri bed hereinafter is an explanation of the
transfer of dakechemory 23pthy CPUIRO endts 4 resetusigasbat erithal time, ahd theV
card 4. Step 71 After the process of "Indication of
Paynment ", t KEPTA120 aldor emdts an error signail grizénavertdre ecxmt aooers.c aWiith, sudber ei n
this signal indicates that the el ectroni ¢ noney equivalent to the
anount of nane§rmaagementtinctheeventef a failure; the A {or the cystemeror
aut henti cating_ the paynent_is_receiyved fromthe ATM card 4 (process of
"| ndi catPoncard ﬁéccmoﬁo}ﬁ the glgctyonieaoney asyit\isp canprevenhdheteleairgnia  and

he el ' d i ng, . ard 4, h \ d
aner i ¢ i SR Aar g vated iigallchy third REehisn: Alionbye DIV o
aut hont i cat SHEP RN BpRB- Hiae Vheto BRbedaration Tor Eeifun® BTN, |
Lransi £t ed o be chURLR0PEa 250 nbP oBEERRA When an duMHehRldsbrofor the

Payment "). e custorner car car o recerving _

si gnal's mut yal das &g ?Hc@&éihg i€ JtyoH%anéJJ%tE.r ansaction processi ng by
nmeans of the electronlc noney. The process goes to Step 72. 20 Processes
from St eps (thit® Médified ERSmpAEf Earliiose from Steps 17 to 21 shown in

Fig. 1 of the first enbodi nent.
The ATM card 4 of the present invention is designed to transmit a

signal for information to the external equipment when an error occurs in
the system. This can be realized by such a mechanism that for ATM
card 4 transmits an error signal emitted from the CPU 20 from the
15 contact 18 to the external equipment. With such an arrangement, when
an error occurs in the system, the ATM card 4 can inform a clerk of the
error. Also, if the signal for information has identification so that it can
specify the kind of errors, the ATM card 4 can inform clerks of the
contents and factors of errors. | '
20 (fourth Modified Example of Card) _
The ATM card 4 of the present invention is designed to detect the
renewed balance a specific sum determined in advance and to transmit a
signal for information to the external equipment. This can be realized by
the such a mechanism that for example, the ATM card 4 sets the renewed
25  balance of a specific sum for detection in the data memory 23 in advance,
the CPU 20 detects the renewed balance for detection set in the data
memory 23, and the ATM card 4 trahsmits a signal for information

generated when the CPU 20 detected the renewed balance from the contact



Step 72 This step carries out the sane processing as that of Step
17 shown in Fig. 1. (process of "Mitual Authentication") 25

Step 73 This step carries out the sane processing as that of Step
18 shown in Fig. 1 (process of "Transfer of Present Bal ance").

Step 74 ' 43

This step cagri@gheUbxidifab %;@iﬁﬁ%R?SW&hg§g%H%n frreh@BmehtS WoMEn the 1N

Fig. 1 (process of "Paynent")- Thi's step
carries out balenéa ¥ thectsred Fund i9dbwyf thy ATRD cakd@W cén ireqdifle the
(process of "Transfer of New Bal ance"). Step 76 Thi s
step carri esupplerhémt ofithe plastemsicngoney.t hAlsofthetemededsbalamce detectedri g.
1 (process of " CKI\A The transaction processing between the cust oner
card 3 and byetha\NATM card ¢ tani béedeterminedi arbitearilyl by each fisameial7
After the process of "OK', the custoner card 3 transnits a signal and
a bal anc® t institutiom withire rtdien uppersiligniti sumei determinied fonitde system -
recei pt of the noney, and the balance is renewed after the transaction
processi ng BBEMHYom t he data nemory 23 (processes of "Finish of Receipt 15

ransm {5 2 R MRATie] ERamASTGRD, nl oh of the payment to the ATM 2
A a5 those {r GRSKERERSRE Botme RRGRAERLpHACh s SerieRe Wi bl

renewed balance for detection in the over-payment state. This can be

10 realized by such a mechanism that for example, the ATM card 4 can be
designed to set a plurality of renewed balances for detection in the data
memory 23, and sets the renewed balance for the lowermost detection in
the over-payment state. The ATM card 4 can be designed to transmit a
signal for information which is generated each time a plurality of

15 renewed balances for detection are detected one by one wherein these
balances are set in the data memory 23 by the CPU 20 ﬁ'oin the contact 18
to the external equipment. With such an arrangement, the ATM card 4
can transmit a signal for information to the external equipment in
accordance with the renéwed balance for detection, and can carry out the

2 transaction processing until the renewed balance turns to the over-
payment state determined in advance. As a result, the ATM card 4 can _
continue the transaction processing without any supplements of
electronic money in holidays, in time zones of mﬁch transaction
processing, and in time zones proximate to the closing time. Also, with

25 regard to the supplementation of electronic money, the equivalent to the
renewed balance of over-payment is supplied in the ATM card 4 which

shows the renewed balance of over-payment.

(sixth Modified Example of Card)



Step 78 20 This step carries out the sane processing as that of Step

24 shown in Fig. 1 (process of "Printing of New Bal ance").

Step 79 This step carries out the sane processing as that of
Step 25 shown in Fig. 1 (process of "Discharge of Card" and "Issue of
Item zed 25 Account"). : Step 80 This step carries out

the same processing ATMhr@’4 ICRhECpPLANE inventidn Fédh He (Ustered f

"Finish of Transaction"). The transaction processing

44 volatilizd isBirfd pogitais.t NTHHBVéR Be aealized. by\sdch ke ntubRsiism S
transacted, the ATM card 4 transmts the el ectronic noney equivalent to

t he deposit that forasiampld, rthe ATMcostd de hasaa dvdlatibe tihemvrgt andnputen- 1
during the transaction processing of this electronic noney. The
deposit bal anladilefmemariyeleads: programsafrom the extermdl iequipmensdsand @tpraser 1
s renewed (increased) in accordance with the anmount of the transferred
el ectronPc the pregegmsiini the velatde tmemopy.oc Withrgpchsaniamrengementhwhea

above proces

~addi tion t o the ATH : %Flgfr%gﬂwehﬁ‘éommf%ﬁﬂ’m card Asean nggvent
D P e W SRS ool RSB TE AOt oR WBe,
1 AT G2 B, AP g YRSGHRAYRESE Lod B OB, boBlsd s po
(1L, O RSP, ARSI Bl 3y U ), Wiy
10 above incomplete program and .a program stored in the non-volatile
memory of the ATM card 4 in advance.
Described hereinafter is an example of the complete ﬁrogram which
transfers the electronic money.
The program which transfers the electronic money is divided into
15 two wherein one is stored in the memory of the ATM 2, and the other is
stored in the non-volatile memory of the ATM card 4. When the ATM 2
and the ATM card 4 are connected to each other, a program stored in the.
ATM 2 is loaded by the ATM card 4, and is stored in the volatile memory of
the ATM card 4. A complete program will be prepared by synthesizing
Z) this program and a program stored in the non-volatile memory of the
ATM card 4. This complete program is held in the ATM card 4 while the
ATM card 4 is connected with the ATM 2, but when the ATM card 4 is
- removed from the ATM 2, the complete program will volatilize.
Therefore, the ATM card 4 is designed so that when it is removed from the
25 ATM 2, it cannot be able to transfer electronic money.
It is also possible to divide the program into three or more. This
can be realized by the following mechanism, namely, the program is

divided into three, the first program is stored in a device connected on-line



excessi ve nmechani smof the ATM 2. In addition, the above system and

met hod bring about the effect that when the ATMcard 4 is replaced with

ot hers wi thout any authentication of the host conputer 1, the transaction
of the ATM 2 can be discontinued. 20 (Modified Exanples of Procedure for
Transacti on Processing) Various nodified exanples can be regarded

as transactiwdth a medfess sicly daefloppy disk,hetd,) bst thRJATM 2e¢hBdsecond
enbodi nents. For exanple, it is possible to carry out the process of

"Fi ni sh of Pprogeamtisadred in sl®wonivolStikpniting:5t eHthel ATM®,81)d bkeé chixdt he
process of "Discharge of Card 25 and Issue of Item zed Account”. That is,
t hi s neans @rograoadsrstored in thedhentvalagilegmemoryuof sherATM ¢agd .t Withhe
host conputer _ 1 finishes settling the hypothetical paynent to the
custoner' s &ueban arrangemieps; fingldthe ATM: 2nipadsctherprogramisiareddni the)

45 ) Var('iousl,tran.s or mat j,onal cases_can bg considered in
respect ®f df¥ice conneeked oprling wikh a madipmy sueh 6 floRRE digfedelicer & er

e SRR v e Yt BB SO e sonomaed
Lransact on Rk s! CYch bl S0 Sl WHTRTRE EARY 4 gre BEASERRA uh GRS

e o B A b R G i A

journal printing par here asily ins t he

ATM card 4 %Bﬂatﬂ%”m_%ﬁitgr& SHithe ATMSCBY Hhbdik oft Bne ATBIORE-dMIiAA 36 sEXRWP! ©

~of Transaction Machine
' 10 in the volatile memory of the ATM card 4. A complete program is

prepared by synthesizing these programs and a program stored in the
non-volatile memory of the ATM card 4. Also, when the power source of
the ATM 2 is turned off, the progral\n stored in the volatile memory of the
ATM 2 is volatile.

15 With such an arrangement, when the ATM card 4 is removed from
the ATM 2, the transaction processing system can prevent secrets from
leaking and to prevent the ATM card 4 from being used illegally by third
parties. In addition, when thé program is divided into three or more, for
example, system suppliers (card suppliers and card activators) control

20 the program stored in the non-volatile memory of the ATM 2, and card
issuers control the program stored in the device connected on-line with a
medium such as floppy disk, etc., or the ATM 2 and another program
stored in the non-volatile memory of the ATM card 4. Therefore, the card
issuers can carry out unique services while ensuring the security of the

25 system at as high level as that of the host computer.

(first Modified Example of Transaction Processing System)
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The ATM 2 of the present invention is designed so that the I ndi cati on
part of the clerk operating part 8 or the journal printing part 13 can
be operated in accordance with conditions. For exanple, the

conparison part (area of a part of the main control 11) of the ATM2 is 15
designed to nmake a conparison between the clerk's ID inputted fromthe

i nput of the cl eNardpes ahodididdekathplys a®l Bekedrbid@ditn athd thaisaztioned in
the menory (area of a part of the main control 11) in advance. \Wen the
two cl erk's prbosessingrsysteémhofdhé mieBent inventioposfidscribed hewsinafierhare

I ndi cation part of the clerk operating part 8 or the journal printing part
20 13. Acceudhmgiodifiedhexamplescan prevent secrets from | eaking and can
prevent clerk's IDs frombeing used illegally by third parties. It _is also
possi bl e to det edlientransactignipracessiagsystens mentioned, in the Grstanpdnthe |

it I bl |.nf ' whi ¢h b d ly b i al
clerks 18 cRerepd SRadmSER Sapibg Gombingd Swtﬁwgéé’lﬁfiﬁ et wih cfz%rfffﬁt'aﬁ
Modi fi ed Ex | T tion [ T ATM 2 t hi

i nvlenlt !eon i % |§ﬁgﬁr&§%$éﬁ%§3%§h@%a|@?ﬁ%‘ﬁ host copypuiter &hat I Csoar e IOIZst royed
el ectrically by ghpl YA%n@gﬁgbq\ﬁ?éf gl?g thfnsactiod Fr8hesdiifly 53EdH CodRBiBR S

t hat connection térmnal’s

46 . L1k nt
when  tnEUGRHECARRANG: BBT R h B b Wit REfReflfe B R0
possi bl e toFig, 10 8hgWis the Aiinehtbrtt bf AMeLBbaetiRR pkb@&@iﬁ%/ gPstemy
third parties, because the M card 4 cannot be reused by the ATM 2. 5

(First Mydi copbibsdrgth thle dontddller. Various nodified exanpl es can be
considered in respect of the ATM
Denoted by 26 is a controller connected on-line with the host
computer 1 and the ATM 2. The controller 26 carries out a part of the
processing instead of the host computer 1. For this reason, the host
computer 1 can omit the processing carried out by the controller 26.
15  Processes carried out by the controller 26 are as follows, namely, for
example, authentication of the ATM card 4, granting of the ATM card
ID to the ATM card 4, checking of failure of the ATM card 4, and checking
of communication mode, etc. The processing efficiency can be enhanced
by providing such a controller 26 at each branch (district unit), because
2 particularly, the processings of the authentication of the ATM card 4 and
the granting of the ATM card ID may be executed at each branch (district
unit).
Described hereinafter are procedures for the processing carried out
by the controller 26 of the present invention.
25 | Basically, the procedures for the processing carried out by the
controller 26 of the present invention are the same as those of the host

computer 1. These procedures are explained while taking the
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card 4 (or the custoner card 3) of the present invention. Described
“hereinafter is such nodified exanpl es. The ATM card 4 (or the
custoner card 3) of the present invention 10 can be designed to carry out
the transaction processing of the electronic noney with different

nonet ary denomi nations |ike yen and dollar. For exanpl e, when the

cust oner cap@tBehtiddioh of the WI'MPBard 4R (O gpadtidg of théeATM 8aéd ID)td O

t he host conputer 1 at the transaction processing, the - foreign exchange
rate is tratheiATMIcdrdddshexdmplesconputer 1 to the ATM 15 card 4 (or the
custoner card 3). The ATM card 4 (or the custoner card 3) I s desi gned
to carry out theThrearfiest: iexplanatiensiingthe setting rarred wmdt beford tthet or es
the foreign exchange rate in the coding and decoding circuit 25,

transmits t aathentirationofithaATMaeard 4 and the granting of the ATMhaardiiD to

card 4, and fransposes the transacted noney fromone to another 20

nonet ar y?de ' ieHd W th such an arrangenent, the ATM card 4 (or t he
custonmer card 3) ansfne)lrry out the transaction processi ng of electronic
noney with di ffeﬁgﬂ{ netary denom nat i ons. - (second Modified Exanple

Cnvent i on is 25 BESUCHG HbREtOn RioroP Rk, ShEdFe B tpdred enrPicl sy
ocour's b 1 Bocossild %gyﬁgayq‘ﬁ%g&ﬁb%ﬁt LG8 od 6 BIMNGRE Lot lﬂ;h,t he

custoner ca rogram trans errin oni c
money by i t%ﬁHftheTiﬁe"clﬁed prédesBing i%aéétziﬁq;hQYcohlﬂf‘olfé}' 26’W' ng ”ECha”' sm
nanmel y, for exanpl e, 47

ATM cargg4 (or tseepsg;tomer card 3) stores the nunber of errors in the

When the host computer 1 and the controller 26 are connected with
“each other, they authenticate each other.
Step 83
When the mutual authentication is carried out between the host
15 computer 1 and the cohtroller 26, the host computer 1 specifies and stores
the code every controller 26, and transmits it to the controller 26. The
process goes to Step 84. On the other hand, when the mutual
authentication is not carried out between them, the host computer 1
transmits a signal, representing the instruction that a clerk in charge
2 connects the host computer 1 and the controller 26 with each other on the
basis of procedures determined in advance, to the external monitoring
terminal, etc.
Step 84
The controller 26, upon reception of the code from the host computer
25 1, stores the code therein.
Step 85
The controller 26 transmits a code which is transmitted from the

host computer 1 to the controller 26, and a signal to the host computer 1,



data nmenory 23, the CPU 20 emts a reset signal at normal tine, and the
CPU 20 also emits an error signal whenever an error occurs. Wth such
~an arrangenment in the event of a failure, the ATMcard 4 (or the customer
5 <card 3) can hold the electronic noney as it is, can prevent the

el ectronic money from being used illegally by third parties. Also, the
contents of whereirethis sigiizl shisbs thaicontentsiofiprbedtisind icapriedosutobguiize ATM
card (or genui ne custoner card 3) is not obtained, when an

aut hent i cat icontroller 28einstead of thesheosti computeedssi ng i s not obtained, etc. 10
(third Modified Exanple of Card) The ATM card 4 of the present
invention is desStgedBto transmt a signal for information to.the
external equi pnent when an error occurs in the system This can_be

real i zed by suchThenmbentreomputest 15 sponTmeception pfjthese signalssfrom dheor

signal emtted fromthe CRPU 20 from.the 15 contact 18 to the external
equi prrenén ppRiTollgE rzﬁaﬁhsek%%éﬁ%ﬁhwmﬁer §§ﬁna,y Ty 0Bk APaTh Qlribe

t the ATM card. 4 i | t Alsp. if.th
o onal or  PRIGASHENS IEtRAE of JhAHOSE cRmMERIELd- | Wihen the hntroller FE ean do o
Kind of err T 4 i nf.or K .h t d
. e o W s e BRI OB e oSG,
d 4 of t ' han i ' h
ol anee n o Un PReBEHtr hAKA hER o WEHHANGE SahibCR) sbithe host EiififGler

for infor mil @ankfitd e il W Ahe EhtPED L moblilctin tdiin{rfA] | €RY, Wherein t he

such a mechani smthat for exanple, the ATMcard sets the renewed 25
bal ance1@f ghieeghalc indivates #ladlefk iighchargdaodahangsnthe/ sé8ting ofl ibece,

the CPU 20 detects the renewed bal ance for detection set in the data
menory 23, procdshing\dddriead dut! byrthessontmoller2@ynal for information

gener ated when the CPU 20 detected the renewed bal ance fromthe contact
48 : Step 87

The controller 26, upon reception of a signal of "OK" from the host
computer 1, and registers the setting of the processing carried out by itself

156 instead of the host computer 1.

The setting carried out before the authentication of the ATM card 4
and the granting of the ATM card ID are finished with the above
processes. |

Described hereinafter are the authentication of the ATM card 4 and

2 the granting of the ATM card ID.

Step 88

When the ATM 2 and the ATM card 4 are connected with each other
by a clerk in charge on the basis of procedures determined in advance,
they authentiéate each other. That is, they carry out the same processing

25 asthat shown in Step 52.
Step 89
When the ATM 2 and the ATM card 4 finish the mutual

authentication, the system code (financial institution code) key (not



18 to the external equipnent. Wth such an arrangenent, when the

bal ance of the stored fund is low, the ATMcard 4 can require the
suppl ement of the electronic noney. Also, the renewed bal ance detected
by the ATM card 4 can be determned arbitrarily by each financial 5
institution within the upper limt sumdetermned for the system

security.  ghoth)f twhivRdisf s&9irEXRERhBus fof Theddlerk operatingmgt' I{/BC&* ¢ of
th al a or

.the present invention can be designed to set e renewe nce

det ection i ATMe2 GvethePOnpRibtalilé oétate.TWEek dhe R9steétn cb@d lkieyas iRputtedibyd
mechani smthat for exanple, the ATM card 4 can be designed to set a
plurality oftheaberdeih bchhrge; chef ATM 2t veaidscthel systém cdeafrom the ATM &ad and
sets the renewed bal ance for the | owernost detection in t he

over - paynmentd, amnst tranpmaita\the cystem code and dheiA/iMIcode of the ATMa2 to the gnal
for information which is generated each tinme a plurality of 15 renewed

bal ances®f ocontiotleri are detected one by one wherein these bal ances
are set in the dg%ea %m)ry 23 by the CPU 20 fromthe contact 18 to the
external equi preP®P¥ th such an arrangenent, the ATM card 4 C

an
2coor dance wi £h TS FEHEROEF BB Aeb Teseotianct: Himsysiaet cane it fhedTHhe 20
payment st aclia R R ATM 2 ADEHEATIR a2 £ 0 SR doeeitf 4BHSR tpdes
continue the,bn .CtWF’l@a;ptr}ReC&ﬁft} Mo RAULKs ?@%ﬁﬁpégltﬁﬁ@ﬁﬁ , Bt right, it
el ectronic noney”in holldays, In tinme zones of MUCh transactioh

processiigg, ﬁﬁ@ﬂai-é‘s- theBATNICEaR] TH BEerédt FRGmC beéﬁﬂqu?caral 30.st¥bdd) 25
regard to the suppl enentation of el ectroni c noney, the equivalent to the

renewed bal ghefeti ther ATMNMRardi IDsUPRAI €Hel ATHE AUY cwhilet MakéAg a

shows the renewed bal ance of over-paynent. (sixth Mdified Exanpl e of
Car d) correspondence between them, and transmfts the ATM card ID to the
ATM card 4 by way of the ATM 2.
Step 91
15 The controller 26 also transmits the ATM card ID and the ATM

code to the host computer 1.
Step 92 '
The ATM card 4, upon reception of the ATM card ID from the controller
26, stores it in the memory (data memory 23). |
20 Step 93
| The host computer, upon reception of the ATM card ID and the
ATM code from the controller 26, stores them therein while making a
correspondence between them .
The authentication of the ATM card 4 and the granting of the ATM
25 card ID are finished with the above processes.
The ATM card ID was granted by .the above processing. The ATM
card 4 transmits the ATM card ID to the ATM 2 at the transaction
processing. The ATM 2, upon reception of the ATM card ID from the



The ATM card 4 of the present invention can be designed to vol atilize

sone prograns. This can be realized by such a nechani sm that for
exanple, the ATM card 4 has a volatile nmenory and a non- vol atile
menory, | oads prograns fromthe external equipnent, and stores 5 the
programs in the volatile menory. Wth such an arrangenent, when the ATM
card 4 is r AN QErd L Eraihemi{Ebeth ATM B8k G¥iidh4sCtbred @y €hb ATM 2e4hdt S
from!|eaking and to prevent itself frombeing used illegally by third

parties. Al fige ATMpéardr HD) whibh isorsteivdds fions tifel AT daedadisto ithe dumst not
function by itself. A conplete programis prepared by synthesizing the 10

above i ncomgmpater bgAsm aeslils, theohostneahputet 1, uptwe receptian af | the ATM
menory of the ATM card 4 in advance. Descri bed hereinafter is an
exanpl e of code andpitbe AATM paad i friom thet AAM 2 can H@aklee%tmpéﬂﬁﬂney

The progr amv\,hlch transfers the electronic _noney is divided into
wher ei n bnebetwesn acepmhinationefdhe ATM gedepnd the AI'M,gaxd ﬁ@r “that"°

stored in the ngn ile nmeno f d4 When ATM

2nd e ATVAGEPA 12 thehesinsBPRISn b o THereioney eahaﬁfogqr&mé%;l Sl cphe
ATM 2 is | oaded b e ATM card 4 and ssto I N,th | ati ry of
the ATM car SR %chthﬁpﬁaw FRisgeane (he eFpRlng s ATIR et 1 sY
this progr a p£ogram stored in the non-volatile nmenory of the ATM
card 4. Thlmrﬁﬁ gt programis held in the ATMcard 4 while the ATM

card 4 15 conneohedpi{boblSIATA! Pho BhIRR 3616 ALY 456hd jhdention CRFDVEd

fromthe ATM 2 e conp program w Iatl I ze. erefore,

ATM car ) 4 ilghié@x% aOhErietPof f15¢ hoBE Bornbuktér nemmefo&e ntﬁéwﬁoaécopﬁwtan 1| t

cannot be able to transfer el ectronic noney. is al so possible
to divide tb@nprgrvﬁmhlmhﬁytdalseeoﬁll;hmeces'ﬁng can be realized by the
foll ow ng mechanism nanely, the programis divided into three, the

first progr eseconddﬂodﬁ‘téd Exanmsleiof L'ramsaetion Processing System)
>0 It is possible to combine the transaction processing system in the
first embodiment with the ATM card controller which automatically
15 transmits an instruction for transferring the electronic money between
two. kinds of the ATM cards, wherein one is the ATM card where the
balance has been lowered, and the other is the ATM card which is going
to exceed the specific sum determined in advance, and other ATM card.
The arrangem.ent of the transaction processing system combined
2 with the ATM card controller will be now described with reference to Fig.
11. Fig. 11 shows the arrangement of the transaction processing system
combined with the ATM card controller.
Denoted by 27 is an ATM card coni:roller connected on-line with a
plurality of ATM 2s. The ATM card controller 27 receives a signal for
25 information from the ATM card 4, and can transmit a indication to the
ATM card 4, wherein this signal shows that it is necessary to supply or
recover the electronic money from the ATM card 4, and this indication

means the transfer of the electronic money between the ATM card 4



wi th a nedium such as floppy disk, etc., or the ATM 2, the second
programis stored in the non-volatile nmenory of the ATM 2, and the third
programis stored in the non-volatile nenory of the ATM card 4. Wth
~such an arrangenent, first the ATM 2 | oads the programstored in the 5

devi ce connected on-line with a nmedium such as floppy di sk,

etc., or the

ATM 2 and t Rehichaggtsiigotdsighal (torthd ATM bard ebatroller BMaAN othet PETM

ATM 2. When the ATM 2 and the ATM card 4 are connected with

each ot her,

t hi s prograwrards Hoaded together with a programstored in the non-
volatile nmenory of the ATM 2 by means of the ATMcard 4, and is stored 10
in the vol atil e Mmsoripedf heteinafibr caredprbcedires fiph precessing dheisupply or
prepared by synthesizing these prograns.and a programstored in the

non- vol at i | éhaweeeveryfofithe edgudromicananey so, when the power
the ATM 2 is turned off, the programstored in the volatile

sour ce of
menory of the

ATM 2 i sPvol ati | Otem9¢t Wth such an arrangenent, when the ATM card 4

is renoved from

prevent secrets fr Bﬁrg?it@ w&%lﬁtﬂg‘%n{}{ g%&éi}g&t‘% Ceﬁ%ﬁ’?&?‘éﬁb‘e"grm@i ng
dill | ' . ' | diti th |

di vi fl;ad ht 8 hPsegiroflis morflf b€ Suqrel B sehihidn HBACH? Tof %%_?%%ﬁ% by

ronvor ati | Serd TechélS iy Bohnte SANAGH At At B[ SEARAIAL PO BRI

stored in tbgrdl@VirashAN8EigHa L oY infSriih£ibn FepreseiRiig the ?Eﬁ%ﬁénfeln‘?ﬂﬂy

di sk, etc., or the ATM 2 and anot her program stored Iint

non-vol atil e

menmory o tlRe %W}ﬂ?rdf the SRttt Mohée evarf shortdgeStf the Gtlafidd N theé

uni que services whi

e ensuring the security of the 25 system at as high

| evel

as t haicinityt éfetheokiwerolimit,cor anotheffsignal Moflifhforthdtienpepresenting
Transacti on Processing System

the requirement of the recovery of the electronic money every excess of the
balance in the vicinity of the upper limit, as different contents by stages to
the‘ATM card controller 27.

Step 95 .

After the ATM card controller 27 receives the signal for
information, it judges whether the signal requires the supply or recovery,
and also judges a supply sum or a recovery sum. When the signal for
information requires the supply, the ATM card controller 27 extracts the
ATM card 4 storing much electronic money therein. The ATM card
controller 27 .transmits a signal representing the instruction of the
transfer of the electronic money equivalent to the supply sum, to the ATM
card 4 which transmitted the signal for inforination and the ATM card 4
extracted from the controller 27. Also, this signal includes a signal which
instructs that the electric money equivalent to the sﬁpply sum to the
extracted ATM card 4, is tré.nsmitted to the ATM card 4 which
transmitted the signal for information, and a signal which indicates that

the electronic money is received from the extracted ATM card 4. When
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51 Various nodi fied exanpl es can be considered in the

transaction processi ng system of the present invention. Described
herei nafter are such nodi fied exanples. - The transaction
processi ng systemnentioned in the first and the 5 second enbodi nents can
be combined with a controller which carries out a part of the

processi ng {{is ka1 3br iRforieior 28R41res the recovery, the AWEMAcaPd @6Hitvdllee! the
. transaction processing system conbi ned with the controller will be :

described hgy eixbricte theiATM @il £8e6ring aflittle &lxctronic hidneyltherbinis Ahd
arrangenment of the transaction processing system 10 conbined with the

control | er.the ATM cafnedsittoller287 sransmits &l | signabnmrepresemtingi thewi t h
t he host conputer 1 and the ATM 2. The controller 26 carries out a
part of theinstructioncefs thegtramsferaof dthet eledtveniccommeyeequivalgot tcithe
reason, the host conputer 1 can omt the processing carried out by the
control I®r pezovesy sumgetnsdbecATMeeard 4 pyhiche trapsmitted, the signaldfor

foll , ly, fg | e, ' [ f _the, ,
| g(r:]an'? o of inthbnatan, and to the extraciads AN 641 4s TIHECKERG! SRctfds e of
t ATM d 4, .Gh I, f ' [ de, a. Ih
pr gcessi ﬁ%r%ygqa&?g( g‘%ﬁl%eénﬂmgé’agowﬁﬁ?{a%ﬁ?nge&te}ifﬁlsgég'fﬂ tBR| e
26 at i Strictaunig L Cubar Ly, th
o ocese) ngsTHRVERE RHEhCH thE ATM, A5 3 HiRchl JHAEHIReD o inal, for o
the ATM Carﬂlfbﬁﬁ%ﬁbnb% %&ﬁéﬂl‘?&gattee% B lé%:fl‘&'ﬂe(i dAftN Gird 4, aﬂg'ag E@(gnal

Descri bed here er "are procedures for the processing carrie

the conig ol wﬁcﬂEinﬂficédég HASHN d18420hiChorey, which iBagjithlent td'¢he
or by the

procedures t he processing carried out
" recovery sum to the extracted ATM card 4, is received from the ATM card

by

4 which transmitted the signal for information.
Step96 .
Both ATM cards 4 which received this signal transfer the electronic
15 money on the basis of indications.
The supply or recovery of the electronic money is finished with the
above processes.
The ATM card controller 27 of the present invention can automatically
supply and recover the electronic money without removal of the ATM card
% 4 from the ATM 2. For this reason, the ATM card controller 27 has the
effect that it can continuously work for long hours, particularly in
holidays.
Also, the ATM card controller 27 can be designed to control the
frequency of the transaction processing and the closing time. With such
2 an arrangement, when the ATM card controller 27 receives the signal for
information in time zones with much transaction processing and in
almost closing time zones, i.t' can wait without transmission of any

transaction processing instructions until these time zones go or a



controller 26 of the present invention are the same as those of the host
conputer 1. These procedures are explained while taking the

52 : aut henti cation of the ATM card 4 and the granting of the
ATMcard ID to the ATM card 4 as exanpl es. The first

expl anation is the setting carried out before the aut henti cati on of

the ATM car ¢1dr0y t&feréﬁésﬁéd "Galainchs SfoR T ibtedtthr '%r%oﬁnai’ Lvﬂ?erﬁﬁﬂ

Step 81 Before the transaction processing, the clerk in arge

speci fies tbalances arl dsteemingd ¢dthe QUTRLEarel 4 tileadvamiceo! | er 26 | nSt ead of
t he host conputer, . and the specified processing is set in the

controller 26. Also, the ATM egprdBontroller 27 can\leedediined astthatipoarstdreand
:the controller 26 are connected with each other, they authenticate
each ot her. the electronic money to save the labor of communications among ATM

5 cards 4. With such an arrangement, the ATM card controller 27 can

supply and recover the electronic money in a short time.



Step 83 When the nutual authentication is carried out between
the host 15 conputer 1 and the controller 26, the ho:s host cemputer 1

specifies and stores the code every control ler 2 26, a s it to
the controller 26. The process goes to Step m “& hand,
when the nutual aut hentication is not carrie nsthem the
host conputer 1 transmts a S|ggygdngspresent|ng the i nstruction that
a clerk in charge 20 connects the host conputer 1 and the controller 26

with each other on A hfansactitdSpfocebsingOsatsrnecoraptising Adtbst Il:oﬂibiﬂﬂ@&l) to

the external nonitoring termnal, etc. Step 8

The control hetradBactipanmaehiaps i(2)) a)fﬁﬂsha:aa'dd(é})fﬁowmuﬁenfem'sl andrraute_e:onﬂS 1,
stores the code therein. Step -85 The controller 26
transmts acardtfdhiwhdreis transnmtted fromthe host conputer 1 to the
controller 26, and a signal to the host conputer

53 5 swish cbnansaiction gmachine w2} n@c&@desanag antenfases&bhgfor

‘carried out by the
transmitting and recelvmg signals between said transaction machine (2)

and said host computer (1), a first card reader-writer (9) for transmitting
and receiving signals between said first card reader-writer (9) and said
first card (3), and a second card reader-writer (10) for transmitting and
10 receiving signals between said second card reader-writer (10) and said
second card (4);
said first card (3) includes a memory for storing therein account
information, information necessary for a transaction processing,
information representing monetary values, and a CPU for executing the
15 transaction proc.:essing;'
said second card (4) includes a memory for storing information
necessary for the transaction processing and a CPU for executing the
transaction processing; '
wherein said first card (3) and said second card (4) directly
2 mutually transfer the infofmation representing monetary values based on
a signal representing authentication of the transaction processing which
is received from said. host computer (1) by way of said transaction
machine (2); and
wherein said host computer (1) renews a sum of applicable account
25 stored in said host computer (1) which is increased or decreased by
~ transacting and processing the applicable account when the information
representing monetary values is transferred between said first card (3) -

and said second card (4).



—

controller 26 instead of the host conputer

The host conputer 1, upon reception of these Si gna”amnawumuuﬂmmi
controller 26, checks to see if the controller rt of
t he processing instead of the host conputer 1. Weh the"control | er
can do so, the host conputer 1-transmts a signal of "OK" to the

controller 26. 2 ANtidimaRbitl d580&m WeEsrdifg €ONCIAM €1, #hé&@IA0said SO,

t he host conputer 1 transmts a signal to the ext ernal nonitori ng
termnal, ettfansadtivreimachine (D) selaiyg Hgnalsdivhidleare inpatted and rantpatted
change the setting of the processing carried out by the controller 26.
Step 87 between Haid dinst card ¢8) 36d sgidrsecend ptard (4o fwitheut iatilerpbsition’
.fromthe host conputer 1, and registers the setting of the processing
carried out ibythet ’@@mlsagtaonupme@aingfumnlesmlstraampmmmachme (2) receivese
setting carried ou5e before the aut hentlcatlon of the ATM card 4 and
the granPi ng cfigpat ramresending sempletioshad transtere ofpdbe informationsses.

Descri bed herei nafter are the aut hent cation TM.car nd 20 t he
granting of TRECSRRIFTEMOREEATy values frony éauiag{rs% "card () Ghd paidosocem and

h d d h h h
L T e
ouher T i oY prdl o Sae processing 25 s uhat Show, i
finish the mut uag A E’x‘&ﬂﬁ&io‘iﬁ%&r@fhmt BEcoriihEMd Waikd 11128 HeRbin thg

| nst I tution code) key (no
10 information representing monetary values is stored in advance in said
second card (4).

4. A transaction system according to Claim 1, wherein the
information representing monetary values is not stored in advance in said
second card .(4), and the information representing monetary values which

15 is transferréd from said host computer (1) or said first card (3) to said
second card (4) is transferred to said first card (3) or said host computér
(1. |

5. A transaction system according to Claim 1, wherein said

computer (1) compares a system code received from said second card (4) or
2 an ID code set every said second card (4) with a system code stored in said
computer (1) or an ID card set every said second card (4); and

wherein said second card (4) is authenticated as a genuine second
card (4) based on a result of comparison.

6. A .transaction system according to Claim 1, further compriéing

25 means for coding at least the information representing monetary values

based on a predetermined rule.
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shown) which is set in the input of the clerk operating section 8 of the
ATM 2, in the "lInputtable" state. Wien the system code key is inputted by
the clerk in charge, the ATM 2 reads the system code fromthe ATM card

4, and transmts the system code and the ATM code of the ATM2 to the 5
control |l er 26. Step 90 The controller 26, upon

reception of the7syAl aAesidicidyéteen Atdbrding t600RiN AfaFthef ddnZprSihg he
ATM card 4, and checks to see if these codes are right. Wen the

control | er 26eorteslker (26)40E execitivg atgurt ofiprotesping to be arripdandrips saide ATM
card ID different fromevery ATMcard 4, stores therein the ATM card ID
and t he ATMbhostleomipulter (Bkinsteaal of said diasécpmpider €1)pet ween t hem and
transmts the ATMcard ID to the ATM card 4 by way of the ATM 2.

Step 91 15 wherein said gontrollee (263 comparesia system code ceceived faomn t he
ATM ode to the host. conputep 1. . ..Step 92 ...The ATM card
4, upon ecéﬁ’fqo speopd gard (AP or 1D icode sehin paid seaong; qasd (4) wibh a systems |t
in the menor dat a .,nenor.y 23). .20 p.93 .. . The host, ..
computer . utie BBhBdRRY CORHlIER (RELgr the TkadR et in saidh iR BRI ne
controller é?ld stores themtherein while nmaking a correspondence

bet ween t hem. The authentication of the ATMcard 4 and the

ti f th ! | .
The ATM card 11D Sanrern, i Secodofnd (F) S BAMGICAR 200 CoRoRaRhd,

transm ts tgrd\fA) Baddl bR ol RosifCof\ddhpaRikohhe transaction processi ng.
The ATM 2, upon reception of the ATMtcard ID fromthe

35 10 8. A transaction system according to Claim 1, further comprising a
second card controller (27) for supplying or collecting the information
representing monetary values stored in said second card (4),

wherein said second card controller (27) transmits a signal
representing an instruction of transfer of the information showing
15 monetary values to said second card (4) which transmitted an
information signal based on the information signal showing requirement
of supply or collection of another information representing monetary
values which is received from said second card (4).
9. A transaction system according to Claim 1, wherein said
2) transaction machine (2) includes means for printing on a thermoplastic
indication part (19) formed on a surface of said first card (3) or said second
card (4). |
10. A transaction system aécording to Claim 1, wherein said
transaction machine (2) includes display indication means or journal
25 printing means, and
wherein said transaction machine (2) reads information

representing history of a transaction processing or a renewed balance



ATM card 4, transmits both ATM code which is stored Th the Tmﬁ ﬂ
L ng

the ATM card I D, which is received fromthe ATM card ﬁu“m“‘“u ““\
c

conputer 1. As a result, the host conputer 1, upon re ATM
code and the ATMcard ID fromthe ATM 2, can nmake a corfpari son 5 between a
conbi nati on of the ATM code and the ATM card ID and that stored in the

host conput gfork-saldl¥eesid @ard 4), Mt irfdlERtdsesr Prints ¢hé read inform&§6m Yrout
the sane processing as the granting of the ATMcard ID to the ATM card

4. a dsplnbr @yedraghve, the controller 26 of the present invention
can 10 lighten a burden of the host conputer 1. Therefore, the host
conputer 1 cad. cobetramishctiony systens adcordimgrtoc€isimgl, whexeincoaid

Modi fi ed Exanple of Transaction Processing System It is possible
to conbi ne transactionamwiching(Ddachides a glerkroperating part @),rand enbodi ment
with the ATM card controller which automatically 15 transmts _an

i nstructPon for Wherein pail naasacteny snaehinm @) heompares ang JP (gages of

t he ATM car (s, rein ong,is the ATM card ere.the bal ance, has. been
| over ed, an&nPﬂggat om paid ﬂeel;@?m&aaat &) wm} 2 ggrlpdD codg 5@@@@&8@4@
specific SUT det erm ned ';lré\?ag%fmce and ot her ATM card. The

arr angenent Bqnstq;,:gmpr% § ’pﬁ‘}ﬁ’cessi ng system conbined 20 with the ATM

card control ler Wildeol? AQH SRARCEE Whhlhiul! PEPOREILG BhOn displajd o O

11 shows the arrangenent o ransactton processimng-s _
Corbined, v B Sal RGBT cotos st FRASR ke > 0 AT
P o A b
transaction machine (2) includes a customer operating part (7), and
wherein said transaction machine (2) instructs whether the
information representing monetary value is added to said first card (3) or
not after a cash is received by said operating part (7).
15 13. A transaction system according to Claim 1, wherein said
transaction machine (2) includes an operating part (7), and
wherein said transaction machine (2) instructs whether the
information representing monetary values is added to said first card (3)
or a cash is paid when payment is carried out by said operating part (7).
20 14. A transaction system according to Claim 1, wherein said
transaction machine (2) can pay an amount specified by customerls within
an allowable range of said second card (4)
15. A transaction system according to Claim 1, wherein said
transaction machine (2) can deposit an amount specified by customers in
25 an applicable account stored in said host computer (1) within an allowable

range of said first card (3) in response to the information representing

monetary values.



ATM card 4, wherein this signal shows that it is necessary to supply or
recover the electronic noney fromthe ATMcard 4, and t ' '

means the transfer of the electronic noney between the Mmum,uimﬂ"lmmn
56 which transmits the signal to the ATM card Eontrd\ | ér 27
and ot her "ATM cards 4. Descri bed hereinafter are procedures
for processing thg. suRPiran@action sySRnh e£6aINE tol (TaRheE! WREfIIDBSE O
. Step 94 A plurality of balances in the vicinity of the upper and
| ower |im t $ransactivn trhacleiee (20 neludesadestraetionadans foenelaetriballanges
for detection by card issuers in advance at each ATM card 4,

respect i vel phyEallyrdédtroyingcsmid sécandioard (4), aarsd gnal for infornmation

' representing the requirenment of 10 the supply of the electronic noney
every shortage oWwhdreimdaidsecondtdard (4) is destroyedfso e nabwko bei néusedor
anot her signal for information_representing the requirement of the
recover y9of wWhen said: senond eand\(40.is forsiklys zempovedefrom saidatransagtione
vicinity of theil,upp&r) limt, as different contents by stages to t he ATM
card cont r ofa¢nBe (&5 Step 95 After the ATM card

o L ohner 2t S84 R e b cropor Y TR o RS
sum or a re%%ayctfo .coan (rﬂ(g lt(gfnié)ggg% for - information requires the

supply, the car *acts the 20 ATM card 4 storing nuch
el ectronic ”Dneyat\btﬂéﬁlé‘merﬁﬁﬁr,%w card controller 27 transmts a
signal representing the i1nstruction of the transfer of the electronic

money eq@li val ent at @PUNorSstBRing tHéveid 8 profrahNor loading a part of a program
from an external equipment and carrying out processing,

wherein the part of the program is loaded from .said external
equipment and is stored in said volatile memory when said transaction
machine (2) is connected to said external equipment, and

15 wherein the program loaded from said external equipment is
volatile when a power source of said transaction machine (2) is cut off.

18. A transaction system according to Claim 1, wherein said
second card (4) locks a program for transferring at least the information
representing monetary values when errors occur continuously by a

2 predetermined frequency.

19. A transaction system according to Claim 1, wherein said
second card (4) transmits an information signal to an external equipment
when locking the program for transferring the information representing
monetary values. |

25 20. A transaction system according to Claim 1, wherein said
second card (4) transmits an information signal to an external equipment
when détecting a given amount of renewed balance predetermined in

advance.



card 4 which transmitted the signal for information and the ATMcard 4
extracted fromthe controller 27. Also, this signal in Imﬂ l ’ﬂ"ﬂ'm”m:l ch
25 instructs that the electric noney equivalent to th Ui e

* [+

extracted ATMcard 4, is transmtted to the ATM card 4 which
transmtted the signal for information, and a signal which indicates that

the el ectronic mmey A stra@egbti6d &y NRec8¥dime t68dCilh CBr ifereVReshid

57 the signal for information requires the recovery, the ATM
card controkk&nd card (4 rran aarby bae th&Mraasaction protdrging hiritill & rehestedoni ¢
noney therein. And the ATM card controller 27 transmts a signal,

repr esent i nhaldwece turhssto acigiven cdimbhatt ofnvkepayment priedetermimediney
equivalent to the 5 recovery sum to the ATMcard 4 which transmtted the
signal for advanpéornmation and to the extracted ATM card 4. This signal

i ncl udes_a signal which indicates that the el ectronic noney,  equiyval ent
to the 5 recovély duntrapsaponTaystem arcanding teablaim t bg wheyeim saidor

i nformation, is rancf%te{l%ﬂééo the extracted ATM card 4, and a signal 10
whi ch i ndi c88&G AAX ¥€%$Honi c noney, which is equivalent to the

recovery sumto theleﬁ&ract ed A(fIz%car 4, is received fromthe ATM card
4 which transmit 88T TERUY ‘Foi: 34 or mat i on. Step 96

ot ATV 62003 401658 G Bl Sighbl kBl BEABALE Tt I BRI oAR |\,
el ectroni.c gRASY th Frétnssi0eHaWshttidh fnachine ¥R dn P EAGHHTE Sut processing,
10 wherein a part of said program for transferring the information
representing monetary values is loaded from said transaction machine (2)
and is stored in said volatile memory (22) when said second card (4) is
connected to said transaction machine (2), and
wherein the part of the program for ﬁransferring the information
15 representing monetary values is volatile when said second card (4) is
removed froni said transaction machine (2). |
23. A transaction system according to Claim 1, wherein said first
card (3) and said second card (4) include respectively;
a memory (23); and
2 an indication part (19);
wherein said first card (3) and second card (4) respectively store
information representing histories of transaction processings thereof and
renewed balances thereof in said memory (23), and indicate information
representing histories of update transaction processings and renewed
25 balances on said indication part (19) when they respectiveljr receive a
signal showing completion of transfer of the information representing

. monetary values.



The ATM card controller 27 of the present invention-can automatically

supply and recover the electronic noney w thout reno f rd 20
4 fromthe ATM 2. For this reason, the ATM card cont\rm“ﬁr"ll“mﬂﬂmﬂm
effect that it can continuously work for long hours, 'partcicularlys it

hol i days. Al so, the ATM card controller 27 can be designed to

~control the 2h1 efuRRGYablioh W9 stdrANERetdiol £ OI8TH | N1OwhBfeinheaidl RFdtNT
time. Wth such 25 an arrangement, when the ATM card controller 27

recei ves thgafd @Pand 8kid second &rdal) ancludetiedpectivelyg; W t h nuch transaction
processing and in al nost closing tinme zones, it can wait w thout

transm ssi on of ammemoryt(B8))sacti on processing instructions until these
time zones go or a 58

plurality of renendudicationcpartt(d9)desing aidisplays ahidnal , wherein these

bal ances_are determned in the ATMcard 4 in advance. Al so, the
ATM car ddcont r ol IRPUDMeANS;he designed so that it can store t he

Wih such an ar ) EhETREnead frskardad) Senesndroars @l resveckigp kg

recover t heir? o(la'lcﬁartg)onril %e;r)rlper]s%}/ltfn% ﬁisigﬁéé otfitrtrgnsaction processings thereof and
renewed balances thereof in said memory (23) when they respectively
receive a signal showing completion of transfer of the information

10 representing monetary values, and selectively indicate information
representing histories of transaction processings and renewed balances
thereof on said indication part (19) based on an instruction inputted from
said input means and representing that a content of indication of said
indication part (19) is switched .

15 25. A transaction system according to Claim 1, wherein said first
card (3) and said second card (4) include respectively;

a data memory (23); | '
" an indication part (19) using a display; and
input means;

2 - wherein said first card (3) and second card (4) compare a personal
ID code stored in said data memory (23) and a personal ID code inputted
from said input means;

wherein said first card (3) and second card (4) respectively can
indicate information of histories 6f transaction processings and renewed

25 balances thereof on said indication part (19) only when both ID codes
accord with each other. | |

26. A transaction processing method in a transaction processing

system comprising a host computer (1), a transaction machine (2), a first
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card (3) for customers and a second card (4), said transaction processing
method comprising:

a step where said transaction machine (2) checks genuineness of
said first card (3);

a step where said transaction machine (2) makes an access to an

applicable account stored in said host computer (1);

a step where said transaction machine (2) checks to see whether a
card holder is a customer in person;

a step where said hot computer (1) authenticates a transaction
processing to be carried out between said first card (3) and said second
card (4), and transmits a signal representing authentication of the
fransaction proéessing to said first card (3) and said second card (4), and

wherein said first card (3) and said second card (4) mutually
authenticate each other based on the signal representing aﬁthentication
of the transaction processing received from said host computer (1), then
directly and mutually transfer the information representing monetary
values.

27. A transaction processing method according to Claim 26, further
comprising a step where said transaction machine (2) relays signals
inputted and outputted between said first card (3) and second card (4)
without interposition in the transaction processing until said fransaction
machine (2) receives a signal showing completion of transfer of the

information representing monetary values from said first card (3) and

‘second card (4) when the transaction processing starts between said first

card (3) and second card (4).
28. A transaction processing method according to Claim 26,
wherein the information representing monetary values is stored in said

second card (4) in advance.
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CLAI M5 1. A transaction processing systemeenaprising a host
conputer (1), a transaction machine (2), a first ammmm“\_l
customers, and a second card (4); wherein 5 \m ‘“ il
machi ne (2) includes an interface (6) for transm t't+ ng and - Mecdi ving
signal s between said transaction machi ne (2) and said host conputer
(1), a first carg9reAderangddteon (Processing ansthéd | &€cording@neb r€LAnY | 26,
signals between said first card reader-witer (9) and said ~ first card

(3), and a sduerein dhedinfontiation répresehfing atorietans valaesds arut Sdred in
recei ving signals between said second card reader-witer (10) and said
second car dsaid ;second card (Hain advavceanvd( Shei infoutatien mepregenting
storing therein account information, information necessary for a

transact i onnpongiacy vedues whichsisriransferred from said hgstreempater (B ersaidand a
CPU f or ecutin 15 _ transactiqQn pr.ocessing; . sai cond
card (4)g ?nﬁgﬁésgri?ﬁ%wdf §ﬁ°°§go‘iqlr§g(45r¥ﬁ drangpered to swécﬁg%fa%'y%fé Qthe

transacti on propcessi ng and CPU for executing the transaction
processi ng: shid’host cogﬂﬂg‘?re&ﬂ' said first card (3) and said second card (4)

directly 20 nutually transfer the information representing nonetary val ues

based on a signal representing authentication of the transaction
processi ng which is received fromsaid host conputer (1) by way of said
transacti on machi ne (2); and wherein said host conmputer (1)

"renews a sum of applicable account 25 stored in said host conputer (1)
whi ch is increased or decreased by



transacting and processing the applicabl e account when the information
representing nonetary values is transferred between said first card (3)

and said second card (4). 60

2. A transaction systemaccording to Claim1, wherein said transacti on
machi ne (2) relays signals which are inputted and outputted bet ween
said first card (3) and said second ABSTHACTW t hout interposition in

the transaction processing until said transaction machine (2) receives 5
a signal represeAt iragsaetiphepioesssihgtsysbehetorprishe ai host ompater (1), a
representing nonetary values fromsaid first card (3) and sald second
card (4), whemsactionr mashiné (2), pr ficstseard)(3) and 2 betomekcanhi4). f Thetfirstr d

(3) and said second card (4). 3. A transaction system
according t cadd a(3h mnduthesisecohd rerdnf{4) rdirectlyr ap:desantuaﬂyrrﬁnenafef
values is stored in advance in said second card (4),. A

t r ansact® oninfprmatiomeepresentingomengtany valughdased ama signal remmsaa’@mgn
representing netar vaI es is not stored in advance,i second

card ]g4) gﬁ? frtica ’é‘hlnrré’u 8n r%wstm.%owaﬁga%rsﬁ%v%ﬁﬁm cfrhelslw%t
Looond. car deompuret LD I Wayr X EHe R 1) bl Bkt pobiguteF @y Fetew€ 2 ot o
(1). of agﬁpmé%fef 80n 's%ﬂréd £ Sk G G&;&g%?&a@g%ﬂéﬂa ‘Mﬂ%fﬁhfl @a' d

conmputer (1 a sys em code recel ve Ledona ‘car

20 an 1D Cofibeasdd oY otrédicd SWHtE Yo TRE trhfidadtidd aRdSpiticesdingAFheh Ahed 1 N

sai d
10 information representing monetary values is transferred between the first

card (3) and the second card (4).



conputer (1) or an ID card set every said second card (4); and '
wherein said second card (4) is authenticated as a genui ne second card
(4) based on a result of conparison. 6. A transaction system
according . to Claim1l, further conprising 25 nmeans for coding at |east the

I nformation representl ng nmonetary val ues | /|[0based on a predeterm ned rule.

61 . 7.. A transaction systemaccording to Claim1, further
conpri si ng a control | er (26) for executing a part of processing to be
carried out by said host conputer (1) instead of said host conputer
(1), wherein said controller (26) conpares a system code received
from 5 said second card (4) or an ID code set in said second card (4) with
a system - §8§§1 &V{ed in said controller (26) or the ID code set in
sai d second cd ? UTER and .. wherelM sai.d secord: wsmomom
aut henti cated asl a denui-ne second card|(4) leﬁg
conparison. 10 8. A transaction systgm a¢son kNgﬁg%ﬁNz further
conprising a sdcond card controller (27) fb W’ﬂ"ﬁ)or col lfecting
the information representing nonetary Yal ugs stored i n saild s¢cond
card (4), . Iwherein said second carqd coMINSERTEON OR GRD|anshits a
si gnal representling an instruction of tnansyers 0f e infornation
showi ng 15 nondtary values to said second ¢ard ;3 whi ¢ transm {ted an
i nformati on signal Rased on the information]|si gwal Aok e reqyi r efrent
— AUTHENTICATION
—— CARD READING DATA — | <- READING OF CARD
TRANSACTABLE ————
e gllfék-ll}g)smmﬁ%: —d <~ INPUT OF CUSTOMER ID
oK | TRANSFEROF
CUSTOMER ID -
«— OK
TRANSFER OF AMOUNT INPUT
OF MONEY TOBEPAID ——|  [© MONEYTOBEPAD
— INSTRUCTION OF PAYMENT —
4 : ATM CARD
INS '
<_PM'(I'RUCI'ION OF | mmucggag;ﬂ —]

{¢————— MUTUAL AUTHENTICATION ——>
<——— TRANSFER OF PRESENT BALANCE —>
$|$ k . PAYMENT -— _ | $5
e TRANSFER OF NEW BALANCE —

« oK >
FINISH OF PAYMENT FINISH OF RECEIPT OF

<~ ANDTRANSFER OF - (€~ MONEY AND TRANSFER -

NEW BALANCE OF NEW BALANCE

N OK > OK —

PRINTING OF
NEW BALANCE ~~

> DISCHARGE OF CARD

* ISSUE OF ITEMIZED
ACCOUNT

— FINISH.OF TRANSACTION —

VIEW SHOWING PROCEDURES FOR TRANSACTION PROCESSING BY ELECTRONIC MONEY

FIG. 1



of supply or collection of another information representing nonetary
val.ues which is received fromsaid second card (4). 9.
transaction systemaccording to Claim1, wherein said 20 transaction

machi ne (2) includes neans for printing on a thernoplastic i ndi cation
part (19) forned on a surface of said firsggcard (3) or said second
card (4). 10. A transaction system according to Caiml, wherein
sai d transacti on nmachi ne (2) includes display indication neans or
journal 25 printing neans, and wherein said transaction nmachi ne
(2) reads information representing history of a transaction processing
or a renewed bal ance 62
fromsaid second card (4), and indicates or prints the read i nformati on on
a display or aHOSHCRME 11. A 12raN3'M:t| on system acusrrmMBgdAmD- :
Claim1; wherei d transacti on machfne | udes -a q(k’l'e_n e
operating part and 5 wherein shid l 8@%’; inel(2)
conpares an | D fode inputted fromsaid perm’ﬁ%*ﬁ“(B) Withf{a clerk
| D code stored |n spid transaction machj ne |(2), and pher ei n
said transactiof . hine (2) display on a dj splemNSERTIONOF CRRDItS ¢n a
journal when bolh I|D codes accord with each] ot herAnlé)w 12. A
transaction sysfempccording to Claim1, whereijn said “trampsaction
machi ne (2) includes a customer operating part |(7),t@anffeset = pher ei n
said transactiop hine (2) instructs whether .L_h.ervaL carion—]
l«—— CARD READING DATA — - READING OF CARD -
——— TRANSACTABLE ———
e m@% <~ INPUT OF CUSTOMER ID
oK , | TRANSFEROF  _|
CUSTOMER ID
TRANSFER OF oK
— DEPOSIT SUM - %%FSUM
— INSTRUCI‘ION OF DEPOSIT —
4 1 ATM CARD
Lt Eecs’é%cé‘?ﬁ 8’!;“ - - INSTRUCTION OF DEPOSIT =

[ MUTUAL AUTHENTICATION ———
f¢———— TRANSFER OF PRESENT BALANCE ——>
$ {-$ k———— PROCESSING OF DEPOSIT — | $ §

l¢—————— TRANSFER OF NEW BALANCE —

< 0OK >
FINISH OF RECEIPT FINISH OF DEPOSIT AND

<~ MONEY AND TRAnggR > <~ TRANSFER OF -
OF NEW BALANCE NEW BALLANCE
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" NEW BALANCE — ]

> DISCHARGE OF CARD

= ISSUE OF ITEMIZED
ACCOUNT

t¢e—— FINISH OF TRANSACTION —

VIEW SHOWING PROCEDURES FOR TRANSACTION PROCESSING BY ELECTRONIC MONEY

FIG. 2



information representing nonetary value is added to said first card (3) or
not after a cash is received by said operating part (7). 15 13. A
transaction systemaccording to Claim1, wherein said transaction
machi ne (2) includes an operating part (7), and wherein said
transaction machine (2) instructs whether gpp information representing
nonetary values is added to said first card (3) or a cash is paid when
paynent is carried out by said operating part (7). 20 14. A
transaction systemaccording to Claim1, wherein said transaction
machi ne (2) can pay an anount specified by custonmers wthin an

al |l owabl e range of said second card (4) 15. A transaction system
according to Claim1, wherein said transacti on nachine (2) can deposit
an anmount specified by custonmers in 25 an applicable account stored in
said host conputer (1) within an allowable - - range of gaid first card (3)
in response to the information representing monet ary” val ues.

63 6. A transaction systemaccording to Caim1,|wherein
sai d transacti on chine (2) in%hgﬂggmgggij tion means for
electrically or physical ly destioving sald second card (4), and
wherein said second card (4) is destroydd so as not to be re §d 5 when
sai d seDOHASTaoMPUfER (S forci bl yg removed from said transacthi hachi ne

(2). '17]'A'transact|éh Syst em|acdolcgirBgericri R wamerM e €f n sai d

transaction nach(\e/(”) | RAERELSE
' 510

ATM CARD READER-WRITER

CUSTOMER
OPERATING (.- 7
. SECTION

CLERK
OPERATING |~ §
SECTION

PRINTING [ 1 2

RECEIPT
SECTION

JOURNAL PRINTING
SECTION t~ 13

BLOCK DIAGRAM OF INSIDE OF TRANSACTION MACHINE

FIG. 3



a volatile nmenory, -and 10 a CPU for storing therein a programfor

| oading a part of a program froman external equi pnment and carrying out
processi ng, . wherein the part of the programis | oaded from said
ext er nal equi pment and is stored in said volatile nmenory when said
transacti on machi ne (2) is connected 4g|Csai d external equipnment, and 15
wherein the program | oaded from said external equipnent is vol atile
when a power source of said transaction machine (2) is cut off.

18. A transaction systemaccording to Claim1l, wherein said second card

(4) locks a programfor transferring at |east the information
representing nonetary val ues -when errors occur continuously by a 20

pr edet er mi ned frequency. 19. A transaction systemaccording to

Claim1, wherein said . second card - (4) transmts an information signa

to an external equipnent when | ocking the programfor transferring the
al ues. 25 : 20. A transaction

i nformation r i rﬂﬁﬂgﬁ A
systenm§H€H?%§§SE§§Q%#§%EF?? eré?ﬂyg.id second card (4) transmts an
information signal to an external equifrent 7 GHSIOMER @BERATING SEFUON (KEYBOARD
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bal ance turns to a given anmount of over-paynent predeterm ned in

advance. 5 22. A transaction systemaccording to Claim 1, wherein
sai d second card (4) includes, a volatile nmenory (22), and
a CPU (20) for storing therein a programfor |oading a part of a

program from said transacti on machi ne (2) SatDcarrying out processing, 10
wherein a part of said programfor transferring the information
representing nonetary values is |oaded fromsaid transaction nmachi ne (2)
and is stored in said volatile nmenory (22) when said second card (4) is

connected to said transaction machine (2), and wherein the part
of the programfor transferring the information 15 representing nonetary
values is volatile when said second card (4) is renoved fromsaid -
transacti on machi ne (2). : 23. A transaction systemaccording to
Claim1l, wherein-said first card (3) and sald secong card (4) include
respectively; a nmenory (23). and 5én indication part
(19); wherein said first_card (3) and second card (4)
respectively store MAIN CONTROL b~ 1 1
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i nformat.ion representing histories of transaction.processings thereof and
renewed bal ances thereof in said nenory (23), and indicate information
representing histories of update transaction .processings and renewed 25
bal ances on said indication part (19) when they respectively receive a
signal show ng conpl etion of transfer of t&ejonfornmation representing

nonet ary- val ues. 65

24. A transaction-systemaccording to Claim1, wherein said first card
(3) and said second card (4) include respectively; a nenory (23);
an indication part (19) using a display; and 5 ~ I nput neans;

wherein said first card (3) and second card (4) respectively store
information representing histories of transaction processings thereof and
renewed bal ances thereof in said nmenory (23) when they respectively
receive a signal showi ng conpletion of transfer of the information 10
representing nonetary val ues, and selectively indicate information
representing histories of transaction processings and renewed bal ances
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thereof on said indication part (19) based on an instruction inputted from
said input nmeans and representing that a content of indication of said
indication part (19) is switched . 15 25. A transaction system
according to Claiml, wherein said first card (3) and said second card
(4) include respectively; a datgmenory. (23); an
i ndication part (19) using a display; and i nput neans; 20
wherein said first card (3) and second card (4) conpare a personal I D
code stored in said data nenory (23) and a personal |ID code inputted
fromsaid i nput nmeans; wherein said first card (3) and second
card (4) respectively can indicate information of histories of
transacti on processi ngs and renewed 25 bal ances thereof on said indication
part (19) only when hoth |ID codes accord with each other.
26. A transaction prjocessing nethod in a transaction processiing system
conprising a host cqmpyter (1), a transaction machine (2),] alfirst
66 card |(3)] for custoners and a second card (4), |said
transacti on processijng net hod conpri sing: ___aljstgp where said
transacti on nachine |(2),_checks genui neness of Qisgid first Jcard (3); 5
- a step where said trlandaction nHchine (2) nmakes an access td an
~applicabl e account dtorled ih saild host conputer (1); a step where
" said transaction maghirje_(2) chdcks to see whether a ~card holder is a
custoner in person;
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a step where said hot conputer (1) authenti-cates a transaction 10
processing to be carried out between said first card (3) and said second
card (4), and transmts a signal representing authentication of the
transaction processing to.said first card (3) and said second card (4), and
wherein said first card (3) and said secorg?iA@ard (4) mutually

aut henti cate each other based on the signal representing authentication 15
of the transaction processing received fromsaid host conputer (1), then
directly and nutually transfer the informati on representing nonetary

val ues. 27. A transaction processing nethod according to Claim
26, further conprising a step where said transaction machine (2)

rel ays signals 20 inputted and outputted between said first card (3) and
second card (#) HOST COMPUIEER i nterposition pn Afg transachi.qQUSTOMBESCARY
until said trangaction machi ne (2) receipresya signal- show ng—
conpl etion of trjansfler of.the informati gn r ¢REesERok RGcHBASL ary| val ues
fromsaid first |card (3) and second card (4) %ﬁc c’tl)’ansacti on
processi ng start|s bgtween said first 25 card (3) an

second’carld (4).

28. A transactidn prjocessi ng nmethod accordi nd to |CkfRot®rcarp  Wherlein the
informati on repriesenti ng nonetary val ues is storedAn sai d secqnd card
(4) in advance. ' — ANswergy
29. A transactign priocessing method according to{C ate 2ese tWereijn the
i nformation reprlesenti ng nonetary val ues is rfot s{ﬂmhmn saijd sdqcond
card (4) in advdnce| and the information reprleseqti My™NTSAIRRT A7y vdl ues
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5 first card (3) to said second card (4) is transferred to said first card
(3) or sai d host conputer (1). '
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