DETERM NI NG ELECTRI C GRI D ENDPO NT PHASE CONNECTI VI TY FI ELD OF THE

| NVENTI ON [ 0001] Exenpl ary enbodi nents relate generally to the

det er m navoanioaR742he servi ce phase of the electrical comoeaistam/0v431a
custoner end-point |located within a power distribution system BACKGROUND
OF THE | NVENTI ON [ 0002] Electric power is generated at a power station and
transmtted through a transm ssion network of high voltage |ines. These

| ines may be hundreds of mles in length, and deliver the power into a
common power pool called a "grid.” The grid is connected to | oad centers
(e.g., cities) t]hEd‘LIQRMINﬂNGrEILEE’ﬁ{KD GRI®ENDP QINTaPIHHASIV ( or

sonetinmes 66kV) |ines. [0003] Fl@gdﬂz EV? iggramillustrating a
conventional power transm ssion an stri I on system This diagramis an

exanpl e of one of variety of known grid topol ogies and is provided for
il lustration purposes. Referring to Figure 1, high voltage lines term nate

in a 33kV (or 66kV) substathMs st eppeddown t o about
11 kV for r|b tQ. 1o ints r.o di.stribution network
of lines at Wol{f/ 3‘%‘ mb léneblgﬁ/\'ﬁfa %%?“ﬁbqt’lﬂ'tf’gg‘?ﬂ%emlgﬁ ?ﬁtb?)n net wor k
of 1IkV §inggviee h@s%dﬂ“ftﬁe @l@wﬂ@ﬁlr&aﬁé&a‘onwe cBstbimeAtnPPoinERRAted Maithih geder
whi ch emanat es from t he 33kV substation branches further into several
subsi di ary ROWE qiglaiutien systearry power close to the | oad points
(localities, industrial areas, villages, etc.). At these load points, a
transfornmer further reduces the voltage from1llkV to 415V to provide the
| ast-mi |l e connecti on thro@cﬁtﬁlbUwﬁeyﬁTH@ INVENTION custoners, either

at 240V (as_a singl e-phase supply) or at 415V (as a three- phase suppl y). A

feeder coul 092 eFlepdc a?nwwégmereﬂ Rh PoVershatipncpsddransmitteddhraughpaoooa] At
the feeger h?r?s%lnsm&pﬁ t@Joﬁggwf Eh él%ego&ﬁggéaﬁ?esgﬁayethe’hd}l%}[i(ﬂ%f%lets ipl e

| i nes for er ent pases storrer point “that takes in a single
phase (e.g. length esd deliveejhe ;mmyxstbcaaionimmmmr}ml salled a=‘gmiglt’e Mhe @eidtied at

t he cust omer endtp
connectie

8to Ioad centers (e.g., cities) through a sub-transmission network of
normally 33kV (or sometimes 66kV) lines.
[0003] Figure 1 is a diagram illustrating a conventional power transmission and

15  distribution system. This diagram is an example of one of variety of known grid
topologies and is provided for illustration purposes. Referring to Figure 1, high
voltage lines terminate in a 33kV (or 66kV) substation, where the voltage is stepped-
down to about 11kV for power distribution to load points through a distribution
network of lines at 11kV and lower. The power network is the distribution network

20 of 11kV lines or feeders downstream of the substation. Each 11kV feeder which
emanates from the 33kV substation branches further into several subsidiary 11kV
feeders to carry power close to the lo.ad points (localities, industrial areas, villages,
etc.). At these load points, a transformer further reduces the voltage from 11kV to
415V to provide the last-mile connection through 415V feeders to individual

25  customers, either at 240V (as a single-phase supply) or at 415V (as a three-phase
supply). A feeder could be either an overhead line or an underground cable.
[0004] At the feeder level, the electric grid is polyphase (i.e., having multiple lines
for different phases). At a customer endpoint that takes in a single phase (e.g., a
residence), a physical line connects to a meter located at the customer endpoint.

30 However, when the customer endpoint is physically connected, it may not

necessarily be known at that time which phase at the feeder level corresponds to the
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However, when the custoner endpoint is physically connected, it may not
necessarily be known at that tinme which phase at the feeder |evel
correspomi® 20w/m2helli ne at the customer endpoi nt to whi cirCThiS20m8084816 S bei ng
connected. This could be because the utility nmay have never had that
information, or it may not have been kept up to date since physical grid
topology is typically nodified over tine. Further, if there is a power
outage, or if the power is shut down so that a new transformer can be
installed, there is no guarantee that the nmeter at the custoner endpoint
devi ce will lipe abﬁhetchétomnéncknmw a‘éhl¢htthmtgﬂebeloasblynecmdod@]ls qewddbeility

| cul d theft usa at th eder | evel
wth aggr eqbre S BEIuRERmaR Pabe Bush AP Bel Moo, PRS aviiod fUteor ¢ he
real grid t&psd o, datdvisice ﬁ]fy@i’cﬁﬁérhd)tbpﬁlbgb(ﬂs i@/ploanylnﬂﬁﬁﬁed e eintd. "BEtHeBSS

accurate. As the custoner denm;}y serve ﬁ f eeder increases, this
i naccuracy waterieris p payer oyage, onifsthe payer is shpttdown sorthptrcnevs srensboner asn power

ambod ront < 7 ikt e TR el M ER bl S ou 6B il ace of

the el ectri dalontisuded piae hoitavas psévasmly.end- poi nt Iocat ed within a power
di stributi on system [0007] The enbodi nents di scl osed herein assune the

presence and0Qfi9é drhe hé)d?%b‘:‘\l\ﬁ‘ﬂ@? dassespdvibefk b yra‘ampa%g theasagratibe k nodes
at the net eldiCRY LA a?%lpéa?é 8B%n tﬁ@&s%ﬁ@ %]ﬁ%lﬁ}&%} k{)mled ¢ of

electric-grid infrastru are connecte ver Vi a
rel ays and dmedsgxnﬂopolsgy,&ﬁs)lnfdlm&sn emddhhagelea&lshr&gamesﬁléds aeaﬁbteot her and
ot her network elenents pver wireJess |links of the. network. In some other
enbodi ASﬁE%%%%ger HOESFTH FF&QerleC@ﬁiqﬁaﬁg%wa%uaawaﬁaw@mﬁ%ed

direct Comrlalﬁﬁ ﬁﬁfs'rﬁﬁ'ﬁrelshﬁﬁan [&%ﬂd I%Qéfo‘[%H\)&EQ ah@ ré%nﬁé le%1¥1t)¢nb0di ment, a

nmet hod of determning the service phase of a custoner poi nt” device in a
power distribution system may conprise sending a rressage to a substation

requesting the substation tmm i nterruption on one
of a plurality of phases of : tation. Areport is
received frooosl IBafiplRfemdbdanditiietité bohePdllycldThanBds SRR IMing the

15 service phase of the electrical connection to a customer end-point located within a

power distribution system.
[0007] The embodiments disclosed herein assume the presence and use of an ad-
hoc wireless network that includes network nodes at the meter locations, sub-
stations, and other elements of the electric-grid infrastructure, and are connected to

20  the utility server via relays and access points (APs). Nodes exchange messages with
each other and other network elements over wireless links of the network. In some
other embodiments, messages between nodes may be exchanged via non-networked
direct communications links.
[0008] According to an exemplary embodiment, a method of determining the

25  service phase of a customer endpoint device in a power distribution system may
comprise sending a message to a substation requesting the substation to create a
temporary power interruption on one of a plurality of phases of a feeder line to the
substation. A report is received from at least one of a plurality of customer endpoint
devices indicating whether the power interruption was detected by a respective

30  customer endpoint device. The customer endpoint device that reported the detection
of the power interruption is mapped to the respective phase that the power

interruption was created on.



devi ces indicating whether the power interruption was detected by a
respective custoner endpoint device. The custoner endpoint device that
reported wheotareti on of the power interruption is nmappe/uSeo0vioeds16
respective phase that the power interruption was created on.[0009]
Accordi ng to anot her exenplary enbodi nent, a nmethod of determ ning a
servi ce phase of a custoner endpoint device in a power distribution system
may conprise identifying a plurality of customer endpoint devices that
communi cate directly with a single AP, and synchronizing the plurality of
cust oner end¥9%ht Arsordirgtoanether sxemplagy embadimenpa metkod efkdeterarining@ossi ngs

are detecteg,| rnat | r t. it hi term i me period
at each cus %IJ?’T%F %gn p(g%n ugg’g%ﬁlﬂg{e]&&mt(eférg}e e\g%lita&gmﬁ glg'EelgIab g’l(%lfo espgetglglgn%* t he
plurality otompsscidedt®iigroplatalteuf asforh& endpsitl éslicdiabfdomtndnicist anps of
the detected. | ast zero-crossings. The service phase of each custoner

endpoi nt  dediredly Yithasingls ABdandswaekropizingtbe phiuality o cpEpmer sdpshtise
ai I er enge. abAOAAbmOGHAANIA hOABN AHBHst S58TROA N SDRALES b aifbriBiBOd Of
e plrase o pol

determ ning a servi a custoner en evice 1n a powe
di stri buti opurssts i AQ) nathic @ pradeemied dinngperfodaneachastomer endppiasdevice. t he

cust oner engpoi nt . devi ce requesting zero-crossing delta data detected at
t he cust oma&g‘éngfatb‘ferﬁ\i‘aé%@‘iﬁg‘é‘?m%’fﬂ"r?éih‘iﬁgfx° é’uﬁ@%ﬁg@%@%ﬁ(&és 1S received
fromthe cUﬁiegaﬁéd,%ammméﬁxmg@of%@'dgtee&aaw%eﬂot&h , AR QARSI NG
delta data detected at the custoner endpolnt device, iIndicating the

di f f erence bhasaméradchhaistanme entiprintddvastis deteonineddsisedjomée medsextded at t he
customaio endpaoi nt devﬁil.grg and when the response nessage was created by the
cust omet? enHPEHPPAS HIEETNCH011] The method further conprises cal cul ating

zer o- cr ossi [@19g! E@cgﬂ‘i@% i@ aice ex &hplhRferRfiment) 8 intclhd N\6F ddinihih@r ence

between the tinme when a last zero-crossing was detected at the host and the
ti me when tpaviceppasssd apustontss engpointadsriogan alppwehdistriduition Aygibmgnayhi ft from

0, oL AR MU Hu 5 b OH UM DA G e b
zer o- cr ossi pgodeddsmgRita ddtdRedcad Althd hstddRstendoiibésage Aethenest, 41 me, and
2 15  response message is received from the customer endpoint device. This message

includes zero-crossing delta data detected at the customer endpoint device,

indicating the difference between the time when a last zero-crossing was detected at

the customer endpoint device and when the response message was created by the

customer endpoint device.

20 [0011] The method further comprises calculating zero-crossing delta data detected
at the host, indicating the difference between the time when a last zero-crossing was
detected at the host and the time when the response message was received by the
host. A phase shift from the customer endpoint device is calculated, based on the
zero-crossing delta data detected at the customer endpoint device, the calculated

25  zero-crossing delta data detected at the host, a message latency time, and a
frequency period of a feeder line electrically connected to the customer endpoint
device. The service phase of the customer endpoint device is determined based on
the calculated phase shift.

[0012] According to another exemplary embodiment, a method of determining a

30 service phase of a customer endpoint device in a power distribution system may

comprise sending a request from a first customer endpoint device to a neighboring

endpoint device, requesting zero-crossing delta data detected at the neighboring
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frequency period of a feeder line electrically connected to the custoner
endpoi nt device. The service phase of the custoner endpoint device is

det er m nedokramadt72m t he cal cul at ed phase shift. [0012] AcTarsdimago4see anot her
exenpl ary enbodi nrent, a nethod of determining a service phase of a custoner
endpoi nt device in a power distribution systemmmay conprise sending a
request froma first custonmer endpoint device to a nei ghboring endpoint
devi ce, requesting zero-crossing delta data detected at the

nei ghbori ngdevice. At the first custoner endpoint device, a response
message i s deves.vAltherfosh qustomesicndipont deyicgew responssahesdagryisrersivedrfooner ossi ng
delta data tec at the neighboring device. .Thi SS | hdi cates the
di fference g%tl\%g%%%{lﬁ% d{a Ylﬁlea%ﬁ%@n%{qeazgfo'%@?%g%fif(')lgas‘?aﬁggrﬁ?/\tlggtggél{ @1& ed at the
nei ghbor i ng nelighberéndelicd €This hrRsdags RNGEesTRS 8idBEente DebicaltRel tibie Wiktd a

nei ghbori ng devi ce. BRI EF DESCRI PTI ON QF THE DRAW NGS [ 0013] Exenpl ary
embodi nent s 1agf FerofsEossingavas delgotsd altronaighhwaing dewice aad maten ¢he Tespenseai | ed

description i j i.On: .gcconpanyi ng drawi ngs. FIGs. 1-8
repr esen% n(g{ﬁ%%?nﬁa?ﬁgﬁwwn%f%?%%%?%é%s as described herein. [0014]
FIG 1 is a diagramillustrating a conventional power transm ssion and
distribution system [0015] FIG 2 is a schematic diagramof a wreless
conmmuni cati on network oBRIEERESCRIRTION QFAHEDRAWINGShi ch exenpl ary
enbodi nent s bes.i . ' ' Lagram of a
power trans r[rqﬁg gll o%xgﬁ@h%?gﬁ)iggﬂﬁng%ﬁie?%&e ‘ﬁ%dr%ﬁ%%gg%@n%?%rtgﬁ/é enbodi nent s
may be i npl étomtieg dethl@lddscipidn thkers inecomjuatcaon warthenacdomysingaidgi ng how t he
cust oner . endpoi.nt i C det ect nonentary fai|ures according to.a

exenpl ai(g/ e d?gﬁaﬂ-ﬁ&s[ ggfgﬂ’reﬁném%‘hin%m%g’(ﬁx%P F‘Plpﬂélf‘?eé‘ttﬁ ?f'gdetsﬁébegget

zer o-crossi pRgegel ta" nessage exchange between a host system and a custoner
endpoi nt device according to an exenplary enbodi nent. [0019] FIG 6 is a
di agram i | | (M1dht FAG. his ediagpieillvstrghesecoetatodnabpowyr transniissédn and

distribution system.

21, -

[0015] FIG. 2 is a schematic diagram of a wireless communication network of a

15  power distribution system in which exemplary embodiments may be implemented.
[0016] FIG. 3 is a schematic diagram of a power transmission and distribution
network in which exemplary embodiments may be implemented.

[0017] FIG. 4 is a state diagram illustrating how the customer endpoint devices
detect momentary failures according to an exemplary embodiment.

20 [0018] FIG. 5 is a diagram illustrating the "get zero-crossing delta" message
exchange between a host system and a customer endpoint device according to an
exemplary embodiment.

[0019] FIG. 6 is a diagram illustrating an example of phase detection by the host
system according to an exemplary embodiment.

25 [0020] FIG. 7 is a diagram illustrating the “get zero-crossing delta” message
exchange between a customer endpoint device and a direct neighbor according to an
exemplary embodiment.

[0021] FIG. 8 is a diagram illustrating an example of phase detection by the direct
neighbor according to an exemplary embodiment.

30



system according to an exenplary enbodinment. [0020] FIG 7 is a diagram
illustrating the "get zero-crossing delta" nessage exchange between a

cust oner wodpwiaar42devi ce and a direct nei ghbor accordi ngCraSanmosusmpl ary
enbodi ment. [0021] FIG 8 is a diagramillustrating an exanpl e of phase
detection by the direct neighbor according to an exenplary
enbodi nent . DETAI LED DESCRI PTI ON [ 0022] For sinplicity and illustrative

pur poses, the principles of the invention are described by referring mainly

to exenplary enbodi nents thereof. [0023] Figure 2 is a schematic di agram of
a wirel ess comunication net T, I0OMuti on systemin which
exenpl ary e | ts. .be i.nmpl nted. The.communi catd on. net wor k may
el Lo 5 atOFeR)y 2% Sy TR GVG Bltmgd S0 e PRI GRS 50
and a pl ur aldesceyibedl by vefeQ R meMUPRI dXemPey eRBoditheniBerrdek of fice server 10
control s conmuni cat1 on between the utility and the custonmer endpoint

devi ces 30 983 eddgwegd if asehematicaiagramgpf a wig¢lpsscgmmapniegiion nepsMkrofiaos s
reports, can AN L nf. i . ' devi ces
50, he Ap 357 EbEeeblibn Sx el i R Sl drd S et AET b ERERAIMe ™ LS

| nt ernet, cdhkgbmmunivatianyetwdik mdyeihvlnd a (rilityeshck Wiffied ever 10p4 petdvayet c. ),
and serves as the direct communication point to the custoner endpoi nt

devi ces 30. 29%F&S BYEPEMN2G ad 8 pluralaty pd gustemeeendpomt dgeicaP3 G oThe back wired,
. . . _ . ; 20
wi rel ess, ngf?&ts'eﬁéh lgfzﬁgﬂélg%@?ﬂgﬁ%ﬁ;@ﬁ‘o@m&ﬁ th{ﬁlﬁg?\%ﬂ@ Eflenéusg)?lYérces may

be connected to eac r usi ng nes topol ogy. O her
net wor ki ng engmlintgleesesB ahé racspds infosmtndalgqaditiieaticn ddtd)@oMer Idser e can be
nore th one AP 20 connecting_.to th tiljty in the comunicatjon_networKk.
Some of 19 hermgtéomot%mﬁaﬂ%m%&mae@ %@nﬁ%@g%éo% c@dpynt dewinsi Vat Be

directly wi tAp 2 R3hbis ¥ e N2 0ia AMWRNE ARidRERS! bWk WE 1RBARPIRIuERVI Cces

30 may not be able to directly comunicate with that “particuldar AP 20 due
to di st ancepr fwy otbgramaiverk (Fosle witektsgropticandpgj and ewas@eshedirachat are t 0o
o bt SR TR R o e A% s 30 20 oy
the concept nfaly coRReRtdhe AP 20 via a wired, wireless, or optical LAN (local area network).
15  The endpoint devices 30 may be connected to each other and the AP using mesh
network topology. Other networking topologies may be used in some embodiments.
[0024] There can be more than one AP 20 connecting to the utility in the
communication network. Some of the customer endpoint devices 30 may be able to
communicate directly with a particular AP 20, whereas other customer endpoint
20 devices 30 may not be able to directly communicate with that particular AP 20 due
to distance, for example. Those customer endpoint devices 30 that are too far from
the particular AP 20 may communicate with the AP 20 via neighboring endpoint
devices 30 that are closer to that particular AP 20 by the concept of “hopping.”
“Hopping” from node to node until the destination is reached allows for continuous
25  connections and communication between the customer endpoint devices 30 and one
or more of the APs 20. Likewise, an AP 20 may communicate with a remotely
located customer endpoint device 30 via neighboring customer endpoint devices 30
located closer to the AP 20. In some other embodiments, a device 30 not capable of
connecting to one AP 20 may connect to another AP 20 to reach the utility server.
30 [0025] A customer endpoint device 30 (i.e., an electric meter 35 with a network
interface card (NIC)) is capable of detecting, logging, and reporting momentary
voltage interruptions. This may be done by either the NIC or the meter 35.
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"Hoppi ng" fromnode to node until the destination is reached allows for
conti nuous connections and conmmuni cati on between the custoner endpoi nt

devi ces 3Woant/mneior nore of the APs 20. Likew se, an RPTAB2000404816
communicate with a renotely | ocated custonmer endpoint device 30 via

nei ghbori ng cust omer endpoi nt devices 30 | ocated closer to the AP 20. In
sone ot her enbodi nents, a device 30 not capable of connecting to one AP 20
may connect to another AP 20 to reach the utility server. [0025] A custoner
endpoi nt device 30 (i.e., an electric neter 35 with a network interface
card (N C)) [0&26¢adomentary ‘dneltasemtmgtIptmggarpgweahue pequod whieregonip adew ar y

vol tage int $0ns. Thi S may ne b he neter
35.[0026] l\/ggtslg{) RO ARYSS I8 o %ﬁ?gﬂw¥s I&I)W@Ibﬁa#ggggé’ﬁty where only a
few cycl es afmmm@r ad e Thet&d IWor thENIC i§ héet B0 Bbabt. t Thé@istdigeraf f ect ed
only mnimally, and the neter 35 or the NICis not forced to reboot. The

cust oner en@pdot dexigedecapsblegfsicsting, loggipgtand gepartng missed aond are§smesi ng

m ssed zgero S nati ng current (AC). [0027] "Zero crossing"
in al ter%atllﬁgg?ezﬁértr t&r?g@)A S the instantaneous point at which there is no

vol t age pr e$6027] hi“Zetcdh@bssiviy ’da altbi@tifichrréie (R0) & tht Ynstdiar@oss pdifit & ectronic
circuit and a.processor can detect when the AC power |ine voltage changes

its pol arit VHSheiedyae vokageprpssatl-t inatheriwrds, thq% O/ baspalprty qhéﬂgl@geﬁﬂ ve. An
exanpl e cir Efébﬁoﬂf@éukﬂ?!}rﬂﬁ?gl A e%)f SR Q% wWieh 'th &R AR dr fiing " 9 tQ d oved by a

conparator. The output o ectronic circult I's usua nnected to
an i nt er r upthamges o$ polastypliranesgativet th posiget and/ot ﬁbmmisﬂdreeta@lhgéum Ame AC

| t hanges ,its pol ari.t This detecto used to determ ne the AC
X& t ZSEI(? aﬁaém'ﬁ cir émﬁﬁ\}\%‘ﬁ“‘llq %a%néatﬁéwe:‘b aﬂé@éi’éieég‘?lﬂﬁiﬂ W Yh stability.
M'ssing of efRpRatoTDThe 4&IpAt &F tﬂ?ssél&gl%nicrblféuﬁ% &ﬂ}aﬂytcbﬁﬁec't BahdhtefRpNs that

the AC frequency may have changed, but nore t ha e power y have
been i nt er r ppmtafdhe pROEBYPr Raf gots lrmgmmed:cayhnm&hemmmgMangesmsro crossing

et P et S5 B RO e MRt bRl P, e
system may pewsr 16 ReqiRacy Rasi r@ﬁﬂ@@lgﬂﬁ’éf?ﬁﬁlﬂhw mmrngl JHoBE bHRIGrOBSo t her eby
causing Sm Sgr%(sjsuzlgesrl?l aCcre(I?tqunI t?ngng lrictarval means that the AC frequency may have changed,
but more likely that the power may have been interrupted.
[0028] Referring to Figure 3, monitoring of zero crossing information may be used
to determine the phase of the service line to a customer endpoint device 30. At the
substation 40 (i.e., feeder level), the system may be programmed to induce
20  momentary power interruptions, thereby causing missed zero crossings at the
customer endpoint devices 30. The pattern of these interruptions is a controlled one,
designed specifically to avoid causing noticeable disruption even to sensitive
devices, but to be unusual enough that it is statistically unlikely to be naturally
occurring. The power interruptions are not limited to being induced at the substation
25 40 or at a location downstream of the substation 40. One of ordinary skill in the art
will appreciate that the power interruptions may also be induced at locations
upstream of the substation 40.
[0029] The naturally occurring “flickers” on a given feeder line 50 may be
monitored before deriving the appropriate interruption pattern for that feeder 50.
30  The utility back office server 10 may be used to analyze the power interruptions
over distribution feeders 50 in the electric grid to derive a model of natural patterns

pertinent to any one feeder 50 or all of the feeders 50. Then, the back office server
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cust onmer endpoi nt devices 30. The pattern of these interruptions is a
control |l ed one, designed specifically to avoid causing noticeabl e

di srupti omoevsv2tL21sensi ti ve devices, but to be unusual Pemaisgévobsic it i s
statistically unlikely to be naturally occurring. The power interruptions
are not limted to being induced at the substation 40 or at a | ocation
downstream of the substation 40. One of ordinary skill in the art wll
appreciate that the power interruptions nmay al so be induced at |ocations
upstream of the substation 40. [0029] The naturally occurring "flickers" on
a gi ven feed@mayiheeprogramagedite cnenté therinigrryptier pattean fariafgeddrdOxpfpmtorssi. at e
interruptio attern.for . that f.eeder.50. .The utili ack affice server 10
may be usedlﬁ}%1 g lrétﬁ%'llé}ﬁoél qaﬁtgmprﬁg\;vg?e%leﬁ%plraxgg il%sﬁge%\kpe&'%ﬁ%(ﬁ isﬁgfrle t??' Pe@ders 50
in the el echhy 6q@vilenttlihedPEird®n dr 0®KIRItreai. @e&ﬁﬁhg@l@éh@érﬂ oEERkJuleNt to any
one feeder 50 or all of the feeders 50. Then, the back office server1l0 may
be progr ammeenfean ¢ therequirpangny that thegnieomppen pattam feaches the edé dewoe 80

interestes Thgyl . ' t el nserd. to the
foeder 5o arpine GEf i bty B SneDliol SR humbe Y dE1ch I ifibetd,

Speci fyi ng ieripivas shqatd bé tievatetht Sihssrtpiat drddeat tesiend @svede 3¢ hat t he
interruption pattern reaches the end device 30 wi thout significant changes
ot her V\DrdS[q(ﬁQ] néllﬁférthedﬁérecIﬁélqpé%@l?%e%?nglﬂ%t&&%@niarf?@‘iqfégtﬂ@ns shoul d be

the sanme atfj E{thaﬁgh{a RRIiRGuRRY &h}#é}? a%ﬂg)hgfe\é%tctﬁ ﬁe%dex[:f{&%@(lr Rafipf L here
are nmultiple phases orlyglnatlng From 4 feeder , ¥he rn erruptions’may be
i nduced ser ilelsimulatedetickerphaydeandided oh@bdsr 1 b Dalydr, oaPaagd 2on Dhag 25i nul at ed
flickers may pe indyced on Phase 1 on Day 1, on Phase 2 on Day 2, and so
on.. Thi io é‘ﬂ‘{)%?f"b 15 5 B3 e deppisnpemtsd %lﬁaanawalg&wr@vm&@et he necessary

test patterfedeQsapy fest ]Sa)fteﬁﬁfostﬁﬂﬁ? :pex‘gf)nﬁerl‘ ofil P o8 Ah IR &H b RRA YN DY

t
“tickling" a DA/ SCADA (Distribution automation/supervisory control and data
acqui si t i onytickiogemD ARNEAINA dPestebuticastutoragtidnésupenvisony ceatrdiyant ketaut i | ity
back office_server .10 if e network has e:brid onpect.ed to, feeder
control s t hATAULTIHORY, SYFHEm atug’%aée(ﬁﬁ?ﬁtemﬁ}ég? C?Wg‘ﬁ%&%}?ﬁﬂﬁ ,utlﬁw llﬁ?kf’g@'cﬁ ng
appropr i at eketvdrorpRtHeaR-tWERIRG @brided coiivbted X8 FRALL (idrolPihabalPRa6ded to
the electric grid at any of the grid elenments (for exanple: sub-station,

hi gh vol agt® ba dansfoyenibe netiy arky orohit feeding rppropoately formatted messages to a
test system that may be connected to the electric grid at any of the grid elements (for
example: sub-station, high voltage transformer, distribution transformer, etc.)
specifically designed to induce test patterns.

[0031] During the test period, the customer endpoint devices 30 on that particular
20  feeder 50 are programmed to log the flickers, and report that information to the back
office server 10. The back office server 10 has the information pertaining to which
flicker pattern was tested and on which phase. Based on the reports received from
the customer endpoint devices 30, the back office server 10 will be able to link the
devices 30 noticing and reporting a particular flicker pattern on Day 1 to a particular
25  phase (Phase 1, for example). This process is repeated for reports received on each
of the test days until all of the devices 30 on the feeder 50 are phase-mapped. If
there are irregularities or errors from the reporting data from certain devices 30 that
links them with more than one phase or with no particular phase at all, the test may
be repeated until the uncertainty is removed. The repeat test also serves to confirm
30  the original findings. The test may be repeated on each feeder 50 as often as

necessary to obtain complete phase-mapping.



specifically designed to induce test patterns. [0031] During the test
period, the custoner endpoint devices 30 on that particular feeder 50 are
pr ogr ammesiotzoldiagi2the flickers, and report that i nfornarcorusc@onhsiback
of fice server 10. The back office server 10 has the information pertaining
to which flicker pattern was tested and on whi ch phase. Based on the
reports received fromthe custoner endpoint devices 30, the back office
server 10 will be able to link the devices 30 noticing and reporting a
particular flicker pattern on Day 1 to a particul ar phase (Phase 1, for
exanpl e). THO@32)r clhedestineayrheomtucted overradlpfoedess 6@ citharedrially emintpacdllel,he t est
days until of .the devices .30..0on the feeder 50 are.phase:pmappe | f
there are i%lrléégrgnu Beitppled perigdically ?qrrtgﬁ]e?tﬁg npé\%qutcpﬁglrggaeﬁgoff tﬁ%r‘r‘?s(t,g]refiai n
devi ces 30 thabmei ddpoint@svived 30. "Bromh thestef8 e RMFHRAsOEonettiviflPmBadlicag Ul ar
phase at all, the test may be repeated until the uncertainty’is renoved.

The repeat besdevelopsd fortheentirogrdwithimthemetwarkgi nal fi ndi ngs. The test nay

be repeated a r s often as.necessary to obtain c | et e

phaser nap: IOUPEoLe IS siPe et MRS Rlsbi PRl iR ¢ her
serially or deectracmkhtaly fates AB3orBRgt6 B 3k &fplasy éRBdditeht ThAhe hoReentire
network covering all of the installed custoner endpoint devices 30. From

t hese t est s INtgTiRf detesHam Broceysnd®; injtially adryate wihboheratating isg¥ermiab Powhe
entire gridgyid h I | aQram
illustrati ngS t%vh]\f)ftq'hépgltfgbﬁgwng?&gn%g%?ﬁ%u?gg% s?%ﬁgfné%?&ﬁr@&rgcne %’i?@e failures
accordi ng t ousiomexanipbit yewodnrduseed zeid cioesingoOfve thik iteniptPinddednesrt/” on
process Q100, i Nj t‘g\zl ly a device will be operating in Normal Power State
101. As!{ hePHX PIERIABR T)eAns A fingla peuer Interiypiien fora dratign lepy beedgs, the

cust omer e”%&irﬂﬁm%%ﬁb&,enﬁﬁ?eﬁ%a&?%ﬁﬁ %&{,Qégi,gagrg&goulz frz]s';ngeﬂ tH%)x?E&HQt

“monentary" period. "Monentary s—a sin rruptron for a
durati on | essnitham periovhxamenter ieogth mbmEegg 3Pmisk nylomemeaty nfigingum 100ns) ,

out L onger e SOIE, LT BerLed IRl ey L ST mn (e8! Some).
L O SR a8 B A a3
nmonment aly | engletpoisen interqeptidathatds longer than momentary length_min, the device

operates in Power Momentary State 102. During this state, the device measures

zero-crossing data, e.g. records the interval between each detected zero crossing

during the time it is in this state, and reports the measured data to the back office

server 10.

20 [0034] Momentary maximum duration (momentary length max) is the maximum
elapsed time for a power interruption to be logged. When the meter at the customer
endpoint device detects a single power interruption that is longer than
momentary length_max, the device recognizes this as the Power Loss State 103.

Outages exceeding the momentary length max time period cause the NIC to shut

25  down, and the meter at the customer endpoint device will try rebooting once it
regains power.

[0035] Table 1 lists exemplary time periods for the momentary minimum duration
and the momentary maximum duration. These time periods are determined so that a
momentary power interruption is sufficiently long to cause a device to enter the

30  Power Momentary State, but not so long as to cause the device to treat the

interruption as a loss of power and react accordingly.



operates in Power Monentary State 102. During this state, the device
nmeasures zero-crossing data, e.g. records the interval between each

det ect ed wenoiloneesi ng during the tine it is in this staceusand/oosports the
measured data to the back office server 10. [0034] Mnentary maxi num
duration (nonentary_length nmax) is the maxi num el apsed tinme for a power
interruption to be | ogged. When the neter at the custoner endpoint device
detects a single power interruption that is |onger than

nonentary |l ength max the device recognizes this as the Power loss State
103. CQut ageCendigirablegV atiablepninimym| Ealgeh Maximume Viadud odDefaulteValue |NI C
to shut doywnManehtanydMinemem gt t he3@ost oner| endpdOnhs devi ¢ge W30 mkry
rebooting once itDugahns power. [0035] Tahle 1 lists exenplary tine
periods foll Myendmed®Malimu Ml UM @gra 1on [and tTiwy APNENt ary Hayiddm
duration. These thigpgriods jare determ neq so that a nongntary power
I nterrupti omTs—suffrcrentty tongto gse a devicetoenter—the Power
Monentary State, but not so long as to calse the device to treat the
interruption as a |l oss of power and react accordingly. Table 1 [0036]
Accordi ng to anot her exenplary enbodi nent, a nmethod of determning a

service pha t Betd Afodh | s evi ce
may rely oni@y%?:hr%%iogdéﬁgon ac celﬁ(rég%gﬁfla}ry %}ﬂg&dr}rengﬁﬁ %ﬁ%@iofg&glﬁggﬁg t he

rel ati ve phaswicsfphasd ofitb¢ elestrival cdnacétmdera dustober eadmuihtatestte hHORTY} ol he

met hod i pcludes identifying a.grou f endpoi nt _deyices .that co ni cate
directl y9 Wi ﬁﬂ“?‘ﬁ‘?&“é"é&%‘ %&‘H g%! FHFGS’((?RPJ)“{OY Ffble‘?abﬁjecﬁ gelmes@wéﬁa B nt

devi ces t 0 $WiGhHbRMZRelddb BE YalMifaltdt he AP tenporarily (e.g., about 10

m nutes). Then, |ast zero-crossings may be detected at each endpoi nt device

wi thin a prdd37¢r Mihsadethodrnchules sientifying agetuprd endpeissdwvicesdbhtwi t h t he | ast
detected zero crossing in ea hhend Qi _nt dev.if The %elative ph&set

i £ 1 er ence. STTTHBIRIHETHY THVINE semaiessepetal G ARG RE HSGFARRIY | e

di fference Ge¥iv&ad sifichrbhid® sdpadipSvitt the REP feaporaARY e.8! @6&ItNOSniAAteRRt ed at

t he endpoi nt_devi ces. _ ) _ .
0  Then, last zero-crossings may be detected at each endpoint device within a

predetermined time period. A timestamp is associated with the last detected zero
crossing in each endpoint device. The relative phase difference of the endpoint
devices may be determined by calculating the difference between the timestamps of
the last zero-crossings detected at the endpoint devices.

15 [0038] If the calculated difference between the timestamps is close to zero, then
the customer endpoint devices are on the same service phase. If the calculated
difference between the timestamps is close to 5.5 ms for a 60 Hz line or close to 6.6
ms for a 50 Hz line, then the relative phase difference between the customer
endpoint devices is 120°. If the calculated difference between the timestamps is

20  close to 11 ms for a 60 Hz line or close to 13.2 ms for a 50 Hz line, then the relative
phase difference between the customer endpoint devices is 240°.

[0039] This procedure is repeated for different groups of meters. If overlapping
pools of meters have been identified and chosen, then the relative phases of the
meters on the entire feeder can be determined.

25 [0040] To get the “absolute” phase of the customer endpoint devices, the AP itself
must be accurately synchronized for the short period of time. This may be done
over Ethernet, cellular, or via GPS (Global Positioning System). The absolute phase
may also be obtained by a secondary FSU (Field Service Unit) or by the AP being
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[0038] If the calculated difference between the tinmestanps is close to
zero, then the custoner endpoint devices are on the sanme service phase. |f
t he cal cuwetzeth/dif2fier ence between the tinmestanps i s cl oPETIUS2H9H04886 f or a
60 Hz line or close to 6.6 ns for a 50 Hz line, then the relative phase

di fference between the custoner endpoint devices is 120. If the cal cul ated
difference between the tinestanps is close to 11nms for a 60 Hz |ine or
close to 13.2 ns for a 50 Hz Iine, then the relative phase difference

bet ween the custoner endpoint devices is 240. [0039] This procedure is
repeat ed fosyefihrerized vithyapgpierd serseesuch asfa td dgtprinrige feaihesoén mee er s

the entire PbterERRang ARREFRerbaER bekTHE ykb RS bamnidatEhtes of

t he cust onethedidpnetet. devi ces, the AP itself nust be accurately

synchroni zed for the short period of time. This nmay be done over Ethernet,
cel lul ar, ol08Al} dbs clagkdyashrppizatipmpiogess 3y sperfd fordl efthomstess phtise may
al so be gbt gj C 2 Vd nj:t) o t he AP

bei ngsynohr ooy o e REEPRIRGSS bl i B Wl B e ¢ ne

phase on onencamirementtase Rpesesd paioditwdlyqt lag at tRirdefinedimehgRrhags)eal cul at ed
based on the phase of the one nmeter. [0041] The cl ock synchroni zation
process is Pe%éaﬂ@cphraﬁmappfgﬁ grisbngiwedc devigest he network to devel op a full

phase conneggdqsit Ya, L1 b Shi e repeated
peri odi cal | ?/G(e! g. &g{!ﬂu%{é)?{ngg%?ﬁg%hﬂﬁ%ﬁhé?%ag t%”%%g%%%tfa{g phase map
of the gri dcustomerdndgeint dedcesil@dehetdodomdy bg derermaimet basedexrepisaklyift

enbodi t, e service phase of. the custonger endpqint devices in the
net wor E‘P ymﬁgw é?éﬁﬁ?r" §teBhsERe oSt pYsiei camps any devags that isgapableef system

The host syaéﬁmua&atiﬁgmxhéayd&mtda%eé.Sm%&teﬁ,gkaﬁ% QhbbaTRH, $Rd 1&%9 with the

endpoi nt devices. |In exenpl ary enbodi nents, st system nay be the back
of fi ce ser veystam may baPhe Bagkhoffine saust @merARNBpth the cdgvimeeemdpdirtiievicost

R UM EL RN TR R TN G AR
]9; 1)?71' gﬁf)!t Rgfc& gg\g?fgg% pRithe/eehlivd £re iahdiBonsA8MLIGE to B RS 6F ¥ fifathd B SSage
15 message to be sent to another device, or receiving a message from another device.

[0043] Referring to Figure 5, the host system sends a “get zero-crossing delta”
request to the NIC of the customer endpoint device. The NIC being queried obtains
the requested data and sends a response.
[0044] Referring to Figure 6, when the NIC receives the “get zero-crossing delta”
20 request from the host system, it calculates the difference between its current time
and the timestamp of the last zero-crossing detected at the customer endpoint device.
Once the difference (A1) is calculated, the NIC sends the response message to the
host system. The response message includes a field for transmit latency. Each
forwarding node along the path adjusts the latency by adding its own latency to the
25  sender’s latency number in the specified field (See Fig. 5). The sending node sends
a response message along with the timestamp of the response message (indicating
when the response message was created at the sending node). The total path latency
can be calculated at the receiving node as the difference between the current time
(i.e., the time when the response message is received at the receiving node) and the

30  timestamp of the response message. The host system will receive the response

message with message aggregated latency (ML).
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[0043] Referring to Figure 5 the host system sends a "get zero-crossing
delta" request to the NIC of the custoner endpoint device. The N C being
gueri ed ovDanr2r4ze requested data and sends a responsePCraG4ebp/oRsierri ng
to Figure 6, when the NIC receives the "get zero-crossing delta" request
fromthe host system it calculates the difference between its current tine
and the tinmestanp of the | ast zero-crossing detected at the custoner

endpoi nt device. Once the difference (D ) is calculated, the NIC sends the
response nessage to the host system The response nessage includes a field
for transmi {00431 efidnge thechyist $ystemaratieivgs fhedesponsmmesdage,ghcdicuddiesitites t he

| at b i ng it ) | at t - nber in th
Lo eneY oo AR Ryl o et GRS P R e
along with tkected HEHE ABR sQétein(A2) CTRANES PRBSSHIR ((()SIFQMS;@E cAgumbanusidpe

response rress;ge was created at the sending node). The total path |atency
can be cal ctiedoBewug eghatiqiecei vi ng node as the difference between the

current gine (i.e., thegddd the,r sage i,$ received at the
receivi n§g node) and theqﬁﬁg%vg?r\qpl‘of ﬁ??‘g@;g’ns qr?ggg%é . The host system

Wi | recei vavhtiee isebphins feqiRaspperiod (116.61ES SGIOHRY 0088 IbLSOH A &ftMod is

(M) .[0045] Once the host systemreceives the response nessage, it

cal cul at es” ¥hePHrHethalyelipethgaemainder of a dixiston enerationd faregampltest anp of the
| ast zero- c§5)ﬁ1%idr%g)gg>} ected at the host system (D2). Then the phase shift
(FS) may be calculated using the followi ng equation: FS = (D + M. - D2 +
P) nod P, [[Bgda} i oD }s olberte Zerd, shdnhtth thechobt @Gteanand the NIQtaré b6.theS f or
60Hz, 2 for 50Hz) d d is an_operation that returns_the renmninder of
a divi sfagﬁ Loi)=i aisﬁnlf((fgis ‘gvﬁsfﬁﬁlses, m§§gﬁ%gbgé line gy 6.6 Ay 2 P9HEBNe.dhent ose to
zero, then PRtad@ifostvesy Sy NCS; & 1msf FS is
close to 5.5 trIrJ%afor a 60I§|z 't ne Sg%%%lg%lrrdg%fgor asgglgéh?iqﬁg%g(%gﬁémglsphase
shi ft bet weton at6@&zHowtor 9 2 mMfana SOHz link,Ghersthe Phase shiff Betwaeen ttosieost o 11 NS

I (r)ura ﬁoS?H;y*l?i{Sgeem grﬁfht}vgﬂ\ﬁldi?ézﬁﬂ g4g0Hz line, then the phase shift between
[0047] To get the “absolute” phase of the customer endpoint devices, the host

15  system should have knowledge of its own phase (e.g., host system zero-crossing
circuit should be receiving its power on a known phase).

[0048] The above process is repeated for all meters (NICs) in the network and the
phase of each meter is thereby established. Since the phase of the host system is
known, this process allows the phases of all the meters in the network reached by the

20  host system to be mapped. This process will result in a full phase connectivity
model for the grid in the network. For any devices which are not part of the
network, manual testing may have to be conducted to determine the phase.

[0049] This process may be repeated periodically (i.e., at user-defined time
intervals) for the entire network to update the phase map information.

25 [0050] According to another exemplary embodiment, the service phase of a
customer endpoint device in the network may be determined based on phase shift
relative to each of its direct neighbors (i.e., neighboring customer endpoint devices).
Any two endpoint devices are capable of obtaining the time difference (“delta time
(A)”) for any voltage positive/negative zero transitions relative to

30 origination/receiving time of a message.

[0051] Referring to Figure 7, an endpoint device sends a “get zero-crossing delta”

request to its direct neighbor and receives a response from its neighbor. The “get
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[0047] To get the "absolute" phase of the custoner endpoint devices, the
host system shoul d have know edge of its own phase (e.g., host system

zer o- cr oswongiooi2r2ui t shoul d be receiving its power on a&Crnsawnphsie) .

[ 0048] The above process is repeated for all nmeters (NICs) in the network
and the phase of each neter is thereby established. Since the phase of the
host systemis known, this process allows the phases of all the neters in
t he network reached by the host systemto be mapped. This process will
result in a full phase connectivity nodel for the grid in the network. For
any devi ces Zolier&pssaigdaliat’ resmest maygmsmmmhanamaapmgf aregulmy have to
be conducte termne the phase. [0049] This process may be repeated
peri odi cal | ?/ne%lga.gg.%,xg%atngﬁser-defi ned time intervals) for the entire network

to update tp@oRhagefempgidFui@swien the8e@hb &lidtretSlvaiak egt Rx2npl ary
enbodi nent, the service phase of a custoner endpoint device inthe network
may be det effastiag dplia agqenst.gphealenlaths the differan¢aeetveereiig eurodnt time adidrthe t

devi'ces Sr ensamBRAIORE A SR AR EcEEEIR} oG g RUATORET ™) " or
any vol t agetheafiffeieved (relgas taleulzed otht MGSdftth@lﬁ\fﬁflﬁlﬁJrﬂl@ dé®ide@ends the

origination/receiving tinme of a nessage. [0051] Referring to Figure 7, an

endpoi nt  delfSERNSEANEIEagS todhg OIZ@P@)UQﬁrﬁg%’PWE‘Jd%F%aTh? EEGPRISE Messagednal r ect

nei ghbor ang,yLCRLMES: ﬁe%?&%ﬁﬁeﬁ&@ﬁ ViR D BE seth the%—f&zﬁf RIAEOSS! NG

delta" request may be a separate exchandge or a part of’ a regular nessage

exchange. [ bQt3]offled devicaandtworki @utraudcatidneinteface. nAitgtnacvélpgthd @vdssze

recei Vef(?t hFaé%p?:et zerocrossing delta” request, it calculates the difference
ts

bet ween Y &Y 79 S e Vilne SinahY oAy bheaprblstot bemng detsadngdy
detected at ptdaatn Hﬁb&?@%b@&, 9.§v'dﬁﬁn§]Qp)srio@aﬁaoelb%srf%cfn%a%ﬁ%n(o% ) is

calculated, the NIC o e nél ghboring devi ce sen e response-nessage to
t he ori gi nané¢tmgrienelfssi nt devi ce. The response nessage may have a field for

e, 125220 Pt BB B S B Ll T Or MG Layer s of the
112% :;ur:n yng'SYCab&ll&t%& tHeQlifeeABS bétWeerY A B@r&it BGR drdd (HBYinREaaRNGhe 1] zhei NY
15  crossing detected at the originating endpoint device (A2). Then the phase shift (OS)
may be calculated using Equation 1 above.
[0054] In the above exemplary embodiment, each device in the network may
maintain the relative phase shift information for each of its direct neighbors. This
information may be in the form of a table similar to a table maintained at a
20  respective node listing the other nodes with which the respective node can
communicate, €.g., a node queue, or may be maintained in a field in the node queue
table itself. This information can be repoﬁed to the back office server, to enable a
map of the service phase of each endpoint device in the grid to be developed.
[0055] The “get zero-crossing delta” exchange occurs between direct neighbors. It
25  is not critical when this exchange should occur, but most likely it will happen at
least once for every node after the node has been powered up and/or rebooted. Once
each node has the relative phase shift information, the relative phase shift between
any two nodes in the network may be easily obtained. For instance, node 2 may
have a 120° phase shift relative to node 1 while node 3 has a 240° phase shift relative
30 tonode 2. The phase shift between an arbitrary node N and node 3 may be 0°. The
phase shift between nodes 1 and 3 is 360° that is equivalent to 0° and therefore nodes

1, 3, and N belong to the same phase while node 2 has 120° phase shift relative to
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bet ween direct neighbors, e.g., during a period of clock synchronization
anong network nodes. [0053] Once the originating endpoint device receives

t he responeeormaesege, it cal cul ates the difference bet weemust@oomsient time
and the tinmestanp of the |ast zerocrossing detected at the originating
endpoi nt device (D2). Then the phase shift (FS) may be cal cul ated using
Equation 1 above. [0054] In the above exenplary enbodi nent, each device in
the network may maintain the relative phase shift information for each of
its direct neighbors. This information may be in the formof a table
sinilar to $henypBykpavingannabsqlutes phasspd@ny nede s “dbiselutelphasrofavissy  nodes
wi th which ive. . Q j cat e.q. ...a2_hode.gueue, or nay
be mai nt ai ngelggei {Illgggﬁﬁg)leg ?1¥}9<?ﬁ%§1§§d§ fg{l?é%é’et“ 8@? & ¥ ofs?n"ﬁﬁlgslt 'fY or mati on
can be repoestelishdtstdwn fmolutophidsee server, to enable a map of the service
phase of each endpoint device in the grid to be devel oped. [0055] The "get
zer o- cr ossi HP0k| tThis exeamplayembodunent pravides s ranrdyesivemgingrod phpse i s not
criticalgwh | S : | Lkely it.wll happen at
east “onse TarrEyaiSH CIETRE R PorReiermBliing BRI nd RS dekiothof o

reboot ed. Opowenadhus)chie fsuso hded to @aldtny epeelah squipmehit toithé gridain additibme

rel ati ve phagse shift between any two nodes [n the network may be easily

obt ai ned. FHI SnfEs gid's phagsdepalogy jay be determingd in aselativgly shors ime With o node
1 whil de.; i j hi ft
I1e no ﬁu@or%rlﬁa@ﬁgépgﬁéﬁx in déesa%@lﬁ%d %g pBQefI';ﬁg?op chmg%‘ﬂpf%ﬁes '

between an arbitrary n N an ase t ween
nodes 1 ande®&ni afe3olfytehatded $o e axisthepdwerenpOmassdgée)h exled,ahs meibedddes 3, and

N bel ong.to _t he sane ase.whjl e nod ha 20 phase shift relative

t ot hem "By RUFKAHE %?ﬁ‘gﬂ?mgj{h@'m%ﬁraégéﬁf’ tg‘?‘néosﬁﬁg’é,ﬁ'the "absol ute" phase of
every node -7ﬁ' SOWEb EAPréNate®@ b kiRE skified & @6 ARGRaNALBreant ikeertidasen. and
it may establi its own absol ute phase. [0056] This exenplary enbodi nent

provi des a pahbg embedigdinmshéropedific fomssewidkous daparting fron( thegpiritms sags, no
power interruption nd .nQ .J1 Ssi periods ,of . power). . Thus, there.is no
heed to adcenyid HupaRAalS dirast "thetokenty ofeioRRl Siho imeats ach AREpie e

grid' s phaseordsaeddigialinrespeoss t6 deeNustiabde bl fot'rédtatieyel y short tinme with
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m nor overhead (e.g., one short nessage upon the power-up to each nei ghbor
or even a few bytes added to an existing power-up nessage). Also, this

met hod dowe 2nor02rLqui re synchroni zing the neter clock t@Crhus20009048¢é ock.
[0057] It will be appreciated by those skilled in the art that the present
i nvention can be enbodied in other specific forns wthout departing from
the spirit or essential characteristics thereof. The presently discl osed
enbodi ments are therefore considered in all respects to be illustrative and
not restricted. Wiat is clained is: 1. A nethod of determ ning a service
phase of anMhatisiclaimddis:ce in a power distribution system the nethod

conpri sing: sendiyng a e a_pai in.th ower. di.str| .1 on system
requesting a tem%brar ﬁ%‘%vﬁ\je%r% ()lflrldt%teeprngnﬁ?é%rslér(‘)’lrlce ﬁ%&o(\#eaél eg‘ldﬁlr"é‘i‘ ?%‘L’eo aphases

of a feeder pbisedis@ibatish Oystém Sthe @fethddesodiptisiig: 2 report fromat | east one of
a plurality of endpoint devices at. res&gcti ve custoner sites indicating
whet her the powescidipp MESEALE R0 ARYING &t Rietowep istriution dyeemt regusstvg;2 and

mappi ng an Qxﬂﬂﬂ I e i Ol .0, . r
interrupti oﬁ 0 %‘H’té) o?sge‘é %@gﬁé}g&np%na@e)er%fﬁadpv%ﬁ]it&gﬂﬂﬁ@%%%smga ilfeﬁ%ée}ﬁlrn%gi‘\?on was
created. 2. cuhtemoediteed of claim 1, wherein the point in the power

di stribution systemto which the nessage is sent is a substation. 3. The

method of cl ai m ISCEHRE BFFPOFHECTBIRL 1oAR g Oéfi PAHAPY HiendRRPLLY &8t pr ogr ammed
to detect, l‘é%?ectﬁx@@u&t%ﬁféf Sitd Mt FREHE! O BOwer; tem%tiaﬁ%%e&faea' im 1,

wherein the plurality of endpolnt devices ect the power I nterruption by

noni t ori ng thesmddoinédevior;@edi ngs in alternating current power within a
predetermined tine period. 5.. The .nethod of ¢laim 1, wherein the power
interr u_E) ionis F‘?’?BEW?‘&‘F‘F el &‘ﬁb‘i‘?p%%é@eﬁtetch%n Pg@ﬁé’io"‘ief ne at a
given tinme {@Ema el Mercthdiade PRAs A viich iHTowRr idBRupEIIEs Qkachai m 5,
wherei n the mapping of the endpoi nt device

2. The method of claim 1, wherein the point in the power distribution

system to which the message is sent is a substation.
15
3. The method of claim 1, wherein the plurality of endpoint devices are

programmed to detect, log, and report power interruptions.

4. The method of claim 1, wherein the plurality of endpoint devices
20  detect the power interruption by monitoring missed zero crossings in alternating

current power within a predetermined time period.

5. The method of claim 1, wherein the power interruption is induced
serially on each phase of the feeder line at a given time for a predetermined period

25  oftime.

6. The method of claim 5, wherein the mapping of the endpoint device
is performed at a back office server having information pertaining to the power
interruption being induced on a particular phase, and based on the reports received

30 from the end-point devices, the back office server links the end-point device

reporting the power interruption at the given time to the particular phase.
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is perfornmed at a back office server having information pertaining to the
power interruption being induced on a particul ar phase, and based on the
reports rwoenwad7421om t he end- poi nt devi ces, the back ofCiras2e&envsie| i nks

t he end-point device reporting the power interruption at the given time to
the particul ar phase.7. The nethod of claim 1, wherein a single power
interruption is detected when the endpoint device neasures a zero-crossing
for a period of time that is |less than a predeterm ned maxi mumtine period
and longer than a predetermned mninmumtine period. 8 The nmethod of claim
7, wherein the mdxi murhheimehedef Jaim &, wherewmrs siegle powehiatermupdioniise, to which

the power i I i ds .r i e interruption.a .1 oss . of
power. 9. T 8égnt§?#§§gg?eaééq%§s%t7‘?91%&3%3?&58%%?%{9 icé?ﬁsgllg%gr ﬁgﬁﬂ?gf)ﬁ?@? tion
for the predelesy tithme @rodierdriiitiedtrhaEmper iine pedets & bhgeﬁHﬂDQEMe%ﬁi&ﬂs to
measure zero-crossing data, and send a report contalining the nmeasured data.
10. A net hoBMWR{BIRHCAg a service phase of an endpoint device in a
power digtribution system the nethod conprising: identifying a plurality
of endpol nt devices that communicate with a host device; synchronizing the
plurality of endBoi nt Thewetked dBeipiar ArwheteinithhmiaRBniiAsimeigioges det ecting

| ast zero-crossings in alternating.current power wthin a predeterm ned
time peri oddﬁtFmé‘&Eﬂis%H&bBidﬁchﬁéS)i ch the pewer BPupplked: ayids 1qaciing tthe

di fference Rk L ndpoi nt devi ces based on tinestanps of the
detected |a§?“?§?%®é§8§§?ﬁ§§@“§ﬁd determ ning the service phase of each

endpoi nt devi ce based on the neasured rel ative phase difference. 11. The

met hod ﬂé claim 10, V\/clxgirein}é asyring the re ativefphase di fference of the
plurality of endéoi nt ‘dERLRY ¢ aile SVReleip durgtionp EHROVET AHETERN f?é_t ween a
timestanp ofhetgieddtétiindBhfifuAPiine s als6chRlendpdihf ddviRIPHeAtudevi ce and

zero-crossing data, and send a report containing the measured data.

10. A method of determining a service phase of an endpoint device in a
15 power distribution system, the method comprising:
identifying a plurality of endpoint devices that communicate with a host
device;
synchronizing the plurality of endpoint devices temporarily with the host
device;
20 detecting last zero-crossings in alternating current power within a
predetermined time period at each endpoint device;
measuring the relative phase difference of the plurality of endpoint devices
based on timestamps of the detected last zero-crossings; and
determining the service phase of each endpoint device based on the measured

25  relative phase difference.

11. The method of claim 10, wherein measuring the relative phase
difference of the plurality of endpoint devices includes calculating the difference
between a timestamp of the last zero-crossing detected at a first endpoint device and

30  atimestamp of the last zero-crossing detected at a second endpoint device.
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a tinmestanp of the |last zero-crossing detected at a second endpoi nt
device. 12. The nethod of claim 11, wherein, if the cal culated difference
bet ween twe 2biomest2anps is within a predeterm ned range eCTtase@y/obdsen bot h
of the endpoint devices are determned to be on the same service phase. 13.
The met hod of claim 11, wherein, if the calculated difference between the
timestanps is approximately 5.5 ns for 60 Hz power service or 6.6 ns for 50
Hz power service, then the rel ative phase difference between the endpoi nt
devices is determ ned to be 120. 14. The nethod of claim 11, wherein, if
the cal cul at ed dilBf er dheanshedvebelamnél i wharsinaifphe ¢aculpiod dififerencsl y 11nms for

60 Hz ' ] 90 j h h | ati
phase b 11 cPenieen iy fetngs Ml aiediu RIS Bl it S b i bubolate o

det er m ni ng eadpaiitwlevtcep BrsRt@mindd OHRRMI the sdfy b&eick phasepower di stribution
system the nethod conprising: sending, froma host, a request to the
endpoi nt device requesting zerocrossing delta data detected at the endpoint

endpoi nt_device ¢ | ta the_endpoi
el ud ity 2ot o rgse neaniad of dat R PR Ee R R G A iR B e O

i ndi cati ng bbsvedh thectiraatampeis\wpproximstely 318 m¥fon 60 Hzasowet SE@ideI %56 A8 Was
detected at t%%lgndpoi nt devi ce and when the response nessage was created

by the endp&m0 eppwer scedss dhen the gelalayephase dyference betecadhacrinoitt ed at

the host, th@vié&ﬁ@d@(eﬁﬁﬂe&‘%gﬁhi@ detected at the host indicating the-
di fference between the tine en a last zero-crossing was detected at the

host and the tine when the response nessage was received by the host;

cal cul afi ng a phase shift fro e endpoi nt. devi ce based on the

zer o-cri)@si ng de??a d?@ﬁ%@ﬁfé‘ga% },w@%ﬁaﬁgﬂhﬂcwte%ﬁlff%@%m cul at ed
zero- cr 0ssi Bevdsh b il durifd 8abAibuhabiol NS tor &b HERSABEAALEBEY bigfe, and
a frequency period of a feeder line el éctri ca(fly cohnected to the endpoi nt

devi ce; andfaéOdizpenergerhes, santhe eelgtivesghasd ditffeecnen hpovaeh thkeendpeiased on

the cal cul aEieevqces is 240°.

15 15. A method of determining a service phase of an endpoint device in a
power distribution system, the method comprising:
sending, from a host, a request to the endpoint device requesting zero-
crossing delta data detected at the endpoint device;
receiving, at the host, a response message from the endpoint device including
20 zero-crossing delta data detected at the endpoint device indicating the difference
between the time when a last zero-crossing was detected at the endpoint device and
when the response message was created by the endpoint device;
calculating zero-crossing delta data detected at the host, the zero-crossing
delta detected at the host indicating the difference between the time when a last
25  zero-crossing was detected at the host and the time when the response message was
received by the host;
calculating a phase shift from the endpoint device based on the zero-crossing
delta data detected at the endpoint device, the calculated zero-crossing delta data
detected at the host, a message latency time, and a frequency period of a feeder line
30 electrically connected to the endpoint device; and

determining the service phase of the endpoint device based on the calculated
phase shift.
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phase shift.16. The nethod of claim15, wherein the host is a neighboring
node of the endpoint device. 17. The nethod of claim15, wherein the host
is an acceexopaiznt2iwi t h whi ch the endpoi nt devi ce comuRCTAISe®9/004816 The
met hod of claim 15, wherein the nessage latency tinme is the tine period
from when the response nessage was created at the endpoint device to when
the response nessage was received at the host. 19. The nethod of claim 18,
wherein the nmessage latency tine is an aggregated nessage latency tine in
whi ch each endpoint device along a path including a plurality of endpoint
devi ces adjusts the nmessage latency tine by adding its own latency tine to

the nmessage | atengy tine. . The .nethod of ¢laiml15 rein deter.m ning
t he service phaség‘of ,'[Tﬁgmeeﬁ pdo?pncteialajeﬁ}(% e‘lrgr%lclzlﬁllje eogge%%%lﬂg&?e‘?ﬂq%ne?%gg?vi ce
phase of thehel@dpoiandevideen determ ning the service phase of the endpoint

devi ce based on the cal cul ated phase shift and the service phase of the
host. 21. The nethod of claim 20, wherein the host has know edge of its

service §)hase. 2%7 Thqhme{gﬂéﬁ Qtfcl%hﬂ 5“»%93 ein’ ﬁds?istﬁeacggﬁé)o%%ﬂpm have

know edge of its service phase and redquests its service phase froma back
of fi ce whi civhivhsh& apddositigieviet colmenindsitess servi ce phase. 23. A nethod of
determ ning a service phase of an endpoint device in a power distribution
system the nethod conprising: sending a request froma first endpoint

device to a nei ghpori ﬁﬂe?ﬂ%}%&i &fcl&lﬁlvi53%He?élHﬁ%&@%ﬁgﬂa‘?én%wgﬁé;jiggﬁ@h a data

detected at the nei ghbor evice; redelving, at t Irs evi ce,
a response passbfjemnfwioem théespensghhessagegyabsoreated atnthe eddprgnt deeiczao ovhenossi ng
delta data detected at the neighborin 312\” ce, the zero-crossing delta data
det ect et at IEHESPRBFGYRESREHY2Y B@dPHgF % ng the difference between the
time when a | ast zero-crossing was detected at the neighboring device and

when the response nessage was created by the
19. The method of claim 18, wherein the message latency time is an

aggregated message latency time in which each endpoint device along a path
including a plurality of endpoint devices adjusts the message latency time by adding

15  its own latency time to the message latency time.

20. The method of claim 15, wherein determining the service phase of
the endpoint device includes determining a service phase of the host and then
determining the service phase of the endpoint device based on the calculated phase

20  shift and the service phase of the host.

21. The method of claim 20, wherein the host has knowledge of its

service phase.

25 22, The method of claim 20, wherein the host does not have knowledge
of its service phase and requests its service phase from a back office which has

knowledge of the host's service phase.

23. A method of determining a service phase of an endpoint device in a
30 power distribution system, the method comprising:
sending a request from a first endpoint device to a neighboring endpoint

device requesting zero-crossing delta data detected at the neighboring device;
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nei ghboring device; calculating, at the first endpoint device,
zero-crossing delta data detected at the first endpoint device, the .

zer o- cr oswongiodel42a data detected at the first endpoi nt pdeumise@iondi€at i ng
the difference between the tinme when a | ast zero-crossing was detected at
the first endpoint device and the tinme when the response nessage was
received by the first endpoint device; calculating a phase shift fromthe
nei ghbori ng devi ce based on the zerocrossing delta data detected at the

nei ghboring device, the calculated zero-crossing delta data detected at the
first endpoint dégeeddng.tghesBrstendpaird deyice, avespanse messagedoamthe period of a

der | i i cal |. t t he. nei ghbor | evice;, and
dot er i i ng "CoRE Fuide RERARR A b ORI MR AR By C0 e
cal cul at ed pbigborfy dévicel the ZBhe-crotiigdeltd dath dbrLid at WRSIeBIbOHAE devikeu! at ed

phase shift is reported to an upstream node, and wherein the determning
step i s per fisheatingdhe differenss beweaenterieme xehen prast erohergsung wiasdetecied atvher ei n
det erm nkng . i | ' ri devi ce incl ydes
determ n’:s ngt}g&geé v.°\é‘?§§ﬁg‘§§§§? g{hﬁ}éﬁfq llrggéo%gg ﬁ(sjgl;’ Wc?é\‘ifecaée%&]?hen

det er m ni ngntighberdg/deicephase of the nei ghboring device based on the

cal cul at ed phase shift. and the service phase of the nei ghboring device. 26.

t ( 3
The nethod of cl &P‘W‘fzg{l_g,m heclinst endprind dapise-rerteipseBg dekt dafa ghigsiedohi f t
i nfor mati on feOfirs@dddp8int 'dEﬁc@,EihQQQB-rc'r&gin%r&ﬁg 49 AEHEGER the first endpoint

device indicating the difference between the time when a last zero-crossing was
10 detected at the first endpoint device and the time when the response message was
received by the first endpoint device;
calculating a phase shift from the neighboring device based on the zero-
crossing delta data detected at the neighboring device, the calculated zero-crossing
delta data detected at the first endpoint device, a message latency time, and a

15  frequency period of a feeder line electrically connected to the neighboring device;

and
determining the service phase of the neighboring device based on the
calculated phase shift.
20 24, The method of claim 23, wherein the calculated phase shift is

reported to an upstream node, and wherein the determining step is performed at the

upstream node.

25. The method of claim 24, wherein determining the service phase of
25 the neighboring device includes determining a service phase of the first endpoint
device and then determining the service phase of the neighboring device based on

the calculated phase shift and the service phase of the neighboring device.

26.  The method of claim 23, wherein each endpoint device stores phase

30  shift information for all of its neighboring endpoint devices.
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