; e3eE} Exxy4{4| 2z} 6} T}{9 ALLOCATI ON OF DATA TO THREADS | N MJULTI - THREADED
NETWORK PROCESSOR BACKGROUND This invention relates to et
processing. Parallel processing is an efficient forn104mmmnmwmwmmmw

processi ng of concurrent events in a conputing process. Parallel processing

demands concurrent execution of many programs in a conputer A contrast to
sequential processing. In the context of a parallel processor, parallelism
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paradi gm where all tasks are perf sggﬂg ation or
a pipelined machi ne where tasks are pertrormed at specialized stations, with

paral l el processing, a plurality i are provided with each capabl e
of perform ng all tasks. That is,oéﬁ&%%%%rai all or a plurality of the

p g a tis,
Sl aronts of & pr ol En OO A Bran hs Ca BoE PRk T FeE Tal o By
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programthreads To affect processing of the packets: BRI EF DESCRI PTI ON

OF THE DRAVEDNGE: | fendnds St 3Gkt a3/am:abna ot OfEH i%%gpé_}(‘l§y§¥ &én

enpl oyi ng a hardwar e-based nultithreaded processor. Fl Is a detailed
bl ock diggpamef ihechd AWl & o sequential processing. In the context

of a parallel processor, parallelism involves doing more than
one thing at the same time. Unlike a serial paradigm where all
tasks are performed sequentially.at a single station or a
pipelined machine where tasks are performed at specialized
stations, with parallel processing, a plurality of stations are
provided with each capable of performing all tasks. That is, in
general'éll or a plurality of the stations work simultaneocusly
and independently on the same or common elements of a problem.
Certain problems are suitable for solution by applying parallel
processing.
SUMMARY

According to an aspect of the present invention, a
method for processing of network packets includes receiving
network packets and operating on the network packets with a

plurality of program threads to affect processing of the packets.
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based nultithreaded processor of FIG 1. FIG 3 is a block diagramof a
m croengi ne functional unit enployed in the hardware-based nmultithreaded
processor of FIGS. 1 and 2. FIG 4 is a block diagramof a nmenory
controller for enhanced bandw dth operation used in the hardware-based
mul tithreaded processor. FIG 5 is a block diagramof a nenory controller
for latency limted operations used in the hardware-based multithreaded
processor. - FIG 6 is a block diagramof a comunication bus interface in
the processor of FIG 1 depicting hardware used in programthread
signaling. FIGS. 7A-7B are a pictorial representation and fl ow

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a communication system
employing a hardware-based multithreaded processor.

FIG. 2 is a detailed block diagram of the hardware-
based multithreaded processor of FIG. 1.

FIG. 3 is a block diagram of a microengine functionél
unit employed in the hardware-based multithreaded processor of
FIGS. 1 and 2.

FIG. 4 is a block diagram of a memory controller for
enhanced bandwidth operation used in the hardware-based
multithreaded processor.

FIG. 5 is a block diagram of a memory controller for
latency limited operations used in the hardware-based
multithreaded processor.

FIG. 6 is a block diagram of a communication bus
interface in the processor of FIG. 1 depicting hardware used in
program thread signaling.

FIGS. 7A-7B are a pictorial representation and flow
chart useful in understanding program thread signaling with a
clear on read register. |

FIG. 8 is a flow chart of an inter-thread signaling

scheme.



chart useful in understanding programthread signaling with a clear on read
register. FIG 8 is a flow chart of an inter-thread signaling schene. -2
FIG 9 is a flowchart of a programthread status reporting process.
DESCRI PTI ON Architecture: Referring to FIG 1, a communication system 10
includes a parallel, hardware-based nultithreaded processor 12. The

har dwar e- based nultithreaded processor 12 is coupled to a bus such as a
Peri pheral Conponent Interconnect (PCl) bus 14, a nenory system 16 and a
second bus 18. The system 10 is especially useful for tasks that can be
broken into parallel subtasks or functions. Specifically hardware-based

mul tithreaded pro or, 12 is_useful for tasks that are bandw dth oriented

rather than Iaten%ﬁigrﬁeﬁﬁea.f¥ﬁg %%?ﬂﬁa? -%d%%ﬁ”ﬁﬁ}%ﬁfﬁFgaag% Bfocessor 12
has mul tjpl e m croengines 22 each with nultiple hardware controll ed program
t hr eads %%éﬁrE?n %gxgﬁﬁﬁrtaneously active and i ndependently work on a task.

The har dwar e-based nmultithreaded PER ol al so includes a central
controller 20 that assists in |oadrng ncrocode control for other resources

of the hardy £ %%gd mul tithreaded processor 12 and perforns other general

purpose-coﬁggée#£¥yﬁe functions such as handling protocols, exceptions,

extra support forﬁ%?gg?ingr%%e§§b?glyh§rgo$£ﬁafgarf§%1ify%%mpﬁ%sih%ludes
‘a parallel, hardware-based multithreaded processor 12. The
hardware-based multithreaded processor 12 is coupled to a bus
such as a Peripheral Component Interconnect (PCI) bus 14, a
memory system 16 and a second bus 18. The system 10 is
especially useful for tasks that can be broken into parallel
subtasks or functions. Specifically hardware-based multithreaded
processor 12 is useful for tasks that are bandwidth oriented
rather than latency oriented. The hardware-based multithreaded
processor 12 has multiple microengines 22 each with multiple
hardware controlled program threads that can be simultaneously
active and independently work on a task.

The hardware-based multithreaded processor 12 also
includes a central controller 20 that assists in loading
microcode control for other resources of the hardware-based
multithreaded processor 12 and performs other general purpose
computer type functions such as handling protocols, exceptions,

extra support for packet processing where the microengines pass

3-



t he packets off for nore detail ed processing such as in boundary
conditions. In one enbodi nent, the processor 20 is a Strong AAm (Armis a
trademark of ARM Linmited, United Kingdon) based architecture. The general
pur pose m croprocessor 20 has an operating system Through the operating
systemthe processor 20 can call functions to operate on m croengi nes
22a-22f. The processor 20 can use any supported operating system preferably
a real time operating system For the core processor inplenented as a
Strong Arm archi tecture, operating systens such as, Mcrosoft NT real-tine,
VXWor ks Bifd P2Ckass Qltlffr é@ﬁ/a?‘gr%p%gﬁ??ﬁﬁf%‘@ﬁsé@éﬁ Pa6Pea8velr PPARNEHERS net ,
can be used .t'l.'he har dwar e- based | tithreaded processqr. 12 al so i ncludes a
pl ural i t5°76F ﬁiOBFOeng}r‘iﬁegn%ﬁm}??&mW%’r tg'hegi ef’f&ﬂgoeééhanﬁFﬁ?%‘Fn a

lural ity @f ,programcounters in r r.e .and st.ates sociated with the

Br ogr am%r%nt(gFISgl & f egf?é/%l?@r,k aogmgﬁaﬁglegg BP&F%@??&“%‘?OI%&?%‘PW ogr am
t hr eads can .he sciurlrrlél tagflousl acii ve on each of the m crgﬁngi nes 22a-22f
while onty one s act ual Ty “op&F ati ™At Al G 1A S °Fn “One?&ndBdi nent ,
four - har R e e o0 128 aE e e A KB s PR RraBE e
B R 8 ST ey e O e e P

The menory system includes Achronous Access
Menory ( ontyral_l e 6 n ik c._Random Access Menor

controll'er 2 S.O%S%:SA%IarrrleErﬁgr%ygﬁgagléﬁ%§%%l\ﬁ%eorndcrl&g1 & s%@é“ 4 gff\é}r/;%g?g:v%y
used for 0 i l.ar v of t e QC i.n et wor.k

payl oadsrﬁlo%qﬁﬁ %)rekrgggglgegg.gggﬁé SE% @?)entcrcgﬁ ﬁofg%%gﬁdqgékﬁﬁﬁ%%fly 16b
are usedyd 1y &RIoRkNG ARk erentat | ORefor; ggvgelsaée%%ucfha%ts access tasks,
e.g., accessing | ook-up tables, nenory For t ore processor ‘20, and so

forth. YT Cqt Gila1SHARL! NgxABERL Con @t gk CONEXLS L BUOLAYRPT 00T am

counters to execute in the sane m Ccroengl ne. ware contex smapp?ng al so

synchronj z compl.etiqn of tasks. For_exanple, two programthreads could
r equest ?%sgtsesmanae%s aarbg‘(? Pé’s‘?(fu?lés éf‘g?,rn %Al\ffa’%ﬁ% ‘of these. separate

functional units, &£ 0., .the FBUS interface 28, .the SRAM controller 26a, and
t he SDRAM cont r ol ITglreg r,dw\ia\ﬁeengfaﬁgg %%%%Jrg?lée%deﬁ%cﬁeoscte@(ﬁraélg A% one of

e oy | SROEIAS B OANILCR ROBEBELS KR0S DACK Ml 2,0nal Log

npl etion of an operati on. en the ag IS Feceived Yy e"mcro I ne,

the m Cr?ff]gé% mnq:ea;[i%r E‘ %@.u‘é@'l%y%?%%'&}m ecacgur}toegsurirh Lrdware and
states associated with the program counters. Effectively, a
corresponding plurality of sets of program threads can be
simultaneously active on each of the microengines 22a-22f while
bnly one is actually operating at any one time.

In one embodiment, there are six microengines 22a-22f,

each having capabilities for processing four hardware program
threads. The six microengines 22a-22f operate with shared

resources including memory system 16 and bus interfaces 24 and

28. The memory system 16 includes a Synchronous Dynamic Random

4.



As a network processor, e.g., a router, the hardwarebased nultithreaded
processor 12 interfaces to network devices such as a nedia access
controller device e.g., a 10/100BaseT Octal MAC 13a or a G gabit Ethernet
device 13b. In general, as a -5 net wor k processor, the hardware-based
mul tithreaded processor 12 can interface to any type of comunication
device or interface that receives/sends | arge anounts of data. The network
processor can function as a router 10 in a networking application route

net wor k _packets anongst_devices 13a, 13b in a parallel manner. Wth the
hardmaré¥%§§édMﬁﬁPFVtE?B%ﬁ%b iﬁ%ﬁﬁéi&ﬁriﬁﬁa &@8ch anetabir PacRet darebe

i ndependent | r sed. The processor_12 includes_a bus interface 28 that
coupl es eﬁgrérgéggggrc?Btf%%l Bootitr buPRAd! MSTOTvni&pt aBE SBRRMY one

enbodi nent .coypl es. the processor. 12 to the so-calleq FBUS 18 (F| FO bus).
The FBU§qnﬁfgﬁ£55e2§§ 75° r BRI BY 15 N SIEPRG N aFﬂFe#?%ET%@ ?%e

processor 12 to the FBUS 18. The FBUS 18 is a 64-hit wi de FIFO bus, used to
i nterfadé¥o fedira BE88§§SE%%t?€IW%gw?%hxﬁaXﬁgﬁdéegFoThﬁeﬁW8E sBRrkqss-

i ncl udes S d interface . | bus interface 24 that, couples other
system cc?%o%&% scPﬁéfcoﬁ'Z?deG%n&i?(ﬁeﬁ T llé%t ﬁéepPBSgséﬁralz. The
functional,. units are_coupled to one re internal buses. The jnternal
buses aﬂg%&ﬁgﬁ}ngleP?e ggggt ?éeﬂ?rg%ﬁygLg“?%?”r%%ﬂtaﬁSCSHE FSFkﬁWite).

The har e- ulti eade ocessor 12 also.is constructed su t hat
t he sum%\cl)\%r't’h%%%gg vq\nHét Eéggf&?hga%?sé’r nal %rLYse]%ri %htehgoﬁ?o%g%?siﬁ ggbeed
t he banq%hp%% ¢f,gxternal buses coupled to the processor 12. The processor

12 includes an'internal core processor bus 32, -6 e.g., an ASB bus

Ad d t t 0t h .
Cont rol 1 ers. 266, S5 ARACt SoAR MG Tl T kTP shRbnEn T The ase
b [ ; f 1 ' A he St A
or acessar b e P TRE Y GoRatar” TR arEo ! rel Uod s Sl ilpabier o0 A

coupl es g1y /6er 0engine ngﬁgiﬁé’ 3§P€%ﬂu§ﬁgésﬁrg Aiezez%mp/ﬁ%fi%agg' %533530 and

FBUS interface 28. A nenory bus p e nmenory -control l"er 26b

to the b hakkaces cd BRdyR Al (RAD Yo SNe LARAY Y RelUdLAd Lhazhyom 16¢
used for boot operations and”so forth. ,
resource e.g., SRAM. Each one of these separate functional
units, e.g., the FBUS interface 28, the SRAM controller 26a, and
the SDRAM controller 26b, when they complete a requested task
from one of the microengine program thread contexts reports back
a flag signaling completion of an operafion. When the flag is
received by the microengine, the microengine can determine which
program thread to turn on.
As a network processor, e.g., a router, the hardware-
based multithreaded processor 12 interfaces to network devices

such as a media access controller device e.g., a 10/100BaseT

Octal MAC 13a or a Gigabit Ethernet device 13b. In general, as a

5.



Referring to FIG 2, each of the m croengi nes 22a-22f includes an arbiter
that exam nes flags to determ ne the avail able programthreads to be

operat ed upon. Any programthread fromany of the m croengi nes 22a-22f can
access the SDRAM controller 26a, SDRAM controller 26b or FBUS interface 28.
The SDRAM controller 26a and SDRAM control |l er 26b each include a plurality
of queues to store outstanding nenory reference requests. The queues either
mai ntai n order of nenory references or arrange nenory references to

optim ze nenory bandwi dth. If the nmenory subsystem 16 is flooded with
menory rEGUEETs PERSESSPE . | hBRphaBd e Wanadimil ifbrepdedsBopcaPsennt 2
performmenory reference sorting. Menory reference sorting reduces dead
time or Fhuttie oSt F8cahY stWPE nohceuwdyy aaf isRARE VRERDPY 1 RERF BRce
sorting allows the processor 12 to organize references to nenory such
that | ong*%t l""ier?ﬁs“’&s/rs§8§§ iaﬁg%earf‘%‘l"llﬁvédf 7 B%ong Ter PREYCBE MEPERSSOr

Ref erence sarting hel ps _maintain parallel hardware context programthreads.
Referencce@sdgrut“icrjfgoéll PSwé RPYUFRY 5& P & HH JE KimdmesiRe 1 SBRARI bEARL € 0
another. 1f tﬁ(g msrmr)é s%stem 18b s organi zed into an odd bank and an even
bank, wHIT &' YHe PHEEELSsEPORISEpErat Ty bift Hetodd BaRRradhel nRABRG: -
controller .2 can start prechargjng the even bank. Precharging is possible
i f nenor"@ltrkb&&ee%@égwé‘lrﬁé ASE ’B‘giﬁg’émr%‘%?darﬂf"éﬂ?éﬁoﬁaﬁlgs. eBgh oREBYPRY
menory references %}o al ternate aﬁcesses t o opposite banks, the processor 12
i mpr ovespaé%f%\/lcﬁgn i dCACPRAAPPFORAPTSSeVIHer opti ni zati ons can be used.
For exanple, nergihg optim zations, where operations that can be nerged, are
nerged prior to ry aCEEE8T ggeh“f)g‘gcge%pa[i%%dﬂt&ﬁéaﬁﬁe?é bYakxani ni ng

or spect ATt g “DESEBHEI DRORRS MRS (e ordnce nd "FEr TaER G (0
Recorve Tageepsrnsai <OkBep bfe SrRes B0t (& St SO Rrahg it BRoaht
al'so | nel ik 23 ¥t A5 aP3aanEREF oS 48 1L TR 5 8c 48 RGP bFOT L ng
packet s J(om{he ERUS 18, The cool ool | £7 29, SXAC R | M ekEL DgageTs

a 64-bit wide FIFO bus, used to interface to Media Access

Controller (MAC) devices. The processor 12 inciudes a second
interface e.g., a PCI bus interface 24 that couples other system
components that reside on the PCI 14 bus to the processor 12.

The functional units are coupled to one or more
internal buses. The internal buses are dual, 32 bit buses (i.e.,
one bus for read and one for write). The hardware-based
multithreaded processor 12 also is constructed such that the sum
of the bandwidths of the internal buses in the processor 12
exceed the bandwidth of external buses coupled to the processor

12. The processor 12 includes an internal core processor bus 32,

-6 -



sour ce/ desti nation/ protocol hashed | ookup (used for address snoothing) in
SRAM 1f the hash does not successfully resolve, the packet header is sent
to the processor core 20 for additional processing. The FBUS interface 28
supports the following internal data transactions: FBUSunit (Shared bus
SRAM t o/ from m croengi ne. FBUSuni t (via private bus)wites from SDRAM

Uni t. FBUSuni t (vi a Mous) Reads to SDRAM The FBUS 18 is a standard industry
bus and includes a data bus, 64 bits w de and sideband control for

addr ess and read roI FBUS i nt erface 28 provides the ability
to i nput®1%rgéla %‘% %ESO?X%%?%C %ta?“é@”isés 5 ﬁBHPEEﬁdt]&%tWCﬁWs

29a- 29b. Fro%\the FOs 29a- 29b, croengl s 22a-22f fetch data from
& §BRE x-%gﬁ S 20

or comaitd & cBRTPBY | &4 £P8nFe #BcRYSe FIFO in
whi ch dat h f d b t t he FBUS terf 28.
The  dat & %&7 1B ZerP ?%?%ﬁ&ﬂe SR ot st o8, L Boa CORARF hethr D98 650 vi a

&%k&f‘éécﬁ”%r %M%?\f 3 saelonf el ARG piRer PRrer Pt o o8 bar o
SRAM a0 T EDRAM G50 22%9 B %?a”%ﬁok%i e Bredio AR, %m%ﬂn%é’réﬂéest
Coquost TRFCARYAnd pns SIS R, SIS A t%?%%ﬁa?ﬁa 360508 g
sone: NACE drléﬁsr%%s 2B hronaio ey S 5 13 T Renard Ao P EERbT e B ¢ s
ot o 1T e a o baPt SPEnRuat Oy FerEaeST At 2d PR ERRaY sU8heRott access
distributed faka ﬁg@h@gm AgLdgs0h +OF %&Og&gaﬁfﬁ%n T3 enakles

m cr oengi nes have access t arat her an arBi trati ng

for access on a bisealdinbSkoCRIEEns | Ol Lifrof D Yic kil hALS HbeabY

therelsaOCycIe sta of waiting for data internal emcroenglnes

22a- 22f . ; Jhe, LU &Pt %ﬁ%@ertﬁgt%ﬁmf&@saffﬁ; M%&%@@;&f%ﬁ%wces The

core propessor 20 has a direct comunication"to the control ler 26a to
the bus JydErfACE 29,280 tArsfAM to be operated upon. Any program

thread from any of the microengines 22a-22f can access the SDRAM
controller 26a, SDRAM controller 26b or FBUS interface 28. The
SDRAM controller 26a and SDRAM'controlier 26b each include a
plurality of queues to store outstanding memory reference
requests. The queues either maintain order of memory references
Or arrange memory refereﬁces to cptimize memory bandwidth.,

If the memory subéystem 16 is flooded with memory
requests that are independent in nature, the processor 12 can
perform memory reference sorting. Memory reference sorting
reduces dead tiﬁe or a bubble that occurs with accesses to SRAM.

Memory reference sorting allows the processor 12 to organize

.7 -



controller 26b via bus 32. To access the m croengi nes 22a-22f and transfer

regi sters located at any of the m croengi nes 22a22f, the core processor 20

access the mcroengi nes 22a-22f via the ASB Transl ator 30 over bus 34. The

ASB Translator 30 perfornms an address translation between FBUS m croengi ne

transfer register |ocations and core processor addresses (i.e., ASB bus) so

that the core processor 20 can access registers belonging to the

m croengi nes 22a-22c. -10 Al t hough m croengi nes 22 can use the register

set to exchange data. A scratchpad nenory 27 is also provided to permt

nicroengV%E%FqW9QﬁﬁtPem&HPéyoﬁﬁcgotbﬁ% s rat Figgsorliereailer eenghbdes to

read. The scratchpad 27 is coupled to bus 34. Mcroengines: Referring to

FIG 3, HeusihPar yosfesbringe af cyveRE nes 22a-22f, e.g., nicroengi ne 22f

is shown. The m croengine includes a control store 70 which, in one

i npl enent ation, | REEGIEECE RAKFHPINREEPY RN tadmdPagrldelphagdwane RAM

stores a mcraq rog;an1that is |oadabl e by the core processor 20. The

mi cr oendi MY PIPSS 3N EFE8BES conR B EPFRRCE ot it i atRevsohiAdNEeP| BERT

i ncludes .an instruction decoder.73 and program counter (PC) units 72a-72d.

The four®HT&Ss ﬁ&ﬁﬁ?QﬁﬁcéaﬁﬁgrEa?§a§92ﬂn%ﬁ¥ﬁ¥mﬂrﬁ@ﬂtﬁ@dmﬁﬁoﬁaréMéF@m Thie

m croengj ne 22f al so ,includes context event switching | ogic 74. Context

event | off CTAREES S OnmB8sagesterk gnd aEE verEeNk REGPARSERe

FBI * EVENT_RESPONSE; SRAM -EVENT-REﬁPCNﬁg; SDRAM EVENT RESPONSE; and ASB

EVENT RESPUONSEC't rSm @4CRTGRE 8P tRE SHArR fesdify 8ROty GOntERAVF$645D

SDRAM 26gn1%&.1&9C%%§:%rC°re %B cont rol gnd tatus registers, and so
§vide SRt Y Ft PoR  on N9 1% §uBSPadPLEintfi on

forth. ese messages pr

h h LU0 ]
as comuslsd, Ao MaLAEEa0F Rot, B4 Unct Lon, rsauested by g program

thread has - Srgha 0 e

enabt ed 15 onaame iy, PR EhF RS, ShVRy snfVe SR on Sk RVA! Fhbl o
A R L o A SR A g R e
tates RO oD Granal ot Rob) Ralt 50" ot B bor RS C IS br ogr am 1 hr ead

can bro@ﬂﬁ@ﬁﬁif&ﬁﬂéﬂgmwh%k%t%gggaeléngiEﬁ9€n9£§q§%é%%géQ%h%E%g%%g‘%pread in

t he m croengi nes can branch on these signaling s ese sigrali ng

states cgnidie wsefhadd:ydelpllisne gyl babh! LiyiRf, & fHROYIEE Oh whet her a
resource i s due. for Servicing.
examining addresses, an opened page of memory is not reopened,
chaining which allows for special handling of contiguous memory
references and refreshing mechanisms, can be employed.

The FBUS interface 28 supports Transmit and Receive
flags for each port that a MAC device supports, along with an
Interrupt flag indicating when service is warranted. The FBUS
interface 28 also includes a controller 28a that performs header

processing of incoming packets from the FBUS 18. The controller

28a extracts the packet headers and performs a microprogrammable

-8 -



The context event logic 74 has arbitration for the four (4) program
threads. I n one enbodinent, the arbitration is a round robi n mechani sm

O her techniques could be used including priority queuing or weighted fair
gueui ng. The m croengi ne 22f al so includes an execution box (EBOX) data
path 76 that includes an arithnetic logic unit 76a and general purpose
regi ster set 76b. The arithnetic logic unit 76a perforns arithnetic and

| ogical functions as well as shift functions. The registers set 76b has a

latively | nber of i st .. ILn thi
PR e e PR s e A
bank, Bank A.and, 64 i d,_bank, Bapk B. Th I i st
e, Sl o1 Byl oogee e Bk 8. The gener sl posey el ot
' i 22f al i,ncl ud ite t f i St tack 78, and d
B L RN

relativ .absol ut el dressapl e. ite transfer register stack 78 is
wher e vv(regl € (ril'g;tla%t'o ghreeggggclén?%r dcat ed.suﬁprﬁrl%és’r e rfé?g “FéyPster stack
8_0 is foirntreqlnlérlndg%gatgggg}agﬁg%ed resource. Subse_quent to or concurrent
with dat'a arrival, an event signal fromthe respective shared resource
e.g., the SRAM controller 26a, SDRAM controller 26b or core processor 20
will be provided to context event arbiter 74 which will then alert the
program t hreadyd hat« t he dat agi.s.avak! #Ble or hag, bgen sent, .Bath transfer
regi ster banks 78 and 80 are connected to the executgkl on box. EBOX) 76

t hrough a datf@Upawmht | n one (vigpbeivent atusbn, t hewriead fisransker unagi st er has

64 registers F%HQ utnkilte wite t(gi%nﬁg‘gsr) regi ster h%%agﬁ troeggR%&.ers.

The FBUS 18 is a standard industry bus and includes a
data bus, e.g., 64 bits wide and sideband control for address and
read/write control. The FBUS interface 28 provides the ability
to input large amounts of data using a series of input and output
FIFO's 29%9a-28b. From the FIFOs 29a-29b, the microengines 22a-22f
fetch data from or command the SDRAM controller 26a to move data
from a receive FIFO in which data has come from a device on bus
18, into the FBUS interface 28. The data can be sent through
memory controller 26a to SDRAM memory l6a, via a direct memory
access. Similarly, the microengines can move data from the SDRAM
26a to interface 28, out to FBUS 18, wvia the FBUS interface 28.

Data functions are distributed amongst the
microengines. Connectivity to the SRAM 26a, SDRAM 26b and FBUS

28 is via command requests. A command request can be a memory

9-



Each m croengi ne 22a-22f supports multi-threaded execution of four

contexts. One reason for this is to allow one programthread to start
executing just after another programthread i ssues a nenory reference and
must wait until that reference conpletes before doing nore work. This
behavior is critical to maintaining efficient hardware execution of the -13
m cr oengi nes because nenory latency is significant. Stated differently, if
only a single programthread execution was supported, the m croengi nes

would sit idle for a_sjgnificant nupber of cycles waiting for references to
return &ﬁ@utﬁgrgﬁy rgghgerﬁgg?%Tl ﬁgﬁbd?ﬁﬁﬁéﬁhlatﬁPﬁﬁaﬁ uFeIREFti €2hr eaded

t [ | at f
eeful  IGERaEnt 268t f ACPOSESE cbaral Shr gh PaLchreadche TA8E shnchr ont zat i on
h lied d th d. t SRAM
or  SoRAMT3RG: sRaettkRg %Rgﬁfs%%s @%f%atwaiwﬁ?%%?%l%%gmar?p'o?i%’%?}”ti e
mhen t hat _reference cpgg%gtﬁar ! chanlsn1%f medi ate S nchronlzatkon.
I'n i mediate ‘syhcRroni BRTTThR2 %éﬁﬁ?ﬁglss§6§ssﬁﬂ PBF eFRne&hny
el ataly ouand gt oL L alcony g, T sonten | e sfanel e e

t he correspondi ng reference co *will be

swapped Ak d 0ol 2X8CUb ggﬁgﬁsgda‘%contf&alsnwﬁ%ga egafgcggﬁgeggf’gﬁé 'S

its tur 0o run. om POl Vi ew of

|nstruckiqg.st@gﬁg%tth%hglgﬁg%g rg@éf@f s%ggnsé%gﬁgqﬁgkﬁgﬁggﬁgge does not

get executed un "he Tef 8 ence co 8 Del ayed

Synchr onj zatid lnsqd%eW%gesm@{;gpgfﬁé'°n1Tﬁlhse m ﬁ%@ggggﬁégggﬁgagt y

reference continues to execu one ot her use

-14 r fer %%Cglralg%o?ﬁr Sh”gc!:é‘égr tda?i?au'rdat%eco 5 NCGERT 81 éF g g?rt he

=1
synchronlze theé pro 8ad"§-eXecut i on streamt o the & comnp

| ssued relerencs bebaceabur Lhel workohe eriar L . thigopotpia

synchroni zi ng nlcromord I's executed that w smap out

program ¢hyead, apd swag Lt obeglslénségfftfé@ S AtAn M) gmthr g a' ¢heLenge has

conpl eted, or continue executihg the current progr because the

reference, hag aliieadyqoaR! ebgdoobel ayed synchroni zation is i npl ement ed
using two different S|gnaI|ng schenes:

The core processor 20 also can access the shared
resources. The core processor 20 has a direct communication to
the SDRAM controller 26a to the bus interface 24 and to SRAM
controller 26b via bus 32. To access the microengines 22a-22f
and transfer registers located at any of the microengines 22a-
22f, the core processor 20 access the microengines 22a-22f via
the ASB Translator 30 over bus 34. The ASB Translator 30
performs an addre?s translation between FBUS microengine transfer
register locations and core prbcessor addresses (i.e., ASB bus)

so that the core processor 20 can access registers belonging to

the microengines 22a-22c.
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| ~f the nmenory reference is associated with a transfer register, the signal
fromwhich the programthread is triggered is generated when the
correspondi ng transfer register valid bit is set or cleared. For exanple,
an SRAM read which deposits data into transfer register A wuld be signal ed
when the valid bit for Ais set. If the nenory reference is associated with
the transfer FIFO or the receive FIFO, instead of a transfer register, then
the signal is generated when the reference conpletes in the SDRAM
controller 26a. Only one signal state per context is held in the

ni cr oengi nes scheﬁé%é??gbhﬂéc€®ﬁ®g¥ﬁﬁﬁcﬁ&Sﬁﬁhdﬁﬁgt@ﬁgﬁagiééﬁreiéttt¢n this
schene. Referrin% to FIG 4, the SDRAM nenory controller 26a includes
menory refd@ite YglieuesPodC i Pk AT 1o il difc @leeqpasvidadr toepe¥mit t he
various nicroengi nes 22a-22f. The -15 menory controller 26a includes an
ar bi t er WLHRKFRIIEEFEPsWERES ndkE2 t Pt N ridenginerveferentBerequest s to go
to any of the functioning units. Gven that one of the m croengines is
provi di iy FIELePEfcEOr E§tst , Thithes F et etk Yedesouriled EemBushddugh t he
address and conmand queue 90, inside the SDRAM controller 26a. If the
reference request has a bit set called the "optimzed MEMbit" the incom ng
reference request will be sorted into either the even bank queue 90a or the
odd ban@ﬁéﬂﬁgﬁﬁgﬁﬁiilf the menory reference request does not have a menory
optim zation bit ggt, the default will be to go into an order queue 90c.
The SDRAM cont r ol FEF2E11E 5or BEBurde dthiVHIRWare¢ &fokget he FBUS
interface 28, the core p essor 20 and the PCl_ interface 24. The SDRAM
contrcﬂIQﬁcgﬁ?Qﬂ%ﬁﬁsnﬁﬁﬁfggﬁs §- 9t at BTN HES Fe et SheivRg  The
READ- MODI FY- Wi t.e at.om.c .0 eratio€s. The é%izﬁa ontroller 26 al so perforns
byt e al i'ynHent 6 ﬁgﬁﬁggfg Bf CARERCE r 3R w rordeP§ueue 90c

mai nt ai ns_t.he order., of reference r es fromthe mcroengines, Wth a
seri es cﬁmgﬁﬁyﬁﬂ%§%ﬁggh 68833 ?%f%rgﬂge%Eﬁqeﬂ%. Té?%%ﬂﬂﬁdﬁe&%tﬁgtbét§rgnal i's
r et ur ned,,onl n mpl etion_of a seguence af ry.references to both

t he Oddqgﬁ%5§$£% O&%%sé PﬁcfﬁgrﬂgE?%eﬂﬁ?%el?gvxg§&§§yFWét$§n6P§ereferences
into od deven_bank.ref erences d one of .the banks, ., ,the even
bank 15 RS o7 rendly 1eF br ENEEEE bt b 2 o e wihs G0t Ha ik b UL oEne
signal ig,as t t I .even reference, the nmory, controlLer 26a
coul d cdﬁ%éi3§%ﬁ$g§&§ﬁéﬁgﬁa?§5%§ gnﬁ¥§?%ﬁﬁﬁﬁrﬁ9%§ﬁaé§%%?l%%%ﬁ%?rrééugg had
conpl et t odd, ban e en not .been serviced. This
o_ccUrre peoqg%agrp(ftoglgﬁgg e{?gghggeggyk%éofﬁ%m Cﬁh%a%rucferml(ﬁfgué’r@@ga& | ows a
m Croengl gLk hawe Auld LRLCIRHPLYLET & ANEEs, QU St and] 0 of el 99ty
its last nenory reference needs to signal a conpleéetion. ¢ "SOREM"

control | g1 26 @lsRd RRtdss @vehehsmeﬁiweg%bgﬂf Apd. ddﬁéé}&hgiv%t

priority queue 90d, an incom ng nmenory refer rom one of 't

M croengj d@sc Iees il elkQalBg NEIY. Préoyi & Ve witier e Neg operated upon
at a higher priority than other nenory references imthe other queues. A

of thesermueUENT tRISFRMSE ;barkuqueyenPOrRnsbbRs A0 gk GuaUer HRpdde or der

queue 90c and thé high priority Gueue, “are inplenented 7n a single RAM

structurgnd heds | EvEd GaldpnssegreBhedatRt ond opf @id fa{entq Wdaws,eL£ach
wi ndow having its own head and tail pointer. Since filling and draining

oper ati oasg ay eSKAM Y2 6, SisTHA® RBRYL o2NPracss gt ecordt prd, ddedrLande pl aced
into the sanme RAM structure to increase density of RAM structures.
status registers, and so forth. These messages provide

information on whether a requested function has completed. Based

on whether or not a function requested by a program thread has
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The SDRAM control |l er 26a al so includes core bus interface logic i.e., ASB
bus 92. The ASB bus interface logic 92 interfaces the core processor 20 to
the SDRAM control ler 26a. If -17 there is incomng data fromthe core
processor 20 via ASB interface 92, the data can be stored into the MEM ASB
devi ce 98 and subsequently renoved from MEM ASB devi ce 98 t hrough the SDRAM
interface 110 to SDRAM nenory 16a. Al though not shown, the sane queue
structure can be provided for the reads. The SDRAM control |l er 26a al so

i ncl udes an engine 97 to pull data fromthe m croengines and PCl bus.
Addi {1 orT TS S PAHRELRE POTo Lt Wb Qo o9 S dhRSAT BRARIr TS e queue
96 that mmintain nunber _of ,requests, The nenory requests_are sent to
SORAM | HHEGHT 4 £06 ™ FATRUPE BT exbarabs. “the it BEEEEa™ bREFEdcbnt r ol | ed
by the SDRAM arhiter 91 whi detects the fyllness .of each of the queues
2hd the SIRE G CRETFEGue CRER ahaS 1 BN I b HBAHAS FLEGERL §rbAted on o
pr ogr ammabl , | ue stored_in a,priofi service control ,register 1
e or 11 M - A4E PECORRE RORGRS LORE r BRTBrobAB ror WHRe "SRARPRGSBRoRRT The
menory g%ﬂgrokkgg ZGQiRB%Iu%es an ad ress gggt:qu%pdag%eggb12o. The menory
controller fﬁb S gﬁtinlzea baSed” bn” the ?ype 0 ﬁ%ébry 6pera??on, i.e., a
read or a wite. §%§a%%g%e§s %gdeg HPBQd ggﬁyq:%apgguﬂfg@gﬁ %Ohg h priority
gueue 120a, a read queué 120b whr¢h' s  the pr edom nant “menory reference
function . rfor a . e ich i era
w1 noPiaary e SRaRRR aRher RGO Fiaie 24 SBatY, §lon 0 9R0
non- opt i M t h howp. .1 he: conman 20 could
al so inc ugdtg&a ﬁ\;}(lﬁ‘{]%%%ug{}g)?oaiﬁe\l\@ﬁkkﬂ géﬁﬁggﬁir%ﬁgl o) %ﬁ%‘éﬁggg core bus
| nterface LoQle dnaq A58 BYDaZ2srThes A5, usc 0L & 409, h9:Gehd2,
interfac%g f e coree%rocessora§é Fo fhe ﬁ%ﬁlcontrg%{er 28 T ° % nes
22, Any program thread in the microengines can branch on these
signaling states. These signaling states can be used to
determine availability of a resource or whether a resource is due
for servicing.
The context event logic 74 has arbitration for the four
(4) program threads. In one embodiment, the arbitration is a
round robin mechanism. Other techniques could be used including
priority queuing or weighted fair queuing. The microengine 22f
also includes an execution box (EBOX) data path 76 that includes
an arithmetic logic unit 76a and general purpose register set
' 76b. The arithmetic logic unit 76a performs arithmetic and
logical functions as well as shift functions. The registers setl

76b has a relatively large number of general purpose registers.

In this implementation there are 64 general purpose registers in

-12 -



The SRAM controller 26b al so includes an engine 127 to pull data fromthe

m croengi nes and PCl bus. The nenory requests are sent to SRAMi nterface
140 via multiplexer 126. The nmultiplexer 126 is controlled by the SRAM
arbiter 131 which detects the full ness of each of the queues and the status
of the requests and fromthat decides priority based on a programuabl e
value stored in a priority service control register 130. Once control to
the nultipl exer 126 selects a menory reference request, the nenory

ref erence e i s_sent coder 138 re. it _is. decoded and an
addr ess |§£§%# %ﬁ?gd B?ﬁg % W?Lﬁ?trhﬁwﬁ%ﬁ gﬁ?ﬁ%oﬁ BE Bhe R%znry Mapped
of f-chip SRAM and Ex controller can address, e.g.
16 NByté?mer hpurpo.e §e@hyg ﬁﬁﬁ%&ﬁq ?w té5t 52& Yg2fByt es reserved

for speg&g_t¥%gﬁ % ggglfdh%gy i%% e%dﬁﬁg via flashrom 16c; and Consol e
e a

port access VI'Ces Tess to a5500|ated ( RMON)
counters. The SRA used for | es and queue nagenment
functions. The S con rofiér n%G%E u?)]go? thIP(i]‘r%ibefsolal &ﬁlﬁ% f@nn?
transact]g r ghpe_request V|a |vate to/from SRAM  Core
Pr ocesso]!r %vsltae A%I%g%tﬁ}sygt 8/'Fr om %‘?&\I\)f e Qddi g‘%r?d ﬁdrﬁﬁéﬁeefﬁo

al so |nqﬁg¥gﬁjg>ﬁg%qokggk Eakhagp€H8 ;;gg rer%] %gi Lock %%g ugpeue 120d is

used to ead nmenory reference r quests ecause of ~3 1 ock
addressable. Write transfer register stack 78 is where write

data to a resource is located. Similarly, read register stack 80
is for return data from a shared resource. Subsequent to or
concurrent with data arrival, an event signal from the respective
shared resource e.g., the SRAM controller 26a, SDRAM controller
26b or core processor 20 will be provided to context event
arbiter 74 which will then alert the pfogram thread that the data
is available or has been sent. Both transfer register banks 78
~and 80 are connected to the execution box (EBOX) 76 through a
data path. 1In one implementation, the read transfer register has
64 registers and the write transfer register has 64 registers.
Each microengine 22a-22f supports multi-threaded
execution of four contexts. One reason for this is to allow one
program thread to start executing just after another program
thread issues a memory reference and must wait until that
reference completes before doing more work. This behavior is

critical to maintaining efficient hardware execution of the
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exi sting on a portion of nenory. Referring to FIG 6, communication between
the m croengines 22 and the FBUS interface Logic (FBI) is shown. The FBUS
interface 28 in a network application can perforns header processing of

i ncom ng packets fromthe FBUS 18. A key function which the FBUS interface
perfornms is extraction of packet headers, and a m croprogrammabl e

sour ce/ destinati on/ prot ocol hashed | ookup in SRAM. If the hash does not
successfully resol ve, the packet header is pronoted to the core processor

28 f hi sti d ing.. The EBI 28 Nt ai T it FIFO
182, o FOCEPPROTED HBae ol LG Thi T2 B Taid FBFICONCRBT - andtatdius
regi st erg ;9. These; foyr yni e, sommunigate wiih the, mcroengines 22, via a

ti me-multipleéexe tceéss whi '¢hor's “€6Rnetted 10 the

transt el 20,3680 S e £8 mBO oM N 0 S LRIY Ny INBG 1 8 o %iﬁomm cations

the i Croengines are vi e transfer Isters 78, 80.

The FBUG id6ert %C%F/é?eé ”&LEQ%?J? ?:ng#ts{leeé%xae%ece@a%'&i g%\%ﬁ?ghéﬁﬁeél@%ﬁfsdat a

into the transfer grsters ime cycle NOT

uSi NGt he AM.GRLE PUSCARAELe Phn YIS Ay A2 P (3LELEIRCRI Ne 202 for

fetching data fromthe tr regi ster the réspective m croengine.

The Hasingiiih Lshidesyanparsehs fII AP A3 1 1bgnBgsh, uni t

determ nes that the receive requ hash unit 188

fetches ash.kens LEQRLENEnGabLARM, M ol 0N %52%-evé25§f8£§§1:%ﬁ3 are

f et ched "and hashéd, the indices are delivered back to th

m cr oengifie 22, U@wb°s§;ﬁE§§oH§§§@§or‘?r e&%rf'%rd?%féngﬁbpgb%wggggﬁ%ﬁ | h

request. The busses 34 and 38 are each unidirection

data, and s pushian bndata. cEachs9f dhesgnbusseprapayiLke EABLT oLy gi gnal s

which will provide read/wite controls to the appropriate m croengl ne 22

Tr ansf ert H&PIsHReuen2ly synchronize to the point in time when that
reference completes.

One mechanism is Immediate Synchronization. 1In
immediate synchronization, the microengine issues the reference
and immediately swaps out of that context. The context will be
signaled when the corresponding reference completes. Once
signaled, the context will be swapped back in for execution when
a context-swap event occurs and it is its turn to run. Thus,
from the point of view of a single context's instruction stream,
the microword after issuing the mem reference does not get
executed until the reference completes.

A second mechanism is Delayed Synchronization. In

delayed synchronization, the microengine issues the reference,

and continues to execute some other useful work independent of
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Generally, transfer registers require protection fromthe context
controlling themto guarantee,read correctness. In particular, if a wite
transfer register is being used by a thread_1 to provide data to t he SDRAM
16a, thread-1 does not overwite this register until the signal back from
SDRAM control |l er 26a indicates that this register has been pronoted and may
now be re-used. Every wite does not require a signal back fromthe
destination indicating that the function has been conpl eted, because if the
programthread wites tQ the sane commgnd queue at that destination with
mul ti pl eth\ﬂecf& SEE1Bhe g?ra%rtmetlrfét%rﬁda sbidd PSCgl&r BREEBAAN t P n t hat
conmand %ye%%, Lhustggké the last co nd reqﬁjres the signaling back to

t he prodramt 1 é4s. FRPT AT f LRERADrDH R HPBad tH§8E KBl FPBl e conmand
gueues (order .and rea then thesge command requests_are broken into

separ at & Tt § kg%ésbsfﬁﬁ Eﬁf&ﬁ??ﬁf:ﬁ? inttATREE TV PR Eonf ext

swappi ng. The exception, case | ndicated at the beginnin f this paragraph
is relagiei}?c’trgle ‘ce a?HlEI88§n5fao%%9%ﬁ§Qﬂﬁ¥Hﬂﬁ céﬁwgﬁgoFFcFFE ub@%H to

transfer_.registers.tromthe FBI for FBUS status informatiaon. In order to
protec;1¥5§%ﬂ%ﬁit315éF§rﬁVﬁPsﬂ?Bng?%ep??ﬁﬁﬂﬁ(ﬁrqg§§F§Fg&§? th@naBFWﬁPo%Fdes
cet up. Dok Th Kefeiheo1 AR MESH AT RAEAE b oRUBeLPRedcbuoh ¢

t echni que test th r ction fl rior tq accessing the FBUS
interfgé%Iﬂ?%ﬁ%%%%ﬁﬁétgageghgup%%r ?%ﬁé#%gr?%d$¥f§§g%eFPugﬁetgﬁag i s not

asserte pﬁg h ranst reqi may. accessed by .the.m croengi nes
22. |If :%ﬁf aﬁkigagsgéifggytﬁgﬁgiﬁgé%bnt%§§%¥ﬁunﬂx?éhﬁ lﬁa§§8Pe§sprior to
accessi reqi I S i et erym ned riari by the nunber of
transfe?g¥%8$§¥§%§§%§ﬁ§8 ggghgg?yg%%ééag%é%ﬁ&ﬁﬂﬁiﬁﬁwaqggfion wi ndow. The

m croengi ne tests ildiche! hafokhehe BRYER:L e, A A IS NG 15,030 (LT ANsLer
registers to GPR s in contiguous cycles, so the push ‘engine do€s ROt _

col I 1de wdLddie el Qaaane Leadyn 101 cate A s PAGKRL :R1,AGERS! NG
Speci al techni ques such”as inter-thread co nications to conmuni‘cate
status, £ Sfdded8Sld Uslen %%SEeErgggomm%l%rng, Ji¥eads ah9 Sehik
assign tasks and a thread done register 212 to provide a gl obal program
thread cogmaui Gt icQR-$CRENEFRLEUSRELE O aRASKEAE MULLEISIdI-deRB 148ShYg!
regi ster 210 and a thread done register 212 can be i nplenented as control

and st at ist & et 181 sTReypalBusAoNe s Ngidr-FBHRA Ny faas £8ieutrgi-de
of the block labeled CSR for clarity. Network functions are iInplenented in

the net works HOCessSI the R@mdrp! weabibycof i programidueads e i@ . contexts
to process network packets. For exanple, -23 schedul er programthreads

coul d betexestdeFi1rD i€ tole tBeeiver ORFOYr 8RN €O NOS £ .tanZ%d Wher eas,
processi ng programthreads could execute in the remai ning engi nes e.g.,

22b- 22f . rdhes tprOgrated neads. ghpnocesgeAgrotescliesiul 4y ograd hr eads) use
inter-thread communi cations to conmuni cate status. Programthreads are
assi gnedceperetfes ragks SMRAMasontroller 26a. Only one signal state per
context is held in the microengines scheduler, thus only one
outstanding signal can exist in this scheme.
Referring to FIG. 4, the SDRAM memory controller 26a

includes memory reference queues 90 where memory reference

requests arrive from the various microengines 22a-22f. The
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receive and transmt scheduling, receive processing, and transmt
processi ng, etc. Task assignnent and task conpl etion-are comruni cat ed

bet ween programthreads through the inter-thread signaling, registers with
specialized read and wite characteristics, e.g., the self-destruct

regi ster 210 and the thread-done register 212, SRAM 16b and data stored in
the internal scratchpad nenory 186 (FIG 6) resulting fromoperations such
as bit set, and bit clear. The network processor 10 includes a general

cont ext [ [ ignalin rotocol that all any context to set a
si gnal f%%% gnfggtﬁgglggnggitlﬁéépékﬁeﬁﬁ.aﬁﬁﬁgfraﬁﬁgﬁgagoﬁﬁg?ﬁfFnbh$rogran1
t hr eads u a re_and-thus coordi nate using, mcro-code controlled
processﬁ%%F %ﬁgcggggﬁggggg%e WoT K PAT Kt u%é%? {Se Iultfi pP€ BFogPam t hreads.

Typi cal | fQr roc ' re is recej.ve scheduler, a transmt
schedulé%mgg °B?§§2§é?ﬁg'pr§§§%ﬁw %$§é°§%() S diCEP P REr TP ecei ve or
transm : t = di.nat es amounts _of work to.be done and
Sequenc S narRp, PeEaleatd regtolt I e R T e
t hread i Kk o] S ramthreads and in s ases
process?ﬁgk%'og%g%1?ﬁ§gg é %§% %§§$§ﬁ9t slgaF@’oﬁﬁgﬁgSrSggsggﬁéﬁprogram
thr eads o i 1Askangg, argchedulofe ASl el MdRR gl BoLts negd.gefyjce and
assigns and coordi nates tasks to processing progran1Fhreads o“oveftone

| nher ente e ey ikakencusypPLOCRS! e dd Bl I0QanLLALEads, 10 parallel.

In some exanples, with sl ow ports one processing progra read may perform

processigig t@ anRer ki 0Reof tRe PAGERILANE SLSREYHL F&fro‘%%%sbﬁg g%ﬁgggﬁ%&@rea"

processes' the remai nder of the packet or in sone cases t r uses

the nextoopvai l1@blaepnegban LBEEAEN IV Edgdast &lodOMc: ?ragle aqngﬁgl:g ports
S

where 64 byte packets are received very fast, the scheduler can assign M

packet s dp iie.aftexh BYai kabl ecRé 0g a1 Onea0. pENG PIRIN ARG Rhegdgesi gnal
each other as to what part of a packet the program t'hread has processed and

its statquueA9prQgr @Rt BHRAd 6ah: bs1 Bssi Bhed t0 Reess Whechi K8t sR4-byt es
of a packet. Wen the programthread is finish, the programthread has data

to set sin@hal $hleorwakeidHpethgcoexs, prgrasnd eadHirs beenanasshgnedrt o
process the next 64 bytes. The programthread nmay wite a register and an

aggressimkekﬁecbeQMStemhbnsaRpmecaﬁs£§um5kruﬁﬂanéd @Rahit@Ans€aldstateratch

- machine for performing READ-MODIFY-Write atomic operations. The
SDRAM controller 26 also performs byte alignment for requests of
data from SDRAM.

The order queue 90c maintains the order of reference
requests from the microengines. With a series of odd and even
banks references it may be required that a signal is returned
only upon completion of a sequence of memory references to both
the odd and even banks. If the microengine 22f sorts the memory

references into odd bank and even bank references and one of the

banks, e.g., the even bank is drained of memory references before
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regi ster. The programthread sets signals to wake up the next program
thread that has been assigned to work on the next bytes of the packet.
Referring to FIGS. 7A-7B, the self-destruct register 210 all ows one
schedul er programthread S, (230 in FIG 7B) to request services from
mul ti ple programthreads Pa-Pn that provide the requested service. The
first programthread, e.g., P; that accesses (232 in FIG 7B) the self
destruct register 210 takes the request. The "sel f-destruct register"” 210
zeros, i..e. | ear 234 in FIG_.7B) upon being read rogramt hread.
Ot her progr g%gt ﬁ?%gdéugab%%lsel%fa]se]rs\/iacslsr‘?&?‘teﬁagnr gﬁﬁe%% %’elﬂo | onger be
presented M th _an tive request. For e | e rogramcontext can
request “& tASK Bé gg%i%ﬁ@ﬁf ot %5'ﬁ¥%ﬁé%%ﬁf€%%gtﬁgF Fév?ggﬂy?l%@a iting
to the | f- destr ' A_cont ex hecks. for an assignnent b
r eadi ng%t% e 'qge%f @gé Jé%lgégféegg‘{%%%'hezﬁ%%lr& Erﬁ u\?SFuga fc?rﬁ%fesé? " dest'tu
regi ster.,| , e i I vai_l abl e _to0 ign to the
prograwFPﬁ%gnghghﬁgdc%ﬁﬁg %%%ﬁ%éﬁ%}’?Eﬁf%?ﬁe%E%SrSeﬁglﬁ%%rtZiiégor t hat
anot her I h Vv, ' itselhf to k.a | ear ed the
sel f deé?%%%ﬁgggéiégg?dz %9?$f£t§é§%éﬁﬁﬁ§iggaggﬁpiergggtthEBngg%g% o1 t he
sel f deshill Lol SLEEARIfo | O ALNLLEA 1§ deterit ge Lhe, Lask, and the

. n
register is cleared upon reading by ont ext .

y
ct

ESREERt s r eadi ng
this -26¢ regiiStekef 0f: assi gnure. e f he reqi [ itten
subsequent T ALt hoc Re RaKETAI TR Bty oihdt cPRLEhES hPelE M,

net wor Kiig,appli cakheReiLypically different program contexts are used to
perform speci fic systemtasks. Tasks include receive scheduling, receive

processing contexige tHRARGMESNEFDI16F 244 AN b n35hadyl Enggah[gﬁ%%wat os

filling and processor core conmunications. The receive sc

242 ar -d@3g@gﬁraEBOEthhﬁgﬂéprﬁérfﬁy]&3§J®“§@%,O%ni@Pgbmgaﬁfm ¥oggnding a

command to the FBI interface 28 that specifies a port from ch to extract

the dat aandde Reerl ¥8eFLFQ R oBOEod Ry Uses IR U8 LAt cdatReag i YRl | as

the m croengine context to be notified once the receive data has been
fet ched.p g igCeueaesahadul espt hs ead Gddh SANGS 1A BledN3l 1bR 1t hergpgei fied

m croengi ne programthread that activates a specified context: The context

reads theBl riReeeiyvecEenbhobsr egi sherotie ORIk &.he Anecessanyskecei ve
information for processing (i.e. port, Receive FIFO elenment |ocation, byte

count, shaddesQf thackebn BaAHkOhuPasketa, FKONoE Mk qubhied o9bar knhef packet
is indicated the receive schedul er programthread is responsible for

det er mi ro e vhpietiel B0SDRAN tReShogR $hofat R, quducs. arhamuipehtaueyg Lo
insert the packet) and witing the packet data into SDRAM If it is not the
start ofsinglackeat stthecthlbe theei V& 1@dically segmented into four

different windows, each window having its own head and tail

pointer. Since filling and draining operations are only a single

input and a single output, they can be placed into the same RAM

structure to increase density of RAM structures.

The SDRAM controller 26a also includes core bus

interface logic i.e., ASB bus 92. The ASB bus interface logic 92

interfaces the core processor 20 to the SDRAM controller 26a. If
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programthread determ nes where the earlier data of this packet was stored
in order to continue processing 246 of the packet. Wen the end of packet
indication is received 248 (or after the first 64 byte section if receive
to transmit latency is optimzed) the receive programthread adds the
packet to the queue determ ned by processing the packet header. The program
threads al so communicate with a shared resource through a bit set and bit

cl ear mechani smthat provides a bit vector. This nechanismallows setting
and clearing of individual bits and performng a testaind,set on i ndi vi dual

bits to diS dPSRELBE FakaurEd™ ke 9% G559 grY ¥1ehéSHonenpt i ness

of out put queues. en_a receive programthread enqueues _a_packet, e
recei ve & 9?2% &hssgatapeen %esﬁ?%?grﬁritosﬂ:ﬁgdwgr Aégn%EYéﬁ?nég‘t he
bit vector ,to ,determ ne the state all eues. The bit set and bit clear
oper it | S SRR L 0P e R arr o8 M R Pt B RARE of PERAM

| f the sched [ Lcati bet t hr ead th
m cr oengl TE 2% HChtp 3 BBEar"EaR Bel 61 or ot HF e Ng CPeR s ehebaeatse

h t ext dth h t) i st . E , t
o ot cHERS A GE S8enPBupBhr  AAUET S EUIATE by BEWector in T
i nt I t.ch W ive, t hr.ead
packet - THE TS @ By Gk T B4A° LEBS ERERS 28 U° Suiidr o igad Hbrt “Bet
comand Lo set ainbist al n tP'&? gugue status bit vector to indicate the queue
now has &t T east "ore er?try. h€'transmit arbiter scans 270 the gueue bit

t f RV .q. i t t 1 ne ket s ,t hat
O L "Moo BRG], (el DRLY, S8 Ind el AR PACKR! S LR, o

transm tydj Eé‘aed}(}&ﬁfi%%t gg;%uee@edﬁa&t ﬂgihf:gfgngtn&ﬁkgé%%f LSSHES 270 Fne

bit-clear commn 0 cor respondi of the queue bit”vector.

Referring. 9 F'rcécb@eséé‘eartggrs%ﬂ‘ﬂ @?”%Dhgiﬁ:‘ ?B@ér%écé"ffb maf]%llzslplégf gnd s

a regi ster re bpits can be set rom erent progra rea C

program { fig eadrean, st%’pﬁl\l%'xga'r’ 16%0 ;1 1 EEPEQOEQQH“E@/ cale é%@@tﬂﬁ%éﬁ All

ot her programthreads so one sche er programthread can read 292 the

status ofnalh QrddSs RIRCERNRG SR 8¢ dakhhbeagdse J;{PQEE§CHHH eIl O Qf . &
receive task, 282 a "receive" programthread wites 284 a conpl etion code

into theott freateglone’s rot Sh@h thle Heeehus Prograny thysad hecpnes
i nactive 286 after witing the thread done regi ster.” That receive program

thread wWakb§rimhaBIOtherueS | GAHed Hamat @QiEBEtghaérirﬂ@é cadesranotersdeacei ve
task has been assigned. Programthreads 1-16 have 2 bit fields for "thread
done 1", 180¢ programthreads 17-24 have 2 bit fields for "thread done 2".
The 2 bit field allows a programthread to communicate different. | evel s of

task conpletion. Referring to FIG. 5, the memory controller 26b for the
SRAM is shown. The memory controller 26b includes an address and
command queue 120. The memory controller 26b is optimized based
on the type of memory operation, i.e., a read or a write. The
address and command queue 120 includes a high priority queue
120a, a read queue 120b which is the predominant memory reference
function that an SRAM performs, and an order gqueue 120c which in

general will include all writes to SRAM and reads that are to be
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-29 E' or exanple, the scheduler can use the two bit status "01" to

i ndicate that data was noved to SDRAM processing of packet is still in
progress and pointers were saved; bits 10 can indicate that data was noved
to SDRAM processing of packet is still in progress and pointers were not

saved; and bits 11 can indicates packet processing is conpleted. Thus, the
states 296a can be used by the receiver scheduler programthread to assign
297a another thread to process a task when data becones avail abl e, whereas,

states 296b can be used gg the recei ve schedul er to assign 297b the sane
: e &

thread t'SCSRTHATE Sy oceS8SHRG HR Pt HE Yhtra AGHreERI BT TRYMBSAL ¢

interpretatio f the nmessage can,be fixed by a software convention
determ n%%‘fep‘v@er?oé&gcﬁzaal erc p‘f%%r%rﬁ”ijﬁtreea Sand processi ng program

t hreads cal |l ed by e edul er ogr thread. That is the status nessages
can change dependF%% gggghg?ﬂg¥°?%%gé%%%é£¥¥bﬁﬂfgugSF FREEI V85 as above,

transm tugQfido30 NQLR. 310, 9eRSE Ay s LIS, STalils 185 930es, L OCEUdE 1 OYSY

"not busy™, ™not busy buf waitT ng. e status nmessage o busy, but

wai ting"y 5 gnales ARk the egzlgggio@é%la% oeac%ehggmsp@ph@&sf%@;Ofgé?i ng

of a portion of a packet an expected to be assigned to performa

subsequentrasisan Jhe BagEEt sphem 43t & LA dBIR AR ARI §59! Locam Pe used

when the programthre IS expecting roma po has™n Saved

cont ext j t Lhd - ; S h of that packet. The schedul er
d fﬂﬂg%&g tm%grpteﬂggég £S3nd Nsct 85l s

programthrea ads done" register to deternine the conpletion

status of tasks 1indssiaBeq t8qL0eL Prookad Iy aagy ;HRerehheadodong”

regi ster 1s lrrpl enented as"a wite one to clear register, allowng the

schedul afulo flB@lr 119%!. t BBl hEh 88p1 £xbRS1 5 £COgNART 019 eE  ErRadLRRAt S
arbiter 131 which.detects the fullness of each of the queues and
the status of the requests and from that decides priority based
on a programmable value stored in a priority service control
register 130. Once control to the multiplexer 126 selects a
memory reference request, the memory reference request, is sent
to a decoder 138 where it is decoded and an address is generated.

The SRAM Unit maintains control of the Memory Mapped

off-chip SRAM and Expansion ROM. The SRAM controller 26b can
address, e.g., 16 MBytes, with, e.g., 8 MBytes mapped for SRAM
16b, and 8 MBytes reserved for special functions including: Boot
space via flashrom 16c; and Console port access for MAC devices
13a, 13b and access to associated (RMON) counters. The SRAM is

used for local look-up tables and queue management functions.

The SRAM controller 26b supports the foilowing
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It is to be understood that while the invention has been described in
conjunction with the detail ed description thereof, the foregoing
description is intended to illustrate and not limt the scope of the

i nvention, which is defined by the scope of the appended clains. O her
aspects, advantages, and nodifications are within the scope of the
followng clains. -31 What is claimed is: 1. A system conprising:

nmul tiple engines of a network processor to execute instructions of multiple
threads to process packets received via at |east one ne;moLk |nferf?ce; and
at | east rage el ement shared by different ones of the nultiple

t hr eads %é?ﬁ%é%&?&ggrnter-thread communi cati on between the threads. 2. The
systemof claim1l, wherein the at | east one storage

Microengine requests (via private bus) to/from SRAM.

Core Processor {(via ASB bus) to/from SRAM.

The address and command queue 120 also includes a Read
Lock Fail Queue 120d. The Read Lock Fail Queue 120d is used to
hold read memory reference requests that fail because of a lock
existing on a portion of memory.

Referring to FIG. 6, communication between the
microengines 22 and the FBUS interface Logic (FBI) is shown. The
FBUS interface 28 in a network application can performs header

- processing of incoming packets from the FBUS 18. A key function
which the FBUS interface performs is extraction of packet
headers, and a microprogrammable source/destination/protocol
hashed lookup in SRAM .. If the hash does not successfully
resolve, the packet header is promoted to the core processor 28
for more sophisticated processing.

The FBI 28 contains a Transmit FIFO 182, a Receive FIFO
183, a HASH unit 188 and FBI control and status registers 189.
These four units communicate with the microengines 22, via a
time-multiplexed access to the SRAM bus 38 which is connected to
the transfer registers 78, 80 in the microengines. That is, all

communications to and from the microengines are via the transfer
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el ement conprises a storage el ement having associated logic to set the
register to a reset value after the register is read. 3. The system of
claim?2, further conprising: instructions of a first of the multiple
threads, disposed on a conputer readable nmedium to wite a value to the
storage elenment identifying availability of a task; and instructions of a
second of the nultiple threads, disposed on a conputer readable nedium to
read the storage el enent and perforn1the task if the retrieved value of the

storage el enment d t e the reset _value of the storage elenment. -32
3. The S ol A0t WHEr BPRSt HECSHT@aet® oe86Pageptoh scare

machine 200 for pushing data into the transfer registers during
the time cycles which the SRAM is NOT using the SRAM data bus
(part of bus 38) and a pull state machine 202 for fetching data
from the transfer registers in the respective microengine.
The Hashing unit includes a pair of FIFO’s 188a, 188b.

The hash unit determines that the FBI 28 received an FBI hash
request. The hash unit 188 fetches hash keys from the calling
microengine 22. After the keys are fetched and hashed, the
.indices are delivered back to the calling microengine 22. Up to
three hashes are performed under a single FBI hash request. The
busses 34 and 38 are each unidirectional: SDRAM push/pull data,
and Sbus_push/pull_data. FEach of these busses require control

signals which will provide read/write controls to the appropriate

microengine 22 Transfer registers.
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el enent conprises a register having different portions allocated to
different threads of the different engines. 5. The system of claim 4,
further conprising instructions of a first of the multiple threads,
di sposed on a conputer readable medium to wite a task conpletion status
to the portion allocated to the first of the nultiple threads; and
instructions of.a second of the multiple threads, disposed on a conputer
readabl e nedium to read the task conpletion status of a portion allocated
to the first of the miltiple threads. 6. The systemof claim1l, further
conprising: instr&&Measdlys Aransier ofeghrtend tiquud rehpeatisctdpspbsed on a
conputer_readable medium to set a bit in an array to identify a packet
added t o"f GIREGEX7 CoOPRECSyIPENt RPN CERI I BL At ing r@adc owprestngss.  In

particular, if a write transfer register is being used by a

thread 1 to provide data to the SDRAM l6a, thread 1 does not

overwrite this register until the signal back from SDRAM

controller 26a indicates that this register has been promoted and

may now be re-used. Every write does not require a signal back

from the destination indicating that the function has been

completed, because if the program thread writes to the same

command queue at that destination with multiple requests, the

order of the completion is guaranteed within that command queue,

thus only the last command requires the signaling back to the

program thread. However, if the program thread uses multiple

command queues (order and read), then these command requests are

‘broken into separate context tasks, so that ordering is

maintained via context swapping. The exception case indicated

at the beginning of this paragraph is relative to a certain class

of operations using an unsolicited PUSH to transfer registers

from the FBI for FBUS status information. In order to protect

read/write determinism on the transfer registers, the FBI

provides a special Push protect signal when these special FBI

push operations are set up.
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I nstructions of a second of the multiple threads, disposed on a conputer
readabl e medium to determ ne a queue to service based on the array. -33

8, The systemof claiml, wherein at |east one of the nultiple engines
conprises an engine having hardware to store execution contexts of multiple
ones of the multiple threads. 9. The systemof claim11, further conprising:
I nstructions of a schedul er thread, disposed on a conputer readable nedi um
to assign a different thread to process a received packet. 10. The system

of claim1, further conprising:
Any ﬁ?%roeng%ne 22 that uses the FBI unsolicited push

technique must test the protection flag prior to accessing the
FBUS interface/microengine agreed upon transfer registers. If
the flag is not asserted, then the transfer registers may be
accessed by the microengines 22. If the flag is asserted then
the context should wait N cycles prior to accessing the
registers. This count is determined a priori by the number of
transfer éegisters being pushed, plus a frontend protection
window. The microengine tests.this flag then moves the data from
the read transfer registers to GPR's in contiguous cycles, so the

push engine does not collide with the microengine read.

Thread signaling for packet processing

Special techniques such as inter-thread communications
to communicate status, a self destruct register 210 to allow
program threads to self assign tasks and a thread done register
2i2 to provide a global program thread communication scheme are
used for packet processing. The destruct register 210 and a
thread done register 212 can be implemented as control and status
registers 189, They are shown in the FBUS interface 28 outside
of the block labeled CSR for clarity. Network functions are
implemented in the network processor using a plurality of program

threads e.g., contexts to process network packets. For example,
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I nstructions of a receive thread, disposed on a conputer readabl e nedi um
to reassenbl e a packet assigned to the thread. 11. The system of claiml,
wherein the storage el enment conprises a nenory internal to the network
processor shared by the different engines. 12. A system conprising: at

| east one Ethernet media access controller; and a network processor

comuni catively coupled to the at | east one Ethernet nedia access
controller to process packets received via the at | east one Ethernet nedia

ess controller, the processor conprising: -34
acc scgedu er progra£ threads cod?% be e%ecuted in one of the

microprogram engines e.g., 22a whereas, processing program
threads could execute in the remaining engines e.g., 22b-22f.
The program threads (processing or scheduling program threadé)
use inter-thread communications to communicate status.

Program threads are assigned specific tasks such as
receive and transmit scheduling, receive processing, and transmit
processing, etc. Task assignment and task completion are
communicated between program threads through the inter-thread
signaling, registers with specialized read and write
characteristics, e.g., the self-destruct register 210 and the
thread-done register 212, SRAM 16b and data stored in the
internal scratchpad memory 186 (FIG. 6) resulting from operations
such as bit set, and bit clear.

The network processor 10 includes a general context
communication signaling protocol that allows any context to set a
signal that any other context can detect. This allows
cooperating program threads to use a semaphore and thus
coordinate using micro-code controlled processing.

Processing of network packets can use multiple program
threads. Typically, for network processing there is a receive
scheduler, a transmit scheduler and processing program threads.

A scheduler (either receive or transmit) program thread
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mul tiple engines to execute instructions of nultiple threads, nultiple ones
of the multiple engines having hardware to store the execution contexts of
mul tiple ones of the nmultiple threads; at |east one storage elenent to
provi de inter-thread comruni cati on between the threads; and thread
I nstructions, disposed on a conputer readable nedium to cause at |east one
of the multiple engines to: identify a thread to process a received packet;
set a bit within an array to identify a queue for the received packet; and
ueue to service., 13. The system of claim

ig?eazeﬁgﬁ% j%b §%8F§§§g%%2§£ﬁyg55nfﬁi%ﬁﬁ;%P%nﬁﬂgrFeHHFQFﬁag%tﬁofheb%etmork

prOcesscgroégy%fgaﬂ%&%gram threads. The scheduler program thread assigns
tasks to processing program threads and in some cases processing
program threads can assign tasks to other processing program
threads. For instance, a scheduler determines which ports need
service and assigns and coordinates tasks to processing program
threads to overcome inherent memory latency by processihg
multiple program threads in parallel.

In some examples, with slow ports one processing
program thread may perform processing on a portion of a packet
and a second processing program thread processes the remainder of
the packet or in some cases the scheduler uses the next available
program thread. With faster ports e.g., Gigabit ports where 64
byte packets are received very fast, the scheduler can assign M
packets to the next available program thread. The program
threads signal each other.as to what part of a packét the program
thread has processed and its status.

A program thread can be assigned to process the first
64 bytes of a packet. When the program thread is finish, the
program thread has data to set signals to wake up the next
program thread has been assigned to process the next 64 bytes.
The program thread may write a register and an address of the

register in a pre-assigned memory location, e.g., scratch
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bei ng shared by nultiple ones of the nultiple engines. 14. The system of
claim 12, wherein the storage el enent conprises at |east one of the
following: a register having portions assigned to the different threads and
a register that resets its value in response to a read access. -35 .A A
.A& E . AE . A . A AE . A&

register. The program thread sets signals to wake up the next
program thread that has been assigned to work on the next bytes
of the packet.

Referring to FIGS. 7A-7B, the self-destruct register
210 allows one scheduler program thread S, (230 in FIG. 7B) to
request services from multiple program threads P,-P, that provide
the requested service. The first program thread, e.g., P; that
accesses (232 in FIG. 7B) the self destruct register 210 takes
the reques£. The “self-destruct register” 210 zeros, i.e.,
clears (234 in FIG. 7B) upon being read by a program thread.
Other program threads capable of servicing that request will no
longer be presented with an active request. For example, a
program context can request a task be assigned to the first
context that is ready, by writing to the self-destruct register
210. A context checks for an assignment by reading the “self-
destruct register” 210. 1If the value of the self destruct
register is 0, there is no new task presently available to assign
to the program thread. This could indicate that there are no new
taéks or that another program thread may have assigned itself to
the task and cleared the self destruct register 210. If the
value is non-zero, the contents of the self destruct register are
interpreted to determine the task, and the register is cleared

upon reading by the context. Thus, contexts reading this
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register for assignment wait for the register to be written
subsequently with the next task instruction.

Referring to FIG. 8, for networking applications
typically different program contexts are used to perform specific
system tasks. Tasks include receive scheduling, receive
processing contexts, transmit arbiter, transmit scheduling,
transmit filling and processor core communications.

The receive scheduler initiates 242 a receive operation
of e.g., 64 or 128 bytes of input data by sending a command to
the FBI interface 28 that specifies a port from which to extract
the data and the Receive FIFO element to use to buffer that data
as well as the microengine context to be notified once the
receive data has been fetched.

The receive scheduler thread 244 sends a signal to the
specified microengine program thread that activates a specified
context. The context reads the FBI Receive Control register to
obtain the necessary receive information for processing (i.e.
port, Recelve FIFO element location, byte count, start of packet,
end of packet, error status). If a start of packet is indicated
the receive scheduler program thread is responsible for
determining where in SDRAM to store the data, (i.e., the output
queue to'insert the packet) and writing the packet data into

SDRAM. If it is not the start of a packet, then the receive
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program thread determines where the earlier data of this packet
was stored in order to continue processing 246 of the packet.
When the end of packet indication is received 248 (or after the
first 64 byte section if receive to transmit latency 1is
optimized) the receive program thread adds the packet to the
queue determined by processing the packet header.

The program threads also communicate with a shared
resource through a bit set and bit clear mechanism that pro&ides
a bit vector. This mechanism allows setting and clearing of
individual bits and performing a test and set on individual bits
to control a shared resource. The bit vector signals the non-
emptiness of output queues. When a receive program thread
enqueues a packet, the receive scheduler sets 250 a bit. The
transmit scheduler can examine the bit vector to determine the
state all queues.

The bit set and bit clear operations on the bit vector,
can occur in either scratchpad RAM or SRAM. If the scheduler is
communicating between program threads on the same microengine 22,
the bit vector can be stored in the register set because each
context can read the other context’s registers. For example, an
empty or not empty status of each output queue is support by a
bit vector in internal scratchpad memory. When a receive program

thread enqueues a packet, the receive program thread uses the
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vector.

Referring to FIG. 9, the thread done register is also
on the FBI 28 and is a register where bits can be set from
different program threads. Each program thread can use, e€.g.,
two bits to communicate its status to all other program threads.

Also one scheduler program thread can read 292 the status of all
of its processing program threads. Upon completion of a receive
task, 282 a “receive” program thread writes 284 a completion code
into the “thread done” register. The receive program thread
becomes inactive 286 after writing the thread done register.

That receive program thread waits for another signal from the FBI
that indicates another receive task has been assigned. Program
threads 1-16 have 2 bit fields for “thread_done 1”, and program
threads 17-24 have 2 bit fields for “thread done 2”. The 2 bit

field allows a program thread to communicate different levels of

task completion.
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For example, the scheduler can use the two bit status
“01” to indicate that data was moved to SDRAM, processing of
packet is still in progress and pointers were saved; bits 10 can
indicate that data was moved to SDRAM, processing of packet is
still in progress and pointers were not saved; and bits 11 can
indicates packet processing is completed. Thus, the states 296a
can be used by the receiver scheduler program thread to assign
297a another thread to process a task when data becomes
available, whereas, states 296b can be used by the receive
scheduler to assign 297b the same thread to continue processing
when the data is available.

The exact interpretation of the message can be fixed by
a software convention determined between a scheduler program
thread and processing program threads called by the scheduler
program thread. That is the status messages can change depending
on whether the convention is for receive, as above, transmit, and
so forth. 1In general, the status messages include “busy”, “not
busy”, “not busy but waiting.” The status message ofl“not busy,
but waiting” signals that the current program thread has
completed processing of a portion of a packet and is expected to
be assigned to perform a subsequent task on the packet when data
is made available. It can be used when the program thread is

expecting data from a port and has not saved context so it should
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process the rest of that packet.

The scheduler program thread reads the “thread done”
register to determine the completion status of tasks it assigned
to other program threads. The “thread done” register is
implemented as a write one to clear register, allowing the

scheduler to clear just the fields it has recognized.

QOther Embodiments

It is to be understood that while the invention has
been described in conjunction with the detailed description
thereof, the foregoing description is intended to illustrate and
not limit the scope of the invention, which is defined by the
scope of the appended claims. Other aspects, advantages, and

modifications are within the scope of the following claims.
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What is claimed is:

1. A system, comprising:

multiple engines of a network processor to execute
instructions of multiple threads to process packets received'via
at least one network interface; and

at least one storége element shared by different ones of the

multiple threads to provide inter-thread communication between

the threads.

2. The system of claim 1, wherein the at least one storage
element comprises a storage element having associated logic to

set the register to a reset value after the register is read.

3. The system of claim 2, further comprising:

instructions of a first of the multiple threads, disposed on
a computer readable medium, to write a value to the storage
element identifying availability of a task; and

instructions of a second of the multiple threads, disposed
on a computer readable medium, to read the storage element and
perform the task if the retrieved value of the storage element

does not equal the reset value of the storage element.
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5. The system of claim 4, further comprising

instructions of a first of the multiple threads, disposed on
a computer readable medium, to write a task completion status to
the portion allocated to the first of the multiple threads; and

instructions of a second of the multiple threads, disposed
on a computer readable medium, to read the task completion status

of a portion allocated to the first of the multiple threads.

6. The system of claim 1, further comprising:
instructions of a first of the multiple threads, disposed on

a computer readable medium, to set a bit in an array to identify

a packet added to a queue.

7. The system of claim 6, further comprising:
instructions of a second of the multiple threads, disposed

on a computer readable medium, to determine a queue to service

based on the array.
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11. The system of claim 1, wherein the storage element

comprises a memory internal to the network processor shared by

the different engines.

12. A system, comprising:

at least one Ethernet media access controller; and

a network processor communicatively coupled to the at least
one Ethernet media access controller to process packets received
via the at least one Ethernet media access controller, the

processor comprising:
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thread instructions, disposed on a computer readable
medium, to cause at least one of the multiple engines to:
identify a thread to process a received packet;

set a bit within an array to identify a queue for

the received packet; and

access the array to identify a queue to service.

13. The system of claim 12, wherein the storage element
comprises a memory internal to the network processor, the memory

being shared by multiple ones of the multiple engines.

14. The system of claim 12, wherein the storage element
comprises at least one of the following: a register having
portions assigned to the different threads and a register that

resets its value in response to a read access.
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