
;e3edlaL@6Tl(iAmm~~n~  FIELD OF THE INVENTION The present invention relates
to a method of managing 5 an activity and a method of providing a response
to a user of a particular but by no means exclusive application in
processing a request made by a user to engage in a transaction with a
provider of goods or services. 10 BACKGROUND OF THE INVENTION Existing
methods of conducting certain transactions employ `customer relationship
management' (CRM), where the customer is accorded different benefits or 15
privileges, or given particular offers and marketing messages, depending on
information known about the customer by the provider of the desired good or
service. Such CRM practices involve apparatuses that are networked to a
central server or processing system 20 that is maintained by the entity
providing the good, service or some associated benefit (such as "frequent
flyer points" or "frequent flyer miles") and information about each
customer. 25 However, existing CRM practices have several drawbacks. In
particular, they require interconnection and communication in real-time to
the central server and/or they generally are cumbersome to implement; as a
result they are typically expensive to 30 operate. In addition, entities
participating in collaborative CRM face many hurdles in sharing what they
know about a customer, owing to both technological constraints and consumer
privacy concerns. 35 SUMMARY OF THE INVENTION It is an object of the
present invention, therefore,   - 2  to obviate at least some of the
difficulties associated with existing customer relationship management
systems. 5 According to a first broad aspect of the present invention,
there is provided a method of managing an activity, including: a user
making a request to engage in an activity with a first of a plurality of
providers; and 10 said user presenting to said first provider a personal
data storage device, said device provided with identification data to
identify said user and a user profile comprising a plurality of sets of
user profile data, each set of user profile data pertaining 



15 to at least one of said plurality of providers; wherein said user's
request to engage in said activity is assessed according to one or more
sets of user profile data. 20 Preferably said user's request to engage in
said activity is assessed if possible according to the set of user profile
data pertaining to said first provider, and if not possible according to
the user profile data pertaining to said first provider and one 25 or more
sets of user profile data pertaining to one or more other providers, or
only according to one or more sets of user profile data pertaining to one
or more other providers. 30 Thus, even though the user may make a request
to engage in an activity with a first provider, the activity may in fact be
approved according to bath the user profile data pertaining to that first
provider and also the user profile data pertaining to either a 35 second
provider or a plurality of second providers. Indeed, the activity could be
approved according to the user profile data of the second provider or a
- 3  plurality of second providers only, if - for example the user profile
data of the first were entirely inadequate. It should be noted that this
method does not exclude the possibility of conducting other checks 5 on the
user's acceptability. The personal data storage device can be read by any
suitable means, but this would typically comprise an electronic reader. 10
This aspect of the invention is also useful for environments where data
communications are not available, not reliable or expensive, as it makes
available the CRM and activity management capabilities 15 off-line so that,
for example, a bonus can be distributed at the point of interaction.
Preferably, said method further includes determining any response to which
said user is entitled. 20 Preferably at least one set of user profile data
includes activity data concerning any past activities said user has engaged
in with a provider or providers to which the set of user profile data
relates, and the 25 step of assessing said user's request is based at least
partly on said activity data. Preferably at least one set of user profile
data includes response data concerning any past responses 



30 received by said user, and assessing said request is based at least
partly on said response data. Preferably, at least one set of user profile
data includes personal data and assessing said request is 35 based at least
partly an said personal data. Preferably, at least one set of user profile
data   f - 4  includes predictive data concerning future activities in
which said user is likely to engage, and assessing said request is based at
least partly on said predictive data. 5 Preferably each of said sets of
user profile data constitutes a sub-profile of said user profile.
Preferably said method includes updating said user 10 profile. More
preferably said method includes updating said set of user profile data
pertaining to said first provider to include additional information to
reflect said activity. 15 Preferably said method includes updating said set
of user profile data pertaining to said first provider to reflect said
activity if said activity is completed. Preferably said method includes
updating said set of 20 user profile data pertaining to said first provider
to reflect any response received by said user. Preferably said method
includes updating the set of user profile data pertaining to at least one
other 25 provider. Preferably said set of user profile data pertaining to
at least one other provider is only modified if said at least one other
provider has granted access rights 30 to said first provider. Preferably
said method includes controlling access to different parts of the user
profile data shared by selected providers through use of a digital 35
certificate and user profile data coordinates, to thereby enable access
rights to be modified by altering the digital certificate. 



r - 5  Preferably said user is required to provide consent to the access of
data in relation to selected request to engage in an activity. 5 Preferably
said user is required to provide identification data in relation to
selected requests to engage in an activity. 10 According to a second broad
aspect of the present invention, there is provided a method of providing a
response to a user, comprising: said user making a request to engage in an
activity with a first of a plurality of providers; 15 said user presenting
to said first provider a personal data storage device, said device provided
with identification data to identify said user and a user profile
comprising a plurality of sets of user profile data, each pertaining to one
of said plurality 20 of providers; and determining any response to which
said user is entitled upon making said request; wherein said user s
entitlement to said response is assessed at least according to said user 25
profile data pertaining to one or more of said providers. Preferably said
user's entitlement to said response is assessed if possible according to
the sat of user 30 profile data pertaining to said first provider, and if
not possible according to the user profile data pertaining to said first
provider and one or more sets of user profile data pertaining to one or
more other providers, or only according to one or more sets of 35 user
profile data pertaining to one or more other providers. Thus, for example,
where the activity is a purchase of   r - 6  



goods or services a user might be entitled to a response in the form of a
discount based on spending history with that - or some other - provider of
goods or services. 5 Preferably at least one set of user profile data
includes activity data concerning any past activities said user has engaged
in with a provider or providers to which the set of user profile data
relates, and 10 determining any response to which said user is entitled is
based at least partly on said activity data. Preferably at least one set of
user profile data 15 includes response data and said determination of any
response is based at least partly on said response data. Preferably, at
least one sat of user profile data 20 includes personal data and said
determination of any response is based at least partly on said personal
data. Preferably, at least one set of user profile data 25 includes
predictive data concerning future activities in which said user is likely
to engage, and said determination of any response is based at least partly
on said predictive data. 30 According to a third broad aspect of the
present invention, there is provided a method of managing an activity,
comprising: each of a plurality of providers maintaining a database having
a user profile pertaining to said 35 user and comprising a set of user
profile data; and said user making a request to engage in an activity with
a first of said plurality of providers;   r  wherein said user's request to
engage in said activity is assessed if possible according to the set of
user profile data of said user maintained by said first provider and, if
not possible, either 5 according to the set of user profile data of said
user maintained by said first provider and the set of user profile data of
said user maintained by one or more other providers, or only according to
the set of user profile data of said user maintained by one or more of 10
said other providers. Thus, even though the user may make a request to
engage in an activity with a first provider, the activity may in fact be
approved according to both the 



15 user profile data maintained by that first provider and also the user
profile data maintained by another provider or a plurality of other
providers. Indeed, the activity could be approved according to the user
profile data maintained by the second provider or a 20 plurality of other
providers only, if - for example the user profile data maintained by the
first were inadequate. It will be appreciated, of course, that this method
does not exclude other checks on the user's acceptability. 25 The activity
may be of any kind, including a purchase but also a request for wages. In
the last case the `response' may be those wages or some other employment
response. 30 According to a fourth broad aspect of the present invention,
there is provided a method of providing a response to a user. comprising:
each of a plurality of providers maintaining 35 a database having a user
profile pertaining to said user and comprising a set of user profile data;
a user making a request to engage in an   _ g _ activity with a first of
said plurality of providers; and determining any response to which said
user is entitled upon making said request; 5 wherein said user's
entitlement to said response is assessed if possible according to the set
of user profile data of said user maintained by said first provider and, if
not possible, either according to the set of user profile data of said user
10 maintained by said first provider and the set of user profile data of
said user maintained by one or more other providers, or only according to
the set of user profile data of said user maintained by one or more of said
other providers. 15 According to a fifth broad aspect of the invention,
there is provided a personal data storage device for use in managing an
activity between a user and a provider, said device provided with
identification 20 data to identify said user and a user profile comprising
a plurality of sets of user profile data, each pertaining to one of said
plurality of providers. Preferably each of said seta of user profile data
25 constitutes a sub-profile of said user profile. Preferably said personal
data storage device has magnetic, optical or electronic memory storage
means for storing said user profile. More preferably said 



30 personal data storage device has magnetic, optical, or electronic memory
storage means for storing said user profile and said identification data.
In one embodiment, the personal data storage device 35 comprises a credit
card sized card with a memory storage means in the form of a magnetic
strip; in another embodiment, the personal data storage device   t _ g _
comprises a smart card or a chip card. In some embodiments, the
identification data could simply be printed on the personal data storage
device, 5 or embossed in the form of, for example, raised letters. Herein
the individual, 10 which makes example of goods and embodiments, term
"user" is used to refer to an a group of individuals, or other entity
requests to engage in activities. An a user is a customer who seeks to
obtain services from a provider. In other a user may be an employee etc. 15
Herein the term "provider" is used to refer in general terms to an entity
which can provide goods, services or some other response to a user's
request to engage in an activity. Examples of providers are retailers,
employers, airlines, hotels, e-merchants, financial 20 institutions, etc.
Providers may be locally based or based elsewhere - e.g. in other
countries. Herein the term "personal storage device" is used to refer to a
device comprising a data storage facility 25 such as a credit-card sized
card with a magnetic strip or chip, or with optical storage features. or a
mobile device such as a mobile phone or personal digital assistant, or a
chip embedded in objects such as watches, toys, pendants, etc, which is
suitable for 30 storing data and which can be used during an activity
engagement with the provider. The term "activity" is used to refer
generically to any request a user may make - e.g. a purchase request, 35 a
wages request etc. 



"Activity data" in a user profile may include, any   s - l~ past
activities, for example, purchase data such as dollars spent, currency
units, products bought, number of units produced, number of days worked,
number of days on leave, number of clicks through a website, 5 number of
times a game is played etc. In contrast, "Predictive data" may include
predictive indices of future activities - for example, an index indicating
the likelihood of when a certain activity will take place. 10 "Personal
data" in a user profile may include data of birth, gender, social status,
income, qualifications, provider relationship information, etc. 15 A
"response" will typically be the provision of a benefit such as a discount,
however, it may be a price, a message, an approval (e.g. of credits, of
right, of access), etc. 20 The present invention, therefore, ameliorates
the technological difficulty of sharing and exploiting the information
known about the user at the point of interaction between user and provider,
and enables each interaction to be carried out on a more fully 25 informed
basis by participating providers such as businesses or non-profit
organizations (e. g. governmental bodies), as an individual organization
may not have as much information or as complete a user profile as a
collection of organizations. This 30 invention enables each participating
provider, therefore, to maintain its own data within the profile, with
providers sharing, in effect, the use of some or a11 of their respective
profiles or subprofiles when a user engages in an activity with one 35 of
them. For example, according to some embodiments of the invention, when a
user makes a request to engage in an activity, a computer system (that    -
m  implements the data processing steps of the invention) may be programmed
to use some of the profile data maintained by a second provider in the
event the first provider's own profile data are insufficient for the 5
activity to complete satisfactorily. Use of the profile data from the
second provider may be limited to a simple query (e.g. retrieving an index
of the user's income band) or may comprise the retrieval of a complex
derivative index that answers questions such 



10 as `Probability that user requires a housing mortgage loan'. In some
embodiments, the personal data storage device could then, using rules
embedded in it, compute and return such an index without revealing the
details in the component profile data. The type of access 15 accorded to a
particular provider would be subject to commercial arrangements made
between that provider and the providers with whom profile data are shared.
Such access could be controlled, for example, by Digital Certificates
issued to each participating provider, 20 where each Digital Certificate
contains the authorization codes that are validated by the personal data
storage device when an attempt is made to access profile data. 25 In some
embodiments, this invention also addresses the problem of consumer privacy
by allowing control over the use of the profile data to be placed in the
hands of the user, so that - in some embodiments - use only of the profile
data can be shared between different 30 providers, this use is performed
only with the user's consent at the point of interaction, and without the
profile data being released to the sharing parties, such consent being
typically provided, for example, by presentment of a PIN, password or
biometric 35 identification by the user to the point-of-interaction device.
Thus, embodiments of the invention enable "legitimate permission marketing"
where providers may    - 12  have access to user's profile data (subject to
the user's consent) and offer relevant goods or services to the user at the
point of interaction without violating the user's privacy. 5 This invention
enables profile data to be updated with current information, and thus
facilitates higher accuracy in the decision making process for each
encounter with the user. For example, in CRM, 10 instantaneous updating of
profile data is traditionally not cost-effective owing to the existence of
large and complex applications which prohibit the implementation of CRM
rules and practices integrated with engagement in an activity. 15
Embodiments of this invention bring CRM functionality to the point of
interaction with the user and avoids the complications of having to
integrate with existing `legacy' systems, which would typically involve
extensive change, hence making CRM much more practical 20 and achievable.
With embodiments of this invention, each provider participating in the
Collaborative CRM or Partner CRM scheme benefits from the collective
knowledge about 25 the user, while the user benefits from the better
informed and faster decisions made by the providers, and at the same time
the user has full control over the use of and access to the user profile,
and a11 of these are done at the point of interaction without the 30 need
for complex integration of the provider's information. BRIEF DESCRIPTION OF
THE DRAWINGS In order that the present invention may be more 35 clearly
ascertained, preferred embodiments Will now be described, by way of
example, with reference to the accompanying drawings, in which: 



i - 13  Figure 1 is a schematic diagram of a personal data storage device
(or Token) for use with a preferred embodiment of the present invention;
Figures 2A, 2B and 2C are schematic 5 representations of three possible
embodiments of the Token of figure 1; Figure 3 illustrates an example of
the processing flow within the Token of figure 1; Figure 4 schematically
illustrates an example 10 of the organization of user profile information
in the Token of figure 1; and Figure 5 is a schematic illustration of a
further preferred embodiment of the method of the present invention. 15
DETAILED DESCRIPTION OF THE INVENTION A method of managing an activity
according to a preferred embodiment of the present invention, will now be
described in detail. 20 In this method, the user profile is stored on a
personal data storage device (referred to below as a `Token'). Either the
Token or the reader for reading the Token (with its controlling personal
computer, 25 point of sale terminal, personal digital assistant, cell phone
or other mobile device) is programmed to make decisions about the way the
interaction should progress . The user profile is stored in the Token in
the form of Profile States, each Profile State - or 30 set of user profile
data - constituting indices encoding characteristics of the user. This data
is used in and/or derived from formulae which may range from simple
expressions establishing mathematical relationships between activity and/or
other attribute 35 data, to complex, statistical models derived empirically
from observation of large numbers of users, their average behaviour and the
statistical   Y 



- 14  relationship between behaviour and other characteristics of the user.
Variables in the formulae may include "Predictive data" relating to
predicted behaviour of the user, such predictions 5 being derived either
from empirical observations or from mathematical projections or both. Each
user activity involving use of the Token may result in the user profile in
the Token being modified to reflect the transaction. 10 Profile State data
may be Boolean (True or False), numerical, quantitative or textual data.
The data in a single Profile State may constitute composite information,
for example the user's gender, age, 15 marital status, family size and
income band. Profile States may instead of the data itself, be used to hold
pointers or location information and access keys and secret codes to the
actual data, Which data 20 may be stored in a location external to the
Token, herein referred to as "Extended Profile Data". The access keys and
secret codes may be assigned by user or provider, depending on the
requirement, and the keys and secret codes may be used for encryption of 25
the data and/or for access control in the form of passwords or PINS. Such
an embodiment has the dual advantage of greatly increasing the amount of
data available for processing at the time of the activity in environments
where the network connectivity permits 30 access to the Extended Profile
Data, as well as retaining user control over the data access. For example,
the Extended Profile Data may reside in a host computer of a provider and
not be available on the Token. Such Profile States are subject to the 35
same access rules as the those Profile States containing data, including
the rules for shared access between providers.   - 15  In addition, the
Profile States are further organized into sets referred to as Profile Lines
and sets of Profile Lines are organized into Profile Planes. 5 Access to
each of these is controlled using a cryptographically-based verification
scheme using Digital Certificates. A Digital Certificate contains data
pertaining to the 10 provider's identity, codes indicating the types of
access the system or provider is permitted, a version index indicating the
validity period of the Certificate, the coordinates to the Profile States,
Lines and Planes that are accessible, permitted 15 functions relating to
each of the coordinate sets, and a cryptographically generated hash value
known as a Digital Signature which can be used by the Token to verify the
authenticity of the Digital Certificate. The Digital Signature is a
function of all the data in 20 the Digital Certificate and cryptographic
keys known only to the issuer of the Token and/or owner of the Profile
State, Line or Plane with which the Digital Certificate is associated. 25
By issuing different Digital Certificates to different systems or
providers, the right of each system to use particular parts of the user
profile can be restricted or permitted as the case may be, thus allowing
controlled sharing of the use of the user profile. 



30 Access rights are controlled at the functional level as well, thus
allowing each system to be limited to accessing a set of the user profile
for any combination of functions including decision making, modification or
viewing. 35 The Token is managed by an Operator, who may be responsible for
some or all of the activities in   - 16  operating the Token and the
system, including overseeing the procuring, initializing and issuance of
Tokens, procuring, initializing, programming, installation, maintenance and
operations of the 5 system, providing facilities for the analysing of user
data and generating the relevant user profiles for loading into Tokens, and
setting up collaborations between providers who may wish to benefit from
the use of the Token and/or from collaboration with other 10 participating
providers, and providing general services to support users. The Operator
may or may not be a provider and may or may not be the Token issuer. 15
According to the method of this embodiment, the following typical steps
take place in one practical embodiment. 20 The Token is loaded with an
initial user profile and, optionally, mathematical formulae for computing
new values of the indices making up the Profile if the Token has
computational capabilities. 25 The system is used by a provider such as a
retailer offering, for example, hire purchase of goods, and is loaded with
a script defining the processing steps to be taken depending on the
Profile, computational formulae to perform further derivations based on 30
Profile State inputs from the Token, as well as a Digital Certificate or
set of Digital Certificates providing the system access to the relevant
parts of the Profile. When a user (in this case a customer) makes a request
to engage in the activity of hire 35 purchasing goods, the script in the
system is configured to authorize loans in the form of hire purchase of
goods to users based on the set of user   - 17  profile data pertaining to
the retailer, the actual credit limit being a function of the customer
(user) profile. 5 If the customer requires a loan amount larger than that
permitted based on the customer (user) profile data available to the
system, (in this case the set of customer profile data of the retailer) the
system prompts the customer for consent to access a second 10 set of
customer profile data, which may comprise customer's activities relating to
a different provider (such as a financial institution) which is relevant to
the customer's credit worthiness. With the customer's consent (and prior
arrangement between the retailer 



15 and the financial institution), the system is provided with the access
rights to receive a response from the Token for a specific query, the
response being in the form of an index which is then used by the script to
compute the customer's revised credit rating. The 20 customer's consent to
check other customer profile data sets may be given in advance and stored
in the Token or may be given at the time of activity through presentment of
a PIN, password or some biometric means of identification. 25 In another
embodiment, the method can be used in marketing activities, where a
provider such as a department store takes advantage of the opportunity to
interact with a user who is a customer in order to 30 promote goods and
services of partners who may wish to access customers of the department
store. In this embodiment the system comprises a point-ofsale terminal
(POS). The Token is issued by a bank, 35 and the department store is a
participating provider in the use of the Token, i.e. its customers are
customers who hold these Tokens.   - is  Information about the customer's
activities (including purchase activities)is captured in the customer
(user) profile through formulae that use as inputs: personal 5 data (e. g.
age, sex, gender); data pertaining to past activities; the current
activity; and expected future activities, in order to derive an index that
can be used for marketing decisions such as the pricing of goods or the
type of entitlements and rewards that the 10 customer may be offered. The
formulae are stored and/or executed in the Token and/or in the system,
depending on the circumstances of implementation, including the type of
Token used. 15 One of the simplest forms is where the activities are
purchases. In this case a formula specifies that X Honus Points are awarded
to a customer for every dollar (or other currency unit) spent, allows Bonus
Points to be `redeemed' by offsetting future 20 purchases, and tracks such
redemptions in order to monitor customer response. In this second
embodiment, one Profile State (Profile State A) is dedicated to tracking
the total amount of 25 purchases made by customer over a promotion period;
the promotion period is encoded in rule scripts embedded in the POS. Each
time a payment transaction is initiated, the POS 30 displays the amount of
Bonus Points due to the customer, derived by converting the total
transaction amount in Profile State A and deducting the amount of points
redeemed to-date (which is tracked in Profile State B), and allows the
customer to choose to redeem 35 the Bonus Points as part of the current
payment 



transaction. On completion of the transaction, the total amount of Bonus
Points redeemed is recorded in   - 19  Profile State B, whilst the total
spent in the current transaction is added to Profile State A. Further, the
Bonus Points may be redeemed for benefits 5 or entitlements at other
participating vendors; for example, the customer - at vendor P - may choose
to redeem or `trade-in' 1000 Bonus Points for a $20 `virtual coupon' that
can then be consumed at vendor Q. To effect this, the system adds the
redemption 10 amount (i.e. 1000 Honus Points) to Profile State B to
indicate that 1000 Bonus Points have been consumed, and updates Profile
State C, which in this example is designated the transfer Profile State
recognized by vendor Q, such that when customer goes to vendor Q and 15
makes a transaction to redeem the virtual coupon for a $20 purchase, the
system at vendor Q recognizes the coupon credit in Profile State C and
increments another Profile State (say, D) to indicate that the customer has
consumed the credit in Profile State C. 20 By accumulating totals in
Profile States pertaining to respective activity data (e.g. purchase data
and redemption data), it is possible to track consumer actions without
losing information. By limiting 25 access to the Profile State only to
participating provider(s), this method allows multiple providers to either
share or track their own points in the customer profile, using their own
Profile States, in a secure way. Shared Profile States allow providers to
30 participate in common customer reward schemes. Private Profile States
which are not shared allow providers to operate their own schemes. Access
is provided by issuing Access Certificates to 35 providers, where each
provider is given Access Certificates for accessing only the Profile
States, Lines or Planes that it has been allocated.   - 20  In addition,
the user profile may further be used to select other marketing messages to
be presented to the customer. For example, users whose profiles indicate 5
frequent purchases of golfing equipment may be targeted for marketing
messages pertaining to golf equipment, golf club memberships, golfing
holidays and loans for such activities. 



10 At selected systems where access to the back-end host system is
practical and economic, the system may also automatically access the remote
host to retrieve any updates due for the user profile in the Token during
the interaction, as well as to (optionally) submit the 15 latest customer
profile data to the host system for storage and further analysis. A key
aspect of this embodiment is to combine judicious use of online access with
off-line processing to achieve still more practical profile-driven
interaction systems. In 20 particular, online access to the central host is
expected to take place most frequently when the Token is used on the
Internet. Before the system can access any functionality in the Token, the
system and Toker~ may be programmed to first authenticate each other 25
through a series of data exchanges based on a prescribed communication
protocol which incorporates the use of industry standard cryptographic
algorithms such as Data Encryption Standard (DES), RSA cryptography,
Elliptic Curve Cryptography or the 30 Advanced Encryption Standard (AES).
In both the above embodiments, the method employs a device programmed to
interact with the Token to carry out the mutual authentication process,
access and 35 interpret the Profile and results returned from the Token,
and effect transactions (or activities) interactively taking into account
the results and   - 21  information arising from the use of the information
from the Token. Such a device would typically comprise a processing unit,
memory for program and data storage, software programs, displays for user
to 5 view system responses, keyboard for user to enter interaction-related
details and at least one input/output device for interacting with a Token -
for example a chip card reader for reading a chip card, an infra-red
communication port for communicating with a 10 mobile phone or personal
digital assistant (PDA), as well as an optional capability to communicate
with a remote host system through some means of data communication for the
purpose of enhancing the functionality or complementing the functionality
and 15 for processing the transaction or activity. The system is able to
provide secure storage for information collected as a result of
interactions with Tokens, and to transmit this information to remote 20
systems for further processing if required by the circumstances. Figure 1
is a schematic diagram of a Token 10 according to the above described
embodiments, showing the processor unit 12, memory 14, input/output unit 16
and software 18. 25 The processor unit 12 carries out instructions
contained in the software 18. The software 18 contains the algorithm for
processing the data stored in the memory 14; the software 18 30 itself may
also be stored in memory 14 (e. g. Read-only Memory or ROM). The memory 14
typically comprises any of the various suitable memory types, such as ROM,
Random Access 



35 Memory or RAM or electrically erasable Programmable Read-only Memory, or
EEPROM.   - 22  The software 18 is stored in ROM, while the EEPROM stores
the user profile and related data required on a semi-permanent basis. The
RAM is typically used only during execution of the software 18. 5
Input-output unit 16 allows data to be exchanged with the external system
in Which the Token 10 is used, and can take the form of: physical lines (e.
g. electrical signals carried 10 on electrical contacts following standards
such as EIA RS 232c, T=0 or T=1 protocols as prescribed in IS 7816 Part III
etc; infra-red light signals; audio signals, in which sound transmission
from 15 the Token is encoded to carry information between Token and System;
and radio frequency signals using protocols such as those specified in IS
l4443 for chip cards, or GSM, WAP, GPRS, Bluetooth, etc for other device 20
types. The Token 10 may take forms other than a chip card, in which the
active component is the chip and the overall Token is credit-card like.
Other possible embodiments 25 include PDAs, mobile phones, watches and any
portable gadgets with the active component embedded in them. Figures 2A, 2H
and 2C depict schematically three possible Token-system interactions. In
figure 2A, the 30 Token 10 is in the form of a chip card, with active
components 20a, while the system 22a is in the form of a point-of-sale
terminal with a chip card reader which may or may not be connected to a
host computer or a PC with chip card reader on an Internet accessing host.
35 In figure 2B, the Token 10 is in the form of a personal digital
assistant (PDA), with active   



- 23  components 20b, while the system 22b is an application server on a
network connected to a host system. In figure 2C, the Token 10 is in the
form of a mobile 5 telephone, with active components 20c, while the system
22c is the mobile phone network and an application server. In each case,
the Token 10 is presented to the system 10 22 (i.e. the hardware device,
etc. maintained by a provider, etc.), and the following process occurs:
the system 22a,b,c initiates an exchange of identification information with
the Token 10;  Based on this information, a mutual 15 authentication
process occurs in which cryptographically encrypted data exchanged between
the two parts (i.e. system 22a,b,c and Token 10 respectively) enables each
part to verify that the other part is genuine; 20  During this exchange,
the system 22a,b,c presents to the Token 10 its credentials in tha form of
Digital Certificates that establish its right to access the relevant
Profile Planes; After the Token 10 verifies the Digital 25 Certificates,
access is granted. The information on the types of access that the system
22a,b,c may be granted is embedded in the Digital Certificates, and the
types of access include the 30 following:  Profile query - in which system
22a,b,c is able to query the Token 10 as to whether the user profile meets
a particular Profile index combination; in this type of access no raw data
35 is released and the index information may be a dynamically generated
value incorporating a combination of historical, current and   - 24
predicted values, or a derivative result indicating a condition (True or
False, or degree or level); Profile update - in which the system 22a,b,c is
5 permitted to submit data to the Token 10 for updating the relevant user
profile indices; and Data retrieval - in which raw data stored in the Token
10 is retrieved by the system 22a,b,c, such that the computation and 10
application of relevant formulae is in the system 22a,b,c. Figure 3
illustrates an example of the processing flow within the Token 10 (with
software 18), and with the 15 system 22. 



Data from the system 22 are transmitted 24 to a Request Handler 26 for
general validity and dispatched to the appropriate function modules.
Typically the 20 data in each request message from the system 22 includes a
cryptographic checksum called the Message Authentication Code or MAC, which
is used to detect any unauthorized change made to the request message
received. Any message found to have been altered is 25 rejected and the
system is required to resubmit the request. During the initial steps of an
encounter between Token 10 and system 22, the Request Handler 26 transmits
the 30 data to the Access Control function 28 to authenticate the system as
well as to verify and establish the system's access to Profile planes.
Authentication is based on cryptographic algorithms designed to verify the
authenticity of the system 22 requesting access, 35 and to verify the type
of access permitted to the system 22. The cryptographic algorithms require
use of `keys' which are values that have to be kept secret   - 25  to
ensure their effectiveness as a security device. To keep such keys secret,
a `secure memory' location 3 0 i s provided in the Token 10 , such that the
content of the memory is not accessible to any entity external 5 to the
Token 10, and can only be used by the software 1,8 in the Token 10. Once
access is established, the system's requests for access to Profile Planes
32 are sent 34a,b to either 10 the Retrieval 36 or Update 38 modules
depending on the specific request and the system's rights to make the
request. Various types of Retrieval requests 34a may be supported,
including raw data retrieval in which data in that one of the Profile
Planes 32 being 15 accessed is returned unprocessed, or a `condition check'
request in which the Retrieval module 36 simply verifies if a set of
Profile States meets the conditions specified in the request, or a
`generate index' request in which the Retrieval module 36 is 20 required to
return a derived index based on a combination of index values in the user
profile, without revealing to the system 22 the components used to derive
the requested index. The formula for this derivation is embedded in the
software 18, and is 25 replaceable through administrative functions, also
coded in the software 18. The system 22 may submit data for updating the
Profile Planes 32 if its access rights permit. and such 30 requests are
processed by the Update module 38. The Update module 38 takes the incoming
data and applies it to the appropriate Profile index or indices depending
on the Update request, based on formulae embedded in the software 18. 35
The user profile is a composite of values, each of which describes an
attribute of the user. These 



- 26  values are called Profile States. Profile States can be organized for
ease of access and processing. An example of such an organization is as
follows: each Profile State may be a single value 5 representing an
attribute of the user, or it may be made up of a number of values which
together describes the attribute; and Profile States may be organized into
sets, each set called a Profile Line. 10 Sets of Profile Lines may in turn
be grouped into a Profile Plane 32. Each Plane 32 has a header and indexing
mechanism for locating a Plane, Line or State. 15 Each Line has a header
that indicates common attributes such as indices to formulae and/or factors
of formulae for derivation of the Profile States, such fozmulae and factors
being stored in either the Token 20 10 or the system 22, and specific
requirements of particular implementations. Access rights of a system 22
may be assigned at any of these grouping levels, and access can further be
25 categorized by functionality, such that a system 22 may be given access
to a specific State, Line or Plane for a specific function, but may have a
different functional access right to another Profile set (State, Line or
Plane). The set of indices for locating a 30 particular Profile State (or
Line or Plane) is referred to as Coordinates. Figure 4 schematically
illustrates such an example of profile organization, as described above. In
this 35 example, the user profile 40 is made up of a set of Profile Planes
32, each having a header 42 and multiple Profile Lines 44. Each Profile
Line 44 has a   - 27  header 46 and multiple Profile States 48. Sharing
between providers may be effected at Plane 32, Line 44 or State 48 level. 5



Each Plane 32 or Line 44 or State 48 may be assigned to a different
provider, and soma Planes 32 and/or Lines 44 and/or States 48 may be
available for sharing with a11 or selected providers and may contain 10
derivative information of general usefulness to all participating
providers. Each Profile State 48 may be comprised of component indices or a
single integer index. 15 A composite Profile State 48 is associated with a
derivation formula which may be implemented in the Token 10 or the system
22, and the formula may contain other Profile States 48 as arguments. For
example, 20 providers A, B and C may `own' Profile Planes A, B and C
respectively, whilst the issuer of the Token, provider M, owns Profile
Plane M. Within Profile Plane M, provider M may choose to define a
composite Profile Line L which is a derivative of selected 25 Profile
States from Profile Planes A, B, C and some Profile States from Profile
Plane M itself, arid this Profile Line L could be made available for
reference to a11 providers as a value-added service. Such a collaborative
arrangement maximizes the synergy 30 between the participating providers.
In addition to personal data such as gender, age, household income, family
size, etc, Profile States can be used to track user activity by activity
type, provider, provider location, channel (access type - Web, physical 35
outlets, mobile etc), method of payment (credit card, debit card, cash
etc), product, product category, time period, frequency, amount (value),
quantity,   - 28  occasions, marketing campaigns, etc. By using the
appropriate Profile States in the computation formulae, such data can be
used to determine rewards, responses and entitlements. 5 Authentication
seauence When a Token is first introduced to a system, a sequence of mutual
authentication must take place for one to identify and verify the
authenticity of the 10 other. The typical Token-system mutual
authentication sequence is one where Token 10 and system 22 each
authenticates or verifies the authenticity of the ether, based on an
exchange of cryptographic 15 information designed to provide secure and
verifiable identity. The objective of this exchange is essentially in order
to protect the information in the Token from unauthorized use) and to
protect the system from false Tokens. 20 Table 1 below outlines a typical
sequence using symmetric cryptographic systems (such as Triple DES or
AES/Rijndael standards): 



System 22Token 100Detects presence of Token02Requests Token
foridentification data.03Responds to request withidentification code
(TokenId) and a random value ROcomprising 16 bytes ofvalue.    - 29  System
22Token 1004Derives the 16-byte Authent-ication Kay (AK), a
cryptographicfunction of the Token Id and a24-byte Master AK stored in
thesystem; generates random 16-bytevalue R1 & computes a 16-bytesession key
SK, a cryptographicfunction of AK and R1, & encryptsRO with SK to derive
<RO> (also16 bytes long). Sends Rl and lst8 bytes of <RO> to
Token.05Computes SK from R1 and itsown AK, encrypts its copyof RO &
compares resultwith received 8 bytes of<RO>. If not the same,system deemed
false, &Token stays silent. Ifthey are the same, Tokenreturns the 2nd 8
bytes of<RO>.06verifies that received 8 bytes of<RO> are correct and Token
isdeemed genuine. Uponconfirmation, ready for sequenceto establish its
access rights toProfile (see Table 2 below). Access ri,~~hts validation The
system 22 performs a `Select' request to the Token 10 in order to access a
set of Profile States. 5 10   - 30  System 22Token 10Compute an
AccessSessionKey (ASK),a cryptographic function of <RO>and Access Key
(which is stored inSystem at time of initialisation orloaded into System
through securemeans). ASK is used to encryptAccess Certificate (AC) in
cipher-block-chaining (CBC) mode with <RO>as initial vector, and 1st 4
bytesof last resulting block (theMessage Authentication Code or MAC)is sent
to Token with system'sprovider Id (SPI) and AC.Using Master ASK
(MASK),compute Access Key from MASKand SPI received fromsystem, then derive
ASKusing Access Key and <RO>;using derived ASK, verifyreceived MAC by
generatingit as was done in system.If MAC is valid, verify ACas
follows:Derive AccessCertSignKey(ACSK) from MasterAccessCertSignKey stored
inToken and SPI received fromsystem, and use ACSK toperform CBC encryption
onAC, excluding last 8 bytes.Use final result block ofCBC, verify that it
is sameas last 8 bytes of AC. Ifit is, AC is valid.  AccessCert contains
the following: SPId - provider (SP) Id: assigned by the Operator to the
provider who is using the 5 system to conduct its business or activities;
ValidityIndex - indicates the period within which the Access Certificate is
valid, so that AccessCertificates can be expired and providers may be given
Access Certificates of limited 10 validity periods; validation of the  



- 31  ValidityIndex is done in the Token in cases where the Token has a
real-time calendar clock, otherwise it is done in the System; Number of
Entries (N) - an integer indicating 5 number of entries in this AccessCert;
Coordinates - comprise PlaneNumber:LineNumber:StateNumber - repeat N times;
these are coordinates to Profile Plane, Line or State to which system has
access; a 10 Plane without Line or State indicates access to entire plane,
a Plane and Line without State indicates access to entire Line in given
Plane, a Plane, Line and State indicates access to specific State; 15 ~
Function Type 1... N - (repeat N times); each entry corresponds to an entry
in the Coordinates list and indicates type of access available to that
Plane, Line or State; and Signature - a cryptographic checksum of 20
preceding elements in AcceasCert computed using a MasterAccessSignKey by
the owner of this set of Profile States, issued to SP. The Token uses this
AccesaCertificate to determine the 25 Plane, Line and State to which system
has access, and functions permitted. This example illustrates a typical,
secure and efficient implementation for Token - system authentication and
access rights determination. In this example, the Signature is 30 computed
from a secret key (Access Certificate Signature Key or ACSK) specifically
assigned to the vendor by the Profile owner. The ACSK can be a Triple DES
or AES key. This Key is derived from a Master Access Certificate Signature
Key or MACSK, and the SP 35 Id. The MACSK is stored in the Token and is
used to derive the ACSK when the AccessCertificate is presented during the
Token - system interaction. The   - 32  ACSK is used to derive the
Signature in the AccessCertificate using the other data elements in the
certificate through CBC-mode encryption, where the signature is the last
result block of the CBC 5 operation. CBC-mode encryption, or
cipher-block-chaining mode encryption is an industry-standard approach to
encrypting blocks of data using secret key encryption 10 algorithms such as
DES or Triple DES, and will not be explained here. Public Key Alcrorithm 



There are other possible implementation approaches to 15 embody this
invention. Other approaches include the use of public key algorithms such
as RSA or Elliptic Curve Cryptography, where use of master keys are
replaced with the use of a public key scheme. In a public key scheme, the
Certificate is signed by the 20 issuer using its Signature key and the
Token verifies the Signature using the Public Key Certificate issued by
issuer and preloaded in the system, and presented to the Token with the
Access Certificate. 25 The Token is able to verify the issuer's Signature
Public Key Certificate by use of a Certificate issued by a Certification
Authority, which is typically a neutral party trusted by a11 participants
in the system, and who is entrusted with the responsibility 30 for issuing
Certificates to the various parties based on operational requirements,
including the CA Certificate which is used to verify the authenticity of
the Certificates presented to the Token by the system and vice-versa. The
methodology for using 35 public key verification is common knowledge
amongst practitioners of the discipline.   - 33  Further examples of
typical applications of the method of the above described embodiments are
as follows: Example 1 5 The following is an example of an embodiment where
the users are customers, at least one provider is a retailer, and the
activity is a transaction involving the purchase of goods. In a typical
interaction at a point of sale at a retailer, the Profile in the Token 10
held by the customer is used to ensure customer is given the optimum
incentive for maximizing potential future patronage. In this example, illu~
15 5, the Token is a chip point-of-sale terminal it is connected, which
register, payment host host. 20 strated schematically in figure card and
the system comprises a (POS) and the systems to which may include the
electronic cash and loyalty or CRM application The chip card 50 is a
typical embodiment of the Token, and a typical profile structure described
above. The chip card 50 communicates with the point-of-sale terminal 52
through a card reader/writer unit 54 by 25 means of electrical contacts,
radio frequency or infra-red light signals. The chip card 50 Token holding
the customer profile may also incorporate other applications, such as 30
credit card or debit card payment functions, 



membership identification, etc. and is compatible with the chip card
reader/writer unit 54 in the point-ofsale terminal 52. 35 The point-of-sale
terminal 52 can be of any make typically used for payment transaction
processing, such as those used for credit card transactions which   - 34
are equipped with a programmable processor unit 56. The memory 58 in the
POS terminal 52 is loaded with a computer program containing instructions
for 5 controlling the behaviour of the system and data. Control of the
process at the POS terminal 52 is through algorithms encapsulated in
scripts, which are lines of instructions that are interpreted by a script
engine loaded in the POS terminal 52. These scripts 10 are replaceable and
downloaded as and when a change is required, and permit greater flexibility
in changing the processing rules at the POS terminal 52 without the need
for replacing the actual software in the POS terminal 52. 15 The typical
POS terminal 52 also includes a display 60, keyboard 62, receipt printer
64, and communication interface 66 capability to work with a
remote/external host computer system 68 such as Electronic Cash 20
Registers (ECRs) 70, payment transaction authorization hosts and loyalty
application hosts which may be in remote locations. The transaction
proceeds as follows: 25 Initiation: Start of business transaction; and
customer's Token is presented to system. Authentication sequence: 30 System
initiates Token - system authentication sequence as described above. User
interaction sequence: After successful Token-system authentication, the 35
system (POS terminal 52 in this example) may optionally (depending on the
implementation) prompt the operator by means of display 60 to enter a PIN.



- 35  Depending on the provider's requirements, the POS terminal 52 may be
configured to prompt for PIN on every activity, or it may, for customer
convenience or risk management be configured to prompt for a PIN only 5
after every N activities or after some total value of activities exceeds a
limit set either in the Token as part of the profile or in the POS. The PIN
may be verified by the Token or the system; if done in the Token, it is
generally done by comparing the PIN with 10 a value previously stored in
the Token; if done in the system. it is typically done by comparing with a
value cryptographically generated using a Master PIN key and information
such as the Token Id from the Token. The operator is then prompted to enter
the transaction 15 details (product, purchase price, quantity, etc) through
keyboard or through the ECR (if one is connected, in which case the
information is received through an external host interface). 20 Interaction
between Token and system can involve various scenarios, one of which is
listed in the following: Based on the transaction information such as
product code, quantity and price, system 25 selects the relevant Profile
State coordinates and sends request to Token for a check against the
customer's entitlement. Profile States selected return the optimum
entitlement index to offer the customer, based 30 on, for example, any
combination of the customer's personal data, past activity data, predicted
activity, and responses data. Alternatively, where the computational
capacity of the Token is too limited to effect this 35 computation of the
entitlement index, the relevant component Profile State values may be
returned to the system for computation.   - 36  Examples of typical
formulae for this computation would include empirically derived factors and
use of attribute information from the activity, and would have the
following 5 form: E = function (a, b, c, ... Po, P1) where a, b, c, ... are
empirical factors derived 10 from historical data such as, for example, by
analysis of customers with broadly similar attributes and purchasing
patterns as the customer, and Po and P1 are respectively some attribute of
a past and the present activity. 15 `E' then forms the basis for the system
to decide on the customer's entitlement. For example, the customer may be
entitled to $X off the next purchase of $Y at Partner A. 20 These rules
would be embedded in rules loaded into the POS terminal 52, either as rule
scripts or as a look-up table. 



`E' may also form the basis for selecting an 25 appropriate cross-selling
proposition for the customer. A look-up table in the system is used to
select the most appropriate cross-selling offer and display or print this
offer on the spot at the end of the 30 transaction. Formulae used in real
systems may vary with different provider requirements, different customer
segments and different population 35 segments, etc. Tha system uses either
the user profile data   - 37  returned from the Token or the entitlement
index derived from the Token as described above to compute and display,
print or otherwise notify the customer of the customer's 5 entitlement
(e.g. a coupon for a discount or a gift) both for present transaction and
for future transactions. This computation is effected through rules
implemented in the system. These rules may be formulated based on 10 an
understanding of the customers' propensities, preferences and needs gleaned
from empirical data gathered from samples of customer behaviour and
attribute data. The formulae may include risk management criteria 15 that
are used to decide when the system must require additional user
authentication before allowing the processing to proceed further.
Customer's acceptance or rejection of the offer 20 can be updated in the
Profile to make subsequent Profile indices even more accurate. Transaction
is completed. 25 Example 2 In this example, the user is a customer of a
provider offering hire purchase goods. The customer (user) profile is used
to determine the customer's credit rating in an environment where the
provider (in this 30 example a Department Store offering hire purchase of
electrical goods) does not have enough information and uses the component
of the customer profile of a partner Financial Institution (FI) to
determine the credit rating. This interaction may occur in a 35 physical
shop, via the Internet or by mobile phone. The point of interaction system
in this example may therefore be a physical point-of-sale terminal, a PC   



- 38  on the Internet or on the mobile phone over WAP and GPRS, PDA or some
other interactive-capable technology appropriately configured with the
software programs implementing this invention. 5 Initiation: Token is
presented to the system, and the operator (a cashier or customer service
officer) is prompted to enter the transaction details such as amount,
details 10 of goods. hire purchase period, etc. Authentication: The system
initiates the Token-system mutual authentication sequence, and continues if
the sequence 15 is successfully concluded. Credit rating: The system sends
a request to Token for an index of customer's credit rating (C). The index
may be a 20 function of the amount of past business done (Q) in a specified
period (P), the number of late or delinquent repayments (D), income band
(S) if known, occupation (O), and other relevant variables. The index may
be a pre-computed value stored in the customer profile 25 (derived from
historical data in soma host-based process and loaded into the Profile, or
a value that had been dynamically generated and updated in the course of
previous interactions with the customer), or a dynamically generated value
derived based on a 30 formula stored in the system or in the Token and
which uses values retrieved from the Profile States as input parameters to
the formulae. The typical form of a formula to derive C is as 35 follows: C
= function (a, b, c, ..., Q, P, S, O, D)   - 39  where coefficients `a',
`b', `c'... are empirically derived from analysis of historical data for
customers with profiles similar to the customer's. C translates 5 into an
absolute amount in credit worthiness through a table of values or through a
formula of the form credit limit V = function (p, q, ..., C) , where both
the table values and the coefficients (p, q, ..., ) are empirically
determined. 10 In the event the credit limit V is insufficient, or where
the Department Store does not have adequate business history with the
customer to determine the value V, the Department Store has an arrangement
with 



15 the aforementioned FI where the FI authorizes the Department Store to
access the part of the Profile owned by the FI, in order to obtain the
credit rating C. 20 This is accomplished by the FI issuing to the
Department Store an AccessCertificate containing the appropriate
Plane:Line:State coordinates and the relevant Signature of the FI. 25 The
sequence for obtaining the credit rating index C is as follows: System
prompts customer for permission to access FI Profile, which customer gives
by entering a PIN; system submits AccessCertificate and PIN to Token, 30
which verifies the customer's PIN, and if valid, the AccessCertificate as
described earlier in this document. The method for verification of
customer's PIN is accomplished in one of a number of ways: comparing the
PIN value with a value stored in 35 the Token; if the PIN was encrypted by
the system prior to submission to the Token, the Token decrypts the   - 40
PIN for comparison, or encrypts the PIN stored in the Token for comparison
with the encrypted version received from system. 5 The Token returns the
credit rating index (C') of customer, based on customer's profile with the
FI (rather than the Profile with Department Store). C' may, for example, be
derived based on much more comprehensive information on the customer that
is 10 available only to the FI, such as information pertaining to
customer's outstanding loans, sources of income, assets and liabilities in
general. Such a formula would generally take the form: 15 C' - function (a,
b, c, ...,R, L, O, A, T, S) where coefficients `a', `b', `c'..., are
empirically derived from statistical analysis of historical data; R is the
total monthly income, L is monthly outgoing 20 for debt repayments, O is
the occupation index, A is the total asset value, T is the period of time
customer has had business with the FI and S is the social status index of
customer. 25 This index may serve as an input to the Department Store's
rating formula to revising customer's overall rating: for example the
composite credit rating of the customer would then be derived from a
formula of the form: 30 function (a, b, c, ..., C, C' ) , where `a', `b',
`c'..., are factors derived from empirical analysis of historical data. 



35 Based on the new credit rating, the Department Store is able to make a
better decision as to whether the   - 41  customer should be offered the
credit required. Example 3 In this example the user is an employee and an 5
employee (user) profile is used to determine the wages of the employee, in
an environment where the employee's time log, leaves (medical or
otherwise), training records, performance appraisals, special achievements,
etc. are captured in an employee 10 profile, based on which the wages are
computed. In this example, the device which pays the wages is a provider.
The employee could also be a contractor. Initiation: 15 Token is presented
to the system. The system may be self-service (e. g. an ATM) or at a
conventional manned counter at the bank. Authentication: 20 The Token -
system authentication sequence is completed. User interaction; The system
issues request to Token for the wage index in the employee profile,
together with Access 25 Certificate; The Token validates AccesaCertificate
(as described above) and computes wages based on formula linked to the
specified Profile State; Formula may take as input multiple other Profile
30 States, which may be States tracking hours logged, training credits,
leave and absence records, etc, and result is returned to system; Based on
the wage index returned from the Token, the system credits the employee's
account with the wages, 35 and the relevant Profile States are updated to
indicate the transaction and serve as input to other formulae for
computation of other indices (e. g, credit   



- 42  rating at a retailer or financial institution). This application of
the invention is particularly useful for environments where access to
central records is not available, unreliable, difficult or 5 expensive, for
example in off-shore oil rigs, mines, etc. Multiple providers share aspects
of the respective user profiles known to each one to process and respond to
the user activities. 10 Example 4 In this example the different parts of
the user profile are used to track provider's (individual's) previous
actions and reactions to the user, an automated and autonomously operating
electronic toy 15 (the Toy), and through which the Toy (the user) is able
to personalize its reactions to the provider. In this example, the Toy is a
user and the Token is embedded in the dog. 20 Initiation: The individual
wears a pendant carrying an embedded chip acting as the provider. This chip
is able to interact through wireless communications with the Token in the
toy dog. The Token in the toy dog 25 contains a `user profile' containing
profile information of each `provider' or individual. Chip on provider
interacts with and identifies/is identified by the Token. 30
Authentication: A simple version of Token - system authentication sequence
is completed, wherein the Token is identified by the system. In this
example, security is not a major concern, and authentication may serve
simply to 35 establish the nature of the Token in order that the system may
react correctly to it.   - 43  User interaction: The user profile in the
Token (the Toy) indicates to the `system' (the chip on the pendant) that it
has not had a contact in over a weak, and causes the toy dog 5 to react by
being extra friendly, and may even ask the individual a question regarding
his activities or his well-being. Depending on the individual's response
and the Toy's 10 capabilities and algorithms, the interaction between 



the Token and the system is correspondingly modified by the user profile
and each interaction continues to enrich the user profile. 15 In this case,
the user profile in the Token in the toy dog contains multiple profiles
from different `providers', some aspects of which may be shared between
providers and soma which are private to each `provider'. 20 Example 5 In
this example the user profile is used to determine the user's identity and
record indices indicative of the user's previous preferences, actions and
reactions 25 in a building, such that access to different parts of the
building may be permitted or denied based on the user profile, and each
room the user eaters automatically adjusts the lighting, temperature, etc
to the preferences of the user. In this example, the 30 controllers which
adjust lighting, temperature etc. are one or more providers. The Tokens may
be issued by the employer (there may be more than one employer in the
building), and only a sub-set of the profile is shared with the general
building control in common 35 areas shared between employers. Within the
premises of an employer, the user profile may be used to determine user
preferences and privileges.   - 44  Initiation: The Token, which is a chip
embedded in a pendant or watch worn by user, the chip being capable of
wireless 5 communication through radio frequency signals, is presented to
the system comprising a building fully automated where possible and which
is constantly polling the environs to detect Tokens in the vicinity, based
on which the building may automatically readjust 10 the parameters to
better suit the user. Authentication: The Token-system authentication
sequence is completed as a security measure where relevant, wherein the 15
Token is identified by the system. In this example, security in terms of
ensuring the correct identity of the Token is a major concern, and
authentication may serve to establish the type of access or facility
permitted to the user. 20 User interaction: The system (the building)
detects from the user profile that the user prefers a particular room
temperature, background music, lighting etc and 25 adjusts the room
settings accordingly. 



The system then permits the user access to different parts of the building
or access different equipment and facilities based on the Profile. 30 Such
an application may be used in a banking facility where personalized
services are offered to the individual user in addition to basic banking
functions, such that user is led to private facilities with personal
attention paid to user's needs and 35 recorded in the Token, and
information stored in the Token is used to decide additional entitlements.
- 45  5 10 15 20 25 30 35 Examt~le 6 In this example the custome determine
the customer's customer's consumption of sere' as a basis for billing the
cu or goods consumed. r profile is used to identity and record ices, which
then serves stomer for the services Initiation: The Token, which in this
example is a chip embedded in a card, is presented to a suitably equipped
computer terminal (comprising part of the system). The Token and the system
communicate through one of the many conventional means including, for
example, through a conventional contact chip card reader complying to IS
7816 standards, or a contactless reader complying to IS 14443, or through
Hluetooth protocols, infra-red signals etc. In this example, the issuer of
the Token may be organisation A (e.g. a bank), whilst the provider may be
an Internet service provider or retailer. Authentication: The Token-system
authentication sequence is completed in order to establish authenticity and
identity. User interaction: 



The customer profile holds the credit limit or entitlement information and
the consumption to date. The credit available may be determined as set out
in Example 2, based on Profile States shared with more than one provider.
If there is available credit, the customer is allowed access to the service
required. Through the course of the access session, the customer profile is
updated in discrete unit steps, for example on a 30 second interval basis,
etc. At the time of each update, the available credit is checked. If credit
is completely   - 46  used up, the system stops permitting access.
Throughout the session, the Token - system are in contact. If contact is
lost, access is denied to the customer. Services that may be dispensed in
this 5 manner include simple computer-sharing services and application
sharing services. In a variation of this set-up, the Token could be a pass
into a sports facility and the system is a 10 turnstile gate. The Token is
updated with the latest access information each time customer enters the
facilities. During the activity, the user profile could be used to 15 carry
out targeted marketing where the user is exposed to offers from different
providers relevant to the profile . Example 7 20 In this example a customer
profile in the Token held by the customer is used to enable the provider to
give the optimum personalised pricing for goods or services to the customer
at the point of interaction. 25 Initiation: The Token, which in this
example is a chip embedded in a card, is presented to a suitably equipped
point of sale terminal (comprising part of the system). 30 Authentication:
The Token-system authentication sequence is completed in order to establish
authenticity and identity. User interaction: 35 Hased on the transaction
information such as product code, quantity and price, system selects the
relevant Profile State coordinates and sends request to Token  



- 47  to determine the optimum price index for the customer. The index and
hence the price to be offered and displayed are effected through rules in
the Token and/or the system. These rules may be formulated 5 based on, but
not limited to, the customer's history of purchases and activity, length of
relationship with the provider and propensities for future patronage.
Customer's acceptance or rejection of the offer can be updated in the
Profile to make subsequent Profile 10 indices even more accurate. This
invention may be used for, but is not limited to, applications in the areas
of customer relationship management, customer acquisition management,
customer 15 retention management, customer reward management, customer risk
management, customer profitability management, data repository management,
identity management and marketing management. 20 Modifications within the
spirit and scope of the invention may be readily effected by those skilled
in the art. It is to be understood, therefore, that this invention is not
limited to the particular embodiments described by way of example
hereinabove. 25 For the purposes of this specification it will be clearly
understood that the word "comprising" means "including but not limited to",
and that the word "comprises" has a corresponding meaning. 30   z - 48
CLAIMS 1. A method of managing an activity, including: a user making a
request to engage in an activity with a first of a plurality of providers;
and 5 said user presenting to said first provider a personal data storage
device, said device provided with identification data to identify said user
and a user profile comprising a plurality of sets of user profile data,
each set of user profile data pertaining 10 to at least one of said
plurality of providers; wherein said user's request to engage in said
activity is assessed according to one or more sets of user profile data. 



15 2. A method as claimed in claim 1, wherein said user's request to engage
in said activity is assessed if possible according to the set of user
profile data pertaining to said first provider, and if not possible
according to the user profile data pertaining to said 20 first provider and
one or more sets of user profile data pertaining to one or more other
providers, or only according to one or more sets of user profile data
pertaining to one or more other providers. 25 3. A method as claimed in
claim 1 or claim 2, wherein at least one set of user profile data includes
activity data concerning any past activities said user has engaged in with
a provider or providers to which the set of user profile data relates, and
the step of 30 assessing said user's request is based at least partly on
said activity data. 4. A method as claimed in any one of the preceding
claims, wherein at least one set of user profile data 35 includes response
data concerning any past responses received by said user, and assessing
said request is based at least partly on said response data.   - 49  5. A
method as claimed in any one of claims 1 to 4, wherein at least one set of
user profile data includes personal data and assessing said request is
based at 5 least partly on said personal data. 6. A method as claimed in
any one of claims 1 to 5, wherein at least one set of user profile data
includes predictive data concerning future activities in which 10 said user
is likely to engage with a provider or providers, and assessing said
request is based at least partly on said predictive data. 7. A method as
claimed in any one of the preceding 15 claims, wherein each of said sets of
user profile data constitutes a sub-profile of said user profile. 8. A
method as claimed in any one of the preceding claims, further including
updating said user profile. 20 9. A method as claimed in claim 8, including
updating said set of user profile data pertaining to said first provider to
include additional information to reflect said activity. 25 10. A method as
claimed in claim 8 or claim 9, including updating said set of user profile
data pertaining to said first provider to reflect said activity if said
activity is completed. 



30 11. A method as claimed in any one of claims 1 to 10, further including
determining any response to which said user is entitled. 35 12. A method as
claimed in claim 11, further including updating said set of user profile
data pertaining to said first provider to reflect any   - 50  response
received by said user. 13. A method as claimed in any one of claims 8 to
12, further including updating the set of user profile 5 data pertaining to
at least one other provider. 14. A method as claimed in claim 13, wherein
said set of user profile data pertaining to at least one other provider is
only modified if said at least one other 10 provider has granted access
rights to said first provider. 15. A method as claimed in any one of the
preceding claims, including controlling access to different 15 parts of the
user profile data shared by selected providers through use of a digital
certificate and user profile data coordinates, to thereby enable access
rights to be modified by altering the digital certificate. 20 16. A method
as claimed in any one of the preceding claims wherein said user is required
to provide consent to the access of data in relation to selected requests
to engage in an activity. 25 17. A method as claimed in any one of the
preceding claims wherein said user is required to provide identification
data in relation to selected requests to engage in an activity. 30 18. A
method as claimed in any one of the preceding claims, wherein said activity
is a purchase of goods and/or services from a provider of goods and/or
services. 35 



19. A method of providing a response to a user, comprising:   - 51  said
user making a request to engage in an activity with a first of a plurality
of providers; said user presenting to said first provider a personal data
storage device, said device provided 5 with identification data to identify
said user and a user profile comprising a plurality of sets of user profile
data, each pertaining to one of said plurality of providers; and
determining any response to which said user 10 is entitled upon making said
request; wherein said user's entitlement to said response is assessed at
least according to said user profile data pertaining to one or more of said
providers. 15 20. A method as claimed in claim 19, wherein said user's
entitlement to said response is assessed if possible according to the set
of user profile data pertaining to said first provider, and if not possible
20 according to the user profile data pertaining to said first provider and
one or more sets of user profile data pertaining to one or more other
providers, or only according to one or more sets of user profile data
pertaining to one or more other providers. 25 21. A method as claimed in
either claim 19 or 20, wherein at least one set of user profile data
includes activity data concerning any past activities said user has engaged
in with a provider or providers to which 30 the set of user profile data
relates, and the determination of any response to which said user is
entitled is based at least partly on said activity data. 35 22. A method as
claimed in any one of claims 19 to 21, wherein at least one set of user
profile data includes response data and said determination of any   - 52
response is based at least partly on said response data. 



23. A method as claimed in any one of claims 19 to 5 22, wherein at least
one set of user profile data includes personal data and said determination
of any response is based at least partly on said personal data. 10 24. A
method as claimed in any one of claims 19 to 23, wherein at least one set
of user profile data includes predictive data concerning future activities
in which said user is likely to engage with a provider or providers, and
said determination of any response 15 is based at least partly on said
predictive data. 25. A method as claimed in any one of claims 19 to 24,
wherein each of said sets of user profile data constitutes a sub-profile of
said user profile. 20 26. A method as claimed in any one of claims 19 to
25, further including updating said user profile. 27. A method as claimed
in claim 26, including 25 updating said set of user profile pertaining to
said first provider to include additional information to reflect said
activity. 28. A method as claimed in claim 26 or claim 27, 30 including
updating said set of user profile data pertaining to said first provider to
reflect said activity if said activity is completed. 29. A method as
claimed in any one of claims 26 to 35 28, further including updating said
set of user profile data pertaining to said first provider to reflect any
response provided to said user.   - 53  30. A method as claimed in any one
of claims 26 to 29, further including updating the set of user profile data
pertaining to at least one other provider. 5 31. A method as claimed in
claim 30, wherein said set of user profile data pertaining to at least one
other provider is only modified if said at least one other provider has
granted access rights to said first 10 provider. 32. A method as claimed in
any one of claims 19 to 31, including controlling access to different parts
of the user profile data shared by selected providers 15 through use of a
digital certificate and user profile data coordinates, to thereby enable
access rights to be modified by altering the digital certificate. 



33. A method as claimed in any one of claims 19 to 20 32, wherein said user
is required to provide consent to the access of data in relation to
selected requests to engage in an activity. 34. A method as claimed in any
one of claims 19 to 25 33, wherein said user is required to provide
identification data in relation to selected requests to engage in an
activity. 35. A method as claimed in any one of claims 19 to 30 34, wherein
said determination of any response involves a determination of any benefit
redeemable by said user. 36. A method as claimed in any one of claims 19 to
35 34, wherein said activity is a purchase of goods and/or services from a
provider of goods and/or services.   - 54  37. A method of managing an
activity, comprising: each of a plurality of providers maintaining a
database having a user profile pertaining to said 5 user and comprising a
set of user profile data; and said user making a request to engage in an
activity with a first of said plurality of providers; wherein said user's
request to engage in said activity is assessed if possible according to the
10 set of user profile data of said user maintained by said first provider
and, if not possible, either according to the set of user profile data of
said user maintained by said first provider and the set of user profile
data of said user maintained by one or more 15 other providers, or only
according to the set of user profile data of said user maintained by one or
more of said other providers. 38. A method as claimed in claim 37, wherein
at least 20 one set of user profile data includes activity data concerning
any past activities said user has engaged in with a provider or providers,
and assessing said activity is based at least partly on said activity data.
25 39. A method as claimed in claim 37 or claim 38, wherein at least one
set of user profile data includes response data concerning any past
responses received by said user, and assessing said activity is based at 30
least partly on said response data. 



40. A method as claimed in any one of claims 37 to 39, wherein at least one
sat of user profile data includes personal data and assessing said activity
is 35 based at least partly on said personal data. 41. A method as claimed
in any one of claims 37 to   - 55  40, wherein at least one set of user
profile data includes predictive data concerning future activities in which
said user is likely to engage with a provider or providers, and assessing
said activity is based at 5 least partly on said predictive data. 42. A
method as claimed in any one of claims 37 to 41, including updating said
set of user profile data pertaining to said first provider to include 10
additional information to reflect said activity. 43. A method as claimed in
any one of claims 37 to 42, including updating said set of user profile
data pertaining to said first provider to reflect said 15 activity if said
activity is completed. 44. A method as claimed in any one of claims 37 to
43, further including determining any response to which said user is
entitled. 20 45. A method as claimed in claim 44, further including
updating said set of user profile data pertaining to said first provider to
reflect any response received by said user. 25 46. A method as claimed in
any one of claims 37 to 45, further including updating the set of user
profile data pertaining to at least one other provider. 30 47. A method as
claimed in claim 46, wherein said set of user profile data pertaining to at
least one other provider is only modified if said at least one other
provider has granted access rights to said first provider. 35 48. A method
as claimed in any one of claims 37 to 47, including controlling access to
different parts of  



- 56  the user profile data shared by selected providers through use of a
digital certificate and user profile data coordinates, to thereby enable
access rights to be modified by altering the digital certificate. 5 49. A
method as claimed in any one of claims 37 to 48, wherein said user is
required to provide consent to the access of data in relation to selected
requests to engage in an activity. 10 50. A method as claimed in any one of
claims 37 to 49, wherein said user is required to provide identification
data in relation to selected requests to engage in an activity. 15 51. A
method as claimed in any one of claims 37 to 50, wherein said activity is a
purchase of goods and/or services from a provider of goods and/or services.
20 52. A method of providing a response to a user, comprising: each of a
plurality of providers maintaining a database having a user profile
pertaining to said 25 user and comprising a set of user profile data; a
user making a request to engage in an activity with a first of said
plurality of providers; and determining any response to which said user 30
is entitled upon making said request; wherein said user's entitlement to
said response is assessed if possible according to the set of user profile
data of said user maintained by said first provider and, if not possible,
either according 35 to the set of user profile data of said user maintained
by said first provider and the set of user profile data of said user
maintained by one or more   - 57  other providers, or only according to the
set of user profile data of said user maintained by one or more of said
other providers. 



5 53. A method as claimed in claim 52, wherein at least one set of user
profile data includes activity data concerning any past activities said
user has engaged in with a provider or providers to which the set of
profile data relates and said determination of any 10 response is based at
least partly on said activity data. 54. A method as claimed in claim 52 or
claim 53, wherein at least one set of user profile data includes 15
response data concerning any past responses received by said user, and
determining any response to which said user is entitled based at least
partly on said response data. 20 55. A method as claimed in any one of
claims 52 to 54, wherein at least one set of user profile data includes
personal data and said determination of any response is based at least
partly on said personal data. 25 56. A method as claimed in any one of
claims 52 to 55, wherein at least one set of user profile data includes
predictive data concerning future activities in which said user is likely
to engage with a provider 30 or providers, and said determination of any
response is based at least partly on said predictive data. 57. A method as
claimed in any one of claims 52 to 56, including updating said set of user
profile data 35 pertaining to said first provider to include additional
information to reflect said activity.   - 58  58. A method as claimed in
any one of claims 52 to 57, including updating said set of user profile
data pertaining to said first provider to reflect said activity if said
activity is completed. 5 59. A method as claimed in any one of claims 52 to
58, further including updating said set of user profile data pertaining to
said first provider to reflect any response provided to said user. 10 60. A
method as claimed in any one of claims 52 to 59, further including updating
the set of user profile data pertaining to at least one other provider. 15
61. A method as claimed in claim 60, wherein said set of user profile data
pertaining to at least one other provider is only modified if said at least
one other provider has granted access rights to said first provider. 



20 62. A method as claimed in any one of claims 52 to 61, including
controlling access to different parts of the user profile data shared by
selected providers through use of a digital certificate and user profile 25
data coordinates, to thereby enable access rights to be modified by
altering the digital certificate. 63. A method as claimed in any one of
claims 52 to 62, wherein said user is required to provide consent 30 to the
access of data in relation to selected requests to engage in an activity.
64. A method as claimed in any one of claims 52 to 63, wherein said user is
required to provide 35 identification data in relation to selected requests
to engage in an activity.   - 59  65. A method as claimed in any one of
claims 52 to 64, wherein said determination of any response involves a
determination of any benefit redeemable by said user. 5 66. A method as
claimed in any one of claims 52 to 65, wherein said activity is a purchase
of goods and/or services from a provider of goods and/or services. 10 ' 67.
A personal data storage device for use in managing a activity between a
user and a provider, said device provided with identification data to
identify said user and a user profile comprising a 15 plurality of sets of
user profile data, each pertaining to one of said plurality of providers.
68. A device as claimed in claim 67, wherein each of said sets of user
profile data constitutes a sub 20 profile of said user profile. 69. A
device as claimed in either claim 67 or claim 68, wherein said personal
data storage device has magnetic, optical or electronic memory storage
means 25 for storing said user profile. 70. A device as claimed in any one
of claims 67 to 69, wherein the personal data storage device is embedded in
one of a card, a credit card, a mobile 



30 terminal, a personal digital assistant, a watch, a toy or a pendant.
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