; e3edl aL@TI (i Avm-~n~ FIELD OF THE I NVENTI.ON The present invention relates
a,,to a method of nmanaging 5 an activity and a method of provi nse

to a user of a particular but by no neans excl usive appli caﬂ'lmmmmm mmmm

processing a request made by a user to engage in a transaction vlvl59 9,.,a

provi der of goods or services. 10 BACK ND OF THE | NVENTI ON Exi’sting

met hods of conducting certain transactions enploy " custone sh p
managenent' (CRM), where the customer is accorded di fferen@ ’gﬁ”@w@ wm
privileges, or given parti cataIvDlY MENACEMERT KeETHOD NESSa g on
i nformati on known about the customer by the provider of the de$P¥®EH good or

service. Such CRM practices involve apparatuses that are networked to a
central servetfIERND ST JBES I INYBUISIO¥m 20 that is maintained by the entity

providing theygo eéé‘:'iﬁ” ERvOht SOTErasseelbated Lepeinda (SEChaRagibequent
flyer poi nts" or "freguent fIyer m |l es") and information about eac

cust omer . 225 aﬁovﬁe‘ifé‘rv i 289ng ERM‘ﬁiiaEtfl RO VHAIE I &/ FSFPR B/ ECKE. | n
particul ar, tidy resplire ipdietitaunact oo arﬂdyCOﬂHUHméahbonekﬁlﬁQalvetl me to
the central ser 8l nd/ or, t he ene{al are cugb e 1o | nt; as a
result they dFETyHicarty ex%’\é TVE 1D r8ﬁ5?5 dfdl?l'é ere Pities
partici pati ngngageo| {mber at¥amsCRMdmceinhny mx‘m’e@ern0§hag¢wys weat they
know about a ggustiey, owing to both technol ogical constraints and consumer
privacy concerns. 35 SUMVMARY OF THE INVENTION It is an object of the
present }fvention, therefore, - 2 to obviate at |east sone of the

difficulties m@nm o t'ﬂmemmomust oner relationship management
systens. 5 cardi.n fi.rst_proad ect of_the ent in entlon
There T or bt iak . RrERour” abn Gt e o i cER AP A A Lo Ee:
making a requmiﬂdyo ‘engsegenemn reelEcionsiip whaagefenist OCRM) pl whelret y  of
providers; andel0 sgifohse’ LESMidad® Saud:LLbal Proldlered pegsonal

data storage vi ce, sal device provi ded wt entification data to
i denti f yl5ai Priyileges a o5 egiyenf ipareiniptani p§farpl and | ppréptings of

user profil epdalsrge®dChasgbnalingsesn Priffdtndtetch PRHA Bbout the
customer by the provider of the desired good or

service. Such CRM practices involve apparatuses that

are networked to a central server or processing system

20 that is maintained by the entity providing the good,
service or some associated benefit (such as “frequent

flyer pointa” or “frequent flyer miles”) and

information about each customer.

25 However, existing CRM practices have several
drawbacks. In particular, they require inter-
connection and communication in real-time to the
central server and/or they generally are cumbersome to
implement; as a result they are typically expensive to

30 operate. In addition, entities participating in

collaborative CRM face many hurdles in sharing what

they know about a customer, owing to both
technological constraints and consumer privacy
concerns.

35
SUMMARY OF THE INVENTION

It is an object of the present invention, therefore,



15 to at | east one of said plurality of providers; wherein said user's

» fequest to engage in said activity is assessed according to one or nore
sets of user profile data. 20 Preferably said user's request to engage in
said activity is assessed if possible according to the set of user profile
data pertaining to said first provider, and if not possible according to
the user profile data pertaining to said 4itst provider and one 25 or nore
sets of user profile data pertaining to one or nore other providers, or

only according t 008920 MY Sebasel URfHe Prefki | ecplat agaereliainictigst 0 one
or nore other providers. 30 Thus, even, though the user may make a  request
to engage in QQﬁQRﬁq)/vW%?Pa.f?*%?tbﬁ%vid%F?t?ﬁ%ractFﬁﬁﬁﬁlﬁﬁﬁhﬁﬁ fact be
approved accaafiag@enienthalstddnes . user profile data pertaining to that first
provi der and al so the user profile data pertaining to either a 35 second
provider or a plurality of second providers. Indeed, the activity could be
approved accocdiongliing t ke user £proti |krord a afpadie setofdepr priegentor a

- 3 plural ity Qfh+SEONde PEAY| 48" S iMted fa - mbRHoAX Y| Raddi§iH§ebnProfile
data of the first were entirely inadequate. It should be noted That this
net hod does AGtiSAYUdNHYYESsi bility of conducting other checks 5 on the
user's acceptability. TBheupefsandtifipt & Skegagstdeys Cergagde ireadnby any
sui tabl e neans, _.but thi.s. would typically.conprise an_el ectronic reader. 10
Thi's aspect G TiNE Pnuith oh o &F BsBRUE o Vet PERTEACE ndP8 dat a
comruni ci®i ons are not said ualelre presentéhgabbesaidefpersi peovadert anakes

avail abl e 1 hool:and AGkhYi L¥oFBOROCIERL.£APIAILY | ideS ik Oblobipgaso that,
for exanple, "a bonus can be distributed at the polnt Q# i nteraction.
Preferably, ¥t relenelfifansnideradde delrinfy ngaady YaeHpoReE Bo which

sai d user sl (p£e£i28 Romiparizihyg a4 blashleRe S&f ebtesesf puekrl € data
i ncl udes act|V|3%gga%f concer |q? a&%ﬁpast act|¥l%|e§ sai d user, has engaged
inwith a pr&Fcdertorfdhdvi & Wit cCREEhePERt 0P HRER BPEFRABLEEt a

rel at es,1and tichat23 estst) onfe ass aadidnglexiad ityeo'fs pregqudetrsi;s based at | east
partly on said activity,data., PLgtgrably..af |easiefine Set egjgalé%er jprofile

data i ncludes response data concerning any past-responses
said activity is assessed according to one or more

sets of user profile data.

20 Preferably said user’s request to engage in said
activity is assessed if possible according to the set
of user profile data pertaining to said £first
provider, and if not possible according to the user
profile data pertaining to said first provider and one

25 or more sets of user profile data pertaining to one or
more other providers, or only according to one or more
sets of user profile data pertaining to one or more

other providers.

30 Thus, even though the user may make a request to
engage in an activity with a first provider, the
activity may in fact be approved according to both the
user profile data pertaining to that £first provider
and also the user profile data pertaining to either a

35 second provider or a plurality of second providers.
Indeed, the activity could be approved according to

the user profile data of the second provider or a



30 received by said user, and assessing said request is based at | east
partly on said response data. Preferably, at |east one set of user profile
data includes personal data and assessing said request is 35 based at |east
partly an said personal data. Preferably, at |east one set of user profile
data f - 4 includes predictive data concerning future activities in
which said user is likely to engage, and %sSessing said request is based at
| east partly on said predictive data. 5 Preferably each of said sets of

user profile gl a CONStdE UsESoRd SPPoPL@éts CoRiysalid US@brDlieXample -
Preferably sai.d net hod |ncE3§§s a datin s§$d qéfr 10J§%$flle..hbre
preferably saitf ndt¥fdd BFQddEs gaﬁtiﬂ sHPY SErT Y e o BHE at a
pertaini ng tarmsdatpidtest prLovistenltobenclamkd atlthat | ohaks methodatdoas t 0
reflect said I Vit 115 e i.d i d dagi aid set
of user proffﬁ% d%fé?%%%i%ﬁ%i%§£$g£%%?g*f??E%ggggsggéa ?%h%%f?g§¥g§§id
activity Bf s cchetysdn’ys jacesntabdilddy Preferably sai d net hod i ncl udes
updating said set of 20 user profile data pertaining to said first provider

- to reflect agg response received by said user. Preferably said method
i ncl udes upda@thgPeREcEaL FatfsePtPraTe| de¥ics AR aPRi FPaD BY 1B&¥st one
ot her 25 prowuletabl¥ eheanbl y il delskd wbulldertypiafdlls, debmppeséaiam ng to

at | east one q?hq{ rovider.is only nodified if said at | east one other
e eﬁ] reader

provi der has gra S ae dess rights 30 to said first provider. Preferably
sai d nethed i ncludes controlling access to different parts of the user

profile dataqhay edhdpecie! et ey OVindRInt iidl OUGh WIS P! waethdi t #Hor35
certificate and user profile_data cqordinates, to thereby enabl e access
rights to be SFYHAIRELHS al Woerfg t ARER| gi FeMMER}¢RF{QRE . are mot

available, not reliable or expensive, as it makes
available the CRM and activity management capabilities
15 off-line 8o that, for example, a bonus can be

distributed at the point of interaction.

Preferably, said method further includes determining
any response to which said user is entitled.
20
Preferably at 1least one get of user profile data
includes activity data concerning any past activities
said user has engaged in with a provider or providers
to which the set of user profile data relates, and the
25 8step of assessing said user’s request is based at

least partly on said activity data.

Preferably at least one set of user profile data
includes response data concerning any past responses
30 received by said user, and assessing said request is

based at least partly on said response data.
Preferably, at 1least one set of user profile data
includes perscnal data and assessing said request is

35 Dbased at least partly on said personal data.

Preferably, at least one set of user profile data



r - 5 Preferably said user is required to provide consent to the access of
rdata in relation to selected request to engage in an activity. 5 Preferably

said user is required to provide identification data in relation to

sel ected requests to engage in an activity. 10 According to a second broad

aspect of the present invention, there is provided a method of providing a

response to a user, conprising: said user®*naking a request to engage in an

activity with a first of a plurality of providers; 15 said user presenting

to said firstindIaddierpPedis sOVal ddaha dﬁdﬁe&gﬂﬂéevmeuﬁahdtdwitaespr ovi ded
with identifi,cation data o_identif ai.d user and a user, pro
conpri si ng aﬁﬂlﬂEﬂ?stﬁ* sBEET oﬁsuﬁéiﬁﬁﬁﬁ 19 SHERES - oBBH gé??&?ﬁ?ﬁg to one
of said pluraditd/ 20eqiegt ovider basedd det erlastng pawtlespansesaddwhi ch
sai d user is_gntit (f¥¢éugyknaklng sai d request; wherein said user s
entitlement to sald response is assessed at | east according to said user 25
proflle data pertaining to one or nore of said providers. Preferably said

user's entlt'PQf&EEraiBlysaledcheS@ﬂnS@J!é a&&@sssﬂ Ids@@S%i:@ﬁl%CCaE@hng to
the sat of user 3?d$roflle tagp%r i n ng gtsald fir provider, and if
not possi bl e SEEEFH ISR & S 1;F P Bads: ¥85& PXP 1&5 to said first
provi der and one or nore sets of user proflle data pertaining to one or

Tore oLher PERUASSOr (0 ASEREd! bl fud JR S daeliser

profile data perta one or nore Thus, for exanpl e,
wher e t hk0acwr@file.s a pmomﬁaseptﬁferilbIY6 Sald methOd includes

updating said set of user profile data pertaining to
said first provider to include additional information

to reflect said activity.

15 Preferably said method includes updating said set of
user profile data pertaining to said first provider to

reflect said activity if said activity is completed.

Preferably =said method includes updating said set of
20 user profile data pertaining to said first provider to

reflect any response received by said user.

Preferably said method includes updating the set of
user profile data pertaining to at least one other

25 provider,

Preferably said set of user profile data pertaining to
at least one other provider is only modified if said
at least one other provider has granted access rights

30 to said first provider.

Preferably said method includes controlling access to
different parts of the user profile data shared by
selected providers through use of a digital

35 certificate and user profile data coordinates, to
thereby enable access rights to be modified by
altering the digital certificate.



goods or services a user mght be entitled to a response in the formof a
di scount based on spending history with that - or sone other - provider of
goods or services. 5 Preferably at |east one set of user profile data
includes activity data concerning any past activities said user has engaged
inwith a provider or providers to which the set of user profile data

rel ates, and 10 determ ning any responsg o~ which said user is entitled is
based at | east partly on said activity data. Preferably at |east one set of
user profile data 15 includes response data and said determ nation of any

response is base at Ieast (far%%g/ pn sai d, response data Pr ef er abl % at
| east one satt IESRARLHARTT HRR% 2207 PACETAR s FRePEBN ARSI SPR35RE
det ermi nat i orthad wesesqsﬁnaatas ilna s atti dreatsd paléd:ye@nrea__udspeltsonal

data. Pref erae[t;lg/ %ocqt of user profile data 25 includes
predictive da goncer ni ng Ur€ ‘activities in which said user is likely
to engage5 and said determ nation of any response is based at |east partly

on said predigld Ao HhRCCOREAT 1aA t hig 1t1reaad IECH R ildae
present inventjon, there IS gr ovided a pethod o |€g%an activity,

conprising: eARGFELEFHIA ?§aofmpr’69?‘ﬂE?'%nm£ t%\? @ FEEFEEE havi ng
a user profilm paigajeniing dro axdidridy .user and conprising a set of user
profile data; and said user making a request to engage in an activity with
a first of said plurality of providers; r wherein said user's request to
engage i h0saidcamdinig y tios asssarantl | breaski Bepeatc v tli Mihe orriegensdt of

user profile jQafdh forsal thehiS@r i %:95@5.88& by, Sdtchdd r ok BEQV&Q% agd, if
not possible, either 5 according to the set of user proffle data of said

user mai nt ai rF@cFHﬂPsﬁaﬁP & r“‘:ﬂerpr SARILRNG t he set of user profile data of
sai d user nmuintai ned byadde WeOhakDhBEla Préyuslet S toOlenige athomti Ng to

Sai d ot her pROVITAS AT % AJERY udh EAG A0SSY 1y PRI B™Pdquest fo
engage ihSan activity watikd askirr pregeotidgr tot beidcifivisty preyiderf act be
approved aCC%H%éHLJf’Q@kQ tg@orage device, said device provided
with identification data to identify said user and a
user profile comprising a plurality of sets of wuser
profile data, each pertaining to one of said plurality
20 of providers; and
determining any response to which said user
is entitled upon making said request;
wherein said wuser's entitlement to =said
response is assessed at least according to said user
25 profile data pertaining to one or more of said
providers.

Preferably said user’s entitlement to said response is
assessed if possible according to the set of user

30 profile data pertaining to said first provider, and if
not possible according to the user profile data
pertaining to said first provider and one or more sets
of user profile data pertaining to one or more other
providers, or only according to one or more sgsets of

35 user profile data pertaining to one or more other
providers.

Thus, for example, where the activity is a purchase of



15 user profile data maintained by that first provider and al so the user
profile data maintai ned by another provider or a plurality of other

provi ders. Indeed, the activity could be approved according to the user
profile data mai ntained by the second provider or a 20 plurality of other
providers only, if - for exanple the user _profile data naintai ned by the
first were inadequate. It wll be appreéiﬁtéd, of course, that this nethod
does not exclude other checks on the user's acceptability. 25 The activity
may be of anygdddel, dcldedivigen plar chiagse bMightsob@ repsied oredvages. In
the | ast case_the ‘resgonﬁ% hose Jages or, some ot her_enpl oynent
response. 30 7Y hg Po A% o ’f“h ‘B o&dd&saﬁg" of ??1% pP8s &H tion,
there is proviietbry metbbdtbatprowirdistpen sEesponseprovadeserf guumdd sing:
each of a plyalidy, pfeproviders nmaintaining 35 a database having a user
profile pertaining to sald user and conprising a set of user profile data;
a user maRi ng a request to engage in an g _activity with a first of

sai d pluralitproferdom defts; 1aGtdebaen Qeeg afly ﬁ@é;:pmﬁ%ﬂﬂémld‘aftasal d
user is entit]e cgeon maki, ngtsal d reg?est wherei n sai d user

entitlement tiF % eBPbhERTY s 93E3e é’c?elrfn%s?%’repﬁéﬁoraﬁtﬂﬁ’tt&etsne set
of user profidzidiatsenf haai engagednenntvaliteda bpreuwideti pst grrcmﬂdjh&rs and, if

not possi bl edtcgygvﬂglrc acgoL diglg togt Q@&_et?ﬁo{;f % d%rt%f'i@l |d user

10 mai nt ai ne Sal frrst provider and user pro |1e a of
sai d uselOnaidrtarrining onénbr reFpoBsRer tor oWy, féﬁll‘énl }IB&ECOM ng to

the set of usgfei¥dd | esdabased @ diusst BB} Ned byafde 1t iRAR, of said
ot her provi d\;{s 15 According to a fifth broad aspect of the invention,

there is pro F a personal data storage device for use in managi ng an
activity between a user and a provider, said devi ce provided with

|dent|f|cat|clpre2é)raa:§]fayto |dcint|f ggld user uzserrp flledc npri si ng
a plurality of user pro |Ie ata eac alnlng 0 one of said

pluralit¥Sof imeluidks sreppensealdiaracaand oBaddi die;amnmaum efofanye dat a

25 constitut gSegpctitl PGl ibgs&d A le&EE Hid1e. ofr ed£idblie s$ingeper sonal
dat a storage devi ce has magnetic, optical or electronic nenory storage

nmeans for ar"'rﬂg' sai d user profl |l e. More preferably said

Preferably, at 1least one set of user profile data

20 includes personal data and said determination of any
response 1is based at least partly on said personal
data.

Preferably, at least one set of user profile data
25 includes predictive data concerning future activities
in which said user is 1likely to engage, and said
determination of any response is based at least partly

on said predictive data.

30 Accorxrding to a third broad aspect of the present
invention, there is provided a method of managing an
activity, comprising:

each of a plurality of providers maintaining
a database having a user profile pertaining to said

35 user and comprising a set of user profile data; and

said user making a request to engage in an

activity with a first of said plurality of providers;



30 personal data storage device has nmagnetic, optical, or electronic nenory
storage neans for storing said user profile and said identification data.

I n one enbodi nent, the personal data storage device 35 conprises a credit
card sized card with a nenory storage neans in the formof a magnetic
strip; in another enbodi nent, the personal data storage device t g _
conprises a snmart card or a chip card. rn’sone enbodi ments, the
identification data could sinply be printed on the personal data storage
device, 5 or enbossed iwhéﬂgiri OrgRief , ufseﬁ_- gXxapphestai 66d drtfdpd S.inHerein

t he i ndi vi dual %0 V\‘?j makes exang good gnd enbo l,ment s, r‘:%l_ﬂerm
"user” is useifrtd FEFEFLEH LR ASFPBED i HAFGIBNLSI 8°°8F 6Pﬁert°

requests to esmagefi rusent i profise Axata mﬂrsasdamﬁﬁminwmeeew to
obtain servicey dT A Pr Qi dafaed N QAT 3 Uskl Ard SMRQRs ete. 15
Herein the term provi IS Used to Fefér in general terifs to an entity
whi ch can5prmmmrcygmsto sehej et of usar prhAéilecdpbaseft sadduswers

request to em&alrhém E\ftbéﬂ.&yffl@é% r@ri@le PN deiS 86€ b8l Adel' S,
enpl oyers, airlines, e- nerc ants, fjnancial 20 institutions, etc.

Provi der s rra;P’bef’I]cf'caﬁN}abé‘:fedS%’r bXEET AMRYRRed BYgons, gfhaPre
countries. Hesther theoviders peosonalysiaccagdideyitee'thes seedofousafrer to a

device. coMprisldig 7 A e SLET 38R  GELLT b 4P BCH 85 Bat" S0 hogdl & 51 200

card W|tha rrp or chip, Oor W rage gatures. or a
mobi | e déQi c@%mﬁ?m pushtidegshone or personal digital assistant, or a
chi p enbedded in objects such as watches, toys, pendants, etc, which is
suitable for 30 storing data and which can be used during an activity

engagerent W %he S¥eBvi §BPUTRhetRRr Skt PRVt ymake B ed 1B I et©
generical ly tengipe r d@ieah aad8evigRy WRKE -a e first pypredsed.equdst, 35 a
Wages requeS%é%lVlty may in fact be approved according to both the
15 user profile data maintained by that £first provider
and also the user profile data maintained by another
provider or a plurality of other providers. Indeed,
the activity could be approved according to the user
profile data maintained by the second provider or a
20 plurality of other providers only, if - for example -
the user profile data maintained by the first were
inadequate. It will be appreciated, of course, that
this method does not exclude other checks on the

user’s acceptability.

25
The activity may be of any kind, including a purchase
but also a request for wages. In the last case the
‘response’ may be those wages or some other employment
response.

30

According to a fourth broad aspect of the present
invention, there is provided a method of providing a
response to a user, comprising:
each of a plurality of providers maintaining
35 a database having a user profile pertaining to said
ugser and comprising a set of user profile data;

a user making a request to engage in an



"Activity data" in a user profile may include, any s - |~ past
activities, for exanple, purchase data such as dollars spent, currency
units, products bought, number of units produced, nunber of days worked,
nunber of days on | eave, nunber of clicks through a website, 5 nunber of
times a gane is played etc. In contrast, " Pred| ctive data" may include
predictive indices of future activities -8for exanple, an i ndex i ndi cati ng
the |ikelihood of when a certain activity will take place. 10 "Personal
data” in a usgieiofy | RieRYal Helisde datgaad BLuthiigpnder preRbiddr St at us,

| ncome, qualifications, provider relationship information, etc. 15 A
"response" w3t typi cal |y be the provision of a benefit such as a di scount,
however, it may be a prde[m;rmnmﬁgsagey aaspppseveﬂo (vwhixh obaddedidex; oOf
right, of access 1Y t herefore, aneliorates
t he technol oglscsza% d]iet% |cu2% %%?lrgng &]anre xp i ti ng the information
known aboBt the user atwmlpml rfadsl pIerseti entbelementusér amaist ovi der,

and enabl es gafdpddier pst haBebBele it RA Y MedrdE £ khe2Bdnf or Med
basis by participating prqviders such as, husinesses, or non-profit

organi zat i on®f eus@r FEe&infedata Ui 88td 1 THAtAREE BYg&Rifation

may not have firdBiChrovi@esmanan A aﬁau:op@ésilela, uaethafofalddbraﬁr@

col | ection of orgtnl zatl ns, Th| 30 i nven abI es ea(é‘ g artij C|rpat| ng
|

on
provi der, t heF%f of i Rtai nsletrs d'La]’te &\? Fin ﬁe pro | &% th

provi der éoshanamg:amedafbxecsaldhélmss @froyadsrorazwlltlcﬁ sabi pframeacti ve
profiles or subpiofd | g3edhes: asé:'ﬁ?r uﬁﬁ%gﬁéﬂ&%&ckkv'ﬁé Woih g 35 of

them For example, according to sone enbodi nents of e i nvention, when a
user makes a "r‘-’é’tﬂks@r‘f‘()’-%‘?@%\gew NORAY 2 ACLPEEING,s torithf cFety ofeMs@hat -
m i npl ement %ﬁ&ﬁl@t@aw osEssald ssepsmainthenédveit baa) ofbyhoke RIFOYr anmed
to use sone of t roflle gﬁ#a mai nt ai ned by a second provider in the
event the fir ro rpsr‘ofile data are insufficient for the 5
activitylso corrpl ete satl sfactori ly. Use of the profile data fromthe

second provi JRlcdius e Lk 6 50nd (I CaBYELY G Sund o wﬂ%nlan | ndex

of the user's 1ncone nprise the retrieva a co
derivative i r‘FdEéFet h&® Qﬁ%ﬁ@dqu’esl’?ﬁmn%hc#ata storage device

use in managing an activity between a user and a
provider, =said device provided with identification
20 data to identify said user and a user profile
comprising a plurality of sets of user profile data,

each pertaining to one of said plurality of providers.

Preferably each of said seta of user profile data

25 constitutes a sub-profile of said user profile.

Preferably said personal data storage device has
magnetic, optical or electronic memory storage means
for storing said user profile. More preferably said
30 personal data storage device has magnetic, optical, or
electronic memory storage means for storing said user

profile and said identification data.

In one embodiment, the personal data storage device
35 comprises a credit card sized card with a memory
storage means in the form of a magnetic strip; in

another embodiment, the personal data storage device



10 as "Probability that user requires a housing nortgage |loan'. In some
enbodi nents, the personal data storage device could then, using rules
enbedded in it, conpute and return such an index w thout revealing the
details in the conponent profile data. The type of access 15 accorded to a
particul ar provider would be subject to commerci al arrangenents nade

bet ween that provider and the provi ders“wPth whom profile data are shared.
Such access could be controlled, for exanple, by Digital Certificates

i ssued to eacdbmsis&d Pat sigr OrOVtdady 2Gmierangadch Digital Certificate
contains the authorization codes that are validated by the personal data
storage device when an attenpt is nade to access profile data. 25 In sone
enbodi ment's, i ssdma/erettib@tdmim.saddtheseSdeﬂnelﬁiothomofda:MSlm:erlq)ri vacy
byallovvingc e se_0 h e a in the
hands of the sstjseéﬂL Be % {'ng& S Ehg ﬁﬁggg%%t gg@% ssté%c}% ep %e ‘profile
data can Be smare@MMn mff@%ntf%l prafsi defiox,  tdRaniso |s-'ap@efd)rrred
only with the dsgdrs. consent at the point of interaction, and w thout the
profile data being released to the sharing parties, such consent being
typically provided, for exanple, by presentnent of a PIN, password or

bi ometric 35 Helenin f i clad | ovehy t heseser is theedoi vb- ofreife&-erae,ti @h devi ce.
Thus, errbodl e i_nv n_en mate. Si rketing"
where provi ders ma&uéf Sﬁé"\% ggcgi;rg oicglgéeirés rof flgézcsiate%@(lrs%’bj ect to
the user18§ cm&h)n@ﬂr@%f requpel:evam eRgRIeOr 19erm=t;esltae@he uder at the

poi nt of inteLagkdan Wet houggdd Ok at iNOehPEoeR whoPldddiey - £3 Bhithiphvention
enables profile data to be updated with current information, and_thus

facilitates IHQRRT aBGraBPrVaceRe EEOMsi éh RITFHAF ocess IPor EREF

encounter w tdindd®inkitds, ROrusee e bd raflCRip Idy ddsdtt aneous updati ng of
profile data is traditi onal | y not cost-effective owng to the existence of
| arge and conpl ex applications which prohibit the inplenentation of CRM
rules andlSpr dsdeigs the egemm etibnoviderfyageneaedi hoamedeti dnt ygenla&al

Enbodi ment s af ol SebN%aNtd:y & | pgs GRVLUNGIANAN t Yoblls! NS ehitles?

interaction wth the user and avoids the conplications of having t
i ntegrate witdF eXPBEi R§PeFeFRIPORERSt s WFSEH SnotR T e5%pi Eal Ieflgaﬁ\?ol ve
extensi ve changean hagegvieii. g HEMpIesh oI providetsabrd0 ratdideisgvabl e.

Wth enbodlrren of this invention, rovi der_participatin |nthe

Col | aborati ve B Par S 39 scﬁi?%\?qﬁgneﬁ'f'?!%ﬂ % g’

know edgéOabalnstZB:uﬁue:nﬂs.ereta\hl I @rblvedaser miagn e tkoéabhytbasbdt toe‘r

i nfornmed and I{aa% Icgws rga%e &?l WlfSefNd at the sane tine
contr e use

t he user has over t access to the user profile,
and all of these are done at the point of |nteract| on without the 30 need

for conpl ex iI-l’Eﬁgirrﬁt tRe @lrhe Aol ' StoPdes Maleivake”BRIFFIBESCRLPTI ON OF
THE DRAW NGS | or E tha the present tnventlé)aglé{ag be nore 35 C| early
ascert ai ned, Prdter Fed 2erfoH Hent kY 1F 13w FBERIS by Afdy 16

exanpl e, 2% t lpuadf asam:ecre)ditleca:.ﬂ:onpmm agrdrwithgs, magnniud.ch,str:.p

or chip, or with optical storage features, or a mobile

device such as a mobile phone or personal digital

asgistant, or a chip embedded in objects such as

watches, toys, pendants, etc, which is suitable for

30 storing data and which can be used during an activity
engagement with the provider.

The term “activity” is used to refer generically to
any request a user may make - e.g. a purchase regquest,

35 a wages request etc.

“Activity data” in a user profile may include, any



I - 13 Figure 1 is a schematic diagramof a personal data storage device
¢ (or 'Token) for use with a preferred enbodi nent of the present invention;
Figures 2A, 2B and 2C are schematic 5 representations of three possible
enbodi ments of the Token of figure 1; Figure 3 illustrates an exanpl e of
the processing flow within the Token of figure 1; Figure 4 schematically
illustrates an exanple 10 of the organi-zdti on of user profile information
in the Token of figure 1; and Figure 5 is a schematic illustration of a

further pref s of e of S in iqQn. 15
DETAI LED DEsgﬁr%‘dn %%Q%&aga%&r | &%ﬁk??‘r%fhopd&o %eﬁag‘.gtﬁa a%gga%t A ty
accor di ng t o ¥ lrarerIRRR enbOEF REREY orni B8, pPESEHEtEnbORERSR, nmbemow be
descri bed incﬂﬂﬁhli.tsj)?:ﬂd&dd’écﬁ Bthdr ¥ 48ps MoRldddE | SumboF edron a

per sonal dat storag$ evi ce %Te erred_to hel.ow a Either the

) a ‘Token'w)
Token or t he FRePHr of LRI AFPRE ke (it EPEORSRI bl MeR L5 sonal
conput er, 525 mmib¥r 0bf salimelseran gahe peor spwhayedi getal atsi soattrastel | phone

or other mobilg JAE)e | 32RL00APEY 1 M CpRG: SLROS Apiddieyay the

i nteraction shou progress . The user pro I's stored Tn e Token in
the formof FiwWurne srhivstieach FHH i pEaBpiee -arprindexetindficaddngprofile

data - constidyd i ngxbNdhe88 VIOFhEY GharastLihStictIvafcyt heitisekaxkhi s data
is used in and/or derived fromformnmulae which nmay range from sinple

expr essi ons a5 i shing mat henatical rel ationshi ps between activity and/ or
other attoibute 35 data, to conplex, statistical nodels derived enpirically

from obser vatig Qfr Ji2 S PHBET S BhelS Fedesi1C daP VEAEHEaLoHIUL OYE 2N the
birth, gender, social status, income, qualifications,

provider relationship information, etc.

15 A ‘“resgponse” will typically be the provision of a
benefit such as a discount, however, it may be a
price, a message, an approval (e.g. of credits, of

right, of access), etc.

20 The present invention, therefore, ameliorates the
technological difficulty of sharing and exploiting the
information known about the wuser at the point of
interaction between user and provider, and enables
each interaction to be carried out on a more fully

25 informed basis by participating providers such as
businesses or non-profit organizations (e.g.
governmental bodies), as an individual organization
may not have as much information or as complete a user
profile as a collection of organizations. This

30 invention enables each participating provider,
therefore, to maintain its own data within the
profile, with providers sharing, in effect, the use of
gsome or all of their respective profiles or sub-
profiles when a user engages in an activity with one

35 of them. For example, according to some embodiments
of the invention, when a user makes a request to

engage in an activity, a computer system (that



- 14 relationship between behaviour and ot.her characteristics of the user.
t Varitables in the fornulae may include "Predictive data" relating to

predi cted behavi our of the user, such predictions 5 being derived either

fromenpirical observations or from mathematical projections or both. Each

user activity involving use of the Token_may result in the user profile in

the Token being nodified to reflect thé tansaction. 10 Profile State data

may be Bool ean (True or False), nunerical, quantitative or textual data.

fThe dat a :n aiﬁﬁmgﬁ&.ﬁ oél‘hda ed&atﬁra%sgﬂﬁ@tblwﬁa serrmf&i tifhlvieﬁzft_ciromti gn,

or exanple the user's gender, .aqge, marita atus, famly si an

| ncoms. band. Titf BRe BYSTEETIEY” hrk( 838 GToThe Sda OFI RATEIIR GEEA o hol d
poi nters or Imedattaoimadflyy nat secorddpaoeidsr keysthadesentetheoddsstto t he
actual data, o t t i Ii%‘gsqlt' : r t he
Token, herei ﬁ%&g%ft%mﬁxﬁéﬁdg&d% o?ﬂge . tgﬁ%ﬁ?éttgcggis.stt eys and
secret cofles aRBLWErshiYnarmplafeer stigfantesiilydependisgg of t the

requi renent, {he keys FAomSat Ll s6068E PRYvRAWS @thyf Obe €NGYRLlgON of 25
the data and/,or for access contro] in the rm,of passwords or_PINS. Such

fo ]
an enbodi ment®™ha® tFHERIf THETENt &y of THFEAEV R ARadPAG IRE afbent of
data avai | abhesewrs piromessibapdt ¢hemdy necwprise shei vetyiemalknwifr anments
where the nelydl SONEEELUYEL Yo PUnldle Pa@CGRaRetl (M SIS Cd BEOT I €
Data, as well as retarning user control over the data“access. For exanple,
t he Ext ehfled 3 ol Prebai bitmythasi geern nedvdstesc orpheveing moptgwrgger and
not be avail allf-on the JokeNemsw@iméned| | enst Bbesoahe adRheskokagkhe 35

sane access rules as the those Profile States conéai ning,data, including
the rules fordtSSHGeFR st LR Bt ¢ r embeddeq nin ity gempyke t he
Profil e Statemdarnssturd hedclorganizdek i withset sreeéaling theadeladflisl e Li nes
and sets of Rrof] | e re or Lzed jnto Prqf.jle _Planes Access to
each of thesé™l s cont rcojqoer%nﬁtsi ﬁggg!"(zzgyp ao%g?r'aph?{%? I §¥B§se°df vgﬂcﬁsgati on
schene udbng aBiqpnded Cee t &f PeatdsularDpgiovadeCemavliddie gehjechs tdat a
pertaini ng t Qdniferkd A W Ae{gendfieNindde KONPSeh NEhaRT HBEvEAE! ¥RAS Of
access the systemor provider is permtted, a_version index _indicating the
validity perith® FrIHelans (With shom (Prefhln Aatd care oshasedr of SMEhS at es,
Li nes and Pl akesddhatoaleé asLeashbkelledl midredexbmplact imaspighiaaulng to
each of the or.dinate sets, and a_cryptqgraphi.cal.l enerated.hash val ue
known as a D%‘t%fn |a§:ﬁﬁ ur-& SRA cht%ané)abcg'gugt%d"tbﬁfﬁ%é%f&eﬁrfagl glri’fy t he
authenti2z@ty wifertehe Deaythal UDégttailcat CerHidiliafiet al Shmrainse | the
function of aljeHd18 QAR bodbd Nhdl ULd! vEPLgdtd&abe Eﬂg Pé)é%ﬂ%?ph' ¢
keys known only to the i1ssuer of the Token and/or owner _o he Profile
State, Line O@H fPRA9%h IPYEFE t HaeBi ght At temPh it fpde stAs866PELed. 25
By issuing difdosiae datgital Certificates to different systens or

provi ders, the right of each systemto use particular parts of the user

profile can be restricted or permtted as the case nmay be, thus all ow ng
control |29 sHar ismrefenbrdimentd, tthissinvenoiéhealso addresses the

problem of consumer privacy by allowing control over

the use of the profile data to be placed in the hands
of the user, so that - in some embodiments - use only
of the profile data can be shared between different
30 providers, this use is performed only with the user’s
consent at the point of interaction, and without the
profile data being released to the sharing parties,
such consent being typically provided, for example, by
presentment of a PIN, password or biometric
35 identification by the user to the point-of-interaction
device. Thus, embodiments of the invention enable

“legitimate permission marketing” where providers may



30 Access rights are controlled at the functional level as well, thus

all owi ng each systemto be limted to accessing a set of the user profile
for any conbination of functions including decision naking, nodification or
view ng. 35 The Token is managed by an Operator, who nmay be responsible for
some or all of the activities in - 16 _gperating the Token and the
system including overseeing the procuri ﬁ‘&p dnitializing and i ssuance of
Tokens, procuring, initializing, progranmm ng, installation, maintenance and

gper ati gns ofhdhe ac%)ﬁ%fser?opﬁ.@\érdisngpfaﬁ%h.%tid%?l:af olr(shggealaal S| 1r»;shl?of usercI
ata and generating the relevant, us rofiles for_loading i nto.Tokens, an
setting up col1Sbor abPBASRELY ABch BF toT dEPSSNRBE AP HoT o BETAHR f rom
the use of thm Token amkd0or 4 orbheol Ipahiortat icfh irtte ratdteon] O widarhtaud pat i ng
provi ders, a%cﬁfﬂ’ir% NG, JSNES 2 ﬁxri\gacg}; to support users. The Operator

ot” be a and. 1

may or may n ovi der y or ‘may not be the Token issuer. 15
Accordi ng5to the nethod of this enbodinent, the follow ng typical steps

take place inmone MHeGitLon &IOLEIBPEorL0e THRtd0KENDES ubdadad Wildh an
initial user profile and %Etl pnal Iy, mathemati C?| tﬁrrru ae for, computing
new val ues of°HHERNdi tRECFERFLIPup BRE Prigitd e FRCEHREFEREN Hdgher
conput at i onalaccAapadny i tires.thid Hee iwbsire Mnakivged pdiypcaga O\fioder exdth as a

retail er off_eerriéﬁoqn%‘{]e e&&agg)l _ethgli r&sgyrchasg?gf ggg_géleandi'hs I#ﬁged w th

a script defining € processing steps to be Taken eéndi ng-on
Profil e, Leonpnatantiariedus nul apdasiper f or Ef ur tPeefile i vatdadis baded on 30

Profile State i dd0Mp t hgokokenoAs dfldcisre? D) Crldtifigate or
set of Digital Certificates providing the S)éstem access to the rel evant

parts of the S¥igthance wah dargs @ t 5o FPRIECEEPRSaELSR  equest
to engage i n gduhidnid WHey Dihpérien £t i COASCRY galds, ahle p3akcitilcesn t he
ize loans in the formof_ hire rcq__a.se of

systemis confi ureag:etcﬁ aut Qgé aans in A S RYLS
goods to usersg S Ch t h&*58t of == 17 B‘rofﬁ% dat perté’l'ni ng to
the retaiSer Entvaligunts of ethis| ilmvenidiony bring cCRMN fuhctieonadditymer
(user) profilg, BndfobhRLCYHE OIRLef SO &ESyRrhOAhAMUMY LAHIGL RGN that
permtted based on tﬁe. customer (user prorl | e data avall able to the
system (in tHiss eemRligaticns R BaYERSr tpr dRERETAELaAWAER RELAEEET er) the
syst em pronptSdduyoust gBtems] CGRSIH ! @oatdesStypSeLInd 160 nveil vef
custoner profile data c\&]iCh conprise cu ner's activities.relating to
a different provitivy s Wgaes’n??rﬁ%rfﬁ?%fn né#tﬁ??%nﬁmﬁﬁi ?ﬁaicz:lrcéllevant to
t he cust2fer 'ad ragthiitewadrliehi ness. Wth the custoner’'s consent (and prior
arrangenent between the retailer

With embodiments of this invention, each provider

participating in the Collaborative CRM or Partner CRM

scheme benefits from the collective knowledge about

25 the user, while the user benefits from the better

informed and faster decisions made by the providers,

and at the same time the user has full control over

the use of and access to the user profile, and all of

these are done at the point of interaction without the

30 need for complex integration of the ©provider’s

information.

BRIEF DESCRIPTION OF THE DRAWINGS

In order that the present invention may be more
35 clearly ascertained, preferred embodiments will now be

described, by way of example, with reference to the

accompanying drawings, in which:



15 and the financial institution), the systemis provided wth the access
rights to receive a response fromthe Token for a specific query, the
response being in the formof an index which is then used by the script to
conpute the custoner's revised credit rating. The 20 custoner's consent to
check other custoner profile data sets may be given in advance and stored
in the Token or nay be given at the ti e 1f Tactivity through presentnent of
a PIN, password or sone bionetric neans of identification. 25 In another
enbodi ment, the nethod rguhe 1USed d BoRRaliicNdidghian bifes, pehahad

provi der such,as a de&grtrrent store takes aﬁvar}t age of the oggogtunity to
interact witH3FsePEMRIEs de¥GELONEPTi n T t 0% profot ¥L§Bod2 and

servi ces of pardfersedbhanbmlindrsh 4 taeC gae serstt dmrentdfori;he depart nent

store. In this enbodi t sy emc%pri a,poi nt.- of sal r.m _nal
(PCS). The Token is ig?&gﬁ%f? a gghk, ar?%%shezgepaqT]ienent%cglte%n%é:@cs a
partici pabPi nFepradentratipnshecfisdhsea hpogaiklrhe embodimentigst@fretdhear e

custonmers wherdidf dhesigyukakens. - is Information about the custoner's
activities (including purchase actj vi'ti es)is cgl%ured i n_the custoner

l
(user) profile through FORS ad t MRl HEFaEes npit s: e F58PRbRal °5 d&P8 (e. o.
age, sex, gentdeidessiaign flayw avitilnin tthepTrikeartafviftiigege t1he current
activity; and expected . e actihvities, <i.n Qrder . to.derive an_index that
can be used for narket iFrﬂ'étu%reeci‘lsi%grl?s?h?&g%a&%Yt ﬁ'é‘q%rsitgﬁﬁﬁsofng&’falsnp © the
type of eftitdferthr coxganizakicl ehauseheprofilet dnfermapibn off d&hed. The

fornmul ae are ghQU G A/ pl-ELXECWHRD i n the Token and/or in the system
dependi ng on the circunstances_of inplenentation, including the type of

Token used. 15 One of tFHEUEenpP edts f 8r Mchamafist elthussEREIPRi &F are

pur chases. | FudtilfercapeeXcr@edl| ambpaimbhes dhatthe HadthdDi BiFS &he awar ded
to a custoner rfeosr ve(rig(,d Iil ar (or other currency unit) spent, allows Bonus
Poi nt s tg be PHEFEEhe: F¥setti ng future 20 purchases, and tracks such
redenpti Bs in order to nonitor customner response. In this second

enbodi nent, @EETANILGED IDESSRARTION GfF ITMESINVENTIONS dedi cated to tracking
the total amgun C : e _hy . oyer not.i.on _peri od;
the pronoti I)nnA pé“relq%1 |s%glc%%§§§ilwwa§ s%%?%??égnb\eéggggdghgt htgoPog. Each
time a paynemrafenrasct pphofddmpntt iQf edhet hereesno idivantdon .t hwiddount of

Bonus Poi nt s n@ke HeP ddi Gl el dedariiived by converting the total
transaction anmount in Profile State A and deducting the anmpbunt of points

redeened®? o- dat e (which is tracked in Profile State B), and allows the
custoner to dmoozhilso medied), 35thhe Woeris gin file asiparstoafed hencurr ent
payment personal data storage device (referred to below as a
‘Token’). Either the Token or the reader for reading
the Token (with its controlling personal computer,
25 point of sale terminal, personal digital assistant,
cell phone or other mobile device) is programmed to
make decisions about the way the interaction should
progress. The user profile is stored in the Token in
the form of Profile States, each Profile State -~ or
30 set of user profile data - <constituting indices
encoding characteristics of the user. This data is
used in and/or derived from formulae which may range
from simple expressions establishing mathematical
relationships between activity and/or other attribute
35 data, to complex, statistical models derived
empirically from observation of large numbers of

users, their average behaviour and the statistical



transaction. On conpletion of the transaction, the total amount of Bonus
Points redeened is recorded in - 19 Profile State B, whilst the total
spent in the current transaction is added to Profile State A Further, the
Bonus Points nmay be redeened for benefits 5 or entitlenents at other
participating vendors; for exanple, the custoner - at vendor P - may choose
to redeemor “trade-in' 1000 Bonus Poimtd4or a $20 “virtual coupon' that
can then be consuned at vendor Q To effect this, the system adds the

redenption 10 anpuinin i 108QcHRRUS POi BERAviGuET Of I |4t at € Brled
i ndi cate that 1000 Bonus Poi nts have been consuned, and updates Profile

State C, whi GRa4RIYARIaEdGHI s BBEi gNBEEd t he T3&IRDESS prdPi | &b8tate
recogni zed byeasemfiie Qmasuclinthadewhepredst 09%é oDat 0 nsVHHIMQ ad 15

makes a transaction tp redeemthe viytyal coupon far $20 purchase, the
syst em at verﬁfoerd’('jq"reéjc)od?ﬁ 5 THe & pgﬁ’ecr el nsl’-'}lpg‘fi Pgegﬁgﬁéoesand
incrementS aketiggy Recfivied Stdtkex sdronD) empiradatatabadratatimnausioner has
consumed the gredi ted ffadiildad S %?e@ti%ﬁs?"yo@c%%?t' NGl ala%e'r“

Profile States pertaining to respecfive activity data (e.g, purchase data
and redenpt i AFtddtidhy $avekviRg steeeofo theadokednh Mk rregtl Bninwitiigout
| 0si ng i nfor REddONprBYilemild NEheS TAkeRS Sbédng heoBihiede & akre£arly to

participatin rovi der(s), this method allows nultiple providers to either
share or tra%fpetﬁiﬁarns(ﬂﬂ?’r?&'nts in the customer profile, using their own

Profile Bbates, in a secure way. Shared Profile States allow providers to

30 parti ci palyy 4} GOTBROCCUSIATET abGVa0d SRRATES, REHIE! SF Ralsg) Pl al es
whi ch are not shared allow providersS to operate their own schenes. Access
i s provided Fymesiaady ArEsl VS i ateexterBsiptadyi Heesdatinei® @ach

provider is QiR Accensfiard ifistales faayaccessistytarlky t bemBoalitke
States, Lines or Planes that it has been all ocated, - 2 In addition,

the user proffReTRAFYMt het®he TEHPID sEFRctUBFRef nHPREPFng A8S<ages to
be presebnfeddariitesd cusitoner .fandrlye)ss eandidercomehbaadprofil es indicate 5
frequent purchases of gol fing equi pment may be targeted for marketing
nmessages pertaining to golf equipnent, golf club nenberships, golfing

hol i days and RBusdfiislef ditatiash may i Matead of the data itself, be used

to hold pointers or location information and access
keys and secret codes to the actual data, which data
20 may be stored in a location external to the Token,
herein referred to as “Extended Profile Data”. The
access keys and secret codes may be assigned by user
or provider, depending on the requirement, and the
keys and secret codes may be used for encryption of
25 the data and/or for access control in the form of
passwords or PINs. Such an embodiment has the dual
advantage of greatly increasing the amount of data
available for processing at the time of the activity
in environments where the network connectivity permits
30 access to the Extended Profile Data, as well as
retaining user control over the data access. For
example, the Extended Profile Data may reside in a
host computer of a provider and not be available on
the Token. Such Profile States are subject to the
35 same access rules as the those Profile States
containing data, including the rules for shared access

between providers.



10 At sel ected systens where access to the bpback-end host systemis
< practical and economc, the systemnay also automatically access the renpte
host to retrieve any updates due for the user profile in the Token during
the interaction, as well as to (optionally) submt the 15 | atest custoner
profile data to the host systemfor storage and further analysis. A key
aspect of this enbodinment is to conbi ne ji¥di-ci ous use of online access with
of f-1ine processing to achieve still nore practical profile-driven
interaction systenms. In 20 particular, online access to the central host is
expected to take gl ace nost frequently when the Token is used on the
| nt ernet . Beflgt e2dRhbt1981 efheaPrafddes HiRtFUNRY? oFHFERGT| PRI IEAkN, t he
tsKstemhand Tolet o ?Bgsber@f@ﬁfmdbt& L PESEialat mfﬁé%aggdeasétgthfﬁr 25
rough a serjes, | a exchanges based on a,prescri co ni cation
protocol whi CETHES por fes t RES USEZaRAFRALSt A4 C81 aRAREA 16 y PEataRhi ¢
al gorithns suxdresss Data Emaciipt iodn Stherssar di § DESOntRSDL ed ypliedngphys
Elliptic Curv fol _ 0 NCryptl t andar.d _( AES) .
In both the a‘%&@é‘%’%ﬁnﬁg %%ged?ret ﬁ%é&ér}rqr';ﬁq‘otﬁs%% dg\??ic%é“%pr o%rasg%‘?éd to
i nteract witPiHdaiol@artisfiatss out the nutual authentication process,
access and 35 interpret the Profile and results returned fromthe Token,

and effect transactiops (or . activities) i,nteractively takjng into_ account
the resuits dndisital®chfts Rt carkaiy (AN her L YL KB o mmt § on
from t hellokgrovEuddy ‘as ddvdiety: iwyy| dcbypbscalhdicatitgsetlse priggessi g unit,
menory for pro d or.ag f re. p di gp fQr user
to 5 view sysﬁ%ﬁegrgeig}g%sgggt.%ygga%g %ﬁrg'rée\l%gelr? t%g%h?g?eﬂiht %r é%%é issa'r??lr el at ed
details and dndesst iGdidatng outthe dewldditor | meddiosk i n@fwi t trhe Token -

for exanpl e adiikialth, crder EQ¥rdfddid® aLhtReCatbsale | BithddLd
communi cation port for_conpunicating wwth a 10 nobil e_ phone or ,personal

digital assi &ti@fs (PHAY, Biapep 48 S onaFCeaBLBLF1 t y PEFTESHRThi cat e
Wi th a resot ediestiiciss toald iy gto Sedeh nefinshef cdatrdifnatausietat, i @nd or the

pur pose of enhangi.n h unctional it r_conpl ementd n he functiognality
and 15 for praoccéggf’gaafﬁgilf'F%Erliggctqeélrgroa?ceéfctggig y.vaﬂhueegsiﬁgg‘é% it%afle to
provi de secuPdcsitt@lag®igoatuné omirdichorcaw| bectusedsby rtéeul Tokén to

i nteracti ons gyt TOKGRS, a@Pied ©1 4L QPSP ERES BRI iR i@ ilair.e 20
systens for further processing 1f required by the circunstances. Figure 1
i s a schemat TOiRigHR o fSLERREL 155 R chrRr PR oof halinbhe daser iiped

embodi mepb s, tHWOWIGLitAE WREATIVatdNi dnd 2 criypdgyabhic MPseys Oldnpwin unit 16
and software 18. 2% T\%gl processor gni%n 12r(i€rri es Zut i nstruct | on.

contai ned i n The sb7t Wlfe 1HUhe S oftitar e 18" c8REAPRs TRETal §br i¥Fm f or
processi ng t Prafditle sSbatd, i dinee oemPlaned; witle wbficharthd 8D3giitiadel f nay

al so be stored vl sRGNY i dodatRegad-only Menory or ROM. The nenory 14
typically conprises any of the various suitable nenory types, such as ROM

Random Access
25 By issuing different Digital Certificates to different

systems or providers, the right of each system to use
particular parts of the user profile can be restricted
or permitted as the case may be, thus allowing
controlled sharing of the use of the user profile.
30 Access rights are controlled at the functional level
as well, thus allowing each system to be limited to
accessing a set of the user profile for any
combination of functions including decision making,
modification or viewing.
35
The Token is managed by an Operator, who may be

responsible for some or all of the activities in



35 Menory or RAMor electrically erasable Programmabl e Read-only Menory, or
+ EEPROM - 22 The software 18 is stored in ROM while the EEPROM stores
the user profile and related data required on a sem -pernanent basis. The
RAM is typically used only during execution of the software 18. 5

I nput-output unit 16 allows data to be exchanged with the external system

i n Which the Token 10 is used, and can t &% t he form of : physi cal |ines (e.
g. electrical signals carried 10 on electrical contacts follow ng standards

such as EIA I%‘i;e?iea&cmg'r O ttle T=foRént ocalds ashpr esgymbad I N inZIGdiagPart |11
ound transm.ssion

etc; infra-red li audi o s

From 16 the FGHFILThoERe PTOLRRFPG: [ RRoF HRt Bh BerRRen SFORER o i Syst em

and radi o fretplemmy, si gnprscusing, pr ot doeksaddehngs t hopecgreomiingd in |S

| 4443 for ch| §@zﬁ]8&sat:9c§n,es'\4n \_(\élgenggﬁg, At ogggra@g_gn%or oy her %ew ce 20
en may er t

types. The To]k take torns ot an a car I n V\:hl ch the
active coRporffttem, tRROEHIPANERehEL bies a#?rmkenanélzﬁéagt ofamger ke.

Qt her possi blgawrbagiame éﬁe25th.ﬁ§| Wit PRAIeviaBli | €sphONBSEVBd£hesand any
portabl e gadglets with .t #e cong 1gent enpedded in tljem Fi gures 2A, 2H
= 038

and 2C depi ct- @it |"5’§I9 y “PHFEEE p bl ETIH- SRt &R °Gfs. In

figure 2A, tlet3&emkmodildess iwhe heay ovisbfta banpftar drom ttheactsieve
conponent s 2Qz - Wiid € 1SSy 8haMZ28et sl Ned Dl SR A 3 AU sl €

termnal with a pcar may or may not be connected to a
host conplt ePasticimating chPyPYiderseadedndn aRTPHidiRgt aged@s¥adg host.

35 In figure gvildy HKedupdbdts ddeddie formof a personal digital
assistant (PDA), with active

The Operator may or may not be a provider and may or
may not be the Token issuer.

15
According to the methoed of this embodiment, the
following typical steps take place in one practical

embodiment.

20 The Token is loaded with an initial user profile and,
optionally, mathematical formulae for computing new
values of the indices making up the Profile if the

Token has computational capabilities,

25 The system is used by a provider such as a retailer
offering, for example, hire purchase of goods, and is
loaded with a script defining the processing steps to
be taken depending on the Profile, computational
formulae to perform further derivations based on

30 Profile State inputs from the Token, as well as a
Digital Certificate or set of Digital Certificates
providing the system access to the relevant parts of
the Profile. When a user (in this case a customer)
makes a request to engage in the activity of hire

35 purchasing goods, the script in the system is
configured to authorize 1loans in the form of hire

purchase of goods to users based on the set of user



- 23 conponents 20b, while the system 22b is an application server on a
‘network connected to a host system In figure 2C, the Token 10 is in the
formof a nobile 5 tel ephone, with active conponents 20c, while the system
22c is the nobil e phone network and an application server. In each case,
the Token 10 is presented to the systen110 22 (i.e. the hardware device,
etc. maintained by a provider, etc.), and’the follow ng process occurs:

the system 22a,b,c initiates an exchange of identification information with

the Token 10; rcﬁ?s:sféi aathhigel td OIS | @8, EndULERaileraut beat iakian
process occurs | iCh cr pt él%ra£h| cally encrypt.ed data exch nged between

the two partsc’i‘? yOiE SHRC§HRB N of0 YRR pERBFOEEY) )es each
part to verlfga:dﬂnalte.t he other part is genuine; 20 During this exchange,
the system 22a,b,c presents to the Token 10 its credentials in tha form of
Digital Certificates that establish its right to access the rel evant

Profil e Pbandsf AheercuseofieReretivesi faesladne Bnglngl D&wtiuﬁamat es,

access is grantAd. pIbaikRbar r@ééé&‘ ef tmetxeae%oﬁtara%@§érf hgtro yst em
22a,b,c may be granted i s enbed in the D g ficat

types of accé’sastai rﬂ:‘rau’d"é‘}?]r% 59 ‘F’b‘FIWﬁ?}“ ﬂ‘%f Fhesqﬁéﬁ thep SWI*H 6# system

22a,b,c is am@ﬂdmauerpxtdﬁmeTokiamalooﬁs tige Whdtheilddle usey @:Ty%ftlelnﬁ meet s
a particular Profi rrbl nat in this pe of access no _raw data

dex
35 is rel easé’cf”é‘w %ﬂ ncfeuxs Nt |on°|%§)?n1§e %gd?ﬁa?r%sc?al?ysfgr? ted
val ue i ntor peredt | if a cowtemet | @rodfille sdartiacal whdwtr emayandomprizé
predicted valdigs, | r:.eéi‘é dica It rue or
Fal se, or degree oor ﬁeve 1£Mli”:'tf% &f d%lfﬂle&-t& Lmﬁ%gf%egggqsygtggﬁ]ﬁ%ﬂ b,c is
5 permtted tGudbis dafinrarcink %’k htubien) vpdaki A§ rRdevaREv&St user

profile indi agfs &f&dﬁ@éﬂé%fé&ﬂelwortmmgh rAavtHakdes csedmer /ishe Token
10 is retrieved fé glas stem 22a, b,c, such that the co utatlon and 10

appl i cati on &% orREA % AF |ar?gteﬁ‘§n§ys 8hY9SH, e Eefdides
il lustrates amdexanplfimdndiml pimsessutipn) onwchnet Ayatéine isopeovide@dni t h

sof tware 18)wf%Hjgﬂéhaéggs&5r§¥ﬁE§nE%2receive a response from the
Token for a specific query, the response being in the

form of an index which is then used by the script to
compute the customer’s revised credit rating. The
20 customer’s consent to check other customer profile
data sets may be given in advance and stored in the
Token or may be given at the time of activity through
presentment of a PIN, password or some biometric means
of identification.
25
In another embodiment, the method can be used in
marketing activities, where a provider such as a
department store takes advantage of the opportunity to
interact with a user who is a customer in order to
30 promote goods and services of partners who may wish to

access customers of the department store.

In this embodiment the system comprises a point-of-
sale terminal (POS). The Token is issued by a bank,
35 and the department store is a participating provider
in the wuse of the Token, i.e. its customers are

customers who hold these Tokens.



Data fromthe system 22 are transmtted 24 to a Request Handler 26 for
+general validity and di spatched to the appropriate functi on nodul es.
Typically the 20 data in each request nmessage fromthe system 22 includes a
cryptographi ¢ checksum cal l ed the Message Aut hentication Code or MAC, which
is used to detect any unauthorized change nmade to the request nessage

recei ved. Any nessage found to have beenld tered is 25 rejected and the
systemis required to resubmt the request. During the initial steps of an
encounter between Token 10 and system 22, the Request Handl er 26 transmts
the 30 data to the Access Control function 28 to authenticate _the system as
wel | as to vertiSrmaid Akt hthpeCLFEPBRT sSa2CEivitdep, dimcd usiages.

Aut hent i cat i Gurchdies edl 0iv T e Jaid agdp Curegoint bHe dasicgned t(Qfs\éQ'f)ihfy t he
authenticity of the system.22_re sti access, 35 and to veri e type
of access perprﬁcf{lglae t%hrtcﬁég}éyfs %mﬁn‘%%e aét clrly%t %ﬁr éfol Pgsél ggﬁrtsﬁﬁftlr equire
use of "kBys'datid cheage sgbuesekhaigemaies)tio datkepersatnring to pastto

ensure their £ifantd MaNESEhES cArSBAK &k 198'yGe and KLEB-8HEN fla%y;%esecr et,
a secure nenory' |location 3 O 1 s provided in the Token 10 , such that the

content of tREtiSHFirss #Bt CXECeEsstd| eFdvanpenini§Xe@hafa be t he
Token 10, andigeD €8FY nfrkexdithddydédes 56ns Waiehl, £si khlehepdDkeny 16£ Once
access i s establjshed, .the }?_é/steﬁ sﬁéegﬁeststfor ccess éo gg%%l Is Pl anes
32 are sent SEPH (T FHhefYHD TheSRet FTEUEI 3628 £HHAFES3 diPEs
dependi ng0on cdustcayperi may requesiferatli he Thet efvsmulyght aven mkkeethe
request. Varigilfydu/PeReBlicER! 4:PV Rhe! CAYESL S 2HY IFRY LR HPPBYEELR,

a of the"Profile

including raw data retrieval in which data in that one .
Pl anes 32 beidfPersligesyed the r et pams tapeeeseéd, implamepsagirnen check’

request in WiigdyddiggRaind e Ik edb ugednl ¥y verifies if a set of
Profile States neets the conditions specified in the request, or a

"generate index' request in which the Retrieval nodule 36 is 20 required to
return al8ler iOned ofhdeke basmpleatafoenbi niat iwhemd thslexcvblriiesesnatkee user

profile, wt veal i ng_t em 2 o] .S, US oy derive
t he requesteg’%ég%e%he %gr ?rtu}HaEf grxgtghi@s %?a{r.llgg]é iog%%l%g%%bsed edéi ?1{ t he
sof tware 18, Bonys s PREntsp| ateabfeardedugher adhi wusttomerye foanceveny, al so

coded in the gAfitar ¢od8.otHi S¥skeghdy MBI HULBhEndAt A QYwad!PEBRLRY t he
Profile Planes 32 if its access rights perm.t. and such 30 re%uests are

processed by EOi&HHhdat® nmobifl e 38 edhdaty mo@ritsesingkes tHEE Phconi ng
dat a and2@applpurshasdsg t Aadapiragits atsicdly okedempBdensorin ndixeka dependi ng

on t he Updat 5?.‘1:%?:5%113?:%%%‘1- Qg %Ihgl,e” ae enbedded in the software 18. 35
The user pro eSS & conposite val'ues, each of which describes an

attribute of the user. These
In this second embodiment, one Profile State (Profile

State A) is dedicated to tracking the total amount of

25 purchases made by customer over a promotion period;
the promotion period is encoded in rule scripts
embedded in the POS.

Each time a payment transaction is initiated, the POS
30 displays the amount of Bonus Points due to the
customer, derived by converting the total transaction
amount in Profile State A and deducting the amount of
points redeemed to-date (which is tracked in Profile
State B), and allows the customer to choose to redeem
35 the Bonus Points as part of the current payment
transaction. On completion of the transaction, the

total amount of Bonus Points redeemed is recorded in



- 26 values are called Profile States. Prafile States can be organi zed for
. ease of access and processing. An exanple of such an organization is as

foll ows: each Profile State nay be a single value 5 representing an

attribute of the user, or it may be nade up of a nunber of val ues which

t oget her describes the attribute; and Profile States nmay be organi zed into

sets, each set called a Profile Line. $018ets of Profile Lines may in turn

be grouped into a Profile Plane 32. Each Plane 32 has a header and indexing

rechani sm f 0t J9ald 1 A PSS LIl Do EALE) PeFaCialiag bas aapeader

that indicates comon attributes such as indices"to fornulae and/or factors
of formul ae ftaanfaqtinn g Fddese oy Fmatd 1st ftafe duch foznul ae and factors
being stored in either the Token 20 10 or the system 22, and specific

requi renents _of tg’tartic | ar_i npl epent ati ons.. Access righ%s OL a %)Tistem 22
may be assi gfed EeTany=Re B B MPY PRl Eo08RRedc EQE s PERR IR TR her be
25 categosi zed bgnthibBlemenabi tat sitdlert hpartisypaeim@? vemddaes ,gi femr access
to a specific _State Lj I for LI ¢ function have a
di fferent fur?é‘tgf%’tr}aq’ a%%%sg{lrs%ﬁ?gto a?lgt %gr% ro?PlI.e g%atlp(g?%?ée? ”%}éne or
Pl ane). The sedesin | odi césrhade-intat 10@0a Bonpar tReints Mafilae S28te (or

Line or Pl ane)yiirtusAf e4s8fbh 0 88aC0UG N &S . bEl Héruhedt NepBLgabYY
il lustrates such an exanpl e of prof ng organi zatiQn, as des%rl bed above. In
S

this 35 exanfe, tIe GEERCHr % 4 T p3GFsa SR GPIBFBEEPE Pl anes
32, eachibaviampumtheadsas. 420 andBanhsi pbénPedf idee RriaowisleldstddaeshBProf i | e

e oS, Rasienhh, DEREAAD, WA T Bl A “BolBenBiTT 0
and updates Profile State C, which in this example is
designated the transfer Profile State recognized by
vendor Q, such that when customer goes to vendor Q and

15 makes a transaction to redeem the virtual coupon for a
$20 purchase, the system at vendor Q recognizes the
coupon credit in Profile State C and increments
another Profile State (say, D) to indicate that the
customer has consumed the credit in Profile State C.

20
By accumulating totals in Profile States pertaining to
respective activity data (e.g. purchase data and
redemption data), it is possible to track consumer
actions without losing information. By limiting

25 access to the Profile State only to participating
provider(s), this method allows multiple providers to
either share or track their own points in the customer
profile, using their own Profile States, in a secure
way . Shared Profile States allow providers to

30 participate in common customer reward schemes.
Private Profile States which are not shared allow

providers to operate their own schemes.

Access is provided by issuing Access Certificates to
35 providers, where each provider is given Access
Certificates for accessing only the Profile States,

Lines or Planes that it has been allocated.



Each Plane 32 or Line 44 or State 48 may be assigned to a different

- provider, and soma Planes 32 and/or Lines 44 and/or States 48 may be

avai l abl e for sharing with all or selected providers and may contain 10
derivative informati on of general usefulness to all participating

provi ders. Each Profile State 48 may be conpri sed of conmponent indices or a
singl e integer index. 15 A conposite Profi0 e State 48 is associated with a
derivation fornula which nay be inplenented in the Token 10 or the system
22, and the formula nmay contain other Profile States 48 as argunents. For
exanple, 20 providers,A, B.and C may own Profile Planes A, B and C
respecti vel y,Irb\h?ﬁqg%ti‘ﬂ%' i §gﬁerustﬁr t?l’é°¥%’<%nf“a§r J\Hr&éﬁerMsb%vﬁgeér dCile
Plane M Wt helddtnfadtiee manckdt iy aresieagds nay baopsestatddf icbe the
conposite Prof ] j.ne L i i derjvagi Rrofile
States from Fi{do4t]?ﬁr&éélg1 angglgA%l}g%“E&%éngfgseo%e %?%% I é,ﬂ_é? %@'gg ﬁ' ?‘gr%c%rt 5tile

Pl ane M i bselfirequdant t hpyrphasede ldfhe gotbind beawigmenrai |maye ber

reference to @l GRS Aarketahie-AdE88g68T h&Lra SOl @ P! R ative
arrangenment nmaximzes the s n(g{l‘% 30 between the Eal‘tl ci pati_ng providers.

In addition tSEPEER A R nemBenFRiPS g8l hoRgeABLddAKEoRES fani | y
size, etc, Prlafdis femtasclcaivdiaritsed.to track user activity by activity
type, provider, provider |ocation, channel (access type - Wb, physical 35
outlets, nmobile etc), nmethod of paynent (credit card, debit card, cash
etc), profuctAt psetectedasrgbens whegepaciceds fregueechackrendt howdl ue),

quantity, "yt enP CLERSHPRS £1 AR KQHHNQ OARAIG NSoh Lt Sy s Em URLPI a1 RS
appropriate Profile States in the conputation fornul @ae, such data can be

used to det erdRERMAEGRAHY RESPIRsERea PRI t PRRENTES BeREIMERt A8t i on
seaﬁence V\h_empmaw@ruilu(é fEibl&SttH;cd’lttlébiﬂCﬁzdoffgla _i%‘xSttﬂ{B mneﬂuauﬁ—engf nut ual
aut henti cati must. take place for e_to_ident a erify.
Buthent i orty B e FR SR hera P adr s okBRbLYRaERy by plihe " Ehe

aut hent i tat i datsstueogetomevnerufale Tokea 1O avite shobém £Pstemch for

aut henti cate i £J Sfﬁ?E‘%h theid{wdiy of Ah t S .an
exchange of ?rt%ﬁaég a;‘t’n&c. |%#ornat}lgénl%iési_;negefog% g\?il%gegfsieg&rlg and
verifiabl e | G@Radimenthe ighj &t | FOMPEREh| Judichaige MFeesSént PRLARS n or der

to protect thedd¥rwbth 08cENLLRE E%eas&ﬁ.ﬁ? HRAE N dZELdstSE) ABGet O
protect the system from fal se Tokens. 20, Table 1 below outlines a_typical

sequence usi BJ 3SR | PTIYOTFET SSRIFRSESRh 2E55FPB e DESor
AES/ Ri j n2lael pstramnicarl@s),: online access to the central host is

expected to take place most frequently when the Token
is used on the Internet. Before the system can access
any functionality in the Token, the system and Token
may be programmed to £first authenticate each other
25 through a series of data exchanges based on a
prescribed communication proteocol which incorporates
the use of industry standard cryptographic algorithms
such as Data Encryption Standard (DES), RSA
cryptography, Elliptiec Curve Cryptography or the
30 Advanced Encryption Standard (AES).

In both the above embodiments, the method employs a
device programmed to interact with the Token to carry
out the mutual authentication process, access and
35 interpret the Profile and results returned from the
Token, and effect transactions (or activities)

interactively taking into account the results and



System 22Token 100Det ects presence of TokenO2Requests Token

- foriddentification data. O3Responds to request withidentification code
(Tokenld) and a random val ue RCconprising 16 bytes of val ue. - 29 System
22Token 1004Derives the 16-byte Authent-ication Kay (AK), a

cryptographi cfunction of the Token Id and a24-byte Master AK stored in

t hesyst em generates random 16- byt eval e 2R1 =& conputes a 16- byt esessi on key
SK, a cryptographi cfunction of AK and Rl, & encryptsROwith SK to derive
<RO> (al 5016 {dHsed O - a2¢B9RgR A8 kekS byd €3 £0f tl'ftBOinth)matlon

Token. 05Conputes SK from R1L and™itsown AK, encrypts its copyof RO._&

conpares resfi%oM t iEheceTYem 8 byt 84CRf <RO-deVECROt WPHédsarFé’Psh‘F’?tléhﬁ deened
fal se, &Tokercdipdissesi henﬁrobéhbfﬁgaﬁmitﬂe gRidryTOReAr edttdisart heindnd 8

byt es of <RO>GPQver| fies that gcel \éed 8 r\éfn CIe" RQL> ar e, corr ect nd Token
i sdeemed gentft UdhaSRe | PREFTERS PESSY Jaentet o FR%t RBPFSHSi t
access ri ght svitewr afyidten s gesPebises? bbbvhpars&cc@ss riger-htte vanitégat i on The
system 22 perfididt 1ol SblardfIuaticdod he Joken 40 | nignder taqaccess a
set of Profile St at es. System 22Token 100onEu e an

AccessSessi orff@pY/ RS&SP‘H: c‘?%i‘f)’tqmr%%’hl nterret g ofi dRBakakaeces foRey
(which is steepleSysteimtcidtderoadéni £oal Feading arbﬁagedatrat,Oaaystem

t hrough secureneans).. ASK i s useéj to en FJEP%I? ccess Certificate, ﬁ\

ci pher - bl ock-EHFHIRG (CEEFIRBTREVPT hPL 5 IERARRL Y %A 1§t 4

byt esof Last mcé:simaiplgobéoolr (pémm,hgdlgmthéntamtam&omm Ma@) i s sent

to Token witR Syst r A
( MASK) , corrpu'?’e ccgglsga %?ﬁﬁsﬁ%ggg?%eggﬁe romsystem then derive
ASKusi ng Acc&eing&sy aheskRosyssieRy daryaugh ASROm@er Mepnecei ¥8d MACaby

generatingi t cami@S B3l N §M§te'ﬂh|ef pSsal iod, vaméﬂcﬁ@s the
foll ows: Derive Access tSl nKe Kg om |va eréAccessCert nKey, stored
i nToken and $PPSEEH e G ’CYB% aR& ypti on

onAC, extbudifioy IMce&d:;ﬁges:Hdse:rfanﬂcumldr RlcadkriafyCBC, verify that it
is saneas last 8 bytes of AC. Ifit is, ACis valid. AccessCert contains
the following: SPId - provider (SP) |Id: assigned by the Operator to the

provi der who The usvisferheis sgbiem to arriticde i tapdurs nedoregeactryi ti es;

Val i di tyl ndexX pedritGdre cdntediedd ok W t haSuybi 68 theefaeessnbektichi cate is
valid, so that AccessCertificates can be_expi and I‘OVI ders ma be gi ven

Access Certi (iol@™y of PR nFP eF AP dltf‘}spe?'rl‘g‘a?“aV P*dH9 o B

20 systems for further processing if required by the
circumstances. Figure 1 is a schematic diagram of a
Token 10 according to the above described embodiments,
showing the processor unit 12, memory 14, input/output
unit 16 and software 18.

25 The ©processor unit 12 carries out instructions

contained in the software 18.

The software 18 contains the algorithm for processing
the data stored in the memory 14; the software 18
30 itself may also be stored in memory 14 (e.g. Read-only

Memory or ROM).

The memory 14 typically comprises any of the various
suitable memory types, such as ROM, Random Access
35 Memory or RAM or electrically erasable Programmable

Read-only Memory, or EEPROM,



- 31 Validitylndex is done in the Token in cases where the Token has a

+ real-tinme cal endar clock, otherwise it is done in the System Nunber of
Entries (N) - an integer indicating 5 nunber of entries in this AccessCert;
Coordi nates - conprise PlaneNunber: Li neNunber: St at eNunber - repeat N tines;
these are coordinates to Profile Plane, Line or State to which system has
access; a 10 Plane without Line or StateZ22ndi cates access to entire plane,
a Plane and Line without State indicates access to entire Line in given

Plane, a Pl ange LiBetRRde St €15NUEHES 2RCEESM | OwBREe! fiKe SERipROMLS ~
Function Type 1... N - (repeat N tines); each entry corresgonds to an entry
in the Coor dift@%zas |fha usRF iPRPEResakq pEebrtad cdata,78APdkRPE £ Bhat

Pl ane, Line (en¥ PexmaaiehtSigHwias € The RAMtigrepdhicaThecksad ohlz0
precedi ng el epents in AcgeasCer omuted usi a Mast er AccessSi gnKey by
the owner of TH*FEH TGP0t i°|fte ‘%’teatsé’sf?-‘“fafs?ueq% ‘to SP. The Token uses this
AccesaCerbificate to determne the 25 Plane, Line and State to which system

has access, LIRS BEfdT 160011 20k6S AR bl | usbhahgsadyieh cal

s
secure and effrcient I'mplenentation for Token - system authéntication and
access ri ght ShfetertRTRAL G 3490 tin sviehpthe Token dPhatar 8epd, 3@Conput ed

froma secretcdte\edIAC GRS o idfi:cate Signature Key or ACSK) specifically
assigned to the vendOfl b% t#:ue Profile ovvneﬁ_. '1I__'he AgSK.can be a Tr.i gl e DES
or AES key. This ReyPP¥SH8R1vEHRPPolFaInaSt8F CAEERS s SETPPALPI SAFE L& Y nat ur e
Key or MACSK, and thenSPl8&trilcaYheovh@SkKsi §odlowddgi stahda¥dkemughd i s
used to derive the K n khe ssCaLhi fcate_ksS dyri ng the
Token - systemint ef%%i%‘:g Tﬁg 6\5518%2 CXCES)K |bg ugea tgiﬁgg‘éieéggt hgs
Signature in the Acces8€eribPedcimelfsTRybtRrrbthEF @8EH el enents in the

certificate through {BErgpdedencgpt sOgnaybere the signature is the |ast
result block of the CBC.5 operation CBg—,rrEde en§r¥ tion,
14 t 3

ci pher - bl ock- chai il ngufbAeSLFR2 VB i bF ¥ FRYH 9§?§ﬁagﬁ'8na65f°5‘ach to

encryptibng bl ocks of that aTokeng $ecr ehckdgdentoyptaerylOiafgemation such as
DES or Triple DES, aﬂgt%éﬁ .Pgﬁegeagépé}%@&g; h;ﬂé:. Public Key Alcrorithm
e radio frequency signals using protocols such as
those specified in IS 14443 for chip cards, or
GSM, WAP, GPRS, Bluetooth, etc for other device
20 types.

The Token 10 may take forms other than a chip card, in
which the active component is the chip and the overall
Token is credit-card like. Other possible embodiments
25 include PDAs, mobile phonea, watches and any portable
gadgets with the active component embedded in them.

Figures 2A, 2B and 2C depict schematically three
possible Token-system interactions. In figure 2A, the
30 Token 10 is in the form of a chip card, with active
components 20a, while the system 22a is in the form of
a point-of-sale terminal with a chip card reader which
may or may not be connected to a host computer or a PC
with chip card reader on an internet accessing host.
35
In figure 2B, the Token 10 is in the form of a

personal digital agsistant (pDA), with active



There are other possible inplenentation approaches to 15 enbody this

i nvention. O her approaches include the use of public key algorithnms such
as RSA or Elliptic Curve Cryptography, where use of nmaster keys are
replaced with the use of a public key schene. In a public key schene, the
Certificate is signed by the 20 issuer using its Signature key and the
Token verifies the Signature using the P@&3 i© Key Certificate issued by

i ssuer and preloaded in the system and presented to the Token with the

Access Certi fd&ddne ﬁéTf@bTO%ﬁﬂléstﬁQ' Sy&@eﬁéeébﬁyigh% %}‘b%ertl ignat ur e

Publ i c Key Oertlflcate by use CertiTicate 1 ssued I cation
Authority, wWiRFes Wy H d'!sﬁqV{P‘é‘ rﬁ,fﬂ'tft%ﬁt%rtt‘i/ 3 r}tj%%'ecfwed‘ll partici pants
in the system and who is entrusted vvith the responsibility 30 for issui ng

Certificates he var#g Ir% ed on, oper at L onal requi mé_l
including th ’C%‘r‘t?f Rhi-CFefs "Used t’d’v ? 1 5°TRehu Eﬁ% %y of
the Certi bi catea]seghcase,ntedltm t het Tokencoypdhensyst 20vandwhide- vehea. The
met hodol 00y ffadish N9, 35 PUBIT GrEeY tiiid CHHL | Sng

dge
anongst practltl oners o e discipline. 3 Further exarrp}y‘es 0
typi cal appl iaRR} Rt t9RC¥AR hod of the above described enbodi nents are
as follows: Exanple 1 5 The foI lowing is an exanple of an enbodi ment where
t he users are custoners, 3_ one rovider is a etallg , and the
f@; Pn

activity is at r%?t%%c??ﬁﬁ i ﬁ 8I Pt AERReRteqobas Ehen sYSERR cal
interaction &2 a(poent tie sanlaedmam reéﬁid:er, dtiee. Pmainkeinhedt ey Taken 10

hel d by the GUSITRL. | S g SAUSAT deb o Radg et

incentive fo X|mz’|ng p?tenatlal ut'ure oage %P0 G5 exanple, illu~
15 5, the Token i < atbfi psysten - @Rasdl .« t dnathatest am @xahasnasl, ofkhi ch

register, paynent h0§aeﬂe§hcgeléﬁr@ﬁ@grﬁshfaﬁwf%lvhénrékgﬂrfocard and
t he system conpri ses he systems to whi ch may incl ude the

el ectronic cash ar'd PB?gﬁty (ﬂn CRI\/Fhotbil [ cdﬁf(?ﬁm?ﬁé'°€h| p card Botualy
typi cal egbodi ment ohuthentHkedioand @r’b)tléls@al pahidee stinct uwkidascri bed

above. The chip card ?g},gggmgﬁ gggiywl t%é n’&anoa nt dof sal e f—,ﬂg@%' 52

t hrough a card readef S of ectrl ca ntacts,
radi o frequency or |hétueeedthﬁgrw0slm‘¥eﬂss (iTee. cwtpt@ar 2280bTokendhol di ng

the custoner profilepgRyy a'f@ G RA 9t NehaBRRLI CAILRNHariICRoAS 30
credit card or debit card Krrent functi ons,
verify that the other part is genuine;

20 ¢ During this exchange, the system 22a,b,c
presents to the Token 10 its credentials in the
form of Digital Certificates that establish its
right to access the relevant Profile Planes;

e After the Token 10 verifies the Digital

25 Certificates, access is granted.

The information on the types of access that the system
22a,b,c may be granted is embedded in the Digital
Certificates, and the types of access include the

30 following:
®¢ Profile query - in which system 22a,b,c is able
to query the Token 10 as to whether the wuser
profile meets a particular Profile index
combination; in this type of access no raw data
35 is released and the index information may be a
dynamically generated value incorporating a

combination of historical, current and



menbership identification, etc. and is conpatible with the chip card

. reader/witer unit 54 in the point-ofsale termnal 52. 35 The point-of-sale
term nal 52 can be of any nmake typically used for paynent transaction
processi ng, such as those used for credit card transactions which - 34
are equi pped wth a programmabl e processor unit 56. The nenory 58 in the
PCS terminal 52 is |oaded with a conputeR4program containing instructions
for 5 controlling the behaviour of the systemand data. Control of the

process at the PCS tﬁgg&g@‘;e§2 ivgltur;_rsqughoﬁ;ggri tA0; SICAPS Ul kgD

scripts, which are ITnes of iInstructions that are interpreted by a script
engi ne | oaded in thelPdcakiRgnap 59ondhbiensc(THee 109¥ar Eal8pl acl&bl e and

downl oaded as and wh@égpe&hangeevé&1y gquired, and permit greater flexibility
i n changi ng the pr.ocgss' ng ruxlaés at the POS eégi nal "§_2 vvi2§ho t the need
for replacing the ®actt3f*t®f ¥RERESi 1 T‘?lewﬁ‘ﬁht fii REPT82 “£8/PnE tFpi cal
POS term®al 52 al sopermittied &odisdnait 68atkeytmoatlle 6Tokeacel Pt £pii nt er

64, and comruni cati on_} 6 L1 t (1 b, .

r enot e/ ext er nal hostﬁ%%%%ﬁ{l%?&%s taé"?né‘g su"l(l: é(xésgﬁ\g% r\(l)whﬁg%lé‘%ssh %d

Regi sters (ECRs) 7P0,DPpbuynrstriexyadacti dn alisdy i pawi dathosttoxedl Eoyalty
appl i cation hosts whigh meyibg | for emat e Jagaldvas. Bpe thansaghien
proceeds as follows:_25 Initiation: Start of business transaction; .and
customer's Token is $FsRnted (st e taut F&ft i c SOPBHEEEGRBNnce®2d0 System
I nitiateso Token - syapelieatihent cfit imlaagpendeormmlcescriisbednabatie. User

I nteraction sequence, é{&gr %élcgeésful Token-system aut henti cation, the 35
system (PCS t erm nal b3 5ty exanpl e) may optionally (depending on the

I npl ement ation) pronpt the operator by means of display 60 to enter a PIN.

Figure 3 illustrates an example of the processing flow
within the Token 10 (with software 18), and with the
15 system 22.

Data from the system 22 are transmitted 24 to a
Request Handler 26 for general validity and dispatched
to the appropriate function modules. Typically the

20 data in each request message from the system 22
includes a cryptographic checksum called the Message
Authentication Code or MAC, which is used to detect
any unauthorized change made to the request message
received. Any message found to have been altered is

25 rejected and the system is required to resubmit the
request.

During the initial steps of an encounter between Token
10 and system 22, the Request Handler 26 transmits the
30 data to the Access Control function 28 to authenticate
the gystem as well as to verify and establish the
system’s access to Profile planes. Authentication is
based on cryptographic algorithms designed to verify
the authenticity of the system 22 requesting access,
35 and to verify the type of access permitted to the
system 22. The cryptographic algorithms require use

of ‘keys’ which are values that have to be kept secret



- 35 Depending on the provider's requirenments, the POS term nal 52 may be
. configured to pronpt for PIN on every activity, or it may, for custoner
conveni ence or risk managenent be configured to pronpt for a PINonly 5
after every N activities or after sone total value of activities exceeds a
limt set either in the Token as part of the profile or in the POS. The PIN
may be verified by the Token or the syst@® -if done in the Token, it is
general ly done by conparing the PINwith 10 a value previously stored in

the Token; ifg aﬂogﬁah? ol Nensys! Bheelk sl inbkll Gl | ¥ dOLG.PYeFORRLIQ W LN 2
val ue crypto_gk_g? ically generated using a Master ey and 1 nformation
ekeed w&%

such as the twsroREﬁrecheaopeﬂ%ﬁlb“relﬁe{“ﬂéH pl@FHte® 0 ent er
the transactipn i gebeilsd(Rhodue! TokerChase mmethauaﬂhbt Yontleg) t hrough
keyboard or t%fro h the ECR, (if one is coggeg i n Whl%h caeh{l
i nformation i 2 DT Hr DGR EN2ER LB ARE S n 58t P¥t SPEALY) © eraction
bet ween Tskertcanlr:hsy'sa:kancan i and| wanyanly e cenad | bg, thee soff twlaireh |1 s
Ilstedlnthemf @4 ]%?? onthetransactioninfornation such as

uant y an

product code, price, system 25 selects the relevant Profile
State coordi nat es and sends request to Token for a check agai nst the

custoner's erdddd es@bss Piaf idstaBlidlsReagsel edyé@éxum E‘Q&uQEEhmf@r

entitlenment index to offer . t stoner,_based 30 on r exarrpl any
conbi nati on SCIER® bRt Sﬁﬁ’rf“"g' lrif&'ﬁﬁ 3t arepgent a&qﬁ'ﬁ? ytQadR8redi ct ed

activi ty;LoanctHeeswtnSiasv@lntas aN.-tepdlate ve8ymodltes ﬂbpendﬁmgt ahi Qihal
capacity of 1S kel Leahoge! Wil ahd 0o lLgh)s | Bignis GOMPHLRL! QB 0l the

entitl enent arevant conponen e val'ues may ®be
returned to trmsrttgpéxem Verleuﬁp@mteﬁowf Ret@i@vadx anpiessos B¢pi enaly

formul ae for gdi §u5?89%é“ Ofh Vi 1chd nehudeda@éanl &b‘eahle»aderixye%fﬁat ors and
use of attribute in ormatlonfromthe activit and vvou have t he

following 5 %R B B8t i 8Re(a2fh, the Profige pAl aVx?rf-'egre?’é, beigg . are
enpiricalsf acdcyesdiry | vied e tdureiadi s:tn@fno@alssdat a stchaas ‘cbﬁﬁ:.@:)i&mﬂ e, by

pattorns as CREGUecabios st oriel Fie ahefrienal Foaffd B S iuc e of
a past and thexpdfdsent afti@itpetl5ofE lefeorrﬁtatms bamest{!or thiee system
to decide on AR EpEcERLE '%@”th':qfecﬁi@é’ﬂ)' Cort Ng GUILETRkeMRY be

entitled to $X off the next pur chase_ o Y at” Part'ner A. 20~ These rul es
woul d be embddd&x’i nTPaLest| ckie¥Pifto the Pesniev@ilnalodplecithedsas rul e

SCripts 96 age’dndidda uptd abk8turn a derived index based on a
combination of index wvalues in the user profile,
without revealing to the system 22 the components used
to derive the requested index. The formula for this
derivation is embedded in the software 18, and is

25 replaceable through administrative functions, also

coded in the software 18.

The system 22 may submit data for updating the Profile
Planes 32 if its access rights permit, and such
30 requests are processed by the Update module 38, The
Update module 38 takes the incoming data and applies
it to the appropriate Profile index oxr indices
depending on the Update request, based on formulae
embedded in the software 18.
35
The user profile is a composite of wvalues, each of

which describes an attribute of the user. These



"E' may also formthe basis for selecting an 25 appropriate cross-selling
«proposition for the custoner. A |look-up table in the systemis used to

sel ect the nost appropriate cross-selling offer and display or print this
offer on the spot at the end of the 30 transaction. Fornul ae used in real

systens may vary with different provider requirenents, different custoner
segnents and di fferent popul ation 35 ségﬁ%hrs, etc. Tha system uses either
the user profile data - 37 returned fromthe Token or the entitlenent

i ndex derivedrdTwaa t hpe TekeNeds raRTGNichart e t preenput grandsdicel ay,
print or otherw se notifﬁt e custoner, of the custoner's 5 entitlenent
0

(e.g. a coupdif f BFIE"YFS T ofade ot ) ageEe f BRI RS B sac?®on and
for future trexeasle and.sudh sarc ogudrat 2 0nidrs e feact gl Xdwaough rul es

impl enented in the system ng‘iiﬁer u%@atgaymg9 farmul_at %q_nl%q_seed on. 10 an
S prop

under st andi ng of the custoner ropensities; preferences~and needs gl eaned
from enpi Pi cal data gyephesestinrgmasanpttsibeteustfonthebaised .oupranid

attribute data. The hgymbaerf@k a5 e hi skuiBd¥Rge¥EN;athbd ehid D t hat
are used to decide when the systempust require, additional user

aut henti cation bef or E°gPFBRFngeBRELIPPBCEESI AGEFEPPFBE@BIf urt her .
Custoner' s accept ancerofille] sehites mhyt be orbahizZ@dcdntle sedqt @dchn t he

Profile to nake subs e fi.l e_iLpdices.eyen nore accurate. Transacti on
is completed. 25 Exargrrg)‘lgeg%lﬁﬁgt hi grégg%%l %%ﬁ\%he user is a custonmer of a

provi der1l8ffering hire purchase goods. The custoner (user) profile is used

to determ ne ddies CYst @HRYF i3 eCr0Mids I RALND d Nedh CBYI TQAURIEa WRES the
provider (in this 30 exanpl e a Departnent Store offering hire purchase of

el ectrical gddRSikpellaBe MRe enddgh FlRGenat?ofahdausiRade®e @dponent

of the cust onmidegtinig | enedhahinad t rRyr Fildadialg | RSt iFldnhegn ke t @r
determ ne the,credit rating. This interaction nmay occur in a 35 physical
shop, via th%ﬁafﬁee'r net or by nobile phone. The point of interaction system
in this &gxanple may therefore be a physical point-of-sale termnal, a PC

Each Line has a header that indicates common
attributes such as indices to formulae and/or factors
of formulae for derivation of the Profile States, such
formulae and factors being stored in either the Token
20 10 or the system 22, and specific requirements of

particular implementations.

Access rights of a system 22 may be assigned at any of
these grouping levels, and access can further be
25 categorized by functionality, such that a system 22
may be given access to a sgpecific State, Line or Plane
for a specific function, but may have a different
functional access right to another Profile set (State,
Line or Plane). The set of indices for locating a
30 particular Profile State (or Line or Plane) is

referred to as Coordinates.

Figure 4 schematically illustrates such an example of
profile organization, as described above. In this
35 example, the user profile 40 is made up of a set of
Profile Planes 32, each having a header 42 and

multiple Profile Lines 44. Each Profile Line 44 has a



- 38 on the Internet or on the nobile phone over WAP and GPRS, PDA or sone
<other interactive-capable technology appropriately configured with the
software progranms inplenenting this invention. 5 Initiation: Token is
presented to the system and the operator (a cashier or customer service
officer) is pronpted to enter the transaction details such as anount,
details 10 of goods. hire purchase peri-o®7 etc. Authentication: The system
initiates the Token-system nutual authentication sequence, and continues if
t he sequence SUEC f Q :Lbs:‘i i ng: The system sends
a request tohlréi%énrf‘gf %?léldlllﬂ ee):loéqcﬂs oﬂ!L (gs%edl“taé'rati ng (C). The index
may be a 20 function of the anmount of past business done (Q in a specified

period (P), té}%ﬂﬁﬁ)%e%eéﬁtﬁr&h&@}é NEsPNbel BR2¥EBEYS a€Dp1 anacaEe band
(S) if known,_ occupation t'gad-%-ee and ot her rel evant variables. The index may

be a pre- conftt®l YAl 3 8 SR cust oner profile 25 (derived from

hi storicab data in soma host-based process and | oaded |nto the Profile, or
a value that fidh PEEL.GYIIMaiandenergled. And uiahed b Lasseause of
previ ous interactions WI he ULt ofrer Oor a dynaniC y gene A6 val ue
derived basedt®naa dDfferemt apsoyideri.n ahdé S%Dmﬁerri’élmﬁﬁ the Pokewrand

whi ch uses valy6sg r@éréﬁdﬁ&fée&éiﬂ%ﬁ’rﬂg}r Sesh?r’é%iaﬁie' R AR ers to
the f ormul ae. The tyfl cal form_of a formula derive Cis as 35 follows: C

= function (¥4 .orQ splegted [provid %‘Q’ vt e BB¥f f iCOPERER '
) b' , c'10. ai&ﬁraxiv@ahhfoéﬁawed fd;f)mgwmajm susbflilakesi cd @&ata for
custoners wth I’.OfJI simlar, oiho the custoner's. Ctranslates 5 into an
absol ute anmﬁﬁr'pﬁ rfg \Rfﬁ% & s t hrough a table of values or through a
formul a of the formcredlt limt V = function (p, q, ..., ©C , where both
the table valggs, a C | gat r I
determ ned. 10 In ?Egkgsgn%q{#;ccggdﬁa@pl%gt c\‘?mips’n?sr??uf ?g’:&'g#%%ebé
t he Depart nertPdeRe Hoes HAIY IR teB88FudmE®Bhrsi ness history with the
custoneri1to determ ne the value V, the Departnent Store has an arrangenent
with

ere

A composite Profile State 48 is associated with a
derivation formula which may be implemented in the
Token 10 or the system 22, and the formula may contain
other Profile States 48 as arguments. For example,
20 providers A, B and C may ‘own’ Profile Planes A, B and
C respectively, whilst the issuer of the Token,
provider M, owns Profile Plane M. Within Profile
Plane M, provider M may choose to define a composite
Profile Line L which is a derivative of selected
25 Profile States from Profile Planes A, B, C and some
Profile States from Profile Plane M itself, and this
Profile Line L could be made available for reference
to all providers as a value-added service. Such a
collaborative arrangement maximizes the synergy
30 Dbetween the participating providers. In addition to
personal data such as gender, age, household income,
family size, etc, Profile States can be used to track
user activity by activity type, provider, provider
location, channel (access type - Web, physical
35 outlets, mobile etc), method of payment (credit card,
debit card, cash etc), product, product category, time

period, frequency, amount (value), quantity,



15 the aforenentioned FI where the FI authorizes the Departnment Store to
access the part of the Profile owned by the FI, in order to obtain the
credit rating C 20 This is acconplished by the FI issuing to the
Department Store an AccessCertificate containing the appropriate

Pl ane: Line: State coordinates and the relevant Signature of the FI. 25 The
sequence for obtaining the credit ratimng2éndex Cis as follows: System
pronpts customer for perm ssion to access FI Profile, which custoner gives

by entering aJddd¥ishest emag,kgqg_h% A@&?é@ﬂél figgat e angyPI,_i\gJ L,%Tcghgn, 30

whi ch verifies the custoner’ | f vald the AccessCertificate as
descri bed eardBRHCORY{AYR s FFQfid® . PH@tRSt hod™ or ther | f CORPNSAtIPR

custoner's Plﬂ‘dmm,or@imhedtancenebef usddinber datevmyfic ¢ewpadisng the
PIN value with a val ue st 35 t he Token; if the PIN was encrypted by

the system prA% oirp‘inogefulﬂﬂcgsﬁrb tt SN SToken, the Token decrypts the - 40

PIN for cenparison, or encrypts the PIN stored in the Token for conparison

with the encrynhfd N6l i T, e fromsystem 5 The Token returns the
credit rating%!He ustomer, based on custoner's profile with the
FI (rather t % h@ PEGKPPe #Ft hf BEphr tRHIOMIGAR) tC ampystem exampl e, be

deri |1 \6ed balseggI dﬂlé‘é”l d@rﬁue%apr eueﬁehwcafﬁiehrr&ﬁisctn tikd hglgbst garr t hat
is aval | a e o0 y e uc aS|n rmat i rta nin t
cust oner' s ot H rfg&f ShEY  8B%r CERTLEY ﬁg’(?ma ggggg hﬁ PF'[I es in

general 1$uch>'@e‘mr rrul a woul d generally take t he form 15 C - functl on (a,

b, c, ilead) W, ie e
enpiri cal | y (}Jhrl ved&pr omIsSt atl stl c érﬁ srlééo‘flgﬁl st %}lltggﬁtégatlgh is the
total nonthl peEvenee Lsi sonﬁ)nmegreou'i-‘gbeng I ppd demtelepa’sﬁneﬁegh Ois

the occupati gitH¥icahdss e hakdlfiaasetnhwal Wathinitdclike Peki ognaef tine
custoner has had busi gess with the FI and S is the social status_index of

cust omer. 25°HR&E /i ndBRSREY sBRve 3! af¥THARI® 0 Ofc DEPYPLREREPRESr €' s
rating fosnulinficanatiicn degitpiadetso s paveidel geaduny: afidr vexafimhblihe
conposite cr i ng of he C ul d- t hep. he Y from.a
forrrula of tﬁ’eﬁe%lor%ty 30 furﬁlongt?igggivgm odf gﬂ % deqéhvﬁ%g"r T.s )
‘c'..., are femstegvtdaddwi vied dnden ém)lmrQ:’%#ﬂanehysiBfermms@@rIl-eal'-heat a

Token from unauthorized use, and to protect the system

from false Tokens.

20
Table 1 below outlines a typical sequence using
symmetric cryptographic gsystems (such as Triple DES or
AES/Rijndael standards):

System 22 Token 10

0lpetects presence of Token

02|Requests Token for
identification data.

03 Responds to request with

identification code (Token
Id) and a random value RO
comprising 16 bytes of
value.




35 Based on the new credit rating, the Departnent Store is able to nake a

« better decision as to whether the - 41 custoner should be offered the
credit required. Exanple 3 In this exanple the user is an enployee and an 5
enpl oyee (user) profile is used to determ ne the wages of the enployee, in
an environnent where the enployee's tine |og, |eaves (nedical or

ot herwi se), training records, performanceé9ppraisals, special achievenents,
etc. are captured in an enployee 10 profile, based on which the wages are
conmputed. In |thls exanpl esygagmdgyl ce whi ch pays theowaaegol s a prqvider.
The enpl oyee %% H-e—al-se—be—a—eontractor—Hntat+en—i5—Feken—+s—present ed
to the system iypst éh?r%/-bl’réesévﬁhml ce (le. g. an ATM or at |a
conventi onal |manetiecauKeer (XK ,t hecbgdagraphhent i cation: 20 The Token -
syst em aut hent i CAidc3R os CHEI N Toker 0T | Riged. User interaction; The [system

I ssues requedt cces?éggM%el%elt P;j\( g@ggedrqqlezhh tihe enpl oyee profile,

together with A cate val i dates AccesaCert|ificate
(as described apth 6b §58 dn fornmula |inked to |the
specified Prafi ‘éalgteai‘é &F‘Eﬂwtasnﬁy §4®&eas input nultiple other Rrofile
30 States, whi cfsemmiobek&yr £fKss at raykiogyapbdrs ||logged, training credits,
| eave and abgenpmuncedendsf x andard, restckypssriet urned to system Based on

the wage index Igf WiRgdsk rndekevd okl (wAsosystemcredits the enplioyee's
account with thg é"@%@ﬁs BanfNd thesl &levant 1§>\r_cfi |l e States are updgted to

i ndicate the traﬁn% t1on_and ‘serve as I nput "to |other fornulae for
conput ati on of_ FOBnAf B> &° TOX e ¢

05 Computes SK from R1l and its
own AK, encrypts its copy
of RO & compares result
with received 8 bytes of
<R0>. If not the same,
system deemed false, &
Token stays silent. If
they are the same, Token
returns the 2nd 8 bytes of
<RO>,

06Vbrifies that received 8 bytes of
<R0> are correct and Token is
deemed genuine. Upon
confirmation, ready for sequence
to establish its access rights to
Profile (see Table 2 below).

Access rights validation
The system 22 performs a ‘Select’ reguest to the Token

10 in order to access a set of Profile States.

10
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central

exanple in off-shore oi

rating at a retailer or financial
<the invention is particularly useful

institution). This applicati

on of

for environnments where access to
records is not available, unreliable, difficult or 5 expensive, for
rigs, mnes, etc. Miultiple providers share aspects

of the respective user profiles known to each one to process and respond to

t he user

actions and r

activities.

10 Exanple 4 In thi Skxanple the different parts of
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AccessCertSignKey stored in
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as last 8 bytes of AC. 1If
it is, AC is wvalid.
AccessCert contains the following:
® SPId - provider (SP) Id: assigned by the
Operator to the provider who is using the

10

system to conduct its business or activities;

ValidityIndex indicates

the period within
so that
AccessCertificates can be expired and providers

which the Access Certificate is wvalid,

Certificates of limited
of the

may be given Access

validity periods; validation



the Token and the systemis correspondi ngly. nodified by the user profile
“and each interaction continues to enrich the user profile. 15 In this case,
the user profile in the Token in the toy dog contains nultiple profiles
fromdifferent "providers', sone aspects of which may be shared between
provi ders and sona which are private to each "provider'. 20 Exanple 5 In
this exanple the user profile is used t© Yetermi ne the user's identity and
record indices indicative of the user's previous preferences, actions and
Leafgi ons 25 ibn a buivb.diigg,tyigab_xt gﬁi émﬁrﬁsd Sih(r)] tﬂiéf%&ahf p:laﬁtscam‘eg heh
uilding may be permtte nied based on .Juser_profjle, .and eac
roomthe user eaters"; fSnghecg‘Plﬁ?nagiﬁstasrt 'I%ilgﬁ't ict’?g,e“[d@rfpéjﬁcg‘r'e, etc
to the preferences obtheewdser itl ist Hoaeeianphe, syheef® control |l ers which

adjust |1 ghting, teNRELBLYT & ©tkn e Al 85 ONR) 0L B €1 RLAYEECNS,a UG sFgkens may

be issued by the enployer (there may be . n one~enployer in

bui | di ng) 5 and only BuEgBrsef entrhespisf thési 3cspgpeartsth the general
buil ding control ¢ egBrEAndBear €as shared between enployer%oﬁggﬂyglthe
prem ses of an enplo¥ﬁé88the use rofile may be used to determ ne_user

r.
preferences and priv §1_J.mbe;:&&ge{\l' Paf F\éﬁ?:elfﬁ’@b?ﬁke‘n, R*At i Y a chip
enbedded i n a pendantimeswat-hlesworardycasedindtes cho pPleifhfec dlamles of

wirel ess 5 comuni cat i thro adj en ignals, I sented to
the system conpri si n%kggbuﬁ dlgggtg'uﬁl[é; %ﬁg#at%gl%rga%osé?%%eghn whi ch
is constafitly pollinglane whthpuhslinedereftatekdndiicatese agiceissi ttp, based

on which the buildi ngneeveayiommd, cal Ip1arrAdhngt 1h0d hei PREGEEIR T O
better suit the user, Authentication: The Token-system aut hentication

sequence is conpl et edP2ECaEEACAFFEFENESs GPELIRRe FERL LBy SV FdAZE the 15
Token is itﬂenti fi edt hygﬂlm—;s,yst.&mehl a_:l_dEis:aew Mihéicaeesriddgcdds t groms of
ensuring the correc Ot LY he Token is a major concern, an

aut henti cati on may sg#’vggggéeggég%fsh the type of access or facility
permttetddto the seFungbioselypet 6 act i®n- Tirepeadt din Eimesbei ledichg)

detects fromthe usepnpiffilEotR@ipbli@s USefo Prefiers & didf ti gyl ar ¢heom
t enperature, background nusi c, Iig%ti ng etc and 25 adjusts the room
settings accordingly¢°°rdlnates list and indicates type of access

available to that Plane, Line or State; and
® Signature - a cryptographic checksum of
20 preceding elements in AccessCert computed using
a MasterAccessSignKey by the owner of this set

of Profile States, issued to SP.

The Token uses this AccessCertificate to determine the
25 Plane, Line and State to which system has access, and
functions permitted. This example illustrates a
typical, secure and efficient implementation for Token
- system authentication and access rights
determination. In this example, the Signature is
30 computed from a secret kay (Access Certificate
Signature Key or ACSK) specifically assigned to the
vendor by the Profile owner. The ACSK can be a Triple
DES or AES key. This Key is derived from a Master
Access Certificate Signature Key or MACSK, and the SP
35 Id. The MACSK is stored in the Token and is used to
derive the ACSK when the AccessCertificate is

presented during the Token - system interaction. The



The systemthen permits the user access to different parts of the building
“or access different equipnment and facilities based on the Profile. 30 Such
an application may be used in a banking facility where personalized
services are offered to the individual user in addition to basic banking
functions, such that user is led to private facilities wth personal
attention paid to user's needs and 35 reéé ded in the Token, and
information stored in the Token is used to decide additional entitlenents.

- 45 5 10 1% 25,30 3‘.?551‘3”1:0' e cfézlﬂré hi ,s_hgxargigq.hatghq_,ecusmrre erm ne

the custonmer's custoner's consunption of sere asis for billing the
cu or goods (ﬂﬁﬂﬁﬁ]ﬁfr?l%ﬁ?? eu?’snﬁls’élélet‘athﬁénflﬁii? 2AEMEBESr ¢ ¢  whi ch

t hen Iserves Sééﬁ!‘@lf:iﬁéga[%édhgtlﬁﬁdglﬁe$ﬂdurﬂddﬁ | Ghicr mken,wnﬁyﬁch tha thi Sd
exanple is a chip enbedded in ent to a_ sui y ui ppe
conput er terrﬁ’rﬁi{) A pr & nﬁhﬁar agt eé)sé‘f}s eftoh keﬁigﬁnd(‘ta%e system
communi cabe tdpexapiame of the many conventi onal neans includlng, for
exanpl e, through a conventional contact chip card reader conplying to IS

7816 standards, or a contactless reader conplyi g to IS 14443, or through
H uet oot h prcﬁ%dm%del neRGrYREL@R gnaPs erdphpr-b P§ke%hﬁ'ﬂ>rléngt henoidesuer of

the Token mayerh&gs a?éhsatﬂson an( €. fnd@s PAPkIcanilhi St té};epﬁacaﬂ derggmay be
an Internet service rOV|£ or retailer. Authenticat] The Token-system
authentlcatuﬁPgﬁﬁﬁﬁihﬁa ogkApPEt &3t on WHRG 3%°Eta FVsﬁQﬁﬁﬂRﬁH¥blty and

I dentityil0Usealgovictland i @ich as DES or Triple DES, and will not be

explained here.

Public Key Algorithm
There are other possible implementation approaches to

15 embody this invention. Other approaches include the
use of public key algorithms such as RSA or Elliptic
Curve Cryptography, where use of master keys are
replaced with the use of a public key scheme. In a
public key scheme, the Certificate is signed by the

20 issuer using its Signature key and the Token verifies
the Signature using the Public Key Certificate issued
by issuer and preloaded in the system, and presented
to the Token with the Access Certificate.

25 The Token is able to verify the issuer’s Signature
Public Key Certificate by use of a Certificate issued
by a Certification Authority, which is typically a
neutral party trusted by all participants in the
system, and who is entrusted with the responsibility
30 for issuing Certificates to the various parties based
on operational requirements, including the CA
Certificate which is used to verify the authenticity
of the Certificates presented to the Token by the
system and vice-versa. The methodology for using
35 public key verification is common knowledge amongst

practitioners of the discipline.



The custoner profile holds the credit Iimt, or entitlenent information and
the *‘consunption to date. The credit avail able nay be determ ned as set out
in Exanple 2, based on Profile States shared with nore than one provider.
If there is available credit, the custonmer is allowed access to the service
requi red. Through the course of the access session, the customer profile is
updated in discrete unit steps, for exan@3 -on a 30 second interval basis,
etc. At the tine of each update, the available credit is checked. If credit

i s conpl et el Yeyrendd eXSHG1LP *fh’éyﬁ%’%tfghn?gQEéaE%HEtBianh%C%{%St"hod

Thr oughout the session, the Token - mare 1n contact. |f contact is
| ost, access 95 thsiakPYe dercrikedmnbodigen e afhAs kL Invet spensed in

this 5 manner include sinple conputer-sharing services and application
sharing serviges. In variation of this set-up, the Token could be a pass
into a sport§§¥§@¥¥?F§ and the systemis a 10 turnstile gate. The Token is
updat ed wbt h THee felbstvimgcissannépanple oafeanhembodinestombderenttdies t he

facilities. Dwd thes acliddnerd, Ne dserndyd i | %eco?fr%‘}l%e eqto,l5 carry
out targeted nmarketing where the user 1s .exposeé) to offers fromdi fferent
provi ders rel®84&Hile% tARdpEHRi Betivittynpi®e ¥ SO2apAackisnediavoleizdcust oner

profile in thaedlokerchesd bY HBedsUSt alEra | Sypis@sh t oneaabbeibheapr @vi der to
gi ve the opti rru,mrger onal i sed pricing.for q:ods or Jzﬁéwces to_t he custoner

at the point B iRt aBft8n2t28 HRtELASTon: "ot eP ok Whi ERej Fokens
exanpl e L8 ahdilid bybeckedcustamear dis | aspdesent ethsurea custahey dagui pped

poi nt of sale_; 1 q[gp.[' i f e 0_Auyt henti.cati on:
The Token-syélé%%ufqﬁén'go%ca |d(¥?1 glgagﬁl%‘égi sftog-on%%g{'rggl%%go ngﬁ%d'aéLstabl i sh
aut henti ci t y ftndel@atngnadsser interaction: 35 Hased on the transaction

i nformati on such as product code, quantity and price, system selects the

rel evant Profile State coordinates and sends request tqQ Token .
In this example, illustrated schematically in figure

15 5, the Token is a chip card and the system comprises a
point-of-sale terminal (POS) and the systems to which
it is connected, which may include the electronic cash
register, payment host and loyalty or CRM application
host.

20
The chip card 50 is a typical embodiment of the Token,
and a typical profile structure described above. The
chip card 50 communicates with the point-of-sale
terminal 52 through a card reader/writer unit 54 by

25 means of electrical contacts, radio frequency or

infra-red light signals.

The chip card 50 Token holding the customer profile
may also incorporate other applications, such as
30 credit card or debit card payment functions,
membership identification, etc. and is compatible with
the chip card reader/writer unit 54 in the point-of-

sale terminal 52.

35 The point-of-sale terminal 52 can be of any make
typically used for payment transaction processing,

such as those used for credit card transactions which



- 47 to determne the optimumprice index for the custoner. The index and
hence the price to be offered and di spl ayed are effected through rules in

t he Token and/or the system These rules nay be formulated 5 based on, but
not limted to, the custoner's history of purchases and activity, |ength of
relationship with the provider and propensities for future patronage.
Custoner's acceptance or rejection of t-hé4offer can be updated in the
Profile to nake subsequent Profile 10 indices even nore accurate. This

i nvention may,.he o Wity d 'giéggréﬂdgﬂféiﬁé%céyyéﬂ‘&H' g in the areas

of custoner re at1onsn p manage custoner "acquil sition rranagerrent
custoner 15 retenti on nmanagenent, custoner reward nmanagenent, custoner risk

managenment , G GhEoPF 058t 2RI khby pORNAGANRNMal d8d a1 4 epealbar wikRNAgement
identity managenment and marketing managepent. 20 Modifications within the

spirit and sCoFPHeR he PRPERFFon nEY™ 2IPLag) | y WFFHIE WP t hod8Fski | | ed
in the arg. |dorntxrdldiigy under sbehdyibher eb6r ethé hatyd tem |andanrd|am:|a IS not

limited to t artlcuEartﬁgbgéé %hIQ§C LhREdpBY VR {n§¥

her ei nabove. or t e purpo S spécifrcation i1t wll e clearly
under st ood t Hdtraugh v@lgior;:bw}wu angpsnéansd" iimc | agr ¥Rt Hut whbeh| iapxiet ed to",

and that the \Woidh "CONDLL Shsct 16k atmrsﬁaomtagpfeeaansy 30 geript 48
CLAIMS 1. A nethod of nmanagi.ng an activity, .includi a user making a

request to eﬁﬁﬂﬁPer%ﬁ@%ﬁt??lE?qM?Q§aFFF?§Pan5& pIu?E?FFySGF1FFGV|ders
and 5 saild usfde reasidddlslld oarﬁ:al@bvinmadem ca'$ detid awhennsanahadgka ist or age

devi ce, said devi.ce provided with id fIC t, to |de tify said user
and a user pfb L nprlgl fﬁgﬂ)ng % %& lbliﬁ% ser pro%wpﬁngéta,
each set of udw prm‘:ebeujat Fuies aahi rtgleloP@SJ germdaal op oitdoludg

plurality of Jiovides Sfoit\h@aswciﬁgd £HeClact AU ey £NBRIEREL N pBRI d
activity is %fsesse%-%ﬁfor ihg to One or nore sets of user profile data.
ermlina

15
The typical POS terminal 52 also includes a display
60, keyboard 62, receipt printer 64, and communication
interface 66 capability to work with a remote/external
host computer system 68 such as Electronic Cash
20 Registers (ECRs) 70, payment transaction authorization
hosts and loyalty application hosts which may be in

remote locations.

The transaction proceeds as follows:

25 Initiation:
Start of business transaction; and
customer’s Token is presented to system.

Authentication sequence:
30 System initiates Token - system authentication

sequence as described above.

User interaction sequence:

After successful Token-system authentication, the
35 agystem (POS terminal 52 in this example) may

optionally (depending on the implementation) prompt

the operator by means of display 60 to enter a PIN.



15 2. Anmethod as clained in claim1l, wherejn said user's request to engage
“in said activity is assessed if possible according to the set of user
profile data pertaining to said first provider, and if not possible
according to the user profile data pertaining to said 20 first provider and
one or nore sets of user profile data pertaining to one or nore other

provi ders, or only according to one or % sets of user profile data
pertaining to one or nore other providers. 25 3. A nethod as clainmed in

claim1l or clpd rzdny@erceﬂ n @He AT v Set Y quis@imeitdf,i | @ At adgncl udes
activity data concer ni ng past activities sald user has eggf ed inwth

a provider ortFAAfer S td“'%hl E’ﬁ tfRPEEguRRd Lo BEIIRY o Ot | &%s, and
the step of Béaraqseastmfsw totiset’ Mayeogest cuStbﬁaedcatheﬁa&hcaarotﬁ y on

sai d act|V|tyd od as i e n g of th di ng
cl ai ns, wher &t a}%tm"’fréaa%?m%rhte 2%t oF ff%e’l;e% %?l XIB%? 35 ?n?F&I esponse
dat a concérnla@:myem Negp@myesa-lescmrvezftw: ssamk usetal andlassml ng
sai d request a&lhas@fg@tei@@&s péf&hmlen s%@ %ft%%‘l‘)“ﬁ? éﬁéaToken 43 5 A

met hod as clainmed in any one lains, 1 wherein at | east one set of
user profil e RRftta ?ﬁcltl?&espi%ﬁchﬁ\aPrdé‘t“a ’é}ﬁﬂ R9Sessi RRes AN rwayiede i s
based at 5 lemdlyyomh&almbm Saﬁa|t1ﬂaatﬁysiﬁem;A HEt heasig| &heed in
any one of clc?a 5 éjone set_of ﬁgr P% fil, & dat a

i ncl udes predi é‘teir*/e Jd%t?a cSﬁE‘@Fﬁ 6 fjﬁtn&r ATTRITEE i i %h ¥3®&ai d user
is likel ¥0t 0 angEigee vp:tdsw:aptpnhmwllmred jm ovheleTskemndifisdesnsi hg saied
request is b S d t aA od as
clained in an r?g&ofq?h}'es fn’jéylgéﬂ?pﬁﬁshé}ﬁ %?Jéfl; gégﬁ of "Jsggil;'l sets of
user profil ecdfa’tﬁi:%hltﬁléé’ QWWN%‘-W 3 Masteer PBNokeveand A

net hod as cl aigWanidt idw @.ﬂ:ﬁhoist Eﬁep'reﬁéﬂl 1 Erdn’Bchd UFSK&H . | Nehiedi ng
updating said user profile od as c] ai rre inclaim8, including

updat i ng sai PR&? ud8r Y)l?‘(’ﬁl ngc’&ﬁtf efPai TRAYE t FR&i §*APPEEEIPBYI der to
i ncl ude addi tdedradlls nf (preduon, t opnethase saxmicact | vqmgmt:'zﬁy,lo efchet hod as
clainmed in cl r inel d g d of .yser, profile
data pertai nltgigx@t 1-fs)alli%;‘?ilclr’gst& prc;(}\c/l 3%'?&?1 a‘%ﬂéé(;t %éc';.#d g%%l VIL & Tlss id
activity is @Qﬂgqgggg in which case the information is recelved

through an external host interface).

20 Interaction between Token and system can involve
various scenarios, one of which is 1listed in the
following:

¢ Based on the transaction information such as
product code, quantity and price, system

25 selects the relevant Profile State coordinates

and sends request to Token for a check against
the customer’s entitlement.

® Profile States selected return the optimum
entitlement index to offer the customer, based

30 on, for example, any combination of the

customer’s personal data, past activity data,
predicted activity, and responses data.
Alternatively, where the computational capacity
of the Token is too 1limited to effect this

35 computation of the entitlement index, the

relevant component Profile State values may be

returned to the system for computation.



30 11. A nmethod as clainmed in any one of clainms 1 to 10, further including
«determning any response to which said user is entitled. 35 12. A nethod as
claimed in claim11l, further including updating said set of user profile
data pertaining to said first provider to reflect any - 50 response
received by said user. 13. A nethod as clainmed in any one of clains 8 to
12, further including updating the set -of3éuser profile 5 data pertaining to
at | east one other provider. 14. A nmethod as clained in claim 13, wherein

sai d set of user progich@pdiaka pekt ai rp_lﬁ.ggcgq at sheagha@ne @bher piQW der is
only nodified if said at | east one ot her 10 provider has_granted access

. R
rights to said firstCprBptationonldpiRsdude $BpiEtC i Anyiedidesk t he
precedi n]g_ I(:I aidm;, iﬂchugbg em[air@édéi BF ARSD : i d% diﬁ‘fcmmti?ﬁ rfgfoh_s O}‘ t he
user profile data s e selecte oVi t.hrough.use of .a digita
certificate and usergé?of?%/'él‘é%\?’é’co%’g in‘%ﬁlg'g, thoa‘fehep:é’k?y &ERABPY R ess
rights to5bhe nodifieflobp:altering the digital certificate. 20 16. A nethod
as clainmed in any one of the preceding clains wherein said user is required
to provide consent to the access of data in relation to selected requests
to engage in an acti®i t§.= BeetioR f@&h&t &5 cf Aome8:in any one of the
preceding clainms wherein said user is required to provide identification
data in relation to sglected requests t0 elrel_ﬂage.in an %ﬁtivit\é. .30 .18. A
method as cl ai med i n"aRYSoRe & (He pratdPM=Et &t F2RABFE FoZ4vE%ctivity
is a purthbase of goof@somndvietosdcalcetatfa cavuehpasvi darr oéxgoplis, abg/ or
services. 35

analysis of customers with broadly similar
attributes and purchasing patterns as the
customer, and P, and P; are respectively some
attribute of a past and the present activity.
15
‘E’ then forms the basis for the system to
decide on the customer’s entitlement. For
example, the customer may be entitled to $X
off the next purchase of $Y at Partner A.
20 These rules would be embedded in rules loaded
into the POS terminal 52, either as rule
scripts or as a look-up table.

¢ ‘E’ may also form the basis for selecting an

25 appropriate cross-selling proposition for
the customer. A look-up table in the system

ig used to select the most appropriate

crogs-selling offer and display or print

this offer on the spot at the end of the

30 transaction.

® Formulae used in real systems may vary with
different provider requirements, different
customer segments and different population

35 segments, etc.

®¢ The system uses either the user profile data



19. A method of providing a response to a user, conprising: - 51 said
user' making a request to engage in an activity with a first of a plurality
of providers; said user presenting to said first provider a personal data
storage device, said device provided 5 with identification data to identify
said user and a user profile conprising a plurality of sets of user profile
data, each pertaining to one of said pluBali-ty of providers; and

determ ning any response to which said user 10 is entitled upon nmaking said
request; wherein said user § SE%‘I?I%: gﬁgnt 1 QS %rr espanse i . sses%ed at

| east according to s&raoge | tfat a peer aining %0 She*or SH5Te of said

providers. 15 20. A andhsddesivedi fiedmi hhel Tpket9aswdeseiribedi aboyer ' s

entitlement to said pgspeifguts ass@SsedhdfaPosHAIR ageor dichd4Q skhe set
of user profile data pertailni ng to said rﬂlr?tp pr%ovi der, and If nots possi bl e
g

20 according to the BSELEPr of Fhe daf#=pelesdi ni R t otB&i d CB$CEMEXSB der and

one or noge sets of gReitpeMéhte (daga ReldAPINNELO HNELHEcHRE Eoot Ber
provi ders, or only ac e _or_nore sets of us:[er rofile _data

pertaining to one orgi?'rgi:gl 21??1%1? g Wi RHEs FTAnRAGHEY 8% &Pfred i n

either claim19 or 28utwuheretmaasak&donsone sethid usempptatite dasa
I ncl udes activity da{agfgggggr NicRGAR% pq.%tge%ct Iﬂﬁsﬁj’iﬁ?é@é@ uggr Q?é engaged
et o

in with a provider or providers to ich 30 the user profile data
rel ates, and the det 8YAEA®t i oRRBPearylrasParisket SormIreRtsdi Bagsdr ors

entitledips based ataheast updlellsyaaaing d agd vitycHata. 2@s2dmefsmet hod as
clainmed in any one of clains wherei n at | east §ne s§t of .user

19 to 21,
profile data incl udeB*PRERBAELSHat aPARESEERGTet B8P nBEPSR of18APCd - 52
response i s based at fremstemgartiloalondstiad gaddiEores: fadm. samples of

customer behaviour and attribute data. The
formulae may include risk management criteria
15 that are used to decide when the system must
require additional user authentication before

allowing the processing to proceed further.

® Customer’s acceptance or rejection of the offer
20 can be updated in the Profile to make

subsequent Profile indices even more accurate.

¢ Transaction is completed.

25 Example 2
In this example, the user is a customer of a provider

offering hire purchase goods. The customer (user)
profile is used to determine the customer’s credit
rating in an environment where the provider (in this
30 example a Department Store offering hire purchase of
electrical goods) does not have enough information and
uses the component of the customer profile of a
partner Financial Institution (FI) to determine the
credit rating. This interaction may occur in a
35 physical shop, via the Internet or by mobile phone.
The point of interaction system in this example may
therefore be a physical point-of-sale terminal, a PC



23. A nethod as clainmed in any one of clains 19 to 5 22, wherein at |east
*one set of user profile data includes personal data and said determ nation
of any response is based at |east partly on said personal data. 10 24. A
method as clained in any one of clainms 19 to 23, wherein at |east one set
of user profile data includes predictive data concerning future activities
in which said user is likely to engage wi3th -a provi der or providers, and
said determ nation of any response 15 is based at |east partly on said

predictive dala. c2a. BN &5 g%ai b 204 g‘i’x‘én‘&f Sl Trad9 Ly 24,

wherein each of said sets of user profile data cOnstitutes a sub-profile of

sai d user prdffR%. BRA2Gr ACREt RSBexs igteraskivie-gapabie dfedmalagvio to

25, further igsdrishinge twmiat idish fidutedsewiRhof the. Sfftwar@t ibgrtand ai ned

in claim26, | nclloeg‘clii ntgi 25 dat%g'g sald set of user profile pertaining to

said first pro®uEretotihict A5 information to reflect said

activity.s528. A nmethod as clained in claim26 or claim27, 30 including

updati ng sai C&r?'eéi idiser profile data pertaining to said first provider to
o

reflect said activity I'T said activity is conpleted. 29. A nethod as
clained in aekare b% prapasted te Ibegvdtamhernd nthedepgratest i(ag sai d

set of user HLfhidr daka Destsd NGekQitdl bffiddr Pr Q% deFodPrs&f ltect any
response provided to, said user., - 53 ,30. A nethod as clained in any one
of clains 26 S0, TRer FRAPSRALEOB r‘?&t&dj-ét i Hf h%ssé'FmBFtusE | e data
pertaini bhg t ofitgdedst hime giumthgue\tedeirad,5 ék. A nethod as clained in
claim 30, wherein said set of user profile data pertaining to at |east one

other provider is only nodified if said at | east one other provider has
grant ed accedsthepftiscationd d first 10 provider. 32. A nethod as clained in

any one of cl@jds 13 4@l {ALLULELY CORLEO! | irBReACEHRRehd difuftifa@nt parts
of the user profile ‘data shared by selected providers 15 through use of a

digital certi iR ST RRA coRFinRateif the ReRRPEnabl e
access right 4.4 adr-dgulidling dvhdalkdidid.ng the digital certificate.

Credit rating:
The system sends a request to Token for an index of
customer’s credit rating (C). The index may be a
20 function of the amount of past business done (Q) in a
specified period (P), the number of late or delinquent
repayments (D), income band (S) if known, occupation
(0), and other relevant variables. The index may be a
pre-computed value stored in the customer profile
25 (derived from historical data in some host-based
process and loaded into the Profile, or a value that
had been dynamically generated and updated in the
course of previous interactions with the customer), or
a dynamically generated value derived based on a
30 formula stored in the system or in the Token and which
uses values retrieved from the Profile States as input

parameters to the formulae.

The typical form of a formula to derive C is as
35 follows:

C = function (a, b, ¢, ... Q, P, 8, 0O, D)



33. A nethod as claimed in any one of clainms 19 to 20 32, wherein said user
*is required to provide consent to the access of data in relation to

sel ected requests to engage in an activity. 34. A nethod as clainmed in any
one of clainms 19 to 25 33, wherein said user is required to provide
identification data in relation to selected requests to engage in an
activity. 35. A nethod as clainmed in any38ne of clainms 19 to 30 34, wherein
said determ nation of any response involves a determ nation of any benefit
redeenmabl e by said user. 36. A nethod as clainmed in any one of clainms 19 to
35 34, wherein said activity is a purchase of goods and/or services froma
provi der of JB&Fe af®effisdeft@es.'a’ - 5B’ /37 'CA-npPkBd EFPARASELAY an

gct i \éi ty, hcomxiisﬂdag:fm@mf:gltlﬁaﬁ U £l leigt@fi@ép\éageaswai agaita'tnae_sa_

at abase having.,a user, profile pertaining to sai use nd_c ri sing a
set of user pf Iaf?éﬁkfseﬁﬁFiﬁﬂﬁli%e?h ???&F%F?eﬁhes@ ?Baﬁﬁ gggsin an
activity st Hinkd iarstalfolostial phourat | 11y ofegiovwdetbinaber ehnosghdauser's
request to engage | Besapdh Aghi Wi Y b ARRCS§CUeblmBPSSIgY € AECOEMLAY Lo Lhe
10 set of user proflfe da%a of said user malntarned by sai I rSt provider
and, if not sesSiy dimdit fer= sfunrteiony (B the setChf wWBerepbeth| &hgata of

sai d user naivakAlNed DRI thild I SEhdT Ovbderi@idhide &) of, user)mralile

data of said user ,nmaintai ned by one or nore 15 other providers, or only
accor di ng toﬁﬂﬂ%?ﬁﬁ?ﬂ%yliéﬁeﬁﬁiﬂﬁ ‘e data of said user nmaintained by one or

nore of s@id other providers. 38. A nethod as clained in claim 37, wherein

at least 20 goe sel va:eg%ertl?é OLLleﬁigatﬂgii@CWqQ% aGid iy data cgpcerning
any past activitres sald user has engaged in wifh a provider of’ providers,
and assessi nyheaied 4bei vPepartmentedStere edlpespamaty baveai adagupety dat a.

25 39. A net hRdiaesd ahiBotP WiFHM Bie OlcudtAMEr38to Wi thidle | @88t ONe
set of user profile data includes response data concernlng%ang ast
S

responses red@LAed oy SB¢JPEBEFEMERE 550E8siBAF AR (RLERRY B&Bed at 30
| east pars|y thie saffdremeptisnedat RI where the FI authorizes the

Department Store to access the part of the Profile
owned by the FI, in order to obtain the credit rating
c.

20 This is accomplished by the FI issuing to the
Department Store an AccessCertificate containing the
appropriate Plane:Line:State coordinates and the

relevant Signature of the FI.

25 The sequence for obtaining the credit rating index C
is as follows:
System prompts customer for permission to access FI
Profile, which customer gives by entering a PIN;
system submits AccessCertificate and PIN to Token,
30 which verifies the customer’s PIN, and if wvalid, the
AccessCertificate as described earlier in this
document. The method for verification of customer’s
PIN is accomplished in one of a number of ways:
® comparing the PIN value with a wvalue stored in
35 the Token;
e if the PIN was encrypted by the system prior to
submission to the Token, the Token decrypts the



40. A nethod as clainmed in any one of clains 37 to 39, wherein at |east one
*sat of user profile data includes personal data and assessing said activity
is 35 based at | east partly on said personal data. 41. A method as cl ai ned
in any one of clains 37 to - 55 40, wherein at |east one set of user
profile data includes predictive data concerning future activities in which
said user is likely to engage with a pr'O\fiode'r or providers, and assessing
said activity is based at 5 |least partly on said predictive data. 42. A

met hod as cl ai ned i npaRY @€ ImpHrdidon,3 o Ceddxryp €| HHE NGTINP GG Sai d
set of user profile data peg(ﬁciég’itn to said first grovi H’gr to incl Lége 10
addi ti onal informatioft &€ i CHRITAIR YBTR ARG REFTAR @Y% ned in
any one of clainms 37veesddn raceidedgfnpriasyagemai d set of user profile
data pertaining to said first provider to reflect said 15 activity if said

activity is conpleted. 44. A nethod as clainmed in any one of clains 37 to
43, furthéer iThe udcifgndereERFRsngtmy axestidnseatdnghi Epdeni dAfJer ofs

en;i :! ed. ZQd&ﬁoﬁliﬂqt hed saa fcblﬁi n@d?kamsfgémﬁéofitwt h_ﬁ.&tﬂ% n@h%edi BG dor t
updating said, set. of user profile a pertaining.to sai irst provider to
reflect any r&3dek F]é%’éig bpyf%‘% ugeEh Eﬁpﬁg‘."’mﬂnﬁet‘?‘rﬁﬂi’e&s cl&'ned in

any one of clmEyws Fbn 0 edampfle,t hdve | dernidiedy baded ngnt hmusdt mbreser
profile data Myl 0 .qne her_.provi der 0 ..A nethod as
D aimed o Clcgaﬁr[rﬁz?é{,&{%&e : %éofi%&tt;%% el {:Hégoane that! T8

erein salrd sét of Uuser pro ata pértaining to at
| east one&Oot eeraigiahdideronby onlty nodid | eBIif saich atas eadnfommagtior
provi der has [Qnanlield L G&S Scusher i S@ELdhdBlg PIONALE! sodpcd8. o4& met hod
as claimed in any one of clains, 37 to.47, .including controlling access to
di fferent Fxﬂqggqme, assets and liabilities in general. ich a

formula would generally take the form:
15 ¢!’ = function (a, b, ¢, .,R, L, O, A, T, 8)

where coefficients ‘a‘’, ‘b’, ‘e’.., are empirically
derived from statistical analysis of historical data;
R is the total monthly income, L is monthly outgoing
20 for debt repayments, O is the occupation index, A is
the total asgset value, T 1is the period of time
customer has had business with the FI and S isg the

social status index of customer.

25 This index may sgerve as an input to the Department
Store’s rating formula to revising customer’s overall
rating: for example the composite credit rating of the
customer would then be derived from a formula of the

form:
30
function (a, b, ¢, ..., C, C"),
where ‘a’, ‘br, ‘e, are factors derived from
empirical analysis of historical data.
35

Based on the new credit rating, the Department Store

is able to make a better decision as to whether the



- 56 the user profile data shared by sel ected providers through use of a
digital certificate and user profile data coordinates, to thereby enable
access rights to be nodified by altering the digital certificate. 5 49. A
met hod as clainmed in any one of clainms 37 to 48, wherein said user is
required to provide consent to the access of data in relation to selected
requests to engage in an activity. 10 5041A-nethod as clained in any one of
claims 37 to 49, wherein said user is required to provide identification

data in rel atduytdnR:S YRR HL Y1EEred EHNE3QRA1IN r3luagleldvi ty. 15 51. A
met hod as clained in any one of clainms 37 to 50, wherein said activity is a

purchase of goods and/or services froma provider of goods and/or services.
20 52. A net mémaflgrovi ding a response to a user, conprising: each of a
plurality of _provi,ders mmaintai ni_ng a database havin r prgfil

pertaini ng t&géafﬁuf% ﬁ?%?“%hd éﬁﬁbrfgfﬁg ggsef ofeﬁggfyggoflPé da a, a
user mekihg empdpyest (usemgapofinlenaicesed t o wleherminesthef weged

plurality of jyovidgrs;emidbyiid,er MRl NGANY hGSPORRENEO WAL Sakfeuser 30
is entitled upon meki ng said request; wherein said user's entitlenment to

sai d respons@MRIoYEESelime PR blleayeEor HRPGLERL t IRF sBERBEWEEE) rprofil e
data of sai d disAmifRy Nt deEEHdHY Spied foirmahcRr OVAiefaiduliis) f BRkcRAZSI bl e,
ei ther accordi 35 to.the set of user profile data_of said usgg mai nt ai ned

by said firstPPSViTS Hid (R set 2B usEPPIOIT| e Bat £df SRPACYSES
nai nt ai ned byprorfdle, nbaged onSWhigthekhpr owdgeer sarer compytadsor ding to the
set of user piQfd | gxdRbReOf 13 dals8te "HHAH NSEyLY 3 QLgdR" & Hf g5ai d

ot her provi ders.
provider. The employee could also be a contractor.

Initiation:
15 Token is presented to the system. The system may be
gself-gervice (e.g. an ATM) or at a conventional manned

counter at the bank.

Authentication:
20 The Token - system authentication sequence is
completed.
Uger interaction;
The system issues request to Token for the wage index
in the employee ©profile, together with Access
25 Certificate;
The Token validates AccessCertificate (as described
above) and computes wages based on formula linked to
the specified Profile State;
Formula may take as input multiple other Profile
30 States, which may be States tracking hours 1logged,
training credits, leave and absence records, etc, and
result is returned to system;
Baged on the wage index returned from the Token, the
system credits the employee’s account with the wages,
35 and the relevant Profile States are updated to
indicate the transaction and serve as input to other

formulae for computation of other indices (e.g. credit



5 53. Anethod as clained in claim52, wherein at | east one set of user
«profile data includes activity data concerning any past activities said
user has engaged in with a provider or providers to which the set of
profile data relates and said determ nation of any 10 response is based at
| east partly on said activity data. 54. A nethod as clainmed in claimb52 or
claim53, wherein at |east one set of uUsés profile data includes 15
response data concerning any past responses received by said user, and

determ ni ng it RPRANSE ddtaflidh SRiMdnsaRlidlS Hdiidad gsed at | east
partly on saiTg'{?,_respon e data. 20 55. A nethod as clainmed in . any one of
claims 52 to BYS WABRA PRI ofd S et YERISER prist | PRT BfdYudes

personal dat aassflhilsai floflet envirahmentef amerecspidsess S basedemtdadast

partly on said rsonal_ d . met_h i med d V. one. of
clainms 52 to ;§§,°erv§18er g'lsn gi%’%I e%g?ég%%f\g’et 0 Id%;ﬁearﬁb%of i#‘eﬂpacta" g 5§ n&udes
predi ctive dexpersriceani figrf examplectivi pEéssharehicil snidsusavines,| i kel y

to engage Wty proviiaei3deOr providiers. ashdraal dfridn ngki oppef any
response is based at, | east partly, on said predictive data, 57. A nethod as
claimed in afPBRETVTI A S BE°¥613%, PR¥PuF N PR T RIgESaPFOS@SSof user
profile data aid peydpord e tthesaigdrf iacdivirtidsder to include additional
information to reflect said activity. - 58 58. A nethod as clainmed in
any one of clainms 52 to 57, including updating said set of user profile
data pert@i niBgpmplesasi d first provider to reflect said activity if said

activity is Gaplaled i d) BHNOU1FE SIRTChaR AN ONEHY gladeTs 52 10
58, further including up at%;g sald set_of user_ profile data pertaining to
said first pRFAfdd® t 8*Peft &Yy EedpbnRFEPFisTe t(dnddivddyady 8)10 60. A
mﬁt hod asf cl airr&d.dt:?s arw%mgf ghai m&eﬁatﬁenﬁl& daur t e iﬁﬁéﬂdi ngngpdati ng
the set of user_praqofile ta rtaining to_ at least one qther, provider. 15
61. A nethod aé’stog‘}a%eﬁ*ed c?ﬁ?ﬁ’i‘%’ﬁ?u re?%e%aa‘f:'d‘%eteqbﬁcc%lfs‘:@rl r%PP’I e data
pertaini by t dtde | Tagt , orendbt hbropgbviwdeich stbal yrapdi(thed wdexshi dsat | east
one ot her prqyider: 135 MU £k ACEES Srdd I Snd OrSakfla | bESL1BERYI deh

this example, the Toy is a user and the Token is

embedded in the dog.

20 Initiation:
The individual wears a pendant carrying an embedded
chip acting as the provider. This chip is able to
interact through wireless communications with the
Token in the toy dog. The Token in the toy dog

25 contains a ‘user profile’ containing profile
information of each ‘provider’ or individual. Chip on
provider interacts with and identifies/is identified
by the Token.

30 Authentication:
A simple version of Token -~ system authentication
sequence is completed, wherein the Token is identified
by the system. In this example, security is not a
major concern, and authentication may serve simply to
35 establish the nature of the Token in order that the

system may react correctly to it.



20 62. A nethod as clained in any one of clainms 52 to 61, including
~controlling access to different parts of the user profile data shared by
sel ected providers through use of a digital certificate and user profile 25
data coordi nates, to thereby enable access rights to be nodified by
altering the digital certificate. 63. A nmethod as clained in any one of
claims 52 to 62, wherein said user is reddired to provide consent 30 to the
access of data in relation to selected requests to engage in an activity.
64. A nethoddg% qg?gcﬁl S one of claims 52 to 63, wherein said user is
required to prOV|dé nti1fication data in relation to selected requests
to engage i nThe aeseyi pyofile 3@ Wm: Tokerhdébes Twli nbedieatey 6re of

claims 52 tofp wWisdwdn seirk deiss BDathdNpShdAAY) r@ﬁ&@nﬁe haxohwes a
determ nation of any beneflt redeenmabl e by sai d user. A et hod as

claimed in afpre SPRERSFNENSPYES 65, WSRkr cPRYs Sarssd |V|"€E yEPE 29Fur chase
of goods snd/ty reRicH B8 Béing aeJE)EJf]a/Iﬂﬁe:ﬂil}gDOdﬁdalﬂdirOévsﬁrHskethelo ' 67.

A personal dat adlg;e(rg age ¢ deV| cgt£8£ ggsagg &?nﬁ%g&%%é yOPe ween a

user and a pr" Vi 5ai U Gévice pr ov Fleatton data to
identify sai avaldebedmyr.a user profile conprising a 15 plurality of sets of
user profile data, each pertaining to one of said pIuraIity of providers.

68. A device as claimed in claim67, wherein each of said sets of user
profile datalepending ean o thgy BpiiNidald Hfreapanaec At ofre e TOBGS A
devi ce aso cl Japabiilitdiddeandl amo&amﬁnsql athe 68 n i e iors abd tpeeaonal

dat a storage eV| has tlcal or el ectroni nor tLar,age
means 25 for & fﬁbe%af' q%? p?g ?% o SR HRW LR Rdl égéYamOXa%ln any one
of clains 67hyo 1893 MerePNOﬁhéepensorﬁlctdamratumtaw deentinues effbedded in
one of a cardngH edld L p Ml e

15 In this case, the user profile in the Token in the toy
dog contains multiple profiles from different
‘providers’, some aaspects of which may be shared
between providers and some which are private to each
‘provider’.

20
Example 5
In this example the user profile is used to determine
the user’s identity and record indices indicative of
the user’s previous preferences, actions and reactions

25 in a building, such that access to different parts of
the building may be permitted or denied based on the
user profile, and each room the user enters
automatically adjusts the lighting, temperature, etc
to the preferences of the user. In this example, the

30 controllers which adjust 1lighting, temperature etc.
are one or more providers. The Tokens may be issued
by the employer (there may be more than one employer
in the building), and only a sub-set of the profile is
shared with the general building control in common

35 areas shared between employers. Within the premises
of an employer, the user profile may be used to

determine user preferences and privileges.



30 termnal, a personal digital assistant, a watch, a toy or a pendant.
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s;gnals etc. In this example, the issuer of the Token

may be organisation A (e.g. a bank), whilst the
provider may be an Internet service provider or

20 retailer.

Authentication:
The Token-system authentication sequence is completed
in order to establish authenticity and identity.
25
User interaction:
The customer profile holds the credit 1limit or
entitlement information and the consumption to date.
The credit available may be determined as set out in
30 Example 2, based on Profile States shared with more
than one provider.
If there is available credit, the customer is allowed
access to the service required. Through the course of
the access session, the customer profile is updated in
35 discrete unit steps, for example on a 30 second
interval basis, etc. At the time of each update, the

available credit is checked. If credit is completely
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application sharing services.

In a variation of this set-up, the Token could be a
pass into a sports facility and the system is a
10 turnatile gate. The Token is updated with the latest
access information each time customer enters the

facilities.

During the activity, the user profile could be used to
15 carry out targeted marketing where the user is exposed
to offers from different providers relevant to the

profile.

Example 7

20 In this example a customer profile in the Token held
by the customer is used to enable the provider to give
the optimum personalised pricing for goods or services

to the customer at the point of interaction.

25 Initiation:
The Token, which in this example is a chip embedded in
a card, is presented to a suitably equipped point of
sale terminal (comprising part of the system).

30 Authentication:
The Token-system authentication sequence is completed

in order to establish authenticity and identity.

User interaction:

35 Based on the transaction information such as product
code, quantity and price, system selects the relevant
Profile State coordinates and sends request to Token
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based on, but not limited to, the customer’s history
of purchases and activity, length of relationship with
the provider and propensities for future patronage.
Customer’s acceptance or rejection of the offer can be
updated in the Profile to make subsequent Profile

indices even more accurate.

This invention may be used for, but is not limited to,
applications in the areas of customer relationship
management, customer acquisition management, customer
retention management, customer reward management,
customer risk management, customer profitability
management, data repository management, identity

management and marketing management.

Modifications within the spirit and scope of the
invention may be readily effected by those skilled in
the art. It is to be understood, therefore, that this
invention is not limited to the particular embodiments

described by way of example hereinabove.

For the purposes of this specification it will be
clearly understood that the word “comprising” means
“including but not 1limited to”, and that the word
“comprises” has a corresponding meaning.
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with identification data to identify said user and a
ugser profile comprising a plurality of sets of user
profile data, each set of user profile data pertaining
10 to at least one of said plurality of providers;
wherein said user’s request to engage in
gaid activity is assessed according to one or more

sets of user profile data.

15 2, A method as claimed in claim 1, wherein said
user’s request to engage in said activity is assessed
if possible according to the set of user profile data
pertaining to said first provider, and if not possible
according to the user profile data pertaining to said

20 first provider and one or more sets of user profile
data pertaining to one or more other providers, or
only according to one or more sets of user profile

data pertaining to one or more other providers.

25 3. A method as claimed in claim 1 or claim 2, wherein
at least one set of user profile data includes
activity data concerning any past activities said user
has engaged in with a provider or providers to which
the set of user profile data relates, and the step of

30 assegssing said user’s request is based at least partly

on said activity data.

4, A method as claimed in any one of the preceding
claims, wherein at least one set of user profile data
35 includes response data concerning any past responses
received by said user, and assessing said request is

based at least partly on said response data.
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personal data and assessing said request is based at

5 least partly on said personal data.

6. A method as claimed in any one of claims 1 to 5,
wherein at least one set of user profile data includes
predictive data concerning future activities in which

10 gsaid user is 1likely to engage with a provider or
providers, and assessing said request is based at
least partly on said predictive data.

7. A method as claimed in any one of the preceding
15 claims, wherein each of said sets of user profile data

constitutes a sub-profile of said user profile.

8. A method as claimed in any one of the preceding
claims, further including updating said user profile.

20
9. A method as claimed in claim 8, including updating
said set of user profile data pertaining to said first
provider to include additional information to reflect
gsaid activity.

25
10. A method as claimed in c¢laim 8 or claim 89,
including updating said set of user profile data
pertaining to said first provider to reflect said
activity if said activity is completed.

30
11. A method as claimed in any one of claims 1 to 10,
further including determining any response to which
said user is entitled.

35 12. A method as claimed in «c¢laim 11, further
including updating said set of user profile data

pertaining to said firast provider to reflect any
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13. A method as claimed in any one of claims 8 to 12,
further including updating the set of user profile

5 data pertaining to at least one other provider.

14. A method as claimed in claim 13, wherein said set
of user profile data pertaining to at least one other
provider is only modified if said at least one other
10 provider has granted access rights to said £first

provider.

15. A method as claimed in any one of the preceding
claimg, including controlling access to different
15 parts of the user profile data shared by selected
providers through use of a digital certificate and
user profile data coordinates, to thereby enable

access rights to be modified by altering the digital

certificate.

20
16. A method as claimed in any one of the preceding
claims wherein said wuser is required to provide
consent to the acceas of data in relation to selected
requests to engage in an activity.

25
17. A method as claimed in any one of the preceding
claims wherein said user is required to provide
identification data in relation to selected requests
to engage in an activity.

30
18. A method as claimed in any one of the preceding
claims, wherein said activity is a purchase of goods
and/or services from a provider of goods and/or
services.

35
19. A method of providing a response to a user,

comprising:
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I~ 110% ()user profile compriging a plurality of sets of user
profile data, each pertaining to one of said plurality
of providers; and
determining any response to which said user
10 is entitled upon making said request;
wherein said wuser's entitlement to said
regponse 1ig assessed at least according to said user
profile data pertaining to one or more of =said
providers.
15
20. A method as claimed in claim 19, wherein said
user’'s entitlement to said response is assessed if
possible according to the set of user profile data
pertaining to said first provider, and if not possible
20 according to the user profile data pertaining to said
first provider and one or more sets of user profile
data pertaining to one or more other providers, or
only according to one or more sets of user profile
data pertaining to one or more other providers.
25
21. A method as claimed in either claim 19 or 20,
wherein at least one set of user profile data includes
activity data concerning any past activities said user
has engaged in with a provider or providers to which
30 the set of nuser profile data relates, and the
determination of any response to which said uger is
entitled is based at least partly on said activity

data.

35 22, A method as claimed in any one of claims 19 to
21, wherein at least one set of user profile data

includes response data and said determination of any
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10 24. A method as claimed in any one of claims 19 to
23, wherein at least one 8set of user profile data
includes predictive data concerning future activities
in which said user is likely to engage with a provider
or providers, and said determination of any response

15 is based at least partly on said predictive data.

25. A method as claimed in any one of c¢laims 19 to
24, wherein each of said sets of user profile data
constitutes a sub-profile of said user profile.

20
26, A method as claimed in any one of claims 19 to

25, further including updating said user profile.

27. A method as claimed in c¢laim 26, including
25 updating said set of user profile pertaining to said
first provider to include additional information to

reflect said activity.

28. A method as claimed in claim 26 or claim 27,
30 including updating said set of user profile data
pertaining to said first provider to reflect said

activity if said activity is completed.

29, A method as claimed in any one of claims 26 to
35 28, further including wupdating said set of user
profile data pertaining to said first provider to

reflect any response provided to said user.
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10 set of user profile data of said user maintained by
said first provider and, if not possible, either
according to the set of user profile data of said user
maintained by said first provider and the set of user
profile data of said user maintained by one or more
15 other providers, or only according to the get of user
profile data of said user maintained by one or more of

said other providers.

38. A method as claimed in claim 37, wherein at least
20 one set of user profile data includes activity data
concerning any past activities said user has engaged
in with a provider or providers, and assessing said
activity is based at least partly on said activity
data.
25
39, A method as claimed in claim 37 or claim 38,
wherein at least one set of user profile data includes
response data concerning any past responses received
by said user, and assessing said activity is based at

30 least partly on said response data.

40. A method as claimed in any one of claims 37 to
39, wherein at least one set of user profile data
includes personal data and assessing said activity is

35 based at least partly on said personal data.

41. A method as claimed in any one of claims 37 to
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5 least partly on said predictiwve data.

42, A method as claimed in any one of claims 37 to
41, including updating said set of user profile data
pertaining to said first provider to include

10 additional information to reflect said activity.

43. A method as claimed in any one of c¢laims 37 to
42, including updating said set of user profile data
pertaining to said first provider to reflect said

15 activity if said activity is completed.

44, A method as claimed in any one of claims 37 to
43, further including determining any response to
which said user is entitled.

20
45. A method as claimed in claim 44, further
including updating said set of wuser profile data
pertaining to said first provider to reflect any
response received by said user.

25
46. A method as claimed in any one of claims 37 to
45, further including updating the set of user profile
data pertaining to at least one other provider.

30 47. A method as claimed in claim 46, wherein said set
of user profile data pertaining to at least one other
provider is only modified if said at least one other
provider has granted access rights to said €£first
provider.

35
48. A method as claimed in any one of claims 37 to
47, including controlling access to different parts of
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50. A method as claimed in any one of claims 37 to
49, wherein said wuser is required to provide
identification data in relation to selected requests

to engage in an activity.

51. A method asg claimed in any one of claims 37 to
50, wherein said activity is a purchase of goods
and/or services from a provider of goods and/or

services.

52. A method of providing a response to a wuser,
comprising:

each of a plurality of providers maintaining
a database having a user profile pertaining to said
user and comprising a set of user profile data;

a user making a request to engage in an
activity with a first of said plurality of providers;
and

determining any response to which said user
is entitled upon making said request;

wherein said wuser’s entitlement to said
response is assessed if possible according to the set
of user profile data of said user maintained by said
first provider and, if not possible, either according
to the set of user profile data of said user
maintained by said first provider and the set of user

profile data of said user maintained by one or more

L
) - 10%&& () - 10\ ! 10\ ! 10\ !



109R& () - ~109&& ()-] " S10%&& ()-eqvU40\! \. @10%&&' ()- X @ 10%&& () -

© 810%R&E () - 10&10&10& ~+109&&' () - " +10%&R& ()- )LV)|[:vUua0o\! \
STITT10% <& & ()-"X s 17110% & ()-' " fM10%h<&h& ()- “yfM 10%<&& () -

"M 10%<&& ()-L M 10% <& & ()-L)8M | [:-410w<&\ } s&6 ! 109%m<&n& () - X

S&"110%r& ()-° sO !10%&& ()- “sO 109 ()- "s) 110%&& ()- "s) ! 10%l

& ()-bA410W<&W\ s 110%H t& ()-9 S IMVO& ()-3 S 110%Ht& ()-3

SI10%H & ()-3 "&L0%H & ()- 10w<awlOw<&M\ _  # $ % & {ZMA@B1010H 10H 10H &
Ollg‘(’)ﬁ'lo/; ﬁcl (écﬁther“l PBo¥Edérs & or o&%%g‘ﬁ&dokdlhg ol Otfrd &ﬁﬂégogf&gser

:M 10%&&t()1§203%8ﬁ1% }éa&t?)oflgib %%ef)ma:.rl\l/lcalneg‘ Q/ ong or more

_F, MLOYD&& ()sad "outht MBI 1d4a34010 L4" 1 10%&& ()-° *'y)L! 10%&& () -

“y) LI 10% &8 () } 110%0&&'()- S I10%&S () -

“SM 10%8&' ( é@vmlo | 109% O&{ & ;) CO10%&R () - X 10%08&' () -

S 910%08& B) - 1%&10%&&@ d428 10dpimed) in( e)ajy) §2) [ wheredn af) GrasE () -

s" 10%8& ()onk é@%’%?f ()m@ d£0 8ahta imR1ulAURECEivit data

C110%08&' () - ardr +! ++4, gas 410100&100&100& s7s' 10ty g

*110%08& () - s“““s%?fb‘%ﬁ&&a’(‘y fookRRi{3ties ) $adLe s ngaged NA41010

Y: 1109 5! ] & (9= swith! B0%fEo Ay -e).( proviteill (fo whlchlﬁﬂﬂ &B&}- of

& 10018 () e b Gabh -zlALA0) [AMALANY Sd08BRELion ) L1 E 0

C#1096! & () -

M 10%5@«& yEERrse 148y 1hasaq o@Mlbea&EO%v@@ ?p5!1 3P 1 @LEvity
*810%! & ()--datasW 109%6! & ()- ~110%! & ()- “s'0

109%6! & ()-~11w221333|[: bU410 ° " 10%! & ()- ~, ! 10%5! p& ()- X
#,°11096! & ()-° °, 110%5!u& ()- , ! 10%! & ()-

,C1109%! & () -534556 7Tk hodl1 s ~ c1alhm@@YRim' claih s53! dbR%Eladfh (537 X

S ey SRR oA el hEOIE B e, ot tpnedes

1094 & (}5: m:&e( ) datalmmq@r(n)mmSanﬁSrp@st. ;Tespopadgsreceived

(1109 & (t)y afd! Hyd & Lha d@t@ﬁu & iy - an égo&s@ to WM& ()-
s 109 () -; 4<<<R‘S T=U=\ =| obU410 10% o!' -10H 10H 10H!

53' 109H & @aid gyg8eq oS &exwltledsbfe%:]" (Q.t'()least partly on said
.S110% & (Yedpende’@@8 : U410~ L& M10%! & ()- L&M10%o!' & ()-
‘SL! 10%! & ()- "SLI10%! & ()- " “sLI10%o!' & ()-
‘SL!lO@@!&f()-@%A&BBBBBB|[NA410100!100!100! 95 1'10%! & () -
T95°11096! ' &5.) - A9methes s’ glg;med g.gtt)anyj_oqoe&o(f) -claims 52 to

(10%o0!" & ()54BBCGhQ£.-EEh[ &LAﬂanQ;.t S %0%’& Y&#() ase 26l & Ghta

S 11091 & ()~ 's ! 10941 1094 & é’ FG GGHH{ Z9NA41010
“L3s! 10%H & (@peludeg 1@%?%1}3% da§ﬂ1c%¢i—u sid) d@“ﬂ@n@tfm ef. any

‘L!'s! 10%H & (desporldes! 18%basdd - bl | 1éasdV iphklly , oA0%Ri1d - berdonal
10%! & () -t ( 4 &1096! & () - (10K 10H 10H " F: 10%4 & ()-

S L3s1 109 (ORSRTIIKKLL| [ vU410 © " "109%!' & ()-a yM 10%85! S& ()-m " " yM 10%
&' ()- m 25

56. A method as claimed in any one of claims 52 to
55, wherein at least one set of user profile data
includes predictive data concerning future activities
in which said user is likely to engage with a provider
30 or providers, and said determination of any response

is based at least partly on said predictive data.

57. A method as claimed in any one of claims 52 to
56, including updating said set of user profile data
35 pertaining to said first provider to include

additional information to reflect said activity.
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profile data pertaining to said flrst prov1der to
reflect any response provided to said user.
10
60. A method as claimed in any one of claims 52 to
59, further including updating the set of user profile

data pertaining to at least one other provider.

15 61l. A method as claimed in claim 60, wherein said set
of user profile data pertaining to at least one other
provider is only modified if said at least one other
provider has granted access rights to said first
provider.

20
62. A method as claimed in any one of claims 52 to
61, including controlling access to different parts of
the user profile data shared by selected providers
through use of a digital certificate and user profile

25 data coordinates, to thereby enable access rights to
be modified by altering the digital certificate.

63. A method as claimed in any one of c¢laims 52 to
62, wherein said user is required to provide consent
30 to the access of data in relation to selected requests

to engage in an activity.

64. A method as claimed in any one of claims 52 to
63, wherein said user is required to provide
35 identification data in relation to selected requests

to engage in an activity.
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65, wherein said activity is a purchase of goods
and/or services from a provider of goods and/or
services.

10
67. A personal data storage device for wuse in
managing a activity between a user and a provider,
said device provided with identification data to
identify said user and a user profile comprising a
15 plurality of sets of user profile data, each

pertaining to one of said plurality of providers.

68. A device as claimed in c¢laim 67, wherein each of
said sets of wuser profile data constitutes a sub-

20 profile of said user profile.

69. A device as claimed in either claim 67 or claim
68, wherein said personal data storage device has
magnetic, optical or electronic memory storage means

25 for storing said user profile.

70. A device as claimed in any one of claims 67 to
69, wherein the personal data storage device is
embedded in one of a card, a credit card, a mobile
30 terminal, a personal digital assistant, a watch, a toy

or a pendant.



