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The present invention relates to the field of electronic nessagi ng systens
and parti cuI arI y to messagi ng syst eddIEpabl e of usi ng di fferent internet -

protocol s. b{%@s THS I Peige typically
del i vered 20 a single A?éﬂiarl ng machi ne RI hi n an organl zation and

each User mould login to that machine to read the User's ennil. Today,
emai| Users often have one or nore machines at work, a per sonal conputer
at hone, and a portable conputer so that 'a distributed nessaging
archlgecture that accommpdates different nodes of operation is required.
There” are three general nodes of 25 operation in a distributed nessaging
system nanely, offline, online and disconnected. Wen a client/server
architecture is enployed, the client is, for exanple, a workstation or
personal conputer. In offline operation, messages are delivered over a
network to a shared server a 0 periqdically connects to the server

and downl oads al |l of the 1 NEAIGEND 30500 pendi ng nessages to

the client machi %.e ofi! dSRE dﬁldsmfeeéfcﬁl?ss diEn SRERed é%ﬂt&ﬂ@ma?&fal’er to the
client machine whefe the nmarl programis P ng an e nessages are

del ei@d fr omhidhds smue tto cdpeightproesctione Thagepyight ewsérrigsine dbjectdn on t he
client

mach
nhe facsimile reproduction by anyone of the patent document or the patent
disclosure, as it appears in the Patent and Trademark Office patent file or

records, but otherwise reserves all copyright rights whatsoever.

15 _ BACKGROUND OF THE INVENTION
The present invention relates to the field of eiedronic messaging systems
and particularly to messaging systems capable of using different internet
protocols.
In early email messaging systems, mail messages were typically delivered
20 to a single time-sharing machine within an organization and each User would
login to that machine to read the User’s email. Today, email Users often have
one or more machines at work, a personal computer at home, and a portable
- computer so that ‘a distributed messaging architecture that accommodates
differént modes of operation is required. There are three ge'neral' modes of
25 operation in a distributed | messaging system, namely, offline, online "and
disconnected. When a client/server architecture is employed, the client is, for
example, a workstation or personal computer.
In offline operation, messages are delivered over a network to a shared

server and a User periodically connects to the server and downloads all of the



5 I n onl weeoimpmsat i on, nessages are left on the nmail servecT/asm/30Emi pul at ed
renotely by mail client prograns --possibly nore than one at a tine, and
probably nore than one at different tines. In disconnected operation, a
mail client connects to the mail server, nmakes a "cache" copy of selected
nmessages, and then di sconnects fromthe 10 server, later to reconnect and
resynchronize with the server. The User may then operate on the nessage
cache offline, but this nodel differs fromthe offline nodel in that the

primary copy, g%%gﬁﬁgsg‘ggfwftﬁw ¥ il },he [3 (Shail f0ed @gssg@és lﬁ'o hleent

program wil | re-connec ot he ServVer ync roni ze
message statsuﬁzebam:eeneﬁtMcﬁﬁemrere&ﬂdman Prégrafiis nﬁmmagl@e masshges Onl i ne
and 15 di sconnect ed operation conpl enent each ot her and one nay alternate
between t heti¢ deletad fiom thesprvae r TheseaBienyseassagle dradessingsis fogahen dgetienti on since,
by defi nlthn ffline operation inplies deleting the nessages fromthe
server after Wé’% ve been copied to the client nmachine's |ocal disk. Any
one ofs several C|Ih%ﬂ?m§6ﬁé(’@t’io@h%§l§9§ are $@NoR theURlsehver afd ffafipuldfedr enot e
nmessage stores, including general purpose file access protocols and

appl i cati on- rsmemlsf iby maibtclien| 9rogﬂhsnepess1hmumomsthdelqneatezj time, and machi ne

but read on ffere t one, ere s a need for a network protocol to
access the Mg g@gre a'l%”éé’ﬂ ¢nt {NSSi ne. A deternination nmust be made as

to which protocoh fSedneditd “25’?.“%’?, ﬁgﬁ‘—fﬁ SlidhE LRARRtIR e RRl seileRd

di fferent machines. 25 The I es both to I ncomng nmessage
fol ders (formdoearqol"mche‘Us@y sf stlbiBc)messupes| & then sdiscedneves fagetheol der s.

mocodbo Lo AR AHEV D FOPREE: sndyeBaCIForiga i Ta0p Seie (TS Hy Py Ao

2cess pr ot oleyetd B8 BE RELGE ALY By, BN @%%%?9&5@%&8 30800
appl i cati on-mapdd irf that m&g&ry@oppeSmpssagaaeinamﬁ on thxsenpdreandihs tmdill i ce

Protocol POP) and I nternet Messa e Access Protocol (IMAP). A generic
remote fil e SipBt BIRESHBBE oubpeguentiyereasqnpest Jo &hﬁe%ewsﬁanééew TQIVES |

accessing of EGRR! §aREBSARE The béiver HRATHS ErdrRE s RECHR! "hifne drge SYStem

15 disconnected operation complement each other and one may alternate between

them; however, neither is compatible with offfine operation since, by definition,
offline operation implies deleting the messages from the server after they've been
copied to the client machine's local disk.
Any one of several client-server protocols can be used to access
20 remote message stores, including general purpose file access protocols and
application-specific protocols. Whenever mail is delivered to one machine but
read on a different one, there is a need for a network protocol to access the
messages on the server machine. A determination must be made as to which
protocol is to be used to access message data when using different machines.
25 The question applies both to incoming message folders (for example a User’s
INBOX) and also to saved-message folders. When reading incoming message
folders, a common operation is to save a message to an archive folder, so both
data sets must be available simultaneously. The selected protocol can be a

generic remote file system access protocol (for example, NFS, SMB), an



5 uni vevos@ld3y9savai | abl e for all conputers, installationP&FESN3S8 i on can
be difficult, and inefficient use of network bandwi dth often results.
Application-specific protocols are the usual choice for email accessing of
renot e nessage stores since such protocols can be tailored to nmaxim ze
performance, can provide a logical split for processing between client and
server 10 to mnimze data transmtted across the network, can be installed
wi thout special privileges, and can insulate the client programfromthe
file formyp ht?aﬁdn-@ﬁediﬁlﬁmeé‘segélﬁfcessr‘idrbmug ForixemplecPastyOffiea Brotecpéci f i c .
sol ution pr rans and the X 400 P7 nessaae access protocol are avail abl e,

the inter R Jnigmnes Meassage Acsessdyptpcol BVSP, and | MAP) and
specifically, P, %‘od llj%ug’g 65 th&ﬁ%ﬁc ?QE ene:l'ﬁl ﬁteoug @eofo?d The Post.

O fice Protocol (39 gon Sever al

revisions gagl é&@ssﬁgrdﬁ%omessﬁgd?ﬁ@?es @%sﬁﬂ&ré%h@ @m@lesme&yitemal ly to
support offline access; but with limtations has al so been E lied to the

ot hér two umwarmly gm;labtﬁrfgr 0l compwenseisteiationsydiaprratios cgadre difbRmb) was first

defined 20 inl nd h S E t%\e &P ignsed Unli ke POP, DMSP has- not been

widely sulllddng ﬂe rﬂﬁef’ ‘a’P@é ndwidthofign reSults.oi 151’ appl i cation, PCMAIL.

DVBP was  desi gﬂﬁﬁlc%ﬁ&%ﬁécﬁﬁs' priftdcOls e MRMBRAA Rolde TorlbmSiPATesH ﬂ)per ation.
in

support | nternet Message Access Protocol (I MA

ori gi nat edremolézaﬁessege asmiesfnamcbemc;hrmtw!ﬁ wan tbel katipred) ép n@axlmzecur rent
version. | VA or| y [ to su t he .on acgcess nmodel .
Si nce | MAPPS B%C%P 18 Tﬁsgﬁbg’lr géqceaﬁrpg%aﬁgwg%gﬁ\*m sr8 and can
ful{y suppgy ﬁnr%lee 'dBa t%ﬁﬁﬁ&d%ros‘é%é nédwofkCatBemstal&diwithbit speelalt i ons nade
i n version It can al so support di sconnected operation. The |atest

versi on of pthges, laed ehminsulatecthadlisnt progai Gromsdiedile FEMaUSST 08B0

f t it t h, POP d E t Il
ISR K AR 2 e o e T o LR s
e-mail, fapg NQLGR ABss 8?&@(:&1%%’ hble, ﬁ@@ﬁieﬁl@t mEQﬁgé‘ﬂ@dé& fatbdolsm tations,

of e- ITB.I| syste extend to other forns of electronfc 5 nessages and there
is a need (ROPaDMERmedtIMAR) andt spepcidicaly, POt and EMAPrass thyi only ones

15 widely accepted.

The Post Office Protocol (POP) dates from 1984 and has gone through
several revisions and the current one is POP3. POP was designed specifically to
support offline access; but with limitations has also been applied to the other two
paradigms. The Distributed Mail System Protocol (DMSP) was first defined

20 in1986 and has since been revised. Unlike POP, DMSP has not been widely
supported and is largely limited to a single application, PCMAIL. DMSP was
designed specifically to accommodate the disconnected operation support in
PCMAIL.

The Internet Message Access Protocol (IMAP) was originated in1986

25 and has been revised with IMAP4 being the current version. IMAP was
originally designed to support the online access model. Since IMAP includes a
functional superset of POP capabilities and can fully support offline access as
well as POP does, and with additions made in version 4 it can also support

disconnected operation. The latest version of IMAP therefore includes the

(V8]



syst em t N? 01833398t es using different types of el ectroni c RETAISHIOS0N n
connection wth nessage systens, it is desirable to use databases for
storage of information. However, conventional databases are difficult to
use in nmessage system environnents which need to-be scalable to
accommopdat e | arger 10 and | arger nunbers of nessages in an efficient manner
t hat does not degrade access speed. In accordance with the above
background, the present invention provides a coherent and integrated

scal abl e el efahctionalityrof stgPOP aid DMSP.capabl e of operating efficiently with
different Internet, protocols and capable of operating 15 with different

forms of el ect r orflectipus messaging| sytandy well beypnd eqmiImessegen do gy Srm

i nvention is % f comryni cation.of . nessage ver.a network
where the ne%fgeéges ﬁlﬁ%g?sg%%g ﬁrr{éluéig{&ac[@%’ Jaice Sl and gr %@?& iwoany of

aut henti cat i the needst ariUfirhiedtions af @SmaESHkends WxteiBI6 RS THAR oL Bectiidvor kK and a
storage server unit stores the nessages. The storage server unit includes a

plurald ty of mpssagercand thereivr need fos afcoherpntcand dnteprytedialectrosicanessagingor di ng t o
protocol s used, for the ssage ver, the network, includes a neta-data
storage uni ?ycsi?eg}élgﬂﬁefﬁgs ?Wi% ‘ﬁg’%ﬁmﬂi’? qﬁpFeﬁggglgg@gs,ag%d udes a

content - data st or ROénaBitionaRith Hessagh 'sﬁﬁexﬁé}ﬁt &Qﬁ&iﬁgﬁe Q:aﬁs%d;{aﬁabﬁ?e%?&ges’ and

i ncludes a manager unit for common™ control of t met a-data storage unit
and the cont #orage f inforoatioge Honvever, Tdoavemimnalglatabasestaré dificuttets uae aommon

addressing unit for common managenent of the resses of nessages at

| ocations i anﬁgggﬁygyegb%nvggp(pg?tg iGh negd t(hgg %@gge tr aqcpmmodpig langes y of

prot oppl  Ser Ry jaHdk thinibae &F M i#GheSHci jt j _Sheet

Pas Beon Repl aearbd TRmpeis,oF SRR A oiEf pbler Wl ok o fegild PHOE

control ling seessspesl.t o the | ocations in the storage server unit by the

plurality of projocol server niﬂi}s. The fore%oi ng and ot her objects,
CReYhR I

features and adva %ggdabqe ‘?’!‘;‘ét_ t?ag}ggrowcp, hepresgmp aveption pravidene
foll ow ng dej alohednd@iE " inPlakALY 'sPalf) AL mMshiing NSstem capable of

operating efficiently with different Internet protocols and capable of operating

15 with different forms of electronic messages.

SUMMARY OF THE INVENTION

The present invention is a message system for communication of

messages over a network where the messages include meta data and content

20 data. An authentication unit authenticates users for messages from the network
and a storage server unit stores the messages. The storage server unit includes a

plurality of protocol server units for processing the messages according to

protocols used for the messages over the network, includes a meta-data storage

unit for storing the meta data of messages, includes a content-data storage unit

25 for string the content data of messages, and includes a manager unit for common
control of the meta-data storage unit and the content-data storage unit. The

manager unit includes a common addressing unit for common management of the

addresses of messages at locations in the storage server unit for messages of the

plurality of protocol server units and a common access control unit for
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5 dr awwe1/33898 EF DESCRI PTI ON OF THE DRAWNGS H G .1 d#aTaiseo/aesoel ect r oni c
nmessagi ng system FIG 2 depicts further details of the nmessagi ng system of
FIG 1. 10 FIG 3 depicts one enbodi nent of the storage server of FIG 2.
FIG 4 depicts another enbodi nent of the storage server of FIG 2. FIG 5
depicts further details of the an electronic mail systemof FIG | and
FIG 2. FIG 6 depicts further details of Users in the electronic mail
systemof 15 FIG 1 and FIG 2. FIG 7 depicts the conmon units of a

server unidontrellingaccessds@o the tbepticiisin ties ﬂbﬂa?e eérvemenicby eqaurdlitylofmanager. |
FIG 9 depicts a representation of one mail nessage in the electronic mail
system meﬂ%?lwed@mt%ts a representation of another mail nmessage in the

el ectronic mail . LED | PTI ON ectronisc, Messaqi ng System -
FIG 125 FIG Tﬁé’d’g’%ﬁe@“@%ﬁ%ﬁ%&b ki rCEeaﬁl{‘s'ss%{& ﬂ%’a‘i‘?%"tse‘%@?%‘gf’e =y e Users I
| to sendwillilk i[ﬁﬁﬁlnl/froﬁ{ el folowing TRe48E Fescriptidn th LoGiMdLdR witteer onic
message system and thereby to and fromother Users. The Users | | are

any type odrawigBi ne |located at a person's place of work, at home, or at
other fixed or portable I|ocations. The Users | 1 can operate under hunan
control or independently of 5 WD 01/33798 PCT/USOQ 30500 hurman control.

Typically, the el ect pRIEEF DESERIPTION'OFTHEIRAWINGS! / server distributed
nmessagi ng architecture that accommbdates diiferent nodes of operation

i ncl udi ng of f | i FkG.( idepitts ad eleationie messagingsysteme and di sconnected nodes. :
el udi ng_e- ot FIC s 3 GebigB ughes datas Bt BearebsseicyBrmofFIG ot r oni ¢ messagi ng
sysfem uses spepi@! 3 BEiPR Bfe kRbBARRt of the storage server of FIG. 2. '
FIG. 4 depicts another embodiment of the storage server of FIG. 2.
FIG. 5 depicts further details of the an electronic mail system of FIG. 1
and FIG.2,
FIG. 6 depicts further details of Users in the electronic mail system of
15 FIG. 1 and FIG. 2.
FIG. 7 depicts the common units of a server unit manage.
FIG. 8 depicts details of the service unit manager.
FIG. 9 depicts a representation of one mail message in the electronic
mail system.
20 ' F1G. 10 depicts a representation of another mail message in the

electronic mail system.

DETAILED DESCRIPTION
Electronic Messaging System — FIG. 1
25 FIG. 1 depicts an electronic messaging system that enable Users 11 to
send and receive electronic messages to and from the electronic message system
4 and thereby to and from other Users. The Users 11 are any type of machine
located at a person’s place of work, at home, or at other fixed or portable

locations. The Users 11 can operate under human control or independently of



pr ot ocol WO 01/33798di ng POP, } MAP and SMIP, or ot her prot ocORGI/EMR8IPhI ity
with Internet operations and comruni cati ons over the networks 12. Both POP
and | MAP protocols for User accessing of nmessages over the networks 12 rely
10 on the SMIP protocol for sending nessages over the networks 12. The
Users 1 | can be nonmadic and are independent of.any particular renote file
protocol. Typically, the Users | | can send, retrieve, and save nessages
over connections 17 and can nmanage renote User folders in storage server

14. The el ebtunamicontrétESERatallY, thedicfonidanéssfing Systérh Has iecliemwkeryaglat e st at us
informati on on_a per 15 nessage basis. Users can retrieve and update
per sonal comistriutes imessaging ranchitedre shat eeqpmynedatesndifferrnt emodes©fel ect r oni ¢

nmessagi ng s ' i ywery A.or er ' I rred and

"al ways ava@é@ﬁéﬁ@{%ﬁ%gﬁ?g%ﬁg?@gﬁ f‘?g? &ei?tbzm%}ﬁ'ggcéerés&%g&r{%\?v‘%ﬁessages
froma vari eigde9f The hﬁséagedﬁ;tﬁengdﬁt hyPQSrednide ahy B of peeREMic infestipw Mai | from
anywhere over networks 12. 20 In FIG 1, the el ectronic nessages are

parti 6i oned inchding evnap ofex svoicerradgrgupvaraet a- dat a part and a content - dat a
part. The neta-data rt.ipcludes User ssage, L. dat address and
other identificati Srﬁf}nf brg%ﬁ{'?’b‘ﬁ "é\‘?ﬁﬁ?gf’}gesyg"éﬂhl‘%ﬁﬂ%ﬁb&ﬂs?%PWE’?‘%des t he
cont ent assqebsbadl itibdink POPTIMARA0E SMTP. o Beher GRIBEIN cBifatith- dat a ar e

linked by pointers stored with the neta-data that point 25 to the |ocations
in the cont evith biédreetsiperatiog8amheomemuyiieatings ovérahe detwmkei2. Both BPBred. In

the FIG | el | c _nmessagi system the Users | | connect,t net wor ks
12 whi ch i n PAANATORRLETOR 7 103 HERTE YIGHER MV (SRR AREEYt o
storage ser \b%rthééMT‘i“g?diB&ﬁ bt E&Bin%%és@%s 'WPerSHE YbfRorks1 £ OTRE Esérs! O
medi ator 13 6 WO 01/33798 PCTI US001305 over connections 19. Under
certain optildnsn tehremediommdare iddepgndens of ey pantidulat camat8 fikenprotmohect
directly ove!(ry co&geﬁt Lons ]\:)0 to the stor gga server 14 in which case the
aut hent i cat i GRIPO6E ﬁbggrér | B S¢R0, JPIEISVE GRA SEYSMEBAEHOVEE BPHGEHSer ver 14
over connectjrofs J- t i | ft proxy
t hat accepts | ogins mﬁdgmr%gé%reségﬂ,fggﬁgﬁgnﬁ@%% é%v %rfllefln H@?%&tﬁ}ﬁee
aut hent i cat imessdgirgksystens eparates tdl betrieve and update status information on a per-
15 message basis. Users can retrieve and update personal configuration information
and can share mailboxes. The electronic messaging system mail delivery for
Users 11 is usually to a shared and "always available" storage server 14 that
allows access to new messages from a variety of client platform types and allows
access to new mail from anywhere over networks 12.
20 In FIG. 1, the electronic messages are partitioned into two parts,
namely, a meta-data part and a content-data part. The meta-data part includes
User, message, time, date, address and other identification information and the
content-data part includes the content associated with the meta-data part. The
content and meta-data are linked by pointers stored with the meta-data that point
25 to the locations in the content-data store 33 where the associated content is
stored.
In the FIG. 1 electronic messaging system, the Users 11 connect to
networks 12 which in turn connect to a mediator 13 which in turn connects to

storage server 14. An authentication/look up service 15 connects to mediator 13



and i f weuerasyesf ul | y aut henti cated, transparent!ly proxi eSCDASMEMands to
the storage server 14 and proxies responses fromthe storage server 14 to
the Users 11. The storage server 14 stores User mail boxes |located in
server units 26, 10 including storage server units 26-1, ., 26-SU, where
each server unit internally includes a nmessage neta-data store 32, a
nmessage content-data store 33 and a server unit manager 31. Each

i ndi vidual mailbox for a User is distributed across the nmeta-data store 32
and the. reesaganeaivhe 9. ddiadest cermins dptions, i the actwerkedl2 bypess tent rol  of
the server unit nmanager 31. _Each i ndivi dual I 1 hox for a User,.15 i s not

di stri but dRedidpbld agg eonoeet fir %gvﬁﬁcqnnéﬂ@éﬁggf°ﬁ}ﬁsﬁ%'a§%§ef‘,’ef. 4m° o6 su.

Coor di nat i ¢ - ' f th
20 e R ATE T 15 ot s, L1

storage unit manager 31 in each server unit 26

manages t heraetsovemn@nnedtionsl8. in t he nessage neta-data store 32 and the

nmessage content-data store 33 20 and services otocol co nds that cause
X¥,dheh g

dat& to be retringkiy dy thrommediatar, 13I'F§eastéqn§%ﬂ’°11}r¥ﬁ{’ cepts g5, di nat es
Itipl i Lt 31 i |
MU LLPLE TRONSeRs 1D dubfenBiBMIEs PR Bgmg%he a&ﬂ&tﬁﬁ%ﬁtﬂ%?gﬁa sePROAPSr 31 is a

process, t conputationaf entity lons to manage the
addr ess spagieif Ghcdedsfulie birthéntivatdd, Z@nspacdntigh proxieh &senedmmdadsatstier e 32, The
address space is comon for the protocol server 34 25 ]((';an ugi ng each of

the prot ocgprage seeisl4and proxigs Fespepsesfiom thesgonagesserysr Litp thy ot require

Fur thor bk Geciamas Sevel 17 i piss JERF aBPe ki h BpREFURRI 96T | 001 O

Furt her, eath rver unt I Cl en en tabl es of

of fRpt s Or intluliflg SiRaS@ Serbertunite 263K CeS36-8U, Pihgrd eagh saver enis iseraally opened,
they can remain open since the address space is under the_co n contr ol
of the 7 inhudes 3aResgPamtadoty SOB0IL, aswessage contentngaiagiore 33 a2 the FIG 1

Nei | Tr ans PRV BESEH, ShBpoh arRRHERIRACET al)Er B gipited Bk S e
messages. | Aefldith 3ordBRAA, the MeRSipk@nteitldspdidre 3G Ml s aledssed .
configuration information is relegated to_a separate c

S ) anpanl o rotocol. In
the FIG 1undescontoel of theserueiumi my@g@ﬁl-dﬁﬁldﬁﬁé@émﬁ'&ﬂx PT BYSHas

15 is not distributed across different ones of the server units 26-1, . . ., 26-SU.
Coordination of Users among the server units 26 is under control of the storage
control 16.
The server unit manager 31 in each server unit 26 manages the accessing
of data in the message meta-data store 32 and the message content-data store 33
20 and services protocol commands that cause data to be retrieved or modified.
The server unit manager 31 coordinates multiple requests to the same mailboxes.
The server unit manager 31 is a process, thread or other computational entity
that functions to manage the address space of the server unit 26 including the
meta-data store 32. The address space is common for the protocol server 34
25 (including each of the protocol servers 34-1, 34-2 and 34-3, sce FIG. 3) and
does not require any locking protocol for locations accessed in the storage server
unit 26. Further, each storage server unit 26 is efficient in that when tables of
offsets or other mechanisms for accessing physical addresses are opened, they

can remain open since the address space is under the common control of the




t he sanewoeyas®enments as online operation while messages PCATGSONSHY cul ar
User folder are uniquely identifiable throughout the |ife of that folder
so that clients and servers can periodically resynchronize the status of
particul ar messages. 10 El ectronic Messagi ng System Usi ng POP, | MAP And
SMIP - FIG 2 FIG 2 depicts further details of the nessagi ng system of
FIG 1 in which the nessage system4 for communi cation with Internet
protocol s use the SMIP protocol for delivery over connections 17D and use
POP and/ or Ism&ﬁ:ﬁtmaﬁgepf&)’i';s for access over connections 17A. In FIG 2,
the Users 11 include _virtual Users 21 (connected, for exanple over the
Internet or othedniberBlG Ineleqianio massaging systems Intgmetomessagasare sent f or

exanpl e, ovel. C rea. 0.t h e r ﬁ,ﬁﬂ,’ ude renote
and | ocal ngltswgr{?g 3@’."@@“2@%’53’“‘f§°°‘#§§*‘?&e§°@ %Q?I i\;nzlry se?'\?/éeer 24
(using the 3JWIPPRé @énzmbésg@d 171 sififd? Shannef, \4@tessing 4B (pddting pRisohalt er net
access protocol such as POP or | MAP). The storage server 14 incl udes

st or ade ser wonfiguption ipfrmation is relegate® soastparatet compgniop prateenl. 16. The
aut hentication/las@ughéervilc 15 connects tio b&th thz{ggccess server 25 and
the delivery serdef® oved® BN FTEIsBRIEs P {HP9087¢5 99&%‘?0@ He net wor ks
12 bypass t}ie ss1Ré ke%ﬁxi}éméﬁs Qyﬁhliﬁeoaﬁiézﬂﬂdnoﬂﬁilelﬁessﬁ e tién-’ﬁ@ul%U@érSO

connects to the 25 storage server over connections 18. The storage
server 14 offoldeGareuniqueheslettsfmblenthirdughretsthe difabEthat folderrsocthat clientss 26,
including units 26-1. ..... 26-SU where each server unit 26 internally

i ncl udes a rAPdSeRyETsFap HS’M'%?%H?WB"W“amFré@%ég Pagicplanmessagss- st ore 33 and
a segver unit manager 31 as described in connection with the storage
server 14 of 8 WD 01/33798 PCT/USOQ 30500 FIG 1. Coordination anong the
server uni t sElg@ronic Messaging Gy§emildsi P, IMAP Aoid SMTP t+HGst20r age control 16.

In each server unit. 26, the server upit _manager 31 nmana he accessi ng
of data in the $agé depicts Bathsr deigily obthe mgssagiog %%géﬁkémﬁe’l’?t -dat a

store 33. 5 @%qggnéggagggys% b oY ch}:uh%@altifoﬁt%ﬁgﬁg{térﬁagﬁo&%%sé el th 3 FIG

3 depicts an enbodi nent~of” a typrcal one o orage server uni
) SMTP protocol for delivery over connections 17D and use POP and/or IMAP

15 protocols for access over connections 17A. In FIG. 2, the Users 11 include
virtual Users 21 (connected, for example over the Internet or other remote
network) and local Users 22 (connected, for example, over a local area network)
so that the networks 12 include remote and local networks 23. The mediator 13
includes a delivery server 24 (using the SMTP protocol) and an access server 25

20 (using an internet access protocol such as POP or IMAP). The storage server 14
includes storage server units 26-1, ..., 26-SU and a storage control 16. The
authentication/look up service 15 connects to both the access server 25 and the
delivery server 24 over connections 19. In the case where the networks 12
bypass the mediator 13 over connections 10, the service 15 also connects to the

25 storage server 14 over connections 18.

The storage server 14 of FIG. 2 stores User mailboxes located in server
units 26, including units 26-1, ...., 26-SU, where each server unit 26 internally
includes a message meta-data store 32, a message content-data store 33 and a

server unit manager 31 as described in connection with the storage server 14 of



26 Wi t Ri@eifBogeSSagi ng systems of FIG | and FIG 2. | rpdiGs0080s00he
storage server unit 26 includes server unit manager 31, neta-data store 32

and content- data store 33. The inputs and outputs to and fromthe server
unit manager 31 10 and content-data store 33 are fromthe protocol servers
34-1 (SMIP), 34-2 (POP) and 34-3 (I MAP). The protocol server 34-1 (SMIP)

I ncl udes the protocol server units 34-11, ..., 34-1u, which have the SMIP
connections 17-1; the protocol server 34-2 (POP) includes the protocol
server unit 452 e 34 ' ; e P | /-2; and.
t he protoco Gze%v$r°°5‘§t‘-‘%"°?‘ﬁ%@2‘1‘§%§d§f Bglgsgzé'ﬁé'"ﬁ%-ggggﬁgiérr\%grﬁﬁélni ts
34-3,, ..., ofthedtbrapbcemrdlade IheachNRrer amitras; tthe servér7unit manegeyrdt ocol
servers 34-1, 34-2 and 34-3 have connections 18 to the authentication/l| ook
up servi ce m@nages fthe acpessing off datasin theemsssege meiaidatansiee)Se and the ¢ he
server unit_26 mg@gg}i Itﬁe ac sing of data in the nessage neta-data
store 32 anffet¥ie® Ej& YRt - data store 33 20 and services pr ot ocol

comeqds erfBriéﬁd%éﬁ%@Wiﬁﬁﬁdﬁﬁr CHiteAtSdats Stdrél-Fg@uge data to be retrieved
or nodified. Any command Tor accessing a User mailbox is first processed
by server unit nEHagadegittsian embodingnt ofa typical ane efthe storpgeserver ynitst ore 32,
Met a- data sfore . 32 stores .pointers ojre din 1 nked,,| q lons in
cont ent - dat 28&18}"&“3%*“9&?%& S PHE ?#Pgﬁirc {)qusfgﬂ _%f_%%‘sgaté‘g s&?%? ored or
25 retrievederyd\ ity ifx%f@@?kérvéﬁﬂﬁﬁﬁﬁna%&r $POhétaRtLS0E8S amd Cont@Auests to.-

the same nmmilboxes by different ones of the protocol server units 34. In
t hi s manner datahstoresi. v&he inputs andneusputs 30 and fizone the: seeven gt avanageratle of t he

storage server unit 26. The_addrgss ace i s, conmp r of, ,the .
prot b0l sePlPCENtERL-gata $Hors 4, gresion a‘gnﬂ%&’h sweﬁsﬁéj'gr@%t@r 3§"é$ver uni t's

34-1,, . ... (BGP) land,34-3 BVAPY! OCPhe 614661 $UdrS34-7 (MNIPRY Rthiies the
PCT/ USCA 3 ﬁog )???1- 2k, r‘( ., 34- 2U26; i)gdr;]d the prrot 0co sery\/er_ units
34-3,,..., potdtdl seSteouate3bdy,v.er 34|t which harethet SMTBreoamectigns 47-3t or e

ervers 34 e Pistasl seTier 4 (GOPD Hteler Jbk Pree! HEEINS T2 ho et a- data
store 32 ang t{gich a0 PO LanfebabR 1332; é?.aéih@ﬁm@éco%érbe;m-a (AP e data
store 33" thi&t ‘includes a renote server 43. The renpbte data store 33" is
conndst ed viigclndesvihe kpréfocob server units 34-3,, ..., 34-3,; which have the IMAP :
connections 17-3. The protocol servers 34-1, 34-2 and 34-3 have connections
18 to the authentication/look up service 15 of FIG. 1 and FIG. 2.
The server unit manager 31 in the server unit 26 manages the accessing
of data in the message meta-data store 32 and the message content-data store 33
20 and services protocol commands from the protocol server units 34 that cause
data to be retrieved or modified. Any command for accessing a User mailbox is
first processed by server unit manager 31 which responsively accesses meta-data
store 32. Meta-data store 32 stores pointers to corresponding linked locations in
content-data store 33 where the content portion of a message is stored or
25 retrieved. The server unit manager 31 coordinates multiple requests to the same
mailboxes by different ones of the protocol server units 34. In this manner, the
server unit manager 31 manages the address space of the storage server unit 26.

The address space is common for all of the protocol servers 34-1, 34-2 and 34-3

and each of the protocol server units 34-1,, ..., 34-1y,; the protocol server units -



i nt er f a®¥O 04143798 34. The protocol between server 43 and dBEHUSIBIE0045 | s
for exanple, NFS or any other file systemprotocol. 10 Electronic

Messagi ng SystemDetail - FIG 5 In FIG 5, a plurality of Users | | are
organi zed in groups including the User groups I 1-1,..., 11-U The Users |
| connect to the network 12 including the networks 12-1, 12-2..., 12-N

The network 12 in turn connects with 15 POP/| MAP connections to the access
server 13 and with SMIP connections to the out-delivery server 51 and the
i n-del i very 3d&v.es 3462,,; Tixkthepratvsol serverunitsi3ded,ude34-8he access server units
13-1, 13-2,..., 13-S. The access server 13 connects with a POP/ | MAP
protocol to the storage server 14. The storage server 14 includes the

storage ser ' =] a7 2 3 t toorage 20 control 16.
The out - del :S% Skrver Uit Witk Remore Conhit 3 = ‘ggrgrvrlg(r;syjs)erver units 51- 1,

51-2, ..., 51- OSIamGt met}ienstdzegévmer ey 36eincindes the pristesol isreernsi34ek! i very
server unlts 52 1, ..., 52-1S. In FIG 5, the storage server units,
14-1, 314- 2, a11<i1_3§§ "BP(:WT‘GE unjympanagsh Adc theomstardata Ktore dg-and| theery ser ver

51 and to t Q: e ouﬁg 3%'% %3364 e%r 292%!%#‘ 3Ie te f%agidrﬁtiilgethgy gfﬂ&k \éer y Server

51 incl udes rvery

out - del i ver M’et%@t’evﬁf'vdﬂmiit S'rﬁelrémotélda?a store 39 Jis GBnrfeRA664 nésvork BRUbLS to the
network 53 and as inputs to the in-delivery server 52 and specifically the

i n-del i very létéff%@rumﬁl 3% Ghe prowpoldbetween grvardt3 awd datatstarel 45, isCEfuni cat i on
into the out- deI serve ﬁ&ré} IS via the SMIP protocol, 10 WO 01/33798
PCTI USOO! 30§66mp c?rﬁ’éy%% ASEIEM BFEO%oim t he network 12, the storage
servagp 14 and the |n- delivery server 52. In FIG 5, the in-delivery server
52, including the, server units 52-1, 52 2,..., 52-1S receive SMIP protocol
i nputs f r omEleetronict Mdsshizine SystemMetail 5] fe 5 network 53, the network 12

and the storage seryer l14. Th e server, .52 del i. v P prot ocol
comuni cat i ons t§ tlﬁg sql&r*ﬁ‘é'@ﬁ%'e& illl ﬁ'%&%ﬂl‘zedd’élgm}’é’?% %
User groups 11-1,..., 11-U. The Users 11 connect to the network 12 lncludmg

the networks 12-1, 12-2..., 12-N. The network 12 in turn connects with
15 POP/IMAP connections to the access server 13 and with SMTP connections to
* the out-delivery server 51 and the in-delivery server 52. The access server
includes the access server units 13-1, 13-2,..., 13-S. The access server 13
connects with a POP/IMAP protocol to the storage server 14. The storage
server 14 includes the storage server units 14-1, 14.2, ..., 14-SS and the storage
20 control 16. The out-delivery server 52 includes the out-delivery server units S1-
1, 51-2, ..., 51-0S and the in-delivery server 52 includes the in-delivery server
units 52-1, 52-2, ..., 52-IS.

In FIG. 5, the storage server units, 14-1, 14-2, ..., 14-SS, provide SMTP
connections to the out-delivery server 51 and to the in-delivery server 52. In
25 FIG. 5, the out-delivery server 51 includes the out-delivery server units 51-1,
51-2,..., 51-OS. The out-delivery server units 51-1, 51-2,..., 51-OS connect as
inputs to the network 53 and as inputs to the in-delivery server 52 and

specifically the in-delivery server units 52-1, 52-2,..., 52-IS, respectively.

Communication into the out-delivery server 51 is via the SMTP protocol,

10



| n Fl Gwordshes net work 53, which may include renote: net REFASOYIBM as  t he
Internet or |ocal networks, connects to other Users 54. 10 Miultiple User
G oup Types -- FIG 6 FIG 6 depicts.an inplenmentation of the Users 11 of
FIG 1, FIG 2 and FIG 5. In FIG 6, the Users 11 are grouped by
different User types, including the User group 11-1 which is of the

t el ephony type. The User group 11 -2 is of 15 the facsimle type. The User
group 11-3 is of the groupware type. The User group 11-4 is of the e-mail
type. Anyinelwah@rcogimaiidationgfromithé ygteork 42, the storagelsedied 14andithe ivhe User -
categories and are generically designated as User group 11-T for

desi gnati dghvsmweyg@r types. 20 Server Unit Manager Common Units - FIG 7.
In FIG 7, thes el yni. | K IR gsgocont rol
unit 7-1 and al‘&ﬁﬁfmé’ g’&d{kgg@% g%ﬁ%#iltﬁ%ﬁ@%t%o%&mn aéggfsg’ g%gntrol unit
7- | recepyvessT®Rs yagie SMIP protodel diputsofromeahy out-deliviesy sembard, ahe t 34-is is
typi cal of the protocol server 34, and has common processing for those
mes$ages. ngveors3 tbe ostvasky 13fandthe syerege seruern WhsTheaedelivery seveid? Lock i s

typical, in.the ent, data store.33 js._un 0 I conmmon
addr essi n&gb‘f?ﬁ 53’9@5 pé?tr?c?gﬁcg@g'é?@“ﬁlso gﬁ gtﬁg?%%b%x%eés? ?‘?\%ngﬁ%ont ent data
store 33 igwpdev&TON control  of server unit manager 31, errors by any
one particul ar” nessage server unit 34-i, in the protocol server 34 tend
not to disrupt InFEGers: thenetworkaZfe whiely may irgludeicemote nefpyogks/ segly 98

PCTI UB00130500 Servyer Unit Manager tails, - LG 8. In FIG 8, further
details ofthg e@%‘r‘\fﬁ%‘@‘ﬁ%‘”f’"ﬁaﬁ%ﬂ\?ﬁs ‘iog}eé%%ré\%: The server unit nanager
314pncl udes a common access processor 81 which processes the received
messages fromthe protocol server 34 independent of the protocol 5 server

uni ts froMubiplefUsehGyoumTiypesl-nFiar6i cul ar, a group of nessages fromthe
protocol server_ 34 are.designated NSGA 1 ) VSGAG .
Each of these rFééa@@?P“?% a‘bﬁﬁ@%@?@ﬁt‘wfﬂp% sers ogflﬁn!vﬁmez%%non
al gori t hmegyhi €y 1ed. Ugl8he (RErseM24RR | Rouped by dif@tAtAiek ByPeS Anciadingpen -

al gorithm _
the User group 11-1 which is of the telephony type. The User group 11-2 is of

15 the facsimile type. The User group 11-3 is of the groupware type. The User
group 11-4 is of the e-mail type. Any number of other group types can be
included within the User categories and are generically designated as User group

11-T for designating other User types.

20 Server Unit Manager Common Units — FIG. 7.

In FIG. 7, the server unit manager 31 includes a common access control

unit 7-1 and a common addressing unit 7-2. The common access control unit 7-

1 receives messages from the protocol server units, where unit 34-i, is typical of

the protocol server 34, and has common processing for those messages. The

25 accessing of mailbox locations, where location LOC, is typical, in the content
data store 33 is under control to the common addressing unit 7-2. Since

accessing of all mailboxes in the content data store 33 is under common control

of server unit manager 31, errors by any one particular message server unit 34-i;

in the protocol server 34 tend not to disrupt the entire storage server unit 14.

11




83 and avoOlngs7es gorithm 84. The common access processor SCTHBOYISBYUL i ng t he
10 common al gorithns determ nes control states for different ones of the
mai | boxes 87 in the content data store 33 and specifically, mailboxes

87-1, 87-2, ..., 87-M designated MBox,, MBox2, ..., , respectively.
Specifically, the control states are stored in FIG 8 in MBox, CTRL,
MBox2CTRL, ..., MBoxCTRL designated as 85-1, 85-2, ..., 85-M

respectively. The states are used by the 15 conmon addressing unit 7-2 to

control ac@Sessr RnitdVarndger Detallbo¥8G. 87 in content data store 33. The common
addressing unit 7-2 includes an ofd set control 8-0_ which functions to
control cal cul atP&HGoR, Brtherdetailspfdbe sarvice pnifmanagek 31 sreshonms Then t he

content dat . icular ones of the i [N

connect i on G ehE et 36 ek ForiRieseles ERRERT WHEH BEERRS o
20 functi onh®feckived & froimathe prétocdl seBRr 34 independdht B theprowedli cul ar, the
MSGAlI i s processed by the common access control unit 7-1 to establish an

of f sét addrsesst unity fremayipthethey gompe Invpaticul@r e gFqumBofimessgesiftam the, MSGA2 has
an of fset address stored, far .ex in VB FSET \.gegi ster 8-M and
MBGAG has a°ﬁ°t81°$ls§e_tw°§sf‘g8ﬁ gﬁ%@?a%%ﬁciﬁmg?ﬂ’zs’ﬁﬁ WB(Mgg&ési gnat ed
8-2. Under,I?déﬁré‘ﬂ?'ﬂhé&%%@siscﬁ‘}%@é&é@pgeggkﬁsﬂ} Bd withy tH'@oRMBION access
control unit 7-1, the messages GAl, and MSGAG access nai | boxes

MBox| , NBoxdlgaaitkims/Bich, in¢lads dort exasiple, ai lack elgbsthn 82 atnaomnorlgorBBm The server
it 3 t t late th th t |

e ver 34 Pt B RRPROERE 5T FOBOAR aFreBORSTTLR LD SHASRRG eI o Thi s

Sheelo Has BafindiPihaRfils bbbl 1 H a9 BRARALREY USO0/ 30500

the file systemof the content data store ocks. I'n conjunction with
the file syStiarthe chmentatatmstorecieasl specifieslypmaillRikee82dyuBeéL, a.,189eM al gorit hm

82 to determne if the a essed mailbox in the _content data store 33 is
avail abl e t ‘Sﬁatﬁéé%ggéd%%n‘mwp‘"leﬂ?ﬁc“}‘é‘ésa%"%c%&e&ge iconre} access
mai | box MB I | ' ' | oc n ores it in
t he MBox2CT e%iﬂo%ggﬁ?%egégmég @okﬁ%zﬁg’ m&“’éﬁﬁ'

designated as 85-1, 85-2, ..., 85-M, respectively. The states are used by the

15 common addressing unit 7-2 to control accessing of the mailboxes 87 in content
data store 33. The common addressing unit 7-2 includes an off-set control 8-0
which functions to control calculation of offset addresses for mailbox locations
in the content data store 33 of particular ones of the mailboxes used in
connection with the messages MSG,,, MSG,,, ..., MSG,,, , .... MSG,, as a

20 function of the control states 85-1, 85-2 , ..., 85-M.

In particular, the MSG,, is processed by the common access control unit
7-1 to establish an offset address, for example, in the MBox, OFFSET 8-1.
Similarly, MSG,, has an offset address stored, for example, in the
MBoxOFFSET register 8-M and MSG ,; has an offset established, for example,

25 in the MBox, designated 8-2. Under appropriate access conditions determined
by the common access control unit 7-1, the messages MSG,,, MSG,, and
MSG, access mailboxes MBox1, MBoxM and MBox2, respectively, in content
data store 33. The server unit manager 31 operates to associate the messages

from the protocol server 34 with the mailboxes 87 in content data store 33 using

12
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dur at i omoeissi?ee t hat accessi ng by nmessage MSG i s requi rBCE/USO/3N[06 8, |if
at the tinme that MSGAg i s accessing the nail box MBox2, another nessage
MSGAI, for exanple, also attenpts to access nail box MBox2, 10 then the

| ock al gorithm 82 prevents the MSGA, nessage fromobtaining a | ock and
causes nmessage MSGA2 to wait until the lock for MSGAgis renoved. In
summary, the storage server 14 functions as follows: SMIP delivers

Recei ved nessage MSG 15 to protocol server unit Protocol server unit

del i vers Rae Glewhstemofih@66ntémt dagd stérie 330i t manager Protocol server unit ™ |
waits to obtain | ock on addressed mail box 20 When | ock obtained, Protocol
server adds nekpaksinemmjunstion with the Bleystemg the qommETacapIsdiroRssasi ved

Protocol o oxeifin ¥ ook BURERR 2, SBrBent i BROLEST BRNER B "2l gor ¢ i

| ooks for giyent dabistobeBRIi9abAiRBleadtbe hEcessidnd Assu’kﬁn% typical@hdiddga 3798
PCT/ USOQ' 30500 renpves api)roprl ate lock. The lock algorithm82 in the

comfon accMSE pivtoeancess wailbioxdBossthew thel look algorithen 82 robtaimsng taeki ons for
all of the_protocol sepvets, an on,detectian wl ut t,cal ly unl ock
t he associ ?ﬁeﬁmﬁeéi 1tb'8x.heA§@3cfxé a‘fvp’é’ﬁ 18_Fk§ ﬂbe B}ag{’%i‘f@g’éf g%r h}ff the
message Ch@iafdn ¥f tithe At 8€ el bymkssae ORISG, N8 dequig@nse the disruption and
unl ock the correspondi ng nmai |l boX makinhg it *vail'abl e to ot her :
In FIG. 8, if at the time that MSG,, is accessing the mailbox MBox,,
another message MSG,,, for example, also attempts to access mailbox MBox,,
10 then the lock algorithm 82 prevents the MSG,, message from obtaining a lock
and causes message MSG,, to wait until the lock for MSG,, is removed.

In summary, the storage server 14 functions as follows:

SMTP delivers Received message MSG,,
15 to protocol server unit
Protocol server unit delivers Received
message to server unit manager
Protocol server unit waits to obtain lock
on addressed mailbox
20 When lock obtained, Protocol server adds
new UID for Received message to
UIDLIST
After Received message is delivered,
protocol server unlocks addressed
25 mailbox
Protocol server units issues return to
SMTP message.
Common lock algorithm looks for any

other termination and, if found,

13



messagesWOON3IMBs manner, failure of any particul ar prot SESUSSYIRRY ¢
34-is will not hang the mail box to which that unit was | ast connected. In
this manner, the 10 common processing by the | ock algorithm82 ensures a
greater reliability of the overall system since individual protocol server
units cannot hang mail boxes and make theminaccessable for |ong durations
of tinme. Operation of the |ock and unl ock operations are represented by the
foll owi ng sequence where an aborted connection causes a process crash: 15
Aborted Connection POP: Acqui r eremosessappropsiate IocK. TXN) from nanager POP:
Renove a U D fromthe MAILBOXDB U DLI ST (MAILBOXDB is thereby | ocked) 20
POP: Process crash MGR Detect |ost connection MGR Aborts TXN, unlock

dat abase MAI LBOXpE: Qéﬁmcgohla% fg@ ift S ESinmBA AEEs PRocbBot BE faibRNto data store

33 for the 25 addresse ox i's not open, then the open algorithm 83
functi ons wiobk forhethéri temminations fomall of tireprotocobsemenrt arsupon deteetiamivilbs sed

mai | box. The open algorifhm83 ,maintajns the mai] box cgnnecti on open for
as | ohg as %}EE’@g"é“ﬁi/’%l“{?élt‘ﬁggsg%@@aﬁeg maihexi rARY, teRuIREon AE e Profagel i npr oved
per f or mance [ AR ' 2t r | onger
peri ods of ﬁr{'rré!.a °§§§Qe@é§1%%%e§ﬂaﬁ%3‘8‘gg§é ‘B%[}he\%()%? %?%‘é’%%’%“ug&é%osoo

al gori t hm 83israpitivh andunldek the romesponding andifbox mmikingoi avaitsbintdbatherd on a nost

recently used criteria, The mpst recently, used mail boxes are therefore

qui ckly  avBefaBie Indhisqpanaes falpreohany particuiss aggocal Pe’”t’ﬁé%‘e%"ML age is to

any one of 1 anf RN ARKch Wal 01 bl BEAcdediEr O AN haflel. e cOnnect i on
e em or

using the fi SYysS en new connections are require mai | boxes

t hat 1@r e notor@Men prodebsiry BOhaasdk £Agsrithm I énshes it greaecrdlibbilitysedherai | boxes
are dropped to make room for the new connections. The open al gorithm 83

stores in tfeerathpystaox sinessiadiyidual grotoceBseqvriusits ggnnot hang mailboxes and
make them inaccessable for long durations of time.

Operation of the lock and unlock operations are represented by the
following sequence where an aborted connection causes a process crash:
15
Aborted Connection
POP: Acquire transaction ID (TXN) from manager
POP: Remove a UID from the MAILBOXDB UIDLIST
(MAILBOXDB is thereby locked)
20 POP: Process crash
MGR: Detect lost connection
MGR: Aborts TXN, unlock database MAILBOXDB

Open. If the access connection to the content data store 33 for the

25 addressed mailbox is not open, then the open algorithm 83 functions with the file
system to open a connection to the addressed mailbox. The open algorithm 83

maintains the mailbox connection open for as long as access by the message is

required.  Additionally, for improved performance, the open algorithm 83

maintains connections open for longer periods of time. For example, the open

14



open mWOBUAI \Wenever a new nessage, such as typical BV e MG, ,
10 i s processed by the comobn access processor 81, the open algorithm 83
pushes the new mail box ID onto the top of the queue and consults the other
entries on the queue 88 to determne if the mailbox for the new nessage
MSGJ,,, is currently open. If open, a direct connection exists to the
addressed nail box in the content data store 33. If not open, then the open
al gorithm 83 obtains a 15 connection. For each new nail box added to the top
of the queaiggrithme83bmaintaioptire commettiomxosthermailboxéedpaiolased ontawosfucue. ,

Whenever the eue 88 reaches a  limjt, a,mail)box is purged fr t he queue
B o kRGN ABE A e oS contly s dapilbpwes e ERre SUEB | v ucog

el | DX 1 o116l uRodss b i By ks Cif HRORR rRlsals R dif ok @k theCl 05 ng. of

connections to mall boxes™in content data store ependent |y’
of return opssapidboxesowithoat pieed do ote-esmbligh thel cofiieetion ausingf theufilpe:

al garithns that erate i ndependently of return nessages allows the system
to oper at eSY§tie %Q“C‘P%PPW%%‘PF e rF‘II’rBreﬂrfgf WQP%@@@%@BM 9Bf®ned and

cl osed congerhisioHs fbife feﬁgﬁfpént&%eﬁ M&e@ﬁré@rﬁ?ﬁ&ﬂggnat‘}ﬁerﬁéﬁﬁp' e.of an

open operation appears herernafter”in connection w section I11.

| MAP, undeforthensubamettions. 2. SELECT". Flags. Ot her conditions of access
to the content data store are under _contrgl of the flag al gorithm 84 which
sets flags for Vhe ppemalgorithm 83istorenin the sailbox megsage quens $$Hp lighef enhance

St o FABHRRL P R BEES 98 L nh BBl BRGS0
her B) naf t efs proceasudrt8Cthe @Bmmdnhacs&ss tprédessdri 91, theWbihen, algariihm S3uhshed i on " 6.
STORE". First Message - FIG 9. 5 1In FIG 9, a typical_ one of the
messages, HediewamalsEAD phtopthetomof the qusne apd qylsnésﬂwgéhwmm@s o0 that is
120 bries i 3145, a5™0E HRAE oS 13, B0k bl MSoSie o
' currently open. If open, a direct connection exists to the addressed mailbox in
the content data store 33. If not open, then the open algorithm 83 obtains a
15 connection. ‘For each new mailbox added to the top of the queue, the other open
mailboxes are pushed down in the queue. Whenever the queue 88 reaches a
limit, a mailbox is purged from the queue 88 to make room for the new mailbox.
Typically, the least recently used mailbox in the queue is purged to make room
for a new mailbox. Closing of connections to mailboxes in content data store 33
.20 is done independently of return messages from the protocol server 34. The use
of purge algorithms that operate independently of refurn messages allows the
system to operate more efficiently than if the protocol server both opened and -
closed connections on the receipt and return of messages.
An example of an open operation appears hereinafter in connection with
25 the section III. IMAP, under the subsection “2. SELECT”.
Flags. Other conditions of access to the content data store are under
control of the flag algorithm 84 which sets flags for various different conditions

used to control and enhance access to the content data store by messages from -

the protocol server 34.
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10 Subj ewb.018#megel Date: 08/11/99 Body: Pl ease cancel ned®CIAE00/30500 The
nmessage of FIG 9 is stored as a with a New U D 40 where 15 nessages with
U Ds 34 and 37 are currently in the MAI LBOXDB dat abase. The HEADERDB

dat abase for U D 40 stores the "Subject” field with Cancel, the fromfield
wi th Bob Jones <b/anesrtt)examIt?l.org and the date field with 08/ 11/99.
The MESSAGEDB stores the "Size" field with 128 and the "Flag" field is
enpty. The LI STDB nmarks the "Read" and "Wite" fields as active 20

i ndi cating that nheexamplewﬁ?jgbge@ﬁah lappéats hereinaft@dinnebnabdlionrwith ng. The
body of the nessage is stored in the content data store at a |ocation, for
exanpl e, / sestios b/ IMAP Bindercwhseeibs $6g8TORE'G. 10. In FIG 10, a typi cal
one of the messages, such as MSGA2 in FIG 8 is shown as nessage nunber 43
that is 256 bytes in size. The nessage of FIG 10 is as follows: 16 WO
01733798 PCH/N:AR0RG T9: Sara Brown <sara@xanpl e2. org> From MarySmith
<nmsm t h@xanpl el . or g> Subject: New Date: 08/12/99 5 Body: You'll find the
new dbcunent at In FIG. Bt & pypidaone ef dnpinedsagesysuch BseMBGgsiaddGof8,B$ G 10 i s
stored as a wth a New U D 43 ere ssages wiith U Ds 34 7 and 40 are
currently iﬁhqufbasmse@@m@baaﬁ‘ﬁg%gmg%m HESA SR RG PF UID 43
stores the 7 Lhect" field with New, the fromfield with Mary Smth

<nmsmi 1h &exanpleZ. nrg and the date field with 08/ 12/99. The MESSAGEDB
stores the "Size" field w Tb: Sir6 Baown kb@ra@ekagple2.bigel d is enpty. The LI STDB
marks the "Read" and "Wite" fields as active

From: Bob Jones <bjones@examplel.org>
10 Subject: Cancel
Date: 08/11/99

Body: Please cancel meeting. ...

The message of FIG. 9 is stored as a with a New UID 40 where

15 messages with UIDs 34 and 37 are currently in the MAILBOXDB database.
The HEADERDB database for UID 40 stores the “Subject” field with Cancel,

the from field with Bob Jones <bhjonesifiexamplel.org™~ and the date field with

08/11/99. The MESSAGEDB stores the “Size” field with 128 and the “Flag”

field is empty. The LISTDB marks the “Read” and “Write” fields as active

20 indicating that the mailboxes are available for reading and writing. The body of
the message is stored in the content data store at a location, for example,

rusr/sara/40.

25 Second Message — FIG. 10.

In FIG. 10, a typical one of the messages, such as MSG,, in FIG. 81s
shown as message number 43 that is 256 bytes in size. The message of FIG. 10

is as follows:
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i ndi cawqgm{sﬁgst the mail boxes are available for readi ng pgRfistbBésonng. The
body o “The nessage is stored in the content data store at a | ocation,
for exanple, /usr/sara/43. Operation POP Sessions. POP only serves one
mai | box (the "inbox"). During the 20 |login session, User (for exanple,
nane = sbrown, passwd = funfun) will map to a unique mail box (managed by
and internal to the systen). POP al so does not allow for sinultaneous

read/ wite accesses to the sane mail box by multiple Users. 25 Login User
establ i shes connection tq.ngdi gfor 13. er nds_nane, passwd to the ’
medi at or 13. Medi at or 1305‘{:??1‘@ TPWR égra@%aTR%ﬁé’f%aSSM) pai r against an
17 WO 01/33798 PCT/ USO0/ 38aRMafishiiérhmi@Etnfpid-dfg>Ser vi ce 15. | f

aut hentication failed, nedi atora{ylsS responds@vvith an(ygrror as specified by
t he protocol and drops tHubjestiNest i on (User nust retry login fromthe
beginning). 5 If authentigati %@ successful, the nediator 13 and
particularly the access eV 1989 5ccesses the particul ar one of the

stogage server units 14-1g,qy-yvobdt SHRnldnathBOShewt NQodudhest Speci fied
mai Fbox. The accesses server 25 ‘transparently establishes a connection (or

reuses an exi sting connechtipffywwwoexanipbelpaont.i cul ar st orage server unit 14.
This connection lasts for the session 10 duration. User does a STAT (to
determ ne the nunber of nmessages in nbox and their cunulative size)

server unit 1. T desdfe F XICE O RSB 4 N Iy yhReSs: 17t he
info is avpédsagdsavithlUIDe34,BTpaide40 hrerowriently etheMMAHMBORDB database. :
10 The HEADERDB database for UID 43 stores the “Subject” field with New, the
from field with Mary Smith <msmith@example2.org™ and the date field with
08/12/99. The MESSAGEDB stores the “Size” field with 256 and the “Flag”

field is empty. The LISTDB marks the “Read” and “Write” fields as active

indicating that the mailboxes are available for reading and writing. The body of
15 the message is stored in the content data store at a location, for example,

 Jusr/sara/43.

Operation
POP Sessions. POP only serves one mailbox (the “inbox™). During the

20 login session, User (for example, name = sbrown, passwd = funfun) will map to a
unique mailbox (managed by and internal to the system). "POP also does not
allow for simultaneous read/write accesses to the same mailbox by multiple

Users.
25 Login

User establishes connection to mediator 13.
User sends name, passwd to the mediator 13.

Mediator 13 authenticates the (name, passwd) pair againstan

17



store 32woiol/3378rieves it and sends it onward to nedi at oPCTRISOEBISES t he
storage server unit 14 retrieves nessage neta-data info, 20 on a

per - message basis, fromthe neta-data store 32. It conputes the response
to STAT and responds to the nediator 13. Mediator 13 relays response to
User. User does a LIST command (to |ist all/specified nmessage IDs and their
respective sizes) to the nediator 13 which relays it to the host storage
server 25 unit 14. Storage server unit 14 | ooks up the nunber of nessages
and their sizegathentitdton/TRiok- [dpSarvﬁjeqse 32 and passes the details to the
medi ator 13 which then passes it onto the User. User does a RETR (to
retrieve messagel aypetiqation failed amedintentl3trespondnwithan ergr wospesifiesly og

0, 5 Mt AR W 0

storage servembegidfiihgy. S5 First checks to see if the nessage is narked for
deletion. If so, it returns an error to nediator 13. ldentifies the

| ocatd on where tKanﬁleanwentmcmdhla@fE mwedistend3 aud particudarlyghe eexesslat a st ore
33. It retrieves co, tent dg@a for. the %‘ e fromt&&sf{mentl data store

33 This retr SEVE 2 SPeRah B PRERAlr CRe O e eryet &ver the
network (for eeaiphenodsihd eps %eclﬁg)xﬁallbtoxt heﬁesﬁ&gﬁei NRrdeptsg eval data

to the nmediator 13. Mediator 13 relays the response to User. User does a
DELE (to del ettmnkpmexﬂaretstabhﬂm ameasation {pe csubescah erdstingaromaentioay gunent ). 15
Medi ator 13 acgce nd relays command + arg to the host storage server
“unit 14. For rtrg%g a]gbgt@rquesarveﬁ ugit ddrreﬁ?‘s connectxon lasts for the session

10 duration.

User does a STAT (to determine the number of messages in mbox and
their cumulative size)
Mediator 13 accepts the STAT command and relays to the host
15 storage server unit 14.
Host storage server unit 14 does one of two things:
If the info is available in pre-computed form in the meta-data
store 32, it retrieves it and sends it onward to mediator 13.
Else, the storage server unit 14 retrieves message meta-data info,
20 on a per-message basts, from the meta-data store 32. 1t computes the
response to STAT and responds to the mediator 13,
Mediator 13 relays response to User.
User does a LIST command (to list all/specified message IDs and their
respective sizes) to the mediator 13 which relays it to the host storage server
25 unit 14. Storage server unit 14 looks up the number of messages and their
sizes in the meta-data store 32 and passes the details to the mediator 13
which then passes it onto the User.
User does a RETR (to retrieve messages specified as argument to

command)

18



Storagewﬁdlégfggumt checks meta-data store 37 to see if %E,?%@os@d r eady

mar ked tion. If so, returns error. 20 Else, it mar eted field
for nessage in neta-data store 32. User does a NOOP Medi ator 13 either
responds to NOOP directly (i.e., without any additional traffic to/froma
storage server unit 14) or relays conmand to storage server unit 14. 25
Storage server unit 14 responds OK without any |ookup. User issues a RSET
Medi ator 13 relays command to host storage server unit 14. Storage server

unit 14 | ooks up ngta-dat.g store i dent,i fi sages_nmarked for

el et on, 16 o 0 TREAIHER 13 AHREHEFETEL 67 Pas, § S S 05T FOMRAFRE: ¢ ne

Del eted field fggit ¢fch nessage marked for deletion. It then responds OK
User issues QU T Mediator 13 relays command to host storage server unit 14.
5 Storage server Uforteaghimessage specifindsinthe srgument, ¢hé hostdstormgeserven net a "
data store 32. [|t. then renoves each such nessage fromthe content-data
store 33 as wel Ps the corresponding entry in the neta-data store 32. If
prob§ ems are encount gfr@QchicBlcd 3'8Y iffifle ﬂféks%%@f& HiEked &ideldtidh. 10,5t Or age
server unit 14 returns an error. Else It Teturns an OK. Mediator 13 rel ays
response. User i ssmess ad édrorbdneiator I8 rel ays U DL conmand + argunent (i f
any) to the host stgé%g_ﬁ s%rp\{er unit 14, 15 Storage server unjt 14 | ooks
up the uni que Ul D (f &tenlifips the logatign yehereyfo refrigvedhe mepsage cantgnt-9ata ¢ he

meta-data store 32, dohténfl@hta’ GSROMIS 1f ReidiRs cHRRHESka ot I RGhEd €d data.

- from the content-data store 33. This retrieval may happen over the

10 local file system or over the network (for example, using NFS or
SQL). It then sends the retrieval data to the mediator 13.
Mediator 13 relays the response to User.
User does a DELE (to delete the particular message specified as
command argument). .
15 Mediator 13 accepts and relays command + arg to the host storage
server unit 14,
For message specified in argument,
Storage Server Unit checks meta-data store 37 to see if message
already marked for deletion. If so, returns error.
20 Else, it marks Deleted field for message in meta-data store 32.
User does a NOOP
Mediator 13 either responds to NOOP directly (i.e., without any
additional traffic to/from a storage server unit 14) or relays command to
storage server unit 14. |
25 Storage server unit 14 responds OK without any lookup.
User issues a RSET
Mediator 13 relays command to host storage server unit 14.
Storage server unit 14 looks up meta-data store and identifies

messages marked for deletion.
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Medi at orw@d183M8ys data. 20 | MAP Sessions. Storage servePCEAIS#03030Lont ai ns
User profile (mail boxes, access control lists and nbox perm ssions, index
of neta-data) in the neta-data store 32. There is a per-user neta-data
store 13 that contains information pertaining to -what nessages the User
has processed (read/deleted/etc.). 25 User issues LOG N Mediator 13

aut henticates. As part of authentication, nediator 13 determ nes the
particul ar one storage server units hosting the User's specified mail box
and establishes a tPmyefouhd)rit itmidke the Dleletat fidld forosach twsssipe mankdd 14. | f
authentication fails, the connections are torn down. 20 WO 01/ 33798

PCT/ US00/ 30500 1o deletians Jg thenrespondS QK ect a mai | box) Medi ator 13 rel ays
command to hosti erver unit 14. Storage server unit 14 opens
the mail box i nf o{r}%%?glsg%sa@%mthe neta- data store 32. |If problens, returns
error. Else returnMQﬁzoﬁl%@b@m&ﬁdfdﬂi@y&ofagsaaﬂae\nﬁtolmer- User issues
FETCH (sel ected header info; for exanple, headers of |ast 50 nessages,
etc.)5 Medi at or 13 Sédrage sereerdunit |14f lopksup onessages rmaarked; dox deletipn in 14
retrieves inforrratti o%tfrg)m r%tsa-gakéa store 32 .10 and res nds.hl\/bdi ator 13
rel ays infor rat i BRAFBIRSEIe s oIt | 1REN, JEMPYeP £90P SHCR PESsa H&%o0dy; for
exampl e, body of corf@h ARSI MBI aditnelcoridh gk Sih 1R A Idati OF age
server unit 14. 15 Storage server unit 14 determ nes’| ocation of nessage
body in contentstdewt®.store 33 froma field in the neta-data store 32 for

the nessage id and,.retrieves the nessage body .fromthe content-data store
33 and includes bogf/ W?Pl?r%ﬁ{)%se@?o%ﬂiegt'b‘rr g é{;kt?‘ﬁé“eﬁ%agg%\é'ée body to
the iger. storage server unit 14 returns an error. Else it returns an OK.

Mediator 13 relays response.
User issues UIDL
Mediator 13 relays UIDL command + argument (if any) to the host
storage server unit 14.
15 Storage server unit 14 looks up the unique UID (for all if no args; or
for specified arg) in the meta-data store 32. It then responds to the
request with specified data.

Mediator 13 relays data.

20 IMAP Sessions. Storage server unit 14 contains User profile (mailboxes,
access control lists and mbox permissions, index of meta-data) in the meta-data
store 32. There is a per-user meta-data store 13 that contains information

pertaining to what messages the User has processed (read/deleted/etc.).

25 User issues LOGIN
Mediator 13 authenticates. As part of authentication, mediator 13
determines the particular one storage server units hosting the User’s
specified mailbox and establishes a connection to the hosting storage

server unit 14. If authentication fails, the connections are torn down.

20



20 Userwpasne®s STORE FLAGS/ DELETED (sel ect ed nessage i d)PCiVES#0805800 13

rel ays DELETE to host storage server unit 14. Storage server unit 14 marks
Delete field for nmessage in neta-data store 32. Responds error or K

Medi ator 13 relays response to User. 25 User issues EXPUNGE (issues C ean
signal to'" renove deleted nessages). Mediator 13 relays EXPUNGE to host
storage server unit 14. Storage server unit 14 for each UDin a U DLIST
indicates delete of a record for-this UD in MESSAGEDB and i ndi cates

removal of thi sUsélissue SELBOTO}éI8st 298Baiftfok) USO0/ 30500 UID from UIDLIST in |
MAI LBOXDB and sends Clean signal to initiate cleaning of this mail box.

Messages are st or edediatos 18 selays ¢nmmand todoistieg storagpserveriunit kt.orage 5 server
units do not need {0 do any capputation or .reformatting of .a nessage from
the format stored YTHEREERERERNAS oRpes e GraibSs Micmation to B8R G o & -
User request. JhvaStdr@8RAlf sHoblRhB it s &ir8 RIS RUGHPOK. Al so the neta-data
store 32 is optim zed for nessage-specific requests/actions. For exanple,

a typi cal dat abaseMpdiptardduelays epansato Usemuands 10 in order to mark a
nmessage as "del eted, " Lh o in enhodi ment s.described, .onl one conmand
e nesded. 1 pllsEues FRATH Gelesteh hepaes ivstor semigusadgS ot s S o e
valid mai | box,B_8Rs, et@§Ccess-control lists associated with each of them
and quota infornation ?how many kbytes used, maxinmum usage allowed). 2.

MAI LBOXDB: a dat abdediatis d3aelayeheader informatiomai | box. It contains, 20 nost -
inmportantly, the Ijst of UDs jn this majlbox. Al _so, for each User who
accesses the mai | b¥erags server ugit 1d retrieves wiormationfioahmetagdata giore #hs seen
(haggread the %&%ha&ﬁd nessage). Note: a UDis sinply a unique
identifier assoclate )

Mediator 13 relays information to User.

User issues FETCH (selected message body; for example, body of
message 51)
Mediator 13 relays FETCH to host storage server unit 14.

15 Storage server unit 14 determines location of message body in
content-data store 33 from a field in the meta-data store 32 for the
message id and retrieves the message body from the content-data store
33 and includes body in response.

Mediator 13 relays the message body to the User.
20 User issues STORE FLAGS/DELETED (selected message id)
Mediator 13 relays DELETE to host storage server unit 14.
Storage server unit 14 marks Delete field for message in meta-data
store 32. Responds error or OK.
Mediator 13 relays response to User.
25 User issues EXPUNGE (issues Clean signal to remove deleted
messages).
Mediator 13 relays EXPUNGE to host storage server unit 14.
Storage server unit 14 for each UID in a UIDLIST indicates delete of
a record for this UID in MESSAGEDB and indicates removal of this
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wth a pNeK3w nessage in a mail box. 25 3. MESSAGEDB: BCT/ESBH309

associ ated with each mail box. For each U D associated with a nessage in a
mai | box, it stores the size of that nmessage as well as sonme flags (for
exanple, the deleted flag) and the size of each nmessage. 4. HEADERDB:. a

dat abase associated with each mail box. For each 22 WD 01/33798

PCTI USO0/ 30500 UID associated with a nessage in a nmailbox, it stores a
"Subject” field, a "Froni field and a "Date" field. Al of these databases

are accessed thr quu (3nSEIVEIST*AWATESQXDIB ami SAGY Clean Wbnaltd ifgidfees t he
integrity of the databases. 23 WO 01/33798 PCT/ 1J800/ 30500 COPYRI GHT (r)

1999 M raapoi nt, deaoinglof thOmailboxl OG N (usi ng any of several authentication
rret hods) 5 If user is successfully authenticated, then if mail box has a
"pop lock™ then print error message return to authorization state end if

10 place a "pop |gedkacddhrk Rict | sdtivf Ig%f OfhLE ssage in
t he mail box from MAl E% ;%EB N%%la %EIRFLSrl%%atlcachtotilg in ?Heéﬁ?% set SIZE
= ret1si eve fseararl\dﬁﬁSﬂGEiBBnbétbtcsdaan;afwﬁxbu&nm&sa@%rm&tﬁﬁ@éﬁﬁ deigeQ). ui d =
ui d MESSAGES[ M5 .size = SIZE MESSAGES [ M6G\( . del eted = FALSE 20
L ASTVESSACE fro at stored m the content-data store 33 in order to respond to a User
request. This operation provides high throughput.
Also the meta-data store 32 is optimized for message-specific
requests/actions. For example, a typical database may require several commands
10 in order to mark a message as “deleted,” wherein in embodiments described, only

one command is needed.
1. Databases used by POP/IMAP.

15 1. LISTDB: a list of all the valid mailbox names, access-control lists
associated with each of them, and quota information (how many kbytes used,

maximum usage allowed).

2. MAILBOXDB: a database associated with each mailbox. It contains,

20 most importantly, the list of UIDs in this mailbox. Also, for each User who
accesses the mailbox, a list of UIDs is stored which that User has seen (has read

the associated message). Note: a UID is simply a unique identifier associated

with a particular message in a mailbox.

25 3. MESSAGEDB: a database associated with each mailbox. For each
UID associated with a message in a mailbox, it stores the size of that message as

well as some flags (for example, the deleted flag) and the size of each message.

4. HEADERDB: a database associated with each mailbox. For each
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MBGNO wo\faabios+ | end for else print error nessage 25 PETHSHH/30500

aut hori zation state end if 2. STAT 30 set NVESSAGES = 0 set NBYTES = 0O
1=1 35 while (I <MSGNO) if not MESSACGESII].deleted then NMESSAGES =
NMVESSAGES + 1 NBYTES = NBYTES + MESSAGES[I].size end if 40 1=1+1 end
while print value of NVESSAGES and NBYTES 45 3. LIST if argunment given to
LI ST MSG = parse argunent if (MSG < | or MSG = MSGNO then 50 print error
24 WO 01/ 33798 PCT/ US00/ 30500 COPYRIGHT (r) 1999 Mrapoint. Inc else print

val ue of MH5asdicrariiFch ¥5idssadedh a nRdioxk fit stores a “Subject” field, a “From”
field and a “Date” field.

All of these databases are accessed through a server known as "DB

5 Server" which insures the integrity of the databases.
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else 5 W@01S3198nhile (I < MSGNO if not MESSAGES[|]. del REHUINEHPD i nt

val ue of 1, MESSAGES[I].size end if 10 1=1+1 end while end if 4. RETR 15
MSG = parse argunent to RETRif (MSG < 1 or MBG = MS@GO then print error
else 20 if MESSAGES[ MSG .deleted then print error else print contents of
file associated wwth MSG end if 25 end if 5. DELE MSG = parse argunent to
RETR 30 if (MSG < 1 or MSG = MSGNO then print error else set

VESSAGES[ M5( . del eted = EB'!JE’RI@#ﬂ' '@flggg M‘airamngri nt OK

II. POP

1. LOGIN (using any of several authentication methods)

5 If user is successfully authenticated. then
if mailbox bas a "pop lock" then
print error message
retum to authorization state
end if
10

place a "pop lock"” on this mailbox
get list of UIDS for each message in the mailbox from MAILBOXDB
MSGNO = }

15 For each uid in the list
sct SIZE = retrieve from MESSAGEDDB the size of this message
MESSAGES[MSGNO]J.uid = uid
MESSAGES[MSGNO].size = SIZE
MESSAGES[MSGNO].deleted = FALSE

20 LASTMESSAGE = MSGNO
MSGNO = MSGNO + 1
end for
clse
print error message
25 return to authorization state
end if
2. STAT
30
set NMESSAGES =0
sct NBYTES = 0
I=1
35 while (1 < MSGNO) :

if not MESSAGES{]].deleted then
NMESSAGES = NMESSAGES + 1
NBYTES = NBYTES + MESSAGES/1].size

end if
40 I=1+1
end while

print value of NMESSAGES and NBYTES

45
3. LIST
if argument given to LIST
MSG = parse argument
i MSG <1 or MSG = MSGNO) then
50 print error
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40 7. APBP1338 while (I < MSGNO) set MESSAGES]|]. del et RCEUSIABES00 45 1=1+1

end while 8. U DL 50 25 WD 01/ 33798 PCT/ US00/ 30500 COPYRI GHT (r) 1999

Mrapoint. Inc if argunent given to U DL MG = parse argunment if (MG < 1

or MG = MSGNO) then print error 5 else print value of MG
MESSAGES[MSGE .uid end if else I'=1 10 while (I < MSGNO) if not

MESSACGES[I].deleted then print value of |I. MESSAGES[I].uid fi I=1+1 15
end while end if 9. Qéb‘(lﬁqj AN, i kication to a database,
MAI LBOXDB or MESSAGEDB; -E’ 61 2 18 ﬂ{ fl}"'CI ock of the database and

the lock remains until a GOV T unl ocks the 20 database) if no nessages
have been deleted with DELE cogmpfie of MSG, MESSAGES[MSG].size

end if
else
5 seti=1
while (1 <MSGNO) .
if not MESSAGESI].deleted then
print value of I, MESSAGES[I].size
end if
10 I=1+1
end while
end if
4. RETR
15
MSG = parse argument to RETR
if (MSG < 1 or MSG = MSGNO) then
print error
else
20 if MESSAGES{MSG].deleted then
print error
else :
print contents of file associated with MSG
end if
25 end if
5. DELE
MSG = parse argument to RETR
30 if (MSG < 1 or MSG = MSGNO) then
print error
clse
set MESSAGES[MSG].deleted = TRUE
end if
35
6. NOOP
print OK
40 7. RSET
I=1
while (1 < MSGNOQO)
set MESSAGES{I].deleted = FALSE
45 I=1+1
end while
8. UIDL
50
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print OK diovagsnect 25 else set TXN = create transacti on garamebBoseser ver
=1 while (I < MSGNO) if MESSAGES[I].deleted then 30 using TXN, send to DB

server the following work itenms: renove MESSAGESIII.uid from MAI LBOXDB
UDIlist renove from MESSACGEDB record associated with uid 35 fi 1=l+1
end while send COWM T to DB server for this TXN 40 if COWMT fails print
error else send Clean signal to initiate cleaning of this mailbox end if
45 end if renove "pop lock” frommailbox 26 WO 01/33798 PCT/ US00/ 30500
COPYRI GHT (r) 1999 M rapmwm . 29 N (using any of several
aut hentication nethods) 5 if (authentication is successful) then set USER

= aut henti cated user ndAwgumentgiven to UIDL
MSG = parse argument

if MSG <1 or MSG = MSGNO) then
print error
5 else
print value of MSG, MESSAGES[MSG].uid
end if
else
I=]
10 while (I < MSGNO)
if not MESSAGES[I].deleted then
print value of I, MESSAGES]I].uid
fi
I=1+1
15 end while
end if

9. QUIT (Note that any modification to a database, MAILBOXDB or MESSAGEDB,
automatically causes a lock of the database and the lock remains until a COMMIT unlocks the

20 database)
if no messages have been deleted with DELE command
print OK
disconnect
25 else
set TXN = create transaction from DB server
I=1
while (I < MSGNO)
if MESSAGES(I].deleted then
30 using TXN, send to DB server the following work
items:
remove MESSAGES{I]).uid from MAILBOXDB UID
list
35 remove from MESSAGEDB record associated with uid
fi
I=1+1
end while
send COMMIT to DB server for this TXN
40 if COMMIT fails
print error
else
send Clean signal to initiate cleaning of this mailbox
end if
45 end if

remove "pop lock” from mailbox
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el se pWOW1/a37980r nessage return to authorization state PCI/USOO/ISOGELECT

MAI LBOXNAMVE = parse argunent to select 15 retrieve access-control |ist
(ACL) from LISTDB for MAILBOXNAME. if (nmilbox doesn't exist or ACL
doesn't permt USER to select) then print error else acquire. reference to
MAI LBOXDB from manager, manager opens 20 MAILBOX-NAME, if not already
open. and places a reference on the open queue retrieve U DLIST for

MAI LBOXNAME from MAI LBOXDB, | at ssages in nail box (size of.
U DLIST) -- ot her | nf or et uﬁﬁiﬁ:@l g % O?rtt' printed (recent, 25 unseen,
invalidity, etg dif 3. FETCH flags 30 FETCHUI DS = parse U DS to
fetch from nail E)ox or each uid in FETCHUI DS retrieve from MESSAGEDB fl ags

for this UD iR 6858 bﬂs@@ altfichtitaidnl ftRas3© end for 4. FETCH headers
FETCHUI DS = parse Ul D et ch rom mal | box 0 for each uid in FETCHU DS
retgieve from HEADE%@@@Q@J,‘S,SJ“&@“&W&“UI Din selected mail box print
headers end for set USER = authenticated user name
else
print error message
return to authorization state
10 fi
2. SELECT
MAILBOXNAME = parse argument to select
15 retrieve access-control list (ACL) from LISTDB for MAILBOXNAME.
if (mailbox doesn't exist or ACL doesn't permit USER to select) then
print error
else

acquire reference to MAILBOXDB from manager, manager opens
20 MAILBOX-NAME, if not already open. and places a reference
on the open queue
retrieve UIDLIST for MAILBOXNAME from MAILBOXDB.
print number of messages in mailbox (size of UIDLIST)
-- other information is looked up and printed (recent,

25. unseen, invalidity, etc.)--
end if
3. FETCH flags
30
FETCHUIDS = parse UIDS to fetch from mailbox
for each uid in FETCHUIDS
retrieve from MESSAGEDB flags for this UID in selected mailbox
print flags
35 end for

4. FETCH headers

FETCHUIDS = parse UIDS to fetch from mailbox
40 for each uid in FETCHUIDS

retrieve from HEADERDB headers for this UID in selected mailbox
print headers
end for

45 5. FETCH body

FETCHUIDS = parse UIDS to fetch from mailbox
for each uid in FETCHUIDS
open file associated with this UID in selected mailbox
50 print contents of file
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45 5. FRJ&hiA9sly FETCHUI DS = parse U DS to fetch from naptpwsoodosiw each uid
I n FETCHUI DS open file associated with this UDin selected nail box 50

print contents of file 27 WO 01/33798 PCT/ US00/ 30500 COPYRI GHT (r) 1999
Mrapoint, Inc close file end for 6. STORE flags (deleted) 5 STOREU DS =
parse U DS to fetch frommailbox TXN = create transaction from DB server
for each uid in STOREU DS using TXN, set "deleted” flag for this UDin
MESSAGEDB 10 end for ¢ 't fa'Ied) then print error else
15 print K end if 7. ¢ pop | ock” then 20 print
error nessage return to authorlzatlon state end if place a "pop |ock” on
this mail box create ;é%ﬂ?ﬁsfgk each uid in U DLIST

6. STORE flags (deleted)

STOREUIDS = parse UIDS to fetch from mailbox
TXN = create transaction from DB server
for each uid in STOREUIDS
using TXN, set "deleted" flag for this UID in MESSAGEDB
10 end for
commit TXN
if (commit failed) then
print error
else
15 print OK
end if

7. EXPUNGE
if mailbox has a "pop lock" then
20 print error message
return to authorization state
end if
place a "pop lock” on this mailbox
create TXN
25 for each uid in UIDLIST
using TXN, indicate delete of record for this UID in MESSAGEDB
using TXN, indicate removal of this uid from UIDLIST in
MAILBOXDB
end for
30 commit TXN
if (commiit failed) then
print error
else
send Clean signal to initiate cleaning of this mailbox
35 print OK
end if
remove "pop lock” from this mailbox

8. CLEANER
40 while true,
do wait for Clean signal to clean MBOX,
retrieve UIDLIST from MAILBOXDB for MBOX,
For each file in MBOX's directory
do if file not in UIDLIST
45 delete file
endif
done
done

50
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usi ng TWR0133MBcat e del ete of record for this U D in MESBAUESH/30§8 ng TXN,
indicate renoval of this uid fromU DLIST in MA LBOXDB end for 30 comm t
TXN if (conmit failed) then print error else send Clean signal to
initiate cleaning of this mailbox 35 print OK end if renove "pop | ock"
fromthis mailbox S. CLEANER 40 while true. do wait for Cean signal to
clean MBOX. retrieve U DLIST from MAI LBOXDB for MBOX. For each file in
MBOX' s directory do if file not in UDLIST 45 delete file endif done
done 50 28 WO 01/ 337 hikeGhé ihRatiGO haDbeepdrticildy shivwan and desetibedredth
particularly shown and described with reference to preferred enbodl ment s
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departing from the spirit and scope of the invention.
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.. ~1 ~WO0133798 | 29 WD 01/33798 PCTI US00/ 30500 CLAI NRETUSO0BER0P i ) ) .
A nessage system for comunication of nessages over a 2 network for users
conprising: 3 neans for receiving and delivering nessages fromand to the
4 network, said messages including neta data and conten
aut henti cati on neans for authenticating users for ozim , ¢ sages
fromthe network, 7 storage server neans for storin ,” Eiﬁaid
storage server 8 means including, 9 a plurality of protocol s units
for processing the O0- nessages accGLAIMS to protocols used for the 1
nmessages over the network, 2, nmeta-data storage neans for storing the neta
data of 3 nessages, 4 content-data storage neans for string the content
ata of 5 nessa LG TR ﬁ@t%nT RITR t ta-data
g' st orage neans gggngﬁlgl)bo%%ﬁ{s?%%ta stfg{refge negbﬁg&?%fﬁhscsﬁg%si&r}%{QEQ conmon
addr essi ng metwwsk farusersromprising nanagenent of the addresses of :1 nessages
at locations in the storag , 2 server, neans for nmessgges of th 03
Blurality of protocol “?é’f‘%/g‘?‘ eeeiving and delivaung mesiagss @88 thethfis for 15

g;”t Lg' :O: L‘? g?ﬁogﬁ,zsgﬁpr{r]%f%gﬂmlddﬁxé RE3ubANRd BnibfiGiatd OT 20€ server | means

5 authentication means for authenticating users for ones of the
6 messages from the network,

7 storage server means for storing the messages, said storage server
8 means including,

9 a plurality of protocol server units for processing the
0- messages according to protocols used for the
1 messages over the network,

2 meta-data storage means for storing the meta data of
3 messages,

4 content-data storage means for string the content data of
5 messages,

6 manager means for common control of the meta-data
7 storage means and the content-data storage means
8 including,

9 common addressing means for common
0 management of the addresses of
11 messages at locations in the storage
2 server means for messages of the
3 plurality of protocol server units,

'4 , common access control means for
'5 controlling accesses to said
'6 locations in the storage server
7 : means by the plurality of protocol

30
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30 Thi sweohpsr9dias Been Replaced ff111111M 1)111111111 \ROTHIS08/30508

PCT/ USO0/ 30500 iiiJdiiiiiitititikiliii. 11 L 8 server units. 1 2.
(Original) The message systemof Claim| wherein said 2 conmon access
control neans includes 3 common |ocking neans for 4 common control of

| ocks on said 5 locations in the storage server 6 rrea;[mmmu“umm [”
plurality of 7 protocol server units. 1 3. (Oiginal) l "ln
of Claimz2 wherein said |locks are 2.. controlled by a | ock al bor'ftkfm *
accessed by each of said storage server gegarunitd. 4. (Oiginal) The nessage

systemof Claim4 wherein said |ock algorithm 2 term nates a | ock whenever
connection by said protocol server unit is termnated. 3 4 5. (Oiginal)

The nessage sy i i ' r I ed 5 for the - :
nessages over %Zwﬁ‘(é{“%@ﬁeﬁééf%g’gﬁéamlﬁ%‘f‘ %@gglgsgﬂzel ivery to users. 1°
6. (Oiginal) The nmessage system of céshmbin dccedyeicontrols aiednprindladss! used 2

for the nessages over the network includes POP for message access by users.
1 7. (Original) The nessage system of C epmmpmhlacking smeansr ofdscol used 2

for the nessages over the network includes |INAP for aqe 9SS by
gpoh sonlthl SE00AH 0 48

users. 1 8. (Oiginal). A nessage systemc? nessages over
a 2 network for users conprising: 3 nmeapgafiéds lifCeHeVididragédseitedri vering
nmessages fromand to the 4 network, said nessages including neta data and
content data, 31 This Sheet Has Been Repmgausd are for the plurality of

protocol server units.

3. (Original) The message system of Claim 2 wherein said locks are

controlled by a lock algorithm accessed by each of said .storage server means.

4. (Original) The message system of Claim 4 wherein said lock algorithm -

terminates a lock whenever connection by said protocol server unit is terminated.

5. (Original) The message system of Claim 1 wherein said protocol used .

for the messages over the network includes SMTP for message delivery to users. -

6. (Original) The message system of Claim 1 wherein said protocol used

for the messages over the network includes POP for message access by users.

7. (Original) The message system of Claim 1 wherein said protocol used

for the messages over the network includes IMAP for message access by users.

8. (Original). A message system for communication of messages over a
network for users comprising:
means for receiving and delivering messages from and to the

network, said messages including meta data and content data,

31
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111111 ! WOR1/3999801/ 33798 PCT. i $111 111111 iRGT/YR0080500t 1111 C
L S 5. au thentication nmeans for..authenticating users for ones of the 6
messages fromthe network, 75|'Iﬂ3u'u!mmnlllEHEns for storing the messages,
sai d storage server 8 neans iliM : rality of protocol server
units for processing the .0 rressage§ a%cosrdi*ng to protocols used for the
.1 nmessages over the network, .2 neta-data storage neans for storing the
meta data of 13 nmessages, . [4 content-data storage nmeans for string the
sontent data of 15 nasthegitation [nfeafi faganthentivating arsers oforunes wft thel of t he

neta-data 17 storage neans and the content-data storage neans 18
Pncl udi ng, 19 conmon addr§§§$aﬁgsfﬁ@@r¥bel"?§woﬂﬁnagi ng 20 the address space

or nessages in 21t r v ; are
ffZiccessed at locati ons%ﬁiéei ﬁg'lgﬁg%gsoﬁgét@g&$$&%ss@§}ﬁ% plurality

gf protocol server units &Eeahmﬂaﬁdﬁagmmn control of the 26 nmanager neans,
27 comon | ocking means for controlling 28 |ocks on said |ocations whereby
99 | ocks on said | ocati ons 2i plurdlity ofpratosplasgsverepnity forepiosesing ter t he

0 messages according to protocols used for the
A messages over the network,
2 meta-data storage means for storing the meta data of
(3 messages,
4 content-data storage means for string the content data of
5 messages,
6 manager means for common control of the meta-data
(7 storage means and the content-data storage means
18 including,
19 common addressing means for managing
20 the address space for messages in
21 the storage server means whereby
22 messages are accessed at locations
23 in the storage server means for the
24 plurality of protocol server units
25 under common control of the
26 manager means,
27 common locking means for controlling
28 locks on said locations whereby
29 locks on said locations in the
30 storage server means are for the
31 plurality of protocol server units
32 are under common control of the
33 manager means.

32
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31 pl urvPi01P3788% prot ocol server units 32 are under conmRET/ESNEEHO of t he
33 manager neans. 32 This Sheet Has Been Replaced 1111111111111111-11 111
WO 01/ 33798 PCT/ US00/ 30500 i 1111111 11-111_1 II!II freer 11 CLMs 1

9. (Oiginal). A nmessage syst of nessages over a 2

network for users conprising: 3 |ng and delivering nessages
fromand to the 4 network, sai mﬂ mﬂ[m‘ﬁ i ng neta data and cont ent
data, 5 authentication neans fo users for ones of the 6

messages fromthe network, 7 storage server neans for storing the nessages,.
said storage server 8 neans including, 9 a plurality of protocol server
units for processing the 0 nessages according to protocols used for the °
1 nessages overgt I ijng the neta
1 data of 3 rress%g@gqﬁz? céﬁ?gﬁ?&é gﬂf;‘%‘dgr%ggﬁﬁggdﬁgﬁ%g?n%t Peﬁg%rhae cont ent
2 data of Gneteesafpemsers compmasimgier neans for common control of the neta-data
.7 storage neans and the gontent- dat% atora.ge means 8 i ncluding, :9
3 common addressi ng meHISaNY T eERigR Rpd delyepng mgssagesd %‘Ba%‘\é’ f‘blthemassages in

4| the storage SR mdEEHS inMifdifeMeta data and content data,

5 authentication means for authenticating users for ones of the

6 messages from the network,

7 storage server means for storing the messages, said storage server

8 means including,

9 a plurality of protocol server units for processing the

0 messages according to protocols used for the

1 messages over the network,

2 meta-data storage means for storing the meta data of

3 messages,

4 content-data storage means for string the content data of

5 messages,

6 ‘manager means for common control of the meta-data

7 storage means and the content-data storage means

8 including,

9 common addressing means for managing

0 the address space for messages in

' the storage server means whereby

12 messages are accessed at locations

13 in the storage server means for the

4 plurality of protocol server units

25 ' under common control of the

26 manager means,

L common opening means for controlling the
33
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~2 nmessag¥@ 0aBFccessed at locations t3 in the storage pefraoos@ans for
the 14 plurality of protocol server units 2?5 under common control of the
t 6 manager nmeans, 2_7 comon opening neans for controlling the 33 This
Sheet Has Been Replaced 11111111112111112111111111 WO 01/ 33798 PCT/ US00/ 30500
8 opening st said | ocations whereby 9 said |locations in the storage server
means for the plurality of protocol 1 server units are under common 2
control of the manager neans. | 111111111111111111 1111111 IN* CL H'S

Bhi s Sheet Has Been Replaced | I1111 1111]0}9eﬁ1h§ lé?'sa#d I%éanons whereby

9 said locations in the storage server

0 means for the plurality of protocol
1 server units are under common
2

control of the manager means.
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