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COPY PROTECTABLE OPTI CAL MEDI A DEVI CE - AND METHODOLOGY
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Software Publisher's Association (SPA), an organization
with devotes significant resources to tracking and

20 analyzing piracy problems; has determined that in 1994
alone the personal computer software industry lost in
excess of $8 billion due to illegal copying of business
application software. The SPA further estimated that
virtually half of the business software ih use in 1994 was

25 pirated, and this estimate does not include the illegal
copying of operating systems, education, entertainment or
personal productivity software. The piracy problem is
particularly acute in more developed markets such as the
United States.

30 Many approaches have been implemented by software
producers in an effort to combat piraCy. Some of these
approaches include encryption, special data formatting
complex installation procedures, and passwords, to name
only a few. Unfortunately, end user resistance to these

35 anti-piracy schemes has been high because they are plagued
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apparent. A commercially available magnetic floppy disk is

25 only capable of storing 1.44Mb of data, whereas an optical
CD-ROM of the same size can have a capacity in excess of
600Mb . '

In a typical optical disk for use in a computer's
optical readout system, data is stored as a series of lands

30 and pits. ‘This is accomplished by stamping along spiral
tracks on a transparent plastic disk, overlaying this with
a reflective coating, and thereafter superimposing a
protective layer over this coating. Light from a semi-
conductor laser is focused onto either the lands or pits

35 from below and the reflected 1light impinges upon a
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" capability, as discussed above, 1is that optical laser
25 recording provides a much higher information density than
magnetic recording.
Presently, there is a write once and read many_times
(WORM) compact disk. This compact disk utilizes a dye that -

irreversibly changes state when exposed to a high power

30 laser diode ahd maintains this state when read with a low

power reading laser. As such, detection of the encoded

data by the optical readout system does not affect the
encoded data. |

It is anticipated that the next generation of optical

- 35 disks will be capable of being written on, read, erased and
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25 -reading laser, thereby darkening the coating on the disk
and rendering data undetectable by an optical readout
system. Moreover, the inventors have also recognized oth_er
optical media data protection techniques for the present
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30 information as discussed hereinabove.

SUMMARY OF INVENTION
It is an object of the present inventibn to provide a
new and useful optiéal medium, such as an optical disk, and
35 system therefor which is adapted for use with an optical



Is particularly constructed so that an end user is unaware of the disk
copy protection features until after they have been perforned. 15
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25 Another object of the present invention is to provide

verification or authentication of information provided on

or with the novel optical medium of the present invention.

For example, the present invention may be used for

verifying the aﬁthenticity.of an optical disk having an

30 audio and/or | multimedia presentation thereon.

.Additionally, when the optical medium of the present

invention is incorporated into, for example, a financial
transaction card, the card can be verified as authentic.

Another object of the present invention is to provide

35 verification or authentication of a user thatl is, for
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PCT/ US97/ 08842 A further object of the @resenttolrgﬁer;q,&%tpr&gsat |tf'?g
beam wavel engt rgfuq%pra%ermta%ldf us¥Eul o;ﬁ‘@i’@é‘?t@i§k(ﬁﬁicﬁn§!st bé&@t‘ﬁ.kr@ﬂy

return to an optical transparent condition.in resg
i rradiati o8 byeasy tobﬁaﬁ\lﬁcﬂ‘%t"‘%ﬂ% subRteBrdAdt A Feﬁﬁﬁﬁo%f‘nﬁf’éltﬁ 337

5, nanoneters (NM. yet anoth¥¥eighjldd SéfmMhies pﬁeéeﬁ@nthm&ﬂtdnnoflél ¢t
and oxygen, the reactive t herefore

phot or eact i ve \Elrtoﬁfl&@yg%nmSﬁH°BPéPgB lﬂ€ H)’@?'{if'ﬁ FERATete lnrff’§matl°n

physi cal chaisapt-gnl 8hi 88 optical afdinge forl @se dh 40compueerogabptdcalleam
of Ilight having a wavelength of approxi mately 650 nanoneters

(nm), which isrerdouwk S¥SFeM-" with digital versatile disk (DVD) readers.
Where the j@nvi ronneitah 1sti FuktBet Solsié®t YoRidt (Jeast somepembosidments of

th t d b whi ch, [ fter . '
ctum it ed dutR GFaRery ANeREion 151 G JRraRiS) eb; oRRIERY His® WELC

characteristic 1tsh9heﬁficulfalrly conexaupked soclthatr aacbn\ﬂeuuseu'pasnahmamlm
change from an

tran arent ondi tiaon cakl ue
conditi on wher & the Eﬂﬁgr 5§¥V| BﬁP ﬁ\tillﬁ’ﬁ ; ﬂgygﬁgn(}%’% 30 Wi trhl%#e& gﬁg%r ed .
range. This wpedreR@EdToraiddl be either 650 nanoneters (nrr) as
di scussed above, but al so . 780 ters
(nm. Théxi di zi nd* "HrS eaﬁ?fﬁc'&b%oﬁ% ﬁﬁ%ogé‘n?éltesctg% from gr oup of
dyes consiigiverg idn Nneabybapeibhee, thedd icbijectiosed hYuprobadungQ&n
bl ue 3 and tol ui dine blue 0. tho o] g S o]
data stored on aaf‘%:lCle 8%“%%{?.‘1%%?%& sﬁgg%aé gaﬁl. o%%éltg% Pdi s]ké]as gﬁ%& (Sitstj
by the fi ra‘dapiﬁd &0t benentodetiowi tlendata Brehdiurther @dmﬂa@hcﬁmdiyhat
conprises the ste rotat| di,sk | S [
sel ected rotati % 'é%‘&n Wit gtl?%eagtt aAaH gﬁ d&lac‘ﬁ EfggPﬁgba\ﬁgau strate
| ayer encaed V\A:themfmmaptnoaktneedout sysheméomaa{sb& maﬂtmqtpdof The

readabl e data str uct_ll_lEF e§§t mﬁufactﬁf@cEbﬁgsrg.gggowdshﬁseisi:@r 1cated

superi nposed oY sone of t ta structures an
reacti ve conpoufbm5a spteated matemiadbi withemyisugface thenesh ‘b‘a&ﬁﬂen

to with the data. A reactive compound is formed as a coating

on at least a portion of the substrate surface and the

25 reactive compound operates to change from an optically

transparent state to an optically opaque state in response

to irradiation for an accumulated duration of time by

infrared light having desired characteristics, thereby to

prevent light from the optical scanning machine from

30 penetrating the reactive compound and to render the data
undetectable by the optical scanning machine.

More particularly, an optical disk is provided which

is adapted for use in an optical readout system of a

computer wherein the optical readout system includes a

- 35 light source operative to produce an interrogating beam of
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10 change optical transm ssion in response to irradiation for an
accunul at esvalewraapison of tinme by |ight having a beam wavBCEH§ 108842 at

is within a selected range. An i nterrogati ng beam of |ight
havi ng a beam wavel ength that 5 is within 8the select ed range IS
directed toward, the substrate | ayer and throug reac I ve _coppound
for the acchh@hbt £8TqFR3C01DT Sata ntructures. ﬁ B' oft r%@ﬂrja r

‘the interrogatidgskeatcseding to moaml-sshedlbycdmﬁcblfngmtdammnatofhe
substrate layer_ 10 for a,continyous interv e t SlgfICIent to

h
cause the changEP¢nPEFSERY % %lbﬂc{‘ﬁgﬁﬁgﬁnt Hginer aﬁ)ﬁY?E Aedqlnt?

IAI ter a]E ively, | txﬁlﬁllaéﬁt gheggaki agdbaaloway surfltasted:c mficmrecthafc fldm@eﬁumstfaée
ayer orapualt crete_interyal s of ti sufficjent, 1o cause
such change® 1 h%@?ég ePﬁPgeg Fﬁ ipfe ma\{:llpnl ?t(?&?ﬁ éicﬂiu’f?'n]a’ttyt‘?l

i nterrogating b@aﬂa r@tynhetﬁeésettha\tehxeaduaasbderwlmé ylntermg@eSn@rbeam
out er nost surfacg 3 pi,lcal |sklunt| %m.i nteractf WiEh t he
reactive conpouf &lg e ptafaPPEGE lavse dﬁ%c‘??ef%%ﬁ effald TPREFAR 1S he
i nt errogati.ng beenhﬁlaﬁshmpva&ﬂrrgt Iuhlasayldv&enpmm@arrm,el wnd80a nefrncilrmt elfs a
(nm where CD- Rom ocptlca S uttil ar_ have_a,wav %

|
approxi mately 6§6aﬁgﬁ8ﬁet SFPC Jvﬁ"n Eﬁpﬁglfnﬁgsﬁ/gvéﬁv@ﬁgﬁt 1ea5 Io % ?
digital veleat I thedes kia t@DegBructiBreser allhe reacﬁm canpound)al $ ngel betad

“al h f I f

ahion o typi caPy BE' 88,20 s HMLCH 18 Brkshilve 18, onalih, onhetel:

In a second col tbara@terﬁsﬂrdmdimmsponfset he preebemted stimvkbns} obheneby

met hod and appaf at Lésfx?c{c?t p§:8¥hQ89§g‘89 of & EO'Hgbé“ﬂ Lle es{ﬁf&LfQ%aFing
optica Ium a

duplication of rnformation on an ch™as an optl
di sk, wherein theamser nanually affects a physical change to the

~optical digk dwb?@fé?ab?g aéhéls% @i dahe ae kca:{ntgié&s Ror l‘?&%@plgf

t he user may act i vat e or eterm ne roce
renderi ng one oreﬁﬂaeetpwedetaé:remméd Jar@@cmed obet:weﬁs the dfowehe sprfaae

ggyugg;fgggzlzeaﬂa RS roReh v %%ﬁpeuL@.S Thils1 re%%ﬁne‘lé?czng%?uq% nr‘i%"b?he

optical disk bosuppbstnedlqnta) kawer surfece aﬁdtben@imhtas osetoydt bagepragdam
for accessing . yaubnfQr Mt QL dﬁ%é he, ptg1 giﬁiﬁté‘i 9. 2-G aphi Salnglat gy,
a

vi deo dat a, audl o ata, text twar e install ati on
progr am agohavaﬂ@eﬁaéhlp’ﬁém oubtym%edbﬁorlnterm%%@shﬂjﬂﬁﬂi‘ll ither mheven

on the optical giskacIhng ithe’ aisks GEEaHCThy8E! CMRine ARG Sutbice is

I nformation on the optic
preferably contoured to include a sequence of pits and

lands which define the plurality of data structures, with
the reactive compound superimposed over at least some of
25 these pits and lands.

The selected stimulus to which the reactive compound
respohds is an ambient environment selected to be either
visible light, infrared light, light and oxygen, of simply
air. Where the stimulus is light alone, the reactive

30 compound may be a photoreactive material and preferably one
selected from a spiropyran class of photochromic compounds.
One such compound may be 6~nitro-1'3'3'-trimethylspiro-[2H-
lbenzothiopyran-2,2'-indoline] , or 6-nitro-1-S-BIPS for
short. Such a photochromic compound is operative to change
35 from an optically opaque or darkened condition in response



disk (e.g., a subsequent attenpt to view a nultinedia presentation such
as a novie, or a subsequent attenpt at 10 reinstallation of a software

appl i cati gpo9gyaiohe opti cal disk), it is possible to dePETUPHEFEE he
i nformati on on the optical disk has been previously accessed due to a
- change in the information on the disk t%at Is able to be read by an

optical reader. For exanple, the optical gder&gt; ég det eclt1 ea,g%r
nunber of readtér radt sLRFEFFQPRILEGPeam Hﬁtv SRS P MaERT PR A se f or
information r ehfah%!t@'ters (nm) aMd elt&h@tﬂe\&ﬁﬁtser | pettibar tworba@di nepttacatllwhe
present I nventi on, |nste of osefull creating _unr bl e
portions of thé;r@ﬁsP@&Ie ‘gl'aﬂfg 5% eantP 28 q‘zfﬁﬁ(fi%tqﬁ'sénna?/ybe

enpl oyed wher eiyg at pégdqt nl@&‘vimﬁtlaorWavelemdthtbé agpraximatelk 339
initially unreadable subsequent |y becones readable. That is, a
mask or coweri Agnomet el’Fa?y B att ached to the optical disk during

manuf act ure so m{a;a;te atReedet mivdwed igor & | @ondfinatfiommaoifonl ight hand

optical 25 disk is initially unr dableb ti ea po
initial use of OISt c Req) sieag %serc%\??s&néﬁgl |§84‘1& (rj%(rr%rvée)fsgréfj be
changes the nmaghotidieaehyval Wivhngxggenf nd preferablynopetrate ttee change

previ ously unreadabl e ort| n ungerne A sk 6}% ead

Accordi ngly, ?calp 593'1 %@1&\%‘ War e glgn t§le% q}s(r)rne that
detects aigf at qtﬂib%}gfgaﬂlng béahra oqs)fl chighit skhauéngo ahewamequtg:hor of
changi ng of the is af her, .aspec

sone enbodi rrentaSPRff'Oleat?]Hé Spgsé’rﬁnq’?ﬁ}é‘?ﬁﬁ orﬁH{“ﬁt aﬁ'cg‘nc%ae(f (?erﬁ %I

is 35 provideqith aliiafaliperddtisie uhkslof (WD)optearbérsr:edl um of V\D
98/ 41979

8
12 the present WHRRS RS, env%ﬁ%ﬂm%?tt%]hcgg 13 |gf ?’gr%plg air (more
particul arly uspfddidelly,plosdyigeni)i, ngnmmmmmomwum may bendyng whichf

commerci al software singe _the entifier ri n

physi cal dangetdf qpr?é:a%ﬁt | caf"kg%k an accgtmul]atgﬁ e‘%‘gpatlt'{&gn %iu {-_?hl@ to

nunbers of thsxidhséakhdt aibtner ancoppat:aa charlaa‘;ertlls(tl@n@é@é?@Of For

identifier, mhen supplied r t tt n C d,
gg |ﬁ%%%tlon to f%e éé@?é&#?‘bgﬁl% éﬂgﬂgé'érgﬁ ogle

all ows the term her the user
attenpting to |asptad:d111ine tewintsparendn gondapdonr mfﬁ@reﬂptlgalihforﬁlﬁf@le

I tal | ati !
original installa ?lttgﬁ'gnhasléoeﬂpoﬂt cﬁ#ﬂﬂy itlgl t I Alfy Changgrelength

I ndi cating the <ot een previ | e t he presen
i nvention My resthint avateisduredinratge. Tbis aUéEGéeﬂgtbhéouﬁﬁorhﬁat%W%

t he opti cal ﬁgén%anqngetters (p)gﬂgt [ ggl aﬁfcgésé@eaﬁw"é ca‘tmpl pgpé/é dss in

sof tware progra nst a user onpu
install ati ons thebepoge tdfe 7$1Qttal SQ@StMHmﬂW%m&mbb prGPi’iem‘?’éde“?%e

installation i Sﬁgg%}ﬂerrbo | g[@#t B aScidecddi Ekgh a gtHspaldratipes

G her collectio resent 20 I nvent lon are al so

provi ded her ei nbehsisting quarmet:theene bluecdprikiant eresrbdiwentRasie
descri bed 5§|atbﬂget9 and toluldlne blue O.

A methodology of limiting access to data stored on an
optical medium such as an optical disk'is provided by the
first collection of embodiments. Broadly, this methodology
comprises the steps of rotating an optical disk in a disk

30 drive at a selected rotational speed, with the optical disk '
including a substrate layer encoded with information stored
thereon as a plurality of readable data structures. A
reactive compound is preferably superimposed over at least
some of these data structures and this reactive compound

35 operates in an ambient environment containing oxygen to



verification and/or authentication of financial transaction cards or
financial transactions. These and ot her objects of the present

i nventi on wolog/4ze becone nore readily appreci ated and underGr/ussd/oBsem a
consideration of the follow ng detail ed description of the exenpl ary
enbodi ments of the present invention when tidken together with the
acconpanyi ng draw ngs, in which: BRI EF DESCRI PTI ON OF
DRAW NGS 30  changiggoptigal, tﬁéP§Bééﬁ1\9€ drekesPoRseo ko daraddaddpn for
system utilizi ng agcephhtated %iﬁx(a&u@w éﬂ Ramel by PhagheMhaving 26C Hedn9
to the present | nventi on; Is a side view in elevation, and

in partial areI LN Lt | Bpat shddi nd"t%rbpt?calsell@m@t ARGt s 35 AN

i nterrogating Qmﬂ%éﬁﬁﬂfcbé&ﬂ%\fhl lﬁtrﬁavm €aO0bedat arav lengt®Othat
98/ 41979 i~ ?US97/ 08842 9 2

13 st fuct dre idhdd okhgn SpLeELRdd; Eﬁnﬁﬁcoﬁh n‘bllf%F%th rkqward the
exenpl ary enbo@mraﬁetr@y@f &smtthﬁdeahl Bhe reactive Ebfipodfid AN the

enlarged Cross- sectl n Vi are "A" in Flg 2; 5 Fig. 3Bis
" an enlarged cr &€& %t?ﬁ’ade"&ﬁ%ﬁ °3fré%?‘ "A" in Fig. 2 after an
accurul at ed durat i OrTKé stap 66 dhizecting tthe rﬁﬂﬁéfﬂ@gﬁﬁfﬂ@uﬁdaﬁsm@ deed
with the opti cal d| sk of t st _exenp the pr esent
i nventi on has Meb% %ﬁﬁ?\ﬁél?% ﬁlg %ﬁ?’é Egbggﬁars |a§ﬁ daven

Fig. 4 isinsidowignwcontthavasi dntexvél ropatimal that 4 osafgeeiean, to
showing the optical ,.read

system s, . interro S|t|oned
beneath a secofd43fhe HF dg?xange 18t (REEFRL sthraf "r%‘g Bﬁf%’&?
~according to th:@)ti‘ﬂd’aﬁl medlune.xerml'aeiya'eﬂbeﬁyneﬂheointberagaseﬁt; mwmag,n :

15 Fig. S3A is.an enl.arged, cross-.se naI Vi ew ea sA "
Fg. 4 o8 BB R A e SR e O o 1 leR oy " enpradiy of
"A'" in Fig. 4 dfsoreteniatenvalatefl tiimatsﬁfm‘lelntrmoscause shiodd dhamge.
reactive C]%rrpowss i.at ed _w htheotlcl di sk _20._ of eflrst

|

exenpl ary “€ltbo Pnelfr e¥2%t ¢ nt iton 5 CHR emhg{' A
in its physicalindtermsdarirsg i beam may be delepctiAdly aaldea\heeged-adlally

cross-sectional é/ﬂ g/gogna&a ﬁﬁ? s?:ﬁﬁj-xceogfa gpgg§?CS§ %\5& %ﬁcordl n teo a

second exenpl ary e presen nv cal
25 readout sysiesm s-mheb:acteguithgtheamqnisnte aoagholmmae folr £he plu‘nar]slty

type of data Stymciiersiored:LheheaNor tine, phbJinfBridcaRigl A s

cross-sectional Vview o ér~an acc
durati on &0 ti mavsdengith may beheappa@ximetebyrpmadnasgmel:arsd (wimt) h whiegre

optical disk 3Q @Q%Endhg@lka tﬁasieagngﬁa&m'dar %r® mhw %B%v%fle%%h of

pr esent i nvention has un er one a changé I h
characteristi c§PPrOleatelSF| 3y enammestans efmm} gUhlGhoss §b@t iwavelengbh of

St ary SubodRS e bisikerRbeainy Us | povs) oo eilelianiy,

' the 1nterrogat1ng beam also has an intensity of

25 approximately 1 milliwatt (mW) of power, which is typically
encountered in conventional optical readers.

In a second collection of embodiments of the present
invention, a method and apparatus are provided for
prohibiting unrestricted duplication of information on an

30 optical medium such as an optical disk, wherein the user
manually_ affects a physical changé to the optical disk
during an initial use of the optical disk. For example,
the user may activate or perform a predetermined procedure
for rendering one or more predetermined areas or locations

35 of the optical disk unreadable or more error prone. This
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14 optical readout systems interrogating beam positioned beneat h
a second typesaio7data structure stored thereon; FiRET/U$97/08843 n

enl arged cross-sectional view of the sane area "B " after an

accunul ated duration of time so 5 that th&lreactive conpound associ ated
with the optical disk according to the secopd exenplary enbodi pent . of
the present  in rﬁfefrﬁqton“%%%kﬁndégﬁor?é’fd-%n%%S]FangE‘ pHyR4addy to the
characteristiCgger and domputdtidnAlRe SRECt bVeprog¥ampPakbiral brcRealiag
away, 10 of a package for containing an optjcal disk utilizing y one
of a variety ofnfeImationofBodhis GBEdFAEnFIIK tAE-9-/ FaRCahy &atRen:
Figure 9 is a RQldedm BB,V gUdSBOWIABa, téxtardfiy endmy i eat isoftwatle

the reactive compound , associated with an optical disk, accordi ng tq the
present 155 j ni&ftaddation program)s agoRavipg élr‘?rfnlCR?%‘F’e% Y quf Zr t
of the st gReeRBhher PR WAEBribeiphesAnthenyplical disksedThas, in a

install conputer software residjng on an optical _disk, that conf ar

with the i nventSUpSesyEBE §tBPmPHe9‘br%%"é?ﬁs e iInformabion, QL &he PRt

is required todike qeN@nyala subsehpiese tatté&epopticakidivska duiulng ridada
first installation usi ng- t he optical .disk; Fi ﬂs. %r%A %nd t1lB
illustrate a nmRRIenEArIRRASECR a5 3 MOFH& si9f 2 FURGPAYCRhe 25hTTPEa 2T
characterilg i ceinstta Patpii 68 a ddsktwapeubpplicatioacant dthg dpriddie
pr esent I nyention., .That

. s, ,the optical .disk. here_includes. a
addi tional | ayStsdnddd i5 PRESHPEE P %E?(cqi/mtg\ﬁg r‘f%pg‘ﬁlfg&ma ﬁ'é’r?o@’é’l tt?ye
the user, the igftidEl idisleritasicdean phevbptstwl accessad] duentot @ tdhange
additi.onal layer is damged; 30 _ . L O0us w2 LLUSEY e,re
the additional *™ tsh? a%?om%ﬁﬁ?%doﬁ tirilepg%ﬂc‘%" fhP ha? Ei gggﬁstg'%s oevm%:é? S;gs.
11A and 143} optical rekdgs. 13FomndxafiBlel | udter atptirakl rerdetri way
enbodi nment t.o the optical disk odi Fi.Qs . 114 -1 rﬁ%
pur posef ul:'ﬁ/ d%lerﬁfgq%ga afrcd ?Fczﬂm& | SKOQEWQ%% éélctet}fq%&.sl ﬁ‘han 6%‘%18/ 9
PCT/ US97/ 08842 optical disk was first accessed ¥or infoamadrhdimgetoitgwal.

present invention. gulbg%%g#i&élj_f’g in' bther Fg,glﬁgﬁiﬁén?ﬁd o5Bend S{Jﬁgﬁqﬁ%

cont ai ner or sack i an optical SO at ‘upon r
of the contai neinventishy i iysteady. of apurposefallyoptfeatingi sirasdgble
the portions of the optical disk; a converse method and
20 apparatus may be employed wherein a predetermined portion
of the optical disk is initially wunreadable and
subsequently becomes readable. That is, a mask or covering
may be attached to the'optical disk during manufacture so
that a predetermined portion of information on the optical
25 disk is initially unreadable by an optical reader, but upon
| initial use of the optical disk, the user physically
removes or changes the mask, thereby allowing a sufficient
amount of the previously unreadable portion underneath the
mask to be read. Accordingly, optical disk accessing
30 software can be performed that detects a state change in
the optical disk due to the removing or changing of the

mask. | |

- It is a further aspect of at least some embbdiments of
the present invention that an encoded idgntifier is

35 proirided to a user upon first use of an optical medium of



5 information on the optical disk is purposefully damaged, t her eby
all ow ng a subsequent installation process to detect the previous
access to iyaosignéor nati on on the optical disk; PET/Y§97/0884% and
14B illustrates cross-sections of the 10 optical disk of Figs. 13A and
13B, wherein Fig. 14A shows t he chenicat2container prior to rupturing

and Fig. 14B shows the chem cal container after rupfuring; L o .

Fi gs. %SA and 15| RERSSNH o 1BNEPRLP A t SRS VBD en“é{#ﬁf{ji ﬁgﬁf‘tflgrler 18
purposeful Iy d F 1\Qu Balr Dpt ugalfudi Sfor Sprohebet ingn uewasited digyl eatson
used that can etch, or scar t he qptical_ di sk and thereby, edéJc . 1 he,
readabil ity of ¥pdkor usej pf,cREmesFipt FoFiMaTeuISAnCS 2‘&"%1‘1‘5% ’df’s_ - 18
Fi.gs. 16A ?nd l@&ix}é%lsﬁlﬂlfoﬁ;ﬂiaytﬁii@iwtﬂ}gisﬁ’dm' _ lC&HEijO edO:ifk the c}lci;hteicmbs&tlsk,

i nvention for purposefu amagi ng an ,optica | nuf act ur .
according t® tﬁ%ngr eskEPE ?/?ﬁ)aé?rTHB]rg%ng Sqrﬂ'a& nufnﬁgrgan% nﬁ? o’fn§‘f1%§ ation
figures, an extgsmplitdeVi CeThasysethe encbdedapipdentf tawe, owhewy esuppbiedl s

to a particular or, predet erm ned portion of th tical, di and
t her eby i nARELRY RddFEIRFERL PR AEFETP orﬁrhcﬁ gg??@ﬁg’dia@b‘% the
reader ; . re§ef8. iRHenffon7Btol | detteaiminen alHewheat | wvhenbosknenis

of -an optical disk manufactured according to the present L nyeption

wherein an addi?FBﬂE{?th?/e'foi’sniﬁ%ﬁd o%ofiﬁ are ono$t?%r5?uﬁ?§kgﬁg#?ﬁﬁnt
manuf act ur gof or fhosli RheOrorbgiialy ans@alpattioaul arTiws) i aponf déteecting a
i nformation on the_optical digsk;. . Fig. 18 illustrates {h I
of the additionSFate c‘q% ’(’h‘?‘s‘i?td’e‘%t‘élaeangFB%SFd'h)asr AT hérggﬁgggﬁ
di sk of Fi gastd71edhetind pridsemptinventdbakmapf pesttiot waskedsbiinds

the ripcord i's pow.canall &8 cBe' 18ebeAd R¥nd P PhE 3PP eal C§lium.  1n

16 " FipartiGéland ifBthé | osticak dibskhprovidesi sefitwafet hgograms
present inyenti wher ei CQNEai ner..or havi : :
chem cal s ?‘5 at ggéﬁ’e&‘atyo ba%naiop 5 clg'lézﬁiqs adurlér% ¥ é%ﬁﬁ lé’cttlJIrlgEggQ%Eé?ns

t hi s contai ner beiybna Ithemaiskistial 5insital bationi nayr it irsrohidnidieiboifi the
the optical disk; ] viel O8n" & ur'é}geo ] nt.al : ial
masked i nf o?ﬁﬁft?%r]iagrggﬁeleé(’)prt‘#gapndi ste iéé nowE‘c’Ié‘*%gB%g tg B‘fe}liengg'ﬂgtl?ead
by an optical réadéanllation. Fig. 20 illustrates the enbodi ment of the

present 10 inventi OB,E:%\%%‘AE c!oﬁ.l'éicg?.gﬁségp‘o%nd eﬁ‘ggdﬁm'ﬁ%gi nolfi Jd+nd0 ngg@ng

the cross-section of optical” after t chem cal contal ner |
ruptured: aed inventionFiape 21i¥0 apdoviged| hgrednbelowe uskn opazhiertarnal

gﬁ;hcﬁ havi ng a@oﬁﬁ%%%ﬁ%%sCh%Q?C%hbbhibeﬁ%@ bﬁﬁgseﬁeggkiﬁéd_rf@@!k@ﬂgorto
ging the optical characteristics of a patc or additional |ayer
that masks i nf ovemtifésabhon handfry cauthenticgityen of financigigtrgpspgtion
flowchart of the $t@Pe P ihan@Ed1 RrikSactions.
These and other objects of the present invention will
25 become more readily appreciated and understood from a
consideration of the following detailed description of the
exemplary embodiments of the present invention when taken
together with the accompanying drawings, in which:
BRIEF DESCRIPTION OF DRAWINGS -
30 _Fig. 1 is a perspective view of an optical readout
system utilizing an optical disk (shown in partial phantom)
according to the present invention; ,
Fig. 2 is a side view in elevation, and in partial
cross-section, showing the optical readout system's
35 interrogating beam positioned beneath a first type of data



present invention in verifying the identity of user 20 requesting to

performan electronic financial transaction via, for exanple, the

| nt ernet. wo 98/41979 DETAI LED DESCRI PTI ON PCT/US97/08842
present invention is, in one sense directed to an 25 optical disk for use
in a conputer's optical readout syst@® which optical disk is
constructed to prohibit : unrestricted access by the readout syst. to

informati on  Strigdiuse oHEQ¥rRd PRKkan OoRFicadh diske ALY ER & 5
present inventig %ﬁigﬁ_ Y enbd B tadan ek %ﬁe@érﬁ:‘ tigfveaitiieh ;30 approach

for combating grow ng. piracy_ proble resul ting, from_the
i11egal msappropri aﬂh%n H Js%f Pﬂaﬁ@largedpr‘iiﬂﬁﬁ segtionat %e‘épﬁﬁe(?irzﬁaed
the present i nvq,p-thpb-iﬁj 2; also directed to a nmethodology for limting
access to data - stored on an optical nedium Wile both the OE’[IC al

disk 35 of5 the preddmt. iIRehbi 8n £RdaRehRIRRRTIRFEFIPaLi YIRYi RS area
WD 98/ 41979 "aA" in Fig. 2 after an accumulatd%CEhHﬁleﬂB&@Ztlme so that

17 the sane in a conputer’ r?%l cal reado xgt gg] ges |be
herein with refdtenteagis c%?%‘?ﬂ nafs ?ﬁl Pﬁgl&a

skilled arti Sartl'i@lﬁﬁ'slteéﬂbinylary afpsemarite dfhathe Igﬁetsem'hlmg&mﬁdrhélas
pr esent |nvent|on ma al so be ap I|ed t.0_of her tﬁ’ es of L tical disks,
such as auding %‘e S ¢ q\%nﬁ FREHIEERE and
DVD (Digit@y Versatigiiy.D sksk, a csmérevmewy ia fedevation, andVth tHdrtial
m nd, then, a typi cal tlcal readout stem_’LO f ac

i ncorporating &FOPTIREALIATYK 1B0OUERY, di PR3 rsF98§§ﬁ§| ar‘%}'Stem S
enbodi ment of ti}ﬁ:éi:rr@)‘@félttlng beamVpasmrbmeduhsmwm@d slen:dﬁcgsty:beamf 2data
Optical readout stem 10 ,broa s,a..di_sk dr 2 C
operative to ro?taﬁ‘ié: SoFtErEsR aPsgf"éOo%fl%g]geqlesc}i @(‘fcor llpoqt jﬁ | ona hf'slpes'etbl
a light source gkerdPrapy cstilsodignent 16f the epregent npnwestiod; | i ght and a
detector 40 which is erative t coII e t_ of

i nt errogat}hg beam &Pt o gr SquBd o "ﬂf%% grgﬁél_égégfgrégggpgtggﬂ Qtfg ?}%}2
returned conponemt” in Fig. 4i\/bre specifically, and as is known in the art,

disk 20 dri 12 | ud d

@ pindl e 18 to whi CFL¥heSBD Rorfin bt S sh s PgbEELEnaLTvich® of, prddl

-g?tsclzr5é4l gpg;ﬁtﬂﬂg'otgmoms.tganm y:ﬁ'aey Bahe acgcumu]aiteédatdumtiagefommg?le )

relation to 25 t’i‘?n‘é ttr]'é%ﬁ? optglg{élgksgmi %%Qf%%ﬁl?%l | gc:]heof iﬂ?}@gf o

I t ed di ap &l mmammam gt Ppresent t ipvenkion

rgtcg1 eUn: Pfg 1: ny ey ape seﬁ ¥_\Q B |’¢1§Fﬁ diuided (:g_\ggally
O}d g w§%8%$$oﬁ@ o\ %%%?Qé i u? 51c 12tRa hé s

into sectors an a cons Focrt ata on a Rom
di sk i s contained |nFag306Asns1gina arrla(rlgetdh@urogprsac‘élw CiRW cofit 2R @#’e% he

disk to - 'tSthr%EHf%{QQﬁﬁcalTai§ktHﬁéﬁf&iﬁﬁ'éé Q'@éﬁ%ﬁdrﬁﬁbmplary
embodiment of the present invention, with the optical
25 - readout system's interrogating beam positioned beneath a

first type of data structure stored thereon;

Fig. 6B is an enlarged cross-sectional view of the
same area "B" after an accumulated duration of time so that
the reactive compound assbciated with the optical disk

30 according to the second exemplary embodiment of the present
invention has undergone a change in its physical
characteristics; _ | _

Figure 7A is an enlarged cross-sectional view of an
area "B’" of an optical disk according to a second

35 exemplary embodimenf of the present invention, with the



sectors, but each sector is the sane physical size. Using a net hod

known as constant |inear velocity, the disk drive 12 constantly varies
the rate ajyoMijagdyo(optical disk) 50 35 spins so that as deRGUUS/0882npves
toward the center of the WD 98/ 41979

PCT/ US97/ 08842 14 18 optical disk 50 the
di sk increases its rotational speed. The effect of this is that the
optical disk S@RtamadonF&BdOUt ﬁﬁﬁ‘éemséctw‘é@-r%m ing &eaRnPosidiioned
magnetic diskyandn d or Rty %@éﬁct‘%re stoéécgmhépéﬁ&p 20
generates an inci dent or | nterro tin beam of 11 via | aser d| ode 22
and this beam 23 is Fig. | ABtiigl 1an c%ﬂ%ﬁﬁ?@d CEPSEOISE; bLevigyeof the

calli mat ed bea ame mﬁeéh"ﬁ'd' ABHAd 4pWakeuRulatanl ZrE-NEYA SHET tite Y
prism atter Ich 1t is sent through a arter vvave pl ate 30. 10

Al ternati vea Y, thrajrr the: reartivgdeemPeyRd SRS he joptdicad sk
and col |'i mat or £6- 3 nfgf ftsekhb_nseeéhal%mplafflawdaqmtbwm igteems,

a vvedge mrror prism may oyed to direct the pbeam,in an axi al
direction rel atingentiong Bﬁﬁl cé’:nr%rsgp% af t Shadge | iR edib8amBhysical
encounters 15 ardSfempy@iddate 30 it is thereafter directed through an
objective lens 32 and an appropri ate focusi n% coil to pr odu eda

¢ away,

concentrated and foclk®d Bni&rRoBSESRECHANR Fiew, partialdy.

interrogatigg heany éa@ﬁﬂ&ér Ebﬁscﬁhbﬁﬁ.ﬁilhg 83 optiekl Qﬁ.TSkCQitllcilszﬂhg ﬁhy
‘and typcially stri a netal f? reflective | ayer 56 t |% ed
on the substrat@®%20f a Yarigty c° af@tac@%"el {CEROUNSS ATHAE V&Ft -

i nfor ][TB.'[ | Fln ﬁéﬁl@g 1I@$en‘@3|.&{aﬂr aFridgure o igdad &Otﬁdnufﬁ]la’re&fléis slmwh.ng S
specifically contoured to inglu sequence s and

whi ch define tfese"3atet¥tr qu %5 ﬁa'ﬁﬁber%ﬁ:%% %?r%% a
convent i onal st@é@daaga@é@cessh an Wpariial "ok | Acchbagbng5tol Shy quseseiint o

substrate 52 to create pits 59. Lands 57 are those areas which are not
pressed ant? r emPYERHL®R&i r origi nal position. Metallic | ayer 56 is

approxi mately 1 m crppgshi qIOAandlcmt ana9 0@, pBésehy desfmwcmi:y ofe the

U e eSOl ig! AR SOl e prg ol [SHIMETRSY 2hppe-neSS

information.  Ihetall cdﬂﬁtﬁiémgﬁﬂmﬂmms’aﬂifng)mﬂ mrophmhal 22isk that

Iﬁ;'ltjsgg ﬁrltﬂgsc%nf)??géga%g J@ ﬂ"sr e&ln%ggl ﬁ'?’?t h%fsl%'trl es aelrtgrg% #Qgént

WO 98/ 419790 invention, wherein the user is PE&JLLIBEd/ @884 ke a manual

19 change to the optical disk during the first installation
using the optical disk;

Figs. liA and 11B illustrate a manual approach to
irreversibly changing the physical cﬂaracteristics of an -

25 optical disk manufactured according to the present
invention. That is, the optical disk here includes an
additional layer bonded to the optical disk wherein upon
removal by the user, the information encoded on the optical
adjacent to the additional layer is _dé.maged;

30 Fig. 12 illustrates the removal of the additional
layer (denoted a “ripcofdf’) that is also shown in Figs. 11A
and 11B;

Figs. 13A and 13B illustrate an alternative embodiment
to the optical disk embodiment of Figs. 11A - 12B for

35 purposefully damaging an optical disk manufactured



is reflected as a returned beam 27 and directed back t hrough pol ari zed

beam splitter 28. Beam splitter 28 defl ects the returned beam 27
t owar ds a wblog@aldmg error detector 42, which controls tRGRUSNYSHAd
focusing of the 5 | aser beamto sub-mcron levels, and ultimately to
| i ght det ecting photo di ode 44. Light 4%t strikes photo diode 44

generates a small electrical voltage at electrical |eads 46, 48 _and
these vol t ages asG@hAkRRe§OaddihsPEESEREi AGVentign ¢ i £ PYERLFUERT( hé D
stream of |'s an¢Q s 3daind NE3B0 a coNBHi€4a1 Capntadrest andsackAdSOLdNTRIY
photo di ode 44 converts the presence or absence .of | i
el ectrical sigi® an optical Tll’rékcéﬂsitﬁe MBRN FURLHTADG 8%2%%‘1%
eﬂ?Odi nent of F_(duxg?i',ca}]_edﬁs_k 5Qma>'i1:9£tiﬁl _bepaafaaeci adiagk nouiwb;h IJE_‘he
reference to Fi g. a Ich I's_an expl oded, vi.ew, of area "A',1n Flg.
o Ctt cal i oK IR RIS PRCERA SRR Gk L pREPRserLLE damRs s
or_audi o compagihiep FAWowing auai kabsequenbat instab¥batlion usassced®Vveo

nt o ,an
ﬁyntalner

optical disk 50 I ncludes a, substrate 52 and %ﬁget al.lic gaéer 56 ypon
which 20 a pr&eashe thsat PREVERUSs PFGRETY. LOrn&hfer APEPEMREYRP 57 A€
formed so that ddticaensisied wth the information stored t hereon as

beam 25, Substratdiayer 18, ahd L4, EHVRSFHET of RERSoRpopions of Hhd 19
pol ycar bongj e, dt th£PosEsk | 6f aF2gs . CDBAr antli A§B), elwhieredishiFign tlAmsladvWs c

| ayer 56. As shown, . tallic.layer 56 _is_inter bet ween,. I%
surface 55 tq?ﬁ ﬁP&E“é'&airISec%%J%\?H‘l sRTARE S‘E,%SFPE»?-@%E%‘J add %l%'Unl que
to the present sndedi tratShaficdl coveainen, after twptghings the incl usion
of a filmof reactivg, conpound 60 30 hat ,is_superi ve

some of data struct u]'SJe%s‘ I%B.a"fﬁi %Sheaé}b'l&géfgﬁsoﬂ%)@g@ge?s gsletlaéeréé eg ?%
be of a type embodliménts Pper ppumsosefchingedaygingl abarerticabtiddskn
response to a selected sti m“tgsnagn%e eeq_ys t@s%?@% n ety i dya pf
the informai o By FHE ePPoJACTHG Dedm 25. ¥ 458%9 - '

PCT/ US97/ 08842 the optical disk and thereby reduce® the readabjkitniof fdisk
exenpl ary enbodi nent_of . opt | | SK i C und 60 is formed
as a coating onlrgg?]&% 108 hgﬁ%fgégﬁsg&é rs%%é??g%e{{giaﬁeél terative
embodi nents, the Figactl6ke auhidindlingtibstesyet anothey enbpdimertedof

between the metallic | %nﬁ ']#B};g f ﬁyg 4 a6 PRafS

di scussed nore %r%lfjeg%@{ J§16V e oé/{/b\;e\ﬁ% pr"l(la ereenéglflgcfallgésg. 4 Sé7D % 2

(b) enbedzied wiisknmbhafaghsredt ecs2rdinge toeltdst @resentenvivasiddnal In

stimulus to whigh t eqctlve £Qppaung espONGsy e £EIRT Gl $8Se Of s | i Sed

| ocation in theg%%t?‘g% < s<t, ot V\n%:él Qé%gge%é g"?scusesed nor e th%r O?Jgh|§/

bel ow wi t h ref efenceapplying coneaior chasseschemierhs c4o nat PRrAisUlagm O

whi ch the r ' u ﬁ@i‘ € JF108K8- 1841y .qitaneysn. £Réreb

each envi ronnen?g%&ég:éﬁ%?ﬁgatg% |C?1Ipt ﬁecﬂ]rgactic\)/%corrpounld ] . ¥
inducing additional read errors from an optical disk

25 reader;

Figs. 17A and 17B illustrate an alternative embodiment
of an optical disk manufactured according to the present
invention, wherein an additional layer is provided on the
optical disk during manufacture for hiding or masking a

30 .particular portion of the information on the optical disk;

Fig. 18 illustrates the removal of the additional
layer (also denoted a “ripcord”) from the opticél disk of
Figs. 17, wherein the optical disk information masked by
the ripcord is now capable of being read by an optical

35 reader;



15 responds, the reactive conmpound changes its optical

transm ssion characteristics froman optically transparent condition to
an. opti calyyy ogkpeie condition whereby it nmasks t he dat @cIvusseoesdes and
affects the integrity of the el ectrical signal generated by the
conputer's optical 20 readout system 16 For exanple, Figs.3A and
3B illustrate how the integrity of the optical readout system s
electrical signal FigsisloAfand dPBvididusttraitet appshari egbediment of the
encounters a esk@id in@%ntiéﬁlﬂs%\@}éi'ﬁ H GorithinddY 657 098tk "HaheAl SRe2S
initially is aBF &0 penetrate both the reactive conpound .60 and,
substrate 52 tordetmst chemigakenis etteghedto an opfilgali (iigkr fBE&RIof

di.scussi on onl espon i gd £ i Reputi i i 40 1e days obrt he
bi nary 1. Accoirﬁgf"lngﬁcfyag:E £)(|9ntcl:eﬂrér%ogg%‘ilﬁg(’j“"l%grzzlm 25 is reflect e% of f of -

metallic 36 (iefttosds vdpfarmpsions snaedest uriie hehe 270RRiEAL | disks
thereafter detgaiedely | h@B{n deiSEhtPlq PhYt O 'cfi'léjdQ:o‘f'l‘lvainerd g?ﬁ@ t mBgked
a

the generation an electri signal cofrelated , to |lan . )
However, and ad¢nfeymasiobe oFeckhe PRticpr HEX 115 FRgW Parakde 2 cPedny
accunmul at ed durabiwoRyOhn! bpRicalr eghaer§2 of WO 98/ 41979

PCT/ US97/ 08842 21 reactive conpound 60

changes its physicaFighard@t dldildisteates theypmbhadimanty gfadthe cBRESERSN
“wher eby i gierr eg3khRoReshdbwn i Fids .2l Red et hfheeachi regtorROLRBwWE0

and is no | onger able to penetrate the substrate 52 to detect. the
presence 5 of thénFrrssTgRGEMN L | FRRL oBtcad ﬁg%ﬁ&%t%? obfResghgpdsal
not receive a IRH#aNEO93Mruptu@eR§Clagdy and generates an i mpr oper

el ectrical signal to the conputer. s the optical readout s%atem

As far a
10 i s concerned, th&iigferébyattfdg2lB ildustrates thasiYse et anr SXLAF

beneath a pit evARROSREiy 18n @nklbded amdniidyl | that icagosechsdat For
transferred to the . co A-5B illustrate.the

, ter, " Figs.. 4 and 5
si t uati on Xher éem°VlanP€gEg@’g‘5+% Hb%rﬂpz‘@"':ags ﬁ@?irﬁi%gﬁédsﬁilf:écf’lfy PR a

dat a St rugdirgddPSidmal MeaydOrthat masr8dihformatiofitgnbehdSoptical
appreci ated that, here, light source 20 has been advanced ei t her
radially or ci CiHier ent i al | y across the outer surface 51 of substrate

52 to a different | quaj) @p ass a floWehatedobythéhstepsnperEormedpingrtiha

Looking at the expl oded area A .in.Fiaq_ 5A_ it IS, S hat

i nterrogating RFe3fA Y5 i 4T yva?ﬁleésg'ﬁlgpeﬁéﬁa éierf%[%‘r%l}r eS& i P8

conpound @b andeqisstrie 52 periformi ayeelpobrontial financiall dyansahilench

coats |l and 57. Because reflective . mater,i al 56 in this region is not
s The Ty

positi oned at t'H& Sfating beanis focal point,

interrogating beam 25 is 25 scattered. Thus, either no returned beamis.

refl ected or an i nsufficient focld i efl ected back.to
BB R el

phot o di ode 44, thereby resul € generation of a binary
el ectrical signal byrhtetaeisent4dnwenti onoisgsiondne sense directed to an

25 optical disk for use in a computer's optical readout
system, which optical disk is constructed to prohibit
unrestricted access, by the readout system, to information
stored on the disk. As such, the optical disk of the
present invention is particularly adapted as ,én alternative

30 approach for combating the growing piracy problems
resulting from the illegal misappropriation of software
products. As will be appreciated, the present inver_ltion is
also directed to a methodology for limiting access to data
stored on an optical medium. While both the 'optical disk

35 of the present invention and the methodology for utilizing



presence of the encountered pit 59. This is the expected 30 result.

After an accunul ated duration of tine, the region 62 of reactive
conmpound ®Bogmiy76h is exposed to i nterrogati ng bedBOTZBSYIH8¥3es
dar kened or opaque. Light in this region 62 is absorbed and not

allowed to penetrate 35 substrate 52 to ddfect the presence or absence of
pit 59. WO 98/ 41979 _ .
PCT/ US97/ 08842the same 1in a computer's opijcal r¢ﬁgopgsu|stysit§m is

therefore, the gk iiyad NadrE o6 OK ﬂ@ferenGSHQbataeSc&nférﬂ@idn£i eepr ROM
signal, such as a zero, correspondi ng to- the presence

A second exerrplda-rs)krenb‘éﬁ nePTAiBRrihE oFKiddedy S&tHsaf. ‘f’?ﬁlﬁa tSePﬁlé'ly

first collecti %@p@%c@ﬁ?@dtﬁﬁﬂt Eh@ie&@ﬂ’lﬁ@s of RRBIpeesbad Wnilentalber mage
to Figs.6A - 6B and Her reactive conpound 160 of %ptlcal

disk 150 i & alﬁ%ﬁﬁt@%?%tﬁ?pBEB&rb&Wén R } ftsksp SHE

metallic layer jhfic Whirke WbRMS (WBB!EéeOhl:)é Reea ﬂahyl)cubh&al disks, and
manuf acture optical dis nuf act ur e

optical disk 5@%|@¥§J§ar1ef @rré?&éd-q rp%sr%%u i |enra§‘le é%?’e]ﬁblaar YEbodi nent

of the present invemit, thi€ in rﬁefw,trunénpnaoftmdamal opt $kal5Gemioute
preferred froma perforpance stan]c:igm nt becaus feactive con€o nc(lilsq%‘

is 15 |ocated ﬁﬁﬁ%ﬁfﬁleéoon"@\hér eCPHPR Bgai‘tr}‘??gt NS G8uIPHY

greater bagm i HRRyidingt ftan thQUEdrEtaEb{%ﬁpdqut embbsliment b€ dhevginesent
reduced focal w dth |n thjs re%o pur.qoses

ragtic

however, the r&dtiqnti@II%S nh ‘F%%E qugﬁ }haggaﬁre ggtlca rEsidout
exanpl e, Fig. Gfiysganid| bebaales iﬂﬂ@lﬁdéﬂata Oldlsk diedve | b2 erwlhoipctt i nNgs
beam 125 is positioned beneath and he,_beam

refl ected of f PRV ctPay]é‘?@a{e 5 8 éc? cPned bséjtamgtl'zﬁvmgeahe‘:te

be recogni zed ptdional defpaeidr andlx:@hitecsdqrcmmzértﬁdrl rproducing an
corresponding 25 binary electrical Fig t d,
it is shovar{’thaftn%?lfre‘?g%‘??%%c ﬁ“ﬁ{“atoefcsi gb&%’f 3# 4 Pﬁgguﬁg i 8}1?8&0”*’5?&;62
of reactive corgpargtied whbch duiddren &Xpm'eetdrned taDmEp ayi aren of  the

envi ronnent al sgti.nmul us changes its i C ragierigy fr
optical ly transgar&ke %t?f(f?qq ??1 %Xé %oopPlrggﬁF% o%glque or dar k%'

condi tion. Ascoticdllated to ntiets agetturmedecomd@tents. absorbed in region 162
N ot et VIS PEATLLECHEERLSY, RGN | bl SATERGL KR Ofas o
despite thmopredeive D2 phtlhBés bnmétpr BS cowprigBghe drivet ishafts 16
simlar to thatag(iis%uss%%_%cﬁl%ovlea to which the CD-Rom optical disk 50 is
mounted, and this motor 14 operates to constantly vary the
rate at which the optical disk 50 is spun so that,
régardless of where 'détector 40 is located in relation to
25 the radius of optical disk 50, the portion of disk 50
located immediately above detector 40 is always moving at
the same rate. Unlike conventional magnetic disks, which
are divided radially into sectors and spin at a constant
angular velocity, data on a CD-Rom disk is contained in a
30 single track that spirals from the center of the disk to_
its circumference. This track is still divided into
sectors, but each sector is the same physical size. Using
a method known as constant linear velocity, the disk drive
12 constantly varies the rate at which (optical disk) 50

35 spins so that as detector 40 moves toward the center of the
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23 - wth reference to Figs.5A - 5B. Thus, when interrogating beam
125 is poswobgwd®d directly beneath a pit 159, the conpRCATUSY7/8§842 cal
readout system woul d generate the pr oper bi nary electrical signal
irrespective of the phy5| cal char acter|%§| c of reactive corrpound 160 in

region 162 For _the Rea t|ve Conpo

Various cl asse%pe?'c t gl % I\@be b Je‘?‘u f SBRGSRREEN LTS ‘b‘rqnari speed.
appropriate 'Dlli'éfséﬂﬁéct chagtaicd eif's sthats thd cwpticaytdisza!om O@am Ncéi€ain
optical disk accordlngﬁtggthe exenpl ar nents esen

b ,
D et on o BRSRe S Bt 8t "R e N danvenEIRRel TRagnatl ., "G 8k TSR,

envi ronrrent al cons@q@dntlyp moteadgoabi nati on of environmental conditions,
i cal _di sk, ,thereby

t he dat ructur es an o affecting

the| r read bility byt % TOHSR §e5‘5trrf?“ §F 78 1pgldent %’gls}lé\:ﬁrmgatmg 1.
Phot o React i veb€mﬁpmmd$1ght via Lasbkas dlmﬂefaan(hxtdnaﬁ:hﬂhotl@émcumels
mat eri al s exhi bi t desi.r.ed i abs n._c eri st d,that
These ° rmt ePhhFiethy Gimaned by 832 Bbehr A8 LA it S8 EipdfSe Pogn
mask at | east S@nfhai directieak towdddaaspoliarized Ifaéam spllt'defﬁ%rogarbsman
optical readou em Phot ochr qnes, specifically the ropyran
cl ass of phot o%% th 152 °EP UEBFOUE? i quarten %?%%h?f)%gn‘?g

t he phenmorenonlternawlheeaayy t foer abmmajlonreaecﬁtursyﬁtemsmbmetrleanchanges

25 reversibly, or_ J_,r S'}BFVaMQe@o&ﬁim 330 &4 Saf:”%%if%te?grg%uggs%ghoght

havi ng certaln mavel a colorles
change to a quaslatiaél EOCbleemedpslurtdLerurZeB, a wedysn mirtrds priswlimagdbaith

nfrared | oMM enp WA S0 i zoct SARE UG PO SENCONLE O1-pROIS8EDB LY S

mat eri al of the yran class 1S use 1n
present i hoenprt(mali hiaak dhar i Afteki clodd imatieslapasml 24 appceenbers
t hat ot he pho V

bi pyr adi n% é‘gfgva ves ﬂdéta% d@%rﬁeﬁéfég%gé vd {c\a/%gé& al%g‘géh an

derivatives, tobderdiye oﬂeemwat3|2veend35m aapbeoprhatderfocusing, COll to

| lid 9
ISDECAZT} (L:Jé9l7 ; gggigb}:baﬁcgeﬁ' Yghk¥RBrated andv@ogﬁééé Zﬁterrogtaﬁéﬁg Be“ vat ‘ves.

oxazi ne derivativesFpeysedsintrunegatingdegam 25 penetratee spbsopyrans2
cl ass dye, havjgg m C S
bf %@%E?Epl&r%é]iZH_O %’Ha) 't iall str%ksls_I a meta lle

6-nitro-1"3 3" -tri ot hi opyr an- I ne
6-ni tro-128- B Psfle@tlve layert 59 stba§c9,§seqpate a®Rk&heR sithatrate TéZbot

Marc E. ; pRisC S | | t
phot ochrom C g%gtihlltc:"gi%éf‘ tgsc ,igﬁé%% (?Sgﬁﬁ@é%é& %Qt%eaié%?%ggag%on

which are i ncoﬁE@F&ﬁedaﬁerél rPJE)“}'rﬁb?F*éYerR:% defa WeErustyessd ©8 i andar g
light having agpawele¢pdiRyOfcontoured to include a sequence of lands 57

and pits 59 which define these data structures 58. This

25 may be accomplished with a conventional stamping process
wherein metallic layer 56 is pressed into substrate 52 to
create pits 59. Lands 57 are those areas which are not
pressed and remain in their original position. Metallic
layer 56 is approximately 1 micron thick and pits 59 are,

30 by design, only one quarter wavelength of the wavelength of
' interrogating beam 25. Lands 57 and pits 59 correspond to
the 1's and O's used to store data information. The
interrogating beam 25 from laser diode 22 is focused at the
surface level of lands 57, as shown. Whereas, light that

35 strikes a pit 59 is scattered, light that strikes a land 57



approxi mately 780 nanoneters (nm, a wavel ength which is predom nantly
utilized in current optical readout systens, this dye becones col ored.
The dye mawotdsemeafter be returned to its optically traPSHHPYENB843t at e
upon exposure 15 to an ultraviolet source at approxinmately 337 nanoneters
(nm). This ability to erase the color from®he dye is not fatal -in
that it requires a relatively expensive and difficult to find |ight
source.  6-ni do-FeElerped jas a refurrRedpBeadhpliledadd Likprte Pé%tkhe

substrate of a'%h%Q)uc?}PF podhrdzek asedn | uphidied i #8Fi USRedm- SpBbO¥Er 28th
this spiropyran erivative, or ot her appropriate . chr onmophor es,
it is recogni z8&fkRats hEhenvatorngst dpeam 27st€?ﬁﬂr§ﬁ§s' s tERGHIDT S&EF&Lure

to the |ight ge3UEteAs 42, whitRr E688kbDe ReABkidy zhd féEEPOLHGds £\VWiheh
are Photoreactive in _the Presence

whi ch may & so 18S&FRF3H 'EBnFHHE{“g%Pn le%(ﬁ&%ﬁntaﬁiéi o‘bjﬂ:jc’&;@%}gﬁ gcr:b'gwlgi’ltng
to the present debetim photo adfodd04 s eaCigNEe thathstpikesnphotbo Aiode
e e O Pl Eals 4P HOGcay vpneage 3t 1S agas
PCT/ US97/ 08842 46, 48 and these voltages are Zhatchefiefagainst a timing
Compound L 15 et (S3tena Lty At L Loda! L1 e ors MERL Qe
conpound 10 s fdoniprter t chh euhd@es€and. Aetordiagiesanghctosaliedd 44
according to t@%néé%ééwwéﬁk preégﬁgéiogf absence of lands into an
electrical signal. _
The.construction of a first exemplary embodiment of
optical disk 50 may better be appreciated now with
15 reference to Fig. 3(a) which is an exploded view of area
"A" in Fig. 2. Optical disk 50 is constructed somewhat
similarly to CD-Rom disks or audio compact disks now
available. That is, as discussed above, optical disk 50
includes a substrate 52 and a metallic layer 56 upon which
20 a protective coating 54 is placed. The metallic layer 56
is formed so that it is_encoded with the information stored
thereon as the plurality of data structures 58 that are
readable by interrogating beam 25. Substrate layer 52,
_ which may be formed out of polycarbonate, is disposed in a
25 confronting relationship with metallic layer 56. As shown,
metallic layer 56 is interposed between a lower surface 55
of protective coating 54 and substrate 52. _
Unique to the present embodiments of the invention,
though, is the inclusion of a film of reactive compound 60
30 that is superimposed over at least some of data structures
58. This reactive compound 60 is selected to be of a type
which is operative to change physical characteristics in
response to a selected stimulus, and thereby to affect
readability of the information by interroQating beam 25.



[err] Al ternatively, one nolar equivalent of triethylamne in
di chl or onet hane can be used and the product can be isolated 10 by
extracti ongyydspiwet er, evaporation of a solvent and RCHESA7B843n i n
hexane. The aqueous base nethod is preferred in that it yields
in excess of 80% of the desired fi nal2Qr oduct . Conpound |
i s photoreactive wth oxygen and sensitive 15 to anbient fl oresce#bg

)

light over severalln (thisgfigps)exemplagy prkedinent qf optyjced

photo oxidi zed UWpQtrive coRBERAYN B0t Oianrbimandesceat cba®ihlgarth ah aower
di stance of 12 I nches. Compound | al so reacts upon_exposure to
l'i ght sugfagg plop§ substrate 52. In alterative embo nYSg7 /88342

26 havi ng A-vexe | ciidurtd mdpid mately 650 nanoneters (nm
and an intensity apprOX| mating that” of a di %I t al versat| l.e di sk (,DVD)

player |igHt source.(3ccortherqoped Hesu@sd [Ches metalligd@yen (6 and the

application to ﬁ'ﬁlé%métﬁ‘f'ac@ ot 's'ih%%rt&%ﬂ:%t &P iy Aiscubeer] aRad R gy
b. Conpound 11 Anot her_material whjch |_i%pjfotoreact|ve in the
T

presence of be QYk))'g’e‘?P EREPENRRIED riOHui Pe WiIts and rel ated
enani ne deri vafpvesembdddéd pbp&mizeaﬁheveuﬁateatal 5ks dame eghlosctldd

nccording to ¢ REYDHPRFRAT cdimbus o whith Yene” react1 V8 REBiEouna
H H 10 rd$Héndds, regardlessV%fhlbethoeaﬁnaundm th&n@ﬁﬁldﬂﬂndnskx
shoul d be 15 preci ated that th envi r gnnment S Ius auses
them t o change vPnﬁo &’et P&ﬁ§HF§§ oS &‘%’6% tbc#-lé"f with S fetesse
to certain classes of chemical materials from whlch,the
reactive compound may be chosen. Briefly, however, for
each environmental stimulus to which the reactive compound
15 responds, the reactive compound changes its optical
transmission characteristics from an optically transparent
condition to an optically opaque condition whefeby it masks
the data structures and affects the integrity of the
electrical signal generated by the computer's optical
20 readout system.
For example, Figs.3A and 3B illustrate how the
integrity of the optical readout system's electrical signal
is affected when the interrogating beam 25 encounters a
land 57. As shown in Fig. 3A, interrogating beam 25
25 initially is able to penetrate both the reactive compound
60 and substrate 52 to detect the presence of land 57,
which for purposes of discussion only, may correspond to
data information in the form of the binary 1. Accordingly,
interrogating beam 25 is reflected off of metallic
30 (reflective) layer 56 as a returned beam 27 which is
thereafter detected by light detecting photo diode 44,
resulting in the generation an electrical signal correlated
to land 57. '
However, and as may how be seen with reference to Fig.
35 3B, after an accumulated duration of time, a region 62 of



both |ight and oxygen. Mor eover, these conmpounds are specifically
adapted for use in a conputer's optical readout systemwhich utilizes
a light squphegstomvi ng a 20 wavel engt h of 650 nanonet er s PCRAYSI7/0884E ause

t hese conpounds react to change their light absorption
characteristics in the presence of &% anbient environnent containing
oxygen, . the required amount of tinme for such chagge vari

dependi ng uporF aaft iR FERAUMN DT 0] HehaR@PRnt tFi 8¥W51F? §haf§0%ertil‘?é:rlé"fsore
desirabl e thattot f&% eptiegh1gi éﬁéq&@aé&ihwﬂdh whereb hh‘t"erz@@@t@.ﬁ@%ea&n or

1, be package in an 1nert %
PCT/ US97/ 08842 lS absorbed by the reactive compou % and %Iqoo,.]ﬁ:é)ﬁer

and/or a standgfid ht%;ﬁ‘éﬂé’tﬁé‘@i‘aﬁhélgsubg@réﬁésﬂ to délﬂéctFltﬁe @sz‘éwm‘cd hat
such an optical disk 25 S

bl
The form & arpf Land 8 urTAaRAERY Seomt ol Cudh SHRPA FPOER. A1o8m (o ars |

Wi thin 5 P3G celle & %@tu&%a %&ﬁguase@kye@tmnt ,anw@emar@ran
ni trogen, neon, helium _or other er.i aI

a t
Whi ch Are &yg’é‘i?%t ejectrical s1g ﬁg %Qiesﬁoﬁ‘é’é’ﬁe%un@‘st l%r c,aesrt
oxygen reacti Vcﬁ:tlcal f@éd’dﬂl@' §y§1‘@é‘mbﬁousedcbﬁcélﬁneﬂt,l thle rleﬂréxﬁoga/tsttrﬁg'n

havi ng 10 | i ght source, selec el engt h. e cl ass ch
materials is H%{%aé‘ﬁz.?pdﬁ ﬂ‘?é rer‘FS: \6(%3\%& IP%M? °pp°§ﬁfgl¥‘
met hyl eng dl uey 1Jhe, NneébeTt Dhgsynt hasiacertethedata transferrmepanderie
reoxidation to formthe col ored form of t he net hyl ene blue dye is

shown bel ow 18PHRHYST - 25 Vari ous reduci ng-agents can be
used to reduce nmethgigde 4 andblsre-3@d illustaataetheat siesativwhh whewe and

educed | 5 pal BSATIAAREIG. PRARPokD Tt Eraffh e ool Bl Aol
by oxygen in agtrudbereat®s oflri hicker eﬁmrmomﬁ s a30landso¥ewhat Ittepeaperke on
P o1 ARk b ShUREE aagne Biliihe U ndghndindsiiot |
Wien sodium either radially or circumferentially across the outer
surface 51 of substrate 52 to a different location as
dictated by the computer's program. Lobking at the
exploded area A' in Fig. 5A, it is seen that interrogating
20 beam 25 is initially able to penetrate both reactive
compound 60 and substrate 52 and impinge upon metallic
layer 56 which coats land 57. Because reflective material
56 in this region is not positioned at the level of the
interrogating beam's focal point, interrogating beam 25 is
25 scattered. Thus, either no returned beam is reflected or
an insufficient amount of light is reflected back to photo
diode 44, thereby resulting in the generation of a binary
electrical signal by detector 40 which corresponds to the
presence of the encountered pit 59. This is the expected
30 result. '
After an accumulated duration of time, the region
62 of reactive compound 60 which is exposed to
interrogating beam 25 becomes darkened or opaque. Light in
this region 62 is absorbed and not allowed to penetrate
35 substrate 52 to detect the presence or absence of pit 59.



borohydride residue is not quenched in these filns, they gradual l'y

turn fromclear to blue over several hours. The WO 98/ 41979

PCT/ US97/ Oﬁﬁ 41979 28 trawuswonesef the
nmet hyl ene ue d9ye absorbs strongly at 650 nanoneters (nn), the
centered wavel ength for DVD | aser | i @2t readers. O her dyes
which are reactive in the air (e.g., to 5 oxygen) performsimlarly to

t he met hyl ene lhe aesubbvds, theraforeim &beorsmanei &b ttwt cdateatprbyAo

several tens of n t t sth

known togpeéﬁ al"?ﬁﬁa %m%l{'%ﬂen Lbrﬁ%ﬁc{gﬁg g%gﬁaB rrrrermféﬁ ngsrrgzséq%e's-
are shown bel oworfesponding to the presdgnge jof Z5 pitFinally, for optical
readouts  systems gg%ﬁbﬂg e@&mplﬁrr% '&Bﬁé&ﬂﬁ’?ﬁt ng Q‘eq{ﬂ%"’%gegcgl disk

wavel engt h of 780 nanong ngt
predoni nantd y usmmridingDtRokhe first ecolbkestinme ofy embesliment ss mas noyw be

di
hs 50 wavAPRRRTEERE WEh P r oAy X P Oroe | B, T OB

e synt hesi's an on of this 3/
denoted as conpiarel | the ireagtdwe bepmpound 160 of optical isk 150 is

shown to be interposed between the substrate 152 and

metallic layer 156. While it is inherently more difficult
10 to manufacture optical disk 150 than it would be to
' ﬁanufacture optical disk 50 which is referenced in the
first exemplary embodiment of the present invention, the
construction of optical disk 150 may be preferred from a
performance standpoint because reactive compound 160 is
15 located in a region where interrogating beam 125 would have
a greater beam intensity than would beam 25 due to its
relatively reduced focal width in this region. For all
practical purposes, however, the results would nonetheless

be the same.
20 For example, Fig. 6A again illustrates the situation
where interrogating beam 125 is positioned beneath a land
157 such that the beam is reflected off of metallic layer
156 as a returned beam 127 which would be recognized by the
.detector and correctly converted into a corresponding
25 binary electrical signal. In Fig. 6B, on the other hand,
it is shown that after an'accumulated duration of time, the
" region 162 of reactive compound 160 which has been exposed
to a given environmental stimulus changes its physical
characteristics from an optically transparent condition to
30 an optically opaque or darkened condition. As such,
iﬁterrogating beam 125 is absorbed in region 162 and no
returned beam is detected, resulting in the generation of
a binary electrical signal by the computer's optical
readout system, despite the presence of pit 159. 1In Figs.
35 7A - 7B the situation is similar to that discussed above
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29 J[err] It is certainly contenpl ated that

NUMer ous OWoe9s/439791 | ar dyes can be synthesized to opePGI/ESHIBBt | vel y
in a given optical readout system Wth each of the air reactive 5
materials discussed herein, as wth tRdse materials di scussed
above which are photoreactive in an anbi ent envi ronnment contai ni ng
oxygen, it is #ddily HRfeRNGRAIQJELIS SR TheBept TBHS, dWBRNC $RLETF AR i
dye in an inert,eenyi {95MaRl pos:.tlc?&edSB@%c'tﬂyF'}:Sbn@atﬂoa pit 1587 thman
under st andi ng of the various conpounds which he reactive conpound of
the present inGOMPUSRrTEyCRESGAE, readout tsri(,ﬁt(ﬂﬂu“i%lrlidl gegerated the prapem

this field mu'ﬂirfaeﬂﬂ' |éd.ectr1ca@;pp§§§h§§.e wﬁésﬁéétﬂaé“&f” adhéom%%al
sel ected woul d depend variety of C{)aramaters of "th

operating 5 Wcrt@rﬁeﬁﬁlc ‘-W\ C&"J(‘B mma&m c’eﬁ‘?drplrse%@f e'#‘f’%d t he
reactive conpoynd cAyyH Lk 3 10 HRatd bl e with

this environment, e TIve T The T n asers used_In the CD-Rom
's optical readout NASiiAHYichasses °f6§!93%’6?1¢8bave8§!?9rﬁr) foypd which

react to the I@emlmveredpﬁ.QopnaaéenSI;myslfcauhe | Bhera8eaki8gibgam for

(approxi mately .1 wer, For thqQse reactive conpounds
whi ch are ’3@‘&@(’:998 iR F?}G Bpgé'é?ﬁg ddEkoRFGenaing, &or t&@@uled‘e(’}'lp Fse

be carefulig 0 anHcliardisar @ fof thee ms@@& dirSferitd on Eachandf eithese

envi ronnent cont ai ni.ng either en an WO 98/ 41979
PCT/ USO7/ 08842 Baterials respords  to *e1thdl" ) SPe‘:l%&/g&H"%rﬁ“Bﬁed‘éFralt 0

prol ong the usefotldiltiibs,obrt Aecombit@tion of environmental conditions, to
mask the data structures on an optical disk, thereby

affecting their readability by the computer's optical

15 readout system. _ '

1. Photo Reactive Compounds

It has been found that photoreactive materials exhibit
desired light absorption characteristics and that these
materials may be formed as a coatihg on an optical disk to
20 mask at least some of the disk's data structures from
detection by an optical readout system. Photochromes, and
specifically the spiropyran class of photochromes, have
particular utility. Photochromism is - the ;phenémenon
whereby the abso:ption spectrum of a molecule changes
25 reversibly or irreversibly when the sample is irradiated by
light having certain wavelengths. For example, a colorless
compound can change to a quasi-stable colored structure
when it is irradiated with infrared 1light. While a
_specific photochromic or photosensitive material of the
30 spiropyran class is discussed herein for use in the present
invention, the ordinarily skilled artisan would appreciate
that other photochromic materials such as aziridine
derivatives, bipyradine derivatives, diohydropyrene
derivatives, fulgide derivatives, thioindigo derivatives,
35 azobenzene derivatives, salicylideneaniline derivatives,



di sk. A primary thrust of the present invention is, of cour se,
to deny access to a specially coated optical disk, 5 and preferably a
CD- Rom di swo d8egemed one or nore aut hori zed uses. To tPEHUSHWS8420ne
potential use for coating an optical disk with a reactive conpound
woul d be to allow for sanpl e disks to B4 given away to custoners in
order for themto determ ne, whether or, not the apr_oduct is rth 10
‘purchasing.  cGiRaEhane pieniRetivespeaKaziBr A4 vathves may, als5RePatedh
m ght be requi nggbéi return the product to t he vendor and buy a
commerci al version of the sangl optical di sk. | p oneggove

e I .
appl i cation of the [FenfPLXOPYEIRNt FOASSsudVpedtaYY9colil8d Shemigal
d: Sksblrmy haVefcﬂ&an‘éS]tPi_@ﬁFOdeCh%ig&%{P593'{' I:sat—dt/smh]gdjWBsp&e;dthH-l—
pl ayabl e or a particular_period of tije and/or_for_a parti r
nunber of 3 rresb.enzﬂfﬁél,o%‘{ﬁqrb'aa'2d'i'§l&dq]h‘aﬁelaut'onﬁﬁ cBrpytro- '%?%f#g HF
provi ded by theHymsenls idiseiisised inMIE@®kRl,, RicharDir tAbJEViMrarEL,
~other nmultinedia presentations car]nbe 20 comercially provided in a

simlar fashioffts AlRbr naiiQkAgraphic StoraA% e itoft d TRk e SERTEME
optical disk anshd®w¢hidmic dy@nt"o eptfaput@tms ars dsuvespr(D99EP, t hthe

the ' optloaiearainun ShquBieh 2ge ThESipRreedd BerRinThy Ratdittcr: (s
the rentali®f apiésalexposedi 8és infrdrexdnlidightt Heaviagt iavewavepength Sufh
an opti cal di sk _may, be r ed,_ _nuch |ike videos cassett t d Qw cost
and pl ayed unti?pgﬁ%’ﬁn[‘%/ﬂ%f%ssghengB‘an(?&IerlseaWt' s?/svgﬁleanStg w?’ﬁ'é: i

pl ayer is no | ghgsdomiblamtily dftiddizeidhd mpreesarend aptial alessimet dydtens,
encoded i nf ormat;rion. As Sogkoé'xvﬂec%n Fi n 9, @e I c%f%g S?EBQ“'}%
may be apptid VS nReGPPPRaICUWETIn a VAT ectl%/ of* S’:t BFRESTET.

9, of course, aéturhédistoaits eptivailightzppspazentnstate upon cixlprsure e

certainly gontenpl g};e$\3_\@r}ap?.%tle%e%aor\ﬁé€q it &%ég?z§§§§8990%@75 inddters

present inventi on. irrastrat e, _
PCT/ US97/ 08842 (nm). This ability to erase the Iplor framdihesedysnip®urelt

260 may be enbo as; Kl oyer : ntjr : f ] (IS
250, such as re%%gg:ént ar?i &gxa[l? Ygec%%lﬁﬁ aéndgfgggl%etl ra??ééﬁ%vtghe&d
reactive conpoudiifficuls0 tmy fimdapgliichd t sovmcp.a pobtihbbreflaSsBERSr,is
such as 5 reqgi i nFi . 1 houg I NT u

optical disk JueFetefably €%Et13§ﬂ%% rgerzsz%%é\}gqfo%oﬁ:r?f éﬁﬁ%@ﬁ?‘g?h&? i &0
not a nece28it yophicalisdiske asonpblustratéd in Figssl \3 be appboae.t o Whih
portion of the gj whj ntayns. crijical infor i f ' Lcal
readout 10 sys?llé?ngto éaégzéos%yzlr%ﬁ’m g%éﬁ’%ét% g' sof?éwar ;@EI?%UC%%%%PP&Q
function propechyomophprs,spkti fix nesbgndizes tbatihehe enryplreppenkal
cl ass of photoc i SGUSSe, -Iﬁxgj_)}ye, kb ol sotpBti gij d fcds
reactive, conpou%gjo'fg‘ﬁi%l%i sq'tlgypegl V\hie%:(hoiggrgdap%ed Fggr e\q/'el%ziittgl yéﬁll%acr:lge
bet ween a dar kehptlerrogating beam.

25 2. Compounds Which are Photoreactive in the Presence of
Oxygen ' '

Two materials which may also be used in conjunction
with the optical disk according to the present invention
aré_photo;eactive in the presence of an ambient environment

30 containing oxygen. |
a. Compound I
One such material is denoted as compound I below:



15 <colored state and a transparent state, could be initially be
applied in its darkened state to the surface of the optical disk. A
software aypb$41@79on residing on an optical disk for PCRASIT/BI8dnt

i nvention nmay execute properly only in the event that the optical
readout systemcontinues 20 to process information as if no data were
contained in this regi on. Once the phpfochrome changes to the
transparent - condi tion upon sufficient exposure to light, the optical
readout system would be able to detect the plurality of dat a
structures, and the software application then 25 discontinues its proper
function. Wth the foregoing in mnd, the first collection of
enbodi nents of the present invention isydirected to an article of
manuf act urer adapted to be encoded withldé'f%t\a,u@l.l3 further adapted so
that duplication of the data by anHQ  S¥epedh scanni ng machi ne may be
restricted. To this end, t he arﬁi cl e |of ﬁE‘HG‘f‘*acturer conprises a
substrate fabrication froma sel Cmeiferi al and having a substrate
surface which contains the data. A Heactjve cdg%gund is fornmed as a
coating on at least a portion of the subHtrate surface and this
reactive conpound is operative to chan 98/ 41979
PCT/ US97/ 08842 Eompounp {7 from an optically

transparent state to an optically opaque state in response to a
irradiation for an accumul at ed duration of tinme by |light having

sel ected characteristics, thereby to prevent the light fromthe optical
scanning 5 neeempeund r bnipenadeabyndreatd nge &etinam vetd laiun todide

render the dat@it‘ﬂd%eﬁBi‘QE_eegﬁiiﬁgifeHEShio'fe-lN sodium N W 3l sgatier

appreci ated fromthe foregoin anot her aspect "of the present
invention is awiih rgaRsd gjxisg. As| campewnd ok cis sfamnatht ol bt eektracked

optical gedi R E r HeRAnk0 e&esaieé{l#%&%dﬁgb Ol oCPRE! NESY Fowin
this ne

Broadl y, . et hodol ogy conprises the steps of” rotating an optica
disk in a di skrer¢viort a selected rotational speed, with t he opti cal
di sk including a substrate and a netallic |ayer encoded with

information stored thereon as, a plurality of 15 readablg. data structures
and including a reactive congou super i nposed oJer t/ui:ast sonme of
these data structures. . BRe rgatt ve. gagpoundiig L8 Ve in an

anbi ent envi r onnent ont i oxygen, to | changefr==Citi cal _
transm ssion in response tiirr At 0N f gExa@n accutyl g 720 duration of
tinme by |ight having a bg#m etlngtiPthat is H wlhin\a selected
range. The broad net hodol ogy ul dewgl so include a step®™bf directing an
i nterrogati ng beam of |ight havi ng a beam wavel epgth that is within

t he sel ected range ThHAWRMiddeRunsied@e rate and thro PPHED kact i ve
compound for 25 the accunul ated duration of tinme. The step of

directing the interrogating beamof light ~ could be acconplished by
di recti ng the Bbhernativelyhe one molar equivalent of triethylamine in

dichloromethane can be u_sed and the product can be isolated

10 by extraction with water, evaporation of a solvent and
dissolution in hexane. The aqueous base method is
preferred in that it yields in excess of 80% of the desired
final product. |

Compound I is photoreactive with oxygen and sensitive

15 to ambient florescent 1light over several (> 18 hrs)
exposure, is quickly (< -10 mins) photo oxidized upon
exposure to an incandescent 150W lamp at a distance of 12
inches. Compound I also reacts upon exposure to light

SUBSTITUTE SHEET (RULE 26)



substrate for a continuous interval of time that is sufficient to
cause the change in optical transm ssion. 30 The nethodol ogy al so

cont enpl atwg okMpirot he i nterrogating beam can be di r ectRaII/E897108842
substrate for a plurality of discrete intervals of tine sufficient to
cause the change in optical transm ssion. This mght occur, for
exanpl e, where the light source of the conputer's optical readout 35
system sel ectively advances the int erroga?ﬁng beamradially WO

98/ 41979 . PCT/.US9 8842
33 acr os§aéﬁjrn8utaer%‘é?l%%ﬁlécgfoﬁpi’l’fé’x&ﬁ’ﬁ%&ly agéqg DARPretREs (MMoam

interacts w tRndhanr Qﬁ@éhsﬂtyoaﬁpﬂaﬁllﬁatlhbethhuralfi aydlgltan d'lessaeuée
interval s of tj ref Is t hat t hodo %ed

with a beam vvﬁ\}g}a‘eﬁa )aﬁb -9 °éﬁfeé| tﬁgfo 6“8?5(65 ﬁ‘gﬁ'b‘ r§'
(nm) and a beg®ful for enspncamflappwxamlatyc@l 1disk| Lheoerperatdfl Gn6 my
ower . Fi 10A, 10B and 10C, a representative
fl ovmhar%t qege&paﬁddk%D f&tllYg Sst eps perforned in the nethod of the 10
present invention &cc@othpoynid IiThe second col | ection of enbodi nents as
descri bed [ e t o] T t
fl owchart of gﬁ‘@i:geﬁ 8ﬁ¥8§lax wpﬁ.?ﬁ %‘gaPtelgtngggtggg %gl’]t ng%tetsei’creo%?bl t
unrestricted oxygénpkanabéomadeadfoom apcioxsl igfe |saﬂ.d1|snandomedat&|d @piamale 15
medi um or di sk, manuf.act ur ed r o] f resent
invention. | ndﬁaﬁ]t ﬁﬁﬁ \oiad Z&‘g‘% g:&etpnc?c % ﬂh{{?géla l deﬁ%?%%s% ully
i nduci n@® a phy:mmp@lund]aage belblve and mqnyl chzé dmspahﬁd,ng smhm,yl to. ,

t he physi cal chanqe €14 e S I ticall y by,
e.g., the 20C°%¢ )ILWE%EGH acﬁot}dsléﬁa V\lﬁ/z)r g:he S"I]Tiaum(ajdp ﬁ’ea 08.[7)3
alternatively may be caused as a purposeful effect: of manual acti on
by the user. More particularly, the fHowcRart of Figs. 10
illustrates the steps peffor d when gl§tal ing oftyjare on a user's
conputer from an opt h\a:/LZ %Hcon&lsgure ap€0 ¢0 the present
invention. Thus, NgEp¢00 user ||nser|ts the optical disk into

t he optical disk qu ve (al $0 dentted opti iR, Syst em or
optical reader herein VPN sxéguently, ) st&p 1(‘ib4 2 the user
“initiates or activatds a'stary-up ot installation 30 @rogram for

processing information ont optical disk durin \ncH,nstaI | ati on of
the software on the optical diXsk. Note that this installation program
may be read fromthe opti cdbk disk as a first ortlo of the

i nformation read. Alternatively, this instaII grogram may be

downl oaded 35 fromthe |Internet. Upon acti vat| ng the installation

With both compounds I and II above, it should be

15 appreciated that the environmental stimulus which' causes
them to change in optical transmission is a combination of

both light and oxygen. Moreover, these compounds are
specifically adapted for use in a computer's optical
readout system which utilizes a 1light source having a

20 wavelength of 650 nanometers (nm). Because these compounds
react to change their light absorption characteristics in

the presence of an ambient environment containing oxygen,

the required amount of time for such change varies
depending upon the wavelength of the ambient light. It is,

25 therefore, desirable that the optical disks coated with
either compounds I or II, be packaged in an inert

SUBSTITUTE SHEET (RULE 26)
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34 program the user may be allowed the option of either

activating wodgapnstrati on version of the optical disk PafTrusar/essaher ei n
a manual change to the optical disk is not requi red. Assum ng such an
option is available, in step 5 1008, a response fromthe user is solicited
as to whet her t he user desires to use dem)nstrati on version of the
software, for exanple, prior to perf a full installation

on the user's conputer. ACCO as { he user regue 0, use
o denonstr at; oFvLAERSRY SRS B %P?ﬁﬁ%&w oo ALY rolS WREF e n
a denonstrati osnd, E?:eg5| @ showise tbatweswchmyarbe opdddad odtiskt hasnseiss
conput er there g per oL I

restricted setgi(?%% esc,:go a#ﬁ: tjl%l c%l {,glégégé t]'\;\%?(/a(r’j‘leq:P &eaggf-ﬁceﬁl ohr 1

Al ternatively, alﬁmmumt bpgl@ﬁﬁ,tetdwew:ﬁerpdbgéthslene Cdnj:laayled\sumthlm he
softvvare appl i f 4 Oopt.L ;]%HE ep 1%()@

perforned V\heﬁg{"fﬁé%en if&nlgﬁ%n Hhe‘f@dgasge/%?lgo%lfv& oce u!?Ees are msta’f?

into the user sltrogenonpeom hebmlme or, otheroprbiehtdgs&.or the Internet.
20 Note that at leagst s r [ [ t he opti cal
disk is encrypted sg tha@%e?igi%ﬁ?ﬁ%&ﬂ ?Pé &Qy}égﬁ égg%:ggeas a

non- execut abl e sequéhcbasf alisos kgen fouMathgtecgrtarm Memaqtlve
reverse engin b n faul | fdfﬁﬁ ni 5

the software ?ﬁéggrigﬁg ha |g§I F?k in tdaiqs ]{%E u er stootgé 1’119

t he 10 subsequbmh@tsepsrde)laﬁ Asselechgdt w@vabmqﬂau dngtlass of suchy om
the optical digkdfidle 45%ashd UM ehe HBGhcldCrorns SAUNPMON known
procedures insta |s step are activated one or nore
tines for decrgpei ngneanhyleqsa béne. 30 Taeudietthadf ofnesylihesbais eods ethe
bet ween the op di dentdd Q4SS &Of@#le{:h 1 d f £
Subsequent |y, J|:dr‘:1§ggn " gfg %2 deteorr}érar'l r?‘% (?ns’fs nmade ase- o ore vvheqt eroa

pr edet er ni ned ﬁheam@thyhenepbleal dyie sks hakown belowbccurrence of a profile
of an exgected physical change to 35 the optical disk. That is, the
start-up program assunes WO 98/ 41979

PCT/ US97/ 08842 ‘I‘"= c® 35 that the optical
disk is in a particular prddetlerrp n d 8 physical configuration or state
when obtained fromthe Hc/ nog acy ury ng®eroamsgs, and during this step, the
start-up program determ | wphysThia  characteristics of the 5
optical disk conformto thi"s dssune inltlal Sstate or whet her an
occurrenge of a particular profile of a-n\u- HSxpect ed 'phy°”1 cal change has

occurre®® In particul ar, not emstyimeblehgt t he exne change, if
detected, is assuned to be duetoapmslosins al llation of the
software of the : e B
||1 H
25 Various reducing agents can be used to reduce methylene

blue and its many derivatives, with zinc and acetic acid
being one possibility. The color of methylene blue when
reduced is pale yellov& and it quickly is re-oxidized to be
dark blue by oxygen in air. The rate of this reaction is
30 somewhat dependent on the medium, however. In polyurethane
films, this rate has varied from about 10 minutes to 30
minutes depending on the cbncentration. When sodium
borohydride residue is not quenched in these films, they
gradually turn from clear to blue over several hours. The

SUBSTITUTE SHEET RULE 26



10 optical disk. It is worth nmentioning that such an expected

physi cal change during such a software installation procedure may be
due to anywows/i4ed79a nunber of user initiated techni ques. PCTFUS9708842p| €,
an additional |ayer or substance can be 15 incorporated into the optical

disk in a predeterm ned area so that upon purposeful renoval by the
user of the layer or subst ance (eit her2 mechani cally or chemcally), the
opti cal i nformation coinciding on the (§pti cal disk with this |ayer

i s changed in.an expecte ran t sq.qthat,in 20. subsequent
installation ; ["S t . ected. In
| hstal 1 ation Sitspem it eheRePIRTNnS RN ayle" Bebens” SfEORIY. at, 550
particul ar, examguesersf (naligh the tenheredesvavelehgthusfed NBVRI Alameaw
and illustrat (éd i n reac{:eir%s' 11A through 14B. Alternatively, in

c

anot her t 1I%quue, an external device may be utilized by the user 25
to intentionally clhhpr adyesdwhéchi mge poeachivef inh&éhe aiwptiecgl,ditsk as

describ her g] W A\ f | gS. h 68, In
yet another 1(:%4 e){clfiéﬂ@ueﬁ‘\é £g°£1§ gilggje?gg%‘gr r?longéllzé pgl??tfho‘%ﬁé(?fé %g&%p? P(g:ial%agiesk
can be initiadaximum pbserbeticiesh tatiddian ovarycdut i agveralayeens hsif
distorts 30 i8S A Pred fflet?c | Ole O €~ PpPti L

i nformation sg{atr{yat upr(ajsn' fi rgﬁjs@e 0 Lﬁﬁ%ééop?];fc%?ﬁ%igg H')lr8§E gk@l%ns nglv‘inl ng
the software tirerre¢nformitikeynethylenenbiue andr §heisdcormersigdd namesone
fashion so th ' ﬁ%'}.on encoded underneath i s capabl e of being
read by the o%ﬁécgﬁqjdgﬁ{%ls Teader. In particular, this technique is
descri Béd WO 98/ 41979 ' .
PCT/ US97/ 08842 " w36 and il lustrated
her ei nbel ow with reference to Filgs.] 17A ¥ Wtlgr ough 21B. However, for each
such technique it is an as £3ent i nvention that in nost
enbodi nent s the predeterm ng " ~{ he optical disk having an 5
intentional change is limted. to a \rinoritly of the storage capacity of

t he optical disk. NDI €0 Qfiiant crbddt b€ I MPOrtant class of

enbodi ngnt s wherein the expected physical_change is due to a change in
the errors detected (e.g. eitherfanfincredse fy a decrease 10 in errors),
addi tional steps may be perfor, g | Mplenenting the
flowchart of Figs. 10 wherein dadditional steps activate and
deactivate the optical disk ®rr§r &orrect?on nodul e(s) of the user's
conputer system Note that this becones an inportant tine saving aspect
of 15 the present invention in that*¥3f&Pdergble time can be consumed
by the grror correction nodule(q) ih atterptilng to read purposefully

i nduced%nr eadabl e errors. jvating the error
t e nati on of whether an
e Of drrors is made (i.e., just before

correction nodul e(s) just before
occurrence of an expected 20 pYofi

). and subsequently reactivating the
error correction modul e(s) i miRBae¥PsP t hereafter, considerable

steps 1028 and 1052 of Figs. 1

25 Finally, for optical readouts systems employing an
interrogating beam having a wavelength of 780 nanometers
(nm), a wavelength which is predominantly used in CD-Rom
readers, one dye has been shown to- reoxidize over
approximately 48 hours and thereafter absorb light at this

- 30 wavelength. The synthesis and oxidation of this dye,
denoted as compound III, is shown below:

SUBSTITUTE snmmme %)



time may be saved in, for exanple, (re)installing software fromthe
optical disk, activating a presentation of a novie 25 fromthe optical

di sk, etc.woo9841979 Returning now to the steps of the fl owcheFPSH08842gs.

10, assuming that in step 1028 the expected change fromthe ori gi nal
optical characteristics of the optical disk is not detected, then step
1032 is perfornmed wherein the 30 instal Ingbl on pr.ocedure may request user
speci fic data such as the user's nang”and/ or ot her user identifying

i nformation. Followng this step, in step 1036, the installation
procedure may install substantially all the software fromthe optical
disk with the exception of one or 3Wre portions that are necessary
faor activating the WO 98441 RS

PCT/ US97/ 08842 ¥\ o nam 37  soflomar e.
Subsequently, in step 1040, the*r stgal | at pr océ‘g Jsets internal
flags indicating that an initial f T [ ﬁ"ﬁﬂal | atiog ot ke software is

i n progress. This step priogdesa subthtially flagfe feature of
the present 5 invention, sot\t__hgt i ¥~fere is a conpyt®/ failure during
installation, these inr{ernal jTags-sgpibe subsequent |5~ \,~<detected in the
persi stent storage R&.,\t—h hgrd df sky=o1, tT\e—&§er,g's Ggonput er, and
subsequent |y used t o*r&igidti afe%,.« the ipstetdatifon priocedipecs

Subsequent 'y, in st@h 1044 «8 .{ he_user N.sd nsfrogtdd t ofrehove the
optical disk from t‘ﬁe * Comjl',lt %nd phjsib;&‘l‘iyﬁ,ﬁn ¥ th’é%hgpti cal disk
in a predeterm ned manner a subseqfent by rein ‘;[,d"he opti cal

disk into the conputer. Assum ng that the%opyical disk has been
reinserted, in 15 step 1052 the installation proced¥re determ nes whet her
an - expected profile of a physical charclge to the oPti cal gi sk , ..has
occurred in a bt eiet eertadalyr eansemplat@dsthat | pumerops, ptBgr, Sinitan, s

embodi ment s Ofdi@f @éﬁsﬁ@ts*ﬂt’ﬁééi%d to epbenfkbnerrhethleiiycan chanigeerd n
the optical dis y 20 ana gm ng a change, .for exanple,. in the errars

gener at ed apleiCal t ERBEPHY (SYSTEME ceMitith §RSRIePEr dtfedtbc &S oh

the optigal digkeFPd1d NShfEcEsstélic BEREER, MEsbewdehecttidse mtexipls

total nunber of errors_generated in a sanplin f. locations in.an ea
of the opticalddFeussed gaboyerswhiche %8 m?%é’lre@rcoc@'rvreor 40, 2% SRR a

m ni num t hr esh@dghronmer ¢®5taihong sogpgenynithisskelsdrabile) to ¢ewiage of
errors generated in_a sagpling of.locations in an area .of th

optical disk (€%).0P% Gt é‘&?ggcﬂﬁﬂg??wgféé? ng¥es W @i dert %rﬂg.ﬁroanmn?r}ﬁ mum
threshol d or |gssshdiaid n Mg nuen t hreshol d), 30 (c) a relative nunber of
errors generated i sanpl i nq_of . locations _jn. ar Leal
di sk, ( a patter;}qf)‘fh a uﬁa?BFEaﬁgﬁﬁgaggdlt?% z‘a)asr}é%psl r?%qnﬁ%fqr%écgt%%ﬁi n
an area of thé heeagtiiivealcalippond &©f st pinesdndal irarexitigins rgy tdass@reor s

(05 Pl o0 Bl SO ANS PR AP Blsd e Wlledeslsty
. appreciate that the particular compound selected would
depend on. a variety of parameters of the operating
15 environment. Where a CD ROM application is preferred, the
reactive compound would necessarily be one that is
compatible with this environment, sensitive to the infrared
lasers used in the CD—Rom‘s optical readout system (i.e.
650 nm or 780 - 830 nm).and will.react to the lower powered
20 intensity of the interrbgating beam (approximately .15 to
.6 mW of power. For those reactive compounds which are
reéctive in the presence of oxygén, a user would of course
be careful to avoid exposure of the optical disk to an

ambient environment containing either oxygen, or light and
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38 I nstead of determ ning various neasurenents related to errors
det ect ed, womsaheroi cal change in the optical disk may DECHESEO8I by
conputing a neasurenent related to the non error generating |ocations
of an area of the optical 5 disk. Thus by repl acing the word, "errors",
~wth the word, "non-errors ugh dditi onal.
exanpl es for Q8YEEPY g oEﬂﬁﬁgEotBré’ﬁ ngp Ea}lséﬁéa( g}ge of ghgapgg&cal
Further, notedlilkat, the change may be det ect ed stochastically wherei n

for exarrpl e, a probabili t or |.i kel h measurenment is, conput ed f
det er ni ni ng whet he® prlﬁ Karé'ér"rﬁi"s B&ent té’&e&? %Nof‘lév?ﬂ f‘oflhelsp’hygl cal

changg Lray;olg%s@?lnew agnyraabagsngooa spe&:iaﬂt@yngoahednbpt&ca&dglé.sk, b
extending thro a rs_o e | S n t
on an edg® on 8§FF85$‘%§¥S§ {:&ﬁ%‘é eﬁ’e]Y@ lé‘rPBﬁ Phe™8Ffi & gltt% %gkzegs
part of an inkided. i nStal khAisorend, obder epmeentialsm efbodi et Eng s @oh
errors are not et ect abl e t he ot _capahl ng
corrected by é’H%&F\é&oFiﬁﬁgtY"bﬁhc? r%%ﬁctq:r esﬁ%l gah?)ﬁo? be %8 éﬁs?gj 3%
preval ent. Howaigyle i disles atsobei td'nman h&wagope afustomertse mesedEr for

| nvention to ?%e%hnﬁ?)ucc;" g%é{]igrg angétR‘éQeror nott eﬁlﬂgl g%é]utctll_lanlngrth

detection. For e optically Te may nmask
al ternatinee ophiredging. r@adabithe ipfoduati dias beeﬁthvalmgrtederrmhmg

(and/ or AL a0l gl b Ne; et ashallesanidpald Ve daadabl o BYBhyRRd 25

exposi ng t he 4% ac ange e optic
det ect ed. the anfieu:rlargiagayn 4 ocotmmertdsl ovefsipn 10C€, thearsample

D e o on g "8 kRIS nggin&?éolcggg ¢chibhe of theptﬂr%aée,fesk

has not occurr e i nstal Pati dare term nates
the "no" brancunvemttmmn)such spleoi@idsy, %@tmdngpthéals&%l%ﬁ plnéifl Ih@‘@f an

expect ed I et.ec | erf.qr n
tho i not A at MEIPLS, SRooliRER, ChoCEKRAe SHER, Wipks artordy Rl
t hat uni quelyflqienalpy.rttheud.aﬂrpmeé'-rloai\dofh§l@§ agst/iozal foff sk Eemtiieatliash.
For exanpl e, g-ﬂﬁh?ecéeéfsﬂﬁés. Thus), @&éfé@fgglsks that automatlchally

PCT/ U897/ 0884 relating t
user's conput expime bareaprovidedr bal the pxesent dmyertiend whMaredwer,

ng.t [ ?l)nglr F;e%ﬂp tHY moALs and®ifle P SIS P PRI i¥n R4 f &5

20 commercially provided in a similar fashion. Alternatively,
a customer could purchase a coated optical disk and load it
onto a computer's hard drive prior to the reactive compound.
changing its physical characteristics and rendering the
optical disk unreadable.

25 Another potential application is the rental of optical
disks which contain the reactive compound. Such an optical
disk may be rented, much like videos cassette at a low cost
and played until such time as the optical readout system of
the disk player is no longer able to detect the presence or

30 absence of the encoded information. '

As . shown in Fig. 9, the reactive compound may be
applied to the optical disk in a variety of patternms. Fig.
9, of course, only illustrates a few such applications and
others are certainly contemplated without departing from

35 the concepts of the present invention. To illustrate,



regarding the opti cal di sk characteristics, the 5 installation
software sanples the detected changes to the optical disk in the

pr edet er miwedsarea and subsequently encodes t he | ocat i AEF/GO70#k42
changes in this predeterm ned area by generating one or nore codes
related to the optical readability of3%he disk in the predeternined
area. Thus, 10 by conbining the characteristics of_ the user's cogguter

Wi th the encotedcthdeacomposndc L Ba¥ PRy STRQSSethRR o f1lm (PEeHpePcal

di sk and_DOSSE?er@ns%Q%%Qi%& Ptk 1UshIs a0, sucHtLs eflepResBhittive
encoded identifier can _be generated as, a character strlngpgé

described i n §EE5OTS6@S2NGNE 294 hd%ltlfﬁé?ae%‘gélgé’r the IfRGEEVEJEATP

will be denot9gpafiay be? apifAifdIWAIdMAY fd NESFPIdMiof #Ss@Btés) dsuchoas
that it I's inportant that_the uni cc]ge ﬁh%y cal .characteristics of
the opticB drs@ip® c#e®dd® iFi%- t Fe DRFRQEFRLi &he enFiRfe HHIACS) Aife

ot herw se thepgtiisathgiigt 986 akohigt d0cosites Wathsereadité gubmpband
fingerprint based solely on the char act-g% stics Qf the user'.s COTHUt er

toillegally 260, jthitsalis spetvar BeFREFIbYri PacahsaShy FomPrRdeRPY

invention on gayelybee OfpSPIE@W!t &/cS. that portibA Sé£p tH¥4dildke which
configuration fingérprint 1s witte

> . 25 [nto _persistent .sttl:]ae on,_ the
user's conpu€entaimngy critiggdi  1RHAFPILIPRe fi%:tjl?raf’ip&ﬁclai g&PBAPHE i s
out pufj tqg sytsft%nUSﬁé- ac%é@secmﬁntdr)derhi Bost _EtmeJlOg_BfEWBeei @wdthah i 4o
procedure instfucts the user to renoye the optig i s rom t
conput er and FARGELOR WRTORPSHY conf &g’(ﬁ%ti%ﬁe%ﬁ?i nbef pFEREe o??o tﬁge
optical di S‘é-spirdisqﬁi:iéri E@Bééy, ofc’:li’g?ho1:0ch:i_ﬁn&lﬁ:erﬁfc bedstussedp abbiz, the dser )
is instructed fo enter, the opfiguration fingerprint itten on the
optical disk &s° antr’rfb’cﬁa'??ﬁlotf’ﬁg &sée%CEJoYT%quP‘PB&B‘Ee qaia%f%e%gﬁ’%éri ng

of - the coiHilcurad | adaptegetpr reversibly wimmgndetiee@d as dasdgmend:
gg-?-fblsgg/:l%ggggo ron]gen s aetifehea{né hae tran ;lajé[xfe'gnt saﬁtey\ocggéél}lgég r:'Laiit(%'.r?lly

fingerprint amé t&spbhedenheridts bgatkenederstate ate tHentswefiaqe cofdddea
| evel of assurance that,.t '

e canf rati l . RLI N | n e
optical disk jdPrical dgﬁ‘ts'trl]((!al b tsl?gtg':)ér]r:%ut ggpg‘%%g?éﬁéat%%%\{?%%ger%?i tr?’?'
Such 5 assur aptdcalsdiskpfotrathe sresment dunvendioa maybseggafe properly
reinstallation_.att.e fr i e e onf . guration
fingerprint i §W1gc&ﬁp%8deg§g£a£l?7§? C%P%M?C‘fajélfaq' %l?gngi r?gl?tteﬁll nrggg%l&r(n%trﬁsoi S
requi r ed Juef orw tgrecesst iafermation as bif (nae)datst aleired contatimegsdm $his
conputer. 1 Assupi

fingerpri ntg rf’:ae[%jhorf'n S g 16P§t rﬁg{oé:}:?_ g&éljgél%)%rﬁ%% Prg?j tﬁgnﬁ%ﬁﬁ%ﬁﬁg

instal | ation proxdiien copphesesfinieak] sposure i lhghtof ther eHtdgalk he

rocedur e det GSAGRRE AEPEHR WBELATHS raBt R el dibead | OFe! BILERIELCREY

there is indeethtsn ostmucturespf angrofihe ofoftware application then
25 discontinues its proper function.

With the foregoing in mind, the first collection of
embodiments of the present invention is directed to an
article of manufacturer adapted to be encoded with data and
further adapted so that duplication of the data by an

30 optical scanning machine may be restricted. To this end,

the article of manufacturer comprises a substrate
fabrication from a selected niaterial and having a subStrate
surface which contains the data. A reactive compound is
formed as a coating on at least a portion of the substrate
35 surface and this reactive compound is operative to change



an expect ed change from the - original opti cal -
characteristics of the optical disk as manufactured, then step 1084
is perforywpdgsperein the configuration 20 fingerprint FOVUSK@3¥Rt i cal
disk is conputed as in the steps 1056 and 1060. Following this step,
in step 1088, the user is instructed 3% enter the configuration
fingerprint witten on the optical disk. Thus, in step 1092, the
instal | ation fromeaurepticalhy recandrarent t$ats teoapueREicRbAYi §BRIEFON

fingerprint EBLERSSin! MRsp S0 coethaNBRUbAN 41 NGH PatBimuBted! ded
by t he user. Acco |n ese two fingerprints do not match,

t hen t hediingtadh aof obipe d@lédlj#@l'a vraeing ¢ pelected| gharacheriagics,
the software. ﬁ!e’i:%'b@(at f:c‘!eh%ev'efntt ;\[qxé | DYGHE! | f¥ch ETHEC hpt3kal hgBanhhfg

remai ning portion nstallation is onpl et ed. It
i s worth BotimgchhpgevEromt manairatimkbughet héeaCtlvgofci‘?M?‘EHéﬂ @0 ofPi cal

di sk may not bengakerh@ BRta undeRstabbed 8y eneomBuRelifferent from the
initial 35 installation conp ut er, it is an aspect of hgggr esen

WO 98/ 41979 It should also be appreciated pegm E8¢/ ggo:.ng that

41 - ' nvemahBEhEPaésé@@ts@ftﬁ’l@! PriEpenie iaveauie diracihbyhblology ofthe
optical disk in the case where the software capnat be I.nstalled due to,

for exanple, élmlé’rﬁcﬁgchaSFeEﬁan@ur%ﬂ’F%n storgq ngdt peint OSP4 Cadt ePREANER i n
step 109ioab0\é%col:ti§h :ﬁo the SFirdts cyllagpaeh of taianoameﬁars nEBlﬁaddtLIyat

the user may b e to execute thetzx;e ggre of g ggtlca d| g '
conput er capaﬁ%soﬂeFBﬁﬁ?WYr@o‘Eﬁ%’-@% & Pﬁg°f"h£° atlpgs f"ﬁaf’@ d‘lcF ctIy
fromthe diskdisk in a dlrs]@mwmdlmvﬁe@te&hgo'@aeseﬁall Bpest owithbhe
10 configuration fingerprints ot be rfggg d t o ,exact

order for a coRfl @P&lFé?‘n@%%]I‘IJa‘E G & S e apgv 8 mﬁggﬂr&lﬁei%&eﬁe

In particul ar erdoded %tﬁ*ﬁpﬁ%oﬂﬁatlontﬂﬁs:@e@nmdré@ﬂt asoh pherpiéseniof
i nvention that as | ong a con Iﬁ rati |nger2r|n s are

SuTFici odfly- SeadeRLe d5ta; aEHALRERPaphtn sproResbdof BraftiyRh Soppound
perforned. Thidperimpoddd tdepit Chéasit skomecofiesheseatiakbad s&mctmlrtefsl |y
in the predeterm ned area where the, expect ed chang | o] Is,
and certain C(ﬁ;ﬁoneﬁ?gc 1Y€ he CRERPURD: o 4f 1t PPREPELVE inepléllged,%ﬁﬁ%gr?tt he
user may stil Ierhﬂ_zaiﬂn@aﬁd t conmisdling he &ygewf t waoe ochehgeopt iopdlicdilsk
due to.a sufficient S|m ween_t u Nt [
fingerprint arfFanspission; ﬁBu%e(?Bﬁ’Prsﬁuﬁ:gt ﬂ'gﬁa‘pﬁ'ﬁgg%r}fﬁ% A" it
Ref erri ngoow duraftiies. oflAlme2b§ laghttchlad‘lnm lae bieiapin wave 1 epfg tdnitdditndist s
(denot ed herelnfter as nual ly 2 acti vat S04 Afso the
present invert teg?lrﬁgﬁgét e?heA%%gr% ﬁ%lth%r%&(ag Q{%o giﬁerﬁos
as Wth the 1nc]mrdewa0ts$epnb¢fd|dlmmmgsm bedtermaltbm eadsof diiaht
dupl i cation of i_nf or mati o c | factyed el ecteldf d9
to the present® |Jﬁ\9er?t}’ %\?\'&\%@Eh %hr?qtﬁ %Q%rrglnu v act)vat G%MB
enmbodi nent s, t&t&wamfthrmrsunﬂslt;ra&:fefemﬁsthrough the reactlve compound for
25 the accumulated duration of time. . -

The step of directing the interrogating beam of light
could be accomplished by directing the beam toward the
substrate for a continuous interval of time that is
sufficient to cause the change in optical transmission.

30 The methodology also contemplates that the interrogating
beam can be directed at the substrate for a plurality of
discrete intervals of time sufficient to cause the change
in optical transmission. This might occur, for example,
where the light source of the computer's optical readout

35 system selectively advances the interrogating beam radially



a physical change to the optical disk during an initial use 'so that

this change can be detected upon subsequent uses of the optical disk.
Thus, as wvobsaives previ ous enmbodi ments t hat aut omat i cXC{US2THBE4R
optical states when irradiated by 35 an optical scanning nmachine, there is
prot ecti on agai nst WD 98/ 41979 3

PCT/ US97/ 08842 42 . _.CO fn s
dupl i cation, 3FEREHOANZEHLPREPSF serbacsr ofs&hgr opticade dﬁé’%q’mptlhethe
optical disk.peam interddtsFwdth tAé reddiive fddmpowdia titer renIdlyrarityat ed
enbodi ments is_illustrated. In the enbodiment []lustrated 5 i.n these
figures opti caf @igkretsoipkervads P& M@ surfhieds pre%fﬁfegndﬂ’p?rtotéﬁi ve
llacquer | ayernddR8ddsofhe vebpsradsiced withf acebeanAddivielengithy, amsres-
typi cal for such djsks, there is also a netalized @;}Preflectiv | ayer

T

1162 and & imakeh¥psidhenol §larton Y | BPBPMETEES he@®d aperReFhe 10
present invenije8nBieyl 8¢S approxinatelyaddin aidll isatassdl W) 0.6l AW fof

purposeful 'y generating an expected profile of read errors on the

optical disk B98®*(this additional =~ assenbly 1170 is hereinafter also

dengt ed alsI a’" ri pngrmlii%s. 1oym?emn hharsd asEE yrépred et el £lowchart

mechani cal 'y [enoved. n e _present  enpodi t, _the ripcor 170

i ncl udes l'?a?rg"%ﬁlﬁgt :ﬁ‘ﬁ i the ys%ﬁgf P§§i%n§tl§'f$tlgoplarf gﬁgil?ftﬁggstoghghw%

|1 27? ?h 14B) 1]§ﬁbﬁ1§ded Mxtér?u(;idrhea@mmmgd'rtsk tHe7 Oseaond( lgollectimmpubt t ab

at i1s fi attached to the tch 1174. toi

present figu.r%m{’ﬂgk‘ef’ Sa bBRdi ff ﬁ%’s‘g‘?ego lﬁlehebo%%£p§he %%{:Qﬁonto

t'[]te LeLI ecti Méreliﬁﬁbbv_ellGﬁ.Thatd isjowenher | flowghaetalqf t hbheseat Lhogdtdd i s

attached or ot herw s on o ' e I [

netal i zed | ayé}lﬁ%faéﬁal 9 aéc:%et})er ?%51?9@%8%@]( p[q{%l iy ‘grg][s?%éf}'%?%ﬁ

11|58. gor : _ndtpgd.eat:iba pedfor 1actessy B 2nfosmadion, ofhuead optiedl

_ sol dere cli or |l am. t dcale di : oNer,
he. pat cho 11 /ASaRERoP Y Mok Heriidttuned AR S B JbBUBREPUET,

wood or ot herthe presiendblimventtdonal tImtpakisiscukar i+ cthe epeeésentinerhod

t ensi on. The.patch 117 ) aufact : P o] r 30

| ayer of the Bﬁ?ﬁtg sd?%ﬁja‘weeﬁgﬁ% ?‘ ﬁg@g#%egtﬁggf%ler&%ngé 1?22&18

Not e t hat. t hepptieal béiskrdousngnbbsi neat sioé.a the phyptoall ¢hgogehmaycan

be mechani cal #ésg%naju%@cﬁt %t}fdwvim&nﬂyﬁfﬂ 0195?,”93&8.?” PRLI cal

disk of the p
PCT/ US9720884activation of software on the optical disk, or

alternatively may be caused as a purposeful effect of

manual action by the user. More particularly, the

~ flowchart of Figs. 10 illustrates the steps performed when
installing software on a user’s computer from an optical

25 disk configured according tb the present invention. Thus,
in step 1000, the user inserts the optical disk into the
optical_disk drive (also denoted optical readout system or
optical reader hereinabove). Subsequently, in step 1004,

the user initiates or activates a start-up or installation

30 program for processing information on the optical disk
during an installation of the software on the optical disk.
"Note that this installation program may be read from the
optical disk as a first portion of the information read.
Alternatively, this installation program may be downloaded

35 from thé Internet. Upon -activating the installation



I nvention. For exanple, such nechanical ripcords can be in the form of:

(1.1) a lamnated layer with a pull tab (substantially as shown
in Figs. 1Wwéoeskidd; 5 (1.2) an error generati nPGIMIP7THB8RW st
but t on (not shown) having, for exanple, a particular
arrangenment of pins or other pointed Obj edfts that etch or scratch

a surface of the optical, disk 1150 ressure and/or _a
twisting forcBYPYTEPpl i ERe P§er may "B a}lowed, the c?@#mﬁ sotér)i gioper
nmetal, an adhﬁ&it\i@«'atlng a defRfistaafiionor vetrseonsios Iaheom;ﬁﬁtcatlhatil'sk
effective

enerating data access_er et.ached from
the di sk. Sﬂé&ﬂ?ﬁ?n’@ﬁ?e%&“&m &6r 501?36 ?8 VQaSFFﬁa nob) 15
fromthe opti galqudirdd.or Adsweing Weychoaad opit idins tilsr bﬁdallable,t henr spepr d

1170 also _re noves, dama a carr

and/ or o?he?&i\égé fo diSFPeRSS ﬁ%om q"q"er Hik e %h?h%?%a¥§twgsw8F%ﬁe
optical disk th20 wset hdesires tdee daeaastdetmlme:satimnemrgéw ab® &he

i ncreased nunber..of 20 rgad errors, when_a.read, acc ft rrp ed hat
is, an off f’lfé"?;?'l""‘rr"’éadef"‘r9 o s (AAIRISn oBFFRE) t@adgiﬁsr |fulI

t hen unabl e t angdebdtathon/ ot mmﬁ'hae donfoartesat, i ohcmbrdhngly, asspmaagnt

at or near wh the ripcord s, | ocat he

1150. 25 ThE, ¥ P?L%‘Aes i4 AT hér dgeg‘{?%%‘twearﬁm ng% o’rd(yt%%’s
shown, thios baioi@ a:hmuagh ch020i prer qbér]ﬁﬁﬁqu,owlthadenn a demopsitrattiodi sk
1350, wherein th| s dis ha ory di t 0§

optical ~disk YEF+9R e of KCg}ent §8f1°‘?’¥9 sur%yac 8 fcpﬁocgcéﬁgf’ P%};‘gr % ,
reflective | ayemphté? ahdrﬁﬂy bl gmeiardd drkeet eldeayé:p pegéorm, Tiorc lexampdle,

(DOOTS 1370 1 ¢ ocer JINGRN NG £0 S0LOLDE 9P LAD! ol 5kal 010 oBHB ©

gl obul e, sac, macroscop C Oor mcroscopic chem ca

made of pl ast |anp,phmmt,1qmt al or other suitable material that can be
attached,, bonded, A u iaCal syl 3 tehe
2 ached,donded, gliatkiieiAid, 0P 35 5tBe Woesalel Shsds Beshreb

PCT/ US97/ 0884Zully install the software appllcq.tu.on fromnphe, opdfigadi ng
to Figs. 14A %54%&&9%1;@56%@ de&d &ﬁegeéna%ﬂeepéfswr%d by

force vector chem cal ri pCO IS rupture noved
t ouched, rubbelcryption otprocedures st@r%ed}na‘éakhm mtr—fu gth§4Buser s

Subsequent |y, c'f% néﬁlh?efh Boa! (é.) W tEhQ ??;ﬁl%aqasaﬁsﬁndfzortﬁst Im%te%eftor

pur poseful I'y ging t e optlc ‘di sk particular the
refl ecti a9 | apNatel that o5 dBast Semecednphe, inforpagiom sesigimg orothe

density or pat f cglg d eadqer a en d dax ity
area or | ocat %ﬂiedagcedr?igkloq tobﬁhgyﬁg\/?/adl g?ur%lggéchie?n g%? rrﬁ)tgoréd i-LSQ/’3

Thus, assumi ngiupll%ﬁt%t a8l #ea@@i“?%e@hﬁﬂl’%ﬁ t 5egUeBEE aRd/ oPidSceSEF the
i nfor mati on CQIySsROREEA0 4 t bend ﬁtlycié{réﬁsé’f‘éﬁblﬁéérad e eptimt

or near the |ocation of the chem cal ripcord

a fully functioning executable version of the software on
- 25 the optical disk. Thus, it is to be understood that in the
subsequent steps for installing the application software
from'the'optical disk to the user’s computer, that the
encryption procedures installed in this step (1024) are
activated one or more times for decrypting at least some
30 crucial information transferred between the optical disk

and the user’s computer. | . ,
Subsequently, in Step 1028, a determination is made as
to whether a predetermined area of the optical disk has an
occurrence of a profile of an expected physical change to

35 the optical disk. That is, the start-up program assumes



1370, the optical reader and/or application software 15 associated
with the present invention (e.g., as described in Fig. 10) can detect
t hat the i woosnae79on near or adj acent to this |ocati onPGEESYTNEIed

state (e.g., from readabl e to unreadabl e) and accordingly, use this

state change information for determ &Png subsequent access and/or 20
use of the information residing on the optical disk 1370 as, e.g.,. 1Is
described in Ehgt 1bhe optical” qiskids imaa. pPaiquandBredsterminscor d

techniques  physQlcUr pefel ikt daAnENgsBataPtiHal Obtkiaea | fHomt kaleed,
wherein a device externagl or unattached to the optjcal disk 25 is used.
Accordingly, MREUSSGEUIIING HEOLSHS r &R WP ithis steRe pheEs&ker;—UP
refe_rglnced fi gpuors aﬁiﬁkddt%z&ti&ﬁs\/_ ejrfél itlfls’ﬂphys.’%ca)pt?ﬁgﬁadtéki%ibgt BE the
possi bl e exceptign that .the paipte surface ray, provi de an

P cat | o s 00t Witk cifs JOBLGRR; b HRLE RewBge phibReli F13tHamkged.
One such di skwi@théamaghngoteabpefide i 6fi ld ugdrishldat gisssilan of eanal
devi ce 1554 havin f.or exan%{e a she}lr‘_%cpoi nt tgat gan be . used for
mechani cal |y SHESHYPHOBBYSEFL cihang, Bds PRcURERG. 1P BRESiFuLAFeenote
damagi ng the eplatcghedesfsedbll@ physlitust chhfge, if dotEtBed)}S5Bs asBabew ing
now Lo Figs. 183N 4ua0R, o s Ricyth, AN 142 180° 6 £ IRRRIS0E AT b Enle®
PCT/ USO7A@8842ptical disk. 45 di sk such as 1550.
That is, in this technique device .. 54 that is external, or separate
fromthe optical di% k1S wo*fggompgkbggangoﬁgaﬁpFVthaQ ﬁﬁPFFEﬁF“aPE‘yﬁcal
chem cal (s) l@hdnge dubahgcsuchus pasfifwddey idatadaattiohepsbcedpakt may dle t he
5 optical digk .,1550 so _that _ changes o . its. reflective .

charact eri sti &% AVECPRY 8? gn’%%ﬁ% alqédilﬂe‘? eﬁﬂ%ﬁ}agﬁd \éecbl&rltqiu&fl'ar,
the external d&d®d cexafipdedi sahoseiiitzioreal layercl osedsulsdieancal can be
conpart t 1662 _fro i ch he . chem.cal (s) 1658 .are_applied to the
opti cal "FPsk fggéfpfﬁa@ﬁﬁ\é’?g}%ﬁ £he 88§h°§2| ,E{‘% R, éé‘cf‘sp\’ineﬁ‘ﬁtteﬁé‘lg‘ﬁf’ie EXP%i sk
1550 f or scerdhatngpon panpgsefnl heemasfdledly thechasezcbdr ithiel dayer or
the optical di at reater f re I r rat ed
in a predeter%ﬁlﬁesggg%ga (\%Egrgggt hgcgﬁie{%?gg‘ll?sfli éﬂeﬁ:’lgg(ﬁigb’l) i’e(tl;.h %1‘§p9;‘i'3:%1
Accordingly, iimformagibodcaéntddéhgFogstheSophdcad, dask withophiisallayeader
may be unable {0 delahePr iACCERS Bxpected!NStAMEGheAIOWY Yndf® in a
informati on corresponding fo the ata structures at or near the use of
the extefal dcebisequent ingtsdlathenoptiembtschlidés expecsedorgangememtent s

or 20 nodul e ed i n Ssi ngyQr ' of . 0f ti ' from
t he opti cal -d?:sak%lg?s%) %e%gﬁ?m nehghaga?ﬁgéﬁigg'i n?grgirnr‘gg'lggn %% tr?éJCh
optical di sk Heshohavesl arat ¢dsausgedanhereinbelipwaneingn biluspraveduds)

ding to t tect edy term
according to the.acc el {A+Sugh 1%?.“ e@&ifbfﬁ@tﬁ%%‘g?’er%g_eg?%%)ﬁ%r

where the external’ 25 "device was applied (as in step
Addi tional | y, besthmilqua, &N external Kdevice asayobe weilsgad by they useso

include ggi N dPr ;RLRAE18ARARY NHIAYENE) S UadUthined portion of the

optical disk as described hereinbelow with reference to

Figs. 15A through 16B. In yet another technique, a
predetermined portion of the optical disk can be initially
provided with an additional coating or layer that distorts
30 or hides a predetermined portion of the optical disk
information so that upon first use of the optical disk for
installing the software therein, this layer is either
removed or changed in some fashion so that the information
encoded underneath is capable of being read by the optical
35 disk reader. 1In particular, this technique is described



physically and chem cal |y damagi ng t he di sk. Mor eover, ot her
enbodi nents for purposefully damagi ng an optical disk 30 are also within

the scope w0 4sm97r esent invention. For exanpl e, thePCOHUSBISA4E may
be used: a pad, a scratch i nduci ng swatch, or, in a chemcal

appl i cation enbodi nent, a |liposomre ca¥®ying paste, a receptacle for
hol ding two or ..more chem_cal , conpounds . in separate chanbers for
35 pur posef ul38a ddkdyshgatRer eFSiARg W vhERginefersnGako Figs. oA
98/ 41979 through 21B, However, for eacRCHUI #&@8dPque it is an
46 characteristics of the disk when the two, or nore conp are

ounds,
combi ned. aspectpgd, the Rr&SSHedBYEREHR HBat hRe MoFt cﬁd?k?‘l‘i}m%?tﬁ(
i s-physi cal |y gf@ngeddeblkfifddopotitdinmy 6 #aeBaRftieal]. diSk hakaRgl Ghd,
Fig. 10B)_ by, any of the above t,ecgtn,l yes - separ at el yqﬁor i n
conbi nati oh, tHeE nal; SHARGS 1§ diignted o2 THAPTIE A ddhe HetBaTht
to.which the |ifdpaddty 0df Othe opti€aDpdiskl di sk can be accessed or used in
a user desired action. That i

hatf is, the, change and/or danmage tq the optical
10 di sk provides MPEEBERFrabtR 9RF e PIRGLEATD, FLASExdipl EmbodineRts
access  routiwigsreir ecip expettiad Ipiyifcalprdiiiy®)is dudSts® adleshye tint he
optical disk d/ or aqrgsdgfft (& a.ppl.itﬁuat I on thereon so that, a
det er ni nati on Tan T efected (2 e (SRS AT A RATDIP DR (IRC TSR al
di sk has been ip eproershpyshyididtieonatdstepsnmagdibe permied mhaswetwank or
damage to the pptical disk al,so provides .a user with a vi sible
I ndi cation tha’tIR? %%mﬁ% hngnaifrh% o{)’ﬁ“&cg}arcﬁ S ﬁag 19s. E)genw%%E%Js%edf‘hﬁﬁ e
general ly, theagdipboweill syepkt acthyate andr debhatdiviageoftieheptnicacial dislsk
provi des a nechanism.for 20. deferm nin hi_st or f, the use of the
optical di sk, %%’f%g Corrssg%)ﬁga{“gg}%ﬁl(;s( a%g l'f?/1 evi‘%t? | S n%%?c‘{e‘?eoﬁ'n %fs'f%‘
opti cal dieke that this becbmgs. anlifpor2aBt tdmey eyssdramasperntst to
t he r posef ul | o] I ment o] e | trated. That
o i nstclll ofihe HRese HRYSBFESH] R, Bt o £opRer b1y [ EaE Bl A
(when the ripcoomsumedréyy fineateedoxndborection avddwike i) ,in het tenmining i to t he
present enbodi S addist.l.anal ' e I cal pgi.sk
i nformation togggéoré'{ JIP al?efé’(/lallif agﬂgh%gae.qr%ree%ﬁf%) g\%ﬁgggt'he rT ﬂ'f)%(ﬁr (]b Ys
mani pul at ed 30deactivatingethe @€hwer icorriectdonomoehde (@bgdistemeforasa ead

of the read eré&éérﬁx?ﬁ%ﬁi‘éﬁ”%@%&%@% tgnarbc?eapfférg& of QEOfé:%éeé@e
predeterm ned aréa o e optical disk, the f‘ead errors nay decrease
accor di ng2@o aprefpketel] quurs é5 made Thae.i sjusheoefprorstepy 1028 iandy
hide or mask tigs3%¢ i Ff U Moid 0N A I ARIIGR 1y P ket $deidy Stibstardal 1y

correction module(s) immediately thereafter, considerable

time may be saved in, for example, (re)installing software
from the optical disk, activating a presentation of a movie

25 from the optical disk, etc.
Returning now to the steps of the flowchart of Figs.
10, assuming that in step 1028 the expected change from the
original optical characteristics of the optical disk is not
detected, then step 1032 is performed wherein the
30 installation procedure may request user specific data such
as the user’s name and/or other user identifying
information. Following this step, in step 1036, the
installation procedure may install substantially all the
software from the optical disk with the exception of one or
35 more portions that are necessary for activating the
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47 unr eadabl e covering. However, it is also within the scope of
t he presentwioresdm’®on t hat such a ripcord covering nay RCT/ESATNBI4@ and
provide different information than that on the optical disk. For

exanpl e, an optical disk may contain 5 on&’or nore novies for view ng and
the ripcord |tsel rOV|de I pf orgati on ne ary _for,al]ow ng.the
novies to be &V@%éd HhEEIUeRhtY fRe S F?&mgﬁga'l§hqwﬁﬁﬁ£ﬂfiagﬁg?eby
pr Iovi di ng accegﬁoé@sal éﬁwaitnuee:manf FLEGEI mﬁglt:helmvtms)an 1nmyabefuwwed
only once. Thus, I hi s e ment a_10, detection

change s petharatuatipRnol Che ReEEedss| s ot cREPREeRR- ox Utiastep
profile rel atefrboides @ersitatrhtAIAss aiDEste | fea&u&és@ﬁ/\mﬂé\ ﬁﬁéééﬁﬁl ng
her e t hat, . as o e skHIex%an tg Srt wi || under st |£%iiﬂ

capabi | |t|§s g VER bPBwS&’eat % hibt kBET8upIS cAt FORPY erp L&nduring
enmbodi Imegt skof 1hbeamﬂ.aﬁ&bh,hltﬂvﬁ’él dnternadr flagsexa! be bguhse@geﬁﬁly
optical disk c in at a opaque to transparent . tQ,

P % aser 1| SREeFFef i 58 FERLRRY prorBRAULE. o 0y HAE SRR S aKE 0P

i nformati on onthbe user’ soptomaltelt,s kam@nsbbsequeneagalﬁs@chrtb coetpitianel y

causing 20 a duction .in t.he nunber.of err detec d and t heref
brovi ding a deFBe: S ARG o, BHE dihe e oBPPERAaRERY,  In 'S¥ES £6%4,
Ref erringioow shecu$erais ylm@tﬁngsed 1t7d\ mnbﬁélﬂ:lﬁe\h@p'elcal dﬁskopromathdi sk

1750 i s shown havin I m ers J.abele im | o] Vi QUS
figures), a ri 885‘?& F? a??gcr%}f}/ ]I'cazlg' bg}?%é'(fyt otﬁﬁe %9( %{?’% a&'@ of
t he pol ycar bonptredéftéfimizied manmer cand csibsleghkedThP; reingert the opptioad

1770 may be ag t gl ued, wel ded, soldered or clipped to
the opti cal dlsﬁs%7gbgg %ﬂﬁreovéﬂﬁgfhe ripcord 1770 may I ncl ude netal,

plastic, wood, papesuningttiat dilia @ptdcdl diskehaal béen heéithasgrted, 1n

1750, AdLE 32%??%‘1189%”9&rfﬁ%ﬁ%i%ﬁm. roSUBird (BécOinligs MhLERer il
part of the expepn:edaprmfslle aid ac phyisd dal (dharge tofthe boptboalsdisker,
"ot or mat | on miBS Grea e, BAPY BRLAQ:mhon’ L CBE Yps CuItk,,, In
PCT/ US97/ 08842particular, varlous embodlments ag§ the present chnventbon
render ed transvﬂgrtg ihe t@ﬁe %ht c‘ﬂf e the opdi %t&rc%.deh:. n%ved

Accordi ngly, en the ripcord™l e present e nent 1s re
(Fig. 18)2PronanpRdyzindgom |<z,¥yanqﬁ,s kaVSQXémpilﬁ: sdme they emwews ogenesatieded,

-5 addi-tional f\.ﬁén #}E&ﬁﬁ{if{ )b “E?é&mé Pta f)Pé’dQ@éhﬁ?.ﬂﬁe&'ﬁéfatloﬁ%SQn

becones readab ptical disk reader 1Is e to detect
and/ or access thﬁsophigahndiskmzﬂFQﬂ'lnStanéév the ghangeunayibeodeteetadi on

e oot ot oed R £ O eoRELs o AL LB o

_ of locatlons in an area of the optical dlSk (e,g., a
25 detected number of errors greater than a minimum threshold,

or less than a maximum threshold), (b) a density of errors
generated in a sampling of locations in an area of the

optical disk (e.g., a detected density of errors greater

than a minimum threshold or less than a maximum threshold),

30 (c) a relative number of errors generated in a sampling of
locations in an area of the optical disk, (d) a pattern of

errbrs generated in a sampling of locations in an area of

the optical disk, (e) a statistical analysis of the errors

in a sampling of locations generated in an area of the

35 optical disk, (e.g., a regression analysis). Moreover,



and 19B (where an optical disk 1950 is shown having simlar | ayers

| abel led simlarly to previous figures), a ripcord . 1950 herein includes
a cheni cal weasrdy9Mg cont ai ner (e.g., an anpul e, gl obul ePCHHEI 8842

| i posone) attached, bonded, 15 glued or conbined with the optical

disk 1950 during manuf act ure. Accor &8 ngly, as illustrated in Fig. 20,
when this ,chem c (o] ner,is renoved, disturbed or, rupt t he
encl osed chenieR@aT | OFr AASLETHBIRG oV aricius; BRSPBF Snht ok ¢ bAthet  1ho

reflective Ch@r&ﬁiﬁ'@ét@été& tbneOphyealcaZO ctﬁrﬁje 119'50t1‘$@ bbaichhl $ilsk

I nformation beco r aﬂabl ed b g ﬁll glc

ripcord 1970 &Y gcf QfFte ¥oc?%u1e&?%r?o’?‘e§ﬁ}1¥ﬁ§8n fFehats ﬁ?ar ate
| ayer with an non-eﬁlﬂﬂb@eméra:ioimg‘ ellogatitonshelfeian tareahefi ehk( Dptdidal n

t he sac a olvent for_th | ue t hereby al |l qw e .25
chemi cal S] &Jhﬁl«?’t Yet ?8*39&8‘9 tH8r§ac I%rors r u‘gf'fige&%fhd

- the sol vent reioeais,ed"néfhuerransbptima(ar egdeough (d)s ahubeeqladdﬂt)iormm e
to detect and/or .. accgss .the .. i_nf | 0 nd he _dat a
Structures onote1e¥ £3F, abPegring ARG o TR ALY HERkL A
previous 30 lobimimed. of Furhher;i podued thEY/Ghernchdrige mWmayi bel detietdted
Mor eover, such .a e pti d| k all ows.the |, reader
(and/ or ot her otp c% wstsrl £o% %rﬁ ?S ot rﬂféfﬁoaé)sﬁ%%ymél as
a person2lovi a Jmkalahood melasupemen(tn,lst cod@mlenh fert daeteamindineg eohethernas

occurred 35 to ptica S - 7 .
PCT/ USO7/ 0884 cth%%g% th 2% begh 5eq:%§:(2ed Notez\ghg%/ ﬁi% %hylsﬂ'cléllg Schaﬂ;'& and
21B, an enbodlmaantbe)fremevmm caéplacingser1¥rbérgbngsngldn ehtiire presigent

i nvention is r er.giyn ernal 4 i sed
applying a chem ca ({:H?é @ﬁ e optaq'clal f%ygﬁé togrﬂgée éggﬁ'é%gvian%s*lhe r?fa or
ripcord 1770 dirstenee,t e tab enr éncedge omwfan mmmallcaillsdh mﬂ‘ﬁﬁ)hmmdmt

optical digk i e”B% Jragflcaaef' 89§glgﬁ %Q‘EtrbEC% ihi€ '15 1% forl. ead.

Not e t hat Vi Ce _here can Nt ormo
exanpl e, a pi Momvezs,wamh somel |q;mdmnera‘¢sy| ngcpastretoms 1ore| nqttn ebnly
wherein the ri r a e

£ 14 anspas ot IO pein
In a third colTlect | on o %L(E)dl rrents of the preser? Ca(i{anvent i on, el g

aut henti cat i ommménbYapﬁapm Porzestion iAWY osingehehei c,eennqrgs an
optical disk. fubadj srakdikat.0f nodver,! it ds GAldeWiittin R IQpPRI Ccal

disks wth pur poseful I y-i nduced dat’a access errors i ncor por at éd

- therein ®finghrnBFasenti igvantion kgt datesit t9ueksa changet bybathat

Moreover, al sq-ddiiviRd 'tﬁaﬁaﬁbrbfddié!té’é'@ion. Y ibdimpdiesk 4 Yetachable
aut henti cation inforhation indicati ng the 20 | ocation of these

purposef ul | y ioRfuk@ally r seadabigusiaygienmay maske altaenabigei @ptically
I nformation aceaudksly | detdriia®s onle THREAL | 89S Oferw@iwpoe&wdrv

‘induced errors, then the . optical disk is assunmed to_be authentic

rather than arfearranging) t that éleée@abph@t CRtgaldie pardakleatpyer and

notewortfys  exposing the alternative data, a change to the optical disk
can be detected. '

Refefring again to step 1052 of Fig. 10C, if an
expected profile of the requested physical change to the
optical disk has not occurred, then the installation

30 procedure terminates (i.e., the ™“no” branch is taken).
Howefrer, assuming that such a profile of an expected
physical change is detected, step 1056 is performed wherein
the installation process determines a -collection of

_ characteristics that uniquely identify the computer and the
35 optical disk combination. For eXample, characteristics



25 enbodinent in this third collection is provided by

attaching "mcrodots", i.e., mcroscopic unreadable dots or pat ches,
at vari ouswioagai9ons t hroughout the information’ encodeRCUHSH N8t | cal
di sk. Accordingly, if the mcrodots are sufficiently small so that

t hey obscure or distort only 30 a snall3%area of the optical disk

(e.g., less than appr oxi matel y 300 mcrons) then errqor correction
circuitry relptingedta thien @sepps i CAMRRLEL aRa¥sPYeVREIONSy BeThdle

to correct sugfmBELEr aslsbRASRRGERNIBh téhe HERErAl b&%ce551daﬁdﬂiﬁ déﬁ&
Alternatively, for nmany applications, such 35 as audio

present ati onsOthRE AT ERietRkk Processons opf 4 demices. Agdltlonalc.la.‘y,

PCT/ US97/ 08842eqarding the  optical  disk 5Q:haracté§i)§ﬂfé$9n | 6he
encoded on the gl sk_reédundant|y. Thus, even | arger m c¢rodots may, be

i ncor por abed wﬁﬁé&ﬂ-a’é#f’@cﬁpﬁ&wﬁﬁé sampdes ithe sleteched £hanges be Fh%

i nformation aeﬁﬁi%ﬁd fdidp 1n tt'h% %é&é‘&eﬁhﬁﬂfed Sarea ardl Qﬁeéﬁﬁéntly
col l ecti on of enbadi nent s_ of Iejgreser&Fl i nventi o effectiyv
of ‘the,che

non-r epr oduci SPEO@‘Pﬁn’é%%tl%‘FPEJa‘P R e ¢ %aﬁs%’&?ﬁiﬁﬁgr%éﬂeﬂe
provi ded by tBQeEVB§e@éneratn{§/Qﬂiel @t mbkat cb&esaﬁeD@teﬁa{:o neHeugptiued as
a portion of an oqptical_di Skéﬁa eri al geé)w ded, on a transagf.‘l on 10
card al ong w Fﬁagaﬁ’éél’rﬁﬁﬁ oh the, iy }Fccﬁ efgymined refeqf

daﬁggl ngibhe Bpt I@cﬁilbirfﬁﬁigmthérhlﬂmarprdw;ltﬁlcs oBsttheg uBElT s acbmpusact i on
card to a user

he medium . is. oeful . da d apd
the financi af"’ltlt" thﬁs?'i‘??ﬁ?%ncg?ﬁ?ﬁgeﬁhséhﬁg ﬁ E %ﬁbﬁ?ﬂggﬁthﬁego
dagaged 15I alﬁﬂﬁobptlbﬁlﬂadﬁghdarédSp@ﬁlblpfarc11 éheodlﬂ@tbf:athe uedrudata .
Subsequently, the user is_provide i he e transac n__car
Thus. vhenovEntezedy, a i, seoddd 1dg R Can pe | GERBRRLLA a5t
card, the danaged, 0|at lcmlracter rstrhi g tah;erdmn:msberptim%tqpshﬁﬁﬂed Note
determ ning |f the | e re con5|ste h the ode I,n
st or ed b}g r% ré'ﬁ IS § %lE ﬁ§38£g8ngﬁay
be allowed. |If& H'Qionﬁll‘gﬁ:ﬁatﬂibri riAmRpatpramt 37 Ca-ns:eém(hsz.de, note thaa fiitfth
col l ection of ,enbodi nents_of, t resent lnve h
a user requesti® nguﬂoqnetrﬂ?}stc €5t8eré151§.§&e (ﬁpyﬁzsc%l.r \%"%‘é il ?P%hf%% 8quch
enbodi ment, ahe optddadundiidiat be, démcodedt aimeo sthei tcmafu.gulraucbn
(e.qg., oid, reacti.v hea a a [
may be Iayerefl&ge(%’é‘tlélg: o) lréé] %ﬁéé‘fl%{%%d?gm ?I;'nglgﬂug:q.l & g&&&?@fﬁ ¥8} 2
t ransact i2@n canrs@r( togusecaedonfigurhtionrfiingeaxpsintnhasked 80leflyuoh the

sensitive eog%% #eﬂst acéoola/frrer%flés éyépgl eg&{ %uﬁﬁr §8”S' s \é a%qyt hat

a user's fin %5519 %l accura cated

conpound t her eJm,st@dlla reptware chome ¢plti¢aal opdisks chér ather i mrreesn@f

t he opti cal iym_ t g 4 s provided on the touch
nver}ﬁ:(lé S Q&&n E o t| y sé:rrf%)ﬁg

35 senS|t|ve conpoun ed for sensing
In step 1064, the conflguratlon fingerprint is written

25 into persistent storage on the user’ s computer, and
additionally, the configuration fingerprint is output to_
the user. Subsequently, in step 1068, the installation
procedure instructs the user to remove the optical disk
from the computer and manually write the configuration

30 fingerprint on the optical disk. Additionally, as
described in step 1072, the user is inst:ucted to enter the
configuration fingerprint as written on the optical disk as
input into the user’s computer.' Note that the entering of
the configuration fingerprint by the wuser and the

35 subsequent checking to determine whether the computed
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51 changes in the readability of the optical nmedi um underneath t he
conpound. Teo9saBssuni ng the financial institution or S AET/URIME8842
i ndependent third party has access to a previ ously stored

representation of the user's fingerprint, 49 a conputational determ nation
can be nade as to_whet her the |l es are.consistent with the stored

. : . san
represent at i oncORE1aNERELQR, TipgerRELINS BRI ERE ONFe SHRFRhPY sERRVEBFeTF bl e

in that thgreonpaereiodl Y grafviides ag | 1@@el ofos haslsuiaeice | Bhat ther a

relatively short tinme period (e. ne to five 10 ) nut es)., then, there

) -, Q . . \
may be hi gh coﬁ?PﬁéﬂEEthaP & cRTopt writifen, A7 chhenogtdsadafmtes Wt h
the stored fing@eMFicdl to tlEPresEiittdd Aot Geseists ﬂﬁ&eﬁ?ﬁmﬂicsﬁmn
of the user's identity, That is, %;Ch a.natch§£%¥%%¥ | npl i es, that a
| egi ti mat eBusefSBETERECcarkf r edBROEF2RED t FEREF anSHTS 18 cSppse@uent
hi s/ her DSSS?SEEQﬁtstalla;:ion ! rhmzldnqiuat eﬁr@ﬁbmﬁﬂﬁimoptb@alﬂe@ﬁiswl of tRe
user esiring_to performan electronjc transacti.on on the pfernet
may be verifi cHOBLOWER IR CHNISRRRARLS TERmPUted,aR0) & BALSR HIFRI fg a
predet er mi ned asep Dipwth Diiderriz® idi skquiréd béfot@uthe seftwaisewill
conpound as petainin an inmge of a

bove . for tenporari
fingerprint, gﬁeYre)lPEEﬁ}}Fg gB ﬁﬁe|H¥8Fnét°a§BPg8£n be verified.  That
i s, upon conmrenAsBgmangl nt etet fi raRGitalalilyansacheon, cdhfiguraBions
of the flow chatt of Fi 22 be perfor 25 , Accordi.ngly, in ste
2204 Can I nt of REPIBERFLALS! ARk ofn PSERS! 9076, < béE DRNA i perEREhER: on
is instructed whereinl ¢hat d nattadlfsitdain girsdceafudehecquprbketds | hingbal bation
| nternet user verificatign_wherein s _di kngludes a pr edet er m ned
area havi ng thggthShsggggﬁfﬁvg Sgn%gﬁnaskggai8§%§EQUentIy, In step 2208,
t he user provi des aReknpning ohow tdi sytem - 1f028ger pfi nthe (iDmstalbatiobody
part) o] th d ) fQych sensiti h tical  diLsk.
ol | b ngiPhi oprpgeghes detatuliies Rt PSL pEBaRERRn Tl B 7 cflb
into an opticabptieal adislss thened s dndeedsan @scurveneeatobnal popfitel ofi sk
D et o150 dibddtedSCTettange  £¥6h% B0 oxsqunay  optieal
Next, in stepcB2téctezipticesofi $he opdddalatdicsloras mamgtactureder bben
access device icaldy ' th er gh.ned kfive
ar ea of th%ggstic%§§%iSEEJThé%?E%%Hg?epQgg%%gggn gﬁ%bdiégﬂg$g§§2?%éh
sanpl es i 20t rafidpgerpding tfexr pthei optdcalnt@iskt isodeomputed as in the

steps 1056 and 1060. Following this'step, in step 1088,
the wuser is instructed to enter the configuration

fingerprint written on the optical disk. Thus, in step

1092, the installation procedure determines whether the

25 computed configuration fingerprint matches the input

configuration fingerprint provided by the user.

Accordingly, if these two fingerprints do not match, then

the installation procedure quits without fully installing

the software. Alternatively, if the fingerprints, match,

30 then the remaining portion of the installation is
completed.

It is worth noting, however, that even though the

software of the optical disk may not be able to be

_ installed at a computer different from the initial

35 installation computer, it is an aspect' of the present



responsi ble for determining the authenticity of the transaction. Thus,
In step 2224, this particular Internet node conpares the sanples
with a prevsswsdy stored representation of the user PETUSAEBI8AZ | nt

for determining 10 whether the sanples are consistent with the fingerprint.
representation. Accordingly, if the4lsanples are sufficiently
consistent, then the transaction is conpleted as in step 2228.

Al ternativel inventign thafothengofhware may; hen exgeutesh HaeTi Y SRR ded

as in step 2237 dorical disktie eh&tBasel yaekkeorhel soFtodiree Hanmt the
pr esent I nvention, information related to .an i t%m cfan be _encoq?e.d on
of canfigirat

a tine sensi tinatadgEade suend@iruforh &Xa@R4fged FPTEHC Rcs

over tine so #fiafedd}a dtidf asMBbtePmined id adPrIvos rappveradaat tis, it
unr eadabl e, or from unreadable 20 to readabl e arti lar, certai

I.n u
conpoundsP sucks agdna@sPect of; skhe srHesspl e Methgd rT'S"atto tfcq‘u% BBRE: A Ir]:éect i on
of, embodigeant §00kxebater aaRNt sé Avwaté OBfMhdeoptiddzedisk e any
present collection of enbodinents. For, exanple, ,¢C t%in L e th
sensitive it cIROPRYCF e fiRRAP IS P srﬁﬁﬁfhfbgd g 134}sk5 DY, aﬁ’é?ﬂ’ig,lng ¢
i dentifying ag@if@faf@cai®atty Pfom hehé tébsk. For i nstance, such itens
may be cashier's checks or rrgge&, - o:ogﬁerg t hat_ nust,_ be useg.i n a
financi al transacti®nSome, embodiments.qfi nEhe: BRESFRYE odnVIRLEOR:, TRe
gsi gg tf@op(rjeé&mtd iguratimeﬂiﬁgérpbm’ldsrﬁa?i ﬁgtng@erres;mwrw dxattby may
e provided on a.tine sensitive po r_ that . becones, . unrea
after a preddt@b@Rndd (Q5AEHaSCEXP] rﬁp"%ﬁ%,relnsgﬁﬁﬁpwg HEESH ggt%g
unr eadabl e, sadvéders idd GRid furmiai.a May partidelaread tbyisaramudspett cobr
conput eri zed check cl.ear.in system whereas_after rede | bed_tinme
of, e.g., lighess a@aé;gg@-éts a‘?ﬁj/s%}e p%‘ilsgeergt %(‘f)%%%lr%r,l aﬂ%‘é a%g{cgiwb%%orres
WO 98/ 41979 the configuration fingerprints arePGEUAMSYA/EM3842 similar,
53 unr eadabl g. itionall evgn [ S j me
sensi ti v&® medFeal _IpH TR l%yp%?é%ssoeoéiérﬁ?élrféﬁ anseIa‘g%%m%\ﬁht h %1(1) Yhers
of the presenifi Rhenbptiical disk betomesdiswtatchdtk quasteritahlenin obhéas
been descri bed 5 at_so deqr.e f ti | ' : h
exenpl ary PEﬁSSEFEE‘&Pg% SF% g'h%rr eegg::i © Ce:%r?\?eredr#él/doﬁéﬂaq%ﬁe?l : (s]ffé)u?%c%g'
appreci at ed, ahdugberthah t cemposeatts i mfentthen iwsek!fs necbmputey twere

modi 1 cati onaFOPLERRIyC T, e e, Bay ?ﬁéﬁ%ﬁéeé‘ie%?'%?fﬁn%%%‘?%%ﬁtEh%f

the preseat i|isufhwane ontthritopticadegdski dyef tondt sl fiwbent veimbhashty

.contained herﬁEQWeen the computed configuration fingerprint and the
input configuration fingerprint.

Referring now to Figs. 11A - 21B, a second collection

of embodiments (denoted hereinafter as the .“mhnually

25 activated embodiments”) of the present invention are

illustrated. Accordingly, these embodiments, as with the

previous embodiments described, prohibit unrestricted

duplication of information on an optical disk manufactured

according to the present invention. However, in the

30 manually activated embodiments, the user manually effects

a physical change to the optical disk during an initial use

so that this change can be detected upon subsequent uses of

the optical disk. Thus, as with the previous embodiments

that automatically change optical states when irradiated by

35 an optical scanning machine, there is protection against



54 1. A method of limting access to data stored on an optical .
medi um conprising the steps of: - (a) rotating an optical disk in a
di sk drivewefosai9mel ected rotational speed, said optical diRKI/USATI0g2ng an
area coincident with a substrate and a reflective layer encoded wth
information stored thereon as a plurality48f readable data structures and
said area also coincident with a reactive conpound superinposed over %t

e

| east some of comvdnddacardicationes wawdariged inghal Jakken veT cBifo

operative to gﬂgnggtgnngkh@abptﬁaggnuggkon fromsaid area between an
optically transparent state and an optically ue state_in res e to
irradiation for anZIfcd&dms-atdd 7ﬁh%ﬂl%ﬂﬁ%ﬁs¥I%€ %96|m3ﬂ9a%é¥|ﬁ§t VBEER

rﬁrglfgggpl25E§ggg$§?ﬁ§%g£%eﬂﬁ%é@ﬁﬁatead In thébémﬂb&@?ﬁhsﬁlimustratﬁd
ig avin t is within
sai d sel e8t ed inafheset Shgpees é&’%l%lp(ﬂ%ﬁ?%ﬁeigﬁ §8F$u§}e aPahBtenr S4ghassi d
;g?ﬁghvgfcfrﬁgg®@féHdtB?o?ééﬁﬂﬁéau%@qﬁfﬁﬂléybﬁf1l589fithe appeTgest

i ng access to cordi ng erein s
i nterrogati ng SH& a‘%qeé di r &dddF °t"’€a1§'rd s%?dlére‘éy?b?g% &% Y gﬁse{g)’ and
(b) follow ngithere if alsd sométamwadl biremeTlft ivieTEldyet 1568 ubhidciaent
to cause said changg I n ogt@cal ran sion

Eepht BP

b
plurality of Fré®s yrar ?n? aYﬁEeFZ%g eath 5& égiggéﬁggrgpg
Egﬁeiva|ioa;ep&ﬁ%%ﬁﬁ apeehtion pravlﬁéenhﬁnextaaobheaddandowharassembly
r] one o

11%% for purposefully generating an expected profile of
read érrors on the optical disk 1150 (this additional
assembly 1170 is hereinafter also denoted as a “ripcord”)

" when this assembly is, for example, mechanically removed.
15 In the present embodiment, the ripcord 1170 includes

(a) a substantially tear resistant patch 1174 (best shown

in Fig. 11B) embedded within the optical disk 1170, and (b)

. a pull tab 1178 that is firmly attached to the patch 1174.
. Note that in the present figure there is a bonding 1ayer'

20 1182 bonding the patch to the reflective layer 1162.
However, in general, the patch 1174 is attached or

otherwise bonded to at least one of the sides of the

metalized layer 1162 and/or lacquer layer 1158 of the

optical disk 1150. For instance, the patch 1174 may be

25 screwed, glued, welded, soldered, clipped or laminated onto

the optical disk 1150. Moreover, the patch 1174 and/or the

pull tab 1178 may be made of metal, plastic, wood or othér

suitable material that does not tear easily under tension.

The patch 1174 may also be manufactured as part of another

-30 layer of the optical disk 1150; e.g., the reflective layer

1162,

Note that there can be various embodiments of a
ripcord 1170 that can be mechanically manipﬁlated to
provide a physical change to an optical disk of the present



55 intervals is sufficient to cause said change in optical
but an accurnul ation of a length of tine of

cause sai dwohsmaps9 3. The nethod of liniting access REIERPTA8842

according to Caiml wherein said interrogating beamincludes one or

of : (a)

a beam wavel engt h of approﬁfrately 780 nanoneters (nm;

(b) a beam wavel engt h of _appr oxi tel%ﬁ650 ngnonet ar s .(éﬂ?i %%%ndﬁﬁe%n(C)

a beam havi ngin¥enthsi EProrXaPB6xi

FRIBeGhankqal \Fi

4. An opticaindi phrmdgpted for use in an optical readout systemof a

conmput er that

Includes a |ight sqQurce .operative to oduce an
interrogating beam of |f{§ht)foP %%%t Zl%x?ﬂct‘ﬁf . BomRUi ngtab
(a) a reflective(shsyint LALPPEss Wshéwn i D OF IS OD1ASt DIBY; t hereon as a

plurality of
l'i ght: 5
rel ati onship

conmpound superinposed over at _|east

data structures that are readable by an interr i
e by nh erro t|£§k€§3n1of

(b) a $lbdlr afe STHARPTIN PG PUBRS Ponth
with $abd rahlotsdi veadwitsf, for ekémpla,filan opartbeslave

f d
reactive conpound2EERREEBRPE PLPITE e?i'? %Ee%hpgﬁhﬁgo%}%‘fﬁ/et 3¢ ehdhge,

I n response
conpound, bet

10

15

to a sredeirardhned setfavbusfamle esbtical hdiskadlise when
meen'pressure and/or a twisting force is applied;

(1.3) a sticker, a strip of metal, an adhesive
tape, a pin or other similar object that is effective
for generating data access errors when detached from
the disk.

Accordingly, when such a ripcord 1170 is removed (fig. 12)
from the optical disk or in some way moved or disturbed,

the ripcord 1170 also removes, moves, damages and/or

‘carries away with it and/or otherwise modifies the

20

25

30

35

reflective characteristics of the optical disk 1150 so that
the data structures thereon generate an increased number of
read errbrs when a read access is attempted. That is, an
optical reader (such as an optical readout system 10) is
then unable to detect and/or access the information which
is present at of near where the ripcord 1170 was located on
the optical disk 1150.

In Figs. 13A - 14B, another embodiment of a ripcord is
shown, this being a "chemical ripcord" 1370 provided on
optical disk 1350, wherein this disk has layers
corresponding to those of optical disk 1150; i.e., painted
surface 1154, lacquer layer 1158, reflective layer 1162 and
polycarbonate layer 1166. The chemical ripcord 1370 is
incofporated. into the optical disk 1350 as an ampule,
globule, sac, macroscopic or microscopic chemical carrying
liposome made of plastic, wood, metal or other suitable
material that can be attached, bonded, glued or laid upon
the optical disk as part of the manufacturing process. For

ge i fransmi ssion,
said intervals is sufficient to

nor e

at.a, structures sai d



56 (i) an optically transparent state wherein a sufficient
anount of said interrogating beamof |ight penetrating said reactive film
compound r gfhog4®7d rom the data structures encoded on sai dPcafusembsser

| ayer so that said data structures can be read; and (1i) an
optically opaque state wherein there is ainsufficient anbunt of said
interrogating beam of light penetrating said reactive film conpound for
readi ng the oexampleucrefesring tef Fégsi oAdPornshildB/ niwhatoqaiesspieahs of

light. 5§ pf‘ff&pt(lagél.,d5§kr§5§g"s@h@gdt ByO B W& L&) this
predeterm ned stinulus is selected froma ?roup consisting _of: (a) visible

light, (b) infekemiEal gHPcord ignryrbiread (ehviewmfrefiouditdi mykPedgRr and

oxygen, and (QtRéfwise disBurbéf)OBRbi sBbwdl Sk FGeQr digH) { G Adghntigs i n
said predetermned stimnmulus is |ight and wherein said,reactive ~conpound
r

is one or Frorethe: chemicalfs) wighR of8adt@lResatht *RALPT @RAL Vatiesh
its chem cal KEPPOSEELRDYWNEAMAGih§aSEtnEXPOSEHcAD aliisk 1370 b)as@! et ed
froma spiropyran cl ass o? phot ochrom c_ conpounds; (c
o it ro | ST BAT Sy I T8 LESFATEbAYEE L1 PinigR dihat FoT AATINS
and (d) aogeeatiere nghbdiangs tderddl ©Pt beaphy tdahkerdd opttidl diksk
response 1o anrelgéeerrrxpo astlanr.ge bg?e%n;rvﬁcvee eiqgttrke()farea or location adjacent
10 to the now disturbed chemical ripcord 1370. Thus, assuming
an optical reader is enabled to detect ahd/or access the
information corresponding to the data structures which are
present at or near the location of the chemical ripcord
1370, the optical reader and/or application software
15 associated with the present invention (e.g., as described
in Fig. 10} can detect that the information near or
adjacent to this location has changed state (e.g.,'from
readable to unreadable) and accordingly, use this state
change information for determining subsequent access and/or
20 use of the information residing on the optical disk 1370
as, e.g., is described_in Figs 10.

In Figs. 15A - 16B, two additional ripcord techniques
for purposefully damaging an optical disk are iilustrated,
wherein a device external or unattached to the optical disk

25 is used. Accordingly, the optical disk 1550 represented in
the presently referenced figures may be a conventional
optical disk with the possible exception that the painted
surface 1154 may provide an indication as to where the
optical disk is to be purposéfully damaged. One-such disk

30 damaging technique is illustrated that uses an external
device 1554 having, for example, a sharp point that can be
used for mechanically aﬁd purposefully etching, scratching
or otherwise damaging the optical disk 1550 as illustrated
in Fig. 15B. Referring now to Figs. 16A and 16B, an

35 alternative disk damaging technique is illustrated for a



approximately 780 nanoneters (nn) and thereafter return to

57 an optically clear state in response to. irradiation by a beam of |ight
having a wewsdsengioh of approximately 337 nanoneters (nn). PCT/USY7/08842An
optical disk according to Claim4 wherein said predetermned stinulus is

an anbi ent environnment containing |ight 48d oxygen and wherein said
reacti ve conpound has the chem cal fornula:

An optical di dks¥cENd st W ai mrhatyhér el $AHif %?‘Fm‘lég{ ;;aﬂegﬁrﬁfeﬁf
ﬁg‘;' {ﬁg”}?gﬁ mCnggTsa' Wit | 19NexRBENALT orangepdied €d Nfeaind tIRACS Y PeADMHAYR
o 1550 is used for applying a particular chemical(s) 1658
that can purposefully damage at least a portion of the
5 optical disk 1550 so that changes to its reflective
characteristics are detected by an optical disk reader. 1In
particular, the external device 1654 disclosed has an
enclosed chemical compartment '1662 from which the
chemical(s) 1658 are applied to the optical disk 1550,
10 wherein the chemical(s) reacts with the optical disk 1550
for removing or damaging the reflective characteristics of
the optical disk so that a greater number of read errors
are generated in a predetermined area where the chemical (s)
is applied. |
15 : Accordingly, in the embodiments of Figs. 15 and 16, an
optical reader may be unable to detect or access a
substantial amount of the information corresponding to the
data structures at or near the use of the external device.
Also, the optical reader (and/or other components or
20 modules used in the accessing or processing of information
from the optical disk 1550) may determine that the
information on the optical disk has éhanged states (e.g. an
indication of a prior use) according to the access errors
detected in the predetermined area where the external
25 device was applied (as in step 1052, Fig. 10B).
Additionally, note that an external device as 1554 or 1654
may also include a pin (or other sharp inétrument) for both
_physically and chemically damaging the disk. Moreover,
other embodiments for purposéfuliy damaging an optical disk
" 30 are also within the scope of the present invention. For
"example, the following may be used: a pad, a scratch
inducing swatch, or, in a chemical application embodiment,
a liposome carrying paste, a receptacle for holding two or
more chemical compounds in separate chambers for
35 purposefully damaging (more generally, changing) optical



[err] ) _ _ 58 9. An optical disk
according to Claim4 wherein said predetermned stinulus is air and

wher ei N 0RE9k/41979 (a) said reactive conpound is ®E3YGRITAORB4Aft er
an accunul ated duration of tinme to oxidize and change sai d
state of the reactive conpound; and (b) said reactive conpound
absorbs |ight having a wavel ength mﬁthln a predeterm ned range

-~ effective chalfaﬂté@cﬁﬂltctSatQﬁtdﬂ’bﬁ ccgleﬁtgé"’rkﬁﬁ vieedh B ax d?%‘f)%tr%?ﬁp%%%ds
opaque states gﬁgmgg&ctlve conpound. 10. An optical disk
according to c aim erein said reactive co ound IS one or nore of:
(a) a chenically rBousedd cleserikediyir Bigs- e the pkical rdhsk

group of dyes ?ﬁgﬁféféiﬁib(EhaﬂEE&D”éiﬁbf%dertHﬁﬁéfWEEe(déﬁaée@|Ue.gbﬁs'c

blue 3 and An optical disk for use {n an

opti cal r%adoatepsylsQ‘bqrn wifdgei n1 SR} d k%if')t PR %If-sl@hencF‘988§ at PSP LAEESe

| ayer encodeg gwrstaewf Qe Tait OfomiSi R4 €fon heaeoase&sS a;o@uwtlsyseémdata
structures an substfate, and wherein said tlca reagout stem

includes: a mayskhear dekeraddcatinge eXtent d*'t°at ighethgpin %‘ﬂ:maEH' ROt a
sel ect ed rOtEEéOBﬁtlééfeélsﬁ-ééﬂhﬁeS&@éé@s@@eéﬁimy@atpnpéodyéﬁ a8sired

I nt errogati ng beam of ht at a_sel ected bea | en
action. That is, the change and/or amaé% to the optical
10 disk provides a recognizable state change to, for example,
the access routines (e.g., installation programs)
associated with the optical disk and/or any software
application thereon so that a determination can be made as
to whether the information on the optical disk has been
15 previously accessed. In addition, such a change and/or
damage to the optical disk also provides a user with a
visible indication that the data on the optical disk has
been accessed. More generally, the purposefully altering
or changing of the optical disk provides a mechanism for
20 determining a history of the use of the optical disk, both
computationally and by visual inspection of the optical
disk.. |
In Figs. 17A - ' 21B, converse embodiments to the
purposefully damaging embodiments above are illustrated.
25 That is, instead of thé ripcord removing information from
the optical disk (when the ripcord is manipulated and/or
activated), the ripcord in the present embodiments allows
additional or different optical disk information to become
available (i.e., readable)'when the ripcord is manipulated
30 or activated. Thus, in these converse embodiments, instead
of the read errors increasing according to an expected
profile in a predetermined'aréa of the optical disk, the
read errors may decrease according to an expected profile.
That is, the ripcord may initially hide or mask the
35 information on the optical disk with a substantially



and at a selected beamintensity and to direct said interrogating
beam of light at the data structures, and a detector operative to coll ect
a r et ur nedwapogaavent of said PCT/US97/08842
interrogating beamand to produce an output signal in response thereto,
an i nprovenent conprising a film of a rddctive conpound superinposed over
at | east sone of said data structures, said reactiye conpound operative to
produce a changaeadgbprySP¥aringar aHPUEVELY cdthdfnddso within bhe sgope

optically traisRHENresdit 6invbief o tRat SHhERCACRE paBRUNcodlerddigd may
I nterrogati ng beam of" |1 ght _penetrating said reactive conpound reflects
from at | east b%G‘ﬁédéblﬁhénéaP£°§tlfdﬁcEi&%§§r§ﬁ(§o&§‘3°6ﬁla§&P& ?tg’lalneﬁ’la\}:e on

layer so that &fé Sptlicheaal sRONEFSF dfefinpsliad,a a1 loptlieads diak may feeartaiand
(ii) an optically opaque state wherein there_i g I nsuf fici.ent unt of
sai d i nt el og@Nh PHERIR DMV AR f?r’én%%?‘&%’f‘ﬁgaQQi g Peﬁ&?FG’@dcdﬁ:&&}%gDW
readi ng sai d giroyidRStingeiRatiohhtededSasy riy Widowing fttld ariviess twf kai d
I nterrogati ng beam of | IS |

pr edet er ni ned Vléﬂﬁqf-onrre&%l’s'st Pﬁﬁ?ﬁ@g\gglr nﬁfgl%‘gﬁiggln er%i‘éa‘?ﬁ‘i’?fs: nsree?é’?da
?tz 'e;ﬂ‘_ﬁt sone (alp S dICAcEESs Dot Betephativgatinfgrpasion, thieghiovie (s)

' © Irrpr%\l/aeyrregte Ovie?veacli mo%%yvmo%rceel .n S%lhclllsr,eag;zl Vt%is embodiment, a

10 detection of a state <change 1is performed without

necessarily detecting an expected profile related to

generated access errors. It is also worth mentioning here

" that, as one skilled in the art will understand, similar

capabilities may Dbe provided with other duplication

15 protection embodiments of the present invention. For

example, by using an optical disk coating that cha-nges from

opaque to transparent due to, e.g., laser light from an

optical disk reader, purposefully masked information on the

optical disk can become readable and concomitantly causing

20 a reduction in the number of errors detected and therefore
providing a detectable state change in the optical disk.

Referring now specifically to Figs. 17A and 17B (where

an optical disk 1750 is shown having similar layers labeled

similarly to previous figures), a ripcord is attached or

25 bonded to the exterior surface of the polycarbonate 1166 of

an optical disk 17'50; e.g., the ripcord 1770 may be

laminated, screwed, glued, welded, soldered or clippéd to

the optical disk 1750. Moreover, the ripcord 1770 may

include metal, plastic,” wood, paper or other suitable

30 material for hiding information encoded on the reflective

layer 1182 of the optical disk 1750. Additionally, note.

that the ripcord 1770 may be manufactured as part of the

optical disk, and can be in the form of a button, sticker,

metal strip, adhesive tape, paper patch or other optical

35 disk information mask (or optical distorter) cépable of



conmpound is resoonsive to irradiation by the interrogating beamfor an
accunul ated duration of tine to intentionally change a chem cal

characterigigggia1s9f said reactive conpound when said reaRAT/US7O8MBound
changes between sai d states. 60

13. An article of manufacture adapted to48e encoded with data and further
adapted so that duplication of the data by an optical scanning_rmachi ne may
be prevent ed, betngpremeveg or rendexpds t¥rapsPrEeR f 8®rthat taseFokightePEct ed

material andg ﬂ@vaﬁg Upsigés e Sﬁéé@f&ﬁ@lgh &H@ﬁatﬂé fbgceaaauaodof

(b) a reactive co coating at least a portion of said substrate
surface, sai dtheacpreée@‘érrpﬁsﬂmfi%m%t ilfe FBMO¥RENgEF TomE ool Fhe

transpar ent S[og 8%9 agi 9Pt 1168)d ¥ oroPaslugciiedt Rayn HASEONSR talstﬁgsear,l on
for .an accumnu duration of time by infrared |light having desir

characterﬁstlééd@hé¢@%¥ £@rpﬁkﬁﬁﬁﬂaQHVGﬁt1PF8EFPE&°Bp?PCBFe 985ﬁﬁ?ﬁggﬁﬁkhlne

from penetrat ﬁgose&aﬂtfa&dmmoun@tn@}d E4Y bﬁﬁﬂealt ke ot feader is
undet ect abl e g the optical scanning_ ,ma

liniting accefferno ahke &9 odebesh &ﬁd/eﬁta&ﬁeﬁﬂ:ﬁ?qﬁmﬁqifrT%ﬁl%Psﬁ%sPFate

(b) a reflectiugr ltﬁ)éeF)r%%.%ﬁ%d rl‘ﬂlcbli'd' nbearaionobnc apabloptafcdieidigr.ead by
detecting optical reflections ild reflective

reactive | ayer thrYQ§R ﬁhPEha?ﬁétFaﬂﬁ tFBﬂVﬁ5§§egmbBFF%Fntﬁomﬁglégéo be
reflecteqo f Oprb9ddeA0using aidtidiitgdl @pproach. Referring to Figs. 193

and 19B (where an optical disk 1950 is shown having similar
layers labelled similarly to previous figures), a ripcord
1950 herein includes a chemical carrying container (e.g.,
an ampule, globule, sac or liposome) attached, bonded,
15 glued or combined with the optical disk 1950 during
manufacture. Accordingly, as illustrated in Fig. 20, when
this chemical container.is removed, disturbed or ruptured,
the enclosed chemical(s) is released and/or activated for
modifying the reflective characteristics of the optical
20 disk 1950 so that this information becomes readable. For
example, the chemical sac of the ripcord 1970 may be glued
to the exterior surface of the polycarbonate layer with an
opagque or colored glue, wherein the chemical(s) within the
chemical sac is a solvent for the glue thereby allowing the
25 chemical sac and the glue to be removed when the sac is
ruptured and the solvent released. Thus, an optical reader
is subsequently able to detect and/or access the
information correspoﬁding to the data structures on the
optical disk 1450 which are present at or near the previous
30 location of the ripcord 1970 on the optical disk.
Moreover, such a change to an optical disk allows the
optical reader (and/or other optical disk accessing
compohents or modules) as well as a person, via visual
inspection, to determine that a state change has occurred
35 to the optical disk 1950. |



conpri si ng: exposi ng said reactive | ayer to a predeterm ned
environmental stimulus for changing an optical characteristic of said
reactive | wous/dbemoween the following sttes of (i) and (ii)PCT/US97/08842

61 (i) an optically transparegg state, wherein effective
reading of the information is capabl e of ing performed by detecting

optical reflections_of_the I ation.and : WRPY:] ptigal
opaque state, wher h FH9° at léfil?‘e%‘td arhlpéﬁ’ed%?ere%br?g mgtr)lﬁ:tiaofn g?gstgilp&qdaﬁ'
information, sHigk opI$eal (Fegbectildhs off sdibe popresentr eipuehtdpant iy

opti cal disk roddmtTRred EPReNE Ry WhieIR dBNEE 2100, 55 LYGH B,
det Sic';]i ng _rgf !ﬁ%%od tdheentiarkilafts Jon tohi r ddteed opttis@ild ddfskect ibhededper ;
L3019 o ¢ NG SRR S SRR LAE I Ch ek dontl B AR
i s:[ : galsai (rjeggaﬂ?etlse 1zzaaaptica?[. digk. 1730 alpft tﬁat optiicadagtick fisvEarsea §ieman
R e pony ST, A ABELUE g0 SOTpRRUCRE AR N e Rapce
(a) a reflectihve ekhgenaindevédew2ilR4 ihefrsr man de in the form of, for

example, a pin, pad, swatch or liposome carrying paste or

10 liquid, wherein the ripcord is either rendered transparent

or removed.

In a third collection of embodiments of the present
invention, an authentication method and apparatus are
provided for authenticating an optical disk. Embodiments

15 of this third collection provide optical disks with
purposefully-induced data access errors incorporated
therein during manufacturing or at least prior to mass
distribution. Moreover, also included in each individual
optical disk is authentication information indicating the

20 location of these purposefully induced errors. Thus, when
the authentication information accurately- identifies the
locatioris of the purpdsefully induced errors, then the
optical disk is assumed to be authentic rather than an
illegitimate copy. Note that one particularly noteworthy

25 embodiment in this third collection is provided by

| attaching "microdots", i.e., microscopic unreadable dots or
patches, at various locations throughout the information
encoded on an optical disk. Accordingly, if the microdots
are sufficiently small so that they obscure or distort only

30 a small area of the _opticai disk (e.g., less than
approximately 300 microns) then error correction circuitry
included within an optical disk access device may be able
to correct such errors transparently to a user of the
optical disk. Alternatively, for many applicétioné, such

35 as audio (e.g., musical) presentations, the optical disk



stored thereon as a plurality of data structures that are readable by an

I nterrogating beam of light; (b) a substrate disposed in a
confronti nggo dghdlel Onship with said reflective layer; and pcr/is97/08842i | m of
a reactive conpound superinposed over at |east some of said data
structures, said reactive 50 62 conpound
selected to be of a type which is operative to chan hysi cal
characterlstlG@fpﬁmﬂéspbnSE enceded|aeithe ddisknedyn ?ﬁgiyby Thys, aeVesy

readability qfy r%%? me%ao 3! gt Bée§néxr§atﬁtbat a&ltaeaftl aw%%rxh@f thieght ,

wherein said sti provi es at | east ane_of (1) ht and wherein said
“reactive conp@ﬂﬁdlty Qf BhBFGP@&E?F@@nnﬁ?eFP&I1§§P€8ﬁ§&°ﬂréﬁF&s§§@réﬁ§Whn
class of photgEhiRficL0mNds, and (ii) oxygen. 16. An opti cal

di sk according to Claim115, wherein said reactjve congound IS one or nore
of : K a) @mia rfourth colleqeion ofi pebodimentpeno the mrofanin-

2, 2" -indoline)naition, effﬂéctﬁﬂ@mtﬁas-k@pﬁaaﬁafble eaaﬁehbeabhy aideened
state in response to an jnterrogating beam wavel en

t el 780
nanomet ers ( NP ankh Iﬁféﬁ”e%ﬁt‘él?a‘?%%%\‘wlﬁ Can Bgt PESVF- eg| Pé(r %rgggltpén%ﬁe?’y

response to irafdimtid byrgat beam & J:pgbéabameaﬂuﬂ waueheagt A @ortion
32??);' gﬁt glF)%llof’;iran ngggfgéfrglékr%aterlal) 1s égog)r gaondlaSlf‘:r das%c%:dlgnor

10 card along with a mechanism, such as a ripcord, for
purposefully damaging the optical medium. Thus, prior to
issuing such a transaction card to a user, the optical
medium is purposefully damaged, and the financial
institution stores an encoding of a mapping of the damaged
15 ahd/or undamaged areas of the optical medium.
Subsequently, the user is provided with the damaged
transaction card.  Thus, whenever a transaction is
performed with the transaction card, the damaged optical
medium thereon is optically sampled for determining if the
20 sampies are consistent with the encoded mapping stored by
the financial institution. If so, then the transaction may

be allowed. If not, then the transaction is canceled.
In a fifth collection of embodiments of the present
invention, authentication of a user requesting a financial
25 transaction is provided. In one such embodiment, a
compound that is, for instance, sensitive to touch (e.g.,
oil reactive, heat sensitive and/or amino acid sensitive)
may be layered or coated on an optical medium included on
a transaction card (e.g., credit card). Thus, assuming the
30 touch sensitive compound (e.g., a polymer) is sufficiently
sensitive so that a user’s fingerprint is reliably and
accurately duplicated on the compound thereby causing a
change in the optical characteristics of the optical
medium, then once a fingerprint is provided on the touch
35 sensitive compound, it can be optically sampled for sensing



readout systemthat includes a |ight source operative to produce an

I nterrogating beamof light for reading data structures, conprising:

(a) a refwomBddd | ayer encoded with information stored PQUés93H884as a
plurality of data structures that are readable by an interrogating beam of
li ght; BB - (b) a substrate

di sposed in confronting relationship with said reflective_|ayer; and

(c) a fil m?ﬂa%gersedé’t ithe eapahndityipef i iR REiRA mediymand eihRA Eh

sai d data strikd Wpoutd.d rﬁﬁfst'\é%smrﬁémﬂfé SR Ah 1 0 hd Déugidy Rer
~which is operative to chanpge l{Slcal characteristics in response to a

sel ected sti$RMes ?F]é?%byJ-?%e%? QRRE | BRAFH | i R3TRY  tBRS dAECCITr uBRurds by

sard int erroq&_témdsq@ms%rleﬂgbtepresentatlonvmertﬁiél R $StETRYdept SneNe or
nore of: (i) an anbient environnent cpnt aining light and oxygen, and (ii)

light; a a CopRWt@tY ozl drESERI DAL LIRDTRMPS FEEG IR drL A TRET el @ | al

sel-ected f FO”%@mﬁDéé omﬂeancéhassteﬁtphaimhm@ Cst@ﬁéaOLH‘étﬁresentaﬂﬁenA
met hod as clained in ere| n sai.d reactive ound sbf\
cﬁn&l ible in

cheni cal for MPELI¥RA Y EFnSHd $)COmRepn VPN ers

that the compound only retains an image of the flngerprlnt

for a relatively short time period (e.g., one to five
10 minutes), then there may be high confidence that a match of

the optical medium samples with the stored fingerprint

representation corresponds with a verification of the

user’s identity. That is,'such a match likely implies that

a legitimate user of the card recently had the transaction
15 card in his/her possessioh. _

In a related embodiment, the identity of a user
desiring to perform an electronic transaction on the
Internet may be verified by the present invention. For
example, by providing a predetermined area of an optical

20 disk with a touch sensitive compound as above for
temporarily retaining an image of a fingerprint, the
identity of an Internet user can be verified. That is,
upon commencing an Internet financial transaction, the
steps of the flow chart of Fig. 22 may be performed.

25 Accordingly, in step 2204, an Internet user desiring to
perform such a financial transaction is instructed to
locate an optical disk of the present invention for
Internet user verification wherein this disk includes a
predetermined area having the touch-sensitive compound.

30 Subsequently, in step 2208, the user provides an imprint of
his/her flngerprlnt (or other body part) on the
predetermined touch sensitive area of the optical disk.
Following this, in step 2212, the user then inserts the
optical disk into an optical disk access device (such as a

35 conventional optical disk peripheral attached to the user’s



[err] [err] 19. A method of limting access
to data stored on an optical disk having: (a) a substrate, (b) a
refl ecti vewo9sidagrer encoded with informati on capabl e of beigIFeI08%2
detecting optical reflections fromsaid reflective |ayer; and (c) a
reactive |ayer through which the radiatio®2passes prior to being

reflected for reading the informtiaon, conpri si ng: exposi ng said
reactive | ayanFGr&egr RARYE8Red  NeRGA r dAnehEeR %21§t'i &l LP§°‘qubsr s

fﬂgnggrgow ﬁnacththgégL on CRakachmidrsly C Iiterdat rertddye | aveichet voen
t r anspar ent gpapéga grgpﬁp&&%ga@%éjﬂgédetermined touéﬁ)sggsf iégagk a
- of the optical disk. Then, in step 2220, an encoding of
5 the samples is transmitted to the particular Internet node
responsible for determining the authenticity of the
transaction. Thus, in step 2224, this particular Internet

node compares the samples with a previously stored
representation of the user’s fingerprint for determining

10 whether the samples are consistent with the fingerprint
representation. Aceordingly, if the samples are
sufficiently consistent, then the transaction is completed

as in step 2228. Alternatively, if this is not the case,

then the transaction is voided as in step 2232.

15 In the sixth collection of embodiments of the present
invention, information related te an item can be encoded on

a time sensitive optical medium that changes optical
characteristics over time so that the information
transforms from readable to unreadable, or from unreadable

20 to readable. 1In particular, certain compounds such as are
disclosed above relating to the first collection of
embodiments of the present invention may be utilized in the
present collection of embodiments. For example, certain
time sensitive items may require corresponding data for

25 labeling, identifying and/or documenting of the items. For
instance, such items may be cashier’s checks or money
orders that must be used in a financial transaction in a
predetermined time period. That is, by using the present
invention, bank routing numbers or other fields may be

30 provided on a time sensitive polymer that becomes
unreadable after a predete;mined time has expired. Thus,
prior to becoming unreadable, such identification data may

be read by an automatic or computerized check clearing
system, whereas after a predetermined time of, e.g., light

35 exposure and/or oxygen exposure, the data becomes



effective reading of the information is capable of being perforrmed by

detecting optical reflections of the radi ati on; and

(i) an qpblgaidhy opaque state, wherein for at | east a POITAIRST/88842 ned
portion of said information, said optical reflections of said
portion are sufficiently reduce®3 so as to pr edcl ude readi ng of
said information,; activating

an optical diwkeastahse f or mwr@éw, i FVERat ﬁiﬁﬁeﬁ'@m #4 Gpt itdHe di sk
by detecting sreqéd.e%[\}é)gﬁed ihgu?ﬁgh.@%' aRydidesd efe abindin drngf 1RHd et
i d

| ayer; rea orna Ion when"said reactive layer is in a
transparent tidthep ers Offﬁ?q P I JVeaE PR nf or mat i on when said

reactive layer | %&dd?sr%ﬁ'rﬁl‘?pa(i%% §>tr%ts%nt 1nven3:@.on°~ﬂ£ lbeén fqdsdriBdd ng
the use of information stored on an o um _conprisi

provi di nd t hétopEomail dﬁ@ﬁ?ﬁn?fopéﬁtbﬁPEéﬁFtVeQ&éPCte\ﬂhé:Peltﬁesﬁqif“lﬁ}tar’%%l

medi um has i i@l d heyfeorheangdrasep@r t infeAt ibHe | an)tE Me$hULd S He)r
perform ng, via a conputational device_in conmunicati o Wi th t%ge%ﬁ{

reader, an a@BERFedadiedsd Ghpughysdhat the prasent oy r’ng‘%

reader, Wﬂe”k?%f ﬁﬂéa%llloﬁuﬁgreiuhﬁsteaﬁstﬁuédldircamg\tﬂ: &t aihe N i3 ea o an
expect ed profille on the opti,cal ,nmedi um

so that modlflcatlons or changes may be made to the
10 exemplary embodiments of the present invention without

departing from the inventive concepts contained herein.



/.

perform ng, when an i [ Xxpected profile is not detected,
substeps (a) and (b) J@i‘@g\“ﬁ!ﬂﬂm“““& (a) requesting the user to create an
i nst ance oWosBI4d979eX Lpr'ef1$e on the optical nedium PGHEPEME8Guring
creation of said instance, data at one: or nore |ocations on said
optical nmedium is changed w thout detewrﬁ+nng an address for at |east

sone of the |ocations;. and , : 66 (b)
[
I

encodi ng dat hstance with data identifying one of: (
the conputational devick méthdd idf iheitivey deresitad rdaig astsomed ao i ah
uni que identifier; pbtaining a second id ntifigf fromthe user; :
activating t hePheat e‘ﬂegﬂ:‘tuflbnc?fgﬁc’lﬁ’gs%%% ﬁﬁ?o? PPoR"*from the optical

_rrgdl ;m} when a c;){rp_@aj SO?@@&ES@@dagnidjiﬂ_cdlge@iilei én aagddjsak'ddsevendat a
Identifier resu in.a fir edet erm ned, yal ue;: a . rahi biti
said step o?elﬁﬁF?gatrPﬁS%lﬁﬂgﬁl SPHSF Y r?gg?\c# gisk &%}C&l}’e‘%ﬁ& ng

i df”t i fier angubatédatecasitbodatbniviitherinfstmdtion asteredd phereder msnea

val ue.

21 t hod lained i.n. O ai wher ei_n, of :
(a) - (d) foIP%V&F%.[lTEY ot a%&)%daai’g.%d ‘L‘%EB 3%%3%%#2%@3?5&3@&5%&??ﬁL,.
by the u;;ar,réatﬂims&@m _drﬁtcwt_ 'ldcelegebyed pightlﬁonsre%dm@sthetdatay
lrreversi ple change on sal Q. | C . i d. .
det er mi ni ng i ﬁEFﬁ‘gtégr%'t e%?’rcﬁgr%aac?'ﬁly%né#’%%%n%so%%gg%?‘? Jr'ét %’?: %}egﬁ

error, (1p) asneabsenment containing oxygen to change optical

b
)
y

transmission in response to irradiation by said light for
an accumulated-duration of time, wherein said light has a
beam wavelength within a selected range; and

(b) directing an interrogating beam of the 1light

15 having a beam wavelength that is within said selected range
toward said substrate layer and through said reactive
compound for the accumulated duration of time.

2. The method of limiting access to data according
to Claim 1 wherein said interrogating beam is directed at

20 said substrate for a continuous interval of time that is
sufficient to cause said change in optical transmission.

3. The method of limiting access to data according
to Claim 1 wherein said interrogating beam is directed at
said substrate for a plurality of discrete intervals of

25 time sufficient to <cause said change 1in optical
transmission. _ '

4, The method of limiting access to-data according
to Claim 1 wherein said beam wavelength is in a range of
780 to 820 nanometers (nm). '

30 - 5. The method limiting access to data according to
Claim 1 wherein said beam wavelength is approximately 650
nanometers (nm).

6. The method of limiting access to data according
to Claim 1 wherein said step of directing said

35 interrogating beam at said substrate layer is accomplished
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of an error, (III)—ék£H€++ﬂ£fTVE_pETTérn of errors, and (iv) a distinctiv

pattern of an absence (c) sald step of determ ning
i ncl udes aweygp1dTg |‘i ﬁ*ﬁ iﬁﬂ I“Em on of the infornati onPEBAISHI/G42ni t hi n
a predeterm ned pa thﬂcal nedium where said instance is

excected to reside, wher ei n sai d predeterﬁ?ned part includes a mnority of

a total storage capaci.t, f the optical_ .ned and . . .

67 () BYai@ o) Y6n Yo RAVANTY 1o s T TP 92510 Peal ragipi Ly,
sai d data, daharbsslsﬁt¢wEEﬁﬁosn1surawaetpfoéamdeoptlcabrelsnnpnnemtsama
sai d conputatlonal devi g

thod. as cl.aj ned in. Claim
further |ncI&H|ﬁ&rBH@t&PQn§%§Wﬁ1nterag€fayltg Sﬁa?(ﬁe?ﬁﬁﬁﬁﬁnaoggognd
optical nedi ufokyaaplueehbry cof dlShﬁEﬁe tinterfrals ofheimenguffacient to
reflectlve character|%t| of the o ti.cal _nedi.um, one of: tearing and

etching a”l ay&PYSF R FERLIE ﬁg&ﬁ ransmigsigher on of encoding one of
a damaged and undaﬂagedA.methodnobflihﬂtmpglaatessdtund&ba adeotrdfingngoa

damaging i s poipsPnbquneain T A%SRCAREPRETL  TRE HEksBriRaLERLC  STEED
the optical ned umildddatts (miWd) of possercf changing a reflective
characteristic of 8. A method of limiting access to data éccording to

10 Claim 1 wherein said beam wavelength is approximately 780
nanometers (nm).

9. An optical disk adapted for use in an optical
readout system of a computer that includes a light source
operative to produce an interrogating beam of light for

15 reading data structures, comprising: (a) reflective layer
encoded with information stored thereon as a plurality of
data structures that are readable by an interrogating beam
of light; |

(b)) a substrate. disposed in a confronting

20 relationship with said reflective layer;

(c) a film of a reactive compound superimposed over
at least some of said data structures, said reéctiVe
compound selected to be of a type which is operative to
change physical characteristics in response to a selected

25 stimulus, thereby to affect readability of the data by said

- interrogating beam of light.:

10. An optical disk according to Claim 9 wherein said
reactive compound is interposed between said reflective
layer and said substrate.

30 11. An optical disk according to Claim 9 wherein said
reflective layer is contoured to include a sequence of pits
and lands which define said plurality of data structures,
said reactive compound superimposed over at least some of
said pits and lands. |

S
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the optical mediumby one of: exposing the optical nedium to a reactive
chem cal, rupturing ) I ner attached to the optical

medi um \aodsmmmmnmmmimuuﬂmﬂnrm‘ ned part of the optiFRCAVUSIE8%84n
having a light sensrtivity to &n éffective anmount of |ight for changing
the reflective characteristics of the o;?tsi cal rmedi um 23. A nethod

as clainmed in aim, 20, . .further. including a ep. _of ., creati.ng access
errors as an inst g‘?c'e A o?&&aéxgééFeacﬁ?B +IP§ tb? f%lranltnb Qpéquﬁhnﬁgsalcgai d
Steﬁ gf fplrow'e(iicltgvehcompoun;i isf supported on an outer s@tface o¥t.saidA
nmet hod o i mti t.he use .of infar ion_ stored wi th _an _optical Lum
conpri si ng: sutbsn%aot&ﬁ d—‘frffg,h?% %nﬁbg?af“éﬁfsrégdar rapge § ti?‘ggﬂroﬁ%&‘#‘% Y
havi ng i nf or matli4ortd Rereaticxons wherein said i nformation includes first
i nformati on useful, for perform ggda gesi red..actio

o]

whet her &h expect pr %P2 pggg‘f’ﬁﬁ'?gi%%{}‘t]eﬁ%t?ag’g‘t eriregr{“l‘?%q'éiccess

of. the inforgminuliug sisetsedeetted fromeaf groupg ddres desingdodctvimibis ng

bl £ g AL LEREUER 3o P S Bl it b aRhERL Wiy

det ect ed; lightteraaich ssiatd step of determ ning includes substeps (a) and

(b) follow ng: 14. An optical disk according to Claim 9 wherein said

10 stimulus is light and wherein said reactive compound is a
photoreactive material.

15. An optical disk according to Claim 9 wherein said
reactive compound comprises selected from a spiropyran
class of photochromic compounds.

15 16. An optical disk according to Claim 15 wherein
said reactive compound comprises 6-nitro-1'3'3'-
trimethylspiro[2H-1-benzothiopyran-2,2'-indoline].

17. An optical disk according to Claim 9 wherein said
reactive compound is operative to change to an optically

20 darkened state in response to an interrogating beam
wavelength of approximately 780 nanometeré (nm) and
thereafter return to an optically clear state in response
to irfadiation by a beam of light having a wavelength of
approximately 337 nanometers (nm).

25 18. An optical disk according to Claim 9 wherein said
stimulus is an ambient environment containing light and
oxygen and wherein said reactive compound has the chemical

formula:

L
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| (a) sanpl

ing locations on the optical nmediumfor detecting data access

errors, thereby obtaining location data related to the detection of the
dat a accesmoesmwrs; and (b) conparing the expect e®@CFASOTPEB t h

the | ocati

i nformati on. 25. A nethod as cl ai

of: a nunber of errors detected

said opti

on data for thereby detectingééaid change in the access of the
d in daim24,—whereirn—ene—or

cal medium a relative nunber of errors

(a) said step of conparing includes evaluating a functio !ﬂﬁ @dent on one

opti cal
errors det

LAY g b

medium a pattern of errors on said optical nmedium a den5|ty of

a location of errors detected

ected on said optical nediung?

on said poptical medium (b) sai SLE & conpari ng i ncl udes
corrparlnéP result of said functioff~NerTh 8 vdlue, obtained using at | east
one of: a minimumthreshold in the nulber paf f Srrors expected, a m ninmum
threshold density in the nunber of ex¥bected, a nmaxi mum threshold in
t he nunber of errors expected, and a irnun@breshold density in the
nunber of errors is expected; and c) said step of sanpling includes
detecting a set of . COMPOUND 1
19. An optical disk according to Claim 9 wherein said
stimulus is an ambient environment containing light and air
and wherein said reactive compound has the chemical
10 formula:
N e ] W
15 N et ' Base T \p=cu,
i l e/o—cn, _— c
/c\c PN / o Hexane H/ \c/
o] \ b,
g CHy H
Tetramethylindolium iodide COMPOUND 1
20. An optical disk according to Claim 9 wherein said
20 stimulus is air and wherein said reactive compound is
operative for an accumulated duration of time to oxidize
and alter an optical characteristic of the compound.
21. An optical disk according to Claim 9 wherein said
reactlve compound is operatlve to change from an optically
25 transparent to an optlcally opaque condition wherein said
reactive compounds absorbs light having a wavelength within
a selected range.
22. An optical disk according to Claim 21 wherein
said wavelength is approximately 780 nanometers (nm).
30 23. An optical disk according to Claim 21 wherein

said wavelength is approximately 650 nanometers (nm).

R ———

PRI i




data access errors Severe enough to that error correction nodules identify

said errors differen ere errors. 26. A net hod of
limting tvwe ssram79f “mw mnﬂlwmwu“ed with an optical nedGIySIZ08AdRi si ng:
providing, to an optiealcreader, sth& optical nmedium having information for
perform ng a desired action; determ®®hg whether an expected

profile of a purgosefully Induced change in the access of of, the
information i s det®tted®? OPticad i3Sk RGPRELIREsFPeblati i HrivRAT P t $Rid
information MWoget $3b debiPeeh@diPr of thémisaleyecé@ced@Nform of a dye.

70 prohibiting said st%%iof,p rforn1gg when sai d expected, rofile
is not detected: 2°¢ uReishrlAiFAETOSAIPEr £6r At ACTRRRERIR $2EP of

correcting dat@aaae¢qes ebmpbanéet st edepscpadt ofomaid gr¥BSCltef papés|e;
the desi rad sGeRBHELing of Bt Gl kit 1T H) LAY RIS In DEIS IR EHR one
or. nore of :plue 3 aﬁa)talui@ﬁﬁé Boie of said access errors are i nduced
g%p?]oiir %?te'sgl an?egg -t haﬂ(ib%dagﬁ%ﬂlé{&m%gr el?s?g Pr?vaen ao;?t':fcea](.)freadout
system of a computer wherein said optical disk includes an
inner substrate layer having -a substrate surface encoded
10 with information stored thereon as a plurality of data
structures and an outer layer and wherein said optical
' readout'system includes a disk drive operative to rotate
the optical disk at a selected rotational speed, a light
source operative to produce an interrogating beam of light
15 at a selected beam wavelength and at a selected beam
intensity and to direct said ihterrogating beam of light at
the data structures, and a detector operative to collect a
returned component of said interrogating beam and to
produce an output signal 1in response thereto, an
20 improvement comprising a film of reactive compound
superimposed over at least some of said data structures,
said reactive compound operative to change its physical
characteristics in response to a selected environmental
stimulus thereby to afféct readability of the data by the-
25 interrogating beam of light. ' '

27. The improvement of Claim 26 wherein said reactive
compound is responsive to irradiation by the interrogating
beam for an accumulated duration of time to change physical
characteristics thereby to mask said data structures and to -

30 render said data structures undetectable by fhe optical
readout system. '

28. An article of manufacture adapted to be encoded
with data and further adapted so that duplication of the
data by an optical scanning machine may be inhibited,

35 comprising: '
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28. A method of limting the use of information étored wi th an opti cal

medi um conpri si ng: i to an optical reader, the optical
nedi um _wi9M19bﬂer|“ijI|ilm1mrI||!ﬂﬂ rming a desired acti oPCT/US97/08842
determning whether *arf éxplctdd *profile of a purposefully .induced

change in the access of the infornd9 on is detected,; perform ng
the desired action using the information when said expected profile |s
det ect ed:; prici bid i sigpstrake Sakplertedr £5PR Ag SEHES t§5f

profile is n n&i?# R0h80a 30Bstrate SEFEEES WhRIE Foh tAIITY &Hé)rdm;alamwg
sai d expected profile”. 9.

A method as cl ai mne@®)i n TIxRAGLiFe CREPEURAGCBARING akpleash a porthrh)oi.z

further step,Qf suidR@icBIsudraté] ! §£idV€ea@ﬁW@@oQ{;ﬂoﬁrid3 dﬁeﬁmwtwal
medi um f or obtalnlng sai d expected proflle and Qﬁ% a further step

of renovithg sFhandedrom Eay OPHCHhLY e agsmazantshaha BhioR R

expected profédLme state3Qn AdBAMEE &% GlratdmtdibrC fdmadst, ad&lﬁﬁ@lé‘ted

(a) said step of perform.ng includes conductlng | nanci gl trapsaction,
wherei n sai d ¥pE#eien ne@fumti®e | RY udbRtrafeda ?&QL VlQ%Nuékﬁ ﬂﬂg t he

financial tronspsétO&Pis@l®s thereby to prevent light from the optical
' scanning machine from penetrating said reactive compound

10 and to render the data undetectable by the optical scanning
machine.

29, A method of limiting the use of information
stored with an optical medium, comprising:

providing, to an optical reader, the optical medium

15 having information for performing a desired action;

determining whether an expected profile of a
purposefully induced change in the access of the
information is detected;

performing the desired action using the information

20 when said expected profile is detected; and

prohibiting said step of performing when said expected
profile is not detected.

30. A method as claimed in Claim 29, wherein said
optical medium is one of a compact disk and a digitél

25 versatlle disk.

31. A method as clalmed in Claim 29, wherein said
step of determining includes detecting said purposefully
induced change as one of: a distinctive pattern of errors,
and a distinctive pattern of an absence of errors.

30 32. A method as claimed in Claim 31, wherein said
step of detecting includes detecting one of the distinctive
patterns by determining a related to one of the errors and
the absence of errors.
| 33. A method as claimed in Claim 29, wherein said

35 step of determining includes:
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(b) said step of d i eading identifying data on said

card for identifying ' ored representation of said expected
profile. wo osudily mmm“j m lﬁml ng the use of i nformeRCUSI7TOBM2ed
wi thin an opti cal L sl SlkNQ: providing, to an optical

reader, the optical nedium having inforrion for performng a desired

action; deactivating at least a portion of an error correction nodule
of the optical resshmpling locasiensi A theherhieal pediumdardetpeting  of
a_ purposefuldyr,i oduced <chehle whireiUodbCRS® afta bBIatkdl Ggreghen s

det ect ed; reactivating said portion of the error correction nodule
of the opti cdg¢teehien of the data access errors is obtainedp

performng the des%&%%q{é %eup%%ctt@i IJH MRS WAen VRN 1556 4t forpedd €4l

profile is detected, ] . rohibiting said step of perform ng when
sai d expet edfoprdgtigating sgiddehangedin the agpess pidthpdpiorniakienng

the use of informpjion, pbehed Q% dFLLDheGaknRAAIR SO Piheredn said
providing, to an optical reader, the optical nmedium having information

t her eon, i nclSERMPTE iGoMPaLING fRGladsHevyjdatdng fy Bnrkion Aerendent
determini ng whethge 88:1 AShaneerobrakrevRacRt e, & Rf1a i nosebet |y
I nduced change in the access of the
of errors detected, a pattern of errors, a density of"
10 errors detected and a location of errors detected.

35. A method as claimed in Claim 34, wherein a result
of said function indicates that said expected profile is
detected when there is at least one of: a minimum threshold
number of errors detected, and a minimum threshold density

15 in the number of errors detected.

36. A method as claimed in Claim 34; wherein a result .
of said function indicétes that said expected profile is
detected when there is at least one of: a maximum threshold
number of errors detected, and a maximum threshold density

20 in the number of errors is detected.

37. A method as claimed in Claim 33, wherein said
step of sampling includes detecting data access errors not
capable of being corrected by error correction modules
receiving data via the optical reader.

25 38. A method as claimed in Claim 29, further
including a step of damaging the optical medium by one of:
a chemical reaction and a mechanical activity:;

wherein said step of damaging is for obtaining said
expected profile. _

30 39, A method as claimed in Claim 38, wherein said
step of damaging by a mechanical activity includes changing
a reflective characteristic of the optical medium by one
of: tearing and etching a layer of the optical medium.

40. A method as claimed in Claim 39, further

35 including a step of encoding one of a damaged and undamaged
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information on sai d¢—optical mediumis detected, wherein said purposefully
I nduced change is c nstanced on said optical medium by
changi ng awoes/uior9 ofiﬂ mi‘!@"ﬂa e informati on at one @FCTHRY04 a
| ocations on said I'usn Wt t hout deternlnlng an address for each

of said data |ocations; when sai d i ®#dt ance of said expected profi le is
detected, the steps (a) throu perfqrned:

(a) encodi ngPEHtEIhQhirche °Pt1cgl méd%‘?ﬁ‘ gﬁFp&fiF?‘ﬁé%gépg enddaaRsiad ance
to a user of yransadti®rPEasdl h%&dh@méhlid ngpatchlsmtddiain, Onadtesaishia

first information onto a conputatio VI ce upon whi ch the
desired act iSHeP jof damagingiis FRfrrtqn per f or med;
70/3 (@, pe:rfleéﬂw@ ale aeasmeﬁﬂ ﬁﬁt mramsum thRebkiAl said

L roraton A crmeRhoil’ [heRthdstsR-ale RSt BTG S A0 iatnce
Cai m 32, whejidtt¥iE «¥ pdft edfsaid expe(c&je&epmbﬁm of encoding incl udes
ol atod Lo at | edESKRP FATd SERRNAR T R ero RRETaRneRy S o
at | east one s yerioniiny ctﬁ:ume whexli fext action. :
| 42, A method as claimed in Claim 41, wherein at least
1'0 some of said access errors are induced by microdots.
43. A method as claimed in Claim 42, wherein said
microdots each have a size of approximately less than 1000
microns.
44, A method as claimed in Claim 29, further
15 including a step of 'creating access errors as an instance
of said expected profile prior to performing said step of
providing. '
45. A method as claimed in Claim 44, wherein said
step of creating includes incorporating into the optical
20 medium, a means .for authenticating the optical medium,
wherein the information on said optical medium includes one
of an audio presentation and a multimedia presentation.
46. A method as claimed in Claim 38, wherein said
step of damaging the optical medium includes changing a
25 reflective characteristic of the optical medium by one of:
exposing the optical medium to a reactive chemical,
rupturing a chemical container attached to the optical
medium, and exposing a predetermined part of the optical
medium having a light sensitivity to an effective amount of
30 light for changing the ref'.lective characterisﬁics of the
optical medium. _ |
47. A method as claimed in Clalm 38, whereiri said
step of damaging includes removing an item attached to the

optical medium.
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proceési ng the first information on the optical nedium 34. A

method of limting t ' tion stored wth an optical nedium
conpri si NgvO 98/41979 prlmnﬂmr““wlmﬂ tical reader, the optiPEAMUSEE%M
havi ng i nformati on thereon,t iMcl &dihg first information for performng a
desired action; det ermi ni ng whet heP2an instance of an expected

profile of a purpqesefully induced change in,the acgess of _the _information
on said optical m8&icuny s‘@@?‘@a e® € galr%ﬁ,qi Vet néfa{'lﬁe 2éesi FaEthes: i on
using the fincadiny o NS¢épnopheadaaiidg RN doreles eebedobaadning -
prohi biting said step of actlvat_Li ng when an instance of said expected
profile is S&Ld&EXE d prefileche steps [err] follow ng are
]perfO{ Lred i cal 49.d A (ﬂxétﬁ@c:ma'sn@:lakme:dﬁeimsemaimheaeqptwnafemdiswm
romthe optical reader prior to gn operative . access .

7004 5 §Eegsiof | FPERCERBOR RGP oE FOHBIAGt PBRaIOTev cShERical
operative comafdttiaid onand t hat hfeehthiehlr cadstivity for chahyiabtem ng

an optical characteristic of the. .. ti.cal di_um whi.l e the opti cal
mediumis re ctive | ﬁlqtﬁélﬁﬁcczﬁ%ort@aedé’rprﬁel&%m M instance of
sai d pur posefoul | W imeltleed ebargsinmsdl in Claim 49, i whepebni diaig

020, 53 ¢ R0 He TRYUILRy nctaddt ATy PROAEEAERE T 1%l 1
i nf or matoon the optical medium.

51. A method as claimed in Claim 49, wherein said
step of performing includes changing a reflective
characteristic of the optical medium by one of:
purposefully exposing the optical medium to a chemical

15 rupturing a chemical container of the optical medium, and
exposing a predetermined part of the optical medium having
a light sensitivity to an effective amount of light for
reducing the access errors. | |

52. A method as claimed in Claim 29, wherein said

20 step of performing includes conducting a financial
transaction, wherein said optical medium is included on a
card for conducting the financial transaction.

53. A method as claimed in Claim 52, wherein said
step of determining includes reading identifying data on

25 said card for identifying a previously stored
representation of said expected profile. ' '

54. A method as claimed in Claim 29, wherein the
information includes one of: graphical data, wvideo data,
audio data, text data and a software program.

30 55. A method as claimed in Claim 29,'wherein said
step of determining includes attempting to access a portion
of the information residing within a predetermined part of
the optical medium wﬁere the expected profilelresides,
wherein the predetermined part includes a minority of a

35 total storage capacity of the optical medium.
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stored with an opti Si ng: providing, to an optical
reader, the optical nedi nf ormation, including first

i nformati owo 9&/3[979p M@Iiﬂ‘ d action; pur poseGU$97/0B3Mduci ng
a change in access one or nore |ocations of the optical

medi um f or instantiatl ng an expect ed prcﬁii e of an image of a body part
on a touch sensitive portion of said optical nmedium det ermi ni ng

whet her said expeci®d pghofeiehed & phrpBEESf uihy Cllﬁéﬂ’cecggfchaﬁ‘l-b‘"eth?%

the access ﬂ{thﬁcli' gl g or 0B £l SdQSEEE*/SELng an PeSF 59 b A ecteliasn red
action using flrst I nformati on when said expected profile is

detect ed; androduleprohibiting said step of perform ng when said expected

profile is not detggtedy method as claimed in Claim 56, whé®ein said 36.
A nmethod as clained in Cai m35, includi g ne or .nore

f: a) a
further $3ep ferR Gpaleassiyatipgeisnparf PLigr tg cﬁﬂ‘ﬁ'éc???%@“%ﬁ‘%?\ a
previously st@fega{&pgwrggtd@&rﬁnﬁq@ody part image for determning a

consi stency between said provid repr.esent atj.on an aid i ousl
stored i mage repre3®nt ki o‘ﬁetmd afb) giaFEPEihelmst S nsm?‘f?ﬁ&%al dy

representati ofncDhding R O¥idpd bfBGRAUt BrANGINtLHAL | @ﬁﬁoﬁetdﬁi‘eé@ion
perform ng el ectronic_comerce; and
module after said step of determining.

10 59. A method as claimed in Claim 29 further including
steps of: '

encoding said purposefully induced change; and

outputting said encoded change to a user of the
optical medium Waiting to perform the desired action.

15 60. A method as claimed in Claim 59, wherein said
step of encoding includes encrypting said purposefully
induced change together with identification data related to
at least one of: an identity of the user, and an identity
of at least one component of a device used for processing

20 the information on the optical medium.

61. A method as claimed in Claim 60, wherein said
step of encrypting includes determining'an identifying code
for one of a central processing unit and a peripheral
processing unit as said et least one component.

25 62. A method as claimed in Claim 29, wherein said
step of providing includes purposefully indugihg a change
in access errors at each of one or more locations of the
optical medium for instantiating said expected profile.

63. A method as claimed in Claim 62, wherein said

30 step of purposefully inducing includes: §

removing the optical medium from the optical reader;

altering an optical characteristic of the optical
medium; and

providing, again, said optical medium to the optical

35 reader.
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(c) said step of'providing including a step of providing said touch
sensitive portion w I' "m active to one of heat, pressure, and a
bodi |y prdﬁoe&dlwﬁsubl; Hmm'lrm"‘ Hsf“l A method for |imti R&THYRT/08842 of
information stored ofi ah optital® m&di um_ conpri sing: creating an

I nstance of an expected profile of acces$4 errors provided at a plurality
of addressable locations on_, said_optical diu wherein for_at_ | east, one
said adressable ca olﬁ?th?‘ﬁeflé qlsa]é‘}?é;‘é%%sghaé‘ﬂ o&’ cﬁgﬁﬁglnwsﬁ‘?‘&ut
identifying stiegp asifirpsspdsefhbrat induding ninedidesachaagiagr ohec lvdhga
detecting said,_.instange of an expected prafil.e . of sai access errors on
said opti cal %ﬁ?ﬁ\ PETletatee did a‘%’lenog’r lpﬁa}lngtﬁao]b‘%é%tearn -\

representation of éai dA meshadces aldimshtihi Cikiion &2t awheketind stad dat

| east. one of;_.an d s . . 70/ i tity of
the' user S and GHP | §EnBIEPOSE TIK, | HINYGHR o 4RELIRRS (G R 0P AT o t he
optical nedi umreddalfien an redidialdly seeadalbbe pbrédonypf nghei eptsical

i dentifying _code: Is sald,i tifyi 4 Lt h g USgh.qinput;
perform ng tnheéfﬁtf"seranddeglggggﬁggt i glﬁgdéglf%g ;gt h&g‘lﬁn%o%aﬁng'ﬁ%%h{ebr% egai d

i dentifying eedtiprovfienial fopiorcadl eneddiampari son with the user input; and

prohibiting a perfqsmng gle$0§ 48S'dBfiMcd ' PH WMi%im 62, wherein said

10 step of purposefully inducing includes providing an image

of a body part on a touch sensitive portion of said optical
medium. ' '

67. A method as claimed in Claim 66, further

'including a step of comparing a representation of said

15 provided.image with a previously stored representation of
a body part image for determining a consistency between
said provided image representation and said previously
stored image representation.

68. A method as claimed in Claim 67, wherein said

20 step of comparing includes a step of transmitting said
representation of the provided image on a communications
network for performing electronic commerce.

69. A method as claimed in Claim 66, wherein said

touch sensitive portion includes a compound reactive to one
25 of heat, pressure, and a bodily produced substance.

70. A méthod as claimed in Claim 29, wherein said
step of determining includes identifying said optical
medium using an inputted code describing the expected
profile.

30 71. A method as claimed in Claim 70, wherein said
' inputted code was previously provided to a user desiring to
perform the desired action.

72. A method as claimed in Claim 70, wherein said
inputted code was output during a previous performance of

35 said step of determining.
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sai d encodi ng provi-des—an—unfavorabte—conpari son with the user input.
38. An apparatus for limting the use of information stored with an
opti cal ned\'(mm/‘ﬂetﬁm“lﬂm ll ﬁl opt i cal medi um havi ng BCHUSHT/08842
i nformation, wherein n is used in performng an action
desired by a user; neans for produéﬁng a change in the errors

encountered when an optical reader_ accesses said information on said
optical nedium whéPei nfsafetRedneh ol ipi&dngi nfhes UsRd off oinépsmataghan .

i nst ance of agtg*ggcbgdaargbth@aloheag ?scogb&qggngrOV|ded at a plurality
of addressable locations .on said optical nmedium wherein for_at |east

one of said addre?§QEﬂ1@1In(§cattFQ)n§n ORtd GedankeRder pr 88u QR ¢l uBedipsy

pr-oduci ng a caawagoaﬁlfaﬁma%ci@assorepéefformah@nae&éﬂs&%@t aldi;%tzi fying said
addressabl e | ocati on; 70/ neans

for detecPing fi rsfiem%n@p@é‘se?ﬁpﬁ‘FWoPrgg?-He Pﬁstaarf'c}tange in gceesst

nmodul e for deaegirbvat ifog theeAnFairfakBans o'hOPched@ q@arlg:deal%ﬁi ive for
detecting said instance, .an error Oorrec ?Ehnn | e of the optlcal r eader

so that the error CCBPPELRT AR nERRAENS Gfotthes GhaRge Mikht @npBrRginput;
correction of at peaFormifoftHdiedesiped hbtiohhaigioig eghé OAnFBEMLE ionoul d

fggg[ﬁgfemeL%HBt ggl éﬂggéing provfgésegp %%%rLBieeQSQSLQ sgglgiikr%%edata
10 user input; and

prohibiting a pefforming of the desired action when
said encoding provides an unfavorable comparison with the
user input. _

74. A method as claimed in Claim 73, further

15 including a step of encrypting together a representation of
said change and identification data related to at least one
of: an identity of the.user, and an identity of a device
for accessing the information on the bptical medium;

wherein a result of said step of encrypting yields

20 said encoding.

75. A method as claimed in Claim 74, wherein said
step of detecting includes determining said change in the
access errors by mappiné locations of the access errors in
at least one predetermined portion of the optical medium;

25 76. A method as claimed in Claim 75, wherein séid
predetermined portion extends to only a minority of the
total data storage capacity of the optical medium.

77. A method as claimed in Claim 73, wherein said
step of determining includes using a representation of

30 locations of the access érrors in an encryption.process for
obtaining said encoding. '

'78. A method as claimed in Claim 73, wherein data of
said user input was obtained by the user from a previous
attempt to access the information on the optical medium.
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second data indi cativeof—onmeor—more of: (i) an identity of one or nore

conmponents of a conputatio in operative communication with the
opti cal reudes/41909 ’T‘mm mllFﬁ!H;Egﬂ esired action; and (ii )POISES97/08842
identifying the use nodul e for conparing an input by the
user wth an encoded [ dent ifier resulti®ffromactivating said encoder,

wherein a result f_}f'omsald co arln determ nes whether the |nformat|on'

can be used to perfor mAthé Q&t ildmlting th@useAﬁfaﬁ-ﬁafr%"lﬁstlﬁl

claimed in CstigediB wiriera I’bptlcal (ed mah,d Fersi g Produci ng incl udes
one of: on sai opthal nmediym that is

‘reactive to one of2% |%’fl%$|jd)’5§9b‘é‘ﬁe{‘a"1ng stored, ipformatiom,dahekeitor

etching sai daipl iiesormation iedised fiad ﬁﬁﬁﬁbﬁhﬂgg sidbd NSEANEEEion;

(iii)ac ound chem cal |y reactive, with s opt1 cal nmediumfor
pur posef %npy appl VISP h§¥’§t CPIdeuCJLI?‘%aFI as%ﬁ‘?i LRstifcedccess erroryg )

an attachrrentertcmme‘kewéwm ared%sem@aaatamacau&aﬁsefmlﬂ mﬁ@ﬂﬁtﬁ%r{ r?m
sai d Opt i cal nedi,um r.O ces Sal | nst ance; an |1 nstrunen
el O PaTP TR GE

det achabl e f ¥ Plale iRy  WRERRd eithes Shanoss n
ext ernal surfaaceaxp:éctsai bryfilesl nedi um when applied to the opti cal
medi um means for detecting whether an instance of the
i0 expected profile has occurred; |
means for determining when to perform the desired
action using an output from said means for determining
whether said instance has occurred.

80. An apparatus as claimed in Cla:.m 79, further

15 including means for performing the desired action when the
' instance of the expected profile is detected.

8l. An apparétus as claimed in Claim 79, wherein said
means for performing includes one of: means for loading
software onto a computer, means for presenting a

20 presentation, and means for conducting a financial
transaction. .
' 82. An apparatus as claimed in Claim 79, further
including:

means for prohibiting an activation of the desired

25 actien when an instance of the expected profile is not
detected. _ '

83. An apparatus as claimed in Claim 79, further
including:

means for performing the desired action until an

30 instance of the expected profile is detected._-

84. An apparatus as claimed in Claim 83, wherein said

means for performing the desired action includes means for
- reading identification data from said optical medium,
wherein said optical medium is provided on a financial
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sai d i nstrunent inctudes one—of+——eans for scoring, and neans for renoving

a |layer of said opti i nll _ (vi)a data mask attached to the
opti cal nmewions141979 Jm N}TID ’H"ﬂ!l ﬂl for produci ng creat esP@HESY{08842
(i) a reduced nunber, O M Ml errors; and (1i) an

i ncreased nunber of said access errors; 67 (c) said nmeans for producing
creates a substantially irreversible change to said oBtica[ medi um

40. A net hodt8RRFRRFLPRg RRUGEY 8RSt Giad daPhiGAlaMeipi chf AnR uaf:
conpri sidng; 1fightl @éﬁsitﬂﬁeta§d08k¥§ah g@ﬁstyﬁ}vat? an op;lcal rregl ;Jm e
access ‘device for cessing information in aj ast one of a predeterm ne
first storage portggn R ERRFR:RET nﬁﬁgfl%%?fﬁdl& oq:%@emp@ﬂt'i ofheFreine
opt : cal m?d\'%\ﬁghtj.fica_@-ﬁbhvd&'fz_ﬂginémudéﬁsbaﬁfzeroﬁ{:iné adegl.red conputer
appl i cati on, erejp saj application _has  program ) )

i nstructi®ns storeégrn | PRATINE AT (@il g@ﬁ%ﬁgggprP?F%h? sa}d
purposef ul | y bpdiiealg medhangeindludes f i sHigienddy encbied abpeicsdly
step of activat%&g tWhereiE said change is irreversible;: obtaining a
response indi E&ETTEEOYSWHREREF2Lhe purposeful Iy induced change exists: and
det er m ni ng whet heg7sai Ani appareitus asldlaimed An Claim 86, wherein said

optically reflective material is included in one of a

10 compact disk, digital versatile disk, and a financial
transaction card.

88. An apparatus as claimed in Claim 79, wherein said
desired action includes one of: 1loading information into
a computer memory, performing an audio presentation,

15 performing a multimedia presentation, and performing a
financial transaction.

89. An apparatus as claimed in Claim 79, wherein said
means for detecting includes means for sampling data in one
or more locations of the optical medium.

20 90. An apparatus as claimed in Claim 79, wherein said
means for producing is attached to said optical medium.

91. An apparatus as claimed in Claim 79, wherein said

" means for producing includes one of: a means for increasing
access errors, and a means for decreasing access errors.

25 92. An apparatus as claimed in Claim 91, wherein said
means for increasing access errors includes one of: a
chemical sac, a ripcord, an etching means for etching a
surface of the optiéal medium, and an embedded 1light
reactive chemical in the optical medium.

30 _ - 93, An apparatus as claimed in Claim 91, ﬁherein said
means for decreasing data access errors includes one of: a
data mask attached to the optical medium, and a chemical
sac attached to the optical medium.

94. An apparatus as claimed in Claim 79, wherein said

35 means for producing includes an instrument detached from
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continue access the —program—i-Astructions in said predeternined
second storage port| mﬂﬂﬂ accessing said response indicating the existence

of said chan@es/41979 ’H"# mﬁm limting access to SPOTASITBS42 On a
storage nedi um conpr erting the storage mediuminto a -
‘storage access device for acce55|ng i nfofBation in at | east one of a
predeterm ned first storage portion and a predeterm ned second storage

portion of th&23dforoRfel Gl BRgium, whexrein 33id ingssumentcorpanges an
application, eWwberRAD $@rff& ¥ Ha3d Gp%9251Cﬁéag§m WRERT i?@d'pof§§g

predeterm ned second storage portion st be us ose
-inducing a chaR§acrh PRELIEMrst storage portion; determ ning a target
density of |ocatiogssanBhegppératus as clalﬂéa?iﬁ!Ei%lﬁ?gﬁagﬁhgﬁéihogaiaat
is effective for detecting ~said change ecting a

sanpl i ng 8f - aiPPEFHMER) dRcindes: Ongy@T nedIaAng ofQl | 9PRTingier and mmans

| ocations of Ebe séﬁabnﬁg arQay§9| QtsdlaOobEQEathE 8. SONe of said
| ocations selected__are epen dent upon sai d density o sanples wi thin the

first storage porfPon; AR aPPERERF| A selimednde pylatBeddmgfuksher
| ocati ons of 1hb$u&&ﬁ§|bﬁgencodln@bhébﬁéwfétréﬁﬁEHEKb'Qdféﬁfé¥€negtwﬂﬁther

the of the change in the access errors, wherein said means for
10 encoding includes means for outputting to a user encrypted
data including an encryption'of a combination of: (a) the
change in the access errors, and (b) at least one of: an
identification of the user and an identification a device
for accessing the information on the optical medium.

15 - 97. An apparatus as claimed in Claim 96, wherein said
. means for outputting instructs. a user to copy said

encrypted data. '

98. An apparatus as claimed in Claim 79, wherein a
user desiring access to the information activates said

20 means for producing prior to gaining access .to the
information.

99. An apparatus as claimed in Claim 79, further
including storage for storing a representation of the
change in the access errors, wherein said representation is

25 referenced in said storage using an identification of a.
user having the optical medium.

100. An apparatus as claimed in Claim 99{ wherein said
representation is used in a verification process of a
financial transaction. '

30 101. A method of'limiting access to stored data on an
optical medium, comprising: _ _
inserting the optical medium into an optical mediun
access device for accessing information in at least one of
a predetermined first storage portion and a predetermined
35 second storage portion of the optical medium;
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purposeful I'y induced change exists;—and deterni ning whether to use the
information in said predeterm ned second storage by accessing. said

response WOABMLX? n I f sai d change. APCTAISPRIOBR4A Of
limting the use of ﬂ“l lm “mmﬂl red with an optical medium conprising:
provi ding, to an opti*caF readkr *of *a part8®ular conputing system a

particular optical ., nmedium hayvin | nformation for performng a desired
action; firs?c2&¥é£%39uf 4 (GRRRYR RO RRRA iFdidan c fhareipt e al

medi um to detggridien Faideppleeation) EXPEEHLEL orf O | SN RH UUH ermifSet S
from accessing the. informtion; secqond accessing one or nore

identifiers Toron9 (2HT397 RPrEion duist ¢ tu$#dsai d particul ar conputing
generating authentpurposefbly indutdrgt af YWHihgRi fn BRB! IFGWsY HUPUYd NY
systenlagg said particular o tic%% ., Jredium mhergln sai d

aut hent i cat i P s"Hbeei)eeng?ﬁl FhaRgs 3 Hrregessteland said one or
nore identifiers; obtainimgei &i ngesponsel i catieatdaea LroMAtiRIr f Ahe
identifying a _co medi um first

det er i ni ng phbrpr?%t#@lysﬁ(ﬁgég&mgg;%’gét%ht"Hé‘ﬁt i cation data and said
i dentification datdeteeminfyg ahethetrarid ahby Ihd | difeanPtiongisysdLm and
sai d part“uﬂfgdé¥géﬁfﬂegegggghd storage by accessing said response
10 indicating the existence of said change.
© 102. A method as claimed in Claim 101, wherein said
step of purposefully inducing includes damaging an optical
characteristic of the first storage portion.
_ 103. A method as claimed in Claim 101, wherein said
15 step of purposefully inducing includes one of: removing a
| layer from the first portion, causing a layer of the first
portion to become opaque, marring a layer of the first
portion, and chemically- distorting an optical
characteristic of the first portion. |
20 ' 104. A storage medium having 1limited access,
comprising:
a first storage portion of the storage medium, wherein
said first storage portion includes one or more data
storage locations, wherein the locations are related to a
25 data accessibility profile;
a means for changing the accessibility of data at the
locations, where the change is purposeful and substantially
irreversible; -
wherein when said means for changing is applied to the
30 locations, said profile is obtained. '
105. A storage medium as claimed in Claim 104, wherein
said storagé medium is an optical disk.
106. A storage medium as claimed in Claim 104, wherein
said means for changing includes a detachable portion of
35 the storage medium, wherein the data accessibility profile
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second determ ni ng—a—second—value when said authentication data and

said identification data do ntlfy at least one of: a

subst ant i aVPY8/ALY7R; mllu mmt“iﬁ m; E stem and said parti culRGT/G3H708842 _

medi um per f or actlon using the informati on when said

first value is detern1ned and proh| ting sald step of performng

when sai d SeC'Ondde\t/ 8d'%ﬁ%¥ﬂ?¢g§egccess of the locations when said
detachable portion is detached from the storage medium.

107. A storage medium as claimed in Claim 104, wherein

.said means for changing generatés one of a decrease and an
5 increase in the number of errors dur1ng access to the data
| at the locations.

108. A storage medium as claimed in Claim 104, wherein
data in a second storage portion of the storage medium is
accessible in response to an indication that said data

10 accessibility profile exists.

109. A method of limiting access to stored data on a
storage medium, comprising: _

inserting the storage medium into a storage access
device for accessing information in at least one of a

15 predetermined first storage portion and a predetermined
second storage portion of the storage medium;

- activating a desired computer application, wherein to
perform said application, information in said predetermined
second storage portion must be used;

20 purposefully inducing a change in the first storage
portion; _

selecting a sampling of a plurality of the storage
medium locations, wherein the locations of the sampling are
selected so that there is a predetermined density of

25 samples within the first storage portion; '
detecting said change by accessing the locations of
the sampling;

obtaining a response indicative of whether the
purposefully induced change exists; and

30 . determining whether to use the information in said
predetermined second storage by accessing said response
indicating the existence of said change.
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