; e3e) B)>>?$@ @ VB6BTB\e: 4 F E B 2003 METHOD AND APPARATUS FOR | NPUT/ QUTPUT
LI NK RETRY, FAI LURE AND RECOVERY I N A COVPUTER NETWORK 5 RELATED- 4 FEB 2003
APPLI CATIONS This application clains priority to U. S. Provisi onal
Application No. 601057,221 filed on August 29, 1997, entitled "Mthod and
Appar atus for Communi cating Between Interconnected Conput emmmmmmw
Systens, and Qther I|nput/output Subsystens" by inventors A n,
Paul A. Grun, Kenneth R 10 Drottar, and David S. Dunni ng, and+tsmsel. S.

Provi sional Application No. 60/081, 220, filed on April 9, 1998, entitled
"Next Generation MIPHHOI AND ARPARATESIFOR INPUTTOWINETRARK RETRY
Houssein, Paul AL Gun, Kenneth R Drottar, and David S. nni ng. These
applications are herEf FOADE REE RYIN:AGOMBPIS EHAWOR

their entirety, including the drawings. Furthernore, this application is 15
related to U S. Patent Application No. 09/141,151 filed by David S. Dunning

and Kennet hgR. R@LM‘E%APPL%RI](SNSG herewith and entitled "Method and
Appar atus for ntrolTing the ow of Data Between Servers." This
application is al solhiekpplésitivn claing privgity ta UAp Browasionad dprbicatigyNd.1, 134 fil ed
by David S. Duppj Droftar, .an j char d, .Jensen on, even date herewith
and entitled @b%lgﬁgdﬁﬁp{g‘ﬁ%@ ?%ﬁéb‘ﬁiﬁ‘nﬁ?}ﬁ?‘fﬂ& ARRATENBIOTOF  Dat a

Bet ween Server@olihiitalfhy Btvideh %tzfca@%a&t@dmﬁut%@f@%gvmtQEs,TAﬂE OENTI ON

The present invention relates generally to methods and apparatuses for
control ling thapat/Quipof Sebsysteet emventotseshrietrHouaseipdlant 4) Girun, Kepoeth(R.er

network, -_ 25 and nor articularly t hod .and appar at f ar
control | i nb&t ngq%\ﬁngpoa&é %C@m&%ﬁné)%%gghé@"?wgﬁﬂgﬁﬁﬁoﬁ '68498&252}9& em
area network. {0 o Der9l POSE Sniftled! “Nekt é&péram]gvn R/OdtPEe 1 ifverilde” Wil 1 be

used to describe elther an origination point o nmessage“or the
t erm nati on poCiristgthenDodd sAlymet Hhvssdimrfaul AoGmirl, Kienhdth Re Dreteat, sral Patdidr to a

transient location in transm ssi on between 30 t nodes. The, presen

| nvent i on i nol SN TRASE BRAISARONS SraRRIFDYamefRpraigdity Teference as if rgpeated 3
2003 node and fr§ irdfety, and108Re BRAMIrAWYS [ Blikthethibfel tHis t'%' a link,
between a fi rs}%ré;iwﬁ?{gﬁlrand 2 'Secona swit ch. MMi ch ecorrpr’i slea@ﬁilvclhrll ®and

bet ween a i trelatedrtd LAS nPatent Applieaticgt Novd@9f 14dvi 5d diled o Dpvicit S dninnindgnown  as

Stop and Wait ARQ, .t mts a 5 data packet, any e its for an
aCkIEl)OV\A edgrr:entK%?Q Ii-gﬁ?%ﬁaé‘s"t‘ YR, etl_i‘ir‘r%&‘ﬂi frd %‘)%F‘ti %ﬂ@' a“iﬁ"&?&faéuﬁ)@éket s
flow through td‘ﬂ&tn‘%ﬂhﬁt&%ﬂ&?'&”@% BRRlad, §vdbe 'ﬂﬁ§(%p}ﬁ3'aﬁ5n is! ?gmﬁ%/eéiﬁtgcones

a problem Latency r romthe | arge nunber o nks an s in
fabrics whi ch UiSkBateyt ApysicatdomiNok09/T4li, K34 Slet by Devel S dimmag, Kedtn Dettar aed an
acknow edgnent_ of ccessful recejpt froma recejving node before the 10
next data pack%‘f‘h‘}ré%f%‘&ﬁ’c‘ opcYER ‘gat‘f F%ﬁ%/ﬁ\[ltag% Ryt J@’."’Wﬂ%‘&h‘ﬁ@?ﬁ‘?‘?? ?there is
an i nhereny,d Q F D3R drwhdn Eerd Qs Ne at,.50 reach
t he transmﬁ?t?én&g%r?gg%t?lr gqmatgﬁebr eceiv\‘/lléng noﬁe.utsgge@rgig] u#on, Th is known
as Go Back n ARQ uses sequentially nunbered packets, in which a sequence
nunber s sent_i h Q { f |{ 15 containing the packet. In this
=2 NDLQEIHEINVENIIQN i t hout waiting for the return of
t he acknow edgnent . ' t b E ITor TRV only
accepts the packets | ?%Se“ @g?étg)gtrg%r&agr&gn isoel}llt%ltggcrl;eque5\[‘6l‘“lr%glr‘?‘ml?)%ir%g (RN)
back to the treengolling ithoflowadé datdbetwekh aodesqbr ew@points) inegcEmputermemeork, S t 0
acknow edge al |l packets, prior to the requested packet and to reot%uest 20

. P ¢
transni ssi oh cndmge pagicalarlyde a gethadpndiapraraiis forgquuelling the 8pw ofidatago back
nunber nis a r 1 ssive packets can be
sent fromthe #ﬁg%ﬁgtngpgﬁ?rgﬁ%@f@sﬁﬁ%%ﬁ%ﬁ&ﬁ@% or a new packet.
Specifically, the tRoafispirposeg oftiteapplicativin, del tomethdde” sl e paek®tdescribe
before i has been acknow edged (i.e., before i+1 has been requested). Thus,
if i is the rr@tberra@d&ﬁm@ﬂqné@&t@éa mesgage or thesiermipatiorpeoinbeled messgen :
there is a w o] s 1tl.er. | | owed send
bef ore recei vir{%réﬁut%oémnéﬁ? %ggéﬁdo%qg B%J;%Ergsi%ﬁtl cltaég’][;)}noffgg%ﬁn}lx\g?n E)%‘ewr{e is an
error, thes@ntivo@odésndrhw pruseht deertRadndiuds doanitégions betwied eithérld firgnl v
permt reception of the packets in order. Thus, even if the error |lies near
the end of the window, the entire wi ndow nust be retransmtted. This
protocol is nost suitable for 30 | arge scaled networks having high

proiccol s st suta IR
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-2 .~ ~F CB 200 In an architecture that permts | arge data packets, )
unnecessarily retransmtting excess packets can becone a si gnifi,ggnﬁ: 8 2003 )
ef ficiency concern. For exanple) retransmtting an entire w ndow-of Sétﬁ
packets, each on the order of 4 G gabytes, would be relatively inefficient.
5 G her known flow control protocols require retransm ssion of only the
packet recebyeshd NsRbh®Phode] Rnddé St SWRCH, Rhi¢IERYaMSIT allkBéteah A fastouf f er
of the correctly received packets and to reorder them upon successful

recei pt of switeh amd a ageond swiseh. pdiecompisel 2elinde epil hetviche alsunidhadd
requirenents.to a mninum this protocol significantly conplicates the
receiver dé‘gﬁiegn as conpared to that required by Go 10 Back n ARQ The

present inventi of d§stin3&lo &rftroll Pfcﬁsécﬁ,ckﬁoavr; 44eStBp ahd wRicARMevahaRithsy a
met hod and apparatus for controlling the flow of data between nodes in a

syst em dr edataghaokatiand Hen waits fonansackhewlsdginehe@eyK pbefotedransmittingdhe i on

wi t hout overly conpl,icating th rocessi t the receivin nd. 15 SUMVARY
OF THE | NVERYIRSRketh AssRIATRress oB iR s ustiol Fomeamids e g i 11 ng
data in a Bs@mﬁt&éywzbaaewgfdmexﬁ.o@ateh@y ResURSfrbArtht PR RdaberAFaRIdi Ng to
the nethod of the present invention, data packets-are transmtted fromthe
sour ce nodand swiathels &afabriochwhiz makearpntbd network.oi Fitis istmciusofadthpackacket s i s

assigned a correspondi ng ,sequence nu r by the source node. A co of each
Packet 1 PP BUSGRRORTOGBREH OLaucOHE frsPios TRONE SRvATE e RekB i dgen
Is rec en'Rveﬂ 1tBta fReRasde frohPS rateRRRH MldeYCHRGELMURN, MérdR dhthRLERdI ary
poi nt. At {fie I nt'ermedi ary point, an internedi ate poi'nt sequence nunber is
assi gned t delepdhe pathk étansiettree ¥adhb gckrivaviedgneential reacly thearansmitéibg Tlode pr esent
i nvention provides an a@? ratus for comruni cating data between - two |inks
of a fabri ORECIE IV f@re | i nks. The apparatus includes two sw tches and

a buffer. The figRlsoRifbh Gohitl isdiRRSRIGH Badk LIARD, BRL %qu@ﬁtizﬁly‘ ink and

transmts the data packets fromthe first point in the link to a second
poi nt in thembéned padiees, in which awequdnca ssinarsisfsentsin tiwheatlersefghe framenunbers to
the packets, which first point 30 sequence nunbers are independent from
sour ce eqGeHeBIng the B °h§§it€iﬁéﬁs%ﬁe"grgéﬂ?@ém&? PREEISALE R VIPHE puffer s

di sposed i Q/a}tfh% ok TR treffH Stthe heknoMHRIgtknt O ALBSrdirg 8 this rotocol, the
receiving node only accepts the packets in the correct order and sends request
numbers (RN) back to the transmitting node. The effect of a given request number
is to acknowledge all packets prior to the requested packet and to request

20 transmission of the packet associated with the request number. The go back number
n is a parameter that determines how many successive packets can be sent from the
transmitter in the absence of a request for a new packet. Specifically, the
transmitting node is not allowed to send packet i+n before i has been acknowledged
(i.e., before i+1 has been requested). Thus, if i is the most recently received request

25 from the receiving node, there is a window of n packets that the transmitter is
allowed to send before receiving the next acknowledgment. In this protocol, if there
is an error, the entire window must be resent as the receiving node will only permit
reception of the packets in order. Thus, even if the error lies near the end of the
window, the entire window must be retransmitted. This protocol is most suitable for

30 large scaled networks having high probabilities of error.



~. """ ~F ~ 0 2003 switch and stores each packet until receiving ei'uxerFEeH‘nzﬂU
acknow edgnent that the packet was successfully received or an error 3
i ndication that a received version of the packet included at |east one
error. The second switch is disposed in the second point, receives each of
the transmtted data packets, and upon receipt of an error free 5 packet
sends an acknow edgmeah afchitdchde Gk PerilitGaes Bath ph@e®y, BineRbssafipy error free
packet and all packets in sequence between a |ast acknow edged packet and
the error freerquaokmittingpecessaackals st haspma p sinifingniefficicpeeehqsui. nforsequence

nb t [ ived kets, whj.ch . i nt
Mhdependent. f r GHTEHE. PHRTIBE n COUG IRREY AL PRk oo R BERRROBH ON oF
THE DRAW NGS Fb%a%yiés! wgﬁ]ﬂ%E%aMbOﬁﬁffﬁﬁém_NG /O 1link architecture

according to one exenpl ary enbodi nent of the present invention. FIG2 is a
bl ock di agr am of an Qd@riknowvafloh ¢comtrolipretocols réquidepeisansmigsougdf ady deoumckiétng
to one exenplary enmhodi nent. of the esent invention., ELG 3 illustrates the
poi 1t - based pr BESRER TOHETA BT ARESM REOLS © P SHO §0 Ui SURE) G 4
illustrates t h?cc@%ﬂ%:a&@%%d}% RIORER theRP BF il subdkes¥ul &cgf}di of Bk felp@dRStted
according the present invention. 20 DETAILED DESCRI PTI ON Architectural
Overvi ew Next eket.aMhbia keepmg the bapdwid(hNeuire@enty tolei mimirnume this protgeber al
termto descrihe stens that are based on the concepts, of NG I/O and that
erml oy an NG 2BEn AR bTP epes ISR v BB £ ociiRal odpeaure® BRg
switches that ghliowAr®. NG I/ O devices to comunicate. The NG I1/0O fabric is

a standard interface designed to connect server nodes into a cluster and to
connect various |/ Oltlepiesas inventon sshatioreadjectbdub ¢lrsprobleimgidevebypihg®t wor k

interfaces. One qr nore NG I/QO "swtches,". to hey with a ,series of |inks,
conprise a "fabft .d"ang(ﬂp%{atﬂﬁs% @“E‘?lﬁﬂgﬁ‘fqoﬁ'egfsﬁiai’% etERRNPLESi IR ASY EMnect
two points andaxfegﬁe%mmaaﬂﬂ;sraeesnﬁ@&m%%} BAthe toREIMRYSGEioh MBRUbYER AN 1/ 0O
pass through is a nethod -4 F~ ~ 0.3 of connecting I/O devices to a
conput er node. canpléeating el processing aiothp tecevingzmds t oget her, based on

| oad/ store penory transactions. An interconnect based on |I/O pass through
i's transparlént to the entities at either end of the interconnect. NG I1/0O
(physical) is g i 19) i ofind the protocol that runs on the link
that 5 interconnects two entitres. For exanple, the wires and protocol
connecting a conput &he pesmt inyeaticvproeides @ mpthoddontrhnsniitting@atd @ donetdbosd
refers to the gapability t.0o_connect .t wo or NG | OIinlés together m

paral | el . Such B@rﬂﬁoé‘ﬂ’e!qoﬂﬁg"_ %g‘?fnﬂémﬁ’s'_é’d‘et ércrgi%r;ﬁw& 1q¢ f‘elggg{ﬂ) e bRPiEsent or
pr ove he oV Bkl B e Bhnchifl Bm!thd bourEialedb g1 dnr e pr esent

invention, a swtch rs Ined as any device that 1s capa
recei vi ng packmteamediasopoint diackdf the paskdty ©apmagriedt asjortespandihg seymence nor e

ports and re-transmittjng those packets .throu anot her . por ased on a
desti nation ad’éFPBé%r t&'o‘h‘i gquﬁ"&d‘ fi ?‘h‘é’pﬁfé’é g@cp_paggetﬁ%f%p%i f”e? f’fé&era?t tch
typically operghges etulF:lfilG anrcg?(:)mhgmamg rthf:ivEc!f'ﬂua%’bagﬂétt\@é@suﬁﬁessfully

| nt erconnecti on (OSI ustfates the overall 'NG /0O |1

archi tecture aeceived bgat mtamediafy poistrphiahy inerbediane pdingfantihtermediaeboint
invention. The overal | NG I/Qlink architecture can_be illustrated as

i ncl udi ng one BAUFRFEAVEDRDYRETENes g epch lﬁ’."f,‘e%%‘?c\‘/‘é‘ﬁdsb,y the ieragdigyPoi¥er sonal

210 commin?eat e i t £ oREr S AR oRE kP o Pl it bl e ©

i nct ude a | ayenvadlisksaifiatfstricungde ofmmbitipienimka Th¢ sppadathaineiudes 2wo awitaliea | i nk

ayer and a buffer. The first switch is disposed in a first point of a link and transmits the
data packets from the first point in the link to a second point in the link. The first
switch assigns first point sequence numbers to the packets, which first point

30 sequence numbers are independent from source sequence numbers assigned by a

source of the packets. The buffer is disposed in the first point, is coupled to the first

-3.



20,214 .and a physical layer 216. An NG I1/O switch 220 (e.g., including data
| ink and physical |ayers) interconnects the conputers 21 OA and 210B. Each

conputer 210 can communicate with one or nore I/O devices 224 (224p Bpg 2003
224B) via the NG I1/O fabric using, for exanple, an 1/O pass through

techni que 226 according to the present invention and described in greater

detail bel . .Each t 210 25 .cC. i cat ith /0O
dovi ces 224 FHSAATG SOIOSAER PACkEL WAt 4ERT RS SLBeHY GRATURISTEER IR IS s age
passing tec ic?éf‘%va@@ly&)esﬁ:aﬁ)é redSivad bE N kror indRadEY iHEES redeit e V¥ rshf Jredt el y

| ocated from each conputer 210. FIG 2 is a block diagramof an NG 1/0

ar chi t ect ur epatket indl@iqdses deashoreagtoradbosaiong swatchis Esrsed irethe sedontihe pr esent
invention. The NG I/O arﬁhi tecture.zo ' ncl%g(gs agtconHuter. 310 and

conput er 360POIHATRENFT FAFR P {hedransmi 2 PHSFRs 1t YPOR Fe et <B ie b HEut er
(PC) or of hef, £QPitseh ackREWIeE&hent3d tndiBMe 3&Resstul reckipt of tik &AG3rdaPer ate as
host devices. Conputers 310 and 360 are each interconnected to I/ O systens
318A and 318§fackdtand al packeitein ssi@dancObeimen @ 182 8ckriomd¢dgdi pgclont@ndtheremoe NG
/O 1links (e, g., NG #/o | i nﬁ% 330A1 330B. 330C,,330D). 1/0O %terrs 318 can
be renot el y FSPRFIR APEATOIMSUTIER 853 P5SERYSeSeR PUBsar e avpbentaalides a
CPU/ menory | (l f i N ey Tage) i

i nter connect(::r g ve? agk%%sﬁm%gbﬂ%{) a?ho%??&a%%rl /O {ril%egt‘éxﬁérrﬁgllggy t§i4,
secondary ndirstrpoirBlsBqyesae humbera. hard di sk drive), and a network controller
3l 6. For_ outbound transactions (e.g., information being sent from conputer
310 to aP1/0 system 318), NG 1/ 0O host bridge 314 operates to wap the 10

host transagip@i His 1 EDR AWINGNSM ssion over the NG /O fabric
328. For inboun ransactrons (e.g., irnformation being sent froman I/0O
system 318 to corfiGtleitlusttfiys ariNGerdlONGOBO Ik atgleitedfide a@erdingso bxe unwr ap t he
data (e.g., the g{%l@ t{)acﬂsactﬂi}ﬁg%) graovi,ded In an NG I/ O packet over fabric
328, and t h&HeBBRRFPO I pEgeRfdP¥eieng.  the PCl transaction) to a
host transaction.gki @H& : i U nmenory
conpl ex 362, NG IF/I%%%s??ﬂ ri dg%@ﬁ@ggmﬁﬁéc‘%%tggﬁ%?ﬁgﬁ“ﬁ net wor k
control ey 36éordingnp vhe exagflaypeastatdisentrofahs presdrinveatioer t o conput er 31 0.
Each I/ 0O system 318 | '?l udes an NG |/O,to PCl Bridge 320,, a PCl storage
control l er 324 ccﬂﬁﬁeg ystraten tharsipl bgsed PREPC) opEgHOm aRsofdling 40 Heiprasent 322,
and one 20 qf.JmEg !/ O devices 326. (As illustrated in FIG 2, the A suffix
identifies conponents for 1/0O system 318A, and the B suffix indicates
correspondi ng corfiGrkiditustraiés the Poay-biased RORBPI ofevaticmuwitlo ndtiple avdect | ons,
the NG1/Oto PCl Bridge 320 operates to unwap the data of a NG I/ O packet
recei ved ov@chrﬁ’égIQGP’F@“F&BieP@O’BZ& and then convert the unw apped data
(e.g, a st transaction or data) to a 25 PCl transaction. Likew se, for

i nbound Transactions, NG I/Oto PCl Bridge 320 operates to wap the PCl

transacti on DET KBONf or transm ssion over the NG I/O fabric 328
to conputer 310, PCl storage controller 324 operates to control and
coor di nat e tAdshitectueahiQuarxiewand reception of PCl transacti ons between PCl

b 322 dI/O i i . i NGl | e,
03 52220110 o0 el iy GHNLF 00, HSs6ER GRS 51 °
enbodi ment  @esdrive shiterhé Badhelbab@ronitie @hcépieoPNESIEDtand g Rinpldy dnl NGst r at ed

in FIG 2 includes an NG 1/O to PCl bridge 320, it _should be understood by
t hose skdd | 6P fariehdhe NG V/R-fabue ivdhe sghntavisgs andisudiebescthnt allowiteadNGHED

exanpl e, devices to communicate. The NG /O fabric is a standard interface designed to

connect server nodes into a cluster and to connect various I/O devices, such as
storage devices, bridges, and network interfaces. One or more NG I/O “switches,”
together with a series of links, comprise a “fabric.”

30 An NG I/0 link is the wires used to interconnect two points and the

accompanying protocol that runs over those wires. An I/O pass through is a method

_4.



generically speaking, bridge 320 can be referred to as a ' network t%_
peripheral 5 bridge" for converting network packets to and froma fl'o Frfit <003
that is conpatible with bus 322 (bus 322 nay be a wi de variety of types of
|/ O or peripheral buses, such as a PCl bus). Likew se, PCl storage
controller 324 can be generically referred to as a "peripheral storage

control ler" foffasnceting &edeédices YP&so@bulef Adddem wasectibipaneicomputet heddsr esent
invention is not limted to PCl bridges. but rather. is applicable to a

wi de 10 vari et yogsthes: based pp (vad(siare meseiy tAgsacenss Ay ingreenngetdargdan Yect ur e
| SA), Extended_| t Ltectur Accel hi
Core) g "o oLt BARORG L B RSEt B0 P8 e ABRLEHS 16 o oo

principles of e spia®sie atminii@h st witésindakid protodls thaQuho ol @etiinRrthalge 364
can be generically referred to as_a "network to host bridge" because it
converts (NG | i@Ereapegsy Wapentiiss.sFenexampld. thewizesrandtproiocpleponnecing Bost

transactions). FlG é:rir)lo{léjgo;g ﬁigc%sc%)lr?n {8 ]I}Iaﬁ Ihf}cfé(fr)&géélcd ?"e%?rﬁg(‘;i egclg%a ii&' to

I
nove storage dé\%ngg u er cabl ne gce

devi ces renpt e (4 ESActhOVCOTSeNG 34D linkepéther3n aafbl. | Sich WdRdIed Bnky cafliee
poi nt-to-point |inks between conputer 410 and each |/O system 4] 8, or can

i ncl ude a nunbasedto gain HcraagedfeAndwidtd or imprrove thearvertimebalalityf a@neendinkaor e
switches. This arch'.teott%ere%ertrlr}'“t,est.a m)remgli.st rfib ted envi.r o%rgnt tag)?n
present |y avai IEPEINEI0LNE PLSet nYENIOR:  DVP B IrIRsS a5 a0y dpyise thakiisapaple
create a Worki R@r&reiwiy fackkistalkd pifes@niorRI1/0BaREE) ERGuNireor dRropbriddddow
for |l ost data due to congestion and transient bit errors due to Internal or

external syst ems-rrenspittinghieopy paskets troughornthdr partpassyd ema despinatzantaddeess | ow
control that does not..require end-to-end or link to-link credit t her
the present in¢enemsH "&gﬁtﬁaﬁ@%’ ?rhget%)%f ?Ws‘taos“ﬂ@’é%?m%}pyc%‘?ef%ﬁstaétsﬁheo‘ﬁa?%ﬂgk of
order packets af3#dr bethe)OpenSiRitehs Iaf¥édnbctiaqss to maintain that all data
is delivered uncorrupted, without |losing any data and in the order that the

data was sent. Thi s Rl ladlusimies thheretsyl NS iQlinknaychitessere epeadingben  and

cal cul atin 32 hbit 30 Lic undancy_ Check i h,.packet and

acknow edgi g Fﬁ?ﬂ@lt relﬁ%cﬁme{}te&ig?(%e\ﬁf%é@fe Bor(hi%?géeé\é\fllui\@aﬁﬁgwp v ~~E
a z003 The pregphitebtidedihibRRIAG IS iﬁclﬁ&hg\@ﬁ&ombkf(cd{%ﬁut&ﬁ 200 (e).; $ePoeR@i Nt

links. Referring to FIG 3, the m ninum sized networ is two endpoints 3

and 4 connect eavorksdatipnsgparsanall ormputersi onphe bke)yincludéng eampnetp 31 0 snd 210
network 3 and are naned,the sour.ce and th estinati.on, ctively, and
w1 be used t PBECEPRBE &qpuvBRSER Ity AEh oieny oY irged NGT PO e bl

i nvention hol dg,Ghc13dy a éﬂ}gi’e@‘fﬂ'&ﬂ eeh#&IndIdiNph ﬁetvﬁﬁi@ﬂéﬁ-r 3D iafalaAelfSIafer

t
switch 13 and |1 nks 8 and"9. ink 8 connects the source to _svvitch 13" and
link 9 conri¥ct 214 hnd dpbysierddayen2i®.t AndN@ d€hswiigch 209 (stgatindudibgdeta linkenfiG | / O

DO oeel oPer 2L e B e ARl A0 S0, O PR ©
can communicate with one or more 1/O devices 224 (224 A and 224B) via the NG
I/0 fabric using, for example, an 1/0 pass through technique 226 according to the
present invention and described in greater detail below. Each computer 210 can

25 communicate with one or more I/O devices 224 (224A and 224B), alternatively
using a distributed message passing technique (DMP) 227. As a result, I/O devices
224 may be remotely located from each computer 210.

FIG 2 is a block diagram of an NG I/O architecture for /O pass through

according to an embodiment of the present invention. The NG 1/0 architecture

30 includes a computer 310 and a computer 360. each which may be a server,

workstation, personal computer (PC) or other computer. Computers 310 and 360

-5.



endpoint (i.e., at the source, there is a send queue SE1 and a receive
queue RE1 and at the destination, there is a send queue SE2 and & FESezggg
gueue RE2 ) and a send and receive queue at each link-switch connection In
fabric 13 (i.e.. at the link-switch connection for link 8, there is a send
gueue X1 and a receive queue X2 and at the 15 link-swi tch connection for
link 9, there is a send queuge, X3 and r I jze of the
send queue SEeratersdQstsVIGERt gﬂm[pﬁg:rss% ]g)em@% %P %gg?agggﬁ%g&ﬁfgbegh%@ nor does

the send queue X 1; ety § PRERtLdsviRthes NCEL/OTabricdsy arcllireyiendRer moreThi s i s
al so true fo¥ $end and receive gueues to _and fraom des{}i natio % and the

i nk- swi t ¢h g oseikisae.gf, NG i kinis. 3304 3OBep30C. 38R Y eﬁ?lé@“wrzll 938 9%r ger

t han recei ve queues 20 %rgowever tg'lé ids3éuot required for purposes of the
present i nveemtgly)located fIRPCRMBEP 1Y Fife’'Si ze of send queue RE 1 g;jthe
source i s define t: i {1/ &R6Hy \cOm@lexBd 2 Z2inatudinpea EHUF is

defi ned 35 R1, t(h%eoqrz}f"Iz%(‘érl}o]f0 lgglﬁgéﬁfceﬁe 2 at thg@desti nation is E)g]g(i)ned as
S2, and t he p$iig ehedtfory egrcally igtescomnected via hOBINIS] prasheyin); an Bt I/ s R2. In

addi tion, send and recei ve queues - X4 have si daf ] LX1- LX4,
respect i vel yridgedibseerndanmeBivey3 i%(sg‘iih auhﬁr ? S%E%nggtiﬁ%ni@t?ot% e recejve

queue X1 on switch 113. R9Basdcaons (& @€ isfoRditiondring @ackets recei ved
at switch 1%° r?lﬁergégbr%ggce&gbe and im’redi(af%el)lé_passed on to destipation 4.
ri

Ref erring bagkguterBhe texabl sysiem FI& NG 1€hhest dge A AQPesURY NP R

" eooi ved (ommstraadipning N Bkl BaMmRi oL S RO i s Deer

acknow edging a .se o iRBGH8ESH BaNEsdt Boincind/OgystemBIB to B 2GD3
sequence nu:}%’ér‘nbaoélggg@%‘aecg”g%&{% k. On any géiaven l'i nk, packets rrufs:L arrive
in the or dercohiuas 10}, 248G lOnham pridge/dit driersies Waweranshedaiade g &t Pied in the

order they were queued.  Not.e, as an efficie [ V. this
al gorithm ttranshdtion) Bravided ip @ W‘ﬁ(&) @cgﬁﬁvﬁfdﬁg%??‘%ﬁhggﬂ%&cﬁ%@? ésv[ g%eoone time

by ACKing the highes HERESN) th 8 hokasanbRE0N C DiNcawimputereXd, ved.
e.g.. if the“%"%ﬂ%%%@@%ie@g?cgﬁﬁAG( fnczr pagket #9, then recejves an ACK
for packed #otpu@ERahcudesl:DCEUABermory campiexi 3631 NE If @ jrosidridge 3Btier the

link-switch f link 8 d ACK that t k

correctly, | senmndent memoropesvnterreovateralie e kbpelRt SadBRiaaEa

Destination 4 nust ACK Sgg&/g{g@pm@n acknow edgnent to |ink-swtch for
a

switch 9 10 VAEE PRRIGL S sent correctly. A new set of sec1|uence nunbers
i s assigned to thpdArdeysteme8 ifclodeslanNG ¥ tochCl Bridaei20¢  PE1storagre

destination. Transient errors are error at _ocgur. t sent
froma sendi cantredlde324ocquptascieiths Ng’elﬁéé%.ﬁcf H” $fe véﬁ\é\,@gﬁ b§?§ ?g’n%dg% error
due to internal or ter V&L Qited6n FIG LA HEBY siffix G@értifiesed bet ween t he
source 329nd°’fW@redégiafﬁl§€$%%é4@§%% 5 receiver of the packets nust
calculate thg %ét?sffaﬁﬂdsfyete&a}bBA,enéihtdBisuféimdn@QW)équPOQCbnﬂ he CRC
appended to t%e end of the packet, Ilg thﬁwcal cul at ed I@@q/é epgf}cei ved
CRC match, t hempershtsiof lfQ sysiem AdRBY . Faroufhpund jransageons, HiS NSV Y th) t hat
packet nust be. NA agal 9\@% ifhd & BYa KR/ OSabER ek elveatREr thefd0B LIt cei pt
of a NAK, th r@gﬁgggb%gesgoe{s]en EJtt ée&g?oecailfi ed g)(aacket again, followed by
all packets 209 f.0hkoMdich baiveprtak ehwrabped data (e hast trarsactimeradata)ds asent

packets up to sequence nunber 16 hut receives a r e . It nmust
resend paxsketPCHirdnsactipn.olik§Wise, ﬁﬁdk@c‘m& trggsaghany m{ﬂ% P@%ﬁ!ﬁeﬁh at ACKs
and NAKs can still be copmbi . :ng: loBet 8k thAMRBnPEsRI SeE the

par agr aph, ofoPFRKR&R Wéaq@e@g&n%(g%%%g@?r@ 10-# 13 are assuned
received in %ggbgggcg@gﬁpégmg@&m]mrrupti on, followed by 25 packet # 14
with corrupted data;, a NAK of packet# 14 signifies that .l?ac ets # 10 - # 13
- were received wiRGictirags cantiollerd24 ensratesdeiceptrel and coadinale e eq with error

d t b t.. FIG4 is.a b ' [ ' i
accor i ng Lo EwoBbisaiend recpron ALFG| pibARIAT e ECTRT IR L0 doviks

connect ea, betppe Onchitid. forleriiapieda 8Q8] siéfd2e davicd,08,other 1/0
respecti S%(?y.%’sq{sﬁgé\}n%ﬁsézélﬁég& a link 4Ib1 i s di sposed between node A and
fabric 400, addvicek 412 is di sposed between node B and -9 '-- ~ ~F ~ zoos
fabric 400 and a |link 413 is di sposed between node C and fabric 400. Each
link is a bi-directional comrunication pajh between two NG I/ O connecti on
points in the fabric 400. As shown in FIG 4, an unidirectional path 431 of
link 411 is connected between an output port 422 of node A and an input
port 414 of fabric 400 and an 5 unidirectional path 432 is connected

bet ween the input port 426 of node A and the output port 428 of fabric 400,
t hereby providing a bi-directional |ink.



Referring back to FIG 4, suppose for exanple, nodes A and C desire to
comuni cate with node B by sendi ng packets of data to node B. Acgol,dFEg 2093
the principles of the present invention, node A can forward packets # 1-#3
across link 10 411 to fabric 400. These packets are assigned a sequence
nunber which indicates the order in which the packets nust be received by
the receiving poin{, ar pode, 61 G 1haNEP1/0i SétiRgutecoftberpuenéd aMeniHPRh node
B, forwards packet e(hie 4? across link 413 to fabric 400.'5@85%&
sequence ”U”bflﬁﬁtré{eﬁ - A53GaIadude an NG ¥ padkPitsides 32hd Ul 0 Fecei ved

in the order transmtted. Fabric 400 incl udes NG o3 Wkdrhplel5 410
used to recei v thdse sk'rlwdsnﬂtetaéﬂhi‘)‘é’é}%‘éll)é‘?es§gn851%%tsﬁ%r8§§aflsseg assi gnsﬂa new

sequence nunber to gll cke i B ¥ §Sf Efo dsasthatveek tepgriphigral 10

assi gns a newé&eHié Xépﬁﬂﬁ%%ﬁ%&ggﬁcﬁets #erlr- #3 and # | 1-# 13. iﬁgeewith
sequence ng‘o%rrildggf (e feriAE kawerkomok &e taanddered fornaidthal 11 FIPARE Way as
long as th fol'Pow t he sanme sequence .that. the P WES RS 80Eh s oM
the transmitt ajus 302 $is TR mapbe Wfdee%?&ﬁﬁ’l(g,ty%e\%iof gﬁ) ﬁ%ﬁggﬁ afssiegn new
sequence nunber 10 | -..I 06 #Hlikr ¥ @nGbegendrically Jeterre@dptcd i vel y.
In addition, Wé@@%buﬁﬂ‘@@”ﬁug@e?@%?g%&i- 106 can be assi gned tg. Ba?kr%tghe# 1,
# 11, #2, # 1Zspeﬁ§1?er§l‘éio?ﬁgé30mfoﬁ6ﬁ€fot anyedfisevarelippes o4 MQARESRSs HPEINSs D) o

w t hout departing"fromthe present invention. .2 C ' bR thRswidei nci pl e
of the presentpreseneitvieotion istnet ligésd }Orrﬁf(ggl?ri“gq—r‘?s'oq“?{ ﬁg?fé%%?@lgcat ransmtting the

packets is no |onger_ nee ‘budddy L@ SRAGHE s cliiteenme (IS Ay Briendrd
source to tfe Wi ﬂfoﬁﬁgﬁg(wﬁ%mﬁgﬁgggﬁ&@fhe switch, . the i(}t i fi.caidon of
the source is pg LAangehds@UChiedrRERIBAN] Aerelsadkd Eephifs T Fs S anpl e,
packets # 1-#3 and # 11-# 13 assi gned new sequence ht ifvéntioh06. are
t hen forwar dedistrersly wsedes B emn%@éieﬁﬁrﬁiehtge gﬂ‘&%%?%gg{rﬁg%g%f her ACKedlgor
NAKed. |f the packets C 84 AhBoSHEEATSedredad as & F'eetwieris i on
has been conpl t@%@}ﬂ'ﬁ%ﬂph‘%&vﬂ@gggE I% 200% alternative, |if ahNQ:fohaas1t
been recei ved ggsttbtpﬁ bt Glisdit eonvendeN®/Q)menvark packsits Orpndtam APRESRATch
packets nmust b reseﬁt. According to the features of the present invention,
new sequencg nykdzetrandadlionis)6 are used to identify the packets. Thus, a NAK
for sequence nunber 4 sjignifi Cle5i 328 e BSastdad nipvestyagnce S
nunbers 101-103 wer é:%&e%a“gté e%tﬁ?th%ltr}?éelﬁor but the packets r&g&gﬁ?ent ed by
sequence nunbers | 0dcLQf (M@Served cabine dniiptdoe Grerstoragende VGRS reTpRle AT

congestion in the network occurs, recejived packets Vi O Bhiovek
i medi atel y makemputgndds Ealbnga%cﬂmédﬁé?% Rr.m%r?ﬁgrgtt?gﬁtl?tﬁﬁggnetmr k is

t he overcrowdi ng of packets agr t incRIB Gafinhisen of point-ti-peint
congestion 10 mﬁw&f@ﬁbaaaéamﬁ%%ﬁﬁ?g’#%é’ham e for a network to
etiect tvel Yodeaqudih@rdigfiitted tadelct mat switshesRAhirareCREE RTFUSE RS, when
a | ocal buf? r space I1s filled at a receivi ng, gueue, addi tional packets
will be |ost, edigibutedenvijomuent han PF?W@Y ) opu Bgcket s that follow wll ge

t hrown away. However,_ given.that .refry: c@ity 9SG eras wopking meyyor,
network instead of e’gh?]?@ﬁ%{‘,t“bvggﬁge é‘r"}t‘%‘él?%gsﬁ‘ﬁ‘?g\fﬁ’n away are, 15 rel atj.vely
sinple to recovgr fd QMo %l flReRndms eisieh domgt ajlesuter Jost dgtagfuedo ﬁ‘b‘%ﬁeﬁém

packets out of ™S recel ve buffers, it opens up.roomf adelLtiQpal packets
to be recei ved.a,ﬂ\@aﬁsmabilerrqmK)@twli’llor(f’l’f&‘%lFﬁge%géasghggkhtnber of the

next packet it receives. In the eve ob asuire ehdparehe bslinkrat
wer e droppe@S t mvepiipnspseyaBpRege athlté)t‘J%&E‘ngﬁelﬁld g?d.therefore resen
from t hat _packe o-Rk 20 t8GERE B Gresent fneenpion sembinesitherabilifi o fiﬁéctsae“r?af“dﬁ“é{;e
S 1 just keeps sendlng packets until its send eue |s ful. id hat
have not been AGKgg dftordergtackeas andfretry é‘ﬁs%@)(al“ﬂgﬁf’@g tﬁég%gléttag{tgg?%ir(g&tiﬁ%g can
reuse those buffers (it needs to.be . has erdenchiae tiee data was
necessary). Thedgliygred Hﬁ?ﬂf“ﬁ’&e\fla?b(ftg‘éue@g% g%‘%’egﬁééﬂsﬁeﬁt i nvention.. For .
exanmple, the 25 grtesltq‘qg isl JAVSRP1sBEd By heighiga seqatnop oinkesiapd srlewlating & 8¢ Pitay
each point in t K€ hetwor K | nst ead of at the source agd %rr‘]q”lgg%%%g@@m%of

t he network.3@\0(@ydﬁkmdhﬁdﬁdoﬁ%c@€(&ﬂc)‘ﬁ\%ﬁ?‘i ckelapd ACKNQWIES e
(source) transmts to and recejv dgnent froman internedi ate
poi nt the first negetevd @M@Wl%&ﬁ&ﬁ@é@*ﬁ%&gﬁ?to resend i nformation that
may be corrupted later in the transm ssion path fromother 30 internediary
nodes to the destination. Thus, the retry feature of the present invention
sinmplifies data transm ssion and nmakes it nore efficient. Since the first

" E ~t~ 2CC3 node is no longer relied upon to resend data if corruption
occurs during transm ssion, the first node is free to send additional data
to other locations or to the sane destination after the first node receives
an acknow edgnent fromthe first internedi ate point.



5 Further, the present invention also allows detection of error packets at

the cell level. According to the principles of the present inventi-on, FEBCP03
cell in the packet is checked for errors. Upon the detection of the first
corrupt cell in a packets an error indication is returned to the

transmtter of the packet. Thus, the entire packet does not need to be
checked before an,error i.ndication is returned.... 10 ditionall t he
present inventio h!er%‘fsg%meé&fpcﬁf%ﬁtarrbﬁttwgrgﬁ%wgr‘i)u{ Ob'gl'tﬂfpé)"i‘/ﬁi"&(ﬁ' wi | |

yi el d bett eRpaAAYKSIFITS3 fRE nlihivkurkkizbg hem@yk § Dafw dddpélintd PR 4credit based
flow control - a Credit base schene stops sending packets when all credits

are used upcommredtedrans fabsisildn Foanmeplicitgshieswarenidpoinddi theowawvorkredid4 ar e
received. Therefore, in a credit based sche t.he ti to start and stop
data transf 8F e hEE _thﬁeﬁt%H’@_“?%_Jﬁﬂ’_egglv?Jyt?“ﬂewqﬁfbet"ﬁﬁ B et ¥ ng
link. The presgblent MeMidnORofisy tHat iH8ipsédehit inbehtied hdlds BERdPunARked Szwd th the
expectation that they will be received correctly and is not dependent on

the round t megvork.nBalgic khiscludeka switch 13 and hinks-8 andg9.2D08 8Glonnk@s the A net hod
for transmtting data,in a,ne rk froma, source node t destj nati on node
conpri sing tswgc%{oe tc&flgaﬁ‘dgéﬁgﬁr{nﬁtﬁ?’eﬁsﬁn?wrhw }I‘El‘?”é‘ﬁl f%/_gfs Sﬁ&%ket s from
sai d sour ce ,gadeeNE/d FR8%coPBBerhfel BoINRE-BbMt PO BEd ni@hd-1bleHiabD Y of
packets being assigned a correspondi hg sequence nunber; b) retaining a copy

of each packlkwn.n a buffer at said source node until receiving an

acknow edgnment that said each.packet was successfully received sai d
intermedlogry poi nt1€ Iﬁﬁﬁ?“h‘)“vﬁ’gé(?“g‘ﬁ?%e%%Sei"r‘?toé‘reH’éaPé;feééﬁﬁﬂH‘?uesaéﬁﬁgﬁce nunber

to each pac Eﬁad)oﬁrﬁq%,vaqh@ymﬁ&e thept f‘srd@ﬂhghéu@gtmand WRREREQuER RE1 and

i nternedi ate poi nt” sequence nunber is independent from said sequence nunber
of sai d souncthe destmatian, tHdre imesdnddjusue SE2iang atrecegveajueud RERYranderseadnpri si ng

the step of retaining a co of each recei ved, packet.i.n a huffer at said
i nt er medi at @YbBCHIVC GHEYE A F%&%'ﬁ‘ﬁ“&h‘&ﬂ%&?“%%ﬁ e %’rﬁnta‘ g}?df"ﬁ‘é%‘f"édbach
packet was SUGREFST Rl vk rs?ﬁm%fé’i]?‘i-sgx;-‘}d 3&11% XPLAPY raehREERIXE AndlafiD | -

further conprising the steps of: e-allocating a particular packet in

t he buf fiér #hkstvitch oonneetionofibe lingdn theer Bigxend fquane ¥3 knbakediyee ghewrsXseci at ed

with said particul ar, packet fr sai d internedi ary_node; .and e)
de- al | ocat | Rbe s 9F Beiend Gievk SEY ned pRLMBIHBE KB PHIE ReeeRYSHE D% BPBr

packet and golant saflienl RIGRE) RARERY thé'sizd BPrdtBRBOGhAE R Tifls fsugd al m 1.

further conprising t st eps of
true for send and receive queues to and from destination 4 and the link-switch

connection for link 9. In general, send queues will be larger than receive queues
20 (however, this is not required for purposes of the present invention). In this

example, the size of send queue RE1 at the source is defined as S1, the size of

receive queue 2 at the source is defined as R1. the size of send queue 2 at the

destination is defined as S2, and the size of receive queue 2 at the destination is

defined as R2. In addition, send and receive queues X1-X4 have sized defined as
25 LX1-LX4, respectively.

Source 3 is allowed to send up to S1 packets to the receive queue X1 on
switch 13. Under congestion-free conditions, packets received at switch 13 will be
processed and immediately passed on to destination 4. Referring back to the
example in FIG 3, switch 13 must send back an acknowledgment (ACK) notifying

30 the source that the packets have been received correctly by the link-switch

connection for link 8 by acknowledging a sequence number. Packets have a unique

-8-



d) retransnitting said each packet and all subsequent packets upon receipt
of an error indication; and e) dropping all received packets fol I~ow rl? 2003
sai d each packet associated with the error indication until successfull'y
receiving a retransmtted version of said each packet. 5. A nethod for
transferring data across a fabric in a systemarea network including a
plurality of Ig’eq\k@cushmgexaaspmmd by lipki On gy@iaadink, sakeks maidoagive dimphel si ng
the steps of -13 -~ 03 a) transmtting the data in a plurality
of packets frmifdraﬁﬁmtt&dmeﬁw gwind"%ﬂ deseriptoys as¢ r%%d@ttée BElch e TG ned a

sequence nunbecgueu(% &k AR Ln %\q;fagf?ﬁsélﬁ‘%rob v R Sear Alinfh, Iﬁ%%ﬁ( wikge

until receivin her "an ackn I ndi cat1 ng that sa each packet

was successf ulﬂoyhﬁlesemvadilbmualplepm«retsl A dne dtedy ACKIngahe hiphestadquencsi on of
sai d each packet included at |east one error, while sinul taneom
transmittiny auaeher Shhagheerspaectly)regeived) e df Higiseurie d deseiesAp fardgment

to indicate tg;%tcl[(eq #@a&xlém‘ec%ﬁf%g)gﬁ ?kﬁ@'f&‘ alakét%42§ag%t§ #£0- 2?&‘91% {‘o%ﬁ%ly

i ncl udes at one error 0 Si t aneou: I ndi c

previ ous packeisKe&caiteethepinkawitch fonknlp8 etiels a8 FTIC tait et piickéts hive regat i ve
acknow edgnent were recejved correctly, and d) assigning _a |ink sequence
number to eaclsenfcostgrty-gidkretichifer srich 9 sendsithe nagketetecdestnationet- packet s from

a origination IB’eshH%u& g ﬁ)ugf R&K s\é’ﬁg E)gél{'a Qék%o{arieggw?@ggE@gesvﬂgﬂt}ﬁsvh?chﬁho d

i ndependent from said sequen nunber

according {@ Ghaite &tawg&Mrcoﬁém@rlAmagz dehef setj@mcOhumBelis Gaddsipgied ticessf ul
recei pt of all packets between a | ast acknow edged packet and a particul ar
packet by send?aﬁ’gﬂ%%“él froEkeknd il hios s Witgh Otp the §1H@éloaccordi ng to clai m 5,

further conprising "ltrgx?sérﬁ%g‘érsozire eﬁ))rsqﬁatagccgﬁ?ﬂén:}gaa% e Se tullrg% PB5dig

the buffer at the source node upon recei gnent "asso |at ed
with said particayhds raeaivket nodannh th edmtaifhmamenmnaﬂyu@tdmreﬂw@keitamah t he

buf fer between said particul ar packet and a | ast

system noise, data may be corrupted between the source 3 and the destination 4. The

15 receiver of the packets must calculate the CRC across the data received, and
compare it to the CRC appended to the end of the packet. If the calculated CRC and
the received CRC match, the packet will be ACKed. If the two CRC’s do not match,
that packet must be NAKed, again identified by the sequence number. Upon receipt
of a NAK, the sender must resend the specified packet again, followed by all packets

20 following that packet. For example, if the sender has sent packets up to sequence
number 16 but receives a NAK for packet #14. it must resend packet #14, followed
by packet #15 and packet #16. Note that ACKs and NAKSs can still be combined.
Using the example in the previous paragraph, of packet 9 is ACKed, then packets
#10-#13 are assumed received in order and without data corruption, followed by

25 packet #14 with corrupted data; a NAK of packet#14 signifies that packets #10 - #13

~ were received without error, but that packet #14 was received with error and must be
resent.
FIG 4 is a block diagram illustrating NG 1/0 links according to an

embodiment of the present invention. Fabric 400 is connected between nodes A, B

30 and C labeled 401, 402 and 403, respectively. As shown in FIG 4, alink 411 is
disposed between node A and fabric 400, a link 412 is disposed between node B and

-9.



acknow edged packet. 8. The nethod according to claimb5, further conprising
the step of de-allocating all buffered packets follow ng a packet '_
associated with the negative acknowl edgnent, and retransmtting all %aﬁ:&%t@%
fromthe packet associated with the negative acknow edgnent including the
packet associated with the negative acknow edgnent. -14 - 4 F E B 2D03 9.
An apparatus for communi cating data between two_|links of a fabric including

Kk f
a plurality febri¢ Apkend glipk 4351%);%&14&9?5(1 besmisen aedsd and faprie4pQ+ Each indnisgei ng

& . oo ; g- =0
ol urat ity ookl Bindicaloh plth @AL' BANG 1] MhptlfordRisblud
the 1ink; sagrif 4061 ASWhéWwRIABID gramehidirdcibnd) pamit43dequiaRae | iukdaesed 0 t he

plurality of packets, said first point sequence nunbers being i ndependent
from sour ce batyermaeownWiRIrst2dsafinpded #d an ispihel dt qflf@“rﬁf@geﬂﬂé;anb) a
buffer being di.sposed i . T i i {hSt switch
and stor i%gqgﬁé‘ﬁgcglgggléfa%lr‘]{%e’ls cpﬁéﬁt%eg&leeﬁnﬁ ﬁ%%&ﬁ%@%ﬁ%&f%&%%% d{h%at sai d
each packet WRgutpPeeCEemssdffhbric 408G cherelsh mbvidingerbiatirebnichat ihkon that a

recei ved version of said each_packet included at |east one error; and c) a

second switch bei Regferirglaskr FIO dhaippascoireesmmnie. noderdiapd (gdesiie ko of ¢ he
transmitted dal 2. PRgKSli nddlth HPOARLRRE: 8f dRliPIIR R | AEEBAE IS InS endi NG

anot her ackri\i"8 oln e's esstul “receipt of sai rror free

packet and girinciseket the presaR GuentionPaideretandohadt packenoml-¢3igadssiagket and
said error free packet, said second switch assigning second point sequence

nunber t10 sa4ld todeteria 4. Fhesearaskets atecisgigradrigsequence nyabgewbishmdipatesthgei ng

i ndependent fr.om sai. i rst, point. sequenc nmbers.. 10.. The p t

accor di ng tooréfrdf‘rﬁ%sh \Ikﬁé’ra‘élfeﬁs W& Lee r(rgg Wcsd\;e\?y[kg’ﬁ THSATE BUAt %fsnogg'i ﬁfogf _g:rfed _
packet in thgspuishilg ROMnEBERIPWIA 0N BAEKIAMOHEREE Y] PF¥SPE¢BEERhIM th sai d
packet in the buffer in addition to all packets preceding said packet in

the buffer. 418 oThricapihrigain sagece NHGLE age asigned toshiesediapkethite gnispest

switch retrapsmts a.particul ar ck all,-packets i equence
subsequent t'8Y #f& rﬁ%ﬁ’% c‘HP%?r"@%%ﬁ%%smﬁ%%@rk?agé‘%i“Bp‘ C?“é’fﬁ a«gpe?l%rpg? ﬁ‘(’:ﬁ“ﬁl&t i on
associ at gl W flohyse@itélrdaive telttakmpRedqicketd. 2Swikbie 4 PRRISS aésinsAGR M stgliéhck O
claim11l, wherein said second switch drops all received packets in sequence

foll owi ng sawwntgarti cul ar packet until successfully receiving a

retransmtt etg aYlepra%f(ec%Q it%ce?vaels.d Fgfle {rxts{a(r:xgcl.,%\rwilgl? gh%s‘signs a new sequence number

to packets #1-#3 and #11-#13. The sequence number for these packets can be
arranged in more than one way as long as they follow the same sequence that the

20 packets were sent from the transmitter to switch 410. For example, switch 410 can
assign new sequence number 101-106 to packets #1-#3 and #11-#13. respectively.
In addition, new sequence numbers 101-106 can be assigned to packets #1, #11, #2,
#12, #3, and #13, respectively. Other assignments are possible without departing
from the present invention.

25 According to the principle of the present invention, the identification of the
source transmitting the packets is no longer needéd. Thus, once the packets are sent
from the source to the switch, and acknowledged by the switch, the identification of
the source is no longer required. Referring back to the previous example, packets
#1-#3 and #11-#13 assigned new sequence numbers 101-106, are then forwarded to

30 node B. Atnode B, the packets are either ACKed or NAKed. If the packets are

acknowledged, then successful data transmission has been completed. In the
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-15 ~ 4 F E Q 2003 13. A program storage device readable by a machine,
tangi bly enbodyi ng a program of instructions executable by a nachi q:,_ig) 2003
performa nmethod having a series of steps for transmtting data ‘between
switches in a fabric having a plurality of links, said nethod conprising
the steps of: a) transmtting data in a plurality of packets froma source

switch to at flemativenié aivak haebieearrgcedvgdibyrihe sviteh f5pmmaf¢ By theh thegwidels bei ng
o . Y oh b Caip
S eony of -eachERRRAAEN BEAIAS BTREL, Rechidhe BE Rt dithe Blesti 1 "an”

acknow edgneninvemin, Al deabe Matlked 10¥aB0654€ aSEiSth Uddnyify @egiavkeéls.bYhsqi 4
I nternmediary switch; and c) assigning an internediate switch sequence
nunber to eacNAﬂ(a@(éQqqeé%lﬂ%‘éFrﬂg“tslﬁélﬂehﬂé‘ﬁ pecketstrepresontedby seauensen sai d

e e ok Sl SESHENEE AUIUSl o BIGRRRE Lt FahodgagnCe e

of said se sai d source sw ccor di ng to

claim 13, wheggjubnck hamveisiad- f0swiratcep@apiitis@fortdne nalsePe Rsefitet ai ni ng a copy
of each transmitted packet in a buffer at said internmediate switch until

recei ving an acknoW eoagesion in Heneswery oserrh, rpertaskpagkels Bar 0ot bé ableyo

received. 1 S. The .devige accordin cl ai 1 Wher ei.n t he t.hed further
conpri ses themélf).% %te@fmgkcf)p r%rgéﬁdt?’{)og’é iﬂ’r?gnegwgrgr i}oélﬁfsiﬂp%%&?&w(ﬁ 1} “buffer
at the sour cepwrb@BingRADaEIRELAdSss Bie @mmkmﬂﬁ@mmaﬁtr@%@%ag&%w th said
particul ar packet fromsaid internediary switch; and e) de-all ocating any

ot her pack@t smianagementxnre fue meshamaens availebl frta netverk tp atfketivelndead withst

acknow edged packet .. 16. The yice.agcordi to claim.l wher ei n,.t he

met hod f ur t he?<2Ed HATICoRAupess Ig? glggxgg!a &( t&)ﬂprelgr‘ﬁﬁ?‘rﬁ ?’ﬁr’?nbél%@éfﬁacgd%ﬁuﬁgcket
and all subsegugBleiRag kedse, WAMHONAGRLIREs Will Belost QI wHedigwakd XN _:ﬁlmg;, e)
droppi ng all received packets follow ng said each packet associated with
the error i ndpaskets 8t fpdtow will e dewnpway. ridewewergjven that netiy San ocel agrossi on

of said each &k if_acei\itnt of ail' IGICIWOI'k instead of each end, packets being thrown away are

15 relatively simple to recover from. As soon as receiving queue X1 starts moving
packets out of its receive buffers. it opens up room for additional packets to be
received. The receive queue X2 will check the sequence number of the next packet
it receives. In the event that source 3 has sent packets that were dropped, the first
dropped packet will be NAKed and therefore resent from that packet on.

20 According to the present invention, the send queue S1 just keeps sending
packets until its send queue is full of packets that have not been ACKed. It must
wait for an ACK for those packets before it can reuse those buffers (it needs to be
able to retry those packets if necessary).

There are many advantages of the present invention. For example, the

25 present invention allows for retry of corrupted packets at each point in the network
instead of at the source and the destination of the network. According to the present
invention, after a first node (source) transmits 10 and receives an acknowledgment
from an intermediate point the first node is no longer relied upon to resend
information that may be corrupted later in the transmission path from other

30 intermediary nodes to the destination. Thus, the retry feature of the present

invention simplifies data transmission and makes it more efficient. Since the first
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~ F ~ ~ 2t103 17. A program storage device readable by a nmachine, tangibly
enbodyi ng a program of instructions executable by a machine to perfdrfd 2003
nmet hod having a series steps for transmtting data between switches in a
fabric having a plurality of links, said nethod conprising the steps of: a)
transmtting the data in a plurality of packets froma first swtch to a

second swit . Sl i -pei 2SSl unber
by the fir oL mBptetid oty oRERE R AR TopRR Aufing FRbERSFOR. |

swi t ch unt ithe fig€BbdE Rdreeitd bewd additimakindad edghenibeativas oatd thg sihat sai d each
packet was successfully received or an error indication that a received
Version of dssinatienaHen il npdgregevas at agkaqutledgmeng fiogt the dist| e

si mul taneoqgtle %Jiﬁgi,gmtti ng additional packets; c) using a single negative
acknow edgnen 0 rndicate that a packet associated with the negative
acknowl egignent iFwethetjalse plesdnesentiorealss aliowsadetedtivnsofredor packetsdt yhd ndi cat e
that all previous packets received prior to the packet associated with the

negati ve ackHdeebajpeaidingde themainginlespitls prssentynveatianached] wihag a | nk
sequence nu r.t i 1 tting.e t he
packets fr @%Plget ése%gg sv?n?%réﬁ?' gjgpgq‘%&?&n%és?@%g{efﬁ%éeﬁ%g&nﬁéﬁ tefggfng%ggd%&f t he
second swi taglkrfaeindicatiod épenaesnt toahe trixgsnlittakofthe packee Thid) efe eatisd gned by t he
first switch. 18. The device according to claim 17, wherein the nethod
further corpaekesdaesnat ngedis bsrcheeked befqre gn strer tsligagion ieretyrped. of all packets
bet ween | ast acky It t ending a
singl e ’apta:lknovm e%@eﬁ%aﬁgg@gfﬁeg&ﬁgé‘(%ggggrggfegﬁ éﬁ%ﬁ@éﬁgﬁﬁ%’?&ﬁﬁei n the
net hod fo;ﬂ@ﬁfw WhItArisiegelt betta thapdwidits foy liflk efidia@ratthnga tadidbhdl @ddir packet
in the buffer at the first swtch upon recei pt of an acknow edgnent

associ at ed basedfloyarentpd rtiacigditbase siheme stons sendins-parkese whemgl eneditst her
packets in the ff I | C r I

acknow edg &if ?)Sgg %8’( g’{dz%mﬁi%“& %\%’g%qgéc’:%%er "mlﬁéi d? gﬁ% ?ltaclrg”l&%f?e fe%r%{vﬁg'r

conpri si ng THerfGe e ddrediebakbd sdhiriente et b Widresridi@Rede andfed isowi ng a

packet associated with the ne%at i ve acknow edgnent, and -17
15 dependent on the round trip time of the traversing link. The present invention is

optimistic in that it sends packets with the expectation that they will be received

correctly and is not dependent on the round trip time of the link.
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- << FC(.~ 100 retransmtting all packets fromthe packet associated with

t he negative acknow edgnent including the packet associated with: the

negati ve acknow edgnment. -18 . A Ayy9. AL .A A .A9; FEB 2003

, - A yL. A AY. A&@ AL. A. Af . As. Asa. A9. E. A A&F @xm#?. |

Z"eg( _+o~}xsni d_ZU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caV] ca] caV] ca] ca] ca] ca] ca]

cTa] ca] ca] ca] ca] c*a] ca] ca] ca] c”a] ca] c™a] ca] cTa] ca! ~gQ@2,

Z4EH 1!'] ! M $3$! $g%6 zupkf al W] ca] ca] ca] ca] ca] ca] ca] c*a] ca] c”a] ca] ca] ca] ca] ca

] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca] c”alcalca]calcalcal’ """ (;

(((*r*++0Q,,,-c----1/036666E777>8996; O

}xsnid_Z]]c]ca]ca]ca]ca]ca]ca]ca]cal ca(]:ngma] ca] ca] ca] ca] c*a] ca] ca] ca] ca] ca

] ca] ca] ca] ca] ca] ca] ca]ca]ca] ca]ca]ca! G ;; b<<<

=T===K>>>N??"? [11J. Kl /8, S} Xsni cal.ca cal cal c ca] C

a] ca] ca] ca] ca]@ﬁ] 'E‘C‘]IREQl h}réapﬁraﬂﬂe@a ‘Bé‘]‘l?&’]?fg]ﬂ'@H %;ﬂ ‘]a] fﬁ‘L] @%}‘E%H ] cal
, S=9] VXOYZ\\\_&) 1 a9 Jei 8K{ Kkkkkl “I'I menm' nGn| wr mhc”Y] ] ] ca] ca] ca] ca] ca

] cal] ca] ca] cal] calca l])ca aj ca] ca] ca] ca] ca] ca] ca] ca]ca]ca] ca]ca]c

a] ca] ca] ca] Ca]at)al]aomlttmgﬁMaqﬂ papigi@frony said source node to at least one

s o sl il

zl zz. {{{E[ | }} 95)\rMainxii éhpsbol tdctphaal el wiales af wal Lalceabsalnarérlvemd 2] cal cal

ca] ca] cal]ca] ca ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! 2My) h#ft = bf ~} xsmhc
7Y] 1] ca] cackoeyledementtlead paid pack]re eéaf]as;a]cceqs cedetall by pad temedjacapeiat erd ca]
fggcﬁbfgéfiig}%zsa%%ﬁ%ﬁ%ﬁ ?%mg?'at)e]p %°§]“é‘a ca a]hc% l((:%{]r?:c v(?g]b ¢a ca] cal ca

] ca] ca] Caﬁm@e@h@@bﬁﬁ]v@l@e}@ﬁkﬁ&]xﬁﬁ}@dﬂaﬁéﬁﬂo@rﬁ]sé@ieﬁ@e unf¥e@slifdependent from said
U& ()-9!l @109%&' ()-91 @10% & ()-9@l 10% U& ()-Y"10% U& () -

94 094 U( Ueseayenegiomben qfsaid sgogee gpde) - FL * 10% & ()-FFy "10% & ()-!Fy
"10%-U+U& ()-1& 110% & ()-!1& 1 10%JU& ()-.jb

2. The method according to claim 1, further comprising the step of retaining a copy of
each received packet in a buffer at said intermediate point until receiving another

acknowledgment that said each packet was successfully received.

3. The method according to claim 1, further comprising the steps of:

d) de-allocating a particular packet in the buffer at the source node upon receipt of an
acknowledgment associated with said particular packet from said intermediary node; and

e) de-allocating any other packets in the buffer between said particular packet and a last

acknowledged packet.

4. The method according to claim 1, further comprising the steps of:

d) retransmitting said each packet and all subsequent packets upon receipt of an error
indication; and -

e) dropping all received packets following said each packet associated with the error

indication until successfully receiving a retransmitted version of said each packet.

5. A method for transferring data across a fabric in a system area network including a

plurality of links using a point to point protocol, said method comprising the steps of:
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10%& ()-196 10% 4EH 0% & m’. 10%
, i ]ml %AOO/Z & ()- %‘ }%é}f]j]g%gdfb?fg;lzgwﬁf i)g.k%;g j?i}:;? ;0() nt, (S?ild plurality of
1 r n 1 1
( m' 109& () LE fO Yaa&' ( : m' 109558&’ ()-35$$%! $9%06 ~_ @ &y 109&' () - S1O0%&' (
) - &109%&' ( )-1 &1@@%@;&@@@@ nlgguff@at a $QuEgnqdy untik receiving either an
(((OIE~

109& ( g%w{?ﬁggef%&é%é 1)1% t}lga/s%}'_@ach @Ck@‘éﬁﬁsﬂfﬁ(bﬁﬁftﬂ)‘y Iie@%%q)r a0 (ej-ror t&glcatlon
109 ( ) Qhaﬁh(}%%lv(eli‘v%sithPf&al(l)eac}ﬂ&Wet(lﬂduded @t least on€lNE! whildsidditaneously
transmitting additional packets;
¢) using a single negative acknowledgment to indicate that a packet associated with the
negative acknowledgment includes at least one error and to simultaneously indicate that all
previous packets received prior to the packet associated with the negative acknowledgment were
received correctly; and
d) assigning a link sequence number to each of said packets before transmitting each of
the packets from a origination point in a link, wherein said link sequence number is independent

from said sequence number of said source node.

6. The method according to claim 5, further comprising the step of indicating successful
receipt of all packets between a last acknowledged packet and a particular packet by sending said
acknowledgment.

7. The method according to claim 5, further comprising the steps of:

e) de-allocating a particular packet in the buffer at the source node upon receipt of an
acknowledgment associated with said particular packet; and

f) de-allocating any other packets in the buffer between said particular packet and a last
acknowledged packet.

8. The method according to claim 5, further comprising the step of de-allocating all
buffered packets following a packet associated with the negative acknowledgment, and
retransmitting all packets from the packet associated with the negative acknowledgment

including the packet associated with the negative acknowledgment.
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08 ()-/ m@,@ @Fsgp@&tgggwce g@m{;@@ﬂ% &]u(z)hiy afpatkets, said first pomt sequence
10: 109&' Y&, 3 10% Y& 3" 109%& ()-!6Y& Q%Iu&
Torosz" 1 UPRE s adptenilton s§hv wbnel by it s WL hepacel:
& ()-129z" 10‘%3$&'bﬁi)feﬂtié9%" YeedSn Qﬁeﬂ%@\(ﬁﬂzﬁéﬁé &k ledl&&ﬂeh’&& swiftndstboning ! L&O
"10% " & ()-"9'110% & ( #9'110% " & ()-& 10% & ( &'100/'"'&'()-\\\\\\""W{
\: 10H! #aqluo;a&kft)unnm@@&ng)ﬂthqrIamecmowcdgwob/{b@t&a(d)eaﬁh papketyes syeeessfully
10% & () rX\éeﬁ%g%p ﬁge&gr{l}ldlcatlon that a received version of said each packet included at least one
error; and
c) a second switch being disposed in the second point, receiving each of the transmitted
data packets, and upon receipt of an error free packet sending another acknowledgment to
indicate successful receipt of said error free packet and all packets in sequence between a last
acknowledged packet and said error free packet, said second switch assigning second point

sequence number to said received packets, said second point sequence numbers being

independent from said first point sequence numbers.

10. The apparatus according to claim 9, wherein the first switch de-allocates said stored
packet in the buffer upon receipt of an acknowledgment associated with said packet in the buffer

in addition to all packets preceding said packet in the buffer.

11. The apparatus according to claim 9, wherein the first switch retransmits a particular
packet and all packets in sequence subsequent to the particular packet upon receipt of an error

indication associated with said particular packet.
12. The apparatus according to claim 11, wherein said second switch drops all received

packets in sequence following said particular packet until successfully receiving a retransmitted

version of said particular packet.
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109%& () - 10%&' Q))trmmﬁﬁ&dz(tg inwpIniakiyxefipaekets from a source switch to at least one

intermediary switch, said plurality of packets being assigned a corresponding sequence number

by the source switch;

b) retaining a copy of each packet in a buffer at said source switch until receiving an
acknowledgment that said each packet was successfully received by said intermediary switch;
and

c) assigning an intermediate switch sequence number to each packet received by the
intermediate switch, wherein said intermediate switch sequence number is independent of said

sequence number of said sequence number of said source switch.

14. The device according to claim 13, wherein the method further comprises the step of
retaining a copy of each transmitted packet in a buffer at said intermediate switch until receiving

an acknowledgment that said each packet was successfully received.

15. The device according to claim 13, wherein the method further comprises the steps of:

d) de-allocating a particular packet in the buffer at the source switch upon receipt of an
acknowledgment associated with said particular packet from said intermediary switch; and

e€) de-allocating any other packets in the buffer between said particular packet and a last

acknowledged packet.

16. The device according to claim 13, wherein the method further comprises the steps of:

d) retransmitting said each packet and all subsequent packets upon receipt of an error
indication; and

e) dropping all received packets following said each packet associated with the error

indication until successfully receiving a retransmitted version of said each packet.
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instructions executable bya machme to perform a method having a series steps for transmitting
data between switches in a fabric having a plurality of links, said method comprising the steps of:

a) transmitting the data in a plurality of packets from a first switch to a second switch,
said plurality of packets being assigned a sequence number by the first switch;

b) retaining each packet in a buffer at the first switch until receiving either an
acknowledgment indicating that said each packet was successfully received or an error indication
that a received version of said each packet included at least one error, while simultaneously
transmitting additional packets;

¢) using a single negative acknowledgment to indicate that a packet associated with the
negative acknowledgment includes at least one error and to simultaneously indicate that all
previous packets received prior to the packet associated with the negative acknowledgment were
received correctly; and

d) assigning a link sequence number to each of said packets before transmitting each of
the packets from a second switch, said link sequence number assigned by the second switch

being independent of the link sequence number assigned by the first switch.

18. The device according to claim 17, wherein the method further comprises the step of
indicating successful receipt of all packets between a last acknowledged packet and a particular

packet by sending a single acknowledgment.

19. The device according to claim 17, wherein the method further comprises the steps of:

e) de-allocating a particular packet in the buffer at the first switch upon receipt of an
acknowledgment associated with said particular packet; and

f) de-allocating any other packets in the buffer between said particular packet and a last
acknowledged packet.

20. The device according to claim 17, further comprising the step of de-allocating all

buffered packets following a packet associated with the negative acknowledgment, and
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