; e3e/ q4/ n0012. 2t 464T4HO METHOD AND SYSTEM FOR DATA RETRI EVAL FROM
HETEROGENEOUS DATASOURCES FI ELD OF I NVENTI ON The invention generally
relates to data retrieval from heterogeneous data sources, and nore
particularly, to specifying and configuting nultiple types of data sources,
for information searching and retrieval fromthe different types of data
sources through a network interface. 10 BACKGROUND Data storage of data and
i nfor mat i o PHOIL AN SERTEM FOIR YA TARETRIEVRE SFROM HEPEROGENEONE 2
network inTertace are stgnitlicant tasks periorned by cCOMputer 1o SysSlens.
These tasks are conplicated by t hPATABSOURCES fferent types of data
storage sources or stores that are available and by the nunber of different
types of applications that are available to access and search the data
sources. ki@ OFQRR/ENTIOM data sources are inconpatible with the search
or access application, which nmakes the search and retrieval of the data and
inforndtion stored on the inconpatible data sources inpossible. 20 To
access i nconpati i i t_incar te the
nccessing. and st Sl SRS Rt B 00 ERH Al Ao PERNR LA e
Witing suaidmofeatticulitlyatd specifyitg antingguang mudiplé types o0dLa &fulréws] fot O
program than other types of_ progranm ng code. Each data source typically
has a set WorgaEey seasciinmyrkreieval fzm thdiffsinhypeookyiats wurees Hropsint i on
retrieval pr.sgarching. The | anguages or search engine are usually 25

uni que to each data source. Additionally, searches performed on the

Internd, such as a web-w de search, span mllions of web pages. Another
type of sMnterpri se-type search, which typically indexes a much
smal | er, vari ed set of content types. The web 30 w de type

searches are less specific than enterprises-type searches, and users or
requesters performng enterprise-type searches typically require access to
di fferent typesDait stiwage of datacand informatign andpsearch andrevaeval obiie stooedor ovi de

systens to. retri.eve or ,search.i.nformation resi t in.multiple data

sur ces.  atEabR Frflerat B 0uiie el Y R L 0 AR bLoGr R
descrifses @sfeate Mikattatlnioe ombplpatednyaie feiber(dfldMfersmsipunotiaaka¥®irigd f or
irntegrating data frommnultiple databases to provide users with access to a

virtual dafoareser stores tiat gresayatlehie prdby theqmmben pf $itfgrent bpes oit appligations
y % . . f HSt |
owever {ﬂgt zﬂ'g La%l%'bf‘e AL ARAEEs AR H OGRS f%ggfé? Ofi&él? %drﬁlé &f tht YRG spurges .

speci fi cal at abase nmanagenent system ernationa
Publ i cat i ofre Nocomif@xitle Gdih/the 8é@clpordcicads adplichtiDeceliible makeifie kerrdlamidey et al .

di scl oses a. m ddl re systemthat proyvi des.access, o di sparate da
sources, sUEH" offhe a%tﬁaﬁ}nefwtweﬁfom%ﬁaﬁ%@n&?&flafﬁé@@sio : F eI  onal
dat abages, TohiRES ﬁcﬁﬁﬂ%ﬁ)’fé &2 b&ir@es{‘ﬁag i‘é?ffﬂli)ca'ti@ﬂ &H@Qﬁcérﬁb@ﬂa}e fhk hE&ssidpgndy St em

of WO A00/ 75, 849 provides access to erent types data sources, but
only conf i sparcbinglhgic 5d podnserf eachsdated souies toipe desirodir Bajtingrsucih cetedbhamllyhe

lication t t tion for the dat i.t hout figuri
the sear chogicPTiaTh RsbPaTEe FpIR e ¥ R en ST S A RSB A s once 1 he
system of WdeATAEH aﬁag&ﬁc@g@wanﬁaaﬂ@ébbh@e@%@aﬁgds\bkweir@héh hdgl e data
e

source, but does not provide such f]exible and configurable data retrieval
from het erpﬁj&w@dgg)r@a on refigveber seaghing. The languages or search engine are usually

25  unique to each data source.

Additionally, searches performed on the Internet, such as a web-wide search,
span millions of web pages. Another type of search is an enterprise-type search, which
typically indexes a much smaller, but much more varied set of content types. The web-

30  wide type searches are less specific than enterprises-type searches, and users or
requesters performing enterprise-type searches typically require access to different types

of data sources.



Attenpts al so have been made to provide systens for querying heterogeneous
data sources distributed over a network using context interchange. US

Pat ent No. 5,953,716 issued 14 Septenber 1999 to Madnick et al. describes a
system for querying di sparate, heterogedeous data sources over a network
that includes a request translator 25 and a data translator. The request
transl ator translates a request having an associ ated data context declared
by the requester into a query having a second data context associated with
it. The second context is also associated with the query and is decl ared
by, at |east onattemptshavebsmpanaieso gadvadesouteando rdlies @yssiremrﬁbmtioncl udes a

data t | at t | at d t
oot ar e FOKRE BRI RGOOHIEr | BA O™ NP SHO TRt oAl 1B
wth the rageRberivs hebakadi HAAoh Mandiihont NV SBRAAA fahey RpU cOS_over

a network 1s also described. The nethod Tncludes the steps of translating a
requestd haintepgating dagsiahandtpld dntabewsn tepbovidetisera withecyesh &va migtual second

data conte The d data cont ext s assac with one of .the

i spar at o SRRSO TRCET By Pa%'é‘?ﬁséadw Fra RS b herer, Be Fuge

transl ati ngatglkes m&ﬁﬁin\é@ﬁrefdf(arﬁﬁxﬂﬁt éc@ﬁkiaﬂ?sdatilfaeéﬂnl‘aﬂ SrclRhBsyRRnt ext s
associated wth the data sources, he data context associated with the
request. S5(OBMS3bove systems are unabl e to support different types of data
sources and dynamcally identify applicable types of data sources, or
dynami cally define the scope of a search. 10 Thus, a need exists for a

met hodi®r a syshedmitibnabiPhtestPublicatiohMy. Ve-AHSLAIOGubliched 1HAecddmbar access,
search, or_retrieval frommultiple heterogeneous data sources, SUMVARY 15

Accor di ng 2¥0dad-agksyesteal. Gsctoges fpm&dé?warﬁ SVASFR thah praviddes @cqess ko dishamiel a
system for dﬁ?@&ﬁﬁ% ?%}[ch@lg rdl&ddd é(rlcﬂgnndx%fa@ioflﬁl%a%%e@rrﬁgﬁllﬁﬁﬁéfﬁlo%ﬁf a sources

t hrough a networ ace. e system conpri ses ura
het er ogenedaishades, abjscta land sxtessiblo nfarkrup éaxgh@m(ﬂtML))ﬁlesom By ste Dﬁgl(wﬁt h each

data sourc or confi nd sel e g the data sour es from whi ch
to retrt eviVaBeas BioviR it oalRien SPesitbBrmobtier dat ary oy onf i gur e
el emenfs anEroﬁ@:‘ffi@s §£1he GhR G0tk avBie beDlestRE afichiiciViongestdd BodnRcRGERF drRNCe
with a task request; and a search translator for each data source, to

communi cat éata\mmcebmthout lsentgmningghe ecastbeandrretupnadiet tieibytea restuitstl orent

et nod 28 1Ar LS e AT0ERG bR tyRgR S P BN A TG fuBeRiBlats” °

sour ces, tﬁﬁglugbtaaoﬂ@tem Koésnice Efm sufh €lexidldwd coafiplinbleslata rétrizvglonf i gur e
el ement in_conmunication to each data source, configuring and sel ecting
dat a sour cBemshetiogmmeeys daf 5o8FGeSeve data, froma plurality of heterogeneous
dat a rces; and retrieving data in accordance with a task request, using
a search elenent in communication with the configure elenent and each 30
sel ected data sAttempts aldodrage heananmadento padvidesys=medfonqidiging Abterapeneass and
the config re el ement .and, the search el enent is via se sl ators. 4
BRI EF DESCRA'BITERFS ﬁlﬁ eHRISR NS T S IELantest ks chapgs- aﬁ@?’ate& bi*8cts and
advant agess 053 e RdhdaEnt §ep@émﬁe?@999%%&éhﬁ£k ¥id! de@é‘nﬂ%@tats%teﬁl éﬁ;ﬁﬁg and
readily apparent to one of ordinary skill in the art fromthe OW ng

written deélsparmeu lmnerogfmeemﬁanmmmw owet hinetwarki theisincludesvhieghest Fagplater 1 is a
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Figure 1 &HitgusRexd de&iaﬁ:deyQHé ggaest@h®fa cﬁteﬁ‘)ﬁﬁz@rlﬁg)& §&Bn€ aithiconterd i on and
cat egorl Sa;slsgcgated with it. The second context is also associated with the query and is declared
by, at least one of the disparate data sources. This system also includes a data translator,
which translates received data from the data context declared by the data source queried
30 into the data context associated with the request. A related method for querying
disparate data sources over a network is also described. The method includes the steps

of translating a request having an associated data context into a query having a second



operation of an enbodi nent of the invention; 15 Figure 4 is flow chart of a
configuration and categorisation nethod; Figure 5is a flow diagramof a
requester's access control and search operation (search by data source
owner) of an enbodi nent of the inventio®;, 20 Figure 6 is a flow di agram of
a requester's access control and search operation (search by data source
category) of an enbodi nent of the invention; and Figure 7 is a flow di agram

of a reque ; c I riat | data source
Cype) of agHEEpRef AR Se KRl UG coaR AR @R SRR A Syatem
and net hodsaresdo bejosed. Tae nsgtiedd fuythergncudesardnsting dafa réceget feim thiet h
categorising or classifying, various types qf |tiple data sources. The
Syst om anddBSeHERoomdls i eonexs aporbisd vl P ShPCRUCER B (hes of dat a
sour ces Vi gyfeGlsdBiated vikieihk 3&festEXanpl es of the various type of data

sources may I nclude, for exanple, a relational database nanagenent system
(RDBMS)S a light-weight directory access 5 protocol (LDAP), an extensible

mar k- up | anguage, dat abas XM_DB xt ensi,b). rkup l.anguage (XM.) files,
nyper t oxt nar kNS Tiagasgans Aprgbie Y Ppon et el o AR RESH it
Pre-config i@Nyanéhtify epslalBIRaYhes F 1A sBlircsE 8F 8 haadt AR RS B oReof
performed during deploynent before actual search (infornmation retrieval)

t akes pl aceseaBdth the 5 configuration and the categorisation of various
types of nultiple data sources may be inplenented via an application
programm ng interface (API) or a web service, such as a sinple object
accessi@r ot ocol ThisOAREed @dits forarméthydoed $y3tetn i dddrdsh thelpedflent dRaceiséd source
configurator elenent. 10 Figure 1 ShOV\g an enbodi ment of the system 10
havi ng a c#fVFder&tatcsaisnteatchn guichiievahirammiiRlehsierqasnerus dain soyres.n
comuni cation with a data source configurator 12. The system 10 al so has a
search el enent 4 conprising a search manager (search control engine) 20 in
comuni cat SUMMARY a search filter engine 16. A search translator 18 is
provi ded for each data source 30. The search translator 18 of each
particular type 15 of data source 30 may be required to conmunicate with
the seggch el enBoécrdihgdREh@ispb T EPresHal BivBhEITE Hebe B préVid&RPd §RicAPRYi cation
6 invokes a network interface, which is a search interface 8, "'such as SOAP
and APl , wdagdhingandiregisingriatadiorn hetgragenedve datrsonicss thaoughe nettwoiknt 14 and
t he search. £ Lter i.ne . I Sfi1le or
st or 1 naBirbe; TRERn foup S SYBIAR o S A T S 20
and the seédegbntfonagemudidating @itk @ich dablisoheccemd ffbtonfibafind Zhddetbctingtizear ch

manager 20 _are also in communication with the data sources 30. Mreover,
the sear chddt? aeparestiamm whichdpactireadats; asarrs @t & cRMIPNEng 318 Beur ces
30. Figpre i j f fil L0 r,i sing
of dat 2y 2o BAEPILSL BN nd YRR cleq Rl el R rEREyih PHah A0 90 o

Fi gure 1, taskteqmest; axddi searcB2ransiefoe forrgclddata svurve, éovcorgmasicatedutlebalotirece 30.
During a sear{%ﬂ 3% ogera@i on a reqguester 26 selects one or nore search
terms and SUHEPTLEPPPHERE heieaichelS#ir el ating to the proposed search 38 in
the search filter engine 16 to forma retrieval task. The requester 26 al so
selects the type of data sources, for exanple RDBMS, LDAP, XM.DB, XM., 30
HTM., TEXT and fheorflingdo amythertrspeshvbthepyesehit iduendiosothereas profvisied exmethde NEWS,

USERS, , GROPPS,  TRANSACTL OV 9f 12k B I2HE S50 dafh B8edl g o T ont

interface. The method comprises: in a configure element in communication to each data

source, configuring and selecting data sources from which to retrieve data, from a

plurality of heterogeneous data sources; and retrieving data in accordance with a task

request, using a search element in communication with the configure element and each
30  selected data source; wherein communication between the data sources and the configure

element and the search element is via search translators.



and retrieval. The requester 26 nmay be a user or an application or a

conbi nation of the two, each performng different functions. The retrieval
task and information on the data sources to be included are sent to 5 the
search manager 20. The search nanager 28, in turn, fornulates a task
request, such as a search request, for the relevant selected type or
category of data sources, and forwards the fornul ated search request to the

appropri at E]am(gﬁﬁlﬁd)ﬁt@ﬁﬁ@m@@%f%respond to the specified type or
category o ata sources e . The search translators 18 for
the rel evant data sources 30 issue their respective search 10 requests to
t he correspondi rces 30,. The e rch tregslators 18 _verify that

dat u
t he search requiﬂ?mﬁﬁﬁpaf T features, oBiSFEs apd adyanfages ehpbadinerts AfthGat a~ sour ce
type. The sRRfkdh @ﬂ%%@%%@&@@@&a&@&ﬂﬁ%@%ﬁt t‘é%n%%%ﬁfhe&?%ﬁ% ?neta?t

retrieve the search results fromtheir correspondi ng data sources

Sear che® afremcthe folbving written dessoiptiom de cowjbictiohevithedmawenga) intvdséh: on the

sel ected pre-configured different types of nultiple data sources 30. Search
15 results fromeach of the pre-configured data sources 30 are returned by
the search managgfurDidaasikck Gafias sRHL SRR odh enbRtimeRidfa iadeiRha sour ces
as nentioned above nmay be those data sources 30 that are conflgured and
categorised during the data source configuration and 20 categori sation
operation as sh F h ; flgure

whi ch of the da g%gPéggyagggggﬁuggggégpgﬁgg%g?ﬁﬁmg&Fﬁﬁgg%%E%P%ﬁner 42 may
al so speci twthinigigtnedes of the data sources (RDBMS, XMLDB, LDAP, XM., HTM,
TEXT files, etc.) and the generic search categorisations) or
classifications) 24 of the data sources (NEWS, USERS, GRCUPS TRANSACTI ONS,
etc.), under wkghdig HM abRrSOE £85n ShrbObnfighubliaid eftbpdl gy, the
data source owner 42 specifie con I gures, ver| |es e various
types of dapaatsmueicesnd®dmeeniiof e ibyentine; r equest er 26. For exanple, the
data source owner 42 specifies or configures the information or properties
of the required data 30 sources, searchable attributes, returnable
attribiges, andFizgheeJuskm)wda@h@fofg%eﬁgﬁraﬁaﬁ BEDEI it thiBogear ch master
index neta-file 22. The search nanagér 20 classifies and executes different
ki nds of searches with the help of the search filter engine 16 and the
search trans s 30 based on
any one of: dat #P%lg%ﬁ:s?f[l&p dia@?(fi’t? 3P£sge (rﬁ%gérc 8gsgr°§€‘%‘§ aglﬁgéatr O%eé?t}a source
owner 42 vx(seambrojndgmrsedrcteI@emdﬁ)toaa.ﬁembeelﬁ&ht offiheiseatiey filter engine 16 is
configured to receive search information, the data source type or category,
and information of the data source owner that configured 5 the data source.
Searc ransl at ; t ry SDK
4.0 f(l?rd Java, aﬁ{ {e&lglslsdu%& a2 tri 8{/%9691 gslr%%hs %égésa%:é? %&?ra%%gpﬁdpbvé\r%%o&s dat a
sour ces BO&wmsbbgﬁNMGbmxebasgﬁybufmhanbnmnmnaﬂmqnmmﬁmnnmuhd t he data
source type or category 24 or 10 the data source owner 42 that configured
the search forwarded by the search filter engine 16. The search manager 20
formul ates a papfgufd @fa ﬁ&@ﬁe@ra&ﬁap@&hue@ér%&&e cORRE1Ghd k8- O SRrhiRyn Passed
on by the search Tilter engine and fornul ates the appropriate syntax

i nf or mat i ofsearglby tlate spwrce tped of areepbetiinanf afdkaingentione t ype. The search
translégcws 18 use the respective search requests to retrieve the search
resultS fromtheir corresponding 15 different types of nultiple data

sour ces 30DEFAJLEP BESORYETIONIat a source configuration and categorisation
operation of an enbodi ment of the invention. As shown, each data source
owner 42 specifies a set of categories 24 under which one or nore

het er ogeneous dat i f Qﬁ | . Each
speci fied cat eg%rsg %%Lgélg etﬁctgj)dr%gﬁégtg S%gfsb{r }g&li@ﬁ’gog "Sg ce g36>g ell ﬁ\r{@ 3
shows one eategpismgaf cIalsﬁf)dﬁag dafiou 9P d0nultiple datasoaesd. i uw@dte&nﬁld
categorlsed y the data source owners 42 (data source owners - data source

owner x30 anthetiof agf5pyearch results Sipat (e varipys ypesrqfiviata spHicss Yigeaebbenkc e

cont! gur al @rRBCELARGGO6! HRLLABAYS. S RPIS G, IHIGH:, B0l AaiBly GO 30
(data sources - data sourceN) arr ows ween 2 Iev Duri ng

t he data smlatmealoctajtszia@mama@meajr@steai (&jlbﬁma,ta Iught—mmegmmreuﬁtoryv&umus access
| evel s are established and mai ntai ned, which provides nore access contr ol
by way of data source owners |evel, data source categories |level, and data
source types level, to the requester 26. The data source owners 42,
categories 24, and data sources 30 may be configured and/or categorised in
any conbinations. 30 During the configuration and categorisation operation
as shown in Figure 4 and with reference to Figure 1, an enbodi ment of a

net hod S70 coggrises t he data source




8 owner specifying or configuring S72 which of the data sources) 30 are to
be searched along with their respective data source types and generic
search categorisations) or classifications) that those data sources) fal
under. The data sources) is selected S78, and data is retrieved S76. The
data is translated via the search translators S78. Figures 5 to 7
illustrate access control of data sources that is provided to the requester

26 1| | af | 4 j . dat
26 1ot ®! SRl 400 SERRAHESEITR f dBSss CORIEI By duflie 02
t ypes t hat upltadgeapeBiMly) files) hgpdrtextmasd-tprnisags (EITMIS) Hlas, TEXIE fiks] andnt

(RDBVMS), finance _departnment 10 (LDAP), .human resqurce departnent (RDBMS or
XMLDB) . Eaths iksqbesseanfisprtion angd prsogageacrsationsol seardesategorishmay be pevfermsdey a

based on tﬁﬁﬁ%ﬁfgi -E%H ' etFIﬁ-B ' rious
access |levels &a}'@g) on{gﬁyfegdfqmtaﬂgeje% ow&%{oﬁé}gese%%wé&g;%%ﬁéﬁcﬁeﬁr ce
owner s %2, cdrdigustianghé thercategeasayion dévarias tyms of wrudtii¢ dats ssirogsmmaynbd-i gur e 5;
15 2) search.b ata source categories.2?24, for | e, users (categoryl)
2o shown | iPPheHta! 35 p85ebdh P i sl N PrebeBaeivioer SEh SRR ¢
RDBMS ( dat mphiiiiet he@Ss Slagipl cs@@s)gbm% of invéRatfihs SN AL Bcplof aRA Blirdy data
source owners" is shown in Figure 5. A particular data source owner 42, for

exanpl e " r eordigurajor olaieeng source owner2), configures nultiple data sources
30 of various types such as RDBMS, LDAP, XMLDB, XM., HTM., TEXT files, and
the like, under different categories. The requester 26 may performa search

or datfpretrievhigu@l giokvstah@Efbodiidnt S0HHeGOSeR OOy agidh R Rnking2 25
categorised (during the data source configuration and categorisation

oper at i on) haying gnadmygistralivn demendti4 18 somewnisaier with a dataserrcgppniigwalion sour ce
.S t i i aht. - :
Sear chby UsLr PGSR ID Qo fRl Aschhidniét 4 Rosighisig s okl TR fscaroh

sour ce cat egiol ersging)20dh omnmunickiiguvith @.sedoh filtpl engd@: it A sendl easlad@ of
various fi

t types, .such as RDB AP, d the |jke e configured and
cat egor | self GHISHOS! o2 FRehalTOd e Teeyoh frosiion LY StsebhpracuianiiRg
Mil tipjg dat BusQHEGERD By BE rdBirtPiboRBr@RchtE WRBShe SHFR BdineM 4 addrtTinbi | es,
and the 9 It ke, are configured and categori sed under a particul ar second

cat egory 2aorfigureeslempite2. NBagch application Génvakes 2 Betimmyk prerfasemwhickésar ch or

data retrieval .on all data s es.that are.pre-configured. ring the data
Sour ce. conf B LT Siia SuaF EbdAth BRI RaR bR ittt 17
category fgimipictaileeledSRA" and ¢id RAAMYHer (:@%iné NEVBhe sysndue Ellséic&ﬁ%ﬁ% or
data retrieval mght use the comuand: searc "USERS") .

) . sec !%gCat egory("kumar",
An exanpl ea Breta-Bler appsiey indigr 22 o ecorpmupigplean wi tfm@%wqurpemogﬁg@aw 1Rul tiple
data sgurc varj y a{%‘a@ M.,
TEXT 10 fi est,%‘g(g'l‘%l X Ig&enll %éﬁ%é g&%d%%%%%‘?ogﬁgg %E)er 1?33\@%}15 e 26" gnﬂaxgerpjgrrf orm a
search or setadso in communication with the data sources 30. Moreover, the search translators 18

are also in communication with the data sources 30.

Figure 2 illustrate exemplary options for configuring and categorising of data
25  sources 30 that available in the administration element 14 of Figure 1, such as, adding
32, deleting 34, or viewing 36 a data source 30. During a search 38 operation a requester
26 selects one or more search terms and other pertinent information relating to the
proposed search 38 in the search filter engine 16 to form a retrieval task. The requester
26 also selects the type of data sources, for example RDBMS, LDAP, XMLDB, XML,
30 HTML, TEXT and the like, or the category of data sources, for example NEWS, USERS,
GROUPS, TRANSACTIONS, of data sources 30 to be included for information search



retrieval on all those data sources pre-configured (during the data source
configuration and categorisation operation) for that specific data source
type, for exanple "RDBMS" (data source,, data source3). Such a search or
data retrieval might use the command: s®archByType("ashok*", "RDBMS'). 15
The master index 22 neta file may conprise elenents of information, such as
are exenplified in Table 1 below Table 1 NAVEDESCRI PTI ONEXAMPLEDat a

Sour ceA un a I :

corresponds totriteﬁgl %mﬁdggﬁ%?%?%glaﬁg&%é%%ﬁ? OﬁDé?%%S%’ﬁl}Hg% rrfeth%f t he
dat a sour cevaywchrpenforminpaifieant/fOactemsonf i gur es and cat egori ses the new

dat aNanesour ce. Passwor dPassword of the above nentioned dat at esi ngl43source
owner whi ch configures andcategori ses the new data source. Data SourceThe

data source | ocghd Rfdval t%EI@arIdlan?ﬁHﬁ&rPoﬁ {hle%%tajs‘éﬁrc%ﬁ)t&ne]é@l%l&&?ﬁ%'s@fm@t wor k

accessible I P address and port ofthe data source. Dat a SourceThe type
of the Sat thesearclvmanagge RO. a@“m@@hypm@m@ uxmméonmﬂms a vk reqpist, supEXT,

etc. Data SourceThe cate der he da a so USERSCat egoryfal | s,
such as USERS @&%%&&I{gﬁ eggﬁyc%\ﬁ(éfcﬁqu{cgs gm fied by

the data Sfb‘l’\ﬁr@xﬂ@mtefbnﬂﬁléieﬂgeérﬂerdéﬁés@ t&@l@rapﬁﬁ)@ﬂﬁﬂegbﬁraﬁ {r@slAang 18 that
categorisation. Data SourceThe data source nane refers to

t hewebs Nanesesspash tp dire spspidised fypetos satsaery ofdatgispmmes Hitodhsrsaarshed. nHifes in the

case of RDB t in the
case of XM%@?@%%“&@%&‘B Osggltc(gg%@%gﬁ%gkgg %g vt?rsgg%%l?\arre refers
t o anyi(s e Usqueshirlatortbsparlingdaresordees G8n The cesch triassialak d 8 awrifethbithe

Sour ceThe datc%é_source assword refers to E%ﬁscp ssPasswor dv. Ildﬁr@Essword
of the abotfarHERIYeSYEANAXIIF BPRIQRIAtH IS GORTSS UrGedyRfat ﬁ?oi? Dat a

Sour ceThe ﬁié’t{sPatcﬁ‘Q lf R @Se fh@frgsi)écﬁ@ skAtéh }@&%&s ﬂ?r%ﬁ’?é%"fhé: wohrcRAAROIBERBir t he

case of M5, schenma nane he case of DB, object nanes in thecase of
LDAP or fld:cerelsmmkng dutd frercaseé. 61’ea¢|vh¢s e M_Irled' BEdfTinfar¢crdarSe avititho retienal

sear chabl e, f. el tri,but es TAS Fi el dst he,colu nanes
o b on stk S Al P B R SR Qi st G oSt

of DATWR@EM@WME{;M rleonﬁ el Rt Qo BP0 hrd rétifhed by the search
caseDATASOURCEPASSWORD, of LDAP. DATASOURCENANME 11 Returnabl e The

r et ur nabl empnager 20 badkrto g wwquestsr@ps to Fi el ds the col urmm nanes in the case
of RDBM5, XML tag nanes in the case of XMLDB, or attribute nanmes in the

case of LDAP. DATASOURCEOMNER, DATASOURCETYPE, DATASOURCECATEGORY Exanpl es

of some search Bfetdon@gured dataGbuceondt hemivded asovetrheyr besthagecdutd ﬁmkceISGQUest S
are shown iin Table_ 2. Tabl e 2 SEARCH STRI NGDESCRI PTlI ON'ashok*" Search for
strings st@atarﬁgoaﬁ%e @E‘WEOFFF%‘%“‘%H]&@ date sQUBEH sbieuttien aidabl e

characjgr/ éatté ?igat derllﬁdpggatig% SE Fﬂfo W t I'3C e dﬁfa%%uf?l‘fg‘ 0@&94%&%8 %ﬁﬁ{re

nunbers great 0 in all thepre-con
sear chabl ewhwhmrfﬂm daiteedoisces) 30kven Hasareiwdr dbs d4ta Roenct Bwaercd? may alsor i ngs

(he pre. comerBTEdvRS A dhtre i bANE SR EREP AL, B ofixr " 2

the pre-co

sour ces. " >fleletd PardOfia geﬁé@%emﬂ cate%oriﬂsaﬁ&ﬁsmr&aséﬁwmn(é)fzarbf@ledé@a 2003" and
ol der than<="31- 10 200 31-10- pr e- conf |gured sear chabl e

date fiel dspundes K ENES, ) SRS, CEROURS) ERSMBACHITONS, stor ), weder eshacdt thy datat chi ng

"mal e",in all %\? e-configured searchable character/string fields of the
dat a s% r c 8Ty ﬁﬁﬁi'hi s configuration, the systemprovides flexibility to
specify and configure different types of data sources) under various
generic categories_and classifications for

In this embodiment, the data source owner 42 specifies or configures, and verifies
the various types of data sources 30 required by the requester 26. For example, the data
source owner 42 specifies or configures the information or properties of the required data

30  sources, searchable attributes, returnable attributes, and the like under generic categories

into the search master index meta-file 22. The search manager 20 classifies and executes

different kinds of searches with the help of the search filter engine 16 and the search



information or properties |ike searchable attri-butes, returnable
attributes, and the like. 10 For exanple, as shown in Figure 2, the
requester 26 nay add a data source 32, delete a data source 34, or view a
data source 36. Based on the configuratf7on conpleted by the requester 26,
the sel ected data sources 30 are searched 38. Additionally the system has
the ability to handl e and execute searches on different types or categories

Cap vt oty 19 oYt he-Bpikod (s Ml QOB Y ook, SERIBRLGR FOENS
Syst em al styptatatd sdubdeastdgofyolanaid thadaeadsurbe exeaUull wib amﬁguﬁdrthedah froma
variety of pre-configured _data sources rquel ongi ng.to dlg ent ty@gs or

cat egor i ess%{rceaﬂy ﬁSlS?ﬁmlbﬁ“?’i R84 15 &9 d tR geSiE SeRreh intfprngtiony
resul ts. %&e&fyga@% 28y, %ﬁ&a&ggéualymﬁe &ta Stk e SRR cgmgur@d e 5

pre-configured and egoris or classified accordingly.

| nf or neft | othes]earsohrcand retrieval fromdifferent types of nmultiple data
sources) (global and user-configured) nmay be realised. The search results
frommultiple pre-configured data sources) of different types are returned

back to the rqu@a’i&l@ﬁ*m%fhtor@rQS-Eﬂ&n mem%mtﬁpﬁmwe%apmirm@t ed on a

conputer, for exanple by way of software, connected to one or noré

net wor ks, S8DEM.BontJaea, land éhedéqe, wirigyesparclreshlis fromdherariovs datarskurces 3

Cxam < R oA B GRS RSB BT ke ShE P B N o

system UTBYthemldtaCs@tlfbe omgam ﬂﬁt catifiguredi thé sdarcht foswaded bﬂﬂaielsearam ﬁltaeéngmabl e
attributes for the pre 15 specified or pre-configured types of data

sour ce( s) . 1@oRoiraEh marees @eapk@wse@@egf@}ﬁréear#weﬁe%gﬂm segERbUPS

TRANSACTI ified
or pre-co%guregﬁﬁf}%gﬁ Y efsaa&scgg?ﬁggﬁgﬁéﬁ@q%{r}glﬂ%egﬁen Foé;f% %Hﬁﬁes may
be per f or mnadoramtivaspaifc feris-cooeipopdingdatrdupedypeat Bgoeask traddstarssi@urse e
types, for _exanple, RDBMS, LDAl TEXT. format of 20

Tl L pl e oeACTBEH e PRpn T W?tétwmvgﬁlwa@ﬁe# Siom G chisgngading

repr esght e@ﬁe}@tgmsg%gg@%tm@gs 38 system and a nethod for data
retrieval from heterogeneous data sources is disclosed. Only several

enbodi ments are described. However, it wll be apparent to one skilled in
the art in view,of t Sdl Losur e that ﬁ QuUS £

modi {1 cat § ons. nEGFBe TRAE A ST ol Trmirg H R e SR et gl

i nventi on. embddinfeh¥diVire Avam‘tsdrﬁ M SowseedchliiaGoaitd owdlef 42 YpaRfiedatsat dfr om
het er ogeneous data sources through a network interface, corrprl si ng

plurality eatespsiesPbyedessthichignerraneredetsrogenesidatirources dew bg %nnﬁgure?l
CoTUT( 9y AT LS 0 WG B A ke sh! 1o the
comuni cat Figgrend kﬂbv&s@emﬁrhplwaﬂmedmc@ﬁd tmm'e configured and categorised
by the data source owners 42 (data source owner; — data source ownery) and categories
24 (category; — categoryy). This data source configuration and categorisation are the
pre-configured data sources 30 (data source; — data sourcey), shown as arrows between
25 levels. During the data source configuration and categorisation operation, various access
levels are established and maintained, which provides more access control by way of
data source owners level, data source categories level, and data source types level, to the
requester 26. The data source owners 42, categories 24, and data sources 30 may be
configured and/or categorised in any combinations.
30
During the configuration and categorisation operation as shown in Figure 4 and

with reference to Figure 1, an embodiment of a method S70 comprises the data source



sel ected data source, for retrieving data in accordance with a task
request; and 10 a search translator for each data source, to conmunicate
with both the configure elenment and the search elenent. 2. A system
according to claim1, wherein the confi@ure elenent is in conmunication
w th each data source. 15 3. A systemaccording to claiml or 2, wherein
the configure el enent conprises a data source configurator. 4. A system

accor di ng 5‘1911&' ﬁé ﬂ@ﬁﬁh%&’ Ccﬁtacs%ﬂide Eég&fto%fe %&:ﬁ de

configure e pera conmuni ca e wth t he data sources.
5. A syst eainagw«thdﬂnmgrespncawdmm eowte tyipes mr&egeadmmgpacdhaiat@pnmnes) ort he

search elenment_ ig i 0 ni cation cteddtas C 56. A
system acc ﬁfﬁtlf”ﬂ){])a‘ﬁ‘ﬁtmtgu %{aﬁ%ce}gsrefgé ‘ff"é %ﬁ%gﬂ%s’o’%ﬁ Fﬁe E‘%% rch
el ement CO&HH ARER r@rs 6T $15. "BRABL is tAnSYRE S tﬁEEé&Eéﬂ Rhslarekas m 6, wherein
t he search manager of the search element Is operable to comunicate wth

each sdl ected data source. 30 14 8. A system according to any one of the
precedi ng cl ai N t he search e the configure enent are
berabl o to contigHEacs NHREERESARRoUT Soeiitiee hof R provekiade s o, %

Syst em accrifésid 260n aaMidNS (B ddth SoRECERAIrN 2 GhetdiBgorieh 24 6f thetdag configure
el ement further conprises an admnistrative el enent. 10. A system accor di ng

to clai m 9Sousges tyiten 30h dha datspercesi may be ehemittype forrxeriple tynss dwhaieni cat e
wth the S@(ﬁﬁﬁﬁﬂ?'f@ﬁ%}h departments such as sales department (RDBMS), finance department

10  (LDAP), human resource department (RDBMS or XMLDB). Each requester 26 is
allowed to perform search and data retrieval based on those pre-configured and pre-
categorised data sources at various access levels based on any of the following:

1) search by data source owners 42, for example, ramasamy (data source
owner») as shown in Figure 5;
15 2) search by data source categories 24, for example, users (category;) as
shown in Figure 6; or
3) search by data source types 30, for example, RDBMS (data sources) as

shown in Figure 7.

20 An example of “search by data source owners” is shown in Figure 5. A particular
data source owner 42, for example “ramasamy” (data source owner,), configures
multiple data sources 30 of various types such as RDBMS, LDAP, XMLDB, XML,
HTML, TEXT files, and the like, under different categories. The requester 26 may
perform a search or data retrieval on all those data sources pre-configured and pre-

25  categorised (during the data source configuration and categorisation operation) by that
particular data source owner 42, “ramasamy’’ (data source owner). Such a search or

data retrieval might use the command: searchByUser(*>20 && < 307, “ramasamy”).

An example of “search by data source categories™ is shown in Figure 6. Multiple
30  data sources 30 of various first types, such as RDBMS, LDAP, and the like, are
configured and categorised under a particular first category 24, for example “USERS”.
Multiple data sources 30 of various second types, such as XML, TEXT files, and the



10°11. A system according to any one of the preceding clains, wherein the
search el enent further conprises a search filter. 12. A system according to
claim1l, wherein the search filter is operable to 15 conmunicate with the
configure element. 13. A system accordi®g to any one of the preceding
clainms, further conprising an index in communication with the search

el ement and the configure elenent for storing elenments of information
relating t ' f the
precedi g, Far AR RI e Eroedited foad AN, S64RE B4 BB | o

t ask requeSNERBESedheredquekter Giiniap Peffomia byarch sradpteretrédvalddn dlhéatal aduacdso be

searched and retrieved. 25 15. A nethod for searching and retrieving of
data from ﬂ@t UE PRIVt the date soprge § i ANgrRtCERE PR C e,
CONPI i Si NGopdrftich) GRALABEEHE LRI forbxaHMEISal & 0RaleBorsABr AL W SHOUr Ce,
configuri n%parmél geﬁecrta%#g data so rcesx f?ﬁnv\hi C%oqag E%I??ic(el\r/e data, froma
pluralify Btcthetearcdgedemustridailanigbimsedisg coomuar8D seathB e ateryry(&inemart,
accordance“l]\%ﬁg ;;5 task request, using a search elenent in comunication
with the co 3re el ement and each sel ected data sour ce; 15 wherein
communi cati on between the data sources and the configure elenent and the
search element is via search translators. 16. A nmethod according to claim
15, wherein a dansxsoplesd “sesndhi byldaga sauresftypest’ ieshowmfin Figuse @1 Midtple date
comuni cat | 0 #izoM ¢ ATHs Y pdsSucll3h ROHME B AP RML B! RRu2 Mot 88T the

10 files, and the like, are configured. The requester 26 may perform a search or data

retrieval on all those data sources pre-configured (during the data source configuration
and categorisation operation) for that specific data source type, for example “RDBMS”
(data source;, data source;). Such a search or data retrieval might use the command:

searchByType(“ashok*”, “RDBMS”).

15
The master index 22 meta file may comprise elements of information, such as are
exemplified in Table 1 below.
Table 1
NAME DESCRIPTION EXAMPLE

Data Source | A unique ID automatically generated by | 1
ID the system, which corresponds to the new

data source being configured.

Data Source | Name of the data source owner which ramasamy
Owner configures and categorises the new data

Name source.

Password Password of the above mentioned data tesing143

source owner which configures and
categorises the new data source.

Data Source | The data source location refers to the http://192.168.20.9:1521

Location network accessible IP address and port of

the data source,




17. A method according to claim15 or

further conprises an admnistrative elenment of the configure el enent 10

comuni cating with the search el enent via the network interface.

18. A

met hod according to any one of clainms 1®to 17, wherein retrieving data
further conprises a search filter of the search el ement comunicating with
the confi gure el enment via the network interface.

16, wherein configuring and sel ecting
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valid user name who can access the data

source.
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Data Source

Password

The data source password refers to any
valid password of the above mentioned
valid user name who can access the data

source.

uscpass

Data Source

The data source refers to the table names
in the case of RDBMS, schema names in
the case of XMLDB, object names in the
case of LDAP or file names in the case of
XML, HTML, TEXT files.

PAF FSC_DATASOURCE

Searchable
Fields

The searchable fields/attributes refers to
the column names in the case of
RDBMS, XML tag names in the case of
XMLDB, or attribute names in the case
of LDAP.

DATASOURCEID,
DATASOURCELOCATION,
DATASOURCEUSERNAME,
DATASOURCEPASSWORD,
DATASOURCENAME
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Examples of some search strings, search conditions, or other search task requests

are shown in Table 2.

5 Table 2
SEARCH STRING DESCRIPTION
“ashok™*” Search for strings starting with “ashok” in all the pre-configured

searchable character/string fields of the data sources.

“>20 && <307 Search for numbers greater than 20 and less than 30 in all the

pre-configured searchable numeric fields of the data sources.

“??mar” Search for strings having two characters in the front of the
specified characters “mar” in all the pre-configured searchable
character/string fields of the data sources.

“>=’01-10-2003* && | Search for dates more recent than *01-10-2003" and older than
<=’31-10-2003"" ’31-10-2003" in all the pre-configured searchable date fields of

the data sources.

“male” Search for strings exactly matching “male” in all the pre-

configured searchable character/string fields of the data sources.

With this configuration, the system provides flexibility to specify and configure
different types of data source(s) under various generic categories and classifications for
information or properties like searchable atiributes, returnable attributes, and the like.

10  For example, as shown in Figure 2, the requester 26 may add a data source 32, delete a
data source 34, or view a data source 36. Based on the configuration completed by the
requester 26, the selected data sources 30 are searched 38. Additionally the system has
the ability to handle and execute searches on different types or categories of data
source(s) 30 (global as well as user-configured), for example RDBMS, LDAP, XMLDB,
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10 The system and method may be implemented on a computer, for example by way
of software, connected to one or more networks, such as the internet or proprietary
internal networks, for example, to specify and configure different types of data source(s)
information that are accessible through such networks. Additionally, the system may
indicate, organise, and maintain the searchable and returnable attributes for the pre-

15  specified or pre-configured types of data source(s). Common or generic search
categories (such as NEWS, GROUPS, TRANSACTIONS, USERS, LOGS, etc.) may be
established for the pre-specified or pre-configured types of data source(s). Different
kinds of searches may be performed on various pre-configured and pre-categorised data
source types, for example, RDBMS, LDAP, XMLDB, XML, HTML, TEXT format of

20  multiple data source(s), while complex search conditions may be represented.

In the foregoing manner a system and a method for data retrieval from
heterogeneous data sources is disclosed. Only several embodiments are described.
However, it will be apparent to one skilled in the art in view of this disclosure that

25  numerous changes and/or modifications may be made without departing from the scope

of the invention.
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element is operable to communicate with each selected data source.
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5 9, A system according to any one of the preceding claims, wherein the

configure element further comprises an administrative element.

10. A system according to claim 9, wherein the administrative element is
operable to communicate with the search element.
10
11. A system according to any one of the preceding claims, wherein the

search element further comprises a search filter.

12. A system according to claim 11, wherein the search filter is operable to

15 communicate with the configure element.

13. A system according to any one of the preceding claims, further
comprising an index in communication with the search element and the configure
element for storing elements of information relating to the data sources.

20

14. A system according to any one of the preceding claims, wherein the

search element is operable to generate the task request based on information from

by a requester of the data to be searched and retrieved.

25 15, A method for searching and retrieving of data from heterogeneous data
sources, through a network interface, comprising:
in a configure element in communication to each data source, configuring
and selecting data sources from which to retrieve data, from a plurality of
heterogeneous data sources; and
30 retrieving data in accordance with a task request, using a search element

in communication with the configure element and each selected data source;
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17. A method according to claim 15 or 16, wherein configuring and selecting
further comprises an administrative element of the configure element

10 communicating with the search element via the network interface.

18. A method according to any one of claims 15 to 17, wherein retrieving
data further comprises a search filter of the search element communicating with
the configure element via the network interface.

15

19. A method according to any one of claims 15 to 18, wherein retrieving

further comprises a search manager of the search element communicating with

each selected data source.

20 20. A method according to claim 19, wherein the search manager of the
search element, in communication with the selected data sources, retrieves the

data in accordance with the task request.

21. A method according to any one of claims 15 to 20, further comprising
25 storing information relating to the data sources in an index in communication

with the search element and the configure element.

22. A method according to any one of claims 15 to 21, further comprising
generating the task request in the search element based on information from a

30 requester of the data to be searched and retrieved.



