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First terminal

I
1

z
z

Second terminal

S201: When an instruction for instructing transmitting user
data via a direct communication connection is received, the
first terminal acquires user verification information

S202: The first terminal establishes a second direct communication

connection with the second terminal

S203: The first terminal sends the user verification information
to the second terminal

information from the first terminal via the second direct
communication connection, and verifies the user verificati
information

S204: The second terminal receives the user verification §
on

S205: When verification succeeds, the second terminal responds
to the first terminal with verification success information via the
second direct communication connection

>

S206: When the verification success information is received
from the second terminal, the first terminal establishes a first
direct communication connection with the second terminal

S207: The first terminal sends the user data to the second
terminal via the first direct communication connection

first terminal via the first direct communication connection

§208: The second terminal receives the user data from the §
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When an instruction for instructing transmitting user
data via a direct communication connection is

received, user verification information is acquired

/ S301

v

The user verification information is sent to a second
terminal

/ S302

v

When verification success information is received
from the second terminal, a first direct
communication connection is established with the

second terminal

/ S303

v

The user data is sent to the second terminal via the
first direct communication connection

/ S304

FIG. 3
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When an instruction for instructing transmitting user data via a
direct communication connection is received, a security

transmission rule is determined

/ S401

I

When the security transmission rule indicates that a user identity
of a first terminal is required to be verified, a fingerprint

acquisition interface is invoked to acquire fingerprint information

/ S402

I

The acquired fingerprint information is determined as user
verification information

/ S403

y

A second direct communication connection with a second
terminal is established

/ S404

y

The user verification information is sent to the second terminal

/ S405

y

When verification success information is received from the
second terminal, a first direct communication connection is

established with the second terminal

|/ 5406

y

The user data is sent to the second terminal via the first direct
communication connection

|/ 5407
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A second direct communication connection with a first
terminal is established

/ S501

I

User verification information is received from the first

terminal via the second direct communication connection, and

the user verification information is verified

/ S502

I

When verification succeeds, verification success information

IS sent as a response to the first terminal via the second direct /

communication connection, and a first direct communication
connection is established with the first terminal

S503

I

User data sent by the first terminal via the first direct
communication connection is received

/ S504

FIG.5
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Fingerprint information of a user of a first terminal is acquired
and stored

/ S601

v

A second direct communication connection with the first
terminal is established

/ S602

v

User verification information is received from the first
terminal via the second direct communication connection, and

the user verification information is verified

/ S603

v

When verification succeeds, verification success information
is sent as a response to the first terminal via the second direct
communication connection, and a first direct communication

connection is established with the first terminal

/ S604

v

User data sent by the first terminal via the first direct
communication connection is received

/ S605
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