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exchange, a system software program and net hod for exchangidpg,2qQd6ocessi ng, -
and referencing information between two or nore users sinmultaneously in
real or near real-tinme through a wireless platform 10 BACKGROUND OF THE

| NVENTI ON Gepfhsteasni ng systens are by now fairly comonpl ace mechani sns for
allowing nmultiple people in different |ocations to collaborate and work
together on one or nore topics. Tel ecomruni cati ons conpani es and ot her
vendors offer voice 15 based tel econferencing over traditional phone |ines.
Vi deo conferencing is in use as well, although due to video equi pnent
expense and bandwidth limtations it has not reached the mainstream as

qui ckly as once anHANBPHELIWIRELESSCONFERENGINGas existed for a
nunber of - years, in fornms such ﬁémﬁﬁaYcAnyV\here and Mcrosoft's
abora

Net Meeting, allowi ng PC users t € over a shared software 20
application or file. Finally, web collaboration conferencing has becone
avail able, allow ng application and content collaboration to be perforned
over standard web protocols and Internet connections. Collaboration
conferencing is the ability to exchange synchronous conmunicati on between
two or nore rtici . i cation nedia can be 25 any enabl ed

- software apﬁi%gébﬁgﬁﬁﬂéﬁ%ﬂigﬁmgﬁﬁggﬁocessor, spreadsheet, or 10 April 2006
WO 03/043301 presentation. Miltipl articipants in the conference can
conmuni cat e t hr otHOY§Eon FFé?ﬁ?sageQ%@ITV ':Eé”’"p?&eé% ERYING SEHMYF S| des. Each

-partici pant ;yaslishs & BIndAQS cathpuidRoSRiiRed db ia WErelelefhed for litRyeiation
communi cation allows the participants to maﬁ& changes that . are, replicated

on-al | of tKEehpRge; ¢ spsaR solpRpRROgar and metiiod fon exchagging. ecessing pd ¢ pant s
wor ki ng on  gerSBESAGRRSRktonRMRER twE HTRGE L&Ss SaiRandeMs) iAReH oMl | ne
col I aboration confeerencing that includes both voice and data.
Col | abor at | tml-donathseughe weplésapladvian.uded nobil e handhel d partici pants for
three or nore reasons: bandw dth constrai nts because desktop conferencing
protocolg typically rely on screen sharing nore than true 10 application
sharing, screen size because the desktop netaphor doesn't fit a typical
handhel ds 2x3 i nch screen, and wired coll aborati on communi cati on net hods
~which rel y BAGKGROUND (W THBRANVGBNIHEINswi t ching to synchroni ze the
conference. Bandw dth constraints are due the wi de area network
infrastructure Conferergingsystemy psby ngwdairty cemppeplecsmrehamignsfeandar ds f or

V\’i_ rel ess w %ﬁﬁfﬁuﬂﬂe"ﬁ{)ﬁe in different locations to collaborate and work together on

one or more topics. Telecommunications companies and other vendors offer voice-

15 based teleconferencing over traditional phone lines. Video conferencing is in use as
well, although due to video equipment expense and bandwidth limitations it has not
reached the mainstream as quickly as once anticipated. Computer-based conferencing
has existed for a number of years, in forms such as Symantec's pcAnywhere and
Microsoft's NetMeeting, allowihg PC users to collaborate over a sha;cd software

20 appli'cétion_ or file. Finally, web collaboration conferencing has become available,
allowing application and content collaboration to be performed over standard web

protocols and Internet connections.

Collaboration conferencing is the ability to exchange synchronous
communication between two or more patticipants. The communicatio_ri media can be

25  any enabled software application such as word processor, spfegdsheet, or

S  ~'- -, e




15 data transfer. The current maxi mum w dely avail abl e bamdwpdtdoosari es

bet ween 9800-19200 bits per second. Hi gher speed technol ogies such as
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time but ang,pPissihdely available and are just now beconing available in
limted areas. Further, nost proposed 3G systens provide optiml and
saturated bandw dth maxi nrum and 20 m ni num transfer rates such that for
years to come wireless bandwidth will be capacity constrained. Screen size
const r ai nt s pakataios. Nltiple @arkicipants mahocon@drerich eanobinumida@nbiioegidthe conput er .
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conferencing whi-le enforcing thé constraints o e wirel ess handheld
conput etQ Fapplibdion skaringfsciten sizqhesgisa heaaekion metaphprdessihiiteHyRiadlbl es
application h;e%{gr- alglﬁﬂg Mol 1M aTa MESY W@y e than
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duri ng, andrehf dpen fisheetgoks sxdaptimgl siatcbing tnsjechronizaige porférmaced anmount of
bandwi dth or bits over the air, .and provide a common way to devel op such

col I aboration er@ﬁh%m&gm&ﬁ%ggémew&g& RlEsidanakitity to interact

‘Wi th one or nore users or nac ~wirelessly using handhel d applications.
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physi c al | y available and are just now becoming available in limited areas. Further, most

proposéd 3G systems provide optimal and saturated bandwidth maximum and
20  minimum transfer rates such that for years to come wireless bandwidth will be

capacity constrained.

- Screen size constraints are due to the form factor of the mobile handheld
computer. These devices typically have a screen of approximately two inches by two
to four inches. Any information displayed on mobile handheld computers should be

25 formatted to fit the small screen size.

Wired collaboration communication methods are built to allow participants a

- view of the shared information. The applications are not actually running on the




renote conmuni cation device in near real tinme. According to a second aspect
of the invention, there is provided a PDA enabled to wirelessly

coll aborate with a renote comruni cati on device in near real- tine, ‘
conprising: nenory, a CPU, and a PDA operating system andUaApil2edEss

col | aboration _ software ogram | adegl on and,ex,ecui) bl e by the PDA,
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program resident on a physically renote comruni cation device in near real
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PDA execCWhitdiingg first resident programand collaborating with the
physically renpte comruni cati on device also executing the first resident
programto wi WMdiatisgiegpdedid asysten and methnd, ahd softlwesa arohdadtulefmograker ei n

di scl osed is st .nethod, and software architecture/ program for
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W 1 el ess cofdialrtdertAé WiBies® RARIRILEIMHUN Fertenf ssrvide bRRyr&Raadr ai nts of the
w rel ess handhel d conputer and providing a set of services, and w thout

si gni f i cinterfasharhighsenablestapplicaipns todeverage thedwsdhaldssoperaigngssystenniose progr am

architecture,and interface, may enable.off-the-shelf . . l.i.cations to

v o noonire Rl satern &R soRte PN LpdBRARY Bhieh EBRAIEIL 0° G sl ay

bot h on- athgObhd bfter tha BenfBredks dRSsd hrider (isIRG b limad hinbuhhdfandwidtksaf ul  pri or,

during, and after the conference, doi ng so under using a limted anmount of
)

bandw dt hits @ver i air, @nd pravide atemman avayte deep sucheenaheraiipn angb@ével op such

col | aborati.on. enahl ed ications.. 3a,1 ril 200 Thi em -
ol oneneeb Aol B RaP ieiRih el it oY blapRoSersl Bty e
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applications fitted to the performance and netrics of a handhel d, may

communi ¢ 8ystem gafngrespregranp ek enethed. | nf or mati on, may provi de a common
programmabl e- and user interface for peer-to-peer, peer-to-multi-peer, and
peer-to-machi ne application conferencing, and a systemw th which end

users caguUMMBRYIORr TREANZENTIONM e, and be billed for such conference
activity. | According to a first aspect of the invention, there is provided a wireless
coliaboration software program executable on a PDA readable medium, comprising:
" a conferencing and collaboration protocol (CCP) enabled to wirelessly communicate
- with another said wireless collaboration software program resident on a physically
remote communication device in near real time.

According to a second aspect of the invention, there is provided a PDA
enabled to wirelessly collaborate with a remote communication device in near real-
time, c‘omprising: rhemory, a CPU, and a PDA operating system; and a wireless
colléboration software program loaded on and executable by the PDA, comprising: a
conferencing and collaboration protocol (CCP) enabled to wirelessly communicate

with another said wireless collaboration software program resident on a physically

remote communication device in near real time.




This architecture may enable two distinct and interrel ated nodes of
conferencing. In one node, all users nmay have equal rights to nodify the
docunent and do so in a collaborative way. The handhel d devi ces nay
receive Data Edit Messages which afford each handhel d pr d§rsaw gPG%&h

i npl ements enbodi nents of the invention the ability to update their
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aconnect L Qn:.0f L or such connection from another device; 10 April

2006 WO B%%ﬁgoﬁh%%%l is a block diagramof the: CCP event manager

receiving nessages in the formof a structured set of bits; and Figure 5

is a block diagram of DEM and DUM nessages bei ng exchanged in wi rel ess
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handhel d applications fitted to the performance and netrics of a handhel d,
comuni cates using snmall packets of information, provides a comon 15
programuabl e- and user interface for peer-to-peer, peer-to-multi-peer, and
peer -t o- machi ne application conferencing, and a system wi t1 Aril@A0&nd users
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such as a Sprea € WTreless contference participants each
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BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram of the various wireless collaboration conferences
that can be established in near realtime by a PDA and a physically remote
communicétion device enabled with software according to the present invention;

‘ Figure 2 is a block diagram of a wireless collaboration conference protocol
session seen to include a PDA exchanging system messages, data edit messages,
and'display update messages with a physically remote communication device, such
as a PDA and desktop corhputer; '

- Figure 3 is a block diagram of a PDA establishing a connection or waiting for

such connection from another device;




automatically sent to their handhel d conputer fron1tﬁe pan o iApril20D6

designated as 20 "host™

changes to the spreadsheet.
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the each pag ioShBst ' s handhel d conputers. The spreadsheet recal cul ations
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A first embodiment of the present invention configured as an Application
Programming Interface (API) enables multiple independent software vendors (ISVs)
to utilize such interface to wireiessly conference enable their applications. The
common programmati_c interfaéé,r common user interface, common events and internal
mechanism/architecture enables ISV to incorporate such ﬁJnctionality retrofitted into
their stand-alone applications affording end-users a common usage model. An

exainple of this usage is an ISV that had developed a stand-alone drawing application.

* Advantageously, the user 12 can use the invention to enable their application to

communicate with one or more-users wirelessly and all users can see and modify the

drawing, as shown at 14 and 16.




operates in a handhel d conputer configured as an executi véo Apfil@ogat i on
exchange. The software can include a handhel d productivity application
such as a slide presentation (Exanple; Mcrosoft PowerPoint for PCs). The
wi rel ess hangdpsdds025 conference participants each have a copy of the
presentation automatically sent to their handheld conputer fromthe
participant that is initially the "host". Conference participants can nake
changes to the presentation. Al participants receive all the input from
the each parti ci paerond emhodimentdf dempprsend inyenticopfiguedasatspdwarg| i de renderi ng

for displa e I fo.each of the
10 ppri | 208 B ES 1 Bl HRhOf 1o Bk R R AMEL R 0 87C 0 D)
i nputs are bmnferemetsy&tcinbceamelmet]lﬂeuhlﬁaslﬂﬂwiddlgciatapaﬂleuserpz oan a;tslbg for

except'i onal | ication conferenci. n r.manc Jtod s w dely
et bl o | FRPDIE G P TR A GRe BHIERGS el Bl e S
conf erenge paﬁmminmfabe;anﬁamnﬁmmedmamm&ramymrelaargatdmwp\r}mﬁmt ation even

in 5 separate th resent ati sent, to all the
devi ces. par MBI oW HHok HP SORGr BHOE seder 15 BUURRE PPTSEB e

“partici pant disflkRIhE @tist@dm Qfing HOAWRIASERhA Hha® fhay ERGhiCAIBSRGIBthean scrol |

*

up/ down, zoomi-n-or out, |look at different - views such as Qtrallne or Not es,

and flip sl Fgeats gllovymauipplations af the dafeiagd oyes rate lwtseﬂécon&aks &Bants in the
conf erence. hhthackingi X&VinRERadly ”ﬁ@ﬁaﬁiagé%dﬁélﬂ§%‘&teﬂaﬂg n{ piaRicRh @i des a
system for scheduling, .establlshing, nanagin and K ng for wreless
conf er eAl esMBRICREPRIMIERE 2r$ Vil sigasiamel-tmg adils °°W§1°§9‘§t“éﬂi‘lq“'s i mpl enent ed
on a server I AR, t he server
using a hangﬁpﬂ%%%géﬁlgﬁﬂngweﬁyt% ?gabﬁgémm\ggelégﬁur&gapa |sl%|aa{n|§g£ﬁ t%lﬁnatt enabl e the
handhel d co#petheexanople orighibe abw@mmgertcymeewgtyﬂj\%@gnqeemll P to and

~over the | GG 01O £ RS GORRT o8 APLERTIEE Vi 2 3

conf erence rname pass em al'l ows an t hen t hey
each aut onmeshives bythatthey emedjusighadossftimgence document and begin
col | aborative conferencing. A seventh enbodi ment of the present invention

' degc f dat
Cont or ete. Thi o SiantdmaiP3fe TSR] ARoRAGr MY SRvall dilebil” 77 °

applicati onq:efams in & bandhvld mompuier @ifigiirédoas @o gxecuiied informatibndattwngeSVD) provi ded

by the data.carkiers._in r ftvvar formls to be
comer i al | Vegebairat felBh e ARt B iRt B i s s PBEREE e pr esent
i nvention eTiieazmeeﬂs ha&lheldxpﬁ’enemq:erﬁﬁyaﬁs sadiiihhed a dtc[pyenitiﬁtspneg:lsheet eI i ne
o e R Tl L et hab i 558k 1S G B8R0 &7 k and share

' data at "t hée

20 “host”, as shown at 16. Conference participants can make changes to the spreadsheet
- All participants receive all the input from the each participant's handheld computers.
The spreadsheet recalculations are executed locally using the processing power of
each of the participants' devices. Advantageously, only inputs are transmiltted
between the .handheld computers providing for exceptional application conferencing
25  performance using today's widely available limited bandwidth technologies. In
"Collaboration" mode conference ;Sarticipants can make changes anywhere in the
-workbook even on separate sheets within the workbook. All changes are sent to all the
devices participating in the conference In "Presenter” mode, one participant takes
control of the presentation. The Presenter can scro]l up/down left/right, change sheets,

E f 30 change the zoom to “present” information to all of the participants in the conference.
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Referring
accordi ng

now to Figure 2, the wirel ess coll aboration confiepapnicioog

to the present invention is enabled by an application

program

110 residing on each device adapted to performw rel ess collaboration.
N§o obasbddi ng PDA device 100. The application nodul e 110 is seen
various nodul es which will first 10 April 2006 WO 03/ 043301 be

conf er enci
to include
di scussed

Assi st ant |

storage, p
“functi onal
t echnol ogy.
processi ng
program ex

broadly, and then specifically. The Personal Digital

Handhel d Conputer (PDA) 100 incorporates nenory, centra
processi ng uAltdnatiogeraaionfegensy sindmebioblishoddtcbmen nde onsraultiplnmars‘ Bcé4 functions,
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ecf

nts
i ng

un{lW operating systemfor systemand ui behavi or, storage,
¥F. The Event Loop 111 processes queues actions to be

performed by the program 10 110. The Conference and Col | aborati on Protocol
(CCP) Event Handh&buﬂtz&nbdamzﬁﬁﬁssmspﬁmﬁﬂnfrmmﬁv@ﬂtg&rdara@du@taﬁhr@y the CCP

SystemLib
130 within

library 16
- messages (
.Messages (
. conference

i on bl ocks

ray 160, and a calls_to existing ew funct
RS e A TP BRIB: SR P I Ean O ES BERBAO0. ar o coda
segment s Whiegthafi@l The solﬁ’va%ﬂan%iéldd@B%aﬂdﬁeldl@ﬂidh@tﬁhiy@@plﬁﬁaﬁﬂ{ §4h asthe CCP system

1

0 | ements _the CCP APl 170, and handles Conference_ Protocol
e‘?ryﬁ) quf%r@W%ESEBWh%E%ﬁ@?ePB@WPNE sarhyave 450pBPhy  Updat e

Diddsioc ﬁrﬁé@hutoﬁ%aﬁ?%gﬁh(ﬁ%ﬂ@lﬁd %ﬁ)utepﬁ%nﬁ@ zﬁ‘ﬁ)&ut)alazo is the

and col | aboration application 20 progranmmng in

erface that an

E appl i catlioon dpsigngicd 95 i host eReerencepartigivanis ¢an makgchises tttke doommenirdll i onal ity

in their
'asynchrono

u tran tween

g&lg@l?hts'r}%‘ém £l éﬁE Pﬁ&ﬂ%e@&’éh ﬁﬁ%gﬁh@haﬁﬁ%?d pafafd, e an

re connect PDAs 100 or

‘Deskt op Condedusrest @mcnlamhefmmfmmgttmaere@&umﬁllo@m usingthapracessi2@06 WO
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03/ 043301
“the form
prOV|ded [
15

20

25

n tiagswnittedritelween yhedtaoditeld computers providing for exceptional application
conferencmg performance using today's widely available limited bandwidth
technologies. In "Collaboration” mode conference participants can make changes
anywhere in the document even in separate sections of the document. All changes are
sent to all the devices participating in the conference. In "Presenter' mode, one
participant takes control of the presentation. The Presenter can scroll up/down, to

“present” information to all of the participants in the conference.

A fifth embodiment of the present invention configured as a software program
operates in a handheld computer configured as an executive information exchange.
The software can include a han&hélld productivity application such as a slide
presentation (Eﬁcample; Microsoft PowerPoint for PCs). The wireless handheld
bonference participants each have a copy of the presentation automatically sent to
their handheld computer from the participant that is initially the “host”, Conference
participants can make changes to the presentation. All participants receive all the
input f.rom. the each participant{js’:handheld_compute.rs_. The presentation slide

rendering for display are executed locally using the processing power of each of the




CCP Data Edit Message (DEM 162 and CCP Display Update Mesgags 2006( DUM) 163
al so take on the form docunented in Conference and Col | aboration Protocol.
Data Edit Messages 162 (DEMs) are used to classify blocks of data that are
~used by thqvégmk@lcorrput er to update the state of the data, as opposed to
D splay Update Ssages 163 (DUMB) which update the state of the view The
distinction is such that the renote user can filter the recei pt of DUMs
163 so that his display 10 remains consistent as he is naking changes to

the col | abopadivipents dbwvees T AQvadtdgeoBPbAIG ApuRArdAShARTbAFedmther f ace (APl )
170 takes on the form docunented in the Conference and Col | aborati on API

whi ch i s al $8pdBeldepRiBefens prqvidingfar excentipnalipppliqalion eoaderensigIPPRRMIaBIF Progr am
110 runni ngygRg ARl Sv A 128 leaflicR baRRyidh RShATR oidsN B "cdfSboRdiohiab! e behavi or
and functionality to be a useful programin its own right. 15 Extended and
enhanced by Moe cafersg patigippnty pamyryake GliAngps anywherp irpthe presetaiign PYeatR '

c ot jekr st PRy
Comnect o BB TRRRFRART, NIThhfEs & A8 AR e Qs PriRNE' ¥

conmmuni cat i &ntbe perdtroes! Int"ReesentaEPRo®y sneerarticiganbiakes toatrdl wpthenent s.  The | ower

. level commupj ' j u e jpbrary 160
....provi des Sugﬁ?%ﬁﬁgﬁ%éﬁg&%g%&g ?}9 %g’?n,’ Zﬁoﬁﬂgr%l@é}%@%\lgﬁgl er 120
decodes Dat ziefdsichik Outige sr NEiE/Bid (ipRlidasdo "fredeht’ infppiatiomta ablrof Breogr am

“ Function Bl gcks 130. Advaptageously, by doing so, each Application Program
.110 can be EPH Bt RIS Hat the data it is operating on was generated
llocal | y, and as:such, allows the Application Program 110 to carry out the
acti-on h@cessaryAwxthanttodiment dishe pregint invatiowprovides a sysmnpfoeschedubngCCP Li br ary
160 25 receij a Data Edit sage 162 which is ded by the inplenmentor

of the Cop st Rgesiiss sod R tleo’ otiriekh FORBTE PO 10" mermor y

struct ur e whindheld asese Thia Bystent isibaplemontidorpe sdinar bR Helalf,of Elientsahawille, a

spreadsheet cell... The, Event. Handl er . 120 unpacks this DEM 162 and fits
P ot he seimisal pith B sV sing S iR oo BRUSIR iSRRI | cat i on

Progr am Fungdphiiitidsltes knabBOhé Randed adrpudit td tLaiha serfdi@yméadieasing s t hat 10
April 2006 WO 03/043301 with little or no nmpdification to the existing
appl i cafi onTEPER AR oFer thplegct  WorPr MOEHRATEIIBANG KBRS ©dbTeTT ViBach
sinplicity ienfdéick 18 hsbmame, ahepRLeaa aemebyamh Xilowiend iR tehRadhanged dat a
resulting froman atomc user interface action and_ interpreting same on

“the parti ci phemaicAlighiereite gprferere doapesns endhiegingeqlizhorative FRBOINget | ng on
only the changed data in the same or simlar way to which the program
woul d al ready opggsvtfh @RbOERENDRHRPRMe #vanin pi&BEcsiforBhhlBGcus NPUL S.

I dentifying which data input and interface events to send and respond to
‘is sinplifivdcappmpmicatignoppusrest with the data conference. This enhancement

20  provides additional diverse commercial applications for the invention. Simultaneous

voice and data (SVD) provided by the data carriers in hardware and sofiware form is

. expected to be commercially deployed int the next couple of years and affords the
present invention enhanced user experience more similar to existing wireline
conferencing syétems whereas the users of the invention can talk and share data at the

25 éamg time.

Referring now to Figure 2, the wireless collaboration conferencing according
to the present invention is enabled by an application program 110 residing on each
device adapted to perform wireless collaboration conferencing, including PDA device

'100. The application module 110 is seen to include variousThodules which will first




structure and engi neering | ead and inplenenters of the CCRo ARt 006
typically only nost be concerned wth the sane set of actions as their
program al ready was 10 handling. The CCP Event Handl err 120 whi ch decodes
Di spl ay Updgh®:dRssages 163 and calls Application Program Function Bl ocks
130. By doing so, each Application Programcan be nade to believe that the
data it is operating on was generated locally, and as such, allows the
Application Programto carry out the action necessary wi t hout 15 furt her
nodi fi cat i obe disousseiiascgdlye andhaspedi€icdDGP Li brary 160 recei ves a Displ ay
Updat e Message 163 which is coded by the inplenmentor of the CCP APl 170 to
wap the intern | i A h causes an
action to. be pe?lEl féoﬁgogal Igltt'iﬁeS t%%flgaﬂ‘dﬁéé%g naéry(Pﬁh gg@l&tﬁrgm e CCP Event
Handl er 120 menfayg kentrat ﬁﬂo&sﬁh@hﬁﬁapﬁ&ﬁtﬂlgfﬂyit&mfdirsyﬂemlami sematdrfdoal nmenory
structure, and.calls the éF |cat1 on 20 Program Function Block 130 to
operate on tigfsy ${OTage, Bro B0 hat with little or no nodification to
the existing application program it operates on renotely generated
actions &nd caus€he Apydicajunl Hragdrh 0 b0 prdegmans fuoctioakidy that candeehhaaceday t hat t he
renot e useL [ slgigont.r ol ling the user_ |ocal Application Program 110. Such
sinplicity PECOlpRPRUROLCPREPHRS SFIPI& e of only sending the changed data
resulting froman atom c 25 user interface action and interpreting same on
~ the partici pant sTliEe]DethtabdbnmhiarZﬂﬁla'ncarmraxassmerpmgp@dml@mde&sﬁwtacti ng on '
.only the changed data i.n the s h the program
- woul d al reaB@fggﬁ’@rsﬁt‘émgﬂsﬁg?argleé’otéaalo(ﬁ’asf%a‘%?rprﬁéré’m “REE erﬁace i nputs.
| denti fyi ng whi¢h data-input and interface events to send and respond to is
sinplified by thEhdEweatiidopri$l procassdsuencanctionntpi tegrerfonmupd|bydlee program
i npl enme {)er?l f_,_t_‘he 30 CCP APl 170 typically only npst be concerned with
the sa e f actions as their 11 10 April 2006 WO 03/ 043301 program
al ready was handling. The CCP System Li brary 160 processes a Conference
System Message 1BHe Conferanse ndCollajomatiort Erotmeole(ECB) BwncHamBert1200 and recei ve

- connections froma re [ ti o n ot her PDA
100 whi ch | HSFEREPE! %%’e'éfiéog cﬁé 5‘3551}5% L}gﬁ aﬁdgﬁe% i cation

- Progr am- 110caie éslexigiing lonasw hmwiommldmkemmtﬂiﬁf}fogam | R, Bl uetooth connection
with a renote device, need not know how to disconnect from such

connecti on, nor ed not. k ow how t t th C s of
conmuni cati on wﬁ?‘g@&lﬁmﬁp m%&?ﬁg’l"% e A%Jg ?éc)gg}l orﬁ'lbcr ogram 110

need onky kﬁlﬁwcﬁid’iﬁﬁni}iphlmtlbhpﬂ’ogﬁﬁd ve messages fromthe CCP System Li brary
160 whi ch

_ ‘The CCP system library 160 implements the CCP API 170, and handles
Conference Protocol messages (161), Filters Data Edit Messages (DEMs) (162),
Display Update Messages (DUMs) (163), and manages connections.

The CCP API 170 is the conference and collaboration application
20  programming interface that an application program implements and ases to

incorporate CCP functionality in their program.

- The Conference and Collabration Session 300 is an asynchronous data transfer
between two or more connected PDAs 100 or Desktop Computers 200 implementing
the CCP APT 170. o '




10 will be transferred to the Application Program 110 and1@gaﬁlmsby t he
custom CCP . Event Handl er 121. The CCP System Library 160 is able to filter
Di spl ay Update Messages 163 to enable each renote Application Program 110
to determ whasper only data or display events will be processed.

Advant ageously, this enables the renote 15 Application Program 110 user to
concurrently enter and nodify data on the PDA 100 or Desktop Conputer 210
while still participating in the Collaboration and Conference Session 300.
Each Desktop Coripew,still 2d@rriag o Figik e neor Symm%agHGmﬂ&sionthetfmarre way as
t he describ d PDA 00 a ove. . ther, .t De t 210 can take 20
the form of ?f%ffcﬁa&g{;‘élpg?‘iafﬂ‘a’h}g‘@w& %’dﬁpg’g' dtﬁg HeSrt nonitor,
HVAC systemtlraysm@uf acturing equipnent. In this scenario these devices

i npl enent only the Data Edit Message 161 and all ow for renote nonitoring,

and even control i evi c ure 3. The ‘
exi sting appli caQ%Ha?#g{tﬁ?s%%?ME@r%@@ﬁ?s@ypﬁ@%ﬁﬂgﬁg 170 nmakes 25
the approppr {3e) s63 44d tae! dhQle forh ldScun@itdd ih€bnftehdeintl M0114HcRiBy St em Li brary
160 to either connect _Qr_wait for a connection

[
connecti on P®ogeleDate f t%ﬁﬁ%&?l@%%ﬁﬁ%ﬁﬂ‘i‘%ﬂ%%&%ﬁqfdé‘ﬂglﬂathl s action

- Vvia an.evensefi f résotd t@ﬂp&@h&@e gf’tﬁé‘ﬂatﬂ%@dbﬁfsecﬂ-t%@hsplay 10 April
- 2006 WO 03/ 043301 The CCP Event Manager 170 receives nessages in the form

of a structHpdate Mé‘tsageéﬁfi%g?@s) WiHes b‘?tﬂ%’é’s“‘aé? of the/ Wy ay BeidisiicHoRBcunent ed
- PI 0T ANTRL | ok Hife ol lNGE HDRELDCA IR 67 @ Gitdih Apidn appl i cati on

- specific nmsg_i1d-and payl oad, as shown in Figure 4. The payload has program
- or nessHye repaigk tonsistéat as hewy@l@mg@an@sga@esol qratavasiat;aerﬁhe Riween the CCP

System LI brﬁié;)ﬁc&t‘?o%‘? E}.gtslhtgﬁécer@gﬂﬁb@&kbbo tife Fo?xﬂfd‘éé fed iRfHNY do""” a

conf erence,” ‘daccept n Ies | the conference, send text nmessages,
send and re@mfa:swerancbeoMsmagmAPI *emthsmlsoammtéqumtlr&mmmm cations
bl ocks, send and recei ve conference docunents and vari ous other protocol

rel ated inpl emeny, i\g@&a@&ﬂg@mﬁ@m el P 0%5&?1&&1 Q&gﬁ@%“ hboration 10

Protocol as w | scussedIn its en |rety short on specific
event s, suchatass mliBﬂlaahdmﬂMCIﬁﬁaIWEMQes¢fumegramhmltmmn righit er esti ng as

5oL oels 2 ekled EliBhathd Gy B RCRRRRALL M BSFRILRI o ARUARNT 1 FIOUre

5. Each 0 correspon one atomn c
asynch:onausly with the same Apphcatlon Programs 110ona remotely connected

PDA 100 via TCP/IP, Infrared, Bluetooth, or any other communications protocollthaj:
CPP System Library 160 implements. The lower level communication is transparent

because the CCP System Library 160 provides such CCP API 170 to make it so.

20 The CCP Event Handler 120 decodes Data Edit Messages (DEMs) 162 and
calls Application Program Function Blocks 130. Advantageously, by doing so, each
Application Program 110 can be made to believe that the data it is operating on was
generated locally, and as such, allows the Application Program 110 to carry out the
action necessary without further modification. For example, the CCP Library 160

25  receives a Data Edit Message 162 which is coded by the implementor of the CCP API
170 to wrap the internal Application Program 110 memory structure which causes an
action to be performed on, for example, a spreadsheet cell. The CCP Event Handler

120 unpacks this DEM 162 and fits it to the same structure in local memory, and calls
" the Application Progrém Functiii Block 130 fo operate on'the data. The effect is that

.';_"":“" .:' et 1 0 .




Y

data edit operation. As an exanple, in the case of spreadsthagti 2006

col l aboration, if a cell's 15 formula were to be edited, the originating
application client creates and packages a DEM 162 with the row, column,
and for mul newly edited cell. The destination client application
receives this 62, matches the conference nsg_id and application
specific neg_id to that of a fornula edit, unpacks the payload, and «calls
t he appropriate application |level function or subroutine to handle a cell
formul g 20 %h%i_ttle&ﬁlwaﬂioﬁﬁm&&ihwﬂaetdﬂisﬁn@p@hb@m@h@m,:immfmog'rgm to 3e
coerced into thinking that the dala was originajed | oca and avoi ds
appl i cat i onTSHIHAY &sRerbetatay wuph slaphpivas @eé‘r’(ﬁd %8 ‘i‘iq?ﬁ?ﬁ?e ?)tjr‘%a'r anmi ng on

al ready test&dingR dhamded ARt GQHRing RomRhalontdd det SrtdvRss agRE ad63 are those that
control the User Interface. An_ exanmple is scrolling. If the originating

client appl inpredng seewes thepadisinanty hanbelds viadhy wy @srgdoterate haeas " scrol | ed,

it packages aéﬁﬂg an gﬁlé,qﬁé (flﬁygeatdaamm% SekSor! simi véhy B Which fGréddvh  wWhen

‘received by re

el vi clients, is matched againsSt the nsg_id and_ then a
scrol | evenwoild alreadgoperates useriehisred dpta lof usey Barface inppen ldepehiingavhigh each
receiving | | | ' ygq,H.] NeR f6hsi Nternally,
and the appg%ébr.,.gt"taéla%’}t_%%%?i%gér?@(}g %B?lsﬂn%]sengg% t a@lfg’g\éﬁﬂ%g@gﬁnvi r?g client
programis soetoethdienginetrhigitadagd infpdenic@iterQofthe CCP 2004 74MppEalhoadB801 event

the ol Pant 58 Pl SR AIE BB Keigh O net ReRn S Ry WP o e O

tested. 10hehddtilihigl 63 is unique in that the CCP System Library 160 is able to
selectively filter DUM nessages 163 if the receiving client application

Lo e h dhta poheb MR RARRUTHY fERR BbERL BT ORANL Blsahdd0) aPD| | CB1 L On

to be a data partici e conferenc ve the screens

. user interf adeailmAppligaidaiidgramFanctign Bisdks il 30 By domgsalekelgAmilicatidnaneous

edits. The nf érence -and . abhoration.Protocol 160 and ence and
Col | 3 at | oFfORBI 5 65 ROE I Bie A D 4R it 5 0P S irap et B oo
function caiddssE@heilRNsehoAplicaalFeoddlviesieiyiont thaactivdwecasey iviibeht 10

Col | aboration Protocol, Specificatign &GC@FOL ”Og{%ﬁ}ti on The | | aboration
Pr ot ocoltd i sfughermgdafication.; Kpyg B e st IBFRRY e1IEEE Y 2185RHabl e bot h
peer devi cegpdaf MERRECT63tWhi@AS Bodell B?ﬂm%ﬁleﬁieht@f‘bﬁthé CCPAPIQTh totwraper vers, to
exchange various forns of content. The formats of the actual cantent

exchanged i the ingesnal /\pptieption Pragram HOcuermaery stpture yhich causse iedfiPBioRe a function

- of the app'ﬁegig%&fb% S lidBlay, s R58LBS0kp, thd CEB EVRt HAndNe! 10GmpktRE this

protocol is transport-neutral and content- o
' this DUM 163 and fits it to the same local memory structure, and calls the Application

20  Program Function Block 130 to operate on the data. The effect is that with little or no
- modification to the existing application programi, it operates on remotely‘ generated
actions and causes the application program to behave in such a way that the remote
user is controlling the user local Application Program 110. Such simplicity is
derived from the elegance of only sending the changed data resulting from an atomic
| _2.5 user interface action and interpreting same on the participants handhelds via the
reverée procedure thereby acting on only the changed data in the same or similar way
to which the program would already operate on user entered data or user interface |
inputs, Identifying which data input and interface events to send and respond.to is
simplified by the inventions st_fu_ctur_e and engineering lead._and implementers of the

e _ 30 CCP API 170 typically only miost be concemed with the sarie set of actions as their

o1




neutral. The protocol itself is extensible to additional ¢®Ap&IrEooGor mats.
20 In this docunent wherever the term passive device is used the termrelay
server can be substituted for a client-server situation. The initial
version of dhe.pegiocol will reference two transports (IrDA and TCP/IP)
but the assunption is that adding support for another protocol wll not

I npact this docunent. 25 All 16-bit and 32-bit integers in the protocol
headers will be converted to network-byte order before being sent to the

peer devi Ceprobfiin Aehdysiistahdiif. definitions, constants, and enunerated
types, see ?he Collab.h file. For the APl definition see Collaboration

B ahi tbctural ovBRAGSBI ARy HBsReanGPartore St VEOR AT & s in the

f1 B arTrEV\Dr K Ofsucll\lle\amvag}@i{td:&&API bfeQBkuﬂiel _ 1' fza& Weceﬂfé\ﬂgg?cti}&ﬁg&aﬁ@feﬁioiwn Pr ot ocol API
ransport Neutra - 11 DI r er Thi ocunent '

descri bes tﬁepleaew?mwﬁdﬁmmﬂ@eﬁ%gw %Hmri?ra%%'gf@g APl and the

Transpori Nawt {-A), Aﬁ?zhta&é%&%%&b@&ﬂoﬁ\bﬁﬁl 19@ 64190t R HdeS o faké ul | det ai |

t he Col | aborati on Protocol messages. For all Collaboration. Protocol
messages, t hdCP{IR|BsBlyptopheonpectionyith greppiedevise.diced prikagwhpw tos 30 35

disconnect from such connection, nor need not know how to implement the specific

rules of communication with such protocols. Rather, the Application Program 110

need ot}_ly know that it will receive messages from the CCP System Library 160 which
100 will bef_'."transferred to the Applicz;tion Program 110 and handled by the custom CCP

Event Handler 121.

“The CCP System Library 160 is able to filter Display Update Messages 163 to
enable each remote Application i’rogram 110 to determine whether only data or
display events will be processed. Advantageously, this enables the remote

15  Application Program 110 user to concurrently enter and modify data on the PDA 100
or Desktop Coniputer 210 while still participating in the Collaboration and

Conference Session 300.

Each Desktop Computer 210 can implement the CCP API 170 in the same
way as the described PDA 100 above. Further, the Desktop Computer 210 can take
20  the form of an embedded data generating device such as a heart monitor, HVAC
system, or manufacturing equipment. In this scénario these devices implement only
the Data Edit Message 161 and aﬁlow for remote monitoring, and even control of said

device or hardware, as shown in Figure 3.

~ The existing application that links to and implements the CCP API 170 makes
25  the appropriate setup method calls, and then tells the CCP System Library 160 to
 either connect or wait for a connection (listen). When the connection is made, the
: Applicat_ion' Program 110 is nOfffﬁed of this action via an event which is handled by
. the CCP Event Handler 120. | |
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Bytes In Message (4 bytes) Message Type (4 bytes) ProtocohoXefis2o0s (2

- bytes) Conference ID (2 bytes) -User ID (2 bytes) 15 10 April 2006 WO

03/ 043301 5 Reserved (2 bytes) Bytes In Message - The nunber of bytes in
this entir§N ration Protocol nessage, including the header. The
recei ving eV|ce can use this value to keep 10 reading on the transport
until it receives all the bytes in the nessage before delivering to the
application. Reminder: all 16 and 32 bit integers are sent in network byte

order. Message TupecCr EVBRNandg® 170 ticeigéifsaged inMRsHag85a anduirdtsegr oup a
particul ar nessa e belongs to is determned by bit nmasks. 15 o Ox----- oL

to OK------ llé‘ﬁﬁ %%sm@exefi ORiOlogImENiRS RSPl SBRCEy 1 . ¢ o

O - FF- CeC%g?fr mm%f&sﬁaeaw% iR Inanid Bashonpier
part | if nmeg --01--- --FF---
user defi nedhmgd‘gﬁg gfhwgb&d WW@‘U@QW“S&%W@@G data. J4§leEFF- - - - - :

reservedc:20 ; Val ue
CTbS & ConnediauneEy BGIR BRERAHER (CCh UG ED HEbIh B (B RASS”

¢l bSysConf | BRenfgest0RIQDGTO0S-cofddye Gorrbt BRegbitisHi0lcchoaodaemce, send
cl bSysJoin 0000006 30
..chSysLBerg?a usgﬂéﬁdﬁﬁggggggﬁgf5%§§%%5%%b5@2§§3§€§§@ cl bs
* sGet DocunentomoReRANnS biokksSsenbendrctinemn@Bo 0@00nts and various other
' protocol related implementations as described in the Conference and Collaboration

10 Protocel as will be discussed in its entirety shortly.- _

Apphcatlon specific events, such as DEM 162 and DUM 163 messages, are
: 'the rnost interesting as they pertain to actual wireless collaborative sessions, as shown
in Figure 5. Each Data Edit Message 162 is designed to correspond to one atomic
data edit operation. As an example, in the case of spreadsheet collaboration, if a cell’s
15  formula were to be edited, the originating application client creates and packages a
DEM 162 with the row, column, and formula for the newly edited cell. The
destination client application receives this DEM 162, matches the conference msg_id
and application specific msg_id to that of a formula edit, unpacks the payload, and
calls the apprepriate application level function or subroutine to handle a cell formula
20  edit. Advantageously, this enables the client program to be coerced into thinking that
the data was originated locally and avoids application program redesign or significant

additional programming on already tested application code.

~Display Update Messages 163 are those that control the User Interface. An
example is __screlling. If the originating client application needs to notify the
25 ‘conferc‘ncc that it has scrolled, it'ﬁackages up a scroll event and sends it as a DUM.
The DUM, when received by receiving clients, is matched against the msg_id and
‘then a scroll event is interpreted. This scroll event is then created at each receiving
- client, as the client application would have done 50 internally, and the appropriate

function call is made so that each receiving client program is coerced into thinking the




cl bS sSet Docunent Res onseOx0000000B cl bSysSet Di s | ayU dat e®hgtiie@08000000C
cl bSysBat onOx0000000D MessageVal ue el bConf Dat aU dat e0Ox00000100 cl bConfDi s 3
| ayUpdat e0x00000200 cl bConf f ext 0x00000300 16 For conference nessages the
fol |l ow ng q{,ﬁw&g&ned: 10 April 2006 10 cl bSysConf| DResponse nessages in
whi ch the values nust be OxFFFF. User |ID - This value nust have been
comuni cated to the user prior to the start of the Collaboration session
and entered by the user via sone input mnethod on the client device. For
peer - t 0- peekvannbetigpaeslotiliys Advhntegeousty, thieavoids sighificantédesigmbitbe ser ves two
pur poses: W0D.03/ 043301 = Prqtocal, Versi,on - t significant byte contains
maj or ver si GHETHBHSEAM andexaifls toug ?ngmm%@%g{%?ﬁ‘g&]@tﬁﬁnor zersi on
nunber. For version 1.02 this value will 5 be 0x0102 Conference ID - This
val ue nmust. have WbeeDUdDIaIUNGaicad thiad tHe ECPUSetemribrary 160 is dbiketost art of t he

Col | abor ati on sessi_on ent ere Y...the user via so i Npu hod on the
ol ent devi eRecREp PO RREES (bt tiadreb ot B RER B 1, TS RErE The
excepti o i sdéragbduely@hidviy sheptdiviie cliasippiation i 1@ aviatd paicipahhtht int hi s user
bel ongs to thi saéart I cul ar, conference o i dlgnt ify.thjs user/device in

subsequent theconiEace, yeimot have thesereens Upefdniprdcg Jnoxine dReut CBBINg s si ve devi ce)

- nust val i daggrang is makif siflufanéshd @iteNthd Sehferéfle bifd CAlbEGAMPERCHN S
particular clienf. It is analogous to a userpame, SYSTEM MESSAGES
160 and Conference and Collabration API 170 describe in detail how to make the

appropriate function calls to enable or disable DUM events, as now described.

10 - Collaboration Protocol Specification (CCP)
Introduction
The Collaboration Protocol is a transport-independent protocol intended to
15  enable both peer devices to connect to each-other and clients to connect to servers, to

exchange various forms of content. The formats of the actual content exchanged is

described in this document but is considered to be a function of the applications using

the protocol. It is worth noting that this protocol is both transport-neutral and content-

neutral. The protocol itself is extensible to additional content formats.

20 In this document wherever the term passive device is used the term relay

server can be substituted for a client-server situation.

The initial version of the protocol will reference two transports (IrDA and
TCP/IP) but the assumption is that adding support for another protocol will not impact

this document. '

25 Al 16-bit and 32-bit integers in the protocol headers will be converted to

" network-byte order before being sent to the peer device.

For all structure definitions, constants, and enumerated types, see the Collab.h

.~ file, For the API definition see Collaboration_ptc]_spec.doe: -
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25 System Messages can be sent fromclients to the relay seppgr2006romthe
relay server to clients, or frompeer to peer. System nessages are not
automatically forwarded to the other client devices by the relay server.
They are u 8 gékéJchale sone type of interaction specific to the
relationshﬁi BEHREEn a particular client and the relay server. 30 A System
Message can be determ ned by masking off the upper 24 bits of the 32 bit
nessage type (after converting to host-byte order). For exanple: if( nmsg &
Ox000000FF ) // irhe ®lldwing$d Srardmsaa@boebviel bSysdcome eplliitegupat (0x00000001)
This nmessage is sent fromthe active device (the gne initiating the

transport c&rriecdl pasty inthe framewrk of W quigrse fifely after the transport
connection is active. 17 10 April 2006 WD 03/043301 It mnust be the first
message exchanged. The nessage payload for this nmessage is as follows: 5
Application Type NULL Term nated password 10 The application type is in

t he Conngct Request nessage—_so ttat—tte passive ~devjce nmay reject the
session if the applicationI¥§Hﬁt supported or does hot natch the
conference. The foll ow hgappttcattontypes mre defined: o cl bAppTypelM =1
15 o cl bAppTypeQui ckWord =2 o $IhAppTprQl ckSheet = 3 The password is
..sent unencrypted. 20 cl bSyglianeaioR@sponsafbx00000002) This nessage is sent
fromthq passive (listening) device to the active device in response to
~‘receiving a cIbSysCOnnectREquest$nessage. TH§ passi ve device w ||

Transport Neutral API
v vt 41
15 DA TCP/IP | | Other

This document describes the data flowing between the Collaboration Protocol

90 API and the Transport Neutral APL

MESSAGE OVERVIEW

This section defines in full detail the Collaboration Protocol messages.

“For all Collaboration Protocol messages, the fields of the initial 16 bytes are

identical:

25

30 Bytes In Message (4 bytes)
Message Type (4 bytes)

35 _ '

' Protocol Version (2 bytes) )
Conference 1D (2 bytes)
M""UserID @bytes)

5



25 verify the conference ID, participant |ID, and passwordjoapd 2006l send

this message as a response. The purpose is to indicate whether the

information is valid, and possibly to redirect the active device to

anot her adQﬁggﬁ gﬂ%/or port nunmber. The nessage payload for this nessage is

as foll ows Hetonse code (2 bytes) NULL-termi nated redirect address 35

The response code will one of the following: 18 10 April 2006 WO 031043301

ETCl bResponseAccept NoRedi rect (0x0001) - valid conference and user |D;

this conference is hosted on this device. ETCIbResponseAccept Redirect

(0x0002) - valid conference and user ID; 5 client nust disconnect and

reconnect to address provided. ETCIbResponseRejectBadCbanD (0x0003) -

- unknown conference ETCIbRespons§B (gg% nfTi mg (0x0004) - known
conferenge but it isn't going o rlg ETCl|bResponseRej eet BadUser | D

(0x0005) - wuser id not valid for thrs I0 conference

ETCl bResponseRej ect BadPassword (0x0006) - username valid but password is

"ot suppor el ﬂgeﬁekfﬁfey s *‘%}gﬂ% eyl EOHRSA BARKheal o
- not supporte assi Ve o g\{he%%a Ther 3 %aég ent s
( 0X0008 maxi ﬁi r%11 1t I‘egé’l eisaa éll eg ﬂpfﬂg evsape before

..ETCl bRe Bonseﬁbj 45
ETCl bResponseRej %!%%%3 - unspeé']rma e rej ectlmeifgﬁ?rsff)e n%)lr? recei pt
of any of the rel%EY actl e side t cl ose, t he tranﬁgoqt
.connection. It SS@% Péh ef"r%ﬁ EE’ g% %SF?gSﬁa’i PR T BYEH ¥he passive
side w I | i gnor'@ewupge be SEHQFS d by pit meskse g %{e é@&fbﬁﬁﬁ' on. Upon
recei pt 19f the ETCPhA¥spofil t 'é_'%t anﬁteé‘t‘:Fle?Fé%? ’38‘53 0 )si nust

o Her

close the connecti &n,0%pafbe eirenss messagesypiseTelpvsdop ct o t he
new o o 'other conference pa111c1pants (if msg & 0x0000FF00)

o 0x--01—-- to 0x--FF----: user defined rnessages (if msg & 0x00FF0000)
o 0x01-—--- to 0XFF—---: reserved

20
For system messages the following are defined:
Message Value
- | ¢IbSysConnectRequest 0x0000000t 25 | For
1 clbSysConnectResponse 0x00000002 conference
clbSysConfIDRequest 0x00000003 messages the
clbSysConfIDResponse 0x00000004 following are
¢lbSysJoinConference 0x00000005 defined:
clbSysLeaveConference 0x00000006 30
clbSysUserStatus 0x00000007
clbSysNewDocument 0x00000008
clbSysGetDocument 0x00000009
clbSysSetDocument 0x0000000A
clbSysSetDocumentResponse | 0x0000000B
clbSysSetDisplayUpdateState | 0x0000000C
clbSysBaton 0x0000000D
Message Value
clbConfDataUpdate 0x00000100
cibConfDisplayUpdate 0x00000200
clbConfText 0x00000300

16
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25 host of the conference. The transport I s assuned to be1@h?nﬁgm§ as the
current transport. The address is in ASCIlI format with the tollow ng
structure for TCP/IP: host-nane or |IP address octet followed by the
character O”Lg &Rmed by the port nunber followed by the NULL term nator.
For exanple 5%00 com 9800" or "192.168.1.3:9778". 30
chSystntIDRequest (0x00000003) The purpose of this nmessage is to provide
a way for passive devices in a peer- to-peer conference to not require the
active side to have its IP address. Instead a 35 conference IDw | be used

to address the passi ve devi ce. The passive device will connect to a server
whose rol e istp ?1 Mﬁ% ﬁcah{%ﬁe&ﬁﬂlﬂs%aﬁQQE@i%ﬁﬁﬁmﬁﬂdLéﬁt WO

03/ 043301 10 Apry HYRAbn DAl Py eRREAEANATakbRIf | ST
nmessage. The sery 0 respon a SysConf | DResponse nessage with

a new.conf erence Ei

addr ess and then of 92 om qu known
¢ N b@ orf T4 1ﬁn S (5:11011 ands en Qed 9%91% a D
A I ;gt e T, %ﬁiw glepce 10 it
B £ 0%

iﬁis val% lnust 296 l;egt? Eelﬁlg%grft&ﬂ(&%é IBe rtche | P

as fol I ous: 10| "218 Bign NtﬁLL 15" The 1P
addr ess Ps sent ? Q@Sﬁ S8 M5PEE ’}f‘}’fﬁ V§ encrypt ed..

" and nust be NULLUff‘érIPI ﬁ&!séﬂl“eﬂlﬁ%@?ﬁmc %WB@% 620 Thi s

message is sent f#bohthe EeliperanmEsiioy %’@W@Fed 9 ‘Ls ¥l ?P“t‘eom%“

ent upon

¥ |
receipt of a cl bsglhehen hprimtdeviceFesRigE-PrRECAREHKTIEFE h“é(a]I“E)“t“ﬁ %he message

header nust be CHAFFFF. TiikxaliesswgeVpRYPEY for this message is as fol | ows:

25 30 Cdhference 1D (2 bytes)
o vahdate that this user belongs to this particular conference

o identify this user/device in subsequent messages from this device

"“The relay server (or passive device) must validate and store this value and use

20 it to recognize this particular client. It is'analogous to a usemame.
SYSTEM MESSAGES
25 System Messages can be sent from clients to the relay server, from the relay

server to clients, or from peer to:peer. System messages are not automatically
forwarded to the other client devices by the relay server. They are used to indicate
some type of interaction specific to the relationship between a particular client and the

- relay server.

30 A System Message can be determined b.y masking off the upper 24 bits of the
32 bit message type (after converting to host-byte order). For example:

if{ msg & 0x000000FF )
// it's a system message

35
cleysConnectRequest (0x00000001)

This message is sent from the active device (the one 1n1t1atmg the transport

- e connection) to the passive device immediately after the tranqu_rt connection is active.




‘The conference ID in the payload nmust be in network-byte epdgfi2006

cl bSysJoi nConf erence (0x00000005) This nessage is sent fromthe active
device (the one initiating the transport connection) to the passive device
i mredi at el 3&%@%&/@5305“ Col | aboration session has 10 April 2006 WO 03/043301
PCT/ US02/ 35 een established. Passive peer devices can ignore the
nmessage. Relay servers nust do the followng: if this is the first user
for this conference then the conference is started if this is not the
first user fiomudtbé the g hRERAPEExchitiged.hi s conference has not been set up as
-a "public" conference then the relay server generates and sends a

cl bSysUser St at us ssage to a xi sting.conference participants notifying
themthat.this ugg‘!femﬁéggejpg?'lﬂﬁ%hfﬁjés @WT@F%?‘??%]??W: The message payl oad for
this message is as follows: Device Type (2 bytes) 15 NULL Term nated self-
provi ded descriptive nane (max 32 chars) the device-type is one of the
followng: 20 o 0x0001l: PRalnmOS PDA o 0x0002. Pocket PC PDA o 0x0003: ME

di splay device o (add nofe asApglicessdTyyg The sel f-provi ded descriptive
nane will be sent to othel_conference 25 partjcipants when users join or

| eave a conference. This frust NIgLINGCkrninatedr m npt ed. Rel ay servers shoul d
associ.ate this field with|this usegswbfd its.. ipternal structures. 30
cl bSysLeaveConference (0xB88606086—TFhs—ressale is sent fromclients to the
rel ay sqpver when they are |eaving the conference. It usually inmediately

-preceeds a tranSpRIdpkQRBEEHE Rn BREARMRAYest Bssafd dodt ailPulhR- Passive
peer devices cangdvBR§ ré-&etﬁs%%gﬁﬁ%af%sﬂ tﬁﬁriéﬁetrigf}x‘éh ofifbes At t he
fol | owing: i f t/kish inS chitirohék ThERélfowkig apbiafio GPLEERGRAEN ¢ he
conference is shut onMppTypeIM=l : _
: 15 Ciwowo clbAppTypeQuickWord =2
o clbAppTypeQuickSheet =3
s The password is sent unencrypted,

20
~ clbSysConnectResponse (0x00000002) -
This message is sent from the passive (listening) device to the active device in
response to receiving a clbSysConnectRequest message. The passive device will
25  verify the conference 1D, participant ID, and password, and will send this message as
a response. The purpose is to indicate whether the information is valid, and possibly

to redirect the active device to another address and/or port number.

The message payload for this message is as follows:

30
Response Code (2 bytes) -
NULL-terminated redirect
35 “address

The response code will one of the follqﬂing:




if this is not the |ast user for this conference and t hi s1gppfieioeace has
not been 10 April 2006 WO 03/043301 PCT/ US02/ 35673 set up as a "public"
conference then the relay server generates and sends a cl bSysUser Stat us
nmessage to‘gb y&g¥¢tlng conference participants notifying themthat this
user has signed off the conference 5 There is no nessage payload for this
nmessage. cl bSysUser St atus (0x00000007) -This nessage is sent fromthe rel ay
server to active client devices when a user 10 has either joined or |eft
the conference. The nessage payload for this nmessage is: Status (2 bytes)
15 NULL Ter m nat g¢CisitdspomdeR¥def bRIGREEI(E00UD -RANBcdnRénc3 dndinaf B);, The
status is e|therﬂmggm&g%ggg%ogaf&nmgsby@@ned conference  0x0002: user has
left conference %cnb &EdepiRe ﬁemmebﬁ 1JRd SR RS ahdhdder 3,0V ded by
this cli nt in the ¢ %}’sﬁ

| bSysNewDocunent
(0x00000808) Th E%E eﬁe§%§0 m&q&%%‘ ld%mﬁfe;eg ot dovt ces
upon recei pt o $ clients.
Its purpose is’ t% & O'IS eje‘ft ﬁé{fﬁ&n{:&g@ g g’fncf’ﬂ reclzl?)n erence
docunent is avalpﬁﬁg@ng ¥rei ved; Norna the cljent devices wll

- then send a c|bs§$@&%eweﬂf18ﬁﬁg§%ﬁéﬂwxp@f’é)r%%eagﬁ@évﬂ}@r %S optain the

documentl0 Thi s newd&agsei s not valid for peer-to-peer. Col]aboration sessions

and nust be 35 EfGHRespenseReiectBodRagswerdi(@x0906)y wsenanayaliddut on. 22 10 Apri |

- 2006 WO 03/ 0433peksvrEd 1suB02/ 35673 The payl oad of this message contains: 5

. E'I‘CleesponseRejectUnsupportedApp (0x0007) - requested application
ot supported by passive device
15 s+ "ETCIbResponseRejectMaxClients (0x0008) - maximum number of clients
‘ - are already connected.
o . ETCIbResponseRejectByUser (0x0009) - rejected by user
» _ETCIbResponseRejectOther (0x000A) - unspecified rejection
20 - Upon receipt of any of the rejections the active side must close the transport
‘connection. In the event the transport connection is not closed the passive side will

ignore any further messages received on the connection.

Upon receipt of the ETCIbResponseAcceptRedirect message the active side
must close the connection, parse the new address, and attempt to connect to the new
25  host of the conference. The transport is assumed to be the same as the current
transport. The address is in ASCII format with the following structure for TCP/IP:

_ host-name or IP address octet followed by the character 2’ followed by the port
number followed by the NULL terminator. For example: “yahoo.com:9800” or
“192.168.1.3:9778". |

30 |
- clbSysConfIDRequest (0x(0000003)

| The purpose of this message is to provide a way for passive devices in a peer-
| to-peer conference to not require the active side to have its IP address. Instead a

35. conference ID will be used to address the passive device. The passwe device will

y R connect to a server whose role.is.to assomate_conference IDES,__,and IP addresses and




10 NULL-term nated nane of docunent cl bSysGet Docunent (0x00000009) This
nessage is sent fromclients to relay servers or from peer-to-peer. The
purpose is to obtain the conference docunent. Upon receipt of this nessage
the relay server or the receiving peer device nust send t1ﬁe!\ ﬁ&@ﬁﬁent to
the client YR E)SysSet Docunment nessage. 15 The payl 0aJCHPPHrY3 nmessage
contains: NULL-term nated nane of docunent 20 If there is no docunent nanme
in the nessage (indicated by either no bytes at all in the payload or a

single O byfs@nd[th:laﬁle%géastﬁéfdsﬂakskdget Thé séoct WR Fes &ﬂﬂhﬂfi@' ving device knows
whi ch docunent is the conference docunent and w respond with it in 25

the cl bSysSetbBsenrpRermnoascayessage MIByATSBLOBIERIEND- (%WGDWA?S@B There are
three si tuafcb neerm b o 1P RiFIBAS BRR whe h@%ctﬁ%%%crtn%@@oxﬁie&@@é devi ce
wants to sen he conference docunent tot e relay server so that it may

t hen be di smllﬂfuowswrumﬂ@@h@hm@#d@ﬁh%PaSSI\méqquehe relay server wants to
send t he-conference docunent to the clients. 23 10 April 2006 WO 03/043301
PCT/ US02635673  yfieq; \P&cpﬁ?ﬁuﬂ@fﬁbgssge@a&rﬁﬁl@a‘&r&mﬁg and one wants to
send t he conference cfocurrent to the other. 10 Upon receipt of this nessage
- the receiving client device nust read the entire nessage to obtain the
~document itsel f Bhfomesssas rareadioe tiranessags i 4#ifellows: when rel ay servers receive
this nessage they nmust notify all the other clients that a new conference
docunent is available via a cl bSysNewDocunent nessage. The clients then
have the option of obtaining the new docunent wth a

¢l bSysGet Docunent Message. TherppaadkQa s Whesh i s| message cont ai ns:

NULL-t efgi nated nanme of ' '

NULL Terminated
password

15 o The IP address is sent in network-byte order.
o The password is sent unencrypted and must be NULL terminated.

clbSysConfIDResponse (0x00000004)

20 This message is sent from a conference ID server application to a client upon

receipt of a clbSysConfIDRequest message.
‘The conference ID in the message header must be OxFFFF.

The message payload for this message is as follows:

25 Conference ID (2 bytes)

= The conference ID in the payload must be in network-byte order

30
cIbSysJoinConference (0x00000005)

This message is sent from the active device (the one initiating the transport

connection) to the passive device immediately after the Collaboration session has

.. 20



docunent 15 20 Docunent itself The device receiving the dgapAEagoscan
determ ne when the entire docunent has been received using the total-bytes
field of the nessage header. Once the entire docunent has been received
and saved tygoap@tdicati on can act upon the docunent (perpparEeRisizoadi ng
it). 25 cl bSysSet Docunent Response(0x0000000B) This nessage is sent from
clients to relay servers or frompeer-to-peer. The 30 purpose is to |et
the other side know that it received the conference docunent just sent in
a cl bSysSet besusblishak sBasiee pékh devyicey coagnat thehessagesRelge saramt misis: 35
Status (2 byt %?f%f(i .A%ril 2006 WD 03/043301 PCT/ US02/ 35673 The status is
either: 5 10°1% OB EETDOCRESPONSE OK (1): No errors -
CLB_SETDOCRESPONSE _ERR (2): Docunment was not received intact.

cl bMsgSet Di spl ayUpdat eSt at e (0x0000000C) This nmessage is used to specify if
t he devi ce sendi ifghis Is thefirssusefobthishoaterancd themeha coiiferenedesteeedDl spl ay Updat e
Messages 5( DUVR) , ifThigistnobthb Yitse uita ¥or dslcanbnéme Aad thEnablieenos hdinsetizee (2 byt es)
The status is eitdpgp as 2PublidRobleRRbANKNRA Ty FNARL Ferefates any Seads #end me DUV
CLB_DI SPLAYUPDATg16)sB0Bb s Ressagh ® alliRistA ci@étchcdBariellints AGitgibMs gBat on

(0x0000000D) Thi geiiBR:? BiEudesShdd3sifled Be EMRRIRECat e requests and responses to
. requests for - o :

10 The message payload for this message is as follows:
Device Type (2 bytes)
i | NULL Terminated self-
15 provided descriptive name
' (max 32 chars)

¢ the device-type is one of the following:
20- o 0x0001: PalmOS PDA
o 0x0002: PocketPC PDA
o 0x0003: I2ME display device
o (add more as necessary)
» The self-provided descriptive name will be sent to other conference
25 participants when users join or leave a conference. This must be NULL
terminated. Relay servers should associate this field with this vser in its
internal structures.

30 clbSysLeaveConference (0x00000006)

This message is sent from clients to the relay server when they are leaving the
conference. It usually immediately preceeds a transport connection shutdown by the
client device. Passive peer devices can ignore the message. Relay servers must do

35  the following:

- ifthis is the last user for this conference then the conference is shut down




t he baton. Wen a conference is in "projector node" only epg@apfdexjoge can
send Display Update Messages (DUMB) and Data Edit Messages FDEI\/B). It nust
possess 30 the baton in order to send these nessages. The payload for this
nessage co i Bat on Action (2 bytes) 10 April 2006 WD _03/043301

PCT/ US02/ 33%@%30@%331 bat on action nmust be one of the foll OKFWHSMBSGB

CLB BATON REQUEST (1) - the sender is requesting the baton 5

CLB_BATON GRANTED (2) - the sender is granting possession of the baton

CLB_BATON_GRANTER; [ T0uTidveohfrena) then ﬂl@%l%ﬁ&?géﬂ@ﬁks RPSRE@SSEs the baton

di d not respond 4es sty@erbme%erse sl &R né@tﬂfe?érﬁéﬁarﬂb%%ﬁshlﬁlfy:ﬂé)ssess' on of
t he baton 4 ed(gfhglc% t ce S denying the request to
gi ve up the 10 aton CLB PRQJIECTOR CANCELLED (5) - the conference is

| eaving sproj ect 15 Conf erence nessages can be
sent from cli entgﬁetr%}gt g&g@gﬁ@%@%ﬂ:ﬁ?@@%@t relay server to clients,

or from peer to peer. Conference nessages are automati cally forwarded to
the other client devices by the relay server (but not back to the :

ori gi nat i ngclxSyistprSeaud(ExN0MOAZr nessage can be deternmined by nasking
off the upper 16 bits and the lower 8 bits of the 32 bit nessage type. For
...exanple: if( msgn&s&é@@@lEE&@frbm/tﬁeﬂeIaySeraerct@mcfteéemledﬂ&m&@enQﬁseFor

conf erence €S 0 on aclient (i.e. not relayed to the client
by the A& aggseétﬁ%é?l?e‘{‘?fg %ﬁ’@r“’ RS- t he header |s its own.user-1D. For
.conference nmnessages relayed to clients by the relay server the user-1D in

the header i s t Hrhe meskdge paylodd for thafestage is30- ¢l bConf Dat aUpdate This nessage
is used to indicate sone type of change in the conference

Status (2 bytes)

15 B .| NULL Terminated self-
provided descriptive name
(max 32 chars)

¢ The status is either:
20 ¢ 0x0001: user has joined conference
' e  (0x0002: user has left conference

o The descriptive name is the same as that provided by this client in the
_ ¢lbSysJoinConference message.
25

- ¢IbSysNewDocument (OXGOOOOOOS)
This message is sent from the rclay server to client devices upon receipt of a
30 clbSysSetDocument message frorn one of its clients. Its purpose is to notify the
remaining clients that the conference document is available to be retreived. Normally

the client devices will then send a clbSysGetDocument message to the relay server to

obtain the document.

‘This message is not valid for peer-to-peer Collaboration sessions and must be

35 1gn0red by receiving devices in thls situation.
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docurment. It can be sent fromclient to relay server, rel ayapgraoes to
clients, or from 35 peer-to-peer. Upon receipt of this nessage the relay
server will forward the nmessage 26 10 April 2006 WO 03/ 043301

PCT/ US02/ 35@3§I&4%lﬂanged to the other clients. The relayseryer. il also
update the st er- L docunent . [not in initial version] Thée payload of this
nmessage i s dependent upon the applications that are conferencing. It is
the application's responsibility to fornmat the data for this nessage. 5 The
protocol will si TR payRal of A& MBSHeeenthipe i n the message header to

cl bConf Dat aUpdat e and deliver the data to the recipient. 10 Data Version (2
bytes) 15 20 In order for the application to determne if it can interpret
and handl e the data the protocol specifies that the first tow bytes of the
nmessage will contain fields for 1Sy f data contained in the
nmessage. Start of data cl bConf DNE%H@&H&%H%@“&B@%FS nmessage is used to

i ndi cat e3sone type of change {n the display of thg conference docunent. It
can be sent fromclient to relay server, relay server to clients, or from
peer-to-peer. Upon receipt of this nmessage the relay server will forward
the nmessage unchanged to the other clients. 25 The payl oad of this nessage
i s dependentlhficGatbecappntd8x00080009t are. conferencing. It is the

appl i cattbon's responsibility to format the data for this nmessage. The
protocol will siTighmessage is bent fremsdiges torplay sarvédrher s pegyao-peaddhet o

.cl bConf Di spl ayUpdat e and, del iver tJ1e data to the recipient. In order for
t-he. appl i caPP‘é_Pl_gt"E)t°d°gfa€’rtttﬁ’ﬁ‘é“fFan‘iet OFU* ™ 'nt erpret and handle the data 30
~the protocol specifies that the first four bytes of the nessage wl|
contai n fields-fOpon ragiptiof diid @essigepke riag saresrair de redeivilippedadexiceonttai ned i n

the ressage, A, AL 7008, Y093 QAR08 BLILPRLIRE3 Appl cati on type (2

15 - The payload of this message contains: =

NULL-terminated name of
document

20

If there is no document name in the message {(indicated by either no bytes at

all in the payload or a single 0 byte [the empty string]) it is assumed the receiving

device knows which document is the conference document and will respond with it in

25  the clbSysSetDocument message.

clbSysSetDocument (0x0000000A)

30 There are three situations in which this message can be sent:

e when a peer device wants to send the conference document to the relay server
_ so that it may then be distributed to the other clients.
- o when the relay server wants to send the-conference document to the clients.
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Data Version (2 bytes) Start of data 10 cl bConfText This gpgpspgsscan be
sent fromclient devices to the relay server, fromthe relay.server to
client devices, or fromeither peer in a peer-to-peer sessi on at any tine
15 after t oration session has been opened. 20 I to the
nmessage heggggg’y«gg@r_i bed previously the cl bConf Text Msg QZ#SS&RIULL
termnated ASCI| text for the nessage i mediately foll ovm ng the header.
Destination User ID (2 bytes) Null-term nated ASCI| text Session Shutdown
35 Either the Pammo%e &% @sCz;rb ¥EnfelENiant B RhRSE deRPTRbfabReat i on
session at any h&gg‘ng tll?% cl osing down the transport connection. 25

if the text is to ellvere to just one user that user-1D nust be placed
in the 30f|rst ghednd@ all users,
or this is a peer oreg%lér g%%&gérsg tHE‘{%% ﬁgh etg%&%eﬂgsltf?éﬁ rrrﬁst be in the
first tws byhesage iOoblehm thee daa@x&nmeﬁanmmeﬁmd@cﬁmanwﬂdwen Conf er enci ng and
Col | aboration Protocol API (CCP API) Control Block 5 The structure referred
to as the contro ' s LHRGLER e Sthe ci&@ | aboration
| ayer and is al S%gg@éa&%};&?ﬁ%ﬁ%&h?&%ss %ﬁ%’rn Psg Bl@l nt oet ectlr ansport

modul es. |t thannbe cadesiceloatndnhs avzikblervist ¢lbﬁytSwaDo¢umﬂmemeﬁ@gfere pr ot ocol

_stack.. It acks st at.e agddr apnectlon ~of bytes received
for the cur?@ﬁfﬁeﬁt%%%aﬁagﬁé’ggang%“%? gbt%' new{hf{l ngs{wlﬁil S structure is

decl ar ed i n ciisgsGaDocunegiMiessak®. i nterfacing with the Col | aboration | ayer and
.also available as an extern in the nodule the contains the main
- appl i catii,on event, | oop. .There |is Li .e _reason the application should be

ei ther r1 adi ng ifd’b%?ﬂﬁ’&?ﬁg% Sk?éésga\ggrc%lg%ﬁsés in the control block structure.
Those instances are noted in this document. 15 TSRCt|Bl ock gCtl Bl ock;

NULL-terminated name of
document

15
Document itself

20
¢ The device receiving the document can determine when the entire document
has been received using the total-bytes field of the message header. Once the
entire document has been received and saved the application can act upon the
document (perhaps by loading it).
25

clbSysSetDocumentResponse (0x0000000B)

This message is sent from clients to relay servers or from peer-to-peer. The
30  purpose is to let the other side know that it received the conference document just sent

in a clbSysSetDocument message.

The payload _of this message contains:
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20 25 30 35 Function APl cl bGetLibVersion U ntl6 clbGet hpmyearsecen( void
Description: Get the version of the Collaboration library. Note this is

i ndependent of the Col |l aboration protocol version. Exanple: if(

cl bGet Li bv%éi{,ﬁ&g%?ll: 0x0103 ); // error clbRun void cl hRepGoMREA)

Descri ption: e for pending events, wite any pendi ng outgol ng nessages,
and give the SR (transport) l|layer sone CPU tine.. This function nust be
called fromthe WD 03/043301 loop in the application's main event | oop.
Example: // in the app's main event loop. do C 10 15 20 cl bRun(

&Ct |1 Bl.ock ); EvtCetEvent (&event, 10 ); // Ask systemto handle event. if
(fal se == SysHanghefwanis eft@vent)). [/ rest of systemevent handlers....
cl bConnect Err clbConnect( TSRCt| Bl ock *ctl Bl ock, TQutput Type xPort,

U nt32 confID, U nt32 userlD,

5 ¢ CLB_SETDOCRESPONSE_OK (1): No errors
¢ CLB _SETDOCRESPONSE_ERR (2): Document was not received intact.

-~ cIbMsgSetDisplayUpdateState (0x0000000C)
10

- This message is used to specify if the device sending it wants to or does not
want t(i receive Display Update Messages (DUMs).
_ The two byte payload contains:
15 _
Enable or disable (2 bytes)
The status is either:
20

e CLB_DISPLAYUPDATE ENABLE (1) - yes, send me DUMs.
CLB _DISPLAYUPDATE _DISABLE (2) - no, do not send me DUMs.

25 clbMsgBaton (0x0000000D)

This message is used to communicate requests and responses to requests for
the baton. When a conference is in “projector mode” only one device can send
Display Update Messages (DUMSs) and Data Edit Messages (DEMs). It must possess

30  the baton in order to send these messages.

~ The payload for this message contains:

Batt_in Action (2 bytes)




U ntl6 appType, Char *password ); 25 Description: Starts {ghgrippgseess of
establishing a Collaboration session. The application nust set the type of
connection desired before calling this routine. It nust also set the IP

addr ess an%gﬁ?@“ 02 ctlBlock before calling if attenpti ”?C@@g‘%% ed of a

connection an asynchronous call. The caller wl

connection via a CLB _CONNECTI ON_UP event on the event queue. 30
Paraneters: ctlBlock xPort conflD 35 userlD appType passWrd 40
Exanpl e: pointer to master control block transport type (IR or TCP/IP, see
sr.h) conference id; entered by user via U  user id; entered by user via

U application; {pﬁ@y%lp&n@ipﬂmtq,gbh@afm@fogowgga ckWword Password for this
user. Null-term nat ed. gCt BI ock. connType = appPrefs->Last Transport; // IR

or TCP/IP gC | Bl ock.connHd Bl ock. passi veMde = fal se;
gCt 1 Bl ock. byt es REVBTRAINRG REQ@ESZQ ? spdes lﬁ%eé’érﬁéb%ﬁt%ml sMsg =
gCt | Bl ocR. confq DGLBLBAIOHQMTEI@ F e sendenis eranEnepqsessign piibs patpn
bCt | Bl ock. bReceei GLBQ%EQMGMMMHSQ_(T;W?@U@ @8) -Bhodkviggdbat Wor d,
pGadget >appPr ef possésas tiRamtonalidin® despond/p thid bapO 06D 0B HEHEBO gives up
possession of the baton
, ..CLB_BATON_DENIED (4) - the sender is denying the request to give up the
10 ‘baton
e  CLB PROJECTOR MODE CANCELLED (5) - the conference is leaving

e ' “projector mode.

~ Conference Messages
15
' * ~Conference messages can be sent from clients to the relay server, from the

relay server to clients, or from peer to peer. Conference messages are automatically
forwarded to the other client devices by the relay server (but not back to the

originating device).

20 A conference message can be determined by masking off the upper 16 bits and

the lower 8 bits of the 32 bit message type. For example:

if({ msg & OxQ0000FF00 )
// it’'s a conference message

25 ‘
For conference messages originating on a client (i.e. not relayed to the client

. by the relay server) the user-ID in the header is its own user-ID. For conference
messages relayed to clients by the relay server the user-ID in the header is the

originator’s user-ID.

30
clbConfDataUpdate

This message is used to indicate some type of change in the conference
document. It can be sent from client to relay server, relay server to clients, or from

35 peer-to-peer. Upon receipt of this message the relay server will forward the message
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{'// set up address stuff if( gCl Block. connType== ETQufpubhiiCRRioB 5
StrNCopy( gC | Bl ock. info.TCPIPInfo.addrString, "192.168.1.1", MAX
| PADDRESS CHARS ); port is in host-byte order gClBlock. info.

TCPI PI nf 0. R LM StrATol (10 COLLABORATI ON-PORT } el to be IR
for this vaRoiar 2071V G ng to do if( clbConnect ( é:%‘?ﬁ'/ﬁ%(%%ﬁ,

gCt | Bl ock. connType, ."- gCI Bl ock.confl D, gClBlock. userlD,

ETAppTypeQui ckword, gCtl Bl ock. passWwrd )!= ETCLBOK PCT/ US02/ 35673 {
FrmCust omAl ainbKandrte (0l odiidr clicrinl, 'The réliyedeivengilCASG@hieait maste?5 NULL, NULL );
} 30} // nowwait for CLB CONNECTI ON_UP event cl bListen 35 Err clbListen(
TSRCt | Bl ock dogimesf-Jeul in pYiRBeaO e pt Sessi onCB  accept SessCB ): Descri pti on:
Starts "listening” on the specified connection type. The connection type
is specifi gdf in t['h%p@ﬂdl?&o&)ﬂﬁshﬁm-Eympéﬂdebtdlpo§ﬂie applidatiortshieat aresi r ed
transport before 40 nmaking this call. This is_an chropous call. When a
connect i on i8NBEPERS | 1§ 15be tnpdica QISI@P"‘W%IFW EfbfoﬁBf‘tﬁﬁ%%aa f\%’fﬁustnfﬁeésage'

CL B_CONNBCT I ilpkdroc8VRilit sirBPlylsBiahen8ddige 4R UL the message header to

| cIbConfDataUpdate and deliver the data to the recipient.

In order for the application to determine if it can interpret and handle the data
the protocol specifies that the first tow bytes of the message will contain fields for

version of the data contained in the message.

o
Data Version (2 bytes)
15 Start of data
cibConfDisplayUpdate
20
This message is used to indicate some type of change in the display of the
conference document. It can be sent from client to relay server, relay server to clients,
or from peer-to-peer. Upon receipt of this message the relay server will forward the
message unchanged to the other clients.
25 The payload of this message is dependent upon the applications that are

conferencing. It is the application’s responsibility to format the data for this message.
The protocol will simply set the message type in the message header to

¢lbConfDisplayUpdate and deliver the data to the recipient.

In order for the application to determine if it can interpret and handle the data
30 the protocol specifies that the first four bytes of the message will contain fields for

application type and version of the data contained in the message. '
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Paraneters: ctlBlock Pointer to connection control bl ock. 1aegaptdesssCB
Pointer to callback function to verify acceptance of 45 session. Exanple:
gCt | Bl ock. connType— ETQut put TCPIP; // or ETQutputl R 50 gCl Bl ock. connHdl
-1; gl Bl assiveMbde= true; 31 10 April 2006 WO 03/043301

PCT/ USOZ/ 33’%%%‘83‘& Bl ock.confI D = 0; gCtl Bl ock. user| D =PHT/US02/35673

gCt | Bl ock. byt esRcvdThi sMsg = 0; gC | Bl ock. bytesExpectedThi sMsg = 0; 5
gCt | Bl ock. bRecei vi ngDocunent = 0; if( gCl Block.connType == ETQut put TCPI P
{ g&lIBlock.ino. TCPIPInfo.addrStringfQQ = 0; gCl Bl ock. :

i nfo. TCPI Pl nfo. port Num = StrATol ( 10 COLLABORATI ON- PORT } ---- 1f(

cl bLi sten( &gCtl Bl ock, AcceptSessionFunc ) !'= ETABOK { 15 FrnCustomAl ert (
ErrorAlert, "Error listening", %hcammypa(z 9l Conf | D 20 25 Err

cl bGet Confl D( TSRCt | Bl ock *ct | Bl Odtputtype. XPort, U nt32 userl D,
Char *passWword ); Description:j St Eathgletdlmlcalbmee)ss pf obtaining a conference
I D for asnew conference. |n alpeer-to-peer conference the passive device
will call this function to reg|ster iStastdfRataaddresfs with a well-known
server. An active client can then-use the conference ID returned to the
passi ve device to connect to the passive device by connecting to the

b .
cleoniT-ext

.....

relay Server to client devmes, or from either peer ina peer~t0-peer session, at any time

15 after the Collaboration session has been opened.

In addition to the message header described previously the clbConfTextMsg
contains NULL terminated ASCII text for the message immediately following the
header.

20 Destination User ID (2 bytes)

Null-terminated ASCII text

25

» ifthe text is to be delivered to just one user that user-ID must be placed in the
30 first two bytes. If the message is to be delivered to all users, or this is a peer-
' to-peer conference, then the value 0xFFFF must be in the first two bytes.

Session Shutdown

35 Either the passive or the active device can close the Collaboration session at

“any time simply by closing doWﬁjthe transport connection.




30 well -known server and then bei ng redirected. The resul 4§ Aprirzodshi s cal |
W ||l be passed to the application via the CLB_CONFID event |n whi ch the
evtData32 will contain the new conference ID. The application should then
call clbLi o into listen node. 35 Paraneters: ¢ |nter to
mast er contsévg’l @ﬁo‘gk xPort transport type (IR or TCP/IP, tPICl%U%%S E@

user id; entered by user via U 40 passWrd Password for thls user

Nul | -term nated. Exanple: if( clbGetConflD( &CtIBlock, 45 50 |
gQt | Bl ock. connTyggnfelGidif ARl ComibRatiPLEaR6k API@ P AIH1= ETCLBOK {
Fr nCust omAl ert ( Error%ﬁerut% "Error getting Conference 1D, IRIULL, NULL ); }
32 10 April 006 E‘i(043301 cl bSendMsg PCT/ US02/ 35673 Err cl bSendMsg(
TSRCt | Bl ock %lﬂrs K T bMsg *clbMsg ); 5 Description: Wites the data
in the Col | aboration message to the current connection. The caller is
expect ed 5t o cFhssttmciraefraediage thesomgolttinck i paced inte eveay funcign®f thene dat a
into the buf ' LROcd : deb FHRGr ks is an
asynchr onousé@g??r&tmﬂllﬂ%ﬁ%:dgl %mogl\)/\%sﬁa%%’le not |Pa%) ?‘ggéﬂvtsyégﬁctcessfaﬁ%mconpl etion of
the wite vimodates.elteat baensifkeed the mastersirugfursof theldtiRapretnest sieek. It

tracks state, address, connection type, number of bytes received for the current
incoming message, and other things. This structure is declared in the main module
10 interfacing with the Collaboration layer and also available as an extern in the module

the contains the main application event loop.

Thk?;e_ is little reason the application should be either reading or changing the

variaﬁies in the control block structure. Those instances are noted in this document.

15  TsrRctlBlock gCt1Block;
Function API
¢lbGetLibVersion

20

UIntlée clbGetLibVersion( void );

Description: Get the version of the Collaboration library. Note this is independent
of the Collaboration protocol version.

25
Example:
if( elbGetLibVersion() != 0x0103 };
30 // error
clbRun
void clbRun{ void );
35

Description: Check for pending events, write any pending outgoing messages, and |
e give the SR (transport) layer some CPU time.- This function must be called from the —




ctl Bl ock Pointer to connection control block. outBuf Poinpepritzodsuf fer to
be witten. Returns: ETCLBOK ETCLBErr ETCLBErr State 20 Exanple: No error.
Can't send this nessage because the stack is currently busy sending
anot her ne there are too many pendi ng out goi ng __1he queue.
wn't wri t?@%&ggaﬁ'ﬁssage due to a state issue, for exarrpnﬁ)g:,%ﬁgﬁ’?ﬁ:'ﬁ}ﬁ to send
a di splay update nessage while you don't have the baton. Char
-l ocal Buf [ MAX_TEXT _LEN], *payLoad; TC bTextMsg *cl bMsg; 25 create a

Col | abor at i qRogRIEAPE1idati6Xt ndafh f6ntI6pt is already in "local Buf") clbMg =
(TA bText Msg *)cl bCreate( cl bMsgText Msg, gCt| Bl ock. confl D, ‘
gCt | Bl ock. uggfaldple: 30 StrLen( localBuf ) + 3 ); // copy the data in paylLoad
= (Char *) CLB_BUky ARPREp @ hMEOeent 125p. paylLoad[0] = 0; 35 StrCopy( payload,
| ocal Buf 5); Ifasend it out if( clbSendMsg( &CtI Bl ock, (TC bMsg *)cl bMsg )
1= ETCLBOK { 40 FrnCustomAlert( ErrorAlert, "Error updating renote
devi ce", NULL, NetQRwyp¢ &g28lB¥pchprii| 2006 5 WD 03/ 043301 PCT/ US02/ 35673

EvtGetEvent (&event, 10 );

10
// Ask system to handle event.
.i1f (false == SysHandleEvent (&event}) . .
// rest of system event handlers....
15

clbConnect

Err ¢lbConnect { TSRCt1Block *ctlBlock,
TOutputType XxPort,
20 UInt32 confID,
: UInt32 userlD,
Ulntlé appType,
Char *passWord };

25  Description: Starts the process of establishing a Collaboration session. The
application must set the type of connection desired before calling this routine. It must
also set the [P address and port in ctIBlock before calling if attempting a TCP/IP
connection. This is an asynchronous call. The caller will be notified of a connection
via a CLB_CONNECTION_UP event on the event queue.

30
Parameters:
ctlBlock pointer to master control block
xPort transport type (IR or TCP/IP, se¢ st.h)
conflD conference id; entered by user via Ul
35 userID user id; entered by user via Ul
appType application; known by application. e.g. QuickWord
passWord Password for this user. Null-terminated.
Example:
40

gCtlBlock.connType = appPrefs-sLastTransport; // IR or TCP/IP
gCelBlock.connHdl = -1;
gCtlBlock.passiveMode = false;
gCtlBlock.bytesRevdThisMag = 0;
45 gCtlBlack.bytesExpectedThisMsg = 0;

gCtlBlock.confID = prefs.confID;
gCtlBlock.userID = prefs.useriD;

, bCtlBlock.bReceivingDocument = false;

e StrCopy{ gCtlBlock.passWord, pGadget-sappPrefs-s>LastPassword );
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Il wait for confirmation of send via the CLB_WRl TE_COVPLETE Apfiezcosge //
bef ore sendi ng anot her cl bDi sconnect Err cl bDi sconnect( TSRCt| Bl ock
*ctlBlock ); 10 Description: Disconnects the open connection. This is an
asynchr onougo®dblsseiThe caller will be notified the connegii®gissrc! osed
via an event on the event queue. A cl bMsgLeaveConference nessage wll be
sent out prior to shutting down the connection. 15 Paraneters: ctl Bl ock
Pointer to master control block. clbCreate 20 TO bHeader *cl bCreat e(

ETCl bivsg mngype U nt 16 coanD UI nt 16 user| D, Int32 nunBytes );

Descri pti on: ;ﬁétglﬁiqe% ['} % Wi.th the header filled an and
the 25 payl oad re °pe P d he df bytes is the nunber needed
for the payl oad og”tlryc;opg,hlgt@tigm@(t [T wpthﬁutﬁerg@ély account for the
room for the header. It retwor.nssa.ipointer to the nessage header (and
therefore the nessage |tse4A$_)IPMQ9§eS&_ﬁ@R€LB BUF_ADDR macro to get access to

t he "payl oad" addr/e(sgorl'GE)S Pahgrebeis crdEssage tg@ Exanpl e: cl bMsgConf Text,
cl bMsgCopyf 1Bl° Ecr‘ gﬁ%[gnffﬁ !E%Fl&t?b 15t dent i fy desired
conference to se rver ‘“IDUnique IDto identify this user to server.

Nunber of bytes ePﬂ"/Qa:ﬁsQﬂbl ¥e 18GoRahi€euAdicAESSage header. 35 40 Exanpl e:
- (for exanpl e usd see coments for clbSendMsg)  cl bSendDocunent  Err :
cl bSendDgcunent ( T3R®&4BrDER doct | Bl ock, Char *docNane, U nt16 conflD,
Untl6 userlD ) Paraneters: 45 ctlBlock Pointer to connection control

- -block. docNarme I\l@nglggong&wr@ggmggcksend (NULL term nated) - _.34

gCtlBlock.connType, .
;. gCtlBlock.confID,
20 - gCtlBlock.useriD,
: T ETAppTypeQuickword,
gCtlBlock.passWord )} '= ETCLBOK )

{ .
FrmCustomAlert{ ErrorAlert, "Error starting connection",
25 NULL, NULL }; '

// now wait for CLB_CONNECTION UP event
30

clbListen

35 Err clbListen( TSRCtlBlock *ctlBlock, clbAppAcceptSessionChB
acceptSessCB )

Description: Starts "listening” on the specified connection type. The connection type
is specified in the ctiBlock.connType field. Set it to the desired transport before

40  making this call. This is an asynchronous call. When a connection is established the
caller will be notified via the CLB_ CONNECTION_UP event on the event queue.

Parameters ctlBlock Pointer to connection control block.
accepiSessCB Pointer to callback functmn to verify acceptance of
45  session. .
Example:

gCtlBlock. connType ; ETOutputTCPIP // or ETOutputIR
50 gCtlBlock.connHdl = :
' - gCtlBlock. pa351veMOQQm5_true,
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10 April 2006 WO 03/043301 PCT/US02/ 35673 conference ID quhgf;m I D for
current conference. user |ID User ID Description: Creates anew

cl bSysSet Docunent nmessage with the correct header 5 information, sends the
nmessage out so finds the docunent database and se it anpl e:
cl bSendDocu‘ﬁg?i@?“g[{ll Bl ock, "budget2002. pdb", 10 ctl Bl ock?gi’é‘ﬁ#ﬁt"’ﬁf%x

ctl Bl ock->userI D ); Note: This is an asynchronous nessage and will result
in a CLB WRI TEDOC COWLETE event being sent to the application after the
recei ving devi cech@soacksevh edged recei pt of the document with a 15

cl bMsgSet DocunertResponsermessage. cl bChangeState 20 void cl bChangeSt at e(
TSRCt | Bl ock *ct loBtiFékek - MiSeaRaydTyipssneviSt ate ); Description: Changes state
vari abl e -menber 96F BOREPEPCBIBER % fbw state. Valid states are
defined By the ‘fﬁré@‘;ﬂ Uy ARaet e VBt enum 25 { // active and
passive states (E nnSt at usDown, ETConnStatusUp, // active states 30
ETConnSt at us UpPendjcatgl oclE Thian tzaties Adih@uttiRemtli=ng; // passive states
ETConnSt at usLi st erReiRliorly infETEI ARG apoySHins ¢ AT ( 35

ETConnStl8t uSAEABPRASEPIFART, )7 ETConnSt at usDownPending } TStatusType; The
application shodl d only ever use ETConnStatusDown, ETConnStatusUp, 40

- ETConnSt at usLi stepRendLig apeEIGnSkatdishicaheli g stboptiher states are
{

15 FrmCustomAlert { ErrorAlert, "Error listening", NULL, NULL };

1
cleéiE?onfﬂ)

20 ‘ '
Err clhGetConfID({ TSRCtlBlock *ctlBlock,
' TOutputType xPort,
UInt32 userlD,
Char *passWord );

25
Description: Starts the process of obtaining a conference ID for a new conference.
In a peer-to-peer conference the passive device will call this function to register its IP
address with a well-known server. An active client can then use the conference ID
returned to the passive device to cotmect to the passive device by connecting to the
30  well-known server and then being redirected.

The results from this call will be passed to the application via the CLB_CONFID
event in which the evtData32 will contain the new conference ID. The application
should then call clbListen to go into listen mode.

35
Parameters: ,
ctiBlock pointer to master control block
XPort transport type (IR or TCP/IP, see sr.h)
userID user id; entered by user via Ul
40 passWord  Password for this user. Null-terminated.
Example:

if { clbGetConfID( &gCtlBlock,
: gCt1lBlock. connType,
45 : gCilBlock.userID,

gCtlBlock.passWord ) != ETCLBOK )

{ o o '

) FrmCustomAlert(_ExrorAlert, "Error getting Conference ID",
_NULL, NULL ); L

50
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managed internal to the Coll aboration nodul e. For exanpl enoﬁ?ﬁr agogl 1 cation
must set the state to ETConnStatusUp upon receipt of the 4

CLB_CONNECTI ON UP event 35 10 April 2006 WO 03/ 043301 PCT/ USOZ/ 35673 set
the state to ETConnSt at usDown upon receipt of the

event set ‘?ﬂg%%ﬁ‘ﬂe to ETConnSt at usDown ri ght before st %’3g\lﬁew
connecti on set the state to ETConnSt at usLi stenPending ri ght before
calling clbListen 5 set the state to ETConnSt at usDown when canceling a

i sten Paranmeters: ctlBlock Pointer to control block new state See valid
st at es aboveibStdNBeanpl e cl bChangeState( &Ct| Bl ock, ETConnStatusUp ); 15
cl bGet Peer Nane voi d cl bGet Peer Nane( TSRCt| Bl ock *ctl Bl ock, Char *peer Nane,
Int 16 rraxChars 20 Description: Makes call to transport (SR) layer to
get the arrérrrFl @%‘fﬁ?ﬁt&@?ﬁ‘ “FhBlochn FeEEe Gé‘msﬁe’ WIIl return result

I n NULL- nated f eer name wl upon the
transport %‘Ea me 'ﬁn%OPIW fipn anf gwto hechISStp %H&s in the

“form of " 192. 'e"peé%ed ?%f?r‘gessgtﬁfl%?ﬁ il eope B t i OL bl ock
peer Nane Bufiffgfh Ec"’f c i ?fbasgi‘c};@ i g ffer 30
cl bGet Local Adaraiep] 'Eﬁ‘t?égf %‘F‘ﬁ (COF8 4 Vt“l‘ﬁ%c?ﬁt

_ *l ocal Ad8r, eretg8UenaxChars ); 35 40 _
Parameters:
.. ctiBlock Pointer to connection control block.
outBuf ~ Pointer to buffer to be written.
15 -
Returns
~| ETCLBOK No error. .
| ETCLBE«r Can’t send this message because the stack is currently busy sending
another message or there are too many pending outgoing messages
the queue.
ETCLBErState | Won't write this message due to a state issue, for example, trying to
send a display update message while you don't have the baton.
20  Example:
| Char localBuf [MAX TEXT LEN], *payLoad;
TClbTextMsg *clbMsg;
25 ' // create a Collaboration message (text to be sent is already in
[/ “localBuf")
clbMsg = (TClbTextMsg *)clbCreate( clbMsgTextMsg,
gCtiBlock.conflD,
gCtlBlock.userlD,
30 e StrLen{ localBuf )} + 3 );
J// copy the data in
payLoad = (Char *)CLE BUF_ADDR{ clbMsg ) + 2;
payloadl[0] = O;
35 StrCopy( payLoad, localBuf };
" // send it out
" if({ clbSendMsg( &gCtlBlock, (TClbMsg *)clbMsg ) != ETCLBOK )
{ .
40 ' FrmCustomAlert ( ExrorAlert, "Error updating remote device",
NULL, NULL );
} ' ‘
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45 Descri.ption: Mkes call to transport (SR) layer to get 10@@1’:%@ in
string format of this, the local, device. WIIl return result in
NULL-term nated formin | ocal Addr. The nane will be dependent upon the
transport rrple for TCP/IP it will return an n the
form of" 192”:(2%064 ﬁ . Parameters: ctlBlock Pointer to cgﬁf’ﬂéﬁggﬁ%ck

| ocal Addr Buffer to pl ace result maxchars of |ocal Addr Size of buffer 36
10 April 2006 5 WD 03/043301 PCT/ US02/ 35673 cl bAppAccept Sessi onCB t ypedef
ETClbResponse (7¢hafppheceptiseasiborEBealRas chases| s ChmrerpassWor d,

U nt16 appTypesage Char *renoteAddr ); Description: Application callback
function to ver{f fefqreaﬁlldiléﬁaﬁ?%ﬁe‘i/vants to accept 10 incom ng sessions.

This is pgassed in as a paranmeter to the clbListen call. Passing NULL
i mplies app%ﬁbﬂccﬁectal | incom ng sessions:-Wen an i nconm ng session comnes
inthe library w call this function and react according to the response

indicated by the return code. 15 cl bGet ConfStatus Ul nt16 cl bGet Conf St at us(
. TSRCt | Bl ock £ ichilieedandct (20srPeBn6dKPEdtaBIocket;ur ns the i nternal variabl e that
tracks the followng: if conference is in projector node or not

( PROJECTOR_MeREptionj Pistdninsctsithe ope doamsctiert: $hisas amesynchigtvEs BATON) 25 An

..appl i cat i oncgknwihleciotified thetcatnestianfis ¢Iheed yia anfaventds thesivenf quéries cal | . -
Par anet er s: AciibBéglekvelionfrrance tmessagewill bt o owtgmior tl shbitiog down B9 Exanpl e: i f(
cl bGet Conf Stanad{onct | Bl ock ) & PRQIECTOR- MODE cl bRequest Bat on

15 Parangeters: S
‘ - “ctiBlock Pointer to master control block.

cleréete '

TClbHeader *clbCreate( ETClbMsg msgType, UIntlé conflD, UIntlé
userID, Int32 numByktes };

Description: Creates a Collaboration message with the header filled an and the

25 payload ready to be filled. The number of bytes is the number needed for the payload
only; this function will automatically account for the room for the header. It returns a
pointer to the message header (and therefore the message itself). Use the
CLB_BUF_ADDR macro to get access to the “payload” address.

30 Parameters;

Message type Example: clbMsgConfText, clbMsgConfDataUpdate.
Conference ID Unique ID to identify desired conference to server.
User ID Unique ID to identify this user to server.
Number of bytes Payload only; do not count message header.
35 - :
Example: (for example use see comments for clbSendMsg) -
clbSendDocument
40
. Err clbSendDocument ( TSRCtlBlock *ctlBlock, Char *docName, UIntleé
confin, UIntlé userID };
Parameters: o :
- 45 - ctlBlock - . Pointer to connection control block.
e - - docName - Name of-document to send (NULL terminated) -
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35 Uintl1l6 cl bRequestBaton( TSRCt| Bl ock *ctl Bl ock ); Descr I1ptA[pﬁn20C@‘ eat es
and sends out a cl bMsgBat on nessage with CLB BATON REQUEST in the nessages
payl oad. Starts a tiner so that if the other side doesn't respond within
BATON_REQU seconds the stack will 40 send up ON_STATUS
event: Wit h%g;;&{%@ggrst atus. Paraneters: ctl Bl ock Point é)? ﬁg%ﬁﬁect I on
control block. 45 Returns: 37 10 April 2006 WO 03/043301 ETCLBOK ETCLBErr
No error. PCT/US02/ 35673 Anot her baton request is pending (withing the
timeout period). faeplean Cl bRequeshiialeRtIDSBLEdBhORk erencd

cl bRegi ster Event (B.ygi d cl bRegi st ergygmbCB( cal | BackFuncPtr ); Description:
Regi ster a call back function that will be called when the stack has an 10
event to semsséfptidd® AReHtdsGAewQIbSyIfeeD@MaRAISNéERE vitinhd@neahtadere |isted in
the Eventss isBehdtin; sehdy BERERES out, aid dlERHKdsURCcim bR idaaeise irdl seadd back
function thagt will handle the 15 event. This function nust have the

foll ow ng prototype: Bool ean CBFunc( (Event Type *evt, void *ptr ); 20 The
cal I back fumshhfpre:must return true if it handled the event and fal se
~otherwi se. Exanple: abbRegiehenEvenslcBk. mpkdgentddangbtr ); Constants 25
This sed@ion will list the constarﬂtéBJ(O#Heﬁan@@) bl oekpeseriP ypedef s) used

..in the Collaboration protocol.
Note: This is an asynch:onous message and will result in a

CLB_WRITEDOC_COMPLETE event being sent to the application after the
receiving device has acknowledged receipt of the document with a
15 clesgSetDocmnentResponse message.

cleh,éjij;_lgeState

void ¢lbChangeState( TSRCtlBlock *ctlBlock, TStatusType newState ):
20
Description: Changes state variable member of the control block to new state. Valid

‘states are defined by the TStatusType typedef:

typedef enum

25 |
// active and passive states
ETConnStatusDown,
ETConnStatusUp,

/f active states

30 ETConnStatusUpPending,

' ETConnStatusAuthOutPending,
// passive states
ETConnStatusListenPending,
ETConnStatusListening,

35 ETConnStatusAuthInPending,
ETConnStatusDownPending

} TStatusType;

The application should only ever use ETConnStatusDown, ETConnStatusUp,
40 ETConnStatusListenPending, and ETConnStatusListening. The other states are
managed internal to the Collaboration module. For example,

The application must o
« set the state to ETConnStatusUp upon recelpt of the
45 ~ CLB_CONNECTION_UP event




30 CLB VERSION Sinple version value. Two bytes. Mst S|gnqbuﬁﬁm§0@yte is
maj or version; |least significant byte is mnor version. This value is

pl aced into every Col |l aborati on nessage header by the Coll aboration | ayer.
35 #define | ON 0x0102 // hi byte major version, nor
.version_CLég%%ﬁy SI ON Li brary version nunber. Two byteg%Tﬁégﬁﬁgggnlflcant
byte is major version; least 40 significant byte is 'mnor version. The
library version is independent of the protocol version. 38 10 April 2006

WO 03/ 043301 PLCT/di ROt R dhd ShiuSB ok Bndnl BeelEBEHEON OX010A // hi byte

maj or version, IQjmyt@NNmémangxﬁyp@w§nError Codes These are used both as

return val ues Irgépﬂg f'!ngo‘pﬁ) % ‘2& {dABectidppP! i cati on
rﬁtb &

Vi a. events. #defl rrState-2
#def i ne ETCLBETr % |qi? % % Wﬁ% appgﬁcatlon\mll
X

Ssa ﬁ a%é 1sen
never serid or Ted En%? gb ﬂ%g cl bMsgJoi nConf er ence,
cl bMsgLeave ference chN@gLBerStatus or a chNBngnnectResponse

nmessage; th Eﬁnt a handl ed g h@ge Col | aboration | ayer. The

.4

appl i cation W|IIc ﬁkone n?‘%Cﬂww lid types into the clbCreate cal
/xx Col | abor at i oR*¥HE@€age eﬂ'ﬁ%@“ BYDOFF = system messages 0x0000FFQO =

_conferen®e nessages 25 OxOOFFO000 = user-defined nessages
Example: :
clbChangeState( &gCtlBlock, ETConnStatusUp ) ;

15 clee;}?eerNarne

void_éleetPeerName( TSRCt1Block *ctlBlock, Char *peerName, Intlé
maxCha¥s };

20 Description;: Makes call to transport (SR) layer to get the name in string format of
the connected device. Will return result in NULL-terminated form in peerName. The
name will be dependent upon the transport. For example, for TCP/IP it will return an
IP address in the form of "192.168.1.1".

25  Parameters:

ctlBlock Pointer to control block
peerName Buffer to place result
maxchars of peerName Size of buffer
30
clbGetLocalAddr
void clbGetLocaladdr({ TSRCtlBlock #*ctlBlock, Char *localAddr, Intlé
maxChars };
35
Description: Makes call to transport (SR) layer to get the name in string format of
this, the local, device. Will return result in NULL-terminated form in localAddr. The
name will be dependent upon the transport. For example, for TCP/IP it will return an
IP address in the form of "192.168.1.1".
40
Parameters:
ctiBlock Pointer to control block
localAddr -~ Buffer to place result
4-5 ‘maxchars of localAddr - Size of buffer
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oxFF000000 = undefined, 30 35 40 #define #define #definap Apfeidoee
#define #define #define #define #define #define #define #define
#define #define reserved cl bMsgConnect Request cl bMsgConnect Response

cl bMsgConf | cl bMsgConf | DResponse ¢l bMsgJoi nCon
cl bMsgLeave @ﬁ%}erence cl bMsgUser Status cl szgNewDocurre%?&%g&%“m

cl bMsgCGet Docunent cl bMsgSet Docunent ¢l bMsgSet Docunent Response Ox00000001
0x00000002 0x00000003 0x00000004 0x00000005

clbAppAcceptSessionCB

typedet ETCleesponse {*clbAppAcceptSessionCB} (Char *userlD,
5 Char *passWord,

UIintlée appType,
Char *remoteAddr )}

Description: Application callback function to verify if application wants to accept

10 . incoming sessions. This is passed in as a parameter to the cibListen call. Passing
NULL-implies approval of all incoming sessions. -When an incoming session comes
in the library will call this function and react according to the response indicated by
the return code.

15 ;ﬂ=
clbGetConfStatus

UIntié clbGetConfStatus( TSRCt1Block *ctlBlock ) ;

20 Description: Returns the intemnal variable that tracks the following:

¢ if conference is in projector mode or not (PROJ ECTOR_MODE)
» if this device has baton or not (HAVE_BATON)

25  An application can check the status of the bit fields using this call.

Parameters:
ctiBlock Pointer to connection control block.

30 Example:
if { clbGetContStatus{ ctlBlock ) & PROJECTOR _MODE )

| clbRequestBaton

35 UIntlé clbRequestRaton( TSRCtlRlock *ctlBlock );

Description: Creates and sends out a clbMsgBaton message with

CLB_BATON_ REQUEST in the messages payload.. Starts a timer so that if the other

side doesn’t respond within BATON_REQUEST_TIMEOQUT seconds the stack w111
40 send up a CLB_BATON_STATUS event with a GRANTED status.

Parameters: R _
ctlBlock "~ Pointer to connection control block.

45 Returns:

37




0x00000006 0x00000007 0x00000008 Ox00000009 Ox0000000A0 ARKPLEHEO00B
cl bMsgSet Di spl ayUpdat eSt at e Ox0000000C cl bMsgBat on 0x00000000 :

cl bMsgSet Docunent Ready Ox0000000E #defi ne cl bMsgConf Dat aUpdat e Ox00000100
#define cl bMsgConf Di spl ayUpdat e 0x00000200 45 #defi ne cl bisgConf Text
0x00000300 YR CLB SYSMBG MASK Ox000000FF.  #defi ne EFBUERENEG MASK
-'- OX000OFFOO #define CLB_USERMSG MASK. - - OxOOFF0000 50 #define
CLB_RESERVEDMSG_MASK OxFFO00000 10 April 2006 WO 03/043301 PCTI US02/ 35673
CC%}AFQRAT|CN PORITHEOROT U [ erfdi€ CO! I aboratT o protocol . Passive devi ces
W isten on tf o (o7 8 JRV1=J0E 0 -3V N o t o)) 1
this protocol b 1.::@3%3“ #ﬂgﬁaéﬁ%%’i{?&i&%b%@éﬁw" gh%évt}éﬁgf) gt;%gsa).

regi stered g%a%%NA (I'nternet Assigned Nunmbers Authority). #define
COLLABORATI - B ES 10 Number of bytes in the

Col | abor at i on ne§s§d§%%g%%g?¢iéggefggg'CLB HEADER BYTES

(si zeof (FClh r B BUF_ADDR 15 Macro'; to allow quick and easy
access tg tﬁfé_’lf"% :S\t'r::l‘%E)evr'c"ntteoh the "payload" in a Collaboration nessage. #define
CLB_BUF_ADDR(x) (((U ntB *)x) +CLB HEADER BYTES) 20 CLB_EVT_XXX_BASE This
val ues are basecurkyieseimeidtingtablnsatruecits jadded to obtain a uni que event

...nunber. #define CLB EVT_SYS BASE 0O o ,
' Description: Register a callback function that will be called when the stack has an

10 event to send to the application. The events that can be sent are listed in the Events

i

section::
Paraﬁié'ters:
- callBackFuncPtr : Pointer to callback function that will handle the
15 event. Th1s function must have the following prototype:

Boolean CBFunc{ QEventType *evt, void *ptr Y;

The callback function must return true if it handled the event and false otherwise.

20
Example:
clbRegisterEventCB{ myEventHandler };
Constants
25

This section will list the constants (#defines) and types (typedefs) used in the
Collaboration protocol.

30 CLB_VERSION

* Simple version value. Two bytes. Most significant byte is major version; least
significant byte is minor version. This value is placed into every Collaboration
message header by the Collaboration layer.

35 #define CLB_VERSION 0x0102 // hi byte major version, lo byte
minor version . :

CLB_LIB_VERSION
Library version number. Two bytes. Most significant byte is major version; least

40  significant byte is minor version. The library version is independent of the protocol
Version.: ' '
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25 #define CLB_EVT_CONF_BASE 1000 #define CLB_EVT_USER BABRApaPoSbsCLE_
Message Constants 30 These val ues are associated with nessages that go on
the wire. The nmessage they are associated with can be ascertained fromthe
constant n : define CLB DI SPLAYUPDATE ENABLE #defi

CLB DI SPLA%@&@% | SABLE #deline LB BATON REQUEST 3#defChmstssers
CLB_BATON_GRANTED #define CLB_BATON_GRANTED DUE_TO TI MEQUT 3 #defi ne
CLB_BATON DENI ED 4 40 #define CLB_PROIECTORMODE CANCELLED 5 #defi ne
CLB_SETDOCRESPONSE_OK #defi ne CLB_SETDOCRESPONSE ERR 45 #defi ne
CLB_USERSTATJSE 1@ duB1LBQVEROIONDr | | 02008 WO H33¥y34380dr PERLIUS02¢ 356¥3 #def i ne
CLB USERSTATYSPY FEsgEoEnuner at ed Types 2 This section lists the enunerated

types for tgg Cgfrldaboration protocol. Responses to Connect Requests These
val ues are. Pack to the active side by the passive side in the 10

115 ol be %%”%gw%@%ﬁ%gmﬁQ%E‘Q%Lfrﬂﬁgpﬁg@k%?ii%%@%ﬁ%ﬁ%? pRredirect =
I me,

cl bResponseRBPREIRLYES cl bResponseRej ect BadUser | D,

cl bResponseRgi gct BadhRagswor d, 0
10 #define ETCLBErr -1
fidefine ETCLBErrState -2

#define ETCLBErrPendingOutMsgs ~3

Message Types
15
The application will never send or receive either a clbMsgConnectRequest,
clbMsgJoinConference, clbMsgl.eaveConference, clbMsgUserStatus, or a
clbMsgConnectResponse message; those are sent and handled by the Collaboration
layer. The application will pass one of the other valid types into the clbCreate call.
20 S
/*** .
Collaboration message types
0xQ00000FF = system mesgages
0x0000FF00 = conference messages
25 Ox00FF0000 = user-defined messages
OxFF000000 = undefined, reserved
***/
#define clbMsgConnectRequest 0x00000001
#define clbMsgConnectResponse 0x00000002
30 #define clbMsgConfIDRequest 0x00000003
#define clbMsgConfIDResponse 0x00000004
#idefine clbMsgJoinConference 0x00000005
#define clbMsgLeaveConference 0x00000006
#define c¢lbMsgUgerStatus 0x00000007
35  #define clbMsgNewDocument 0x00000008
#define clbMesgGetDocument . 0x00000009
#define clbMsgSetDocument ;. 0x0000000A
#define clbMagSetDocumentResponse 0x0000000B
#define clbMsgSetDisplayUpdateState 0x0000000C-
40 #define clbMsgBaton 0x0000000D
f#idefine clbMsgSetDocumentReady 0x0000000E
#define clbMsgConfDataUpdate 0x00000100
#define clbMsgConfDisplayUpdate 0x00000200
45  $define clbMsgConfText 0x000003200
#define CLB_SYSMSG MASK = 0x000000FF
#define CLB CONFMSG_MASK 0X0000FF00
#define CLB_USERMSG_MASK . O0x00FF0000
50 #define CLB_RESERVEDMSG_MASK OXFF000000
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20 cl bResponseRej ect Unsuppor t edApp, cl bResponseRej ect Max @hisgat 3006

cl bResponseRej ect ByUser, cl bResponseRej ect & her } ETClbResponse; 25 30
Application Types The spec calls for a connection request to contain an
"applicati s typedef enum { ETAppCol | aboration = -
ETAppTypeQJq?gE%/@‘?ﬁl,l 35 ETAppTypeQui cksheet } TQBAPPTypg%T/?§/06'g§67:1'hi S
section describes the types used by the Col | aboration protocol. The
structure of 40 the actual nessages is listed here. The application wll
rarely, if ever, deal directly with these structures. Mst of that is taken
care of by the Collaboration layer. At the application |l evel the 16-bit and
32-bit inteddELARGRATIOMNMPORYte order. 45 Col | aborati on Message Header 41
10 April 2006 WO 03/043301 PCT/US02/ 35673 This data is at the start of
every Col | aliiiagartdor the Selaperativh protocvh | Rassivealericesevilldistenlo thiQedrt. abor at i on

| ayer in theAdtivb@vias wilbainhect Thibisaop! Ifdsis potocshmadmesmtt cfepradhadse val ues.

t ypedef st r pott will hidlerid BregisteaddByitielANA (Thtatn82Asvipgdd/ Nemberb)Anthbfitypt cl Ver si on;

10 Unt16 confID;, Untl6 userlD;, Untl6 reserved;
#define COLLABORATION_PORT 9800

CLB_HEADER_BYTES
10 Number of bytes in the Collaboration message header.

. $define CLB HEADER BYTES {sizeof (TClbHeader) )

CLB_BUF_ADDR

15 Macro.fo allow quick and easy access to the pointer to the “payload” in a
Collaboration message. '

#define CLEB_BUF_ADDR(x) {((UInt8 *)x)+CLB_HEADER_ BYTES)
20 CLB_EVT XXX BASE

This values are base values to which a value 1s added to obtain a unique event

number.
#define CLB_EVT SYS_BASE 0

25  #define CLB_EVT CONF_BASE 1000 -
#define CLB EVI USER BASE 2000

CLB_ Message Constants

30 These values are associated with messages that go on the wire. The message they are
associated with can be ascertained from the constant name.

=

#define CLB_DISPLAYUPDATE_ENABLE
#define CLB_DISPLAYUPDATE DISABLE

3¢]

35
#define CLB_BATON REQUEST 1
#define CLB_BATON GRANTED "2
#define CLE BATON_GRANTED DUE_TO TIMECUT - 3
#define CLB_BATON DENIED 4
40  #define CLB_PROJECTORMODE_CANCELLED 5
#define CLB_SETDOCRESPONSE_OK 1
#define CLB_SETDOCRESPONSE:ERR 2
.= 45  #define CLB_USERSTATUS_JOIN- . - 1
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} TClbHeader; 15 typedef TC bHeader Td bMsg; Col | abor ati orto@pfin20s Request
Message 20 This nessage is sent by active device once the transport
connection is up. It contains the header and the password. The password is
a NULL-terngpal&dsofSCl | string. typedef struct { 25 TClQE@ﬁﬁﬁﬁﬁgkbkhr;
Uuntl 6 appType; Char *passWrd; } Td bConnect Request; 30 Col | aborati on
Connect Response Message This nmessage is sent by the passive device after
recei ving a Connect Request nessage. |t validates the password, and sends
back a respddsidne ie_EBESPIESILBAMYE a new addregs 35 and port for the active
side to connect to. typedef struct { TClbHeader clbHdr; 40 U nt16

r esponseCod&mumeRied Typesdi r ect Addr:  } TClbConnect Response; 45 Col | abor ati on
Conf erence | D Request Message 10 April 2006 WO 03/043301 PCTI US02/ 35673 5
Thi s message i s sent. by a soon-to0-be _passjive device to a well-known server
to obtainr ghb‘c?ﬁ‘f“é’Pé‘ﬁ@ghqqﬁ}m?W@déW@‘gﬁc&é’\{]ﬁ@r@%‘ﬂ%"ﬁoﬁ’lt he header nust be
set to Q(FFBI@. The &P addlf\ess must be in network-byte order. The password
is a NULL t &TROMEE &Y“ORER F®EHS ng. typedef struct { TO bHeader clbHdr:

U nt32 | PAddr; 10 Char *passWrd;

These values are passed back to the active side by the passive side in the
10 clbConnectResponse message. e -

typedef enum

. { _
h . clbResponsehcceptNoRedirect = I,
15 cIbResponseAcceptRedirect,

" clbResponseRejectBadConflD,

' ¢lbResponseRejectBadConfTime,
‘clbResponseRejectBadUserID,
clbResponseRejectBadPassword,

20 clbResponseRejectUnsupportedapn,
cibResponseRejectMaxClients,
clbResponseRejectByUser,
clbResponseRejectOther

} ETClbResponse;
25

Application Types

L

The spec calls for a connection request to contain an "application type".

30
typedef enum

{

ETAppCollaboration = 1,
ETAppTypeQuickword,
35 ETAppTypeQuicksheet
} TCLBAPPType;

Types

This section describes the types used by the Collaboration protocol. The structure of
40  the actual messages is listed here. The application will rarely, if ever, deal directly
~ with these structures. Most of that is taken care of by the Collaboration layer.

At the application level the 16-bit and 32-bit integers are in host-byte order.
45 i e
Collaboration Message Header ™




'} TClbConfl DRequest; Col | aboration Conference I D Response ypgspsifosld This
‘message is sent by a well-known server to a soon-to-be passive device to
give it a new conference ID. The conference ID value in the header must be
set to OXFEFEF. . The conference ID field in the payl oad nust be

net wor k- bytO8¥HaPT ypedef struct 20 25 { TO bHeader cIBﬁHP&nBﬁVﬁtI6 conf

I D; } Td bConfl DResponse; Col | aboration Set Docunent Message The purpose of
this message is to indicate that the conference docunent is being sent.
Typically, when a new version of the conference docunent is available the

relay 30 seryarq ik bt Befsh Sbvely ORENRMRAGHIRAL. ThaS Rlfeslafe Rt by @i ents. The
clients wil lCotll?@?anoﬁQﬂQ fnhﬁe[ %ﬁéﬁé&é cAl. @&MB?IQ%EQP&B{HE% fEphsadanend the

server will rteply wt MsgSet Docunment nessage wth the docunment. 35
40 typedaf stpdset stfuckClbHeader cl bHdr; Char *docNane;--- // docunent

foll ows the{above } Td bSet DocMsg; Col | aborati on New Docunment Message The
pur pose of thléﬂﬁﬁgsdﬁﬁaﬁgt%% i ndi cate that a new version of the conference
docunent exi st “Q Rﬁiimﬁhen a new version of the conference docunent
is 45 avlgllablqII h@ ﬁ%ﬁ <&er will send an cl bMsgNewDocunent nessage to
all clients. lQH@lehmggﬁﬁ 10 WO 03/043301 PCT/ US02/ 35673 The clients w ||
.then send the sesnuer @selvbdbsgGet Docunent nessage and the server wll reply

with a cl bMigBabBodervent nessage with the docunent.

15 typedef TClbHeader TClbMsg;

Collaboration Connect Request Message

'~ 20 This message is sent by active device once the transport contiection is up. It contains
the header and the password. The password is a NULL-terminated ASCII string.

typedef struct
{
25 TClbHeader c¢lbHAr;
: UIntlé appType;

Char *passWord;
} TClbCormectRequest;

30

Collaboration Connect Response Message

' This message is sent by the passive device after receiving a ConnectRequest message.
It validates the password, and sends back a response code and possibly a new address
35 and port for the active side to connect to.

typedef struct
TClbHeader clbHdr;
40 UIntls responseCode;

Char : *redirectAddr;
} TClbConnectResponse;

45  Collaboration Conferénce ID Request Message
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typedef struct { TC bHeader clbHdr; Char *docNane; } TGhpevedsVs g;
Col | aboration Get Docunent Message The pur pose of this nessage is to
i ndicate that the sender would |ike the new version of the conference

docunent selb o 5’935% eTyp| cally, when a new version of thepcg{i?ﬂ%@g%r ence

‘docunent is ava| the relay server will send an clb ument
nmessage to all clients. The clients will then send the server
cl'bMsgGet Docunent nessage and the server will reply with a

cl bMsgSet DoCTHimbssaiRIS S@Ebyd éddnltdiBe paloive dBde to b Iweli ko céi@Nd obtaine i s not
known by the @enefte 0. THY conflRaSATE valtoia Na TR a g ubto el tbI0RFFER. Thee enpty
string ("") mRddkRemiebai nkwRRb emee ﬂ& SerER Y NI tebginsiemt back.

t ypedef strugdcrémig&lbHeader clb ar *docNanme; } TCd bGet DOCMSQ;
30 Col | aporati on Set Docunent Ready Message The purpose of this nessage is
to notify thgpeddaedirp@ers or relay server that you have opened the
conference docunent. This way, there is no anbiguity of howlong it would
take to open affC@pHepfem\asibiidei ved. The rel ay server can know how long to
35 buffer rress 8532unt | |IP{AH@C’C| ient is ready. The client sends the nessage
cl bSet Do gﬁ ?ﬁqptl %8t or rel ay hjandles it. The nessage expects
.a DocNarre 0 typede ruct { 45 Td bHeader. cl bHdr; Char *docNane;

T bSet DocRegﬂmﬁ&gwn@uk@QﬁgmkggboMey@%sage 10 April 2006 WD 03/ 043301
PCT/ US02/ 35673

-

15  This message is sent by a well-known server to a soon-to-be passive device to give it

anew conference ID. The conference 1D value in the header must be set to OxFFFF.
The conference ID field in the payload must be in network-byte order.

typedef struct

20
TCleeader clbHAdr;
Uintle confIb;
} TClbConfiDResponse;
25

Collaboration Set Document Message

The purpose of this message is to indicate that the conference document is being sent.
Typically, when a new version of the conference document is available the relay

30  server will send an clbMsgNewDocument message to all clients. The clients will then
send the server a clbMsgGetDocument message and the server will reply with a
clbMsgSetDocument message with the document.

typedef struct

35
TClbHeader clbHdr;
Char *docName; - -
// document follows the above
} TClbSetDocMsg;

40

Collaboration New Document Message

The purpose of this inessagc is to indicate that a new version of the conference
document exists, Typically, when a new version of the conference document is
45  available the relay server w111 send an clesgNewDocument message to all clients.
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This is a sinple text nmessage, just a Collaboration headerp st | D, and
some NULL-terminated text. Set the user IDto OxFFFF if the text is to be
broadcast to all connected users. O herw se the nessage will only be sent
to the party ser 5 indicated. This field is ignore
conf erences}w%%éﬁ'gf struct { Td bHeader clbHdr; 10 Ul %Fi@goﬁgg(’??u /1
variable length, NULL-term nated ASCI|I text will follow }. Td bText Msg;
Col | aboration User Messages 15 20 25 30 35 Any user nessages (see Message
Types sect i Ok chéns Willaken efidihe béreerayitNIsp@ieiDacument nsge wbihé sereeal |
cl bCreat e t avill iépdy With HElbVRESADEcunient thessapetwlith thagdcament. and cal | clbSend to
send the nessage out. The library will ignore the content of those nessages
and sinply tsesvdt tsieyatout or pass themup to the application upon receipt.
Events TResd constants define the events that the Collaboration pr ot ocol
can send back t’gﬁﬁﬂﬁ%derapﬁéﬁf%'ﬁ:gon. The application nmust have an event
handl er for t RESRBYSRLS- e data associated with the events will be
contained in the "generic" portion of the event being passed up. The
"generigyp portion of the event is an array of Intl6's. For sone events
these wl| Wit AdReBobindnPMedtafe an address. For each nessage the
- associated data passed with the neSsage is given in the comments. CLB EVT
XXX BASE These val ues are sinply base values to which will be added a val ue
- to identify The phiPhsd e tHRVBBkaded@Rlihdit R4 thatSdeRilir NoAN ISkeAhne versiin9,
.conference @y@RtoniatRec il tnent 32PR it. TAPRAIE\WERE & nék GerdRHQf the 2999.
CLBEVTSY5BAR feréhl® doBfinc?is available the relay server will send an clbMsgNewDocument
o message to all clients. The clients will then send the server a clbMsgGetDocument

message and the server will reply with a clbMsgSetDocument message with the

docunient. If the document name is not known by the sender of this message

docName can be omitted or the empty string (“”*) and the default conference

20  document will be sent back.

typedef struct
{
TClbHeader c¢lbHdr;

25 Char *docName;
} TClbGetDocMsg;

30 Collaboration Set Document Ready Message

The purpose of this message is to notify the other peers or relay server that you have

opened the conference document. This way, there is no ambiguity of how long it

would take to open after it was received. The relay server can know how long to
35 buffer messages until the client is ready.

The client sends the message clbSetDocumentReady and the peer or relay hjandles it.
The message expects a DocName.

40  typedef struct

TClbHeader clbHdr;
Char *docName;
} TCibSetDocReadyMsg;

45 i
Collaboration Text Message )
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_ _ CGB EVT #defineCONF 1000 BASE _ #defineCLB EVT ZOQQAg,ﬁEfb@ASE 40
CLB _CONNECTI ON_UP This event is sent to the application as a result of a
ELbConnect or clbListen call. 45 WD 03/043301 PCTI uS02/ 35673 5 Associ at ed

ta: event | 6 error code #defi ne CLBCONNECTI ON
(G.B_EVT_S\?%?E%%%@) /1 1 CLB_CONNECTI ON_DOM Thi s event Lr“i%gqusgzr,;ziss?o t he
application as a result of a cl bbDi sconnect call or if the other 10 side
ends the transport connection. Associated Data: event.evtDatal 6 error code
15 #define CLB_ CONNECTI ON DOWN (CLB EVT SYS BASE+2) // 2
CLB_W\RI TENSGhBEOnPEIETEE 28 mMtssagegvst atCoflsbosatipn headet,daiserdP) 4nd0MmBn as a result
of a cl bw i NUldatdrmirlateditexti BeithesiseriBtto SKFFFR ifithedext & thhsbioedsastig@ #li t en to the
transport. Asmeciedusals. DatherwisbnmessageDetl ahly berseroto tho gertigilar user

5  indicated. This field is ignored for peer conferences.

typedef struct

{
TClbHeader clbHdr;
10 Ulntlé userID; :
// wvariable length, NULL-terminated ASCII text will follow

} TClbTextMsg;

Collaboration User Messages

15 . _
© . Any user messages (see Message Types section) are free form. The application is
expected to call cIbCreate to create the message, fill in the payload, and call clbSend
to send the message out. The library will ignore the content of those messages and
simply send them out or pass them up to the application upon receipt.

20 :
Events

These constants define the events that the Collaboration protocol can send back to the
: application. The application must have an event handler for these events.

25
The data associated with the events will be contained in the "generic" portion of the
event being passed up. The "generic" portion of the event is an array of Int16's. For
some events these will be overloaded to contain an address. For each message the

associated data passed with the message is given in the comments.
30
CLB_EVT XXX BASE

" These values are simply base values to which will be added a value to identify a
unique event identifier. System events are 0 - 999, conference events are 1000 - 1999,
user events are 2000 - 2999,

35
#define CLB_EVT SYS BASE 0
#define CLB_EVT CONF_BASE 1000
#define CLB_EVT USER_BASE 2000

40 CLB CONNECTION_UP

This event is sent to the applicétion as a result of a clbConnect or clbListen call.
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30 35 40 The library will free the nenory used by the out g0l Apgil PBOBS age.
#def i ne CLB_WRI TEMSG_COWPLETE (CLB_EVT_SYS BASE+3) // 3 CLB WRI TEDCOC
COWPLETE Sent to application as a result of a cl bSendDocunent call.

| ndi cates t entire docunent has been sent. Associ :

event . evt Da‘?éltog&%%llor code #define CLB WRI TEDOC_COVPLETE'PE&I%QOZ%%‘B
(CLB_EVT_SYS BASE+4) // 4 CLB DATA RCVD This event is sent to the
application when an entire Col |l aborati on nmessage has been 46 10 April 2006
WO 03/ 0433015 R6ct4tkiPB2{a35673 recei ved. The Col | aboration | ayer takes care of
reassenbl y of .fEssadfalls’ adeRpLsiet hat come up fromthe transport |ayer.
Associ ated Data: 5 event.evtDatal6 error code event.evtData32 pointer to
TCA bMsg. Evefagtime ngecandietgdever m ned evirsym aale-ihedder. 10 15 20 25 30
Note: itSis the application's responsibility to free the nenory pointed to
by evtData32. #define CLB _DATA RCVD (CLB_EVT_SYSBASE+5) // 5 To get access
to the mem)&i( the pointer represents do sonething like this: Td bMsg

*cl bMsg; Ch LB@@G?IONP Wt it ;- clbMsg = (TC bMsg

*) pEvent - >evt Dat a32;

This event is sent to the application as a result of a cIbDisconnect call or if the other
10 side ends the transport connection. : o 8

- Associated Data:
. 7 event.evtDatal6 -  error code

15 #defri‘i;é CLB_CONNECTION_DOWN (CLB_EVT_SYS BASE+2) // 2
CLB_WRITEMSG COMPLETE

20 - This event is sent to the application as a result of a clbWrite call. It indicates that all
‘the data has been written to the transport.

Associated Data:
event.eviDatal6 error code
25
The library will free the memory used by the outgoing message.
$define CLB_WRITEMSG_COMPLETE  (CLB_EVT SYS_BASE+3) // 3
30
CLB_WRITEDOC_COMPLETE
Sent to application as a result of a clbSendDocument call. Indicates that the entire
document has been sent. ‘
35
Associated Data:
event.evtDatal6 error code
#define CLB_WRITEDOC_COMPLETE (CLB_Evf_SYs_BASE+4) /4

40

CLB_DATA_RCVD

This event is sent to the application when an éntire Collaboration message has been




switch( cl bMsg->msgType { case cl bMsgConfText: textPtr =16@ar2006
*)CLB_BUF _ADDR(cl bMsg); textPtr += sizeof( Untl6 ); // skip around dest
user id FrnmCustomAlert( InfoAlert, textPtr, NULL, NULL ); Note: this
exanple is j how to access the data in the Coll aborat| t
Message rres‘zggyémﬂ%ﬁB NEWDOC ARRI VED Sent to application \Xh%g}ﬁ]ggbls-r%g’év
conference docunent has arrived. The Col | aboration |ayer takes care of
writing the docunment itself to the storage heap. The app should 35 just
get the nange@ivel hEhelQoNuBBtioh 12960 tikes SareBSSAGEMEANAS MeRdgd fragndhis At
Associ at ed [ingup fieweht aepbiRtabd error code event. evtData32 pointer to
name of docunent. #define CLB NEWDOC ARRI VED (CLB EVT SYS BASE+6) // 6
Not e: Do notpads@fed Datd0i Nnter in evtData32. It is a static nenber of the
ctl Bl ock 5 st r pedhbEgDated NEWDOGEXloadS 47 10 April 2006 WO 03/043301
PCT/ US02/ 3567 gyerekDit3 2PP! | Catdofier WAMLRRPELAG G A hOsGRthe hat there is

a new ver si %np{heggﬁer_conference docunent ready to be retrieved. The
application shoul d respond by I\ﬁ)@@q{iimeMlicgi&ﬂ,%%gmgﬁgtﬁemsage. There
i'S no docu%%aﬁgg%v{%ﬁg‘@z' nmessage; It 1s sinply away to let all the
partici pgnts know they should go retrieve it. 5 The app should free the
menor.y..poi ntyaetihe duy mxh Data32. 10(cAssocistethsPahiass sevent . evt Dat al6é error

code event.evtData32 pointer to nane of document. #define CLB_NEWDOC EXI STS
( CLB_EVT_SYSopeSiEed t¢ the e@loly REGUIESTIeNEWDECIo something like this:

15 .. TClbMsg *clbMsq;
- = Char *textPtr;
- [/ cast it
=. clbMsg = (TClbMsg *)pEvent-sevtDatal2;
20

switch( c¢lbMsg--msqType }

{

case clbMsgConfText:
textPtr = (Char *)CLB_BUF_ADDR{clbMsg};
25 textPty += sizeof( UIntle }; // skip around dest user id
: FrmCustomdlert( InfoAlert, textPtr, NULL, NULL };

“Note: this example is showing how to access the data in the Collaboration Text
Message message.

CLB_NEWDOC_ARRIVED

30

Sent to application when a new conference document has arrived. The Collaboration
layer takes care of writing the document itself to the storage heap. The app should
35 just get the name of the document from this message and read it.

Associated Data: -
event.evtDatalé  error code
event.evtData32  pointer to name of document.

40
#define CLB_NEWDOC_ARRIVED (CLB_EVT_SYS_BASE+6) // 6
Note: Do not free the pointer in evtData32. Itisa static member of the ctiBlock
structure.

45

CLB_NEWDOC_EXISTS
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15 Sent to"application when soneone has requested the | at gstapriezsdeon of the
conference docunent, probably as a result of a cl bMsgNewDocunent nessage
bei ng sent out. The stack sends this nmessage up to the app when a
cIbSysGEthgqqgg&mﬂessage arrives. There is no docunent g hed to this
nmessage he app should free the nmenory pointed to by

Associ ated Data: event.evtDatal6 error code event.evtData32 p0|nter to
name of document. 25 #define CLB REQUEST NEWDOC (CLB EVT SYS BASE+B) // 8

CLB BATON Smﬁu§a§@m§wwﬁea s8R B ®ad ArPBuricld HBBIRE $Ex A Ydiforpdlithd cat i on
requesting tgrRa @&bcﬂ‘tﬂ@rﬂ r&idl R8s retrfeh@. GHBSHp Héﬁ‘i’dn‘%ﬁoﬂ@?esﬁ&ﬁ%nded with a
ﬁ;g'\/‘;ggﬂ gg ng g%lb ﬁfoc%@tﬂrrr%egﬁ é”'rhex‘é(?@ﬁ(dléﬂgw% aRAned oPte%ili QFﬁ[]: timeout
event . evtsDatyj 1%6’@% Sl ﬁ%ﬁ:ﬁg | D@d‘%&mg}wﬁ?ﬁ SRRy
_GRANTED_DU 8 or &\I B BATON LOST #define CLB
BATON STATU %&? YS BASE+9) /] 9 CLB_NEWDOC READY 48 10 Apl’ll 2006
Ven evﬂSata

WO 03/ 04330 te to application when the document is
opened. Resul a on1peer or relay. 5 The app
shoul d fypee t ke Nenory popopggg% eépﬁ?ﬁiﬁp 10 Associ ated Dat a:

.. event. th Dat#ééﬁnsrdLQrNEﬁﬁBiGExrsm (CLBhE\PT_SYS_BASE+7) /7

CLB REQUEST NEWDOC

15  Sent to application when someone has requested the latest version of the conference
document, probably as a result of a clbMsgNewDocument message being sent out.
The stack sends this message up to the app when a cleysGetDocument message
arrives.
_ There is no document attached to this message.
20  The app should free the memory pointed to by evtData32.

-Associated Data:
event.evtDatal6 error code

' event.evtData32  pointer to name of document.
.25 ‘
‘$define CLB_REQUEST NEWDOC (CLB_EVT SYS_BASE+B) // 8

CLB_BATON_STATUS

30  Sent to application in response to the application requesting the baton when either:
» the other device has responded with a clbMsgBaton message either granting or
denying the baton, or
¢ the timeout has expired
 the baton has been relinquished

35
Associated Data:
eventevtDatalé  baton status, either CLB_BATON_GRANTED,
CLB_BATON_GRANTED DUE_TO TIMEOUT or CLB BATON_ DENIED,
10 CLB BATON_LOST

#define CLB BATON STATUS . - {CLB_EVT SYS BASE+9} // 9

CLB_NEWDOC_READY




event. evt Data32 pointer to name of document. #define CLB_NEWIH(>ddeADY CLB
CONFI D (CLB_EVT_SYS BASE+10) // 10 15 Sent to. application when a

cl bSysConf | DResponse nessage has been received (in response to the

cl bGet Conf | oM th @ new conference ID. Associated Lgpha:

event . evt Da‘?glq@gl%orlr or code 20 event.evtData32 New confer encénﬁlﬁ.mThi s wil
be a 16-bit value in a 32 bit variable. 25 #define CLB_CONFID

(CLB EVT_SYS BASE+6) // 10 Application's Main Event Loop There are three
changes that nust be nade to the application's nmain event | oop where

Evt Get Event Seat paiphhehtiomahai M€ esaednt idopaep| Resaitont |1 oop is at the end of
this 30 sectdisBetDetanmehi®RBadyMsgiffond puacédeyperforns three functions: checks
if there are any pendi ng outgoi ng nessages waiting to be sent and, if so,
sends them TrGHshohd fréthe HRAlorEyQnited tb By beDAend! ed by either the

Col | aboration | ayer or the application. I¥ there are any events on the
queue it pickgodid@aDatst one off 40 and calls clbHandl eEvent to see if it
can handl e it gy dok eVBhiald CALhScohbe cal | back function registered with the

cl bRegi ster EV%%QMN%&&@HBB&EQ&@E%%@“ on can handle it. One of

t hese twg function nust know about and handle any events pulled off the

. user event oguesiewe crEaldwwosREADY t@Lgieve dvhesrssansporio | ayer-CPU tinme. In
order to maintain 49 10 April 2006 WO 03/043301 PCT/ US02/ 35673

responsi veneSsB (CONBEY i nput the calls to sonme transport functions are nade
.in non-bl ocking node. That neans certain functions are called and if there

i's nothing to do they sinple return. For exanple, |istening on a TCP port
is usudldl y Sentdpepilicatiorcwhen a ciiysCenfIDResponse messagedias beengeceivied (iBocket s
"“accept " respo;jse to the cIbGetConflD call) with a new conference ID.

Associated Data:

event.eviDatal6é  error code ‘
20 event.eviData32 New conference ID. This will be a 16-bit value in a 32 bit
variable. :

#define CLB CONFID (CLB_EVT_SYS_BASE+6) // 10

25
Application’s Main Event Loop

There are three changes that must be made to the application’s main event loop where
EvtGetEvent is called and processed. A sample event loop is at the end of this
30 section.

clbRun

This function performs three functions:
35 _
» checks if there are any pending outgoing messages waiting to be sent and, if
5o, sends them, . -
¢ checks for any user events to be handled by either the Collaboration layer or
the application. If there are any events on the queue it picks the first one off
40 and calls clbHandleEvent to see if it can handle it. If not it calls the callback
function registered with the clbRegisterEventCB call to see if the application
can handle it. One of these two function must know about and handle any
_ ~ events pulled off the user event queue.
S e - Calls srRun to give the transport layer CPU time. In order to maintain

- 49




5 call takes a tinmeout as a paraneter and so nust be caIquAgm;Rgbllng

f ashi on.
in a | oop.

Therefore, there nust be sonme way for this functlon to be called

The srRun function perforns this function. clbRun nust be

called in t ication's main event |oop. 10 Ti nmeout # gﬁ Evento 15
In order to gﬂﬁﬁgﬁﬁnt t he desired responsi veness at bot h* ﬁg app %catlon

| ayer and the comunications |ayer a small tinmeout should be passed into
Evt Get Event in the application's main event |oop. See the foll ow ng

exanpl e. Exa”p|eré¥56ﬂ31v@(&§‘fods@1q M eGP BY RS irhp Bt ftelishs arelmatie iEvent Type

event; do

Evt Get Event (&evenbily §¥io

{ all gy bidekifPhbad TW%&aHsQeﬂMﬁm&ﬁmQ RBumdd -&a@chdb pck ); 30 35

Q1 SMRMNeiLib BRI PR (ERYGRIs “adkBdty |/ Ask

40 45 { &error)) nhhinfg@d\d ﬂ@%éﬁlﬁMkMﬁi%%Pé e, liftbfindguh SeCRY6ALs [/

systemtq

handl e g it / Systemdid
not handl e event glgﬁé ﬁ{e{'e% stbé % q?g%%@éﬁgﬁ&hiﬁgdn(fal se ==

MenuHandl eEvent em &Y 8Nkt otel o0k

10
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application’s main event loop.

Timeout to EvtGetEvent()

In order to implement the desired responsiveness at both the application layer and the
comimunications layer a small timeout should be passed into EvtGetEvent in the
application’s main event loop. See the following cxample.

Exarhpl__e Main Event Loop

void AppEventLoop (void)
EventType event;

do

{
// allow the Collab layer to run
clbRun( &gCtlBlock ) ;

// don’t pass evtWaitForever into EvtGetEvent
// EvtGetEvent (&event, evtWaitForever):;
EvtGetEvent (&event, 10);

// Ask system to handle event.
if (false == SysHandleEvent (&event))

{

// System did not handle event.

"~ Word error;
// Ask Menu to handle event.
if {(false == MenuHandleEvent (0, &event, &errox)}
{

// Menu did not handle event.

// Ask App (that is, this) to handle event.

if {false == AppEventHandler (&event))}

{
// App did not handle event.
// Send event to appropriate form.
FruDispatchEvent (&event);

} // end if (false == AppEventHandler (&event})

}  // end if (false == MenuHandleEvent (0, &event,
&error}) — . ’




/'l Ask App (that is, this) to handle event. -"if (false ==18pprveoosHandl er
(&event)) { // App did not handle event. // Send event to appropriate form
FrnDi spat chEvent (&event); } // end if (false == AppEvent Handl er (&event))
end i f (falweozmsbanuHandl eEvent (0, &event, 50 10 April pioafsed=sfa3/ 043301
PCT/ US02/ 35673 } // end if (false == SysHandl eEvent (&event)) 5 10 15 while
(event.eType ! = appStopEvent); } Notifying the stack which function wll
handl e events The application must register a callback function with the
stack in order td recei Vé erdviEnt&ipack Febmtpvest dékerHe prot ot ype for

this cal |l back fvﬁliq_%t' %nt”‘é?;pgbg ?%-ég%%ll,g&r}_CBFunc( QEvent Type *evt, void

*ptr ); Use yhe clbRegi st ven call to register the callback
function.s A good place to do this mght be in the initialize function for

the active fi1QiHRinEiR Lk WHlichReRabs 481 Bl &bfs Col | aboration |ayer and the
communi cations layer nmake use of an alert resource with an id of 1000.

This resource is set in Alert.h. Change the value to an 20 alert resource
that takes OffR BehARBL Rlustregisterd @RaRE fillBBor-Rfh fHelsBclin Rddr td Rcdifd3CLOSE nust

be made at tdyentBickforh  sRBR!TifedHdiATpeSrof B XafBlok furkoh HAGHLON 10 cl ose the
log fileg!f logging i's not enabled e LOGCLOSE nmacro resol ves to not hing.

~1f logging is engbbfdnldeldohvERTpl estt, 0lRdGRs8() SO0 no parentheses are
needed. There is no need to open the log; it is opened the first time a
I oggi ng cal Iydeshd'@BiRegidtaRtbnt (W ABDEARD Apdidr @i MBBRRTBRLOR A BSod IRl cation 30
‘o to do this might be in the initialize function for the active form.,

15
ErrorAlert Resource

Both fhc Collaboration layer and the communications layer make use of an alert
. resource with an id of 1000. This resource is set in Alert.h. Change the value to an
"20  alert resource that takes one parameter ().

Closing the Log File

A call to LOGCLOSE must be made at the end of the application’s AppStop()

25  function to close the log file. If logging is not enabled the LOGCLOSE macro
resolves to nothing. If logging is enabled LOGCLOSE resolves to LogClese() so no
parentheses are needed. There is no need to open the log; it is opened the first time a
logging call is made.

Handling Collaboration Messages to the Application

30
The Collaboration layer will pass up the following events to the application:

CLB_CONNECTION_UP
CLB_CONNECTION DOWN
CLB_WRITEMSG COMPLETE
CLB_WRITEDOC_COMPLETE
CLB_DATA RCVD
CLB_NEWDOC_ARRIVED
CLB_NEWDOC_EXISTS
CLB_REQUEST NEWDOC
CLB_BATON_STATUS

. CLB_CONFID

35

40

® & o 5 & 9 8 0 0 0
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The Collaboration layer will pass up the follow ng events 1h@apkingoos
application: CLB CONNECTION UP CLB CONNECTION DOMN 35 CLB V\RI TEMSG
COWPLETE CLB_WRTTEDOC _COVPLETE CLB DATA RCVD CLB_NEWDOC _ARRI VED

CLB_ NEV\DOC EXI STS 40 CLB_REQUEST NEWDOC  CLB_BATON STAT CONFI D 51
10 Apri %?%3%%/ 043301 5 PCT/ US02/ 35673 The appl i cat Fgﬁuﬁﬁ%gﬁandl e

t hese events in the function passed in via the clbRegisterEventCB API

call. Here is a sanple function. (Note: this does not have any actual code
to handle the events; it is nmerely to illustrate the structure) Bool ean

Mai nFor mHandhed ;t?l XﬁcﬂntlﬁﬁstmgﬁQﬁentQE%nctlo{lp&%@m*vﬁthe Bool ean handl ed =
fal se; TSRCt crE\H‘:}ﬂ! PN ﬁE% }ﬁ& nct} r(Not%Othfs‘%Esq{b( have

pEvent - >evt %%gmg&t % ECehts iR %’elgq‘ﬂ gichtethk Si®ture)l > break; case

CLB CONN CTI ed = true; case CLB WRI'TEMSG COVPLETE:
20 handl Ed 'Bogfééﬁ’MalnFormHandleclevents( QEventType *pEvent, void #*ptr }
{
Boolean handled = false;
TSRCt1Block *ctlBlock = (TSRCtlBlock *)ptr;

10
switch({ pEvent-»evtType }

case CLB_CONNECTION_UP:
handled = true;
15 break;
case CLB_CONNECTION_DOWN:
E handled = true;
. break;

. '_.case CLB WRITEMSG COMPLETE:
- 20 - handled = true;
"break;

.case CLEB_WRITEDOC COMPLETE:
‘handled = true;
break;

25 : case CLB_DATA RCVD:
' handled = true;
break;

case CLB_NEWDOC_ARRIVED:
handled = true;
30 break;
cage CLB_NEWDOC_ EXISTS:
handled = true;

break;

case CLB_REQUESTLNEWDOC:
35 handled = true;

break;

case CLB_BATON STATUS:
handled = true;

break;
40 case CLB_CONFID:
handled = true; ..
break;
default:
: handled = false;
45 break;

} // end switch

return handled;

Though the invention h’és',been described with respect to a specific preferred

embodiment, many variationg_'_gg_(_:_l modifications will become apparent to those skilled




break; case CLB_WRI TEDOC_COVPLETE: handl ed = true; breakp apdbooiase
CLB_DATA RCVD: handled = true; break; case CLB_NEWDOC ARRI VED: handl ed =
true; 30 break; case CLB NEWDOC EXI STS: handled = true; break; case
CLB_REQUES . 35 handled = true; break; case CLB TUS:

handl ed = M@'/(%rieak; 40 case CLB CONFID: handled = tr]’)t%w!g‘]ﬁbr eak;
default: handled = false; 45 break; ) // end switch return handl ed; Though
the invention has been described with respect to a specific preferred
ermbodi nent , ifMRe Yrt vpdn Bidie e presentaghlicativat [idn theiifdrt tHedatamtibnalpireent t o t hose
skilled 52 10 rjl .2086. WO 03/ 043301 PCT/ U§]22/ 3.5672 in the art upon

readi ng t he %pheadedhfl2ims Be iniespretgh as proadly as pRstigle gt wey 96 MeRght Bn t hat the

appended cl @iclRle BB shdhtvafiftiont &l Asdipédiagd y as possible in view of the prior
art to -




include all such variations and nodifications. 53 10 Apri lig20@8f20040
03/ 043301 PCT/ US02/ 35673 WE CLAIM 1. A wireless collaboration software
program execut abl e on a PDA readable nedium conprising: a conferencing

and col | ab%@%&/ﬁ’ﬂf(ﬂr otocol (CCP) enabled to wirelessly 5P§gﬂ¥&%‘%te W th

anot her said wréléess collaboration software programresi on a
physically renote comruni cation device in near real tinme. 2. The wirel ess
col l aboration software program as specified in Claim1l wherein the CCP is
enabl ed to wrelsgs:y coll aborate data of an application running on the PDA
with a common application running on the physically renote device w thout

10 substantial changes t he.PDA_.application. 3.. The _w.rel

col | aborati on so*P‘t“()\%&és ﬁ’ﬁlﬁ g ﬁ‘ﬁnfgﬂggrg@f‘)ﬁ%e’feﬁ“%’lﬁf’wEwﬁfﬁc@ﬁ% the CCP is
enabl ed to uRdahecdhwiskipA i nternal state to mirror that of the physically
renote conmuni cati on device. 4. The wireless collaboration software program

as specified in C ai.m 3. wher,ei 15 the .S, enabl ed t ol | aborate data
and screen infor‘h‘é&“fe(‘i‘?ﬂcmﬁa“q’ﬁ%li]a\m”iag?’b‘ggtocc%f?g@()‘?ngﬁf‘i %IBQ?%re program as
speci fied i Borfhanhitatwith efidthd? saill RrelelsRollsboedtioh kefdvGel pldgiahniesid@t oh ¥ed screen
information can pe selectively filtered while processing received data

i nf or mat i onPhY¥sIcalyfEmRfe companication %PBI?F&’(‘?"BH‘?%IJF’P‘%are program as specified.in

Claim1 further 20 conprising an application programinterface (API)
i npl ement ed2by tTie WatdRss dollabbration doftvae prapedrh adgecitiedin Clahi Wahaeipr ogr am as

.specified in i.m 6 ggereln he i's enabled.tq conmuni cat e
asynChronoug‘F’g@)&ﬁFﬁh t?iﬂirﬁleﬁé)‘t‘ﬁ’ugﬁgat? Pl ap A PEMRe A HEvi ce. 8. The
wirel ess COPDAQHﬂﬁIdoﬁﬂncﬁMpBM@hﬁ@nﬁﬁlﬁﬁgéﬂ‘t}ﬁ%hmﬂbfrér@&e Heviddwatioub further 25
conprising a CCP system library inplenmented by the API. 10 April 2006 WO

03/ 043389~ peshrierimbsangerdo tie PR{eanmitdicRss col | aboration sof tware program as
specified in Caim8 wherein the CCP systemlibrary is adapted to handl e

conf er ence gessapRsvifiess BRlablionCRWhiE ipfrdt@flad Pedfiet inlCli hehdreiot €
comruni cati on device, 10. The wrel ess col | aborati on sqoftware program as
specified i fhe E8CRiissm9blgd &9 wrdate the PDA internal state to mirror that of the physwall?

remote commumnication device.

4, The wireless collaboration software program as specified in Ciaim 3 wherein

15  the CCP is enabled to collaborate data and screen informattion.

5. The wireless collaboration software program as specified in Claim 4 wherein
the CCP is enabled such that received screen information can be selectively filtered

while processing received data information.

6. The wireless collaboration software preram as specified in Claim 1 further

20  comprising an application progfam interface (APT) implemented by the CCP.

7. The wireless collaboration software program as specified in Claim 6 wherein
the CCP is enabled to communicate asynchronously exchange data with the remote

communication device,

8. The wireless collaboratiéi_l_Softwarc program as specified in Claim 6 further

25 comprising a CCP system Iibra:y_i_mpleme_nteqkléy the APL

.54




5 the conference nmessages conprise conference protocol nesgages2008/St em
updat e nessages, systemedit nessages, and system update nessages. 11. The
wi rel ess col |l aboration software programas specified in Caim10 wherein

t he confer ewoasppsmages are a structured set of bytes. 1Z%pcrfi@2¥sb£! €ss
col | aboration software programas specified in Claim8 further 10

conprising a CCP event handl er processing specific events produced by the
CCP systemlibrary. 13. The wireless collaboration software program as
speci fi ed i ®. O ailie wirelessrcoHahoration nefivwase prggranpdsspedifiadyin Glaim §rvdteredh bl ocks,

\/\hereinthe!f%((? A . i I cific events to
exi sting an ne(\;vﬁg)gl&hl igbﬁrgnrgtl:;%dﬁb%?goc sc.ne%gﬁ?%.g"d&fhgss%%?e tgggegol | abor ation
sof t war e pr egmanmsted pemi fifoedthe ren@iadomniundatoedevicet he wir el ess

col | aboration software programis enabled to automatically send a docunent

t o anot her i d w I 1 r; ! ghmuni cat i on
t herew t h, ?ﬁ'e d\g%%%ﬁl?&ﬁgﬁ%gﬁ@gﬁ?éawge%g%%%%%ﬁe&gﬁi a‘%ggﬁ]hgpe physical |y
_ renot e c6nmmii apaferanne mhesshges corfiriskSonftiegcaprotobad swsmgtd, sysnadridete sof t war e
- program as specified in (%Iai m 1 V\/h&areg n the aﬁ)lication is an

of f - t he- she{°SSegY FYFIeM G mepgagesyARd SyStemy updel® mesya88or at i on sof tware program
.as specified in.Cdaim1l wherein the renote comuni cation device is another
PDA. 17. Thélw r €hegselesslcbidborativn enfiveos program as spgifedhim€lagpéewhereth i n C ai m

1 wherein 5 the rempte communication deyice is a desktop conmputer. 55 10
April 2006 \%@5cﬁgﬁﬁﬂﬁissiﬁf@@db'}@%rg%etfg.gyt‘cﬁle wirel ess col | aboration:

software program as specified in Caim1l wherein the renote conmmunication

device is alliveTeedirges eoltaporaliGn softweDApregrailas specdiediir Elaas 8 ffixtieo| | abor at e

with a rgnmote communication device i.n near. real-ti oppriS Ng: 5
merory, 18 CEORPINE ACERRvREhandier pgecsyits Shertigshetis modispa SO, Doy ati on
sof twar e pr egteanlibragded on and executable by the PDA, conprising: .a
conferenci ng and col | aboration protocol (CCP) enabled to wirelessly
conmuni cat ey t not her | i rel.ess col | aborati-on. sef t rogram
Fear dent -on'¥ 10TBPAES R Paliv] SAEAR itk s SRR G B BB L e
20. The W r ebmmisinpol flabbty af fontiecilboke rvehepsin the £0Peevesiipadléd iedlso n Cl ai m 19

wher el N adapted to handle specific events to existing and new said function blocks.

15 14.  The wireless collaboration software program as specified in Claim 1 wherein
the wireless collaboration software program is enabled to automatically send a
document to another said wireless collaboration software program upon
communication therewith, the document being editable by both the PDA and the

- physically remote communication device.

20 15.  The wireless collaboration software program as specified in Claim 1 wherein

the application is an off-the-shelf application.

16.  The wireless collaboration software program as specified in Claim 1 wherein

the remote communication device is another PDA.

17.  The wireless collaboration software program as specified in Claim 1 wherein

25  the remote communication device is a desktop computer.

.33




the CCP is enabled to wirelessly collaborate data of an applAgfboss runni ng
on the PDA with a comon application running on the physically renote
device without substantial changes to the PDA application. 15 21. The
wreless c ion software programas specified in | erein

t he CCP iso‘glr)\g%{?%%hto update the PDA internal state to mgF?}c‘)Jrg}uh%g%hof t he
physically renote comunication device. 22. The wireless coll aboration
software program as specified in Caim20 wherein the CCP is enabled to
col | abor at e 1gat aTRliréleds@eMabiorthioh BFfivBprogidmas spetified v CRIe $ svheeln abor ati on
software program as specjfied in Cajm 21l wherein the CCP is enabl ed such
that recei v&F ERPESAMPHRSHIAKAeESE SATVEEL 81 vel y filtered while
processi ng received data information. 24. The wirel ess coll aboration

sof twar e pragr amaa@dspebichiiedirtiessG allabolfte vith & hefiote commliniitiog device

applicati on_r%%g_ra .interface (APl) inplenmented by the CCP. 10 April 2006
WO 03/ 043307 ¥e F-$8BP3518%; The wirel ess col | aboration software program
as specified in Claim19 wherein the CCP is enabled to conmunicate
asynchrogously epefaigeCHY] andi RIDA bp@ating¥pstem; m@mmuni cati on devi ce. 26. The
wi rel ess col |l aboration software programas specified in Claim?24 further 5

CCP. i.b i apl b h Pl . irel
Col Tabor ati on sot ViEFS itrpraint s Bpgiepleationts b Irdbspiie iR "1 L' Op

system | i br 2D\, cemmidapt ed to handl e conference nessages of the CCP
.communi cated to-and fromthe renote conmmuni cation device. 28. The w rel ess
col | aboration software progra S ecifi ] Cl ai . ein 10 the
conf erence rressa‘b%o C%%F}fg dgét;ﬂn ey @‘Encpem{?ruggggg] enﬁ@%@%g%%lg%g@st em updat e
messages, syahmohiee withassligesid warellsssopHitismatiopdafivearepogmgessid@f® on7he

wirel ess,.col] abarati on software program as specified in Claim27 wherein
t he conigreﬂ lcﬁ@’é%cg’é’éescomag‘frf‘ifg&ﬁr“bﬁea%ef‘ﬂl}?e‘byt es. 30. The wirel ess
col | aboration software programas specified in Claim26 further 15
conpri si ng 20.CCPTieweinilesh asithbemtigr sadieas progran e sfecifiedingCinisn [ whlereied by t he

CCP systemli ry. .. The wireless cql|laporatjon software program as
speci fi ed meé@ﬁﬁ]%f’%ﬁ? ngregé'%??rlrlg&qrgtla ﬁ@ta ngB} WPATEIPY TBE QRS on bl ocks,
wher ei n t hePCAERvigVAimRGH WbRéatibs ribhih@ onaltgdivsichlly@erhata dbdcespitimiut i ¢ events to

~existing and new,sai d function bl ocks. 20 -32. The wirel ess col |l aboration
sof tware pr S aigﬂagg%sepﬁ}cé%wp ot 19 wherein

15 21.  The wireless collaboration software program as specified in Claim 19 wherein

the CCP is enabled to update the PDA internal state to mirror that of the physically

remote communication device.

22, The wireless collaboration software program as specified in Claim 20 wherein

. the CCP is enabled to collaborate data and screen information.

20 23.  The wireless collaboration software program as specified in Claim 21 wherein
| the CCP is enabled such that received screen information can be selectively filtered

while processing received data information.

24.  The wireless collaboration software program as specified in Claim 19 further

comprising an application program interface (API) implemented by the CCP.




the CCP is enabled to automatically send a docunent to anaohbgyit seied
wirel ess collaboration software programresiding on the renote
comuni cati on device upon comunication therewith. 33. The wreless

col | aborati re programas specified in Caiml19 rel 5 the
applicati onﬁpﬁgir?%dg?f -the-shel f application. 57 10 April 6@’%6%3/ 043301

PCT/ US02/ 35673 34. The PDA as specified in daim19, wherein the wrel ess
col | aboration software programis enabled to collaborate with another
renot e PDA d8vi c&ht wirglesy collat@adtioh sofbvarSprogriteasBpiificdl in P 1P edledeim Cl ai m 19,

wherein the w ess ol |l aboration 5 soft e programis, enabled to

oor | Sbor st o A C6P 5 haTR toFoRumblsrE AR xR R Vi G TP s
speci fi ed . i Rofgh@hidutidh dewlzer ein the wirel ess col | aboration software program
is enabled to collaborate with a |ivefeed gateway in near real-tine. 37. A

met hod of wi,relegsly.collafhqratin et ween a PDA .a.physically renote
communi cat i it de@ﬁ%é"?lﬁssrf@ gbofaéﬁpg?f&?é? pr8%rﬁ’f?r"’is§P‘?‘f’g€eﬂi’6cfaf']ﬁ§11’§ﬁh8¥ecuti ng a
first resi deshpifM 0P pdert GblalinbRine@d by tHe AHIe  physical ly renote
conmruni cation device al so executing the first resident programto

wrelessly |l ahorate therewith in near realtine,.38. .The hod as
Speci 1 60" i AT0 adl relsisap L AUGE FOTVRG TRped At e iy CIa Rl Y htP B o
comuni cat i ¢ CEwieRnaliRariddiapigd B RARBhIaPRcintatdgedof thd@CRI N sai d 15
wi rel ess col | abor at %F&g aipﬁér%erfor med w t hout ,substantial changes to the

.appl i cat i on SYPMURILat i Eroprie Bt femgHICAEN deyicfenpt e communi cati on
device. 39. The nethod as specified in Caim37 wherein the PDA includes a

wirel ess cobl abDleakireless olidboriion RMOGrTo %8 Gk kbl fRd anClhkhe2 PlRereiaonpr i si ng:
a conferenci ng g{%[d col | aborati qn pr ot ocol rg%P) enabl ed to comunicate with
20 anot R8r SECERIGIeRER BESAEEROPR B QRICEHOSRPIOGRA MaesEAssY FEA™ W¥¥ent on a

renot e Corfmééﬂagé}é)@fén%‘iftirﬁ@sdg&,H{ﬁi?srystéxﬂ%?détéﬁ@ssaéé@u The method as specified
in Caim39 wherein the coll aboration software programis also resident on

and executable by the . .renmp cqomruni cati on device,, 41. The hod as
specified i 29'01 a W‘?ﬂ%é?]iﬂ%ﬁraf‘%s JATS PEORERIR 37 ﬁﬁ’c‘tﬁﬁéﬂbﬁﬁi“ézﬂ?’ P95 i nt er nal

state to M fHeQbnfeRAte AEssiE alRREELGREA 36t bESREE communi cation device. 58 10
April 2006 -

30.  The wireless collaboration software program as specified in Claim 26 further
15  comprising a CCP event handler processing specific events produced by the CCP

system library.

31.  The wireless collaboration software program as specified in Claim 30 further
comprising a plurality of function blocks, wherein the CCP event handler is also

adapted to handle specific events to existing and new said function blocks.

20 32.  The wireless collaboration software program as specified in Claim 19 wherein
the CCP is enabled to automatically send a document to another said wireless
collaboration software program residing on the remote communication device upon

communication therewith.

33, The wireless collaboration sofiware program as specified in Claim 19 wherein

25  the application is an off-the-shelf application.




WD 03/ 043301 PCT/ US02/ 35673 42. The method as specified i moQgipp@ wherein’
the PDA is enabled to collaborate data and screen information. 43. The
nmet hod as specified in Caim39 wherein the PDA is enabl ed such that

recei ved 5%6‘35}%43561“ mati on can be selectively filtered %@%r)ﬁﬁs%%ﬁ?sg ng

recei ved data Information. 44. The nethod as specifie 39
~wherein the wireless collaboration software program also conprises an
application programinterface (APlI) inplenented by the CCP. 45. The

Wi rel ess col3haboThd PDA as gfeciizd & P RMIRRISHAE Gikleadoildbofdtish m 35 wherein
10 the CCP is_,enabled to cq?)mruni cai?% asy,nchronousl€/ exchange data with the
remote  comieMYFEPIOgHIE Fpavled 1o gollagepatejithanather regpte FH) 3qvicE N B t war e

program as seGiki ed in Caim39 wherein the coll aboration software
program further conprises a CCP systemlibrary inplenmented by the API. 15
47. The wireless_co boratjon software programas specified in C aim46
wherein th CCPT%@“gﬁ FRepifigd ip GlaimytPh Bherginthe WHRgISColdRrtiPRnce nessages of

the CCP 5COB@RMre floffml i catibtbdfes SiMNabdifie WEMDL RIGHIIMPuSA R dAMike. 48. The
wi rel ess col |l aboration software programas specified in Caim47 wherein

t he conferepce S conpr.i se conference, protocol nessages, system update
20 ness_ages?g‘sygf@ﬁga[g‘gﬁis gg‘gﬁéﬁ?m’alr?d“’é‘%{néhﬁW}Sﬂ%ﬁﬁéq’}?@g@g%s. 49. The
Wi rel ess cokdfags grbinam is afabiaiCcdaReia WitS 1SPREd %dt&ﬁhﬁiﬁ'n@r?daﬂliﬂg._ wher ei n

the conference nessages are a structured set of bytes. 50. The w rel ess

.col | aborati sof t war rogram as specified in aim39 wherein the

-~ col I'abpratig‘ﬂ soéf%ﬁwﬁogwggﬁﬁﬁh@fﬁaéwgésww g%’ﬁéa&?e@bywﬁme%m er 25
processi ng sp@giditgior ¥&REeSn REL KL GheBomipRsingCP system library. 10 April
2006 WO 03/043301 PCT/ US02/ 35673 51. The wi rel ess col |l aboration software

programas speci.fi in C.aim.39 erein the cqllaboration software

progr am@urt her %%ﬁﬁﬁ%‘é%‘“ﬁg gb’{ﬂ Ig\é\{afgp{gg%ﬂ&qoﬁglpomt@g Raththeherein the CCP
event handl gtiysicsllalemoteadmpivaitaticn déailéealﬁ@kﬂeauttng twﬁrﬁttxiemsnaeﬂ Wosai d
function bl océs. 5 32. Thgl met hod as specified in Claim3 urt her

conpri si ng YHeeshssligtorsinhespih ihasargalfesi gnated a host and automatical |y
sending a first docunent to the physically renpte communication device to
begi n-t he Vg el e niutddab efedific® i Claim 37 wherein cach the PDA and the physically

-Temote communication device are running a common application, wherein said
15  wireless collaboration is performed without substantial changes to the application of

either the PDA or the physically remote communication device.

39.  The method as specified in Claim 37 wherein the PDA includes a wireless

_collaboration software program executable on the PDA, comprising:

a conferencing and collaboration protocol (CCP) enabled to communicate with
20  another said wireless collaboration software program resident on a remote

communication device in near real time.

40.  The method as specified in Claim 39 wherein the collaboration software

program is also resident on and executable by the remote communication device.

41.  The method as specified in Claim 37 wherein the PDA is enabled to update its

25  internal state to mirror that of the physically rcgg_i;;!:_e communication device.

.




53. The nethod as specified in daim37 further conpri singotAil 2608p of the
physically renpote conmuni cation device being designated a host and
automatically 10 sending the first docunment to the PDA to begin the

wirel ess colbafeisadi on. 54. The nethod as specified in Oﬂ?ﬂﬂs Jasperein the
comon application is an off-the-shelf application. net hod as
specified in Caim37 wherein the renote connunication devi ce i s anot her
PDA. 15 56. The nethod as specified in Caim37 wherein the renote

communi cat i ap, dﬂféﬁ&hb@aﬁp@ﬁﬁ&ﬁlﬁ@lﬂmmﬁlﬂ}ﬁfeinﬁ.@PDﬂi@eﬁ&lddoﬁi as specified in
Cl ai m 37 wher | renote copmunication device is a livefeed gateway.

58. The net K Eﬁmﬁﬁgaﬂ}WﬁEP§FW152 wherein the first docunent is
editable by 20 both the PDA and the physically renote conmmuni cation

devi ce. 59. 4The TR Metlodss ppafitd in @lhiir39Gridreih i AR (sehibledech ihast document

S edltable b oth t PDA and t he physical |l enot e, communi,gat i on

dovi ce. 60, TPhEed B inGE lagew%eéale?tﬁ( i GRS E B OB the st ep
of the P@A Hﬁ@ﬂg&b@neously exchangi ng voi ce comruni cation with the
physically renmpte 25 conmuni cati on device during the collaboration: 60

44.  Themethod as specified in Claim 39 wherein the wireless collaboration
software program also comprises an application program interface (API) implemented

by the CCP.

45.  'The wireless collaboration software program as specified in Claim 35 wherein
10 the CCP is enabled to commumcate asynchronously exchange data with the remote

commumcatlon device.

46.  The wireless collaboration software program as specified in Claim 39 wherein
the collaboration software program further comprises a CCP system library
implemented by the APL

15 47.  The wireless collaboration software program as specified in Claim 46 wherein
the CCP system library is adapteh to handle conference messages of the CCP

communicated to and from the remote communication device.

48.  The wireless collaboration software program as specified in Claim 47 wherein
the conference message comprise conference protocol messages, system update

20 messages, system edit messages; and system update messages.

49, The wireless coliaboration software program as specified in Claim 48 wherein

the conference messages are a structured set of bytes,

50.  The wireless collaboration software program as specified in Claim 39 wherein
the collaboration software program further comprising a CCP event handler

25  processing specific events produced by the CCP system library.
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51.  The wireless collaboration software program as specified in Claim 39 wherein
the collaboration seftware program further comprises a plurality of function blocks,
wherein the CCP event handler is also adapted to make calls to existing and new said

function blocks.

52.  The method as Speciﬁéd in Claim 37 further comprising the step of the PDA
being designated a host and automatically sending a first document to the physically

remote communication device to begin the wiréless collaboration.

53.  The method as specified in Claim 37 further comprising the step of the
physically remote communication device being designated a host and automatically

sending the first document to the PDA to begin the wireless collaboration.

54. The method as specified in Claim 37 wherein the common application is an

off-the-shelf application.

55.  The method as specified in Claim 37 wherein the remote communication

device is another PDA,

56.  The method as specified in Claim 37 wherein the remote communication

device is a desktop computer.

57.  The method as specified in Claim 37 wherein the remote communication

device is a livefeed gateway.

58.  The method as specified in Claim 52 wherein the first document is editable by

both the PDA and the physically remote communication device.

59.  The method as specified in Claim 53 wherein the first document is editable by

both the PDA and the physically remote communication device.

60.  The method as specified in Claim 37 further comprising the step of the PDA
simultaneously exchanging voice communication with the physically remote

communication device during the collaboration.




