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proprlsgraﬁqantamjmseh&tbpwadMa such as feature provisioning commands,
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trend $«i sib@nitioouptidiffepent poskzani tksuseof silicon fuses that may be selectively “blown” to
control a feature; the use of jumper wires on motherboards; and the loading of different components
and firmware per product.
[0006] The provisioning of features occurs in a variety of manufacturing locations whose
facilities perform a range of production steps including wafer fabrication for chips, assembly,
packaging, test, and system integration where components and firmware are integrated into a final
product or assembly. These manufacturing locations are typically overseas and out of the control of
the semiconductor company outsourcing the contract manufacturing to these facilities. As a result,
there is little reason for the semiconductor company to trust the distributed manufacturing facility to
manage the distribution and collection of proprietary and sensitive data such as feature provisioning
commands, content protection key data, software/firmware code images, test results and yield
reporting data.
[0007] Given the value such SoCs have, and the trend for semiconductor companies to
outsource manufacturing, assembly and distribution of their products, several new problems begin to
emerge due to the lack of trusted manufacturing processes.
BRIEF DESCRIPTION OF THE DRAWINGS
[0008] Embodiments will now be described by way of example only with reference to the

~==-="-1 ‘rawings wherein:



out source manufacturing, assenbly and distribution of their products,
several new problens begin to energe due to the lack of trusted

manuf act uwonrgipsemesses. BRI EF DESCRR2PTI ON OF THE DRAW RG®/CA2010/001077

[ 0008] Enbodi ments will now be described by way of exanple only with
reference to the --"rawi ngs wherein: [0009]Figure 1 is a block diagram of
an ass[@Q09lTanageFr18W'@ 1dy/ashleck diganas) of @O Eiagemant stfams(éMﬁ%nce di agr am showi ng

e T S L ot
enbodlﬁxsmlfomprowhlelg@omspﬁblaéWl@hom in Figure 1. [0012] Fi gure 4A is a block
‘i' agrg%ﬁq’@ow ngFlg gid 2§blggkc9%? él?a vty {Afls Qe EfGodARR ERBESRAMWN 1 n Figure

ure a stat ustrating state transitions for
t he apbbwmm&egtsﬁbvm |n Fi gure 4A [0014] Figure 5 is a block diagram show ng

detailigo3f one BEROUAWTEbioLCdiadrlI shoftleeta0Gr FIEMboFAMMr bk HHIGHES 1

shown in Figure 1.

[0013] Figure 4B is a state diagram illustrating state transitions for the appliance shown in
Figure 4A.
[0014] Figure 5 is a block diagram showing details of one embodiment for the tester and

agent shown in Figure 1.

[6015] Figure 6A is a block diagram showing details of one embodiment for the agent API

shown in Figure 1.

[6016] Figure 6B is a block diagram showing details of one embodiment for the daemon API
shown in Figure 1.

[0017] Figure 7A is a block diagram showing a configuration of the AMS for performing
serialization along with a schema definition workflow example.

[0018] Figure 7B is a block diagram showing a configuration of the AMS for performing key
injection.

[6019] Figure 7C is a block diagram showing a configuration of the AMS for performing

feature activation.

[0020] Figure 8 is a sequence diagram showing an example set of operations for performing .
serialization using the AMS.

[0021] Figure 9 is a sequence diagram showing an example set of operations for performing |
key injection using the AMS.

[0022] Figures 10A to 10B are sequence diagrams showing an example set of operations for

performing feature activation using the AMS.

[0023] Figure 11 is an example screen shot showing a quick status view provided by the AMS
graphical user interface (GUI) shown in Figure 1.

[0024] Figure 12 is an example screen shot showing an appliances view provided by the AMS
GUL

[0025] Figure 13 is an example screen shot showing an appliances view provided by the AMS

GUI with an alert bar showing.

[0026] Figure 14 is an example screen shot showing a main status view provided by the AMS
GUL



[ 0015] Figure 6A is a bl ock diagram showi ng details of one enbodi nent for
the agent APl shown in Figure 1. [0016]Figure 6B is a bl ock diagram show ng
det ai | s oVoana/msatwodi ment for the daehon APl shown in Fipguaa2010/001077
[0017] Figure 7A is a block diagram showi ng a configuration of the AMS for
perform ng serialization along with a schema definition workflow exanple.
[0018] BOTr e 7B Fimreql ip at%ampgg?ram spichprige an detshvisyuprayidestbyche AMS AMVS f or
perforggmg key injection. [0019]Figure 7Cis a block diagram show ng a
configuration of the AVS for performng feature activation. [0020]Figure 8
is a sEnce diFagyrealh ispbRRmg eaﬁe@@éﬁtﬁﬁ@me@mﬁ vigp@rayided hg the dMpEPt or i ng
seri al | agaleLifR Z8h Bgad he AMS. [0021] Figure 9 is a sequence di agram show ng
an exanpl e set of operations for perform ng key injection using the AMB.

[ 0022] B0Ur es 1durol 710 BrEplsseeeibel sHYvEge airks showravifed hy et €Ubist  of
oper at j gSide9boR&lfior M ng feature activation using the AMS.

[0030) Figure 18 is an example screen shot showing a jobs view provided by the AMS GUI in
a details zoom mode.

[0031] Figure 19 is an example screen shot showing a reports view provided by the AMS
GUL

[0032] Figure 20 is an example screen shot showing a generate reports view provided by the
AMS GUIL

[0033] Figure 21 is an example screen shot showing a reports screen provided by the AMS
GUL

[0034] Figure 22 is an example screen shot showing a controller view provided by the AMS
GUL

[0035] Figure 23 is an example screen shot showing a modify controller view provided by the
AMS GUL

[06036] Figure 24 is an example screen shot showing an appliances view provided by the AMS
GUI in a three-line zoom mode. ‘
[0037] Figure 25 is an example screen shot showing an appliances view provided by the AMS
GUl in a one-line zoom mode.

[0038] Figure 26 is an example screen shot showing an appliances view provided by the AMS

GUI in a details zoom mode.

[0039] Figure 27 is an example screen shot showing a ping appliance view provided by the
AMS GUL

[0040] Figure 28 is an example screen shot showing a sync appliance view provided by the
AMS GUL

[0041] Figure 29 is an example screen shot showing a modify appliance view provided by the
AMS GUL

[0042] Figure 30 is an example screen shot showing a deactivate appliance view provided by
the AMS GUI.

[0043] Figure 31 is an example screen shot showing a remove appliance view provided by the
AMS GUL. |
[0044] Figure 32 is an example screen shot showing a products view provided by the AMS

GUI in a three-line zoom mode.



[0023] Figure 11 is an exanple screen shot show ng a quick status view
provi ded by the AMS graphical user interface (GJ) shown in Figure 1.
[ 0024] Fi geoeoidos®1an exanpl e screen $hot showi ng an appCrancen/wiEw
provi ded by the AMS GUI. [0025]Figure 13 is an exanple screen shot show ng
an appliances view provided by the AIM5S GU with an alert bar show ng.
[ 0026] BP4filr e 14 Ficyrea insterrpnple surashotshotinghpwilvg viemprionidet rtisAMSew

prOV| (07<Ta 0 S \VA M [- S/ 1Y/ [ 0027] Figure 15 is an exanple screen shot show ng
an al efts Vi ew |rolr owmggoﬁ by the AMS GUI. [0028]Figure 16 is an exanple

screenl084dt shoWRignty 34 i§ vexamplewereanchetghaivipga piaducvBvQuPvided by thhAMS- | | ne
zoom negﬁg‘a[&%ﬁ%wg%éj‘% 17 is an exanpl e screen shot show ng a jobs view

provi de in a one-line zoom node. [0030]Figure 18 is an
exanpl Lﬂﬂéﬂr een $heote 3Show exgmple sutrs shotsbpvpnou add gradyctiviesy prguiledibly then

AMS GUI.

[0048] Figure 36 is an example screen shot showing a serialization schema view provided by
the AMS GUI in a three-line zoom mode.

[0049] Figure 37 is an example screen shot showing a serialization schema view provided by
the AMS GUI in a one-line zoom mode.

[0050] Figure 38 is an example screen shot showing a serialization schema view provided by

the AMS GUI in a details zoom mode.

[0051] Figure 39 is an example screen shot showing an add schema view provided by the
AMS GUI.

[0052] | Figure 40 is an example screen shot showing a key types view provided by the AMS
GUI in a three-line zoom mode.

[0053] Figure 41 is an example screen shot showing a key types view provided by the AMS
GUI in a one-line zoom mode.

[0054] Figure 42 is an example screen shot showing a key types view provided by the AMS
GUT in a details zoom mode.

[0055] Figure 43 is an example screen shot showing an add key type view provided by the
AMS GUL

10056] Figure 44 is an example screen shot showing a feature control tickets view provided by

the AMS GUI in a three-line zoom mode.
[0057] Figure 45 is an example screen shot showing a feature control tickets view provided by
the AMS GUI in a one-line zoom mode.

[0058] Figure 46 is an example screen shot showing a feature control tickets view provided by
the AMS GUI in a details zoom mode.

[0059] Figure 47 is an example screen shot showing a users view provided by the AMS GUL
[0060] Figure 48 is an example screen shot showing an add users view provided by the AMS
GUIL

[0061] Figure 49 is an example screen shot showing an add users view provided by the AMS

GUI showing one example of an error bar.
[0062] Figure 50 is an example screen shot showing an add users view provided by the AMS
GUI showing another example of an error bar.

[0063] Figure 51 is a block diagram of an AMS in one configuration for utilizing the ACC.



a details zoomnode. Figure 19 is an exanple screen shot showi ng a reports
vi ew provided by the AMS Figure 20 is an exanple screen shot show ng a
gener at e weporitm®3asiew provi ded by theSFigure 21 is an eramgaovmesn shot
showi ng a reports screen provided by the AVE Figure 22 is an exanple screen
shot showi ng a controller view provided by the AVMS Figure 23 is an exanple
screenl086it showRients 8 inplpelydizgsain shomingrfuhes detpt Gfhaidediichgnd AeC Fiqgarie 24 i s
an exaﬁgﬁg ?creen shot showi ng an appliances view provided by the AMS GU
in a thrfee-line zoom node. [0037] Figure 25 is an exanpl e screen shot

showi n§06d appl Faaees ivi bhackyhiaarand shpwing furtieer Al gibiardwarecoppenchis péthe oom node.
[0038] k xpswpl e screen shot showi ng an appliances view

provi dega%&”ﬁgFﬁ}g’ggﬁ In a details zoom node. [0039] Figure 27 is an
exanpl @%@r een $hwte Hionitaig dagpnnbustpipigithareauepiccatjopiraiiong exgclisd iyiibe AVS GUI .

firmware in the ACC in transitioning through various states.

[0067] Figure 55 is flow diagram illustrating a boot sequence executed by the firmware in the
ACC.

10068] Figure 56 is a flow diagram illustrating a state transition sequence executed by the
firmware in the ACC.

[0069] Figures 57a to 57d are flow diagrams illustrating subroutines for the four life cycle

states shown in Figures 54 and 55.

[0070] Figure 58 is flow diagram for a command interpreter executed by firmware in the
ACC.

[0071] Figure 59 is a flow diagram illustrating an error handler routine executed by the
firmware in the ACC.

[0072] Figure 60 is a flow diagram illustrating a hibernation subroutine executed by the
firmware in the ACC.

[0073] Figure 61 is a flow diagram illustrating a single command sequence between the
appliance and the ACC.

[0074] Figure 62 is a flow diagram illustrating an initialization protocol between the backend,
appliance, and ACC.

[0075] Figure 63 is a flow diagram illustrating a key agreement protocol between the

backend, appliance, and ACC.

[0076] Figure 64 is a flow diagram illustrating an authentication with confidential messaging
protocol between the backend, appliance, and ACC.

[0077] Figure 65 is a block diagram illustrating an MMO hash function.

[0078] Figures 66a to 66f are flow diagrams illustrating a sequence of operations performed
in a feature activation routine for virtual inventory.

DETAILED DESCRIPTION OF THE DRAWINGS

[0079] A problem with traditional approaches to feature programming is that they need to be
done in a trusted environment, can be costly to make changes, and typically cannot be readily undone;
[0080] Also, it has been recognized that counterfeit or discarded chips are being treated as
new products with no way of differentiating between legitimate and illegitimate parts. In some cases,
defective chips designated to be destroyed are somehow being recycled back into the production line, ‘;

while good devices are siphoned off and replaced by cheap competitor or non-compatible chips. Asa



[ 0040] Figure 28 is an exanple screen shot showi ng a sync appliance view
provided by the AMS GUI. [0041]Figure 29 is an exanple screen shot show ng
a nodi fy wppbiiznee®ivi ew provi ded by téhe AVS GUI . [ 0042] PCoura2oB3do1w7an
exanpl e screen shot showi ng a deactivate appliance view provided by the AVS

GUI. [0043]Figure 31 is an exanple screen shot showi ng a renove appliance
vi ew presili, didpl véngdons faes bagiBnige o, se¢ ol hlapd baimgedipedivdilg the g np Merrangy een shot

showi ng, ., quge% SnoHiGlY CR%% i AR ol ﬂﬁig?’é@ﬁé@tjépeki@icﬁiohhr ee-line zoom node.

[ 00451Figure 33 I's an exanple screen sh ow ng a products view provided
by thel08®#8 GUI iAmotheromeblén pdses when qeptidering 0o 46]lifrgfipnef goptdnspraisciionanpl e
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zoom node. [0047]Figure 35 Is an exanpl e screen shot show ng an a pr oduct

Vi ew psdeheaeuy thapjgnique per device key data be programmed into each device somewhere in the
manufacturing process. As a licensee of these content protection schemes, semiconductor
manufacturers become liable for the content protection key data and need to protect that data as it is
distributed throughout their untrusted manufacturing operation.
[0082] As semiconductor manufacturers begin to leverage the distributed manufacturing
model, they lose direct control of proprietary device and manufacturing data to the distributed
manufacturing operation. In addition to content protection key data, other outbound forms of
proprietary data, like feature provisioning commands, software/firmware instruction/machine code,
and device personalization data must be distributed and stored throughout the untrusted
manufacturing operation. Proprietary manufacturing data also needs to be stored at and collected from
the untrusted distributed manufacturing operation by the semiconductor company. The inbound
proprietary manufacturing data could exist as test reports/programs, process data and yield
management data.
[0083] Opportunities to increase the bottom line in a given manufacturing process may exist
by obtaining competitive advantages through the secure management of digital assets. In the
following, a system is described that provides a solution framework that may be used to reduce the
above-noted wastes and obtain competitive advantages in various applications. The system to be
described comprises several software and hardware components that are deployed and integrated intb
the manufacturing process across multiple physical locations. In this way, a manufacturing platform

is created that can provide a comprehensive infrastructure solution.
Asset Management System (AMS)

[0084] The manufacturing platform noted above may be referred to herein as an asset
management system (AMS) and will be denoted by numeral 10 as shown in Figure 1. The AMS 10 “‘
is a customizable solution that can be adapted to accommodate various services. For example, as
discussed below, the AMS 10 can be configured to perform one or more of serialization, key
injection, and feature activation by controlling the provision of corresponding assets. An asset may °
therefore refer to any digital data that is to be added, applied to, associated with, or otherwise bound
to a device 14. A device 14 can be any component or item that is capable of vtilizing such assets. For
example, a device 14 may represent a chip, circuit board, electronic consumer device, computer,
processor, memory, etc. The AMS 10 creates a control channel 4 to control the provision or injection
of an asset into a device 14, and an audit channel 6 to enforce the collection of logging data to track

the distribution and use of the assets. The components of the AMS 10 which will be described below



AVS GQUI. [0048] Figure 36 is an exanpl e screen shot show ng a serialization
schema view provided by the AIMS GUI in a three-1ine zoom node.

[ 0049] Fi gmoeoBM08®1an exanpl e screen ghot show ng a ser ipaticaaviomo1wechena
view provided by the AMS GJI in a one-line zoom node. [O00501Figure 38 is an
exanpl e screen shot showing a serialization schema view provided b the ANVS
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showi ng.an oaftheit h@ﬂ@Aquweggb@éya@eﬂpm 1 Rgnapl MR Ghbbror s&QQ@@lnEﬁL@é&ﬁﬁm 0 is an
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100541Fi gure 42 is an exanpl e screen shot show n types vi ew provided
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S hot s Bﬁé%tﬂﬂs Qtr&nﬁglgbzh EXatiohPEhY Lo ik QY e ni¥iniche remotely over the Internet or
other network (not shown) to control one or more secondary or remote servers, herein referred to as
appliances 18. The appliances 18 can be sitnated at different manufacturing, testing or distribution
sites. The controller 22 and appliances 18 comprise hardware security modules (HSMs) 19 to
perform sensitive and high trust computations, store sensitive information such as private keys,
perform other cryptographic operations, and establish secure connections between components. The
HSMs 19 are used to create secure end-points between the controller 22 and the appliance 18 and
between the appliance 18 and the secure point of trust in the asset control core (ACC) 12 embedded in
a device 14. The HSM 19 can be a standard off-the-shelf component that provides the ability to add a
functional module (FM) 11 comprising source code to perform additional secure operations. For
example, as will be explained further below, the AMS 10 enables the metering of credits for assets
that are consumed and the HSM 19 when utilizing the FM 11 allows such metering to be performed
securely within the secure boundary created by the HSM 19. The use of the FM 11 provides greater
flexibility in which operations can be performed in a trusted and secure manner, e.g. in addition to
encryption and signing. The FM 11 also provides greater flexibility in which protocols can be
utilized, e.g. the ECMQV protocol used to communicate with the ACC 12 (discussed later).
10086] The controller 22 also provides a graphical user interface (GUI) 8 to enable
administrators, operators, and other users to interface with the controller 22, the appliances 18, and the
wider AMS 10. The appliance 18 communicates with one or more agents 20, wherein each agent 20
is integrated into a test script or other production routine using an agent application programming
interface (API) 21 and in some embodiments a daemon API 23 that places the agent’s role in a
separate process outside of the tester 16 and its application (see Figure 6B discussed later). The test
script or production routine is typically a custom application that is loaded onto a tester 16 on a
manufacturing line. It will be appreciated that the term “tester” may represent any manufacturing or
production equipment that is used to inject or otherwise provide an electronic asset to a device 14.
Typically, an appliance 18 is located at a production site which may be in the same physical location
as the tester 16 or may instead be remote thereto and connected over a LAN, WAN or other network
(not shown). As illustrated in Figure 1, the appliance 18 can be deployed in a redundant architecture
(i.e. with additional appliance 18”) to ensure that if the primary or master appliance 18 malfunctions
or goes offline, the additional appliance 18’ is provisioned to take over and minimize production

downtime. In some embodiments, the AMS 10 may utilize an ACC 12 embedded on the device 14



AVS GUI. [0056] Figure 44 is an exanple screen shot show ng a feature
control tickets view provided by the AIMS GUI in a three-line zoom node.

[ 0057] Fi gmoeotimos®ian exanpl e screen $hot showi ng a featraraazonioooi77ti ckets
view provided by the AMS GJI in a one-line zoom node. [0058]Figure 46 is an
exanmpl e screen shot show ng a feature control tickets view provided by the
AVS GUIfor establishing apduee copawn iRss beraemdhepglivnee Krandghedsvies dmplirenghdhesgent shot
showi ngpa users view provided by the AMS GUI. [0060] Figure 48 is an exanple
screen shot showi ng an add users view provided by the AMS GUI. [0061] Fi gure
49 is dA0&kanpl eUsies beAMhHL 2 sysionl vfdackmy aguisigsiag santeeypasd 6ud céretmsy the AMVS
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to produce high margin devices. Such revenue loss reduction in the manufacturing and distribution
processes can be accomplished by: using the AMS 10 to help prevent unauthorized activation of
features in semiconductors and other electronic devices 14, reducing over-production, reducing
inventory and supply chain costs, enabling strong built-in revenue and brand protection measures, and
opening new opportunities to profit from after-market revenue potential.

[0088] Figure 2 illustrates how the controller 22, appliance 18, agent 20, and ACC 12 can be
used to define, distribute, and apply an asset to a device 14 as well as collect log reports at various
stages for auditing purposes. At the controller 22, the manufacturer (or owner of the asset to be
provided) defines the product, namely the object utilizing a particular type of service being provided
such as serialization, key injection, feature activation, etc. The controller 22 also defines the asset
type which corresponds to the product and service being applied to the product. By having separate
definitions for the assets and the products, a unique product name can enable multiple assets of
different types to be delivered together in some embodiments. For example, a key can be delivered
with a set of features to be activated or a key and a serial number can be delivered and injected at the
same time. This saves time and bandwidth as the two assets would utilize the same instance of the :
control channel 4 to optimize delivery on a product-by-product basis.

[0089] A number of assets are generated, acquired or otherwise imported by the controller 22
and the assets are bound to the product which creates an association between the asset and product
such that application of the service injects or adds the asset to the product and ultimately one or more
devices 14 being produced for that product. The product is then bound to an appliance 18. The
product can also be bound to more than one appliance 18 such that the AMS 10 can be configured to
distribute assets of the product across the appliances 18. If the same type of device 14 is being
produced at different facilities, different products can be created, one for each location. For example,
a device 14 may be produced in several geographical locations, each having an appliance 18 at a
different production facility. A product may then be created for each facility and bound to the
corresponding appliance 18. It may be noted that an appliance 18 can service more than one agent 20
at more than one tester 16 and thus more than one product can be defined for the same appliance 18.
[0090] The controller 22 then provides the products and corresponding assets to the appliance
18, and these assets are stored and the products thus provisioned at the appliance 18. The controller

22 meanwhile logs the event of sending the products and the assets and waits for an acknowledgement



[ 00641Fi gure 52 is a bl ock diagram showi ng further detail of the device and
ACC shown in Figure 51. [00651Figure 53 is a block diagram show ng further
detai |l ofwbapdvemsm®iconponents of the ACC shown in Fi gur @esTEA2010h0527

[0066] Figure 54 is a state diagramillustrating the sequence of operations
executed by the firmvare in the ACCin transitioning through various

st at es.fronpbe Zpitipgparl 8 oERcsessipl| reaging prslptaazgeiof tha stsetat Theppalianedid s egpiiemee
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illustrating a state transition sequence execu firmvare in the
ACC. [ (oBBftRingn diskibatioy stage.5The agend 29 thyguediestirassgts that it mquﬁ ttnerfgrsthisstagei nes
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is flowd |agram or a command interpreter executed y firmmvare in the

[ 0071] Rillgeatien gfgissets taa prgcplatiagyt &Qrﬁang thys 2 patiquiy tester Ky dbe aseptrrethen out i ne

execut %qovl?dédtt(bfﬁe faée'hw Me 'a§En¥ f@m%n begin a loop that includes applying an asset and
logging this event for each device 14 that it operates on. It can be seen that when an ACC 12 is used,
an exchange with the ACC 12 is performed, details of which are provided below. At some point, e.g.
upon hitting a log threshold, the agent 20 provides a set of agent logs to the appliance 18, and the
appliance 18 stores the logs. In other embodiments, the appliance 18 may request logs from the agent
20. The controller 22 at some later point (e.g. during a synchronization operation) then requests logs
for products associated with the appliance 18, and the appliance logs and agent logs, both stored by
the appliance 18 are provided to the controller 22. The controller 22 may then store the logs and
make them available for auditing and other post-processing or analyses of the data contained therein.
By controlling the distribution in one direction and enforcing the logging of events and collection of
same in the other direction, the AMS 10 is able to provide control over the manufacturing process.
[0091] As discussed above, the AMS 10 can be configured to provide various services such as
serialization, key injection, and feature activation. These services can be implemented using the
control and auditing channels exemplified in general in Figure 2. In order to configure the
components of the AMS 10 for these various services, the controller 22, appliance 18, agent 20, and
ACC 12 should have certain capabilities. Further detail of these components will now be described,
making reference to Figures 3 to 6.
[0092] The controller 22 is shown in greater detail in Figure 3. The controller 22 can be
implemented as a security hardened, rack-mounted system which can be accessed through a web
interface from a standard web browser 100, 100°. As seen in Figure 3, the controller 22 includes the
GUI 8 which can be accessed by a web browser 100 at the controller 22 or remotely 100°. The GUI 8
sits on top of a web server 104 that utilizes a controller daemon 106 to communicate securely
(denoted by S) with the appliance(s) 18 and typically without security (denoted by U) with the
database 110. A reporting tool 108 can also securely access a relational database 110 to obtain
logging and other data for the purpose of generating reports. Service requests from the reporting tool
108 or any similar application can be made to access data in the database 110. A database schema is
utilized for efficient storage of logs, efficient storage of data as required by service modules, and for,
efficient lookups of data as required by the service modules. Custom log data from all services
modules can be exported from the database 110. Before an appliance 18 is deleted, the controller 22
should synchronize with the appliance 18 to ensure that all logs have been collected. The controller

22 in this example also supports a command line interface (CLI) utility 102 that operates with the



[0072] Figure 60 is a flow diagramillustrating a hibernation subroutine
executed by the firmvare in the ACC. [0073]Figure 61 is a flow diagram

i Il ustratwogos/®sngl e command sequencédObet ween t he appl iPamaA2arwhotdre ACC.
[0074]Figure 62 is a flow diagramillustrating an initialization protocol
bet ween the backend, appliance, and ACC. [0075]Figure 63 is a flow diagram
i |1 ust repnirplipr dadey 186 Berddmtibly d0ddbitilipet, thonld provedelsansiles fuctiampliy pafiee, and
ACC. [0@gpgFigure 64 is a flow diagramillustrating an authentication with
confidential nessaging protocol between the backend, appliance, and ACC.

[ 0077] Fi08%e 65 iThe epnlyblrrR2 dynabponiassiapplisseas a8 avigmaticalDspradied fiom attéronds

[ 0078] Fﬂogllrgicg gurrgﬁﬁ’[ z;ng s&@ifce-?e;lﬁedfésé?:w aqai AUH eckf*eh %&{nﬂ:ltn{ uﬂts,sxeeq{‘l’xg Q&x‘%roﬂér

oper ati1ons P ornmed 1n a eature a(_:t I vatl on rout_l ne for virtual 1 nvent ory.
DETAI LEE ®ESeRh#TheRpEmee HEhaDaWsRISE 1feeity 70Ppkrait asbiterdedy 4 ead oaldtisyricomrall
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environnent, can be costly to make change [ ypi cal 'y cannot be readily
undone, oHeCUBOT3A atsg be psed fiasen apphiance cofigiation sehmes, eulintreri¢veilegs diomghs car ded

chi ps a‘c{p%ligﬁi: ngadiRahed il¥igure 2. This enables the AMS 10 to support high speed manufacturing
at each production site without interruption if connections are temporarily lost. The controller 22 can
also issue alerts to specified e-mail addresses to inform operators of conditions that could stop
production, ideally before those conditions result. The controller 22 issues an alert under several
circumstances, such as: when the controller 22 is unable to contact an appliance 18, if there are any
errors when the controller 22 sends data to an appliance 18 (and vice versa), when a synchronization
operation has failed, when the number of assets in an appliance 18 reaches a specified warning level,
when the free disk space on an appliance 18 reaches a minimum, and when an appliance 18 has
blocked a connection from an agent 20 - because the agent IP address is not in the list managed by the
appliance 18. The management of these alerts can be performed through the GUI 8, described in
more detail below.
[0094] The controller 22 is also used to monitor all jobs running in the AMS 10, such as
synchronization operations and other long running tasks, the status of which can be monitored and
their progress logged. Job information can be made available in the GUI 8. The controller 22 also.
enables operators to add and remove user roles. User roles can be assigned different levels of
permission to access each of the components of the AMS 10. The logs generated by the AMS 10 are
stored in the relational database 110. ‘
[0095] The controller 22 in this example runs on server hardware, e.g. a Dell 2950
PowerEdge 2U rack mount server using a 2 x Intel Xeon quad core 5300 processor @ 3GHz. The
controller 22 can also use a 110/220 V 750 W redundant power module, a DVD ROM, dual gigabit
NICs, and a PCle riser. The controller 22 requires initial provisioning, e.g. by an export PKCS10
request for HSM and SSL certificates, signing the certificates by a device certification authority (CA),
and importing the SSL and HSM certificates into the HSM 19. It can be appreciated that any identity
certificates unique to each HSM 19 can also be used. The controller 22 should enable general settiﬁgs
to be configured, such as name and SMTP settings for email alerts. Support for multiple user |
accounts should be provided and a per-user permissions matrix can be used to allow access to varioﬁs
parts of the AMS 10 to be granted or denied. In this way, different user roles can be defined and
different permissions given to each user role on a per module basis. The permissions matrix should'

be configurable such that a customer can define such permissions and define the number of user roles



new products with no way of differentiating between legitimte and
illegitimate parts. In sone cases, defective chips designated to be
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distribution sites. The controller 22 and appliances 18 conpri se hardware
security nmodules (HSMs) 19 to perform sensitive and high trust
conputations, store sensitive information such as private keys, perform

ot her cryptographic operations, and establish secure connections between
conponents. The HSMs 19 are used to create secure end-points between the
controller 22 and the appllance 18 and betmeen the appllance 18 and the
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[ 0086] The controller 22 also provides a graphical user interface (GQJ) 8 to
enabl e adm ni strators, operators, and other users to interface wth the
cont rol | ewo2B11/d0m1appl i ances 18, andlhe wi der AVMS 10. PThacAzppldoarice 18
conmuni cates with one or nore agents 20, wherein each agent 20 is

integrated into a test script or other groduction routine usi;&ﬁan agent
appl i cdbs SRt gt aFfvicrgrnla thepingaliabpyld il warl wiep beprplisnes dBlistesbled-a daenon
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tester 16 and its application (see Figure 6B discussed later). The test
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| oaded jQntana rﬂa? Pbhtialid step the iR itEd@GHoU ik A8 xlnhlﬂﬁle eJntau\MdJnlessbsecaaB@tp%ah@é ed-
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shown) .exfAfind hdrdidré ated in Figure 1, the appliance 18 can be deployed in a
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par t i culigrbYigplocyons B prpEanse ! hepryss o fePre pacHts 3% aad pRpARRcsRls @R, key

i nj ect i QRumubRatk WrSughGhd ¥3hdrRuenR0 with B ACONDL! Rhi! CEfrMESB-aJf fa.'n&es the
asset type which corresponds to the groduct and service belng applied to

t he prc@uEnicgens sheridde sty atasiarp Avk FomectippProteriedaad mpgalling t he

pr oductmthemicdfell ANR iHREP L NBNE aC AHPSRENE & Aabdrk P Gre ?e%éﬁt;&m%uﬁﬂyftéger ent
types to be delivered together in sone enbodinents. For exanple, a key can

be del i YBgiethesgiag atg callseted by the sprirolier %Zothaearaéatvwatt@ddaabasa lbgndganbe seri al

nunber \G@aibdhethd USRS ABH al Bk@Sd-8thied! the sanme time. This saves tinme and
bandmndth as the two assets would utilize the sane i nstance of the control

channel '®%b opt Wiryenereraplizneg 1Bt 2ddgditota MHIL Briviage eifdiag ptate. Trogo] A

nunber BhliASS B S tdh SctIBRE A &H to RGP, IBle A 2pRlilRE Y8 SactvEPP&liER LYo bdhe
controller 22 and the assets are bound to the product which creates an

associ avIdFPnizet hefers it 9ae begdnupduging spiviseru dtguss dhilipsistes s yprieuastasholdhe t he
servi ceppmingsis or adds the asset to the product and ultimately one or nore
devi ces 14 being_ produced for that product. The product is then bound to an

appl i anl@®102B " Thiheprpbanes 155 ra Aidapvapsdhi i St“@‘l%’ffﬂée eenialies e aedpll ighce 18
such t hakt dopudibas WU eﬁ@plba Q¥ ah GV G t"ﬂxe@bl?ﬂaﬁéebl%th%s 2388l e BEM RApuPT 0duct
across the appliances 18. If the sane t device 14 is being produced
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| ocations, each having an appliance 18 at a different production facility.
A product may then be created for each facility and bound to the
correspondi ng appliance 18. It nmay be noted that an appliance 18 can
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t han one product can be defined for the sanme appliance 18. [0090] The
controller 22 then provides the products and correspondi ng assets to the
appllance 18 and these assets are stored and the products thus prOV|s|oned
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i npl enented as a security hardened, rack-nmounted system which can be
accessed through a web interface froma standard web browser 100, 100'. As
seen i n Avouna/@320the controller 22 ihgl udes the GU 8 whiraa2esvobE?
accessed by a web browser 100 at the controller 22 or renotely 100'. The
QU 8 sits on top of a web server 104 that utilizes a controller daenon 106
to comiehindaeraniighapiabiline bt aprbgnesy 18yl #1in e Frduagspl nagiea(dyivae baaglive

typi cald mevxgédil oy tna§ Skbdt %yel&a%et ﬁskh Bpidhceir § N 8t i}@c&ﬁ@@r@@&ﬁhé dhroffer 22

reporting tool 108 can also securely access a relatjonal database 110 to
obt ai n SERAGFIHgIt 819y be peted thetdherprtor shpuldrasypdiat both apeliaaeest Bnlp” hassiniler

Ser Vi Ceoh@AMRDhSnfidrATLE R€etd. GRGF HePPint OO)iewl OB aficith lenﬁﬁgrfbdc%a@%bl'd%t on can
be made to access data in the database 110. A database schema is utilized
for ef foortidd 2ot 2giase 13 dgsxamnle.iver eaonbt orage herthraaghautd theagiifaed by
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the GU 8. [0093] The control ler 22 synchroni zes appliances 18 autonatically
at speciPheredalipble keht Bp baps-eereraekia the Mt Hyfor wssyn %lé pPrRAlgRser/EGaprecdsset s

are at ¢dghini@REGIVilhQR: WX M ARBMRLERg bus®m daPeng aldb@lshRld 42 wRNSUr es t hat
t he appllance 18 has the assets it neeJ% to operate as_ intended. A read

only systEcisfbaRashghiopmpast B peréamense gfibe gpriianced A isrinfgiaptionayah te ieenh 3t

t oppi NOTHERPARYCLIS RIS serV it répdieeFRNihg brtRNeoN @hdiht @Ekn&20 udihshebe used to
send appllance configuration settln s, and to retrieve Io% romthe
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connections are_tenp orarlléglost The control |l er can al so issue alerts

to spechrpdsd bthisaray: heyepngelsg? fS&IYeﬁ%mﬁa&p@%@ Hidsagirage RA it §sHS SeRELe coul d

stop prefueticaiina fof@alahiibdbe arBolihBssigmadbd d éfﬁél@nt gﬁﬁgé b logsh®@r s@iBiLAOl | er 22
i ssues an alert under several circunstances : when the controller

22 is ufiipgce! fye agRtulet byrarigphiendsrdeodplss, ap f‘fqr ﬁ%‘wﬂfdwuamf déﬁaraareguWém t he
cont r ol heterlde m&RAGs. data to an appliance 18 (and vice versa), when a
synchroni zation operation has failed, when the nunber of assets in an

appl i anll@1%B r eadhisons SHek ‘é@@%&r%?‘iﬁéoﬁt‘@"%f%llbraﬁméﬂd%aﬁ]éageflb@ i¥i sk space on

an applihRpeRd iffo 58AANESBmBI e PBgrad 6 sWiRMN ARoRRPHHcANHEhat & 1hASd Bliogked a
connection froman agent 20 - because the agent I address is not in the

li st nmefRsyea @sprpnisr %fwﬁgvraﬁh@ée%w deviees ddrpadspauiasturing bnce Wiess apglicahls, pe
per f or nigladehit UG uRRat W itBan AGS ¢ bibe@ i ATATDr e wWih adnfighed R\Wilitd894dhe

controller 22 is also used to nonitor all jobs running in the AMS 10, such

as synchPIi PapgeanARird makeoisauess ér gtspis fo aptiRgersudans epnd dagk of vspdyassegy backis of
whi ch capulea ik 591 86hnadidnt Beldbitibk RARESESnd AYGEdne AV 10RIPOABHME R R be
nmade available in the GU 8. The controller 22 also enables operators to
add andieFBABOEI s Which spapas a peparptepricess. ragslnihe dpsmpr b dhafifefricgrsentets v s of

perm ssing @r&vﬂies’ﬁ@s@@§§> af apgliafte 18NBNLHIRGNE BE the FbrkibBRg AbdviBy B tesid @pp1R 8N
generated by the AMS 10 are stored in the re]lational database 110.

[ 0095] THé & i) Hlastaispa PonfigpRdondREiip peent Ailigne Sepgef ARLY ldvide agenbARl o

Del | 2950.Bavwae Eéa RddiibaCiba, YoM e QR RterUB] tBQon"hegt tXad @&,ﬁa{me@p R QHREk core
5300 processor The controller 22 can al so use 110/ 220 V 750 W

r edundaiitet BReP r%ﬂ dpgs to the gpRRIReNS- Hean be@f*‘g‘éﬁt thepeng AP h?ﬂdls iteseaied rjser. The

cont r ol diREu2iR theaok! drs phiSatioR it § dadbvhilh QNéssdoﬁl@leleont%l Gver M ad RERQEetsRRERLO
request for HSM and SSL certificates nlng the certificates gxgﬂ devi ce
c

certifi¥atisiErsdbyiweanihe tetes) 6 anghe ?RPE)‘B‘?% Prg/At tren mdiiguas o -Hkanviss at es
into t hehdifal¥h hSet data faagd &2 03RRK sﬁe bﬁilﬁﬁlcetlhaés vl ¥s Ao debesCiOb! Thd £zaktes

uni que to each HSM 19 can al so _be used. The controller 22 should enabl e
gener al ARl afsA §Eovidss Heasseh Frapgghi e do thgaeﬂﬂlaa%e 18 2pd PraKidessranestetleg reRes ¥4r emmi |
alerts. Support for nultiple user accounts should be provided and a
per-user perm ssions matrix can be used to allow access to various parts of
the AMS 10 to be granted or denied. In this way, different user roles can
be defined and different perm ssions given to each user role on a per
nodul e basis. The perm ssions nmatrix should be configurable such that a
cust oner can define such perm ssions and define the nunber of user roles
to differentiate between users. The controller 22 enables and di sabl es
serV|ce nDduIes to enable dlfferent serV|ce products to be deflned e.qg.

-, = r a




creates a nultithreaded design which allows each appliance 18 to be

servi ced i ndependently of the others. In addition, jobs on each appliance
18 may alwo 2ba/qoexofior ned concurrently ldnd i ndependent | y pofri/aarelomivisrs. Thi s
allows multiple U requests to be handl ed by separate threads as well as

mul tiple appliance 18 connections to be handl ed by separate threads such
t hat coWﬁﬂ%ﬁ cat i dHMIEIYWVON EigaretaB; (e deparonedtl 24 cagy hepseddiasiendof haegashARl 21h

anot her ot ysad rApsRARItRIf REnR R AR hSBOAL Qﬂsw/ﬁmlg&e 6B, hﬁ‘e Heabd Rppz*lkeac h

appliance 18 is al so nonitored, including the free and used hard d

space, W’é%g%f?fﬁmt?%eﬁé?ﬂi‘tcﬁﬂonﬂé@ forgngfe iporremnmaicefasith a cenagsérseness 1 th&e t he

HSM 19, dlabebs, itk ad aslaf SlteriRMHN HeGREA BB 1eM dpPlidaiéh CI@DLALhL Blplidree 18RS
date/tine of | ast communication with each agent 20. The controller 22

provi de¥anpeiieify ithapgs 8f apset Efderkogeie 2RdoguspRts) 2Yanwtrequsstst frb 2plei ances 18,
whi ch uggsestsN 86 SRR WS SOAPIUN ipeALde9 B Sinfp RARES cOEH WBER LBt hAlder 22 and
the appliance 18. A time synchronization utility is also provided to

synchr offieman £5 s birkesetie PEISETSi Anshowngn figts 6Bhibe eamop AP &t prepidesnensur e t hat

t he Sysﬁlﬁ:’?ﬁa@éﬁ%tﬁ@ésttabﬁlch@w t6hR c@)ﬂuﬂ Q@etscé%%eglg}el r@édea%n 1@%%'&1@”%9% 18 are
specified in UTC and are sang. 0981The control ler 22 oul d al so

provi deit# g5predduring Oﬂ?té}&tﬂ“é obgsph ¥e§n (? b dapgiop AR Swps/ihe peparatyglaeman 2500

ApprOprh@meu\@mAm oMl FRYsE bIGHiINR: &@é@s Ha pmvﬁyﬁgdsgre §ll2§|fbtﬁ9 action may
interfere or even stop a manufacturing |ine. di sa appl i ances 18

shoul d whﬁnCﬁ&%tOsaéP\%ﬂ& trig 2PRlipatiop d Mty hsiing fo %Staqﬂmw@s@ﬁﬁwbé aPH‘ﬁ@cepiigng utility
shoul d &irinkhen@iks YRERs, 1S sARMY NGk cﬂa@mb§2idéa§§@fu@s@ batdiidh St fs46RCk b Qfﬂ@l ity

al lows an operator to control their manufacturers t hrough t he appliances 18

in the Bingibe iaiARfbrAar delyengseetenshsy pedeeadsd t¢ @ﬁ@é‘iﬂraw ta@tlglbthe fastpan PEH.

E-mai | 2d @ch hataidfe Q@E‘_}@raaélﬁglett@thg tea@r 1650iRa: HabAL t%ﬁn&%% BlidnYe B Op t he
manufacturing line and nultiple e-nmail addresses can be speci fpl ed so that

al | i nt Bythis pay thefest é?ﬁl‘é‘tttoédl oy Regdsctg pptestaceend;thyscgmmynigate with the dpearon 2

shoul d APEB fBEotbhiRg hiPastd hRITBE prE@linY 1tARG dAR QWAL ¥ Heh bEISIed Tntb AR %oﬂf
itself. In the event of hardware failure or other disasters, it should be

possi bl & 115338505 onfike deRet o)1 Ehe dompn Bhmaingie Rt sache Ga F‘@Wahﬂ@h%?r to

exi sti ngr ala@fsdw@h@seqde@p&aﬂfﬁﬁmt&hyﬁ%%% n&éae@ﬁm 4 RP G&‘ch@ PIX WRGR lod Bed Udi Ng
HSM code, as wel| as | ocal gra es of controller software, including HSM

code ar &8Auipyt @h‘éfﬂeét&l’b‘i?a‘t’?ﬁ’e“ b At teDt are pompetedr febeuginized mdhe loprepertddes a

l'i st of TRORBhol RPEDdhg 8ISERavE B desSHBNGER gdrl At sﬁ§y§teﬁi|( d7 E&‘)ﬁ%ﬁ}@@ﬁft to each
appliance 18, and enabl es service requests fromth and the CLI

uti | i t yidepsndepBmpdementineand recisirsios fefglf&erféatlameé’aﬂ’rpiﬁsﬁééfﬂh ths deesepr?dabit pairs

as shownisivwhyFiseid cén itnple@fent tBdit &Wrﬁre%&&%ahg&%n@ﬂ%rgc@%sl(in{h:'fhelrM BirdcBoundant
appl i ances 8, 18 each_ appliance can iven a simlar quantity

of assebakagesipionsidien dteich avrincrerl arke logn Fthemd&@saSSOFr?éertéﬁ@rC@ess by naspeewith
appl i anggarﬁ@m}@fdd&t tong. agent 20 can still obtain assets fromthe other
appliance 18" w thout risk of having overl a%il ng assets, in particular
wher e atl8M6d  msthpiseghihgdeemoppre a&b%emaﬁé& B SEPRILI G IgFaseB prevides several

secur i t yvhasdensdhavinaie dﬁ@x&l&{ B NI BachEHE LHRECHRE twith e %C@P@m@l e
configuration for an appliance 18 is shown in Figure 4A. e appliance 18

conpr i s&¥ 2gpiicang §1ahdass pefertsio 1epoatedly reginst 4w serripndnsRMiRatieg Wheh Bet ween

t he congdtRhlligh tegtzng%ﬁ@r&nh@ntag’ﬁm thé Qadnfon2b Q¥ €l Biz8th$REisEo CARTIURYWERAdyON
channel, and an apgqﬁsance rel ati onal database 114 for storing | ogs and

ot her d&Fes it peregindbs asess prcht bife Forgsigmplsrilew thrgsheldnwhen oreseedicaricayse the t est

| ocat i Offacmbh D thudiikd e E@Mﬁ@tl Y &paratd ?%%ﬂm el AR of REet&¥n meggﬂﬁkéeqﬁ or
di stributjon_ |ocation. | i ance 18 serves one or nore agents 20, and

appl i anWE%"“i@‘er’,’BﬂPgélﬁﬁfﬁ%‘ﬁg E‘%&’P “’f%“él‘f@ﬂe eREnRe thdorearddlsassetsabatystihhasn ACC 12,

i f usedals6aitiak 8bdn g6 imb BrabRdn ARG Sle SRETHD 'pﬁﬁidk:&’ﬂy‘ithé Qﬁ%&eh@ dREAY i Sihe Rst0-
using an SSL connection, protected and nutual éraut henti cated. All 1ssues

of assetrPliaiigh . igpprmRicothen sendige a hatghyefey o thereare lefioven agets an he tastyi t y

| ogs. Vﬂ}@ﬂca{nb@$ﬁia'v@g§n@é’rﬁmﬁ@§ lired ﬁs%t@éénﬁ)gﬁ)si%@{eglgla&gé wiRd offiRMesti€ saved in
t he database 114 and can be viewed in the GUI's reports view as di scussed

| at er. OB RIS 2s8 thedMIpIToukichs Wagtineesseidad oreprimeee sfitiestepuld lpsei s i n an
of f - I'i neRv&abehavd d@bapPihk 35 e &phratideRIdaRHbA YOk &H tHeResPiPREatibP 1 188 ayised.
Once an appliance 18 is active, |t still needs to be synchronized before it
can begi n producing services. Figure 4B illustrates the various states of

t he appliance 18. [00102] The appliance 18 can run on hardware that is
simlar to the controller 22 and all high trust conputations wll take

pl ace inside an HSM 19. The appliance 18 has at | east one HSM 19 but in
sone enbodi ments may support nore to inprove perfornmance of cryptographic
operations such as ECMQV (use of ECMQV discussed | ater). Appliances 18



to mnimze test tine. Protocol optimzations should therefore be nade
wher e possi bl e. For exanple, epheneral public keys can be pre-generated in
t he HSMs WO 2bowoos®e i n t he appl i ancelACC protocol . Conmeoircaimvieionit h t he
controller 22 for conveying customdata and | og data should al so be
efficient so_ as not to inpact the performance of the appliance 18 in its

i nt er SBPYHHSigH¢ ﬁBat%etua@eﬁﬁu%S @ e 4panan cad the agsshrashed S wpwid sevivequest s
from ttﬂ@teﬁ%?ﬁlfc%clnelrl 6B AndaRNE bR&cBIRNIdDe AAstE viltbut NenaARib tRBRL AN 112 and
uses nultiple threads to allow controllers 22 and agents 20 to be servi ced
i ndepdrfdferir pspeis fmag Jum bpmpked psivasied ifdbgsempr 2 adhuts dawe gt a o8 regprt o bean

oper at2ndrhePHdbhRbd hhpiatct | Plo@ndué @adSHovhiubfitss WAYf e Afpieant rol I er 22
is given a separate thread and each agent 20 is given a separate t hr ead.

Sc henepefis. phaediigd haskdeths sustamesdp athﬁree@eémjﬂede%ﬁr fefy @ EPydeor age of

| ogs, fQhtaabd fofih Abxt HsRhAE tRftesd AlpRcaon | Ui red by various service nodul es,
and for efficient |ookups of data as required by the service npdul es.

[ 0010498481 agentBe dagmor ABI G2 bepsgd facrepte standalghe apglication asheweid Fighee each

agent @ol3n higd ROUHeGELd WHh AheQbst WhrltiBatRn G Y6t iR BBEr SntloBfen! B &BINGE ABCT I P, a
custom application that is | oaded onto a tester 16 (a conputer configured

t o t esthoylfge uied feaifoashe managemenhefihd aseatsand Hig log wsportsiBa pehaisHrPRISHI®, t he
agent 2Q, CORIMBINGRABS23Wak Be &BatGhr citdht O seeSRbde. A LerbfmoddMi@BnfaM o tBur ed to
utilize the a?ent APl 21, the agent APl 21 makes requests for assets to
appl | aappbianca 88 andgutommiically manages e Egricxal s psseth arddhe Wﬁ@)‘ﬁ@ﬁf log pertrrlé2 gy

conne Célfeﬁmnodle Mit @&Qécrts‘ t84n Sl%aa}hﬁmﬁgg rvefRbdPdeembi Sopiaion &r %W%Eé@antd he use of
t he daenon A 3, which spawns a separate process, nanely the daenon 25,
that rlessy ﬂé*wwma@sfétesanfaw@m?oéﬁ ehere dvidgemon A8 asqs s g omsgspiel medeslenmdingeduci ng
SOme Of, Jiehe PO dot ARIHPINAINE oPMe HMOBQg tlse‘flreﬁ%%ﬁn‘ﬁ%t QR ddedfon AP 93I5ELs 6A
illustrates a configuration for the agent util1zing the agent APl 21.

The agiexitbagegd|copfizuggtivn disectirrs ferdhg mangganeabeli S prodects (op#metngndliet Hideteest er

16, t OdIFeQNéQ €in ﬂeQGd%QroﬁpQﬁl'e BPEEM R molyOut ESGhFile @Mk, 8RS @(;n%tr{u@i% dietlve$ urn | ogs
to the appliance . can be seen'that the agent 21 is integrated

di r ect ingludenone l@empesvrodagfmr ¢fdest Aarrodueerrofilpmenidinsghe/ easnecd thsl A e Podvrttel  over
how ang,,Wh&p, 8s&Ghiss ARH glggatagned }Ameéfse{hre%ioaeé %ﬁga@ plo6t, Ghath® and the
appliance 18. As seen |§ I gure g the agent APl 2I obtains an asset data
pack agerodes@seitingin Theaesaypé nareemengprogess ipabqd ta gapagy theggsesabdilost ofts. The
agent ; LR Rk dsanrs-uh8 and
provi déslgbl}cg%qsa(?éat%ea VH hQdgﬂ r?@é o?]llﬂ3 ﬁ%gs th?ﬂE%%%‘ Tué%?ﬁeg ltr;%w to Igl&gu?eu%GB t he
daenonlexi (nAg assefrandmaxiaset) mdﬁllleethwsf@ld letebatagughtlogspre omagicadly send gothe
responan%lg%h %or managi ng assets and | ogs. As shown in Figure 6B, the
daermon'A ntegrated into the test application 116b to enable it to
comun{08& wi t ISlrae theppnlancss p¥ are boirally ddhiserghmrppiis, 11 agem 39 sheelddeas an

i nter rrgcgl'f réd Qﬁﬁ ?lmaédpe?seg ‘3?1501;1?‘ harfé@st 1801k’ ]agr@ﬁll%ﬁ}gr ﬁ‘cj?r?or% ]Lﬁaﬂ&cl% tg-ﬁxef or
managi ng e exc ange of asset ta package 0, log repor 2, asset

r equesotberI34in cawaf hrpance fuilvet She 2@nt Ahsboy eqmamrr%f% P@mp@esf ﬂa= agempl er

| nter ! 868 Rtk B30 ORI dr g g&liahﬁe 5181 81 1R 1flAGHOR comedn EnbAGKALALAL
process. As own 1 n gure 8 e daenon AP prOV|3es an interface

Wi th th&ntﬁbwmepwbmdakweﬁoﬂm@ﬁWIﬁmbgwaﬂ%ﬂasﬁéﬁsmékw@hby are needed and
obtain dat a i ggﬂgh test.
The da dr(r)li))%] AP %@ ?‘S@ % aeé'gaelpagl? g{fgkgg'%&rgr%ﬂm%w E)yéngﬁ g,@g&a g’?ﬁ APl 21 for
t he pumposaips$ designailhi AGCAZ §entsgratn@i infyr e fatiae g 4 beige mepdactusediang thus wohld

appl | BRESaFiakin 395{5519 thfiepksish AR KR 0N ThI RRSANERGe 140y GRRSE ALY
connect to ance ring t e testing process us saving time.
The daémMZCZI?- dcagnding o dstapplarpddne & onéxamploeteralivation and ey inising mayaotigent AP
21, an e] i t t he
Gaeron A SARECOR O e RIuldEN B0 TR AR HES) Byl RO

Wi t houtanttewiedgn applicsionsiovolviog semielizappr dndikexinie8tion. n this way, the test
applic 116 . gty t he
daennnﬁ&EEHZ gﬁgo taﬁﬁ? w%ﬁu@@%@kﬁ%ﬁ%&?@ﬂeRggévgﬁhg .k££§§€¥%%9% (whi ch
ist hewhph@sl«agle&dma@rleted gryuit bprod (PAB), @ﬁeveageﬁx asspbl@iInten eheradigenon  25) .
The dagnm 5 f ts for
Subsequnt ai Erry B AR S e h R B e R 102" o
store log data 128 output by the test application 116b as tests are
conpleted, to be organized in the log reports 122. The daenon APl 23 can
al so have a resource managenent subsystem (RVS) 27 configured for

i ndependently inplenmenting and regi stering resource managenent processes
with the daenmon 25 In this way, users can inplenent their own resource
nanagenent process (mnth thelr own dlrectlves) to nake deC|5|ons mhen to

oy S o, " o o o



into a chip's design. The ACC 12 is integrated into the device 14 being
manuf actured and thus woul d be established in parallel but separately from
the AVS 1WO 20heosdd 10 can be used wléh or without the ARCT/CW20uknpertdi ng on
the application. For exanple, serialization and key injection nay not
reqU|re the ACC 12 but the feature activation service nodul e téflcally

does. H8wetrer as it s pagsed waleristing eV i trp cadBEk 48D rRsmammASTU
ser | aldna%ﬁma@a@es{s@/ I'h@JAQ;@ 12%5 a L&@MLQQJB&TSA&Q eslzauatfngmégggl@gawofmb@dded in

a SoC die, which is then into a s nounted on a

print é&‘twfsrl%?aﬁeSB@&ihdeWe toéﬁ anaév%i:é ﬁ%‘é(hwaraé%%a@ad i AR a%?ﬁmélle%é‘?er oni ¢

devi ceadd 12 EafiN sGM & al:B&lof S oftihe HifmatelictidO1He regi stered and | ogged in
the controller's database 110 as soon as it has Eﬁgsed mafer testlng,

whi ch P8} n cAbe AEQdR lséi?élgﬂﬁdé%inﬁ"aﬁﬁ?ﬁﬁ?séé‘i RN lat diaf er
t esti NGotekRE M epidss dTAR NV SIG onPheiRtcRidled BY LhahthoARd 28MAd 20atTiLB gcm@ Aafggregate
of these outputs indicates which features are to be enabl ed and which are

to be MPY&biedwontmRedecagainnst é&mq?ﬂr@m@&) 03 gipd &e yiquelyddapsitysle ACEddt of
trust pp Aételi-’&atn'aﬁgﬁ)ﬁ)v@@\éélfi&m%ed 0R11idd JheyAied bdpbSufiestgped to manage
access to non-volatile nmenory (NVM_ and to ﬁ%otect certain reglons of the
NVM f romoBBicAingdamskwih %WS&H&W% P%é@cééé uld ggure thathaesabine asdn pr ovi de

sel f - C&&ﬁommqeagﬁ&ea&@adn@ ns%jctr@teu@qlqb&ﬁelﬁsytrﬁseedlsal&ééla@ thd €@ 10nsNd suel y
identify the ACC 12. can rovi de sel f-contai ned generation

of key® @utlat%ordﬁe}%We f)w%? sglb ke én%ltﬁ%ﬁhﬁh%aﬁ neke eHaHRAPVIGH Krhaanat Perst ed

ser ver pmlhed HHC Tid AOW n8RS WeR ot del B8 wRAR M it ddn A9 Guvdii® &hrhddds AE

features are done u3|n% trusted equi pnent by trusted sources and the ACC 12
shoul disyyed-abieed¢o17 Hiupqdde arogsss ennyeasreirem (hecplvars 1 and can bymepganedd 'ehecks to
nmake SyhEibRBHIEYieR s T phaRkdRGbR R NelA MRS Witd W Cd ME MG bd Aetdd al SO

| ock out the device whenever too many invalid conmands are issued. The ACC

12 is lagwik mgnpeledwsaiss BEMRHISS fosomy Foneabnce discecunty taperereftheoAMSi8gr anmed

to shufo, dd ﬁ&&saﬂgf freH/ bn bdingd®1eQ6 trist the ARG Gihk b&QeéﬁLhHQ?ﬂhaﬂcfe 1glah&@alaceopnands.
The ACC 12 shoul d designed to work in any el ectronics nanufacturlng t est

envi r olapieak sesprify ¢ ‘t“Hbm%)éhftﬁOiﬂtnj}meét&{nﬁ peocels U%I%CWi@yd Os AssUh&ceSMEr i1 y
rely oy Beiifg tl%bibﬁm; 1 allbw %Fov‘shﬁm @5 Skl iflK sRBtWRRR I mARE dndREge 18omnd t he
ACC 12. 1nstead securlt% into the communications protocols using
cryptO@Pa@ﬁWﬁmm@manﬁébﬂ@ N“PH@CKW$KTBGH$6VIdES the ability to allow

provi S#O@MZ'TQ U 01P& AL 10 bddur dRSCEL ﬁ)-aﬁqu{cE e BuiBNOLhaRRY, WREAEC 12 hkOMm t he
wafer fabrication to the ODMto the CEMto the user. [00112]In order to
secur easymecRCCPEEppy schereeiop kmm%hae% sk s YBmSIS&EY CYHeSTADE 1 bansSes an

asy mreﬁlegsggﬁg bAREAG AR HERREE1 8 Afhe KEWnfU RSy ﬂ@thémmg 5 piblik &Y,
cryptography to transfer nessa%@s between it and %ﬁgllance 18." Th
asymewhice iseyamtesfi b yecss pévHe Xegmaﬂﬁﬁﬁ$ﬂtBK§?SﬂWﬁP ¢ publjekariat ed from a
secr et ex&&e\iah% K f¥ratiVe Yar el p‘ﬂ@!ﬂt@ k&ﬁaé prétedt@h a S&GFSligP rrlpBEre il betideeY 1S

exposed. I'S |nBerat|ve hat tHe private key be protected in a secure,

hi ghl yAs amb@ﬂecr ACT 2 dsrpblede fulfilhdis reqyirenend Gyl beinggbts to ntergallyiopd aytopomepsly | |t hi s
requir géﬁ@ﬁ{e a%lc{ﬁ@ bmta%g Citth eombﬁ{aﬁai Afmamqre%a ﬁmyt%lp)’ot&@ﬂ]@ k@t@ Ky uni que
privaté key, a _conbi nation of hardware and firmware to protect the
secr et frRmpeing otrobedi A§e 4pd3eeneransa unges ontifienfor sach devicaudi deastiggpes vi er for
each dgviG8intAnd BRYisRAE LEMPALES 14Bhebil® the REHKHRY AR RER HeShRRhag sof the
device 14 tﬁ%bu %% h g%crypted channe mntﬁ&k ¢ PE |ancg g Once both
parti e@n@dmti@aﬁws agrggmae&rm@trwéwy, thepphignet iSalﬁ%lés cpgfifentip] angswaeest fefand ioal
massagﬁe?em b &S fe@nt R tlgk%fs?l:@l" @%0 toetﬂé HC@ 1@%5 §eRlire Haﬁ&?t Phd A&d $1is90 to the
ACC 12 1 n a secure nanner. described in greater detail bel ow
maki ngd%@ﬁ‘@ﬂméat‘tfde‘ﬁﬂbﬂ?‘é@aslrgt@tﬁef%e"C[EJQEH%T'F@@ mpl enent the AMS 10 as

di Scusm@mbovemo\{ﬁémuﬁ AREAUE 16 ¥s BRUKEAHRE, VARShs SRty SoRR1ARER shdida Not ed
above, "all h trust conmputations in the controller 22 and appliances 18
shoul dbg mkds- gﬂSéﬂé@d pyE.cid hagh tSomgutatians pethe sanirpliar 28 andiralianegs| 18 sbrdd 18 whi ch
s t yp{aﬁ?‘glaé’e lﬁy&%r@w? %p%m%iar smhegyplmehswahqy@pll:ﬁmml&gat Liddgt between
t he manufacturer an erformng seéerialization, the

appl i afity wBh shisut lqvwfyrusréemmethﬁ ew acsyrenand hecpity. WhebperorBaged on t he
seri al serfauim&{ t&%@m@r Q%ﬁbd(@gnl% bOIBIL 3G e R ges:shxl fnbérd béséa:&hthé chamas are
descri bed bel ow) key 1 njection, the appliance 18 should only be able
to decrypt the sequenced keys recelved directly fromthe controller 22,

i.e. not from another appliance 18. For feature activation, the appllance
18 should only be able to decrypt the FCTs 50 received dlrectly fromthe
controller 22, i.e. not received from another appliance 18. The credit or
nmetering schene used by the AMS 10 shoul d be secured such that appliances
18 can onIy use the credlt notlces recelved dlrectly fron1the controller

~ —— o o A~ I o e a1 o o r



a trusted device CA, signed on a per-custonmer, AMS sub-root certificate.
ECC certificates would then be used for SSL between each of the web server
104, contwol2bavoostmenon 106, appliancé718, and agent 20 PCirara2biemo1077
certificates, for every HSM 19 in the AMS 10, and for the ACC certificate
used in the ECWCN’ne otiation with the ACC 12. Custoner nanes shoul d be
embeddenberschane reeivef fiomdbecontiplier Shisuthpchrimag pes dredbalbelonat Fedaruni cat i ons
only ogfLfonb&L x%%c%rwl stﬂﬂldrgr@y Db 1§ BRrDRINE sGHSTOIRY s RRATed dRLR fRfpr ed in
t he database 110 shoul d rot ected agai nst unaut hori zed access and

nodi f i tbagdngpller B2.ggurat §r01ar@aot epplaceNtSd dipeisatprs actyatonaie applpowilfehewd t he

exanpl &%, sl BEUS a@c@lylﬁﬁl@@bfrs 5@rePdi AUty Srod P Gl GR. RS QuLidasdhe AMS 10
with a nane for t@%'ﬁ$o uct, its identification the service it provi des,
(¥}

whi ch a8pthe appliass ST GHIIBtE TR Sehraneeshycthe AM@& Oghquldshe Sé‘f“f%’s%‘@’( tat For

exanpl g, mﬁé&eﬁs%a&@ﬂy be 1R GQlil G AReiQfd BREMPE IR BHe lcOroBE© M Re ApHaRed | St Of
appllances 18 t ch the schema collection applies. Simlarly, the assets

can belSshedd P@E wecﬁsseéﬁth%év fropyae contrelion 2¢ fiem vgrchiphwas Rigtesied & BHGRRCh t hat
key tYR&CRis a@&@rsgﬂt t@@x@tlﬁe? §ppl15&e¥§%arﬁ9ﬁ$em§éd XRBMA Bot bk PEssMRSBIRe CAN be a
col l ection of i st of correspondi ng appliances 18. Service
nodul expplinse ik ioae wech@mcwét@ apother appkance Brand dsheHdngt b pessibisdpietit s

(cont r 9l Li&F to2dd, réRel &Qﬁ&?%sgl%nuﬁ\gémf %e&@yon@%pﬁ%cé‘-@ }Wv@\férdi@cdnrbet he
product i on process. 10 in th | owi ng exanpl es can define service
nodul e¥ppfegiated hat tp AV 10ign b @yiﬁgw]e%@tepeme asgiitiorf g ppitlienced Bite b eolisatehonever

It wilf, aQ@ch&QFﬁ]%ﬁéealtngr Hl@%aﬂgbh@/faﬁ&re\/b osaD# HJe@;ﬁmﬁﬁE‘ax@@n PRk %ﬁur'é@ del i ver
and provide other t asset’s. anpl es of serialjzation,

i nj ect yrodie agaEs fl@a@w@raétan oee; 5or t&%adml@@r%aﬁ the ¢aatiplicg ds-ds str%%f shown
in Fi gw()%ﬁoﬂé’bnl Be atdd addesd tRSRESLtWE] 04 ovewub@é.ﬂd&@et doffuhfdchd knbuldeng first
to Figure 7A, the serialization service module is a confjguration of the
ANB 10seetrad, eigsmpigally auihepficaipil.gacrypted &?@Wﬁﬁ@ddﬁp@’dﬁ@tﬁ‘éﬂ B§, assigning to

chi ps (081149t her 18l GmihBIafoRBERREShO el W eF 8§ and AR ohk ARKIRBoM Mo A8 Seri al
nunbers. To provide this service, the controller 22 is used to define a

pr oducthe FhHelity 1 Reand ths carsrqligedagmen H6 shed bawseired 35sh0Wibin FRFfeheS B9% to be

bound £ e@fmilady, BRUGHhmIRERIons FRERa %f%rcbﬁlduéxaizl i) aﬁﬁiﬁﬁ&ﬁi&%ﬁiﬂaﬁﬁﬁké‘w&da range
of serial nunbers for a particular product %@ﬁFeVICe 14) he seri al

nunber agsetidrrhenid bsegyred, g gnising\pSE- Jh%‘é%fu’i“@lcaﬁ% @ch%éi??ﬁ@‘@? |H§M t%2ng. over

SSL) t fetalte: PRBLIABESBurdBusile thd RCOBRIIBLIMHRIAGC h?%ﬁl’d%ﬂtherft%ﬁb%' ly
automatically, whenever a synchronization operation takes place. Agents 20

can t haplipnsg b sFhesipplianre 1R deserot pegdieanthnptignoludCCH selt isconplerade ageht AP
21 or 13 HRERFoMhe zg%m zm@ths, @ﬁﬂx@ﬁcenu mﬁé éor@fo@ergg REY @& %Wedm@s@ml i ance
18, netered, and provided he agents . The seri al nbers are then

i nj ect bejintadiy @W?Cmdltvprﬁwbeaéﬁéwpﬂmé af?drfalapflfﬁg poﬁ]é{rﬁliﬁ%zéﬁf‘tﬂef Horehprldbeatde ysi ng
the agg 3@‘%‘9 and Oﬁldﬁ@ Mgk OTheBE 0gmby REKSe éﬁ&%@ﬁXu&%’é P'ﬁld RNTIRE SonftBle been

consune each serialization product, and nmakes fhese results avail abl e

i n t he2Z3ud the appliayea B should bp hariieng ﬁg@msg%qq@wéfhlsjmqe@nawﬂb@p@é? the @gtandef | nes

the ru ds@) 10V HREg HR s ORRGAREHe HERF 198xanpl e, it
detern#%ggﬁﬁﬂg%sngyﬂ%ggggﬁla(ﬁnu ng fglts %ﬁe %resented i n hexadeci mal or

deci mal00t B m andhilgesifisates 4r¢ Rfé&raé’ineiHmﬁ@ cypecrypiegrariy dECO¥qertiiceiaeiswyed Bor e
seri al 5&%émvégbgga%e&§éa9&mug%mmm hfrft SEhificlel FRU RRifRAAAMGEd 2

particular schema can on@_yh bound to one product. Serialization
tt

schermthen Bepuse fan §St betzyesnreaehefitheushrist erolPds qoaiollen daemie 06 apnkigncet fend c henas
134 shouhthng, ﬁmle@m&m fofaregmmn 0 GHADARES 102 ard fol e ARANARifHE uidgat i C

strings that have been inserte a new serialization schena 134 shoul d be
cr eat eéh thf BOYIDY] negotrmp»ewﬁhaﬁ ASiel 25 Chvsipmerizumes shoild ba @mbesidechia thegrusifisatesduct |
such my\ddphig béaiea{s%o ﬁq%oﬁ%ﬂlc%&@ o9 éécqpﬁe@wéeﬂ efid p&ﬁtnghﬁ ¥he ifiEustodiBen

requesting serial nunmber strings for a product, serial nunbers are given
out f r eame ddpiiered mahadatahase &0 thiogldds profseicd pgainst unaptharized pesass 2184 i s
exhaushggﬁghmg count values fromthe schema 134 have all been assigned),
the schema with the next highest priority is then used. Serialization

pr oduc Prodactdbanddvenyice Modalashfor theecAMIS! i ance 18, with each binding
havi ng a m ni mum and nmaxi mum i nventory |evel. The controller 22 can be used
to ensure that products bound to nultiple appliances 18 have

non- over | appi ng ranges of serial nunbers. Wen a product is bound to an
appliance 18, the controller 22 keeps an inventory of serial nunbers at the
specified maxi mum |l evel. Once the inventory has been sent fromthe
controller 22 to an appliance 18, the serial nunber values should not be
able to be recalled or revoked. [00120] A serial nunber schema 134 may
descrlbe hom1to convert a base value |nto a serial nunber strlng In this

o o - a o o Y v o e




[00121] G ven a serial nunber schema 134 and a base val ue, a serial nunber
string is constructed as follows: [00122]a) the base value nust be in the
range of Wwetarmoosmiue, start value + l8ount-1]; [00123] bpctrlzbmaeioral ue is
then represented in the specified format; [00124]c) the resultant string is
then either truncated fromthe left, or most si gni fi cant end, or it is
padded(®@hl¢lhe | dn the\mnrpl%éif%@ssedd@ﬁ@hmpﬁgums 3 ﬁ@%ﬂ othigh pecvidenthed™MSit r i but e

and [09%25115916 ﬁmﬁe%)I'cﬁtlétcltssgé'nhﬁ%oﬁrtﬁe LRER i ﬂ?@\ﬁ?&ers %léﬁfgmc&qwﬁ‘e’“ ng string.
[ 00126] Exanpl e A - Schema A = (start = 1, count characters = 4,

base —plréycl%rfae wrﬁ@%a@féa U%Pﬁ@sets gior oxapples esseis ganjbg apoilecticardf griaizatiper 0037,
Thi's '&h@ﬁ&%ﬂ@@I1§t5>fb1§pli\éﬁcreb!ff‘totvhﬁchrtﬂé"élﬁemé&ﬂec}ﬁ%% agpqaammﬁ&][y e agséts@»a% and

four characters are req uired thus p |ng of two zeros base val ue =

3, thebgeedliegtiongef l“PYéYEeé pRdy lish pirpelianger0 8 to Prbioh ey ey e P@llesmn qpphesChe m B =
(start y& afoth& QMple ﬂ%Q@setsQM@é:éoﬂEc%orr ofF Cﬂ%%nd'a £Qof &)trégﬂoﬁ&ké %@ggncgsoos =3,

str—X), statlcstrln% (pos=1, str=-)), and the base value iIs resul t
i s t hel&ebardre medvlss 1S§118ﬁqdﬁ»greel%xmnwh§ cpa qféf@a@éé cgepangnts fgonttpdler Bnge, 56

is alreagy nde@l@@%e%tsb@an@@@@ 18 pkﬁﬁl@ﬁﬂ @6 pRHuRBS bbb D Pre(dAME10 IR | €ast
significant posi and a dash Lée is inserted at position 1 (i.e. the

nost s ff@lﬁwmg@ampl%v deftoaperviee medulesifer sqdaligation. fsadnjedtien.gbd feaurerigiitsépn.st ri ng

becausgowalred, ?tv@ﬁ'l)é/ aﬁp\‘@mte@lﬁﬁl'f é‘tﬁér%ér%ce Hodﬁlgkecap%gppﬁ@d M%eﬁver an é)l’Oth&%ﬂ{e?Sl‘” tis
the serial nunber strin two zeros o 8] The

seri al FYZ’&%Qféﬁﬁe’é"?eFW"@%@S@%éﬂmabzaé?lééiﬂ(a@lemd@saf\mf@%urg éq{waronﬁmernoévdherms are

sent f EoHR. Bﬂaﬁorﬁ%tsh&lvﬂﬁrmg?c@estﬂ ?ﬁ%n@?@lrésﬁ&ﬁﬁel}s (recorded as controller
activity [g when seri al nbers are generated by the appliance 18 and

sent t§e‘t’41@a‘a‘g’ent 20 (recor ded as appliance activity |ogs), and when seri al

nunber fpo3ig USedrByingd f6: 18980 720 tHe SESPLABH s@vicOgENe @-Qt:bn\ﬁgllﬁétl&ﬁgﬁl}e All
| ogs are keﬂ% on the controller 22 (after being collected) and can be used

t o nmonbr 10A it ysad e Ps@ided) seqiigipeans Qbgenerptinghasigning tp chivp (cmothﬁmpmps i ssued

to an ggedd or%@wcésﬁ"%nd §§an@gmaﬁ)@slehﬁ'?ﬁﬁb§'s CT }%}b%dé #is385 MmN LRy 2oRe, and
the serial nunb i nvent or hat product 1 s decremented. Both levels

are repéit %q{’@ﬁa H’Eﬁ’t’i‘% gloéels“i)/ﬁbtﬁ ﬁ@ﬁme?a@ propore patabiatiomschernase d tot isdoenstier ol | er

22 andedch$rRARR ndABC %aélﬁserlﬁﬁﬁltlcﬁ’irs@he'dl%quf E&ltd}i%taerﬁngteraﬁseﬁﬁf fufber %}Q‘g»%nﬂéﬁ% of the
appl i ance 18. [00129% gure 8 illustrates a sequence diagram f

i mpl en@mipcﬁ@e & dedey 14).i Thetspram nympbey sghemas 134 are sent over a secure, encrypted connection

(e.g. over SSL) to the appliances 18 at the manufacturer’s location, typically automatically, whenever
a synchronization operation takes place. Agents 20 can then request serial number values by product
name using the agent AP1 21 or the daemon API 23. The serial numbers are generated by the
appliance 18, metered, and provided to the agents 20. The serial numbers are then injected
sequentially into each die in a chip manufacturing process using the agent 20. The controller 22
tracks how many serial numbers have been consumed for each serialization product, and makes these
results available in the GUI 8.

[00118] A serialization schema 134 is an object that defines the rules about how a serial
number is generated. For example, it determines whether the serial number digits are presented in
hexadecimal or decimal form and whether fixed strings are included. While one or more serialization
schemas 134 can be bound to a serialization product, a particular schema 134 can only be bound to
one product. Serialization schemas 134 bound to a product cannot overlap and once bound, the
schemas 134 should not be unbound. For other changes, e.g. to change the static strings that have
been inserted, a new serialization schema 134 should be created.

[00119] If more than one schema 134 is bound to the same product, such multiple schemas 134
should be assigned in a priority order. When requesting serial number strings for a product, serial

numbers are given out from schemas 134 with the highest priority. If a schema 134 is exhausted (i.e.



nodul e based on the base AMS sequence diagram shown in Figure 2. It can be
seen in Figure 8 that the controller 22 generates serialization schemas
134, bi ndwotzhmsm®3zoo a product, then bithds the product tecriazappoicnce 18,
and sends the products and schemas to the appliance 18 whereby the serial
nunbers are generated and netered. [00130 Turnlng back to Figure 7A, a
seri al 9t Vavesproadhe icheten 1o ey alkbeemasnigncd).ihe sshaimasyigihe rext hishrssarivatyss
managekndiRedd 8tidiatlod $roBéis &Hnibg BbifaRo %J%em olay LA Qt\hﬁﬁeag}hﬁlﬁdlﬁ{'@

comuni cating the proposed schema to the A mnistrator. The A

adni ni $RYBE DRIRY AHERDHEEN FHENRRHEYeb| T*@rwmﬂe@%ﬂ heted Breasurpmat

seri al inZRhE®Poud RENRLHS gpphm%s Dslfédvl@ ﬁ&ﬁoxféﬁﬁﬁﬂ%r arf@8lo Bk nBifbdrNewh e
serlallzatlon pr oduct, cunment th product definition, and comuni cate

t he deﬂ’FﬁdP?tdtht“Bd forfa appRnesdi$i e swrailfefrﬂ kq9pe anpreniRP heslnambers e t hen

Creat e sfecfRE npkind@f k@1 ORRAMChvenRBY hdsBendefii ik thOontrbdr N9 1d HSppiRAtd B | er

QU 8. The AMS adm nistrator then proceeds to bind the serial nunber schena
to theﬂrf‘rséﬂft](E’tlmbftil"ﬁlﬂestsh‘é“l?ﬁ%é’ﬁé‘?lef‘tﬁetr?f@”%bﬁlr‘?"ﬁkﬁge and uses the controller
22 O 3H(18by ONi Z& s&rRemBel fhelHAGHaySRREBRIW loltohiRE 23RRIVaRB &R0 4 &rialThE
appllance 18 then uses the a%ent 20 to inject the serial nunmbers, e.g. per
the sedu®hestrggolirhis sxamplg, the Tgm se fgrmherﬁésegélp? %?rfqr%tatapbppstswséﬁé{ts when

defi negaedR¥, ean@%hﬁrﬁ@ﬁbe%oyﬂagequﬁthnﬁmg@hnme bY st ndiRr 1QeRRh Ml RvEYe
|dent|f%6 name provided by the operator in order to dlstanU|sh from

ot her [ { gart, gy, éa%,ehaﬂéé?tﬁlaffﬂ?rﬁ%{%rﬁ ohheptasdng count yadues A¢fine Alieaanze of bagn

del i veryafubehsi@fd Mbwain BRI sShednf. tTEbAE SRibuR YRt NEHRF thE BRe dQLd er the
serial nunmbers via FCTs 50. If the serial nunber is delivered via an FCT

50, thé?P"?Sﬁ’@e%lﬁé’P%tWr"rRﬁmléfoqnﬁt Phen bk spprered tppsviabeunhsesteng: Thedalt o

speci f Yh@aderMliBnd BAREDhoR han§ ehdrhdler X BEREINTBY rdse Ml M balRIAGE: defiaiVher e t he
serial nunber is to be stored and also an 8-byte record tag value (in
hexadedPREFNSIINE0 48 9] TRE SREp FiBgtcan hginpegied ahaal pesiion &) the saiia mber string.

pr oductishschaidra tifak fil shbifd QML bRE kpedB a nu@SRANG thah themBRMASL MnfbEUN agent s
20 for serial nunbers, generates the serial nunbers based on the serial
nunber “BERFRreaRzed tyfeprpeat thp lrgsst valie intedrbeee [He der venpleogthesaieradsbm t he
agent  2frs m O%ﬁ‘cmﬁ counPE$0002@Kn therelshEuIE RO bi Bre ERaracldie b@RNe HRNER A edi t

i s reduced one for each serial nunber delivered to the agent 20 and i f
t he cré@ﬁwﬁﬂﬁéﬁﬁég)?%ﬂénQ@Twcﬁﬁmﬁﬁ?@egﬁPF%VDﬁmﬁﬁﬁﬁg %houl d be del i ver ed.
Wien a jp@ERip!l NUGRES a ifialRmBEr SRdniaViIgh 86l ¥bae Flue S erialhunibts 3fRyYs d not be
abl e to be delivered directly, i.e. the appliance 18 should deny any such
r equesteanstiagtedas Fpaws: del i vered via an FCT 50, the logging in the appliance

18 shoypgizbe 'def{)&lle%ﬁexiaﬁle%{betlﬂﬁlﬁ e@nstaﬁmﬁé sﬂaﬁvﬁﬁé#h’&{nﬁﬂ] directly,
wth the exception that th ﬁou |'d al so be | ogged. A conflgurable

recei vdOl2dkk S|%@h%ﬁ%ﬁﬂawe@@hﬁvﬁﬂﬁﬁﬁﬁéﬂéaeﬂﬁﬁﬁﬁ%&“@ﬁ logs returned in a

singl e gk fr ogcme@nmﬂsﬁﬂg%tﬁe%)elthé{\hﬁﬁha%d%%mtﬁé 1eRWFRRE: digifl@hied@bpd Vi a
an FCT 50, the A % record tag and menmory address data should be
&e

pr ot ectitielPrddechon thedsEryiigeron depradiag B ths i chagactqr gtieitensy Tk agent 20 shoul d be

capabl QOQ&SLeque@tahf'gatﬁs%Hr%L ax@'ﬂ’[éﬁ%’fs@ﬁé‘dr&fﬁbfré&@lnﬁ‘@ﬁhﬁ%nce 18 using the agent
APl 21 or the daenpn API serialization product nane and count. The

agent 4802pbul d %Pf%‘%pﬁcﬁc?e‘@%‘t ftert e cqouRfi SR8 chatactars 4y basy = 1 Akand e

di r ect |p¥seQlalu¥ =353 febult i3 the sABE RlrSbed 003N AHis & deOfhsd s WaBin@e r%?%hthcsﬁé’x' al
nunber and return Iogs back to the appliance 18. The agent shoul d al so

| og di derblas3il«nd fyrskerastessrorestied thupredding of rq @rOSndﬁvbébasp ¥alysT idver ed

vi a an geGlsunls tht Bial QEGNG0B N the agent should be identical to when the
serial nunber is delivered directly, with the exception that the ACC U D

shoul d [9124] be |GGgels.B  EFthamad = &fit@bué%ﬂ‘tab‘@()éharﬁﬁ%“aée‘?ﬂse?®0=obt ains | og

data 1284 13655 88t=x3 Rk e P osth Sltr—) gagd thWeé‘se vhigié RGelheredagimp APl 23.
It has been found that the audit channel provided by the AMS 10 enabl es

var i ouseEbpymbessrigmne-56%. bis eheeavsR it intg thavangeatfuis aktady inhgseptOowel &, For

exanpl gaseMbien pastdinng;. @t&qus@sjlgnm%sﬁl&l) @nd:zhﬂagh {Distidi6redae® fy&{tmgx@ (1 d he tester
16 typically Enoms | ocation of particular chip on the wafer. This

| ocat i &St W%ﬁ%&noaﬁwaﬁ %% i b6 &Paéﬁlefrﬁgﬂwrﬁbetr HEng bycpige ShintBErt"e hat was
added, and eventually this information is stored by the controller 22 in
the relational database 110. In this way, at a later tinme, if the chip
fails a test in the manufacturing process, the relational database 110 can
be used to correlate the serial nunber of the failed chip with the |ocation
at which it was on the die to determne if faults occur in certain parts of
the process or locations within the machinery. |In another exanple, a

ti mestanp associated with the addition of the serial nunmber can be used to
track fallures at certaln tlnes on certaln nachlnes or even to |dent|fy

. S T Y Y 1 ~



Figure 7B. It has been found that by adding keys directly to product
definitions wthout separating key types from products, confusion can arise
from t he wofRbarmstoiways that project Hames and product wrgpassereode’i ned by
custoners in different appl ications. For exanple, if multiple key types are
added to "product buckets", when that product gets lowin credits, it can
be di f foheragterst 1§ thedpwervislune Twhic &asulpfs therrerial @ymbersiring Q-0 X vithdwe peres ®now whi ch
key tyRasqihe top up. By separating the key types 138 fromthe products 140
as shown in Figure 7B, an additional |level of abstraction is provided to
more clB¥BY r ef Thecerittizgiiontrervica srdwe psates lpgsicn gerinl nymbepschpreasgesserls . | n

this V\Wom {hg @orﬁx‘aﬂérrﬁ hd @E aﬁf’ﬁaﬂ‘c@riil @%Cdﬂ@ﬁ%@ts E&‘m@ﬁér a@t@’w@ 1&@’5}3%&% sehiYiREmd&9 that
can form?" one or nore type 138 as as other assets to

avoi d i aﬁfaweptee By thy appyiaerer§ apdy aeettpét@tagree% (ramtdqd@s mptlﬂreﬁ agtiviig logphandact ual
i nvent Qipe, s&ﬁ?hun@ers%ﬂe&@}’thg YREt é'(ﬁ(%coﬁ@d &Lé%ght am lég@e Alﬂqxgs oY lep { fpor ted,

e.g. on a DVD 136 as shown in ban%ure B, the keys are ‘separated Pnt o

di st i ndhe coptielics £3 (afigchesedplirgted bankegn bapysed loamanépr anA fack sexja! nambes ugdl (Eoetat e
keys difyecl dhall@mB&"id RduBd B a%g&k 30, ) 1§ntn\§9bﬂlgnéek§ec?edﬁ€fs (‘ie@xfeﬁtreﬁtgéib)l (Qxeb y
different names w thout necesSarily a |ogical correlation to tHe nunber and
t ypes od kheyperial gapber yventerytforghad gigdect isydseremared. |Bogh lewads are Weleklé]Fé daging asi npl y
separ at s?gchpc}ﬁléﬁﬁail 5&&304&%&/&9 GhelcDRLISLS, AR PHifanBE, m%s@& {oQeFer #cC

defined” by wa t he product type 140 abstraction. Also, when defining a
pr oductsendgum r“ﬁeafi'frﬁh@p?@?’l#ﬁng%l&ans can be established such that the product

140 onl Moﬁ@?s CeFltgﬁ‘e@ iR ¥attYPEGSohee Ba O@am Fdr AP IERE R B slaBlkibDULGLS - Since
certain ke pes 138 may be provided according to various contractual

obl i gathZe baﬁf‘étopé‘?e hagm Mg |Secwec|e diaprameshoy etltlgme &nifi canl besecatin Biguief theéy t ypes

138 ensys &usie 2 g&@tateegéruataueptah%&sl 198 Shirkhs he@ABS T eﬁuttqheé@%%&e shown
in Figure 7B is a key transform1 whi'ch can be used to no dify certain key

types 1igheiagplipnet i$nend sgrp’eéhermduvteyrsd schggnags [q the anpdensd 18 wheplyitheserid, a key
transf ofMud3QreCRRrRE MRS at the time of inporting the keys, e.g. if the
keys of that key type 138 are always to be transforned in that way such
that a [09BAkf or nﬁem@éyaqky@élgwgﬁ 3 seffighizatiepiprogyct weRkHev seshgwn.tIpghik ey

transf argn 3% tfueﬂes%aa&@t I'né‘}dde@iﬁé o sdrli2iod RAG &G &o\é%%tlwgﬁﬁseinﬁ the key is
transforned on_ a product - s ecif basis or on an i ance specific basis.
In yet @p@REatingthep mtdtﬁé enae theéW% e U ifégAgE%ﬁdwlet@w magther t he
appl i ange mb3oRRI QUL dkRYae AL SerfiflakiEEiREnt B4l NGe BUGRISHAIzer WHSHko

determ ni ng where the kéy transform 139 is applied, securl ty consi derati ons
shoul d dsénethe serighzntion Eﬁd‘whép@nten@h’&éSPdt'qféfﬁfS‘flféﬂﬂn#@@Qmﬁ@mF@%@F definitgongo  hi gher

securi tyfe WRRMdRnidfr. aptge'AI@@%@mﬂtﬁtrggxemﬁﬁhérJEealté)é’\Qﬁaﬁzﬁ r&fuctt theI ocati on.
It may be noted that by separating key types 0p duct "types 140 as

shown, deffaitipp. apiag the gentpdier %Jhaééé%ﬁd@tlwrwrtﬂhﬁntpﬁ@e@ﬁ tsdmftthqmalr at her than
the Key,¥oecias tt%erpraauw Bifid thB BrodtkTREhe AIpLsRY, atm%th%%&ntoﬂwz&@d I n ot her
words, the key types'1l can be stored separately as Inported and the key

t r ansf owRehT@dre ke ezl mb%éthemﬁévﬁbrt@cmeltanwkﬁe The eprliencg\ 8 ithen agpd thegegne 20
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delivered. When a serial number is to be delivered via an FCT 50, it should not be able to be
delivered directly, i.e. the appliance 18 should deny any such requests. Also, when delivered via an
FCT 50, the logging in the appliance 18 should be identical to when the serial number is delivered
directly, with the exception that the ACC UID should also be logged. A configurable receive block
size should be accommodated (number of logs returned in a single block from an appliance 18).
When a serial number is delivered via an FCT 50, the ACC flag, record tag and memory address data
should be protected from tampering on the appliance 18.
[00133] The agent 20 should be capable of requesting serial numbers from the appliance 18
using the agent API 21 or the daemon API 23 by serialization product name and count. The agent 20
should also support the two mechanisms for delivery, namely directly or via an FCT 50. Agents 20
should log the use of each serial number and return logs back to the appliance 18. The agent 20
should also log discarded serial numbers as wasted. When a serial number is delivered via an FCT
50, the logging in the agent should be identical to when the serial number is delivered directly, with
the exception that the ACC UID should also be logged.
[00134] As discussed above, the agent 20 obtains log data 128 from the test application 116b,
e.g. when using the daemon API 23. It has been found that the audit channel 6 provided by the AMS
10 enables various correlations to be made during the manufacturing process. For example, when
adding a serial number to a chip in the tester 16, the tester 16 typically knows the location of the
particular chip on the wafer. This location information can be logged along with the serial number
that was added, and eventually this information is stored by the controller 22 in the relational database
110. In this way, at a later time, if the chip fails a test in the manufacturing process, the relational
database 110 can be used to correlate the serial number of the failed chip with the location at which it
was on the die to determine if faults occur in certain parts of the process or locations within the
machinery. In another example, a timestamp associated with the addition of the serial number can be
used to track failures at certain times on certain machines or even to identify certain employees in
alleged theft of chips. Therefore, the audit channel 6 and relational database 110 can be utilized for
various data mining and analyses for improving accountability and for identifying and rectifying root
cause of failures in a manufacturing process.
Key Injection
[00135] Turning now to Figure 7B, the key injection service module is a configuration of the
AMS 10 that provides a secure means of injecting keys into products (e.g. devices 14). To provide
this service, the controller 22 is used to define one or more key types 138. A key type 138 defines the
format of the keys in‘a file. The controller 22 is then used to define a product model 140, and then to

bind one or more key types 138 to each product models 140 as shown by way of example only in
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conmput %gy types from products, confusion can arise from the different ways that project names and product
types are defined by customers in different applications. For example, if multiple key types are added
to “product buckets”, when that product gets low in credits, it can be difficult to determine which of
the keys is low and to thus know which key types to top up. By separating the key types 138 from the
products 140 as shown in Figure 7B, an additional level of abstraction is provided to more closely
reflect how the customers typically utilize the assets. In this way, the controller 22 can be used to
define a product type 140 that can form “blobs” of one or more key types 138 as well as other assets
to avoid inadvertently loading incorrect keys and to better track the actual inventory level of each key
type 138. As such, when the keys are imported, e.g. on a DVD 136 as shown in Figure 7B, the keys
are separated into distinct “buckets” according to key type rather than trying to allocate keys directly
to certain products which would then be referred to by different names without necessarily a logical
correlation to the number and types of keys used for that product type 140. Instead, the keys are
simply separated by key type 138 and then customer defined associations are defined by way of the
product type 140 abstraction. Also, when defining a product 140, certain permissions can be
established such that the product 140 only uses certain key type(s), e.g. from certain distributers.
Since certain key types 138 may be provided according to various contractual obligations, better
control over the separation and allocation of key types 138 ensures such contractual obligations are
adhered to.
[00136] Also shown in Figure 7B is a key transform 139 which can be used to modify certain
key types 138 in customer specific ways. As illustrated in Figure 7B, a key transform 139 can be
applied at the time of importing the keys, e.g. if the keys of that key type 138 are always to be
transformed in that way such that a transformed key type 138 is defined. Alternatively, the key
transform 139 can be applied prior to or upon delivery wherein the key is transformed on a product-
specific basis or on an appliance specific basis. In yet another alternative, the key transform 139 can
be applied at the appliance 18 before the keys are delivered to the agents 20. When determining
where the key transform 139 is applied, security considerations should be made based on where the
key transform 139 is located, e.g. higher security when at the appliance 18 due to the lower trust at
that location. It may be noted that by separating key types 138 and product types 140 as shown, the
transform 139 can be associated with the product 140 rather than the key type 138 to minimize the
number of key types 138 required. In other words, the key types 138 can be stored separately as
imported and the key transform 139 performed per the product type 140 to avoid adding yet another
key type 138 and the potential confusion this can cause.
[00137] Once a key type 138 has been defined, keys of that type can be imported from a key
file (e.g. viaa DVD 136) onto the controller 22 using the GUI 8. Operations personnel can then use
the GUI 8 to specify tile number of keys to be sent to an appliance 18. If a hash has been defined,
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[00139] When implementing the AMS 10 for key injection, the key data should not be stored in

plaintext after it is imported onto the controller 22. Decryption should only happen when the

appliance 18 delivers keys to agents 20, unless the ACC 12 is used, in which case the data is not

decrypted until it is processed by the ACC 12 (i.e. by processing the key within an FCT 50).

[00140] A key type 138 has several attributes that define the format of the keys in a file. A

typical key type definition is provided in Table 1 below for an HDCP_TX key.

name HDCP_TX | A string with a minimum length of 1 character and a2 maximum

length of 256 characters that uniquely identifies the key type.

total length 308 The total length of the stream of key bytes.

key unique id offset 0 The 0-based offset in the stream of key bytes where a key

identifier can be found.

key unique id length 8 The length of the key identifier.

key data offset 8 The 0-based offset in the stream of key bytes where the key

data can be found.

key data length 1280 The length of the key data.
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cust oNpk;HERARARB idendHRg hiiRe GONIRNASH WRIER. Bh&idRE6hiEARM: shite@pigat er det ai |
bel ow) tSlo W tgﬁtoe?tfp ?eateure register aare F%A a{n SETFEAT@TEI\/P When

usi ng thairesidesinthe cqm%réﬂqréaﬁ%éca'atoaraplycqla’wr%eﬁﬁéamhﬁSr@vmm Arfansfieninghvpe | ost
0N POWRHa7ed Q) ct if ﬁ%&ﬁl&r&ﬁe &%&A@J b%ﬁ)r&@ﬁtxﬁb&%d't@alfow tﬁe @ﬁé@am?lt@trﬁsi@ﬂn bit (8

b te recor tag re |ster he record ag |I's neant be used to record

what hhs kpye dhmpy thsﬁfex ﬁém;&@dfqrzxartlm@é(c@% C%Sa@f HRCBrthoyHén usi ng
any of ;4iQ GPMERER cElk{ﬁmeM:z' hf alwayst Jaé‘es%e%%ﬂéﬁﬂéiﬁgkd %I&%EBE-NFQI@ How t he

record tag is interpreted is application-dependent:

cont ai Ausated ipKeviswor sicaul dhisss sbrovd beaahisiun be @PIEWQPEAMG or ﬁ@f%lﬁbh‘iﬂ’ﬁﬂligo wite

to the,N\EAMdy gym&%be%lemww%@mmgympoﬂéigaeém&t& et idten is
usual l'y inpose étbi/ffes What is witten to the NVRAM and where it

i s wri tenor sigged ?Ppﬂct,sr?b?ﬁké'?q ta bpurnegned ippkestpThid8 rEeTell 50 are sent over a
secur ejppg4k§" Y Pt 8fle ERRIBGTL ek EonBiguraPlol kiyAnfettRonaRRbis@ NGBSt key transform

plug-ins 139, which allows for the processing of keys at the controller 22 after they are decrypted but

before they are sent to the appliance 18. This may be referred to as a key-to-appliance transform. The



18 at the manufacturer's |ocation automatically whenever a synchronization
operation occurs. FCTs 50 can then be requested by the agents 20 by product
nane, usiwgQ 20h@osazpent APl 21 or daen@f APl 23. When an agemA220)/oeqoests a
feature activation product it would obtain all the FCIs 50 bound to that
product individually. VWen an agent 20 fetches FCTs 50 from an appliance
18, i tkeyurepifers plig-inddp ellave, foperaimple. § bardwiare gecitie aatiddetept protiged! spskifichat  name,
'nwh' 18 nfaidh Pbr AR oA VR DGO B ABELhoReaiBRA T €

en séﬁdﬁ&%&aﬁt&%&&fznrnd?‘vié%ua ) &Jrg ent A may not icartllt erface
W| t h t $veh #Cdr allpcation & eirgr dorreafian wecfmle arahtht tms“@meattoat taphe derfremerbyon
Nt e f Arind eSO drpflor WIARCHSH B abiBnfOR! Wit KL YHhRR n3REYhE 3gTodul e,
the feature uld never be in plaintext after it |eaves the
cont r othioweld bg bl tecbelslefinpd @ngd gach fansfosmshauldip@ssigned popwETiigesd ebiect fadnthseen i n
Fi gur ex {340 Ahii€ach %tswrﬁ, SAGHA H@Jsb%d%%h‘ﬁh@ﬁenﬂ??ﬂé Rl (REVi&3 vl ASpaRP feature

data is sent to an apcg(ﬁ;tgnce control when feature data I's sent
to an deperansioon Sappire t thefgesides dvibe gomipller 2 pngdsbogd bacryriogrampically t he ACC
12 (aggrgte @G a si@hdrurk N& ftnega @R ALrod SR AR HQIYLF Qlehy@ley BEhRN: iDET NG
return By an appl 1 ance during a synchronization opération, and can be
used t@nﬁfemheta@ph@amﬁ&tpa@%qu@ah@feé iteray bEaethd thatthe keyadeptifier ghawd hecopiséd on an
appl i aRGe, 48 thi tb%tra@a?bh ehaA Ak s Gllels if SeAGRE a@%@ts@&tnmésaﬁa ;ﬁ&t@ Raeh-appl i ance
18 also maintains a feature data product |evel, which is ‘decrernented by
one eaaplimicriafséams shoulddeable & besstisned kreonk eamoreckeripes 138wdEn bovad &aedi t | evel
are r egto&m St?a%ﬂ biERet e ?5%%&9& Lfvto, aa%os% ¥RARY Wby 7 fisncR raRin| RBGRA 1Phe BOL h

of theSe mechanisns aré used to neter feature data use on an appliance 18.

[ 00158kdyriofabpjisnee trrpglormstshouddbq sblaty bepnagriggd om kenerpesdneprodudat well as wel | as
the deLqu@f 1y of Gl lﬁﬁamqeﬂvfegm%aa@unlaﬁg s@gpatamat&ragtsa M&tsmam sms
used ih serialization and key injection. However, can be observed that
when utliaw for thg pestrpmessing of keivatiiksrapalianco Binfiepthey ﬁédtqu@@thubt??f%? thepMEi cati on
of asseh Bl %R%bam résB&th@apBﬁ’dnEeQ ehgﬂgés kk)pﬁags ﬂardu@ﬁghohm\é%b‘ﬁ@s key

gener ati on, , Wthin Loop i'nvol ves feature progranm ng.

Loop 1Sllp9011tetd| ﬂemnémgby whetherikey prys-tengh éfrﬁﬁdﬂdi @ SR EAOCES whaky PHEY | n

det ai |

el STORRORY Sepeor SRR Al & (rRELRLAL: BRBOT fiNnd RS FANTBASL cnce
provi dilhig meybi¢ SToard mdgfein ey Negenzigieheietes public keys and after sone
time t ent # i fmg&q [i[REQRESP]
to obt nﬁghe A%y tg%%?‘%%)ea OBJgépgleglggE%{blg%n%rdg%egEgd %ﬁese 09 éBEeys in
turn t @%tgh@d @pmueam@l OPB‘CEIMWWM@FJ‘ Djaptheash 1181“191%0‘@%%@“@@@5“%“6 generate a
shar ed 1&@%&{1 Q J/lﬂ&i %yhﬁe &,@M’;}y @ﬁé)stlé?ﬁ@ Bbj@c? 1s%ﬁ£§@d bgjéc@g)ai! 1‘@5:1@55 on tHae

appl i ance 8 H ow opeéned ‘a secure connection wt CC 12 and can

met er amroéw@aypd isctyptogpkicA by Praiertrd by g sxgh@tgreeoefntctwrméh%ts&pqefi abiess cHs! i ¢
keys a K t BLEk, Lhe
agent %lehﬁg F%&ﬁ%tfogesﬁfs %%Mft(g%? %@%@ggtﬁ&mﬁwﬁgﬁﬁ%g‘% Igﬁ?ind. negg%ttlteh command
crd[ | Nkai 1A¢;nt1ﬁ@’r5hpul¢@$<} begvipteh ohirse thatids centrellTEF capacceesp evep @ierihedsnglpan  hen
progra f t Fbrd RS 1REN

r eques!tigéEg %lércgs%g)ﬁgoea%g‘rggl{gﬁe%@?éﬁ% S‘? %uekilgé)abj?%ow%‘%@ tgﬁner esrﬁg)énlgbg the ACC 12
provi d&schdisy &ipe shoplddave asppshye psetwaaﬁrﬁusagedtqbﬁph@wg@étam keygpagnhtigiedg st eps
and t hgy, @a@%%ula% ¢ QIR l;ehxln§ss &tom @ynﬁﬁs hhGeIB g ks ﬁﬁaﬂﬁQ&‘VQQ mdodule can

est abl i $he Itional fea ure programm ng steps ‘can be applied before the
| oops rlse pipRert e read-orly sy sl were pgemoles ondagietipreuapis key keclsad fettisyst  when

i npl e h@ﬁtﬁ %;Qh&mggvgqhge,ggkg}%,_ the general provisioning and
delive of a s I's simlar to those services that do not require an ACC

12 wit rm0dau| ti onénhe enphisicd d 8 shqulsnst send dedissiakeys to aegfp Peandopceskeyhps sh t he
secur e peAMIGREIOR siuldbeldBRteAFmtRe d%bﬁé?lcé £ uWﬁé?ldd kel s BOR iARPIE@CsRTed t hat
t hese operations can al so be adapted to be used in the serialization and
key i njpkstid nohbsabisto be deliyaisgi disectly angd Vhana&keruistigopredict ig gphoppdions ai j g

nunber Y. i ijkabl e using the
Cormon e e B Y e Wi th he

ot her i@rlﬁlc e nokhglagent é%wptdubﬁ plle tofequsstrkey plabs ffomthg ppplianeei 1§ &Y pioducteach

pr oducty, shotil duRenPesh GafbAshbilh SutaiR6RAN tord Ry D Yefeh@nd\WholImaRdep UNi que
identifying nane providéd by the operator. Each feature that is defined can
be assigned a unique feature ID by the AMS 10 and a uni que identifying name
by the operator. Each feature defines a conmand type and, in this exanple,
a 32-byte data value. One or nore features should be allowed to be bound to
a feature activation product and each feature may be bound to multiple
products. A feature should be able to be unbound froma product, but only
|f that product |s not bound to ‘any appllances 18. Each feature actlvatlon

A~ o



[ 00163] The agent 20 can request features fromthe appliance 18 by feature
activation product nane; can interface wwth the ACC 12 using the

above- mrenwpanadopoot ocol s; and can dél’/i ver each feat ur epcm/aArelomoodact to
the ACC 12 separately, log the feature use, and return logs to the
appliance 18. The feature activation feature use |og should include a

si ngl etyetiaretoped toghe predyct Koy example, B thetpseduet utibigps ddentypésotheriext dep would
appr opf. @k weys A&@n@lz“o staﬂdl,@oftlsgtdgmﬁteae %a-ysttQﬂéQestet t@%ltc@me% ﬁﬂp/lef%d %&r een

shots for th shown in gures ) inth

exanpl &¢ teatev\)eﬂoﬂ ﬁaslédve dppied f!faltllth?rﬁgﬁfﬁé@l maera 28 uslaﬁym aésallog the tyefoh eash tk@f t he
ANVB 10, 1fSkeliblob s@;ﬁra@éf?'aﬁd 8686 188y s 1Bt ke SnellRS todi@ekdW th an AMS system
operat or as the i ntended user andtHus provides the ability to connect to
t he AVBeatwgtAcgvatiom 22 e.g. by logging in with a usemame and password. The
QU 8 pppd¥jes thge Rﬂﬁﬁ‘)t Qhentc%nﬂé\ﬁé’ﬂ 18 bW IR 2 fRhRL IRVARY s@VicPmodHChs 14,
services, or by manufacfurer; review current alerts, manage and track ] obs
cur r enthoym axFigure 76nprevides egprurconags ofxstivajingqy depdiveinsermadactysdpivre sst vi ew

i nfor %aﬂfl:aﬁ}“%értf?&riﬁédn%nf‘g‘@ﬁ%%cé he RQHHté@JbB@J th%%sz@l%Q@ls& heustPRld ances
18 and ‘perform operations associ ated w th appl i ances 18; manage

pr oducsesiatizgtipnandkay Byestiavreritg Hpéplﬁebmsatﬁewaleﬂb anjageavs fat el With the t hese

pr Oducf"eﬁtu;e%ctl\%[}@&?vl@eelﬁécﬁhé Zl%tﬂr%e%bﬁém% tHE @UntioYIBEDis ARE Fdefife otfdior TRNAgE
users, passwords and roles al l ow accéss to controllers 22 and

appl i ameeicﬂs 50.4benda defig |a|pr@uﬁém>éelf dhe FREs Heare theypaypd tonaeh praducbnodend

det er m gL ABid1RR0 %&'a%%guﬂd% &Q%p;ﬁﬂﬁée‘ 18 Fdd%]né t%aﬂyrodﬁle'ﬂ |T‘1?le f‘@’f@so version,
etc.) [00165] VWhen i npl enented as a web- base és em the can be

access&d they aprligh Eflapipdig o thy agsamely WebushnedhsarCd dPrﬁéthtﬂqaﬂee t(wed r¢ser to an
appr Opabetagpl%s 1@%&4@%&%@@ fg% ditimuld ¥d %m&npaoentd?yieu&iemeﬂw ck

status view 200, can be con ured to appear whe he user is |ogged

of f or pr@ﬂtférs\hoslel to %én@é@lcsa? "theygontrplier BHkREPOIES iBYentpgy ofFFSrTS é&atﬁ?ﬂ weeifisde qui ck

st at us ;\iigindAR1. Caite AR imRAMoHIYE BastiRerARRSRIN B L&frofide2 Bhe SrplibiPEs0Ut from
inactivity on the part of the user Iom%gd in, or if the user clicks a |ock

but t onths Cgéﬁ‘éétoslda%l?erablea@ bosseallshorevred Thervantiolet 22<mekeriew mans FGAF ck

status so'ha%wbgéﬁ%pb&d% Sh Bﬁﬁﬁct V@b nesd Qi behKginaNeqUYe t hout a user
| ogi n. this way, status information, alerts, and other critical nessages

can be[‘lﬂll%ﬂ/ed WII’P ﬁ’étﬁt‘a“tm@ detssibed isreimh HiATE t%%@“ﬁééé@@t {34 bytebleataseanpl e,

when ap.ARPII@RES rél%%ta%a Wﬂmneh@feamlrtgm&tmmaaﬁt t99@ﬁs@& Rl coffol BURN

anot her person In the viclnl ty can i medi at el Yy be aware of this situation
wi t houpn praaff nef Regially prer nagiglly pfb) frataregien th deyicat! s Exacinborpthe éqaéuéeSfamwct i ons as
a SCr eqRseadn e, tR s ha@ce@etenﬁerﬁ uﬁthchﬂﬁlaﬁcfs p@ovpre@%t}bactd@@ i) Qd uefa b1 e

passes wWith no’activity in t 8, the quick status view is displayed

200 an#kad Heta Bper Gvaie mmheﬁememlsre@gm Fedpeaster G RtEs SOmengingr ot ect s

the AVRAQ Ja0mhhhadvesid etk fe%tur%d @e'te@MﬁeJ: @ﬁ‘fp@% g Y@Qﬂute@tosc{ch‘!/a!te &roviding
i mportant status information on a "read onl asis. [00166] The quick

st at us deAckvete e eespidiiacsrsavidespagsopiont tibish f@t}lzesaha ba aggiyptedby the AR wina. | n
the tOpeRQfki @M, Zﬂ)%’fea%ﬁé Y& R ptdpPiinedGfo eyl fe@du@fegstérq&o tmhéetaw eags
offered by the AMS 10. Each icon indicates, by colour (e.g. red | ue),
whet hefs Rregsamedsinig tt%%q? Emresister] dhe vaero ﬂaﬁsﬁ%ﬁrta& ﬁélsaeﬁtq@ﬁé@@n

associ %@avovyomamqwﬁﬁﬁ Ex'teHslcﬁBedSﬁ bMhiEdetailbelohs iRtk %@féﬁﬁx}quﬁ%e product
i cons 208 are %?ﬁ%%%e for any products 14 defined in the Simlar

to t he SESPEADp T%MEhW"(%HSIWBG laen afcalre dip iz pgtsred IW%%MM t here

is a phLAbk&m & odlfpbwiidolinany of the appliances 18 in the system or
applicati on supporti ng the particular product. The use of different col ours

for noltPafSloper e Perlsosentping bl thieampleacddduid b bue) taeprdige fragiser-t Bhequi ckl y
i dent i f3tor Y i Rle ST ARisEH thhdcotdHaPhds Bédn Wm@&p&l thSaead2 app técaa&tgqg to

determ ne the source of the problem and renedial action if

necess&gtyvhen psingeny eEthe Wmmﬁlf;‘s et Vidgiphe AC6H2 :_QWCR’E SR TREASTIEM R Porvghe r ows

(not  shQWRag i§ uﬂerpr\éta@tt bPREorRde eﬁtatty 196 aducinsiisb4onthifls SOMBISRRAsENt S, the
oper at or may given a option for defining which products 14 shoul d appear

in thedwpﬁ@tﬂ%@NNWZ(ﬁe CquERRng 1o wijtedo NVMI\AWWCFF@ i€ons on the
qui ck status view 200, a user login screen (not shown) can be | aunched.

Once |l ogged in, the operator can be presented with a status view filtered
according to the selected icon. Therefore, the operator, upon determ ning a
problemw th a particular service in the quick status view 200, can click
on that service icon 206 and, upon logging in, the next view would be
filtered to that service, e.g. serialization. Once in the status view, the
operat or can observe which appliance(s) have alerts and doubl e-clicking (or
ot her |nput) can take the operator to a det a| I ed Vi ew of infor ITB.tI on about

- A~ N T o o - Y M o o, o



1001701The vi ew pane 214 provides quick access to the different views in
the GU 8. Such views may include a status view, alerts view, jobs view,
reports wewptiawstonol | er view, appli dBces view, productrcwkemumm0m77
serialization schema view, key types view, FCTs view, and user's view It
may be noted that in this exanple, the view pane 214 is an alternative to
user tREINPRAMAT af dabatean proviiteats uually imppistre. 8800 kydese A8t iyveifen em

i ndi cahervRAg grurmre @rs vrrﬁren ﬁsn%ﬁl%fn@ﬁtﬁgmldreﬁéﬁﬂérﬁ g. nunber of alerts for the
alerts view, nunb jobs for the jobs view, etc g active in the AVS 10.
Many o003k vi eWse E%?ﬁ Sé?laweaii oy By Aaspeure enTpied qomrec -2abYlovip the armienceper at or

to qui g Mmefn'ralnﬁﬁ&uﬂ& €lRatlod aﬁt@ﬁat%flﬁwﬁ&x@%rg'sﬁghltoﬁ’lzitﬁﬁ o?&!at?dﬁto@auss gicfisce.  For
exanmple, if the appliances viewis active and a serialization itemis

sel ect ¥tban hep heregegsier Brdhe merts 20ty @redusiaanp aing feageny AW cadaemaa By al |

appl i agxCc 8B ok Rgdnb €0 é&ﬁe‘sﬁ'a'f@a%é %vﬁfor]\srdaﬁctWdur&obta\ﬂhﬁnhyﬁ@msotda@nﬁ@r vi ces
menu to filter, the standard filter bar can be di sabled and hid

Addi t | Sparodselrindiviguatie Wiben an 4&%@0@@% RCha30 fen an appliznge éj&rtcﬁuereeaéh itemin

the i nfQRALIQARs RARE ACEGNENEE SEdUPrIRA rralﬁee msmsar cfakecmﬁ’lﬁfalk 2035 SPYapRPEar when
sel ecting services in the Services nenu. L} e maln infornation pane
e

216 di dbivergdtojan pemhl peheraBew send froanghsf e é2 @drvniurﬂ Tdg ageahpBldoragingy to t he

sel ect gl MiEWh tROACEXBARERY il Rhick HRe Jlﬁ%leﬁle%lo@&%&dbﬁt%ﬂfdae fshequfted.a area
is ajob in the system Thé main information pane 216 conprises several

f eat ur Bden ysing thesfeqtine|agtivgtipn ppicednasipleaiie feptyee dajasheuidpevenhs ipplainiest afieelly al ong
Wi th theet itelcEniledDend eéfmelnfenérsftﬁéﬂtcaz currentl y di spl ayed. For exanpl e,
the viewtitle bar 222 for a "Mdif ﬁp pl i ance"” y show. " APPLI ANCES

MODI FYIORE] | ANCEs canrheen gep i Higyre é%élre e ﬁ‘éya%ﬂnsséwecs Modilp cisates Iags t o

cont exfn&EBshd umslsgeyhlt@& pphidhcd @bntidNEr 16%?r WHeh fRRFERD: is #nbRLY hg@s2dar 223
provides a way f the operator to quic hone in on the services they are

i nter e@p@l@nrqrogsmed gvé?wﬁeeférg dpfa s spntgo rhﬁ Zdzeerplpes) s Bl logt arsi dpcdeont 2

di spl ays bt @N& kil tRin E@&h&@mﬁﬂn PpliscaTs bRy a tyAehslSatibh 8perioh QW B4, Het €NB:

Al'l, Serialization, I nj ection, and Feature Actrvatron Selectrng "al
[ eNDV e¥sed Hymerifog @dsrra@lﬁ a*areslm s time foates dafags ped pman appliange 14w wi th no

filterj ganc§exle§@rslde&mﬁaa¥edqry ohB8nd' REPApPIidHBe PEAM BAStaids §feb@ma£afpeocﬁ&tl ve view
filtered according to the Sel ected service. For exanple ppl i ances using

t he selesdltwhichis F‘W@@nﬁ’jﬂ@b eng @riytipe fepiyra date Igréﬂe@c"{@cfe%'gr ér% lsvelé%credlh this
way, t r&eer%eré@&@srhe&@ﬂeﬂr% @onaaﬁér by syndivbsiads @n aFphngts i 8 MHbth bPihSseSRENINGES and
appl iances served by a single controller 22. Additional service-specific

i nf or nereusd tergtepisatiticsp ayeeen meprlvaeh'Si tem i n the data area and extra
servic g]lﬁi@c' figy ﬁi%{n'eq DA, tH@Xefﬁﬁfg%@ﬁromng ®lafed A0 aSREIMs GReliferf S8 Servi ce
bar . 1An action bar 224 contains various buttons on its left side
with aFplis 30 aaigs rmtepg@ﬁmnaﬂw%@e ashapigas vicd iateriglizationrad keydpiegior- val i d f or
the CUpLEQfer, Vi Giivbe SMervBfinkiiviih uiliAlR anAddqfo AR tnbRth1 RBP fof Atk ihjSctidn 8€aTr Ch
field. Typrng text In the search field filters the contents of the data
area 22®liersior abAsHRYS Io peppisd e pwpairRirloaps.dippp & that irolyssaevgrgrirdtre 8 ddiceny, t he
user My afaf &dp 10¥hRRRRAGE RS Bﬁgmrrﬁmg aA%hpf esrmmbte@%t prerrdm fhePr oduct .
Actions in the action bar 224 may be valid or invali |ng on the

sel ect eemmpandepid B TARS AfLt] desgribegd in getaihprdavh ethetlopps are |t§maﬁs¢fl 1 H@V‘§§‘Igé‘tet ed. |f

an act ;Qfimim chidpaldrhcd;t Tﬁearaog;ear@gh@wﬂl é?ébtter bt aqr?ﬁ@d 0B. idnck Sroddin@nt ageous
for the ist of actions for each view to be consistent, and actions becone

valid endiSEARITAGC]AAER | 2pearaps gublicdevsand afies some iy the pseah0eauspp? opr i at e
for thesNins¥ey sfehdlﬁ§ﬂhggon§§an'a%ﬁﬁ RESP) B dolliiSth€ X&TRJublic 189S NTheiaBMe DY Suppor t
up to three Zoomlevels to enable the user to conveniently drill down into
f ur t heprodidesihess Piliskeysep gwptorthe atppb@ﬁr Esddie appliange | uset thesy kopaite grperate

set ti NGgharedARMel LUYEIShIBYMOR BB cdIhERPGTifiddaREn TRE §pplibREN R84S Irowc%@ﬁehl nes,
and one itemper line. The shorthand for these zoom|evels are: i ne,

3- | i nea segHwd cawegiian wilk i ACC d3apd g8 mgtep o1 qnpryptibe Sptuiepanddeg theyeny) Thins t he

oper at gg, 115&6%%1%%}/53%3 %%&@M@A featfreP AQ R p%fdeg%ah@flgleﬁ% ?R@ag@ﬂ@ﬁ)aﬁeﬂr to
page throug many 1tens whenh there are too on_one page.

| £t he infiisiamthedaiire progragating foop byt wading the P@mﬁw CB@WW&IAH&J IfFé?rT] #hEh i tem
The pagicRgeRd FER28).CAR RO thGHFrBstahRe ARREAKari rOMIR: 11 8@by the WaENRVET
necessary. If the information to drsplay fits on a single page, the paging
bar 228 does not need to appear. [00173]On the left side of the paging bar
228 is a text description of the information presented in the data area
226, with a pull-down nmenu to select the nunber of itens to display per
page and how it should be sorted. For exanple, "View 10 itens by Service",
where the nunber of itens and the sort field are pull down nenus. There is
also a button to smntch betmeen |ncreasrng and decreasrng sort order On

o Y b1 PoN s o N oy NN PN o




Figure 14, which displays appliances 18 in three ways: grouped by product,
by manufacturer, or by location. If the viewis accessed fromthe quick

st at us soween1120820by cl i cki ng one of 2%e product i cons PO8/cA2b10tdoen7vi ew i s
filtered by products 14, or if the "By Product” action is selected, then it
wi |l group appliances by product. O herw se roups appliances 18 by
manuf aétdihepeentrr@resis p EEPIFOIZ2BHSIRG theﬁﬂﬁ[FgﬁRPeESﬂ ]?‘IfPﬁﬁgtsFéhee“sC(a 13 pravidesy
product,, edctyptbdsabaséb Begtaﬁr@;rg th 33GESurd Bro@faRMRRORY 2R BEMLht BIoShAWA ) Figure
14, each product di spl ayed showi ng each appliance 18 associated with the
pr oduc Sincg fhe a@cgf@rCaweﬁfgonabiﬁrqbaﬂléésad%m&% Baperrega e FaRtar B pptitten each
manuf agiidfeShe lb§psdér§1ma§3ya§qots@%@g each appliance 18 associated with the
manuf act urer. di spl ayi ng appliances 18 grouped bég' ocation, then each

| ocat i 6¥015Y di sdr %?yé'afr oy PRS™ EEE NP A Pieay e AMS 60 il auAGCHR Phe
| ocat i Qbherd] PROFiGibhNR RAd RIMC&y bERARSS i2 3thilart6 HddescB BN tifafdd bl leg@tLMAEST f or
whi ch Services are active on the anrtlcuI ar appliance as well as provides
an i ndivéthefdionst coppiderafions aleompRndsapdred t csfablisa e sgeurraonagsiompith he alert s
(by cola@ut {Ngsotr Qfm’e@ol@cd’nqg)apﬁémmgt%esé {)}%ret%@ﬁ)sl daﬁﬂl@@bela%albt&i Rpenaking
correctly (by ouring the icon blu he service indicators 237 can
utili z@eae%rzawmﬁe%b%mgemﬁev%morl%a.t@;atlrzraac%?? busrstngres! npphereidnpl e,
an orampge 'A%@ﬁhh%ohh% t:e%teﬁtaﬁmfaretabalasr%ruylhgﬁlee&nmatppﬁ%bh anaeve8 s | ow on
assets ared icon ma |nd| cate a problemw th that service, a dimor

' gr eyed’fqymedb}’%rﬁl\é% -indicate that the service is not assigned to the

appl i an 6‘@&%38 angs Rithe Sffer s@@&e@;ﬁﬂm@@exuﬁ@dﬁédqleienm& #afird Ravarbheah are no
probl ens he status view 234 uses_a Si ng e zoom |l evel in this exanple. The

Vi ew a®rqdyet shemd brastigned @upigrg prgdust Bhbst the (MY 10456 p vRifusslentifinesnamie oper at or

t o the QRfdel b MeREéraBAIRCK RN tRit & deBhed AR beRBbhcARGARY fe@itreDIYY thhe
sel ect ed a\hﬁ)l I ance 18 being di splayed. The actions associated with the mai n

st at us ANR\W aBle wiqye idgnighying pymey Ydd%relterat‘By Exehrfeture definss 2 coppengivRedehié? on.

[ 00178]yfih aa%er AENHE Adla AAEL The bPRoR!ErSs s‘ﬁbtﬂti\/b@zﬂ&“@&ﬂ%% bbﬁhdl'_tb g@atirel5 to
exam ne any alerts present in the AMS 10. The zooml v in Figure 15

is a 1-2pfiveHonpredhct @depch fpgure sy b bownd to mukiple prpdugis A arl %rtlw& t he

al ert s,y piad ﬁ%ﬂ% ;ﬁd&u@@gﬁ@n@m&§%ﬁcﬂ§nm e tdii@aﬁﬁlfaﬁ&% @gl BRpldamece 18, and
remove the alert.” The controller 22 can be configured to issue alerts under

sever alaciNafipmpragict eanbe foundanereor BgraPRRancei IS and ¢ash applipncs 1P 81Y bV s not abl e

to contaghk 1@;&@;&%{1@&@9@},&&1@agslgdggr(ﬁt are any errors when the controller 22
sends data to an appliance (and vice vers‘é]%eé when a_synchr oni zg;tl on

oper at i[B¥6Rhs f af msgeringRrogest Fa heumplemenisd waeseihe cotollers willitop ur Befeliie eached

t he assghvaes oMt [efM€bn th¥iHMatcB e s bigR sl SdhronRastéh Pbratidle TR RhdrancRoul8 has
reached a warning | evel, when the HSM 19 on the control | er 22 r.any

appl i arfeBneggminggnigianEt and smagstnun wly simigr to e qihgrseryingmodnieseempitd ) ocked a

connectyepih fA4 RMuAMAERBE prdfuct mBEEAMSEREIR AU ithd IBn@sIRF @Zﬁﬁ 1t|1§nolﬂ&'5unﬂﬂ) t he
i st managed by the appliance 18. If an alert is issued, i ance 18

af f ect exly apnbianged 8japd fepiaren may pesmodifice/detated gn tterr@nta%ltea%tféas gss‘ °&f%rts

Vi ew 238,:pt Quivish Rodies Al d%haraee 0Of cah 188 dAEI &n thé Eprbild: e T thdiears6$ Vi ce for
which the alert was issued provides the tinme the alert S ISSLéed The

appr opriradusts baudsmdie apriiangs 1§| eTlte Tty forameil teryd dag i daie shapld beypxotecte

[ 00179] J 116 t-RREHARMELHPLACE ESmdlahudlBRSsyNd BYMc2AE:1S BOsPpdriad [ Potvasud® to 18
to performvarious actions associ ated vvlth i:obs in the AMS 10, such as

cancel moh@madﬁeslqa%ﬂpted&taeséwathwmgﬁ@ma bt eted job. The jobs view

240 in fobie2) exanpheappliiiRes su am%, dtmg meumremaqle%taalmamh@mt pOwskriegur e 16,
a 1- I|ne zoom node Ob as own in nd a deta zoom node 240c

i gur e
as shovifie PiRtorplgighined 118Flg‘11ﬁ%5 10‘6 &P Hescabed beloys T%ﬁf‘ffﬁﬁlﬁ% ’ie‘éﬁ’t"“tg'r%fturte REVGEYSRI | zoom

nmode 240648is\@a th@&rntrbﬂlé? 22, 'r@s- okt R0 rdq@ékts| fFdm Y 848N PPRhthRACH afiéh OF
controller 22), job ty tI)’status start tine time or ti mted end

tinme (iFodgk mﬁmf@)the Id&‘?‘ﬁtsr r@?ﬁ“’“a%t]dgsp‘?aﬁ]@fr%‘géhe aﬂel’ép%@?‘gﬁd‘ﬁépg?hafﬁ 158 ovi ded

i n each.£EQM M Afhe24HBnte rsme%ayﬂtﬂ@pﬁmgé el fo@-leacﬁ‘l”@ﬂ“\ﬂ)@&‘lw@fedfaﬁtﬁwﬁén&t us of
the job. Wthin the |obs view 240, the opera n pausetf\ZBB(%d zoom

bet weenfeapisftigHasprodustis Heboupirpm g aRPé‘h‘E?éll&t éeﬁt‘ﬁff clPpeie &9 renove
a j ob, $bowneaRbet&fl tHeapsian@n@. renove conpl eted jobs. [00180] The operator
can access the reports view 244 shown in Figure 19 to generate reports
supported by the AMS 10. Figure 19 illustrates a 1-1ine zoom node for the
reports view 244. The reports view 244 provides a service icon and a nane
for a report. The reports view 244 can also be filtered by selecting a
service on the services bar 223 to limt the list of reports to a

particul ar service. The generate report action displays a generate reports
form 246 shown |n F| gure 20 for the operator to enter |nfonuat|on requrred

o o o, o o o, - " o o o o, N 1 - r



vari ous actions associated with the appliances 18, such as addi ng,

nodi fyi ng, renoving and syncing an appliance 18. The appliances view 254
can suppow0 2datmsiol 3-1ine, and 1-1i @ zoom nodes. Fi guPeTZA28t0mns070 he
appliance view 254 in All Services node. In Al Services node, each
appliance 18 displays service-specific information about one of the

servi cH9163lf onlTje agrat 2kqay reguest atyres fipa thppphance phby farivie agi@atierhseduch at
servi O e ol ﬁt@tb %ﬁ ttJA@etfutttg?tﬂe Ge ﬁertraneeprosc@g-taheren defgPedche service
to drsp ay can el ected in a defined order of priority. If a service is
sel ect édtviain thveraoenp e LU5al2 sppately Hagthe fiegturesiese,ang eetyrs logh ghagpplanker  al |
applia hown in
E B o B e o e e e " rodle
254c¢ |k%sh@mhﬂmﬁm¢mgﬂﬂ@méb As can be seen in Figure 26, the information

avarlaggﬁgfﬁagﬁpplrance 18 in this exanple includes: appliance nane,
servic ed by the appliance 18, manufacturer, |ocation, |P address

and pofdpiedit at UsigResd 1 tO5Y lrrﬁexaateettdqrreeoreeh BRSAS fo¥ e GUNBISRMrSih @rrgert); 1 altbM
software version, disk space availa menory _ avail able, credit avail abl e,

M ni muf dre GiYH 84t "bthééi‘%mplfr?rﬁ%iehﬁﬁﬁeéﬁEﬂB‘ﬁt‘“"Bﬂ’m&’tdetﬁ aygraphicalipigtiace derdbe £ or

credi t ANEPRI. 1 ANGA be effinRIaehY BUS B @ tesiBitaRAMm 2aTAMNS §stef, opBlfP &Y thOfntchaS ,
nunber of connection retri es, connection tinmeout per| Od aut o sync

i nt er vaser apddhenproyidey theyphidity tg sensecttsy He RMY satrolies 22, e&p%‘tﬂégmg rnét“hd‘r al | owabl e

agent LR SHRNGY Passwiirl e GBI Pdnabldsthe 520G Gidd is@fhs WbrthaB @By gbduet 122,
date/time of |ast communication with each agent 20, and seryvice- specrfrc

i nf or MaYTViess P&y gRansstpsr; TeYiRTHRYEnt alesly gnanggerd %ﬁkl"@eﬁ“’f‘%ﬁﬂﬁ FHESN B t hese

det ai | g, RRANIRPEEN ahdlechbrhe Mpdrid QR ihRMRA:Dn 85 SHBUR absut RieQuktRSer22; and 25. In
t he appliance view 254, the operator can_ performa zoom hetween zgontnndes

pi ng t Managsshe appkascepgd 8 aad prefoph epeagiions %lSFRS’éatQES’V ith4bepPRIAnSERS; Bprage BI89Uodi f v

an applis eesylBm 48 PRYEMA erﬁtﬁlﬁ’lls bRB&ERedlBith Medeiphat@s M) nAaRleisandieatib8, and
deactivate an appliance 1 [ 00183] The ping (gplrance action Iaunﬁhes a

pi ng serhsmas. xepivpes. AHEGAS PO Mompgsrisers passipids pnddilep hatalloy acessidp sendiellers, pi ng

the sebeghehphiRld BN&Lest SnIR¥BEIp thiehSREIURT SIpBEHNBH; dh@ diBkeShtbenatibn | S al i ve
and to deternine its network |atency. The ping action is used to test

whet herelgedigrihs applicgrions &t build dptei BFé® #8) i s reachabl e across an | P network

and to[§Ags] an SPheCRPRAECEEPR a W& Hasdd@Fiterth 1R GEL Winlbe iatleied @elemﬁﬁqg a( NI O
of the conputer being used, or as a speed test. The ping c%p te the

r ound- tstapgard W?F’Ebmgé"r‘ié’i‘daﬂol‘?mg thebrosexste @b ArRpEoPTR LR AeoRER 0y Fagee ha print a

st at i st cas HRTBE ¥ q mh@d@ansswmt $008 whibR Cah3A LIATRufM REappRR Wham 48 uie Isileaed
| aunches a sync screen 8 shown in Fggure 28 ﬁnd enabl es t %“:Eﬁrator to

ensur e o8y %@WVﬁ'@mkﬁt%ﬁeﬂﬂﬁhP@E¥§r Of BPpRl: tipayiek fptusider % as

seri al cﬂﬁﬁgﬁ?&i% aﬂﬁ@éf%fterﬁﬁg@Uﬁ@nm@st Sut From PSIES o e RRRE iha ‘15‘6610@7, ih,@dEfat i on
changes, and retrieves service ﬁs fromthe appliance 18,

synchr ¢ wriclsarpdibubienerselety %S"tn HropHeRfrypp meee(%%har@d T&Bﬂ‘é‘&‘t €%y assets,

such as;eesdoad alHARR aSailakie Yor vtRthediSwikbus BsePlogihh & this WY sfadm amounts. The
synchroni zing action_al so synchroni zes an appl. i ance' ClOBk W t the

cont r olipfgymagion alsetk, 2 %athrrérlrlraévessaseém Regyiqvsg SVithpy therqheerigs pvingre &e In

addi t i Qfuge@RY FEPAhNPMI Witdn@R a%ﬂx@ﬁlﬁQS BRI hOorafal ARRoh S erhtdr sla@elcorre into
effect after the appliance 18 is synchroni zed. A read onI ¥h§§can al so be

per f or rfgef! er\Hﬁ‘iS%‘hm\Xﬁ‘el yicigih 4@ rm"t‘?ﬂéat%lt/ bt peare pidhis sigation WF}E?P% 8 tlpgin-

appl i angg qdidk LiduSaEew at»o a1do fusctiohs assé@sreerbsaterd&ase GOt 8 sRK thaBiny pehbalraees The

synchronrzatron can al so be used to _obtain service S fr @ ppl i ance
18. [00&8@1@H@wﬁﬁﬂﬁtvn%ﬁﬁﬁpﬁﬁ@éﬂ&éﬂﬂ&hﬂFéﬂﬁEﬁggsEehﬁﬁi h & screen
260 s h@lﬁ@raiopwgﬁlg HER t&Rg inl: z@@lnr’f@ Edrftiduc Pblisl pRAESRs tBE AREN 02Ffh ﬁﬁlﬁrbﬂtéiﬁ odet ai I s of

the appliance 18 to be edited by the operator. Not sho ? E ure 29 are
credi t malisioHtRMPepgdThile ﬁt&krrﬁrrﬂrg ipRorantsHivs Infermationerd Erd b0 %Rabl e t he

oper at qpo1e8] set THY RERQLafS vieRr2ob B&né‘lgfsgéjal fo p@tiver02tad b betaappriicioe. k8 and

when to issue a | ow1|evel warnin he controller 22 an i anc
shoul d thafeppertipt 202 §erésaiedts gt %egeﬂasé?drf@@'tﬂ srvigsneffedhyd g ﬁﬁ'@d(’t ﬂé&appr i ance

18 is Sy&qmled%sza%l&lhﬁ CRALF Blbd)ehhedi®er ﬂﬁﬁqi<§p1%&eﬁa%€a]&®W1tHBﬁ§yofal&S ets are on
t he applrance 18. I f; the dunber of assets. i

nlnrnuﬁWB&PH§1gﬁﬁ@ﬁmPhE“%SﬁPWBPﬂﬁﬁmV?? ???quPﬂéoﬁﬁﬁgpgﬁggug‘%@%ggfﬁto t he
maxi mum | evel . 1If the nunmber of assets is equal to or bel ow the warning

| evel, then the controller 22 can issue an alert. [00186] When an appliance
18 is first added to a controller 22, it is added with an inactive status
(see also FIG 4B described above). The activate appliance action brings
the selected appliance 18 online (automatically initiating provisioning if
necessary) The deactrvate applrance actron takes the seIected applrance 18

Y 2 - . - A~ o



1001881An add a product form 268 is shown in Figure 35 and is exenplified
for serialization. For key injection, the serialization schema |ist would
be repl acwo wittdozmikey type |ist and Flor feature controlPCTidaoBmoiEri zat i on
schema woul d be replaced with an FCT list. [00189] A serialization schema in
the AMS 10 is an object that defines the rules about how a serial nunber is
gener atisplayedder aay arpgreds 148 pssldp thertd1te Similar i the top partign £92. 528 igppelént ed i n
hexadegidiles, O 6861 WRdtheR Rdrd 8 bid8lemldr $RH with ahPSShSdBliddeed 18UE the sﬁte?@&‘ al
schema view 270 is. shown in Figures 36 to 38." I n these views, the operator
can maARR}EatvBspRpeTting thedartiselperradugih b are f diffelrat s RERIBALOPYEEUE] ated Wi th

schema yibustgiéh 1 MV Rard ConaBIbicdd psraRF c@gklym@lh YA AELIQN: affRIMPMA ROh&E GHARee The
3-line zoom npde 270a is shown in Figure 36, the 1-line zoom node 270b is
shown il 2 apglicatiato dgtgeming the syt the Prablsm 3pd deke 2moremiedial bRt nesessaur e 38.

As bestf 2685, Mefofth Borddn 264@n hﬂ)ﬁzﬂé iRktpRTow @bt helvhNes. WG 1Rl dréhaichenma
inthis exang&e i ncludes. the schema nane, schema | D, serial nunbers

r emai nPIRYUEREL ) semessfodingntshe prefriednay By siveR#PRtSD 40T dsBRINE Whithprodugts e,
total qouudlhpSeh i idkRRSidwrogener at e, whether to use base-10 or
base-16, total nunber of characters in the serial nunber (to pad or

t runcal®67) i st Bfclicking pny of fheiicrRys on te apel tefds View RO% A& 198BISCIFIbM@St i n t he
serial siHH)edn beakifciaMPh&SIodRd i, tHeShérAbecah BE pRcRREAByith laRtabl QieSaTHeRLI Zat i on
schema view 270, the operator can performa zoom between zoom nodes, add a

schema 2cREtE 1 the selepedhigon (Tdsisinee. shegpsraton ipeiristeanipmecaredlan witha At di f y

the curk&et ingBd QEdK sBifus itk Y@ Widklbnahdd M iDSI8) 206-5Qd,%?5ﬂ ﬂg%ﬁ /Wl cate a
serialization schema, an add/ nodify/ duplicate schema form272 is | aunched

as showieW ¥ruld brufeltsreddo thaimervess) see- Retiplieafige Phretnibe Rigs YW e oRerajc@tt t hat
def i negbiche wiidheppiaRe) hieaderds WikESoubk-cGENHRL @O6BR M) ey Bksho W ethidi®o 4 Nj ect ed
for a particul ar_product. pes vie is shown in Figures 40 to

. . . A key ty w 274 i
42. | nd¢tRiedpery efyifaamalippgboptthe apliancg A& alipwing them tndetsigunadhssopiep akthang
per f or MeaWiRH fogdRk i) B 1855 QedeA tAtbeWiveh a K@Mat MRGSsihlarkd e HNE skusSieh as
addi ng, nodifying or rempving.a key type. A 3-line zoom node 274a is shown

PE. ! :
in Fi gdPGanipthesscreens apd to didfsiepipinberveen Tields.epdhdis!q Gan br Bighlighied withdd a detail s
zoom Magferedt dffour SndEWIlle 4 Hathy KiHToAndieate Wisat RSSIng PERIMICA. Nf MeBUS £ 4rér t he
information that the key types view 274 may provjde can include: key type
I

| y. 1yp : A
nane, H58MRAY & ngyHeld sppclicaieszage paade displavrdivith agpdypaskespunded the kgt thgent i f i er
| engthgpd of fset, key data length and offset, file header |ength, hash
output (length and offset), hash algorithm and hash input. A key type
di agr at?B9¥ i s s therpaeiA OmSéWCEﬁS@ﬁV gengecied And ipgeedianty 2 pasidrulf cenblladt r uct ur e
of the 2keymaRdpplitatiéRded AffeRS WHRHhMIBLE fifterdd & BN ICHsdiRted AQUWHEDS ivRY 1N
whi ch the structure changes. In the key types. view 274, the operator can
zoom i2ApaPE RescxamplgPrRdding daweliangg yey s ﬂi@yn inFidgee 12 lafoclipiepatigatien,  and
dupl i caleeGEYprbYiB@S comlint Jorh UF pRBS andGletfotld ﬂf‘in&%@cﬁﬁ%\_\&ﬂh%h li@atR@W name) . An
add/ nmodi fy/duplicate key type form 278 is shogwn in Figure 43 which can be
seen i éo@%ﬂi | ar Ths manayigetgenpkand Gyprmetienarees 26 ths rinaipakatean YAt ers to be

edi t ed .exdklid Db anFpglication Merlubar AV Libw binead, QA€ Infdradondalid 1165 datus
particul ar feature or features that may ecified for a particul ar

be s ) d
pr oductbar A, ane:t vergion he 2eble Sheapplgapions msnu Bﬁ%g wligwg 11 srenprisesiye @eptsgi st er
282. Themsll aien@dlletRes, h B&rvidbd fenulh VR rh@al MR 6B Sind 43R IpHubERdTBPPEd
to features in the device 14, controlling whet her  t hose features are active

or di s&oPEefler mRNYRREdlEs tRoPREEtPTii megibK A FaTrRiley df-¢ad log opiof Ay GINF- iTheust rates a
vi sual sdeplesibiingadet Bieitdne B UicB s&r0é Shigh, iR thihle ildRdasHb¥ALSEREUN es bei ng
di stingui shed fromunactivated features by fiIIinq in a_correspondi ng cel

with a ¥FstipRaahicars astiyation Hhe Yigy megyenahiptige orsmmionte sdeshiipm Vaiaes Y6We 44, a

1- 1'i ne ez0Qaudrares, 7550 Bepobts SBaYdMet, Bphia@id! Bodhts, RASliZAHGRERINlaSkey @RI, MBI 280C
is showmn in Figure 46. In the FCT view 280, the operator can manage FCTs 50
and per"f’wl?}‘ﬁgi S e tihsrietionsprap shaagesieqordinatpdhesglertpd vipw Anadldpmerich as
addi ng,calpreviflyaddghs tVarib@ RN ri@uRed Subk@lsystds hd}e ShmSM@adrk Builid, geRpds, the
informatjon that can be provided in the FCT view 280 for a particular FCT
50 nay SPHE PHRAUCT eFT e atystem OFervieR A PSSF 88 Fiisi on the ACC 12), and total
nunber of injections. In the FCT view 280, the operator can navigate

bet ween zoom nodes, add FCTs 50, nodify FCTs 50, renove FCTs 50, and
duplicate FCTs 50. [00192] An adm ni strator can access a users view 284
shown in Figure 47 to performvarious actions associated with the users in
the system such as adding a user, renoving a user, and changing a user's
password. In this exanple, the users view 284 is at the 1-l1ine zoom |l evel.
As can be seen in Figure 47, the users view 284 |lists information such as:
usernanme, controller perm ssions, appliance perm ssions, user perm Sssions,

L, e e o,



the adm nistrator's attention. Figure 50 illustrates a simlar error with a
field-specific indicator bar 290 to highlight the cause of the error, in
this exampbeodu®3toe a | ack of corresp@ndence between thecpasuovudiend t he
confirm passvvord fields. Gther forns (not shown) can be | aunched for

changi n% a user's password and renoving a user. [00194] An online help
servi cOURHH al séfhbélepfrp@m Hédravistes ek wssethw&eqqmdmsc@%ﬁ@é &'fenu item

or a helps| fngpﬁacfaae DPQIBs 6w, Dier@SiedD mlw rEﬂogcgee% dohtrbiRr 9%, WMpligRed 1 Nk to an
AVB online help guide, e.g. in HT format such that it is supported by a
web br veserroduriseiane ritalizating whpme waw ken &peseevES T Niews asheersaeey. (f @By e of

conte nEéﬂot&ﬂgattuhﬁlsQ%melp teﬁet\qav £AB 2t £R4n slkbenaus% uTsé? 1R Viel Phefld.t Whie
determ ned accordin he current viewin the data area 226 (i.e.

cont exeppieahds. wwrebqng«:spf)e caghdesy ﬂ%n@wéqes%pemreee&@sywwdn@%w RGO gur e

51, fupthgts fgfetﬁé‘éléﬂsq’flev@-ﬂulﬁgé?ggjog%} th@fobk PRWAYD) ddvd B tRONVSNOWasPRfhgur ed
for providing th feature activation service nodule. In the exanple shown

in Fi gtiews & alﬂoﬁeﬂplgyﬁle%"ms mgnucallging dheetperator fraekly; foisr itersrindhsidedt e wi t h,
provi de. dafif b 9176 SQIQJtéc&%tvwgaF@r e&ﬁl@ﬁﬂ: lptﬂga%(ﬁgﬂc‘é@%@w fs0R6 88 a Wrlahiafion ACC 12
enmbed decf in-an electronic device 14. i scussed above, the device 14 and
in turiem Fﬁeselﬂ@@i inzhg Serdens m@é'ﬂaé@ﬂtﬂéﬁ appliansgsefew @ digpley: i srplignsegitinthe

fabr' C@érhﬁﬂ!tlgﬁwlé’cqcﬂ% W@%@ﬁgﬁleﬁeﬂfc@gﬁ% to-ﬁ{@r e shfdardifitce PRIcQYSe an agent
sof twar e dul e running on t he tester 16. The tester 16 is

i n t ur disetderhrad hisden: &@ﬁloaﬁiﬁw&ﬁé@c‘fw QFiebep pachetRplyediar eaghvitar intheyt

pr ot et 5, SEASH fanY 81 Al PN Erikle QYdc AR Sicons Rfal hfpeAONRn Wit dihDsdVI&sP@E | ance 18.
As shown in Figure 1, the agent 20 facilitates a secure conmuni cation
channeISGIZ@efble@nMeen the HSM 19 and the ACC 12 for cryptographically securing
communijgRb{0ns tﬁﬁrnﬁlﬂﬁhmﬁﬁlon?ﬁx@ﬂ@hﬁﬂ linfdnatBR abef the BbjeANn R ssa&h from

t he app&l I ance 18 to the ACC he appliance 18 may be connected to a

back endcdordingts thegelegiedviavt., Fegsxanplerdsy therlobs dev-gaddten ip thedlgaatre Pt b (ca), a
dat aba% 1Sy afl. anoRRh fn%rln@ﬁon%%né Bis cﬁ&gltls!’eﬁ)gévbﬂagfeﬁﬂl%s OK vidWtRle BR2D @Bgl@;‘is 18 as
wll be exgl ained in greater detail below._ [00196]1n addition to being
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user interftace over a w de-area-network (WAN) or a device
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illustrates various keys and certificates that are used in the follow ng
exanpl ebe sepviegthati ¢ private key dsi, a static public key Qsi (also referred

tO as t[?;gl S W Dtion 35 2RREMBAS ariBlis D6ALE OK%!le@lt%idevﬁ#B a%hﬁ@ieﬂi Abnoubl i ¢ key
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the sili,GeRaAi&: ouf NG pbfelal kifis GAANREEORSIHE BERE adiohORE cadh view USbe RRsittbie,
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physi cal protection to sensitive data and nethods to provide renote
attestation and verification. As will be explained in greater detail bel ow,
the ACC 12 is able to generate a unique identifier (U D) for one integrated
circuit (1C) 40, and participate in the tracking and provisioning of the IC
40 through a secure and aut henticated comuni cati on channel 29 with the
appllance 18 In the exarrple shown |n F| gure 52 the IC 40 |s rmunted on a
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used to establish a connection with a non-tester, e.g. a device programmer
26 by connecting connection 32 to the IC 40 via a conmuni cation interface
48 confi gupedifms20a suitabl e protocol33as is known in thecara2o0ioioowi7zl be
appreciated that, as shown in Figure 52, the conmunication interface 48 may
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net mrkﬁ@ugéﬁtﬂigs 'Z'aoﬁlhévéls% H&yljt%ﬁl fr ﬁég%%@ht% ertln%§ hnésnan(a offe ft&ﬁ t that it
coul d Eass over its menory nmapped |nter ace through the ACC 12
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| ocated at a central Iocatl on talking to an appliance 18 at a custoner's
manuf acturing site via security protocols such as Secure Sockets Layer
(SSL), Transport Layer Security (TLS), or Level 2 Security (MACSec) over
the intenet. [00203] G eater detail concerning the ACC 12 is shown in Figure
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private key (e.g. dsi). It is inportant that the private key be protected
in a secure, highly tanper resistant setting. An enbedded ACC 12 is able to
ful fill twooregsionenent by being abl3 to internally angcautaanomousty
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a completed job. The jobs view 240 in this example supports a 3-line zoom mode 240a as shown in

Figure 16, a 1-line zoom mode 240b as shown in Figure 17, and a detail zoom mode 240c as shown in
Figure 18. The complete set of information that the detail zoom mode 240c gives, per job, is: name,
job ID, system (appliance 18 or controller 22), job type, job status, start time, end time or estimated
end time (if available), duration, and progress. A progress bar 242 is provided in each zoom mode

240a-c to provide a graphical overview of the status of the job. Within the jobs view 240, the operator



Each appliance j may then have its own unique certificate CERT[ APP,}
produced by the Root CA (not shown). The certificates may be relatively
smal | andwoheliewsioifi cate fiel ds bit-3fapped for easy parsirr2o0ibhe1Eppl i ance
18 authenticates itself to the ACC 12 by sending a certificate to the ACC
12 as part of the protocol (to be discussed in greater detail below). The
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invalid, the ACC 12 can reject themand optionally shut down if a threshold
of invalid conmmands were attenpted. There should also be the ability to
ensure thao 20no®3tohe ACC 12 is | ockedbout, (as in the case/caren/dng7device
is to be retired permanently, or if the system 12 detects the device has
been tanpered with,) the ACC 12 cannot be re-enabl ed. Wen not in use, the
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WO 2011/ 00320147PCT/ CA2010/ 001077 [00228] The ACC 12 in this exanple can
have a 16-bit address, ranging from 0000h - FFFFh, byte addressable nenory
spaces. TWe2hnldoewiing Table 2 |ists Béw the menory spaceCwaazbe/dioryded
into distinct regions in this enbodiment. start addr end addr # of bytes

all ocated Name Description Ox0000 OxOFFF 4K XRAM Gener al Purpose scratch
dat a rZ&nhilethelapplipnck g s to the maximum level. If the number of assets is equal to or below the

warning level, then the controller 22 can issue an alert.

[00186] When an appliance 18 is first added to a controller 22, it is added with an inactive
status (see also FIG. 4B described above). The activate appliance action brings the selected appliance
18 online (automatically initiating provisioning if necessary). The deactivate appliance action takes
the selected appliance 18 offline with appropriate warnings if taking the appliance 18 offline will stop
an associated production line. Figure 30 illustrates a deactivate appliance screen 262 showing a
selected appliance to be deactivated before having the operator confirm this selection. The remove
appliance action should only be available if the selected appliance is not online, otherwise the action
should be disabled. Figure 31 illustrates a remove appliance screen 264 which is similar to the
deactivate appliance screen 262 in that the selected appliance 18 is shown prior to confirmation of the
selection by the operator. It may be noted that the appliance 18, when deactivated, should indicate
this by, e.g. changing colour to red as exemplified above, to provide a further visual cue to the
operator regarding the status of the appliance 18.

[00187] A product in the GUI 8 is a named grouping of one or more asset types that provides
the AMS 10 with a name for the product, an identifier for the product, a list of assets (e.g. serialization
schema, key type, or FCT 50, depending on the service), a list of appliances to which the assets
should apply, and the service the product provides. In the products view 266, shown in Figures 32 to
34, the operator can manage products and perform various actions associated with products in the
AMS 10, such as adding, modifying or removing a product. The products view 266 is shown in a 3-
line zoom mode 266a in Figure 32, a 1-line zoom mode 266b in Figure 33, and a details zoom mode
266¢ in Figure 34. As can be seen in Figure 34, the product view 266 can include various information
pertaining to the product, such as: product name, service, ID, assets available (displayed as a meter,
each displayed individually in detail zoom level 266c¢), list of assets (schema, key types or FCTs 50),
list of appliances 18, and for serialization and key injection — injection method (ACC or normal),
ACC record field and ACC offset field. In the product view 266, the operator can perform a zoom
between zoom modes, add a product, modify a product, and remove a product.

[00188] An add a product form 268 is shown in Figure 35 and is exemplified for serialization.
For key injection, the serialization schema list would be replaced with a key type list and for feature
control, the serialization schema would be replaced with an FCT list.

[00189] A serialization schema in the AMS 10 is an object that defines the rules about how a
serial number is generated. For example, whether the serial number digits are presented in
hexadecimal or decimal and whether fixed strings are included. A serial schema view 270 is shown in
Figures 36 to 38. In these views, the operator can manage serialization schema and perform various
actions associated with schema in the AMS 10, such as adding, modifying or removing schema. The

3-line zoom mode 270a is shown in Figure 36, the 1-line zoom mode 270b is shown in Figure 37, and
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the details zoom mode 270c is shown in Figure 38. As best seen in Figure 38, the information that
defines the serial schema in this example includes the schema name, schema ID, serial mumbers
remaining (not yet sent to appliances 18) from total pool, start value, total count of serial numbers to
generate, whether to use base-10 or base-16, total number of characters in the serial number (to pad or
truncate), list of static strings to include with their positions in the serial number, and samples to
illustrate the schema. In the serialization schema view 270, the operator can perform a zoom between
zoom modes, add a schema, modify a schema, remove a schema, and duplicate a schema (modify the
current selection but save with a new name). To add/modify/duplicate a serialization schema, an
add/modify/duplicate schema form 272 is launched as shown in Figure 39.

[00190] A key type in the AMS 10 is an object that defines the rules about what types of
cryptographic keys should be injected for a particular product. A key types view 274 is shown in
Figures 40 to 42. In the key types view 274, the operator can manage key types and perform various
actions associated with key types in the AMS 10 such as adding, modifying or removing a key type.
A 3-line zoom mode 274a is shown in Figure 40, a 1-line zoom mode 274b is shown in Figure 41, and
a details zoom mode 274c is shown in Figure 42. As best shown in Figure 42, the information that the
key types view 274 may provide can include: key type name, ID, keys available since last import,
length of key, key identifier length and offset, key data length and offset, file header length, hash
output (length and offset), hash algorithm, and hash input. A key type diagram 276 is also shown
which provides a visual depicted of the structure of the key and is updated as parameters are changed
to show the way in which the structure changes. In the key types view 274, the operator can zoom,
import keys, add key types, modify key types, remove key types, and duplicate key types (modify
current selection but save with a new name). An add/modify/duplicate key type form 278 is shown in
Figure 43 which can be seen is similar to the details zoom mode 274c but enables parameters to be
edited.

[00191] An FCT 50 in the AMS 10 is an object that defines a particular feature or features that
may be specified for a particular product. An FCT 50 includes an array of bits called the feature
register 282. The state of specific bits in the feature register 282 may be mapped to features in the
device 14, controlling whether those features are active or disabled. An FCT view 280 is shown in
Figures 44 to 46 and illustrates a visual depiction of the feature register 282 with the active features
being distinguished from unactivated features by filling in a corresponding cell with a different
colour. A 3-line zoom mode 280a is shown in Figure 44, a 1-line zoom mode 280b is shown in
Figure 45, and a details zoom mode 280c is shown in Figure 46. In the FCT view 280, the operator
can manage FCTs 50 and perform various actions associated with FCTs 50 in the AMS 10 such as
adding, modifying, or removing a ticket. As best shown in Figure 46, the information that can be
provided in the FCT view 280 for a particular FCT 50 may include: FCT name, ID, feature inclusion

value, command implemented, tag (record tag indicating a feature or set of features programmed on
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the ACC 12), and total number of injections. In the FCT view 280, the operator can navigate between
zoom modes, add FCTs 50, modify FCTs 50, remove FCTs 50, and duplicate FCTs 50.

[00192] An administrator can access a users view 284 shown in Figure 47 to perform various
actions associated with the users in the system, such as adding a user, removing a user, and changing a
user’s password. In this example, the users view 284 is at the 1-line zoom level. As can be seen in
Figure 47, the users view 284 lists information such as: username, controller permissions, appliance
permissions, user permissions, serialization permissions, key injection permissions, feature control
permissions, and last login time. The various permissions dictate what operations the user can
perform, e.g. adding or removing an appliance, generating a serialization schema, etc. In the users
view 284, the administrator can add a user, duplicate a user, modify a user, change a password, and
remove a user. An add user form 286 is shown in Figure 48 and enables the AMS 10 to impose
security permissions on its users according to defined user roles. In this way, the administrator can
define a user role to enable or deny different levels of access to particular parts of the system. By
creating several users with different permissions, the responsibilities can be partitioned within the
GUI 8 to allow operating the GUI 8 to be much more effective. For example, three user roles can be
establishes as follows: Security Officer (SO), Administrator (AD), and Operator (OP). For each user
role, various permissions can be set per the above, e.g. for view only, view and save, view and
operate, full access, etc.

100193} Figure 49 illustrates the add user form 286 with an error bar 288, shown in red to draw
the administrator’s attention. Figure 50 illustrates a similar error with a field-specific indicator bar
290 to highlight the cause of the error, in this example due to a lack of correspondence between the
password and the confirm password fields. Other forms (not shown) can be launched for changing a
user’s password and removing a user.

[00194] An online help service can also be provided for the GUI 8, which can comprise a menu
item or a help icon or both (e.g. as shown in Figures 11 to 50) which link to an AMS online help
guide, e.g. in HTML format such that it is supported by a web browser. The menu item can lead the
user to the front page (table of contents) and the help button can lead the user to a help article

determined according to the current view in the data area 226 (i.e. context-sensitive help).

Asset Control Core
[00195] Turning now to Figure 51, further detail of an embodiment of the AMS 10 is now

shown configured for providing the feature activation service module. In the example shown in
Figure 51, the system 10 is configured to provision, communicate with, provide data to, collect data
from, and activate features within an ACC 12 embedded in an electronic device 14. As discussed
above, the device 14 and in turn the ACC 12 is connected to a tester 16, which is used in a
fabrication/manufacturing/assembly process. The tester 16 employs an agent 20, which is a software

module running on the tester 16. The tester 16 is in turn connected to an appliance 18, which includes
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the agent 20 The agent 20 comprises a transport layer API with which the appliance 18 may be used

to issue commands and receive responses to/from the ACC 12. It will be appreciated that unless
specified otherwise, secure operations performed by the appliance 18 are preferably performed within
the HSM 19. The tester 16 or device programmer 26 can be physically connected to the chip through
the standard JTAG IEEE 1149 test ports (e.g. test interface 46 and connection 28), or another
programming interface depending on the application. The agent 20, in either configuration, is used to
bridge the transport and physical layers. The agent 20 may be considered insecure and in the examples

described herein does not perform any cryptographic functions aside from simply providing a
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attacks where an adversary extracts secret information by exam ning
information inadvertently | eaked out due to inplenentation details of
fundanental |y sound algorithnms, the ACC s firmmvare may include certain
firmvare counter neasures to mtigate these attacks. The counter neasures,
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1002581Fi gure 58 provides a diagramillustrating a conmand interpreter
subroutine, which outlines what the firmvare does for received commands.
The firmesioeoiigosmsponsi bl e of processi ng the fol |l ow ngPcommantzoiEhown in
Tabl e 3 bel ow. Conmand Code Command Nane Valid State 0x02 REQVERI D Test,
Initilaize, Functional 0x03 STARTACC Any 0x04 STOPACC Any 0x05 LOCKOUT

the channel 29, since it is known to be less vulnerable to the man-in-the-middle attack, which is a
credible threat in the environment shown.

[00220] The ACC 12 and appliance 18 can be configured in various ways to suit a particular
environment. The following discusses various features that enable such configurability. The ACC 12
should utilize a very small total silicon area, and should support on-chip (self contained in ACC 12)
generation of a UID, and on-chip generation and storage of ECC public-private key pairs.
Enablement/disablement of scan chain testing of the ACC 12 should be available prior to ACC ECC
key pair generation to prevent the private key from being revealed. Authentication/integrity protection
of commands from the appliance 18 to the ACC 12 should be provided, and security-critical
commands should be unique to a specific ACC 12. FCTs 50 between an appliance 18 and the ACC
12 should be encrypted for confidentiality and features may be enabled and disabled via FCTs 50
provided to the ACC 12.

[00221] The ACC 12 may function as a protocol enforcer — if the received commands are
invalid, the ACC 12 can reject them and optionally shut down if a threshold of invalid commands
were attempted. There should also be the ability to ensure that once the ACC 12 is locked out, (as in
the case when the device is to be retired permanently, or if the system 12 detects the device has been
tampered with,) the ACC 12 cannot be re-enabled. When not in use, the ACC 12 should be capable of
powering down to very low current drain, and the ACC 12 operation should not rely on external (off-
core) firmware or an external CPU to perform its basic functions.

[00222] The agent 20 and/or any suitable interface (e.g. 46, 48) can provide the flexibility to
allow customers to add their custom programming interfaces to the ACC 12, which ultimately allows
customers to communicate with the ACC 12 using a variety of device programmers 26 (e.g., USB
port, I2C serial interface, Ethernet, etc.). Similarly, ACC 12 programming should be capable of
taking place at multiple locations, at multiple times, provided it can open up a secure communication
channel 29 with a trusted appliance 29. In this way, programming can be deferred until the least
costly phase of the manufacturing cycle. The appliance 18 and the ACC 12 can be used to securely
program and store additional information such as unique device identification numbers (e.g.,
IMEVEIN for mobile phones).

Hardware Details

[00223] Further detail of the hardware implementation shown in Figure 53 will now be
provided. The ACC hardware in this example comprises a microcontroller 54, a memory bus
controller 64 to access scratch data ram 60 and NVM 62, and several memory mapped peripherals,
including an arithmetic unit 56 (configured for EC operations), an RNG 58 accessible through a
peripheral controller 59 and, although not shown, optionally an AES and SHA core (if the area /
performance trade-off is feasible). Additionally, the ACC 12 can have an optional generic parallel
bus interface 66 and external-access NVM interface 68 to add flexibility for SoC designers.
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[00224] At the center of the ACC 12 is the microcontroller 54, which plays an integral part in
all the tasks that the ACC 12 accomplishes, including: authenticating and executing provisioning
commands and enforcing provisioning; executing high-level security protocols; assisting in
sequencing the low-level hardware cryptographic accelerator functions, performing management tasks
such as initialization, configuration, power management; and assisting in maintenance built in self test
(MBIST) and a RNG BIST during wafer testing. The microcontroller should be chosen primarily for
its size, then enhanced to meet speed performance where deemed necessary.

[00225] The field arithmetic unit 56 provides hardware acceleration of the low-level
cryptographic calculations. Specifically, the field arithmetic unit 56 should be configured to perform a
binary field multiplication efficiently. The field arithmetic unit 56 may be considered an important
part of the ACC 12 because it allows the completion of an EC point multiplication relatively quickly.
The field arithmetic unit 56 can be used to accelerate both the ECDSA and ECMQV public key
protocols used to provide, respectively, authentication and mutual authentication. The details of these
protocols will be explained below.

100226] The hardware and firmware typically trade off in terms of area, code memory,
complexity and performance metrics. Decisions based on what will be implemented in hardware is
typically primarily gate-count and performance driven. The performance of the ACC 12 has direct
cost implications measured in terms of tester time, and the equivalent gate count drives the cost of
implementation as measured by silicon area.

[00227] The RNG 58, with the help of a software conditioner (not shown) can be used to
generate statistically random numbers used as cryptographic keys and UIDs. In elliptic curve public
key cryptography schemes, a random number is used as the private key, and when it is multiplied,
vsing elliptic curve scalar point multiplication, by the previously agreed upon Generation Point of the
curve parameter, the product would be the public key. The RNG 58 can be used when the ACC 12
generates its static private key pair which is static throughout the entire life of that ACC 12. In
addition, a new ephemeral key is created for every secure session between an ACC 12 and an
appliance 18. Whenever the ACC requires a new static or ephemeral key to be generated, the RNG 58
is asked to provide a random bit stream to be used as the seed to generate the private static or
ephemeral key. The random bit stream feeds into an AES block cipher to condition the raw entropy
produced by the RNG, producing a uniformly distributed random number that is used as the static
private key. In some embodiments, prior to feeding into the AES block cipher, the random bit stream
can be fed into a software-based linear feedback shift register (LFSR) to condition the RNG data. As
part of design for testability (DFT) testing, the ACC 12 should be asked to perform a health check of
the RNG 58.
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[00228] The ACC 12 in this example can have a 16-bit address, ranging from 0000h — FFFFh,
byte addressable memory spaces. The following Table 2 lists how the memory space may be divided

into distinct regions in this embodiment.

# of bytes
start addr |end addr |allocated |Name Description
0x0000 Ox0FFF 4K XRAM General purpose scratch data ram
0x1000 Ox1FFF 4K - reserved
0x2000 _ JOx21FF __ |512 NVPRIV__ |Private Space of the NVM
0x2200 0x23FF 512 NVPROT [Protected Space of the NVM
0x2400 0x2FFF 3K NVSHARE |Shared Space of the NVM
0x3000  |0X3FFF [4K |[ACCREG JACC registers
0x4000  |0X7FFF  [16K [DBG |debugger storage (reserved)
0x8000 OxDFFF 16K ROM Instruction Program ROM
0xE000 OxFFFF 16K - reserved

Table 2 — Memory Space Allocation

[00229] The microcontroller scratch space (XRAM) in the above table, can be used for
temporary data storage by the microcontroller 54. It may be implemented as fast, single-cycle access,
8-bit byte addressable, 32 bit data static RAM. The actual amount of scratch space should be defined
based on firmware usage.

[00230] The ACC 12 may be configured to have a generic interface to an NVM storage
element 62 such as OTP, MTP, EPROM, FLASH, etc. NVM 62 is IC technology dependent, so an
NVM interface 70 for such NVM 62, is likely defined according to the specific application. The
NVM interface 70 provides abstraction and should have the capability of writing, rewriting and
erasing the UID in a secure manner that is easily adapted to a proprietary NVM interface protocol.
Certain types of NVM 62 are one-time programmable (OTP); which means that once they are
“burned” they cannot be erased or re-written into that memory location. If OTP memories are used,
then firmware is needed to make sure that it keeps track of which memory locations have already been
written to and maintain a mechanism which is used to find the latest data content and where there are
available free space.

[00231] In this embodiment, there are three distinct NVM permission levels, each permission
level having different restrictions placed on them. First, private space permission level, wherein
NVM 62 is reserved for the ACC’s use exclusively. The ACC 12 can read and can write, but other
agents are prohibited to access this region. Data stored in this region may include the secret static
key, the UID, and the non-volatile state of the ACC 12. Second, a protected public space permission

level, wherein external agents can only write data in this region using the FCTs 50 and the secure
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SUCCESShabled/disabled is to be provided by the customer, the following describes how a provisioning
interface 74 may be used such that adaptations can be made according to specific customer
requirements. In short, as noted above, the ACC 12 comprises a set of output ports, denoted by the
enablement controller and interface 74 in Figure 53, and evaluates the aggregate of these outputs
indicates which features are enabled and which are disabled. In one embodiment, there is one enable
signal detected over the enablement controller and interface 74 per feature item that would need to be
enabled/disabled. The raw data that determines the values output to the enablement controller and
interface 74 may come from the NVM 62. It is possible to encode or scramble the enable signals such
that there is not a one-to-one mapping of a particular feature to a single enable signal. In this case you
would instead need to evaluate multiple bits of signals to determine whether a particular feature has
been enabled. It can'be appreciated that it would be up to individual customer application to determine
whether this is necessary or feasible. In this way, unauthorized feature enabling can be made more
difficult, at the cost of some additional logic. However, whether scrambling is even necessary depends
on the actual feature list from the customer and which threat models are being considered.
[00233] If the ACC 12 has been compromised, as will be explained below, it is transitioned
into a lock-out state, wherein the feature enablement is automatically set to some very primitive value
where only a bare minimum set of features are enabled for debugging and post-mortem analysis. The
feature enablement value when in the lock out state may be different than the initial feature
enablement of a neW device 14 depending on customer requirements.
[00234] The amount of time for which the ACC 12 is active is typically relatively short, and
therefore power consumption while it is inactive should be considered more important than while it is

active. The ACC 12 can include power management circuitry provided by the underlying silicon
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[00239] 3) JTAG Boundary scan is used to test the primary I/O of the IC 40. This is added
security to make sure the ACC 12 was not disconnected, which might be an indication of an attack.
All ACC 12 DFT features are controlled by the ACC’s own TAP controller 72 and, as such, the
hardware should be designed so that the DFT features can be enabled and disabled based on the state
of the ACC 12. An uninitialized ACC 12 powers up into a Test State and has DFT features enabled by
default. When the ACC 12 receives a cmd[EXITTEST], software then causes a transition from the
Test State to the Initialization State. As a result of this transition, the hardware can determine that it is
no longer in the Test State and disables DFT features until it is enabled again.

[00240] In this embodiment, appliance 18 commands are sent serially through the JTAG
interface to the ACC’s TAP controller 72 as described above. It is possible that is some applications,
it would be desirable to have an alternate way of issuing commands to the ACC 12 besides a TAP
controller 72, and thus a second interface for commands to be sent can be provided, namely a generic

programming interface. Such a generic programming interface is considered to be simply a 16 or 32-

bit processor interface.
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[00241] The parallelized output from the two command sources should be multiplexed

(MUXED) together and only one command interface should be active at any time. The command
interface 76 chosen is the one that issues the first command (the TAP controller 72 may be chosen as
the default in case there is a tie.) The selected interface is the active interface until a cmd[REQRESP]
is completed or an explicit cmd[STOPACC] is issued or if the device 14 resets. The purpose of the
command processing state machine, which is implemented in protected firmware running on the
MCU 54, is to perform a preliminary decode and filter of the commands issued by the appliance 18to
see how to handle them.

Sequence of Operations for the ACC

[00242] Figure 54 is a high-level state diagram illustrating the sequence of operations for
transitioning from one life cycle state to the next. Throughout its life time, the ACC 12 can operate in
one of four states based on what has occurred in the past, thus they are called the ACC’s Life Cycle
States. Preferably, certain actions are only permissible in particular life cycle states, as enforced by a
combination of hardware control logic and firmware code.

[00243] The firmware should have sole control of the state transition based on commands
received from the appliance 18. The first step of transitioning to a new state is to write the new state
value to a fixed location in private NVM space. The definitive state value would then be kept in
NVM 62 so that if power gets cut before the state was saved, the ACC 12 does not revert back to a
state that it has already transitioned through upon power up. In other words, the lifecycle state
transition and the update to the lifecycle state register should be executed as an atomic operation. An
overview of the four life cycle states shown in Figure 54 will now be provided.

[00244] Test State 80 — The ACC 12 is in the test state 80 when it is a brand new, un-initialized
device that has yet to pass testing and sorting. If an ACC 12 is still in this state, it implies that the
ACC 12 has not completed BIST, Scan or other test operations, and is thus presumed to not yet be
ready for the Initialization State 82. During the Test State 80, the ACC 12 can execute any number of
chip validation tests, repeatedly if necessary. Some of these tests can corrupt the internal registers and
memory content, therefore it is foreseeable for the test program to require multiple reset cycles before
being done. The ACC 12 should be designed such that it remains in the Test State 80 through multiple
reset cycles until the tester issues one particular command, namely the cmd[EXITTEST] command
(described below), that can be designated as the way to exit the Test State 80.

[00245] The cmd[EXITTEST] causes the ACC 12 to disable all DFT features, and transition to
the Initialization State 80, before issuing a soft reset. Disabling DFT features prevents an adversary
from using those features to tamper with the SoC without authorization. The DFT features are left
disabled until they are explicitly enabled with a FCT 50 issued by an authenticated appliance 18 later
on in the Functional State 84. The least significant bit of the feature register can be reserved to allow

DFT in the Functional State 84. DFT features should not be able to alter the Life Cycle state, and
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having DFT re-enabled should not cause the state to change. The soft reset can be helpful to ensure
that there are no residual DFT data left in the ACC 12. The ACC’s firmware should be used to update
the Life Cycle State value in NVM 62 before issuing the soft reset to ensure that when the ACC 12
restarts, its proceeds directly to performing the initialization procedure.

[00246] Initialization State 82 — In this state the ACC 12 generates its static key pair (e.g. dsi,
Qsi). The x-coordinate of the public static key may then be used as the ACC’s UID. When this has
been done, the ACC 12 can update the non-volatile life cycle state so that the next boot will proceed
to the Functional State 84. The response to the cmd[EXITTEST], in this example, contains the UID.
[00247] Functional State 84 — In this state, the ACC 12 performs basic health checks, updates
the feature register and then goes into hibernation, waiting for the cmd[STARTACC] and subsequent
commands from the appliance 18. The ACC 12 can verify that the commands from the appliance 18
are valid and participating in secured communications.  If for whatever reason the ACC 12 receives a
limited number of what are deemed to be invalid commands in any of the above states, the ACC 12
can automatically transition into a Lock-Out State 86. The least significant bit of the feature register
allows DFT in the Functional State 84. DFT features should not be able to alter the Life Cycle state,
and having DFT re-enabled should not cause the state to change. A FCT 50 may be required to set the
DFT feature bit, bit zero of the feature, so that only under secure conditions the DFT can be re-
enabled. It may be noted that this re-enabled occurs typically in a volatile FCT enable operation,
where DFT capability is lost when the device powers down. The volatile nature of DFT enable allows
for multiple enables over the lifecycle of the device, even when considering the use of non-volatile
memory to store enable bits.

[00248] Lock-Out State 86 — This state may be reached if the ACC 12 has encountered one of
the following conditions: i) been issued the cmd[LOCKOUT], ii) detected and exceeded a maximum
number of allowed errors, iii) detected an unrecoverable error. The lock-out mechanism is intended to
be a deterrent against repeated attempts to attack the ACC 12 and the entire system 10 as a whole.
Once the ACC 12 is in the Lock-Out state 86, the ACC 12 ceases to process additional commands.
Any attempt to communicate using ACC commands thereafter would then result in a LOCKED status
as aresponse. In addition, the firmware can either revert to a pre-specified feature set or simply
maintain the feature set as is, prevent further changes to the feature set or protected space of the NVM
62, then shut down and go into hibernation.

[00249] Life cycle state transitions are typically progressive and are non-volatile, that is to say,
once the ACC 12 has transitioned to a new state, it could not go back to a previous state even through
power and reset cycles. The exception to this can be the transition to the Lock-out State 86, which
will be volatile. The Life Cycle State 86 that is stored in NVM 62 should not be modified by going to
Lock-Out state 86, such that the ACC 12 will be unlocked if it is goes through a power or reset cycle.
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By preventing command and protocol errors to cause a permanent lock out of the ACC 12, this
scheme can prevent the SoC from being permanently disabled inadvertently. |

[00250] However, there are certain errors (mostly due to hardware defects) that may prevent
the ACC 12 from operating normally. If the ACC 12 encounters any of these unrecoverable errors,
then it is possible for the ACC 12 to be stuck in the Lock-Out state 86 permanently. A counter
allocated in RAM 60 may be used to keep track of how many error conditions the ACC 12 has
observed since reset. Each time the ACC 12 encounters an error condition, it would then increment
the error count. When the ACC 12 reaches a maximum number of allowed errors, the ACC 12
transitions into the volatile Lock-out state 86. The error counter may allow any specified number of
allowable errors before locking out the ACC 12.

Firmware — Boot Sequence, State Transitioning, and Life Cycle States

[00251] The firmware can be organized generally into the following groups: a set of
cryptographic primitives, which includes various underlying arithmetic primitives; a set of BIST
primitives; boot and start up sequencer; Life Cycle State functions; and a set of functions to interpret
and process incoming commands and messages. The cryptographic primitives will be described later
following a discussion of the communication protocols, and the BIST primitives will be discussed
with a discussion of the command handling. The following will thus focus on the boot and start up
sequences, the Life Cycle State functions and the set of functions to interpret and processing incoming
commands and messages.

[00252] Boot/Start up — As shown in Figure 55, at every ACC 12 restart, the microcontroller
54 embedded in the ACC 12 automatically starts executing firmware boot code upon power up or
coming out of reset. The firmware program should always begin executing the boot sequence in the
following order: 1) Perform some necessary low level register initializations and configurations; 2)
Read the feature enablement list stored in NVM 62 and determine which features needs to be enabled
or disabled, then drive the appropriate feature enable signals; 3) Read the NVM 62 to get the last state
the ACC 12 was in with before it was powered-down/reset; and 4) Transition into the appropriate Life
Cycle State by writing to the Life Cycle State register and jumping to a sub-routine that handles
everything needed to be done in that particular state.

[00253] A diagram illustrating a state transition sequence is provided in Figure 56. Every state
transition may begin with the following sequence: First, the state transition subroutine has an input
parameter indicating the new state it is transitioning to and then does the following: 1) Check the new
state against the current state to make sure the state transition is valid; 2) If the new state is different
than the last state stored in NVM 62, update the NVM 62 with the new state value; 3) Write the new
state value to the Life Cycle State register; 4) Decide whether this state transition is the first state
transition right after a power up or a hard reset. If it is, then go automatically into hibernation mode by

default; and 5) Otherwise, call the corresponding state function to start performing the required
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operations in that particular state. It may be noted that, for step 5, each state has its own subroutine to
handle the operations necessary in that state. The subroutines for each of the state subroutines are
shown in Figures 57a to 57d.

[00254] The Test State subroutine is shown in Figure 57a, the Initialization State subroutine is
shown in Figure 57b, the Functional State routine is shown in Figure 57c, and the Lock-Out State
subroutine is shown in Figure 57d. It can be seen that the subroutines generally follow the high-level
blocks shown in the life cycle diagram of Figure 54.

100255] It may be noted that, as far as firmware is concerned, enabling or disabling features
involves writing the appropriate values to a set of hardware registers and storing that value in known
locations in NVM 62. It may also be noted that in certain applications, the ACC 12 may use OTP
memories to store non-volatile data. OTP memory does not allow firmware to erase previously written
data. Typically, OTP memories can be thought of as fuse circuits: Every bit has a value of “0’
initially, and upon writing a ‘1’ to a certain bit location, that fuse is permanently burned and could
never be restored. For this to occur, the firmware should consider: whether a piece of data is valid or
not, where to look for most up-to-date data, where there is free space available and what happens
when no more free space, and allocating enough extra redundant space to allow for multiple writes.

If the NVM 62 is not OTP, firmware may treat it as RAM and be free to overwrite existing content.
However, it should be appreciated that NVM 62 is typically slower than SRAM. Firmware should try
to access NVM 62 in bursts to minimize performance impact.

[00256] The firmware should store important information to NVM 62 as soon as possible in
case the ACC 12 loses power or is suddenly disconnected from the appliance 18. With certain NVM
62 technologies, data written into NVM 62 should be read back to ensure the writes were successful
since some NVM 62 write operations may not be 100% reliable. In addition, the firmware should
maintain a running count of how many failed/illegal commands were observed, and if the count
reaches a threshold, firmware should place the ACC 12 into the Locked-Out State 86. Also, if a
command fails to provide the proper response in a reasonable amount of time, it might be an
indication that something went wrong inside the ACC 12 or it had been disconnected prematurely. In
such cases, the appliahce 18 could attempt a reset or it would need to log the disconnection in the
database; and resume|the last operation in case this ACC 12 is ever reconnected again.

[00257] In order to impede side-channel attacks where an adversary extracts secret information
by examining information inadvertently leaked out due to implementation details of fundamentally
sound algorithms, the ACC’s firmware may include certain firmware counter measures to mitigate
these attacks. The counter measures, if any, will be specified in the firmware implementation
specification. It may be noted that certain counter measures create complexity in the system 10,

which in turn increases the execution time and energy consumption.
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[00258] Figure 58 provides a diagram illustrating a command interpreter subroutine, which
outlines what the firmware does for received commands. The firmware is responsible of processing

the following commands, shown in Table 3 below:

Command Code [Command Name Valid State

0x02 REQVERID Test, Initilaize, Functional
0x03 STARTACC Any

0x04 STOPACC Any

0x05 LOCKOUT Test, Initilaize, Functional
0x06 INITIALFCT Functional

0x07 FCT Functional

0x08 TESTMEM Test (*DFT), Functional
0x09 TESTROM Test (*D¥T), Functional
0x0A TESTNVM Test (*DFT), Functional
0x0B TESTRNG Test (*DFT), Functional
0x0D SHARENVMWR Test, Functional

0x0E SHARENVMRD Test, Functional

0x0F EXITTEST Test

0x10 REQRESP Any

Table 3 - Valid Firmware Commands

[00259] If the firmware receives a command that is not in a predetermined list, such as that in
Table 3 (even valid commands that are handled by the hardware), the firmware can treat such
commands as errors and call the error-handler function. The commands indicated by (*DFT) in the
Table 3 are used to validate the logic on the silicon is manufactured without defect. Some DFT
commands have their own protocols and behave differently than the regular command sequence. A
description of the actual functionality of these commands will be described later. The DFT commands
remain invalid in the Functional State 84 until the DFT features are re-enabled through secure feature

provisioning via cmd[FCT] — the command associated with providing FCTs 50.

[00260] The process of handing ACC commands can be described in the following processing
sequence:

100261] 1) Poll the register NewCmdAvail until it detects the bit value ‘1°, which indicates a
new command is available;

[00262] 2) Set the CmdInProgress bit to notify the hardware that the firmware started
processing the command;

[00263] 3) Read the instruction register (IR) to obtain the command code;

[00264] 4) Read the data (if applicable for the command) from the registers (word by word,

where word is 32-bit);

[00265] 5) Process the data, perform necessary operations requested by the command;
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[00266] 6) Prepare the response payload to the hardware, where the response payload is in this
format: <status code , data>, where ‘status code’ contains a 4-byte value (SUCCESS, FAIL, or
LOCKED) and ‘data’ contains is as many bytes as required by the command (it can be empty for
some commands, and it should always be empty if the status is not = SUCCESS);

[00267] 7) Set the RspReady bit and clear the CmdInProgress bit at the same time by writing
to SWFLAGS register;
[00268] 8) Wait until SendRspNow is set to ‘1’ (indication that the hardware is ready to receive

response data from the firmware), and write the response data to the registers (word by word, where
word is 32-bit); and

[00269] 9) If instead of the SendRspNow flag you have a NewCmdAvail flag, abandon the
response and handle the new command instead.

[00276] As noted above, Figure 58 provides a flow diagram showing the steps that the
command interpreter firmware code may take.

[00271] Figure 59 illustrates a flow diagram showing steps in an error handling routine. It is
possible to jump into the error handling function and never come back because the ACC 12 has
reached the maximum number of errors allowed and has transitioned into the Lock-Out State 86. In
this example, as noted above, there are a total of 8 error count markers, allowing up to 8 invalid
commands to be observed without locking up the ACC 12 throughout the entire life span of the ACC
12. The error handling can optionally be implemented via the MCU traps, which are interrupts that
can be triggered by programmable conditions such as counter thresholds, read/write operations
to/from a specified register or via an external signal. There are some benefits to using the MCU traps:
uniformed error handling from everywhere in the firmware code and handling exceptions such as
invalid MCU instructions, bad addresses, and such (so that the hardware can catch these exceptions
and treat them as errors).

[00272]) Figure 60 provides a flow diagram illustrating steps performed during a hibernation
routine. The hibernation mode can be implemented via an MCU “stop” instruction, which puts the
MCU 54 into a low-power mode. In this embodiment, the only way for the firmware to get out of
hibernation state is to perform an MCU reset. When the hardware receives cmd[STARTACC] from
the appliance 18, it can reset the MCU 54 causing the firmware to boot.

Command Handling

[00273] An important aspect of the ACC 12 is incorporating protocols to decode, verity,
process and respond to commands that are sent by the appliance 18. ACC hardware and firmware
need to cooperate by communicating with each other through the use of memory mapped registers
that are set, cleared oi‘ polled at the proper instances. Various commands have been introduced above
but the following des%ribes further detail of all the commands the ACC 12 accepts in this embodiment

to illustrate an exemp\lary protocol for command handling.
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when it wants to disconnect from the ACC 12. Finally, some commands are restricted to only certain

Life Cycle States (80-86). The ACC 12 enforces the validity of the command issued for the current
state, keeps track of the number of invalid commands encountered, and if the count exceeds a
threshold, the ACC 12 is to be locked out.

[00276] cmd[REQRESP] — The purpose of the REQRESP command, as mentioned earlier is to
provide a request for the response of some other command and, as such, it should be issued only when
it is preceded by another command. There is typically no request payload for this command. The
ACC 12 drives all ‘0’s until the response is ready, then it returns the following message: (Start-Of-
Payload marker || STATUS || <RSPPAYLOAD>). Responses are comprised of the Start-of-Payload
marker, a status, and the returned data payload when applicable. The Start-Of-Payload marker may
have the following form: 0xFFFF0000 represented by 16 consecutive bits of ‘1° followed by 16
consecutive bits of ‘0’s or, if the appliance 18 is using the parallel command bus, the values ‘OxFFFF’
followed by ‘0x0000” if the bus is 16-bits wide, or a DWORD containing the value ‘OxFFFF_0000’ if
the bus is 32-bit wide. The response comprises one of three status values: SUCCESS, FAIL,
LOCKED. The following codes may then be used to designate the response statuses: SUCCESS =
0xFFFF0001; FAIL = 0xFFFFOOOE; and LOCKED = 0xFFFF000D.
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advantage to an attacker. The REQRESP command in this embodiment is valid in all states.

[00278] cmd[EXITTEST] — This command may be used to indicate that all DFT are done and
1o transition out of the Test State 80. EXITTEST will disable DFT features, transition to the
Initialized State 82, cause a soft reset, and reboot the ACC 12. The static keys are generated in the
Initialization State 82, making the UID available as a result. The request payload in this example is 4
bytes, wherein Payload_len = 0. An additional response payload is then generated if the command is
successful, which comprises UID; — the x-coordinate of the static public key of ACC;. This command
is valid in the Test State 80. It is recommended that the tester 16 initiates a hard reboot immediately
prior to issuing the cmd[EXITTEST] to remove any residual traces from DFT testing in the ACC 12.
In addition, the firmware should assume that the RAM content is corrupted and unreliable, so it
should execute out of ROM 52 as much as possible.

[60279] emd[STARTACC] - This command may be used to cause a soft reset, which effectively
wakes up the ACC 12 from power-saving mode and reboots. Once the ACC 12 resumes from reset, it
may begin executing the entire boot sequence. If the ACC 12 is in the Functional State 84, it
automatically generates a new ephemeral key pair in order to prepare to establish a new key session
with the appliance 18. There is no request payload for this command. If successful, an additional
response payload comprises Qg, the static public key (73 bytes), and Q.;, the ephemeral public key (73
bytes). The successful response is sent only in the Functional State 84 (after the static keys have
already been generated and that it was verified to have been written to NVM 60 correctly). This
command is valid in all states. It may be noted that STARTACC may require time for the soft reset
boot sequence, entropy collection, and generation of the ephemeral keys.

[00280] emd[STOPACC] - This command may be used to prepare the ACC 12 to be
disconnected. The firmware should then transition into the hibernation mode. The request payload in
this example comprises 4 bytes wherein Payload len = 0. If the request is successful, no additional

payload is provided. This command is valid in the Test State 80, the Initialization State 82, and the



10028911t will be appreciated that the nunber of bytes indicated above are
for illustrative purposes only and nmay change as required by the particular
appl i cat iw0.20{100290] fol |l ows: The addPtional response pagiraadpioobidhe
comand i s successful may be arranged as (40 - 552 bytes) 16 bytes
[0029 111‘ unEcliQ(t)ryaf' Stell\{l:\ 8C4'.I It may \l,)\g]r?ortg(f that no response is available for this command. Issuing a
REQRESP after the ACC 12 has been put in hibernate mode will yield nothing but ‘0’s when
attempting to retrieve a response. The firmware should save all necessary data in the NVM 62 before
going to the hibernation mode because, in order to resume, the hardware generates a reset causing the
boot sequence in the firmware and thus all data that is not in NVM 62 after this point will be lost.
[00281] emd[LOCKOUT] - This command may be used to force a transition to the Lock-Out
State 86. The request payload in this example comprises 4 bytes wherein Payload len = 0. If the
request is successful, no additional payload is provided. This command is valid in the Test State 80,
the Initialization State 82, and the Functional State 84. Executing this command results in a permanent
lock-out of the ACC 12, where the ACC 12 then refuses to process any additional commands. In this
state, the ACC 12 goes to power-saving mode and only responds with the LOCKED status when it
sees cmd[REQRESP].
[00282] cmd[INITFCT] - This command is typically the first feature control command in a key
session and it is used to instruct the firmware to process a FCT 50 message. The command contains
all necessary information to derive a shared secret for the session, to secure the tunnel between the
appliance 18 and the ACC 12 via the tester 16 and agent 20. It may be noted that a key session lasts
until the ACC 12 is rebooted and the INITFCT command should be issued only once between ACC
12 reboots. If another cmd[INITFCT] is encountered once a key session has been established, it
should be treated as an error. To send additional feature provisioning commands after a key session
has been established, the appliance 18 should use the shorter cmd[FCT] commands (see below) for
subsequent feature provisioning messages. The request payload for the INITFCT command may be

arranged as follows:

4 bytes 73 bytes 150 bytes 2 bytes EM_len 16 bytes
Payload len Qq CERT; EM len EM,; MAC,;
[00283] where:
[00284] Payload_len is length of the payload. This field can be used to specify how many 32-

bit words are in the rest of the payload. (If the payload ends on a fraction of a word, the payload len
may be rounded up to nearest integer).

[00285] Q; is the ephemeral public key of APP;(e.g. in standard ANSI external format).
[00286] CERT} is a mini-certificate of APP;, containing: CERT; = VER||CID||Qg[SIGcer;, where
VER is certificate version number (1 byte), CID is the customer ID (4 bytes), Qg is public static key
of APP; (73 bytes), and SIG..y is the signature for the CERT;, signed by the root CA, where SIGeer; =
ECDSA_SIGN (CERT;, d;), and d; is the root CA's private key.

1002871 EM _len is the length of EM,;in bytes (e.g. having a range of [74 - 584}).



[ 00292] ER'" and MAC',, represent the encrypted response to the feature
command. (ER',,, MAC = AES CCM (FCTRSP',, n, k,,), where FCTRSPni is the
response wWo 20hi@oBT 50 command, kij b8 the derived encrypriaaoiosp1on is a
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the f e%stabp‘@ B bms)snaé n&@m@@wg@ byfee8 bytes); 9@2@181 the AlBPesgaWéte &Y esponse,
(ER"; d&gt H%EHEQEHEQRQFOVISIOHIHQ nmessage. \Wen preparing the
response, ul'd be’used for the nonce n. [00299]1f all of the
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purposes only and may change as required by the particular application.

[00296] The additional response payload, if the command is successful may be arranged as
follows:
(40 - 552 bytes) 16 bytes
ERyij MAC,;
[00291] where:
[00292] ER,; and MAC,; represent the encrypted response to the feature command. (ERu,

MAC,;) = AES_CCM* (FCTRSPy;, n, kjj), where FCTRSPni is the response to the FCT 50 command,
kij is the derived encryption key, n is a nonce built as (msgID||4 zero bytes) (8 bytes), and msglD is a
message counter for the current message (4 bytes) (e.g. value of the msgID in the request payload plus
‘1°, always odd).

[00293] This command is valid in the Functional State 84. If the firmware detects this
command in the Funétional State 84, it can perform the following operations for this command:
[00294] 1. Reset the message counter, msglD, to ‘0’, and use it to validate that the ACC’s own

message count matches what was transmitted while processing the feature provisioning message in

step 5.

[00295] 2. Authenticate the CERT; and extract Qg from the certificate.

[00296] 3. Compute a shared secret key and derive the encryption key k; with ECMQVWKDF
(dsi> dei Qeis Qs> Qej)-

[00297] 4. Decrypt EMnij, verify SIGnij, then process the feature provisioning message, FCT
50

[00298] 5. Prepare a response, (ERy;, MAC,;) to the feature provisioning message. When

preparing the response, (msgID+1) should be used for the nonce n.
[00299] If all of the above steps are successful, the firmware may then send the status code
SUCCESS and (ERm'j; MAC,;; back. Otherwise, the firmware sends the status code FAIL, or if the



SUCCESS and (ER'", MAC'") back. OQtherw se, the firmvare sends the status
code FAIL, or if the error counter has reached its maxinum the firnmare
transiti owe 20ntow3tohe Lock-Qut State 86 and sends the stacwaAaon@oLBTKED.

[ 00300] cd[ FC71 - This command is used to instruct the firmvare to process
a feature provisioning nmessage. It is simlar to the IN TFCT command except
t hat | %ToF eQyaies hagpeashqdgtsimpgingtyn thedirpagreitiagtidang inse thg badk-Qut Siric & Mdvwenshar ed
key. Theqkgouast opgyppad may be arranged as follows: 4 bytes 2 bytes EMIen
16 bytes Payl oadien EMI|en EMu MAC., [00301]where, as above:

[ 00302PE0I oadi endliFs T hEhip eamgypand & usedhie isiyetdbedfirmparedh Propese p fdalise how many

32-bi tprmgigxﬁnfﬁlgssage. It is similar to the INITFCT command except that it reuses an existing shared

key instead of generating a new shared key. The request payload may be arranged as follows:

4 bytes 2 bytes EM_len 16 bytes
Payload len EM len EM,; MAC,;
[00301)] where, as above:
[00302] Payload_len is the length of the payload, which specifies how many 32-bit words are

in the rest of the payload. (If the payload ends on a fraction of a word, the payload_len is round up to
nearest integer).

[00303] EM _len is the length of the EM,; in bytes (e.g having a range [74-584]);

[00304] EM,; and MAC, represent the encrypted feature provisioning message (90-600
bytes). (EM;, MAC,;) = AES_CCM* (FCT || SIGnij, n, k;), where FCT is the feature control ticket
message (2-512 bytes), n is the nonce built as (msglD || 4 zero bytes) (8 bytes) - e.g. always even,
incrementing by 2 with every FCT command, msgID is the message counter for the current message
(4 bytes), SIG,;=ECDSA_SIGN (UID || msgID || padding || FCT, dy) (72 bytes), UID is the ACC’s
UID (36 bytes), msglD is the same as above (4 bytes), padding comprises zero bytes (8 bytes), dy; is
the APP;’s private key corresponding to the certificate CERT;, and k; is the derived encryption key.

[00305] The additional response payload, if the FCT command is successful, may be arranged
as follows:
(40 — 552 bytes) 16 bytes
Eanj MACnij
[00306] where:
[00307] ER,; and MAC,; represent the encrypted response to the feature command, where

(ERyj, MAC,;) = AES_CCM* (FCTRSPy;, n, k), FCTRSP; is the response to the FCT command, k;;
is the derived encryption key, n is the nonce built as (msgID || 4 zero bytes) (8 bytes), and msgID is
the message counter for the current message (4 bytes) (e.g. value of the msgID in the request payload
plus “1°, always odd).

[00308] The FCT command is valid in the Functional State 84. The firmware may perform the

following operations for this command:



in the rest of the payload. (If the payload ends on a fraction of a word,
the payloadlen is round up to nearest integer). [O00303]EMlen is the length
of the EMV®20m/doyroes (e.g having a r#&dge [74-584]); [00B0%]cAM10z00007WAC" .
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[00313] FCT 50 messages sent to the ACC 12 as part of cmd[INITFCT] and cmd[FCT] are
typically constructed by the appliance 18 ahead of time and may be non-specific to any particular
ACC 12. There are several different types of FCTs 50, and examples of the formatting of the
different FCT types may be defined as follows:

FCT Type Field Name Size (in Description
bytes)
SETFEAT Setting feature provisioning bits to some
values
TYPE 2 Type=0
TAG 8 Record Tag (See below).
FEATSET 32 Feature provisioning data as a byte stream of

32 bytes (The definition of what each bit does
is typically application specific)

GETFEAT Retrieve the feature provisioning values
currently in use
TYPE 2
Value =1
WRACCESS Writing data to Protected NVM
TYPE 2 Value =2

TAG 8 Record Tag (see below).
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o some val ues TYPE2Type =0
SIZE 2 Value = [4-512] bytes.
SET FEAT_TEM]: Temporary feature enablement
TYPE 2 Value =4
FEATSET 32 Feature data as a byte stream of 32 bytes (The

definition of what each bit does is typically
application specific)

Table 5 — FCT Types and Corresponding Fields
[00314] Note 1: The shortest of all FCT 50 is the GETFEAT type, which is only 2 bytes long.
The longest FCTs 50 are of the WRACCESS type, which can be up to 512 bytes (see notes 2 and 3
for further details).
[00315] Note 2: RDACCESS and WRACCESS FCTs 50 in this example can only access data
in 4 Byte incrementsi The address should be aligned on 4-Byte boundaries, and the amount of data
accessible should be Hivisible by 4.
[00316] Note 3 The minimum amount of data accessible is, in this case 4 bytes. The
maximum amount oﬂ data a WRACCESS can access is = (maximum EM_len) — len(n) — len(TYPE) —
len(TAG) - len(ADﬁ[R) =512—1-1-8-2=500bytes. The maximum amount of data a
RDACCESS type FdT 50 can access is limited by the maximum length of the ER_len, which is in
this embodiment deﬁi‘ned to be 512B. The limitations placed on the maximum EM_len and ER_len is
due to the fact that thibre should be the ability to hold the entire payload within the limited amount of
RAM 60 available. Ik’ more data needs to be accessed, then one would need to break it up into
multiple FCTs 50 unﬂil they fit within these limits.
100317] Note 4 The WRACCESS and RDACCESS FCTs 50 should only be allowed to access
protected areas of the\i NVM 62. Attempting to access anything other than protected NVM 62 would

then be considered as an error. One exception to this rule can be writing/reading the record tag,



TAGBRecord Tag (See bel ow). FEATSET32Feature provisioning data as a byte
stream of 32 bytes (The definition of what each bit does is typically
appl i cat iwo 20pe@wsfoiic) GETFEATRetri evé4t he feature provi eromdagionaiores

currently in use TYPE2 Value =-- 1 WRACCESS Witing data to Protected NVM
TYPE2Val ue =2 TAGBRecord Ta _£$ee belov\/%h.é VO
2011/ 008G CieshPrivaed Y 6b 1diEr ispredis hesscopmpadstalthopgh thiyesenfgi nni ng of

NVM DATABMAERR 16 Avat XhRE AW dddtrerA fre NYiMERS: ol At Rcsitdnedprivafe NvM
62, causing the resulting value in NVM 62 to be an OR operation result of TAG and DATA values.
[00318] Note 5: SETFEAT FCTs 50 are used to perform permanent feature provisioning while
SETFEAT TEMP FCTs 50 are used to perform temporary feature provisioning. With permanent
feature provisioning, the FEATSET bits are written into NVM 62. With temporary feature
provisioning, the FEATSET value in NVM 62 is OR’ed with the FEATSET field of the FCT 50, and
as a result will be used as the actual FEATSET for as long as the ACC 12 remains powered on. Once
the ACC 12 loses power and/or reboots, the temporary FEATSET is lost and reverts back to what was
stored in NVM 62.

[00319] FCT TAG Record - The TAG field of programming FCTs 50, (namely, SETFEAT and
WRACCESS types), is used as a history record of what has happened to the ACC 12 in the past.
{00320} Each programming FCT 50 may represent a step in the manufacturing process, each
step has a bit in the TAG record associated with that step. After a FCT 50 is processed, the
corresponding bit is set to indicate that step has happened. When the appliance 18 constructs the FCT
50, it would then need to know what is the content of the FCT 50 and set the appropriate tag bit. The
ACC 12 then keeps a TAG record in a special reserved space in the protected area of NVM 62. When
a FCT 50 is successfully processed, the ACC 12 may then bit-wise OR the FCT’s tag field with the
previous TAG record and store the new value back into NVM 62. By just looking at individual bits of
the TAG record, the programming steps which were taken can be determined (if the bit = 1) and
which were not (if the bit = ‘0°). A brand new, un-initialized ACC 12 in this case would have a TAG
record of all “0’s. The tag record on the ACC 12 is updated as a result of successfully processing a
programming FCT 50, or alternatively, an arbitrary value can be written directly to the tag record if
you know the address of the tag record with a WRACCESS FCT 50. The TAG record should not be
updated if the ACC 12 encounters an error while processing the FCT 50. The tag record can be read
out using cmd[SHAREDNVMRD], and the read data will be unencrypted.

[00321] It may be noted that care should be taken when issuing an WRACCESS FCT 50 that is
to write to the tag record, the tag record will be written twice, once when executing the FCT 50, the
second time updating the TAG record. If this were to happen, the DATA field should be the same as
the TAG field or one of them consists of all ‘0’s to prevent accidentally corrupting the TAG record.
[00322] FCT Responses - FCT responses are sent after processing either cmd[INITFCT] or

cmd[FCT]. The complete response may be arranged as follows:

4 bytes Flexible Size

STATUS ER




the EM |en-12 bytes. RDACCESSReading data from Protected NVM TYPE2Val ue =3
ADDR2Addr ess of fset from the begi nning of NVM menory Sl ZE2Val ue = [4-5121
byt es. SBVBBRAi/DENMPTenpor ary feat ureb&nabl enent TYPE2Valpu&/GA2410/001077
FEATSET32Feature data as a byte streamof 32 bytes (The definition of what
each bit does is typically application specific) Table 5- FCT Types and
Corr eslif®i?dl ng Fe¢rels [ 00314] Note 1: The shortest of all FCT 50 is the

GETFEéﬂioiMPe V\’ERCJ\AE§c@Nﬂ*B((s%AhﬂsqFUIqu@ataIbﬁ ﬂ)%éﬂfﬁkm%@e &g of the
V\RA whi ch can ‘E/\&ﬁ (see notes 2 and 3 for further
det ai | atus 0[0@@3@‘311 Ristve, WD R@&@@Essl%ﬂﬁh @eﬂ_ﬂss petPasoo] P il Wagxdnpl e can
only ageEsSquetiad & thOFET By E&nhial RAEAt s The address shoul d be aligned on

4- Byt e boundaries, and the anount of data accessible should be divisible by
4. [00H9¥Phot e HFCHiweaT PRI AAYENt of data accessible is, in this case 4

byt es. [OEBR] if FCT type = GETFEAT: the current settings for all the features on the device (32
bytes)
[00327] if FCT type = WRACCESS: none
[00328] if FCT type = RDACCESS: up to 512B of the requested read data.
[00329] 1 is the nonce built as (msglD || 4 zero bytes) (8 bytes), and msglD, as above, is the

message counter for the current message, and should always be odd (4 bytes).

[00330] It may be noted that STATUS is sent out both in the clear, and also part of the
encrypted response. Even though the unencrypted status should match the encrypted status, unless the
status is authenticated by decrypting and verifying the ER, there is no guarantee that the unencrypted
status is correct because the message could have been altered enroute. Some applications may want to
simply look at the unencrypted status to get a quick check on whether the FCT 50 was successful, but
they should only do it if they are willing to trust the communication channel. The length of the
successful response, len (status || ER), should be known to the agent when it issued the FCT 50
command, so the agent should always assume that the ACC 12 returns that amount of data in the
response, and reads that amount of data back.

[00331] Cmd[TESTMEM], cmd[TESTROM], cmd[TESTNVM], [TESTRNG]: These
commands can be used by the chip manufacturers to run functional DFT tests on the silicon die to
determine whether the chip is faulty. The request payload, identified by Payload_len, may be 4 bytes
and is equal to zero.

[00332] if TESTMEM, TESTROM, TESTNVM, the additional response payload, if the
command is successful is: none.

[00333] if TESTRNG, the additional response payload, if the command is successful is a 32-bit
string of random data, as collected by the on-board random number generator. These commands are
valid in the Test State 82, and the Functional State 84 if that particular DFT feature has been
reenabled using a FCT 50. The enable check is done by firmware.

[00334] The ACC 12 may execute one of the following based on the command type:

[00335] 1. A memory test program marches a specific data pattern across the entire RAM 60 to
see if any of the memory bits are faulty.

[00336] 2. A NVM 62 test program, which is similar to the MemTest, but for the NVM 62.
[00337] 3. The ROM 60 code health check involves running a CRC-32 on the entire ROM 60

content and comparing that against a hardwired check sum. This is a simple check to make sure the
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command is valid in the Test State 82 and the Functional state 84. The maximum amount of data that

is accessible is limited by the maximum amount of contiguous shared NVM spaces available, up to
64KB. The firmware should check the address and size of the request against a pre-programmed

NVM permission table, and make sure the entire access is permitted. If any part of the access is



[ 00323] where: [00324] ER = AES COM ((STATUS Il U D 1 <data>), n, k), where
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i s successf l ‘igy'tetnonegbytes 2 bytes

Payload len | ADDR SIZE

[00348] where:

[00349] As above, Payload _len is the length of the payload;

[00350] ADDR is the starting address offset from the NVM 62 base address that the command
is trying to access, and should be aligned on 4-byte boundaries; and

[00351] SIZE is the number of bytes to be accessed, in increments of 4 bytes.

[00352] If the command is successful, the additional response payload comprises RDDATA

which is of flexible size. RDDATA is a data stream of SIZE number of bytes long, only applicable
for cnd[SHARENVMRD]. It should be presumed that the agent 20 talking to the ACC 12 can
calculate the length of RDDATA beforehand. Also, the appliance 18 that created the command
should let the agent 20 know how much data to retrieve when it sends down the SHAREDNVMRD
command. This command is valid in the Test State 80, and the Functional State 84. The maximum
amount of data that is accessible should be limited by the maximum amount of continguous shared
NVM spaces available, up to 64KB. The firmware checks the address and size of the request against
a pre-programmed NVM permission table, and makes sure the entire access is permitted. If any part
of the access is outside of Shared NVM space, then it is considered as an error and the command fails.
[60353] cmd[SCAN] - This command indicates that the tester wants to start scan testing the
ACC 12. The request payload is 4 bytes and the Payload len = 0. If the command is successful, no

additional response payload is provided. This command is valid in the Test State 80 and the
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known VERIDs, it should be considered as a fatal error. This command is valid in all states shown in

Figure 54.
[00356] cmd[IDCODE] - This command returns the IDCODE of the ACC’s tap controller, per
IEEE 1149 spec. (further detail of this command can be found in this spec). There is no request

payload for this command. The response may be arranged as follows:

DR[31:0]

IDCODE

(reserved)

[00357] The IDCODE should be a hard-wired constant and thus should always return a
response immediately. The response will not have a Start-of-Payload marker, nor will it have a status
field. The actual value of the IDCODE is typically application specific. This command is valid in all

states.



4 bytes 2 bytes 2 bytes SIZE Payl oadJen ADDR SI ZE WRDATA [00341]where:

[ 00342] Payl oad | en is, as above, the length of the payl oad; [00343] ADDR i s
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number 19f9 H¥d. ESvelyHiGhar QB Yhifkith iGRRL& o TGO ThLIHARENYMBLed out. This

command is valid in all states.

Communication Protocols

[00359] A high level description of the communication protocols is now provided. As has
been discussed, the appliance 18 communicates securely with the ACC 12 using messages known as
Feature Control Tickets or FCTs 50. In the system 10, there are two interfaces with which the
appliance 18 can communicate with the ACC 12.

[00360] One interface is the JTAG test interface 72 as defined in the IEEE 1149.1 standard for
test access port and boundary scan architecture. The interface standard includes the definitions of a
set of control and data signals, a test access port controller, and a mechanism and instruction set to
support testing of the circuit. Although the JTAG interface 72 is typically used to test integrated
circuits for manufacturing defects, the standard includes provisions for individuals to extend the
command set to implement user defined functions.

[00361] In addition to the JTAG interface 72, this embodiment provides a secondary command
interface 66 for connecting a parallel bus to enable the additional flexibility of allowing after-market
reprogramming, or if there is no access to the JTAG interface 72. The secondary command interface
66 can be configured to look like a simple, generic memory-mapped bus. The data width on the
secondary interface 66 could be configured to be 8, 16, or 32 bits, depending on the application’s
requirements.

[00362] It may be noted that although the JTAG interface 72 and Parallel Command Interface
66 are physically different, one being a serial interface, the other being a parallel bus, they share a
common set of commands and responses. The two interfaces 72, 66 are multiplexed together in
hardware (via command interface MUX 76) to present a uniform interface to the firmware. As such,
the differences in the physical implementations can be hidden from firmware.

[00363] When trying to follow the communication protocol described herein, the following
"may be noted:

[00364] a) The appliance 18/agent 20 should always be the one to initiate communication with
the ACC 12, through a tester 16 or a customer-dependent device programmer 26.

[00365] b) The ACC 12 can be considered a slave in the command protocol, such that it can
only respond to commands, it cannot initiate them. For example, in this configuration, the ACC 12
does not even send response data without being prompted to do so.

[00366] ¢) The microcontroller 54 in the ACC 12 is single threaded, with no interrupts.
Therefore, it can only work on one task at a time and will have to complete that task before it does
anything else. If another command arrives before that task is done, the new command will need to be

ignored.
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but this may result in corrupt data or be out of sync if done at inappropriate times. The transaction

protocol described below specifies when reads and writes can occur and what the expected results

should be.

[00370] Turning now to Figure 61, an example single command sequence is shown. The tester

16 initiates one of the commands listed in Table 4 to the ACC 12 by writing the instruction code to

the ACC’s Instruction Register (IR) at 1a). As soon as the IR is updated signifying a new command is

issued, the ACC 12 decodes the command and prepare to absorb the correct amount of data associated

with that command at 1b). The tester 16 then sends the data payload associated with the new

command by writing data to the ACC’s data register (DR) at 2a). If the request payload is not sent in

full, the ACC 12 will hang, waiting for the remaining data indefinitely. The ACC 12 will be

responsible for sampling the data register as fast as the tester 16 sends it, and storing the entire

payload into scratch data RAM 60 at 2b) before executing the command itself. The ACC 12 then

issues reads to the DR, and inserts wait states to stretch out a read cycle until a ready signal indicates

that new data has arrived.

[00371] The actual throughput limit is based on JTAG and ACC system clock frequencies and

the ability of ACC’s microcontroller to move data from the DR to its RAM 60. When using the

custom parallel interface 66, there is the potential for data to be sent faster than the ACC 12 can copy,

in which case, flow control to limit how fast the bus should be written. In any case, the ACC 12

should be configured such that incoming data is not dropped.

[00372] After the entire payload has been sent and absorbed, the ACC 122 starts to process the

command. The agent 20 waits until the command has completed before issuing another command at

3), and this could take a relatively long time. Each command can take up to a fixed maximum number
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[00374] If there are response payload data to be sent, the ACC 12 copies data from the

response buffer (in scratch RAM 60) to the DR as fast as the appliance 18 reads from the DR. This
continues until the entire response payload is sent. Again, the actual throughput limit is based on
clock frequency and the ability of ACC’s microcontroller 54 to move data from the RAM 60 to the
DR. When using the custom parallel interface 66, there is the potential for data to be read faster than
the ACC 12 can copy. In that case, restrictions can be placed on how fast the bus should read data.
[00375] The tester 16 should read the DR until it sees the Start-of-Payload marker at 6), then
continue to read the entire response. Once the Start-of-Payload is sent and read by the tester, it should
not issue another command before the entire response payload is read or else the system 10 may
behave unpredictably, including hanging indefinitely.

[00376] If the agent 20 continues to read after the entire payload has been sent, the ACC 12
will resume sending all ‘0’s. Should additional programming be required, the appliance 18 can repeat
these steps. If no additional programming is required, the appliance can finish by transitioning the
ACC 12 to hibernate mode with a cmd[STOPACC].

[00377] Some additional comments regarding the REQRESP may be noted. First, the reason
for the explicit request for response is to keep the appliance 18 and the ACC 12 synchronized, but it
may also allow the tester 16 to perform other tasks in parallel instead of waiting for the ACC 12 to
respond. If a command requires some sort of response from the ACC 12, the appliance 18 would

issue a cmd[REQRESP] before it issues the next command or else the response will not be sent and
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Communi cation Protocols [00359] A high | evel description o

communi BANPRPANSy th £2fEsh Réng; tQ iy SR #tis P HiRgEEo roxg Ve digm such error is by issuing a
STARTACC command to reset the ACC 12. Although, resetting may not be a guaranteed way to

recover from all possible (foreseeable or unforeseeable) failures.

[00379] F igufe 62 illustrates an initialization and identification sequence. The initialization
sequence describes how a newly fabricated ACC 12 is brought up from the Test State 80, through the
Initialization State 82, to the Functional State 84. The initialization sequence should be executed
between an appliance (APP;) 18 and its agent 20 on a tester 16 and an ACC 12 as shown in Figure 51,
some time during the manufacturing process. At the conclusion of the initialization sequence, the
ACC 12 will have generated a statistically unique ID which is used to identify a particular SoC die
and will be ready to process FCTs 50.

[00380] On the “server” side, the appliance 18 should record the initialization event and relay
the information obtained as a result of the initialization sequence back to the database in the backend
infrastructure 11. The information such as the part number, lot number, wafer ID, time, agent’s ID,
location, operator ID, and such are valuable information that would allow the vendor to track the
history of each individual SoC die using the ACC’s UID as a reference.

[00381] A set of preconditions should first be considered. A newly fabricated ACC; is
powered up and connected to APP; agent 20 through a tester 16 or device programmer 26. ACC;
would still be in the Test State 80. If the ACC 12 is not in the Test State 80, it means that it has
previously been initialized. If the ACC 12 is in the Initialization State 82, the procedure shown in
Figure 62 would jump to 3). If the ACC 12 is in the Functional State 84, the procedure shown in
Figure 62 would jump to 6). If the ACC 12 is in the Locked State 86, the ACC 12 would remain in
the Locked State 86, go to power-saving mode, and return LOCKED status when a response is

requested.
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flexibility of allow ng after-market reprogranm ng, or ereis
access tehveendiffyrenigeneraiians argerpng ofpECsecondary conmand interface 66 can be

confi gupeshaj 0 | OﬁlﬁPlnﬁe&%ls@ h%e%éu?anc&%{ﬂe%dﬁa re%lgl%ﬁ)@ﬁl%tgﬂa ]t_)%mﬁmgg\%g‘ wi dt h

on the secondary intefface 66 coul d be confi gur bits,
dependiihlps gpssedvadl Ripbieste aailehde.s requi rements. [00362]1t may be noted that

al t hougljedsap. JTAﬁnmm Qwe@&ﬁm%g nRfde aam&& Qe pgmg@gny .@&&Ia tg%ﬁﬁe

phyS|calg%ud|f erent, one being a serial inter t he ot
par al | epighiigipact RRsyatioRBiren defew inting weh asspancodmemdsy BINE. PES @ans@swourﬂhe t Wo

[ nterf%@@toRcar@ﬁll?Hélgm:ﬂlr()'nmkgﬁﬁsq)orsgﬂgt her in hardware (via command
i nterface resent a uniforminterface to the firmvare. As such

t he di flP@&¥88hces i ar%dwﬁylsq“@an Figpas| 6@ v paw bodescribadh Bisst,HiG(d epwdrs qmand

fi r mar et QRBE AIVABGT i Ada IéeQetféﬁh e fshen GRITOl %'8@ ”Aﬂ%&éizgﬁﬂa%séﬁf?s S (r)' bed

herein, the foll ow ng %y be noted %é 364 qé The appl i ance
shoul d @lindifisn e Tteﬁétaém fignware ensaieet ’tﬁ%ﬁllrﬁ attiepare ghabledt AECABOIId Be t hr ough
a_test eflehb p@for@ 2R BFPERL afjﬁp)ea!ﬂg ﬁﬂindg@( hafi Rtrh(aﬂlrr 5yc%§ Wﬁi;(glg gf?e%%i f,)ltsThe ACC

12 can be considered a slave in the comand prot ocol,” suc can only
r esponctPHldy edrteth srsureideta bagiiioits lifarxdlaat e them  For exanple, in this

confi gypedspn, t J&?soﬁa@%oﬂag APPESUBOS R ERITSERE %tq%?) 91 tgﬁtd%a C@t&n%géstsb ei ng

pronpted to do SO k The nlcrocontro ef 5 I's single
t hr eaddds figiphen syrgess !IEPWSACQHWM gereto dispble mmqﬂhlﬂ;/femrek \Bhﬁnowec sask at a

tinme af‘[ﬂxw*ﬁﬂsﬁ]] NS V\Ir@es@osrﬂ? hﬁtF% h*}@%lstéﬁ§ Hls;ﬁ)qg ”pfehttur ﬁ%g%h AU MR ge. 1T
anot her command arrives before that task one e ne command "W || need
to be i szﬁ@)méﬂ\_/ M 62 to'the Initialization State 82, and i 1ssues a soft reset at 2)

[00388] Upon rebooting, ACC; should find that a) it’s booting due to a soft reset, by looking at

a HW flag, b) it’s in the Initializaton State 82 by reading the state stored in NVM 62, and c¢) that this

is the first time both' a) and b) are both true at 3). Then, the ACC 12 writes an Exit Test marker to

NVM 62 to indicate that this ACC 12 has exited the Test State 80, and proceeds to perform its usual

Initialization State 82 tasks (see 4) below). If the next time ACC; reboots and a) and b) are true, but

the Exit Test is alreddy set, then it means that the initialization failed and the device is now unreliable.

In which case, ACC; will transition to the Locked State 86 immediately.

[00389] While in the Initialization State 82, ACC; attempts to generate the static ECC keys (dg,
Q) at 4) according to an EC key generation function to be discussed later. If key generation fails, the
ACC 12 would transition to the Locked Out State 86 directly. If key generation is successful, the
ACC 12 prepares a success response payload having (SUCCESS || UID). ACC; then updates the Life
Cycle state in NVM 62 such that the next reboot will cause the ACC 12 to start up in the Functional
State 84. The ACC 12 would then wait to process additional commands and should not go into

hibernation.



[00367]d) A wafer tester typically does not want to waste tine waiting for
the ACC 12 to finish its time consum ng calculations. Instead, it will want
to nove owot2etidosmiher thi ngs and conmg4back when ACC 12PC3/GA20801007
conpleting a command. [00368]e) The JTAG interface 72 specification
requires every JTAG i nplenmentation have an Instruction Register (IR and a
Dat a Rel§030br ( DH)the 45 Aptioaghsitwipse ardREQBRBSN|atthispdinuthet radpbrseimpuldive t est er
16. I'n &fLSTOEREPD) 6r (SURSESS TAD] WPPMANIH ARG QEW LPhELhPAL R One IS
| ocat ed_l_i_nls.(Tap g:_v)ﬁd 1:]('I'AG I nt gr_f a?:e. 72, lﬂﬁg g?ﬁ(glrekﬁ t g%g!g?%?flgpﬁ?{ﬁ%erface
66. ThelnCatretripakineaure thayererglidpiilic kewsagd fevand dremtth éetbagkenddagibanst amd rout es
the | R JiRoAathbtRf Gosrbie deh &meugﬁflk@ﬁarig{e t&aaﬁgﬁld'c%mg%n 08l et er 16
would wite to the IRto tell which command to execute. Tt Tan send request
dat a by Brthe hagkend 1 maestpR thed i, pteredhmiDecd ghepplianerel & tha pamsssd.catl ancisynenteadi ng
from t hegdRe proufbbRbdue. the parallel command interface 66 reuses this
paradi gm as nmuch as possible so it will also have an IR and a DR, but they
can be PMAEment AdmasS TARIetrlys thappé dorpagidgssued io thettimdcabingialifa00869)dDependi ng
on the £@MBRchATAYHRAEE 12 hEAMH Rvel BR IR AE Mt TN i Lyt back
the sane mtent (?%at was wr?ft elgr]logveTE% test _reel]ilr%%’rr%{;llﬁsgygg? agﬂ%‘e\%ﬁ&laf"g‘%t he IR
and DR &P et to peribe samer AG Sraragme e of resdtnuibrroaprequtataamicolye upitthof - sync

i f donerAtidnICRRE 90T h AeSFubitTRS-stalds, WeRNSAGH| Rv%?!m‘?érﬁa%%n de8GE g&%gtebe' ow
specifies when reads and wites can occur arﬁ at the e>¥pecte results
shoul d theephpperaligy Kds RehepcprdinstothEEGker s@itratiomfuastiompd e deamigbdbabonmiind
S€qUENQRy oS ABIR sudbB8 il 8RL Blpork wiMlbt (SR E:s9N®. o, Lisigd in
Table 4 %/(% tehe ACCS:uc12 by wri tpiong t he {nstrugm?gﬁ %%’&?et?@%g%%es&ﬁ

| nst r udtitén (RIGVBERer LPRKERY- 1 a). As soon as the IR is updated signifying a

new conggsvd] i s | ishefleantie, REs . to absorb
t he corre(_:t] anmount of ezgllalt g’tassgéﬁgﬁgﬁmgﬁ ﬁ)h?ﬁ%(f%ﬁggor@%g%epfa%g%@ﬁe tester
16 t hervajieneder haephameral s ya beeagnerated WWhen g togter A6 istreadm éwvetriovathnephiomenak i t i ng
dat a t Qeel 1@ vifFiss m{mm%}%ﬁﬂma}va@fm_;?e)sponlsé fr{):ﬂ?\d(?queSt payl oad is not

sent in?ull, the ACC 12 w ang, walting for e rémaining data

i ndef i NP93BY,. ThWhaoaCephagihejrespense eeghio ard Iisks seeh the coulfRAQRES P Hewillatml a egi st er
as fastgigsotPR1chESh&Er L0 ' ry exgntigse payl oad into
scratch tda?aﬂ;h%AM 60_art Z%Vf{%g)g?%ér%pgggeg ﬁﬁa(r?gﬂét 8&%0%%%1{ )'i tself. The ACC 12
then i J8%4] r ead8PRids hereexpreteddmaxtianidhe infrietion fpmathersspopsesind ptostrs gut a r ead
cycle %Edraingﬁ hEBAY th3 rGikaksiatud & OBLE S ¥f%tag@§1WcAeg%tM@ rof %%1%?9[? P93 71] The

actual throug IPUt limt is based on JTAG system c requenci es
and t heeehiefli ARP; by theoptien WiishorardFOCKOUT & lnghant A8Ca The anitidliagioDRravessi t S
RAM 60. i 0 Py : .S the potenti al
for dat%%g&bﬂééﬁg%&?gpset&ggsf %ﬁ%{pﬁéﬂcﬁ&/ﬁ%&%ﬁ%ﬁé@aﬁggg%@lﬁ@n@é %ldf(t:lﬁnag ase, flow
cont r ol copgangsrar disprapect.28¢ the - (hlsmastsedess syeh aithdrcoramands i thajurchere) Stathe  ACC
12 shoud be configured such that incomng data is not dropped.

[00372] After the entire payl oad has been sent and absorbed, the ACC 122
starts [P@3%8} ocesSomendditiopahiggtires Tegardinpahe inR2plizgtipn protepdl injay b eoted rimn thehas
conpl et BeliAlLidnHrottRYaPHOLRSA1IRE THROL Bl om lete@{;'egy blm:lﬁy G L BKE S
relatively long time. Each command can take up to a fiIxed nmaxi mum number
of cyclig¥ery epsyetutoen ayihe anpjipnse 38 hascREAHID.Ithe appbangppl ¢aarssee 48 waits this
MaXi MuB{AETREIA : i i i 1
processing the %%ﬁggﬁvj\ﬁ? leﬁ?ﬁétgR%%rr%%&?g%gé%ggggﬁﬁéﬁgﬁﬁo?h%) ﬂé’gg%r | i ance
18/ agermodoOWhestheACEd 2 sepy thesadfHORMIQ) inghopld ekpligity overppiterallsmisgivie dath | v

per f or M i&kcratci$hetronProProvert€Rds AP sQldi 84 FAF di o?Jibl&.h?IB§?\gr, il day BOSSI bl e. If
the tester 16 does not wait and ISsues a new command before the previ ous
commandPpiscifipghihatibge devicejvas befrmplieged dthe AFCdR2owld npt b abld to neatlm cvigertat new
comandeMéd {n SFANI ARG own AGefixCEPtion to this is the cnd[ REQRESP] and
sonme special comrands handl'ed by the hardware exclusively). 1003731Wen the
appl i arl®®98 | s Pecgdhe iniplalizstien ssausreealn donpited, the AMR1Y @8 ponwest th thei ssues t he

appliance 18 through a different agent 20 at a later time, perhaps further down the product
manufacturing line, such as packaging, during board assembly, or even after the device is fully

assembled and being activated at the end retail location by an end customer. The UID is defined to be



command to Request-for-Response, cnd[ REQRESP] at 4). Wen hardware | ogic
detects this, it sets the SendRespNow flag. If the tester 16 reads fromthe
DR wi t howofnristo3mendi ng the cnd[ REQRESP], it will get YsI/G@ew/mig7 ACC 12
has fini shed processing the coomand and the result is ready, firmvare can
check the SendRespNow flag to see if the cnd[ REQRESP] has been issued. If

t he cnmif REQRESRE of Q. wbishiedthisefamnpde & h@8ARICnE @bt .| Inisshoed tlexthe WD ng chihe

command, the Al 2 sends Vs until it finishes and, hav ull result
oady Spo83SréRerrihe ST reeltBbi ot of AL AR ARG bl 9 ¥ e

execut thaieklhe command and has the response ready, the ACC 12 can begin to
send t spon whi ch ¢ rises Start-of - Payl oad marker., foll owed by a
* copon Lot ve oty B IRl PetpBed rsp Uy r SR En LSl o Sl

10037 4ididg Keh egreenmmeisiilbspant dpayliopdntdatha ptesenbexagpitt all hhvesti@and 2 copi es
data from.the response buffer (in ratch 0), to. th fast as the
appl i aRtBE"1538p &‘%{‘8}’5“5? g‘?ﬂ”'ﬁeﬁle&m .hal}‘i'?islé agc?)n ‘f‘ﬁé\l\a{g g’ﬁ%\ A'F b?eﬁeesgﬁ%e?lr%}éusﬁ%rs ponse
payl oagkeisent Siamie.cleAfai In ordehte sacttstake domamihtins, thé twotpattiss Wilseed on ¢l ock

frequency .and. the ability of ACC.,s m ol l.er 54 to ve data fromthe
RAM 6OPYHE ey el Rige e BodrgliNEan Fan bt R8T 66, “there i s the
pot ent {o@Boglor ddhachdIWEFCERR bicksit @F intohtan phdeethAGEt dat lpanll depycessary t hat

case, restrictio can aced on,how fa t he bus shoul d.read dat a.
0s7s Pl pE Ml B Pt iulRibeRtfor o B3 RanEpk SRS |
mar ker c@itaify)the fireiCTCENthat Mekels taoberpeadssth e F@ithd pretocd spipwe 63, Gaeenl t he

Start-of-Payl oad is.sent and.rea the, tester, . it should not jssue

anot heP™¢ Pls(fn??'eef"&)s?'?}fsﬁén %tfa(rﬁfegl ‘%jéé(% po Hgié‘a‘()ea%%%cgef’%&?%ﬁsdmgf % se the

[syst e%&?mﬁnﬁykeb@ iy Q@ )y @4 allabhpe; woﬂﬂl}llmhirﬁ@i\haﬁ@d gjditad f QL% stnégty-h .
00376] | e .agent 2 ntinu tote after.the entire oa as been

sent , %"'ﬁ%’dkﬁé’l‘i% Rt %Pé'g{?%(g%g[ig’leﬁ Irgla[l\vo Qrgeonditions e %‘H&ﬁ“ﬁ%‘g progr anm ng

be r eqiiitiatightioh beuarpbicande FikBre®a may &p eatuttd e applaps:. 1 8lhbs inostaaid dext padn al

2o Hhisdana At ch R ATe TR AR A chodyor alheb ARl Basitrant s

r egar di&ds tohemRuRRSRithay hhiRabed be Eihesd matufi@tir@amating t0 prekdt Gonsxdeldutti t

request. for response is t eep the appl.iance and th CC 12
ot GASde BT RO s SO Bistogty PRy 70 oo SR SPHFOoRe ¢ asks i n
par al | ghableds haaHer@lecw@iitidngthhiQXCa; s WECHrEprdgtanimisipdthcthe Réot &ACOpbHkby,

requires sqne sor f.r e. fromthe 12, the jance ul d
i ssue RLechidp ﬁé&é@ljﬁmﬁ’gﬁgg g%l%l is preaioatanped ik g C%@%ﬁfd(%&b%glng g%& ‘response
w T nalcdgis 86itcedd anofiiek EmdENIAFSTpafete H wak fastirbi@orpplfiiahid & sl8ndidsdd@s at Wo

cnd[ REQRESP] back to back, .w thout valid c nd in bet . then this
seqLené’E’Wi’a oE e %@F‘é’&dlgo‘b}s&a&égpi W%ls%{%qﬁmﬁa@ ThEY &Odlfqﬂa\é\i‘ﬁ HAADur of

t he ACGal2coasindhd habridraksate B4, aPRe arhiberadon Meds BebslpREQRESEVibS: tekkscar ded.
It is recommended that every command be followed by a cnd[ REQRESP] just to
cl ose eALISPPYREHEEi on | oop, but the protocol allows onitting the

cnd[ REGRBESH] i f tReuapplilasar shiisFAIN ek the eafe SUECERS til ADE ‘sépattigalor return
data. The ACC 12 shoul d al VP\I;S re£j\e\rﬁ%ﬁt he full r&aponse assum nglaj?t wi |
be reqiadicday-&-- digRY G5deie the Yﬁr{;"% HOTA" CFEnSHi-t 1 PRGESCOWT ABUT a

cmd[ REQRES, Inay gbt@€:3t48 1620 Cd Bot ¥akti QA DR e deferhte® the Gharaiessio &ey, k;;

Start-of -Payload is senﬁ, the appliance 18 needs to nake sure to read the
ent i r e PERGHEFRI fromeaphohietnt i ssue anot her command before all the response

i's lreaqommmgl 3 e Tﬂa@r&y&ﬁ@m&g imﬁgurb?mgmbdad@fgifaidwgl S[‘heh dpplifne¢ 1S @merateeason t he
appliance 1 oes nat get t art - of - Pay). oa ter the e it tinme
has exSPieawral kgys ﬁ‘&)}h‘b%eg%?i’ ﬁ%ﬁrd?eigéttli)oﬁhetaﬂ?ajt‘a%% At Kges %W\?ﬁﬁﬁﬁgﬂ]&“ at the
Repens B e ety MO o
ppens, . sar e I fry I % su
is by ivaidstengeserd A’Q‘i‘%‘éB HEV’FGDﬁé:%{E éc%(gﬁ).an t hough, resetting
My NotubiR ReyOWddaheQg), wapectivly £SNVIRE A tadd exBRESOMirén CERTREEgaN e or
unf oretgeeaﬁl e) fail ure?= [ 00379] Fi gure 6&#I&stéa}£§@an i gi tralization and
i dent i fircgaetPeshreguiERs i me peEstoRir P AE D RN Bubs TR haewf phedo WA a newl y
fa_bri caggﬁistﬁ,@@mgto}eaimgagm up from_the Test State 80, t_hr _ou_gh _the _
Initialization State 82, to the Functional State 84. The initialization
sequence shoul d be executed between an appliance (APPJ) 18 and its agent 20
on a tester 16 and an ACC 12 as shown in Figure 51, sone tinme during the
manuf acturing process. At the conclusion of the initialization sequence,
the ACC 12 will have generated a statistically unique ID which is used to
identify a particular SoC die and will be ready to process FCTs 50.

[ 00380] On the "server" side, the appliance 18 should record the
initialization event and rel ay



the information obtained as a result of the initialization sequence back to
t he database in the backend infrastructure 11. The information such as the
part nunb®o,20i1a3munber, wafer 1D, tyée, agent's ID, |oeatricxyiomoer7ator |D,
and such are valuable information that would allow the vendor to track the
hi story of each individual SoC die using the ACCs UD as a reference.

[ 00381podogkt of Tlpsr@@@ h2then comepusds @whated sessgin Ko kg.oviti KEYIQY WKRFr{dwidy, Qg

fabri

tost erona 8 HerBL PGSR e COTRETRER G L (B b RERLAG 2

80. | fthetF(éTMﬁtﬁezestsaf rmepaylamdtah@a)T@MrW&eaheASG 12imay soa hsre eirbprepate thas

preV| een|n| |aI|z I bS. ) i Ll St at
LY hRr PSRl i s 1 e b MG Afin 80, 5 217

the meﬁd[b@@KOHfraﬂéeSpphamdaéspmnumdmﬂe lcghbw/\nrdrrintﬁé databases 2 vvoul djunp to 6).

If th 12 i ed th
Loc kegoé@ e 86Z flew aéﬁlonalofga ref’i‘\%}ﬁge n0§e§ , a’ndA&@t %W%ﬁ%@?g{ﬂ]g& \(}\/neﬁ a
res 80 ne&idnkey E{:ncbe&hedl at the{ ﬁﬁ%ﬂljsﬁsewhcedbnﬁsem besie fgypo wiosyption ignddinsing may be
used to contr.o c aln DET

di sabl ¥ H’“ﬁ?ﬂf 237 El\l{iyp of {’]egw%lg pa> TS ?%da;"t%ﬁgalréges pgét?:;# #Qﬁic%&é%%&g g%nrgi her
preco nAIiEjC i1® o5 applihncs Ih8)wb1dd odsrtbalabie tdmrtm@@te i anyefiughep porhBur(idAERIseiweemthie c h | s
conposed .of a .hardware versi nber er

order '8 PFFATRF Kidt RAT gﬁly\%oetr?ly oonau(%)hD MR agg?nif&‘r?ﬁé tion aérg%ltsﬂoeg%fegl?gbuse | f

tEI s hashonod rebetrbydsing eiftet a had M{MEWSTWM]SMW shiopldtbh@o A@Eas too obt ai n
the VERID. This allg heAPPJt i i ations
bet weet! a7 F%eﬁﬁ’eg“é ela a‘ln(%’rel§eb8?teé§)tb ep eac lme %QA 129%%8@ 'i%lge%he&r{reg{} al so
have alsswinnedso bhr@genttaed ABLCh codd takah nwemmqunmﬁtmam theyrangakf ng sure it

Pﬁ'; t pz%ﬁgag%tj émﬁF?co STHS thé X@b' 13%' e 9%)5 e1:_5r10r Ll \ML{XS chu@l n‘? Etﬁps?e%%tﬂe%gy may be

e any resi acts act
oper at é&xehsgé potocdef ﬁmhldtoem}ierﬁqoslim‘rdleasumwne andesmdm}lalwvsl ST. DFT features

or ocedl PR hown 1 A giirsc S T PP Gt PP Bt SafBFR R cAGRMRLATR. oy
and detheahsACOAL hatiniits RODDE(. Whe Eortifiva@ vhlitationr :E@dbts theddCG I?aknowtthat @esqqt Il in
(M T80 138 24 RaB e bR PRSIl R BB R B 2O,
per f or mhiafyo Plevent @siustcdappiineps Hftbnt Bsuimengidverminmapisgo han€Gi8bdlt cycl es
Syl o Pyrouyis g icg e e o s RSk SRl el Bt i o

t hat awhRsCID swied & a tabls iisth ASCE s ROMIGO dT s mmuﬂ)rbgﬁnaal(hpn]@mmsmgnd ul d

oo R BRSPS B I 2,
State D MM &Zificatetidwt fonhd Inahd Qi taisle, Iﬁmltbe t18@¢d mnd eirgsues a soft reset at
2) [00404] Figure 64 illustrates an example of an authenticated confidential messaging protocol,
which will now be described. After the successful execution of the key agreement, the ACC 12 and
the appliance 18 will have established the basis of a secure channel between the two, and they are now
able to share authenticated confidential messages in the form of FCTs 50. The following
preconditions may be required. First, APP; should have its own static private key, dgj; and obtained
some indication that ACC;, which owns UID;, will receive a feature control ticket, FCT 50. Second,
ACC; should have APP;’s static public keys, Qg, and ACC;should be ready to handle a new command.
This means that ACC; is in the Functional State 84, is not in hibernation mode, and has completed its
previous task.

[00405] The APP; and ACC; have their own copies of the following variables and the two
copies should match: a shared session key, kj, that had been generated as a result of the key

agreement protocol; and msgID, the command serial ID that starts from 0 on cmd[INITFCT] and



[ 00388] Upon rebooting, ACC, should find that a) it's booting due to a soft
reset, by looking at a HWflag, b) it's in the Initializaton State 82 by
readi ng twe 2stiaws203t ored in NVM 62, &fld c) that this isPChEARITDIA77MEe bot h
a) and b) are both true at 3). Then, the ACC 12 wites an Exit Test nmarker
to NVM 62 to indicate that this ACC 12 has exited the Test State 80, and

pr oceetisrementpby 2 Bwrmqlltcsld[fﬁTéKalwmspV@D iané for omp@etiecq8ds toasighD {remehed) bel ow) .
If the ﬁ%} £b ) and b) are true, but the Exit Test is
al readcor;ll% Onalh%&) d a fs)q%lﬁgfm}qﬂg initialization failed and the device is
now uniﬂéﬂoﬁdtbl e. Thnmnhﬂl&:hF@Eé@andAﬁI}?umt ksl the stawpsiAlL onthe statuh SULGER® ahdSt at e 86
i nredi i i I t4 al i i ts to
genr o by gy B BBl el 8 iRl lag Bl ol By o p IR

gener abl, etthef (eatds on thedob ezetd iesabled slesdblpdaorsomel datalpay a@eﬁei @it phihe NXM @2 t he ACC

12 “’Oukgotﬂe;r%{agiexﬁﬁ%]c% %%%}%o{h%ﬂ‘f%d%’éc %‘ic%&n?tﬁelﬂw %% n¥ co+ :}éles i ggeration
i S success , e A prepar es success resp se payl o avi ng
( SUCCES®nt, nsg)PD) . ACC, then updates the Life Cycle state in NVM 62 such

that t t A%;;C t he Functi onal
State @ﬁ‘“‘ﬁhe A@Q%Ifc ke llél&s g(ﬁm\/\ﬂlg& mézfcsgrsn% acf’gl ?Ocl)lﬂgf comands and
shoul d[68#48]go i ﬁtAPhlcmmsﬂleINITFFm@BB@I bdylsade APPJ optionally issues a

cnd[ RE ] at 5t , i

( SUCCE ol DY Ri)%r‘-’“% s C“idﬂﬁulﬁ tlg’]ﬁy&%o e 9@%@@%@&? %%%log‘?ﬁ ps it
has i n[OD#Hlll zed 3. AGKj wgﬁwheeaumwetymmoéthvmesﬁgqmbigiE@DGewségraWde Yeofipwiod t hem t o
t he ba dat gb formati on deened to be

usef uI aci | :ﬂt§§§ ({%E’X%g}he%e%l c(ftto{e]ilfnot}l%|§dr51T 5Qhe dies. At 5b), the backend
11 may [Oﬁﬂtﬁie t he. lﬁlearytbmgwelfteheorteﬁlsofAQquer@ppds thanpeatiD8s ehestedbstha§€d, and
incre evi e RF n [ 00391] A cnd[ STARTACC] is the next
comragg(pl ss%re%frisgh r%%pgaﬁr%n%%# %al i zation sequence at 6). Alternatively,
t he AC[DO423] may lﬁeABbWESOHI@)pOiHEGSWUih tm¢REQRERBE at this point, and the

behavi an exp t A ese nits
behav| iy fian XPREE LRI %R B e TP PAMRR Flpd EPcaBl o1
State McmAKB(E,Ql@’:BBﬂJI d al vvays automatl cally start to generate the epheneral
key, Q) ac din C.k i .descri bed
bel ow PF1Rey odnaPteaed Be kal e RBATELRR, LREhOREIE Ry BRERST |
&Gi | 1 1=)yires béndinginsee ¢dnenanéscp:ron®eesmdlﬂxg ﬂnumelmem(lﬁm litwify)doso With@CKED) .

[ 00392% Iag }Sng & ke ggé\rgeg’rn? %ro col St grliothe 2@%\1]{1' ﬂﬂ{] SECBJ]J not ggse?l{j ag l%n o form

ot her gener en t he
testerth%ommarrmdg/lnhmbafrgbﬂsummehﬂeé epherrer al keys it WI | |ssue a

e[ RE ] at g %en f Vﬁxes by regorgl g %gg%?%@%g %g(’:kten& Qfﬁ%ﬂhe T SIrﬁt ('%CC has

the re e reaay; Has se
St art-dﬁetﬁaydcnad mar ker fol | oned by the response payl oad back to the APL,

at 8). 94] ARP.. i s t hen ect tra he|n ornmat i on m. t he
Fesponiilq by oo ol SRR LTS nPagilFACk ISe e M PRI R, B |
or if thimingapphtepoftke kg excanamgetprqwaoc e!shottldheﬂldhtt E’rdrﬂihhdlembmmmsne(ﬂ;guﬁPP has

e 9P 0R! e FRHTLL At e A6 DRI LR 220100
16 may cmS[mKa]im]t Tl@n@phanomﬁmanl Sptmnalu,i lsg thareatin tha etabdse ACC 1 2 may process
R T TN T T e

command serial ID, msgID, starts with ‘0’ and increments by 2 with every cmd[FCT] in this session.

It gets reset back to ‘0’ at the beginning of a new session as a result of a key agreement protocol.

However, for the responses to cmd[FCT], msgID is equal to the msgID in the corresponding

command plus 1°. The use of this ID prevents the same command and response to be reused in

replay-type of attacks. For example, imagine an adversary pays to enable some features, then capture

the FCT 50 messages, and immediately asks to disable the features to get a refund, only to turn around

right away and replay the enabling FCT 50. Alternatively, an adversary initially forces the appliance

18 to issue an invalid command to generate a FAIL response, then ask to be issued an enablement



entire initialization process can be stream ined down to be conpl eted very
qui ckly because tester tine is very costly. As soon as the appliance 18 has
ACC s Ul Dyvotzha/mpplii ance 18 can i ssugga cnd[ STOPACC] t oPha@20tv@0ACC 12 run
its power down routine and go into hibernation (I ow power) node. Wen the
ACC 12 sees the cnd[ STOPACC], it should explicitly overwite all sensitive
dat a fFOR®Bo. tWhMaACE lﬁnm'skgd wigther thy eothmandpos ipngeseatpreterigahaadversay  al |

possi b can reciat
hot - unfﬂ“&igsggw%m? # uc%\%ﬁreﬂm% i dtg hot Orgede%}}?ﬁgs%mﬁsﬁ the{kﬁygl%XéS%wgtgledé?get s in
SRAM amchasdttié echblemergmoperthypngt. 00396] Once the initialization sequence is

conpl e@gggt]t he ?gecp}lf tieéMhe E:(%S 5}1% %#\ resf%lrsg't% é’g‘p Rk:b% s [pileglex}t Qﬁ %{Igg?rg fl%l’nf f er ent

agent a l the’ uct manufacturin
li ne, mmop@dﬁyalgs mgssagéwnlanghéy@a}@l?asﬁerkw pair, cbsrané@)nuraqmbfridetnhﬁewew ce is

Y o S SO RN RGAR%aRE A rSRe Fhech RS, SRR BLlon AP AELAMNOX B o1l
exanpl keyi 1§ Whéh&Beytnré ustedl ntxhes 51gr11mg precesptesh tichatd tolpesillely idéntiGhthpsrigtetul d be

regi ste as _sopn._.as co t..chi cat ed
Ul Ds b8‘i[tﬁ%m8%§?ge IR ) F‘&d@%‘}ﬁ @?‘.‘%&’9 fiel il &ﬁhe\é% °p%g§?%%%co|
for esthalaky sgmen@n@rstemnme A:«mmmscm dspmansethsi ttm ap;snanrg 1I8wpeagmglam=_bnt is
|IIustratedg_C.# tothis point in the present exanple, all the testing and

initial Y% Jonmands bet ween an appliance 18 and an ACC 12 that have
been dgmwazdibed tlhma,y Hearoted tieat theretare'tiva pbisiblecdpeligation dcpnapipd exFGloS0gnesagessecur e

t t t t | t
o o 6B AT s Siohits MR Teafsr GCI2R s AR R RO g Bt 20" ceTen
crd[ | NketGPhcel andbip BE@mSQJq@uldrue@omanmefosckemmlel Hajchsonfggares almappliaice 18 he

necessar i,nformatio ed b r secret for a
new key’ @g?ﬁ%to‘gﬁtbcaﬁ%aé)p Sedéh lpr)%ra?c ?g[cgjlz#éb%fi %% dfe\é?ha@n%%?[l@% that needs to
be proDepsaitg ofrbow thed (T Otioesed, thene ayghersems Ssrve side pplimiptio Grathap it slaray

exi st. EI rst, an |tn| )lal i zed ACC, would have already generated its static
and epRORLpEiorRig gep 24 G,), (de,, Qe,). Also, APP, woul d have received
and valpisdassinl o@UndQemn@ﬁqf;itdgmphﬂ Aighsitlalsl e to extract UD, fromQ. If

t hese f recondi t L not S it bl Lon
s equen& 4Zhown |‘£dlﬁw§sd(r’ne°fé% gt ¥ o0& c%phlé . @ﬂthmtgg %ﬁdi hgl}r?gcne‘%lél %ﬁtgé its
st ati c pkejderais noted abol@S EY, arlﬁlmdma;s caésramageooay etilCeRTIt isﬁﬁde]ly hfil@]thebECE@mﬂdne Root

i ndi i on hat needs NS
Th| s c%ﬁlrﬁosggc‘erﬁ R%rrsb n%“fbd%{(el}' rer ‘%/%é“r?%‘ © SChef“ 0 nrage(gte1 >Some ecfg#)ﬁmlwf eat ur es
bef ore nSlIiurcp;puragnteefﬁcce@ﬂjr deabidg &0 cwesit m@lrcoreen]wesi wfrsgxcan mreay ThediC4r e on hi s/ her

device to be en th ondition.is that e .
pre- pr 8@?‘5’%’3&‘“&%@%?}}?@%&?& nstglﬁﬁﬁa}mple RS acco@%?#%% g %OgObhtz
Opt i onahivy recéiaend 18/ the Staplacly fa EfifdentyiptograpiysGone (SBAT)( ThiDpurvaisis¢lectddOM 60.

ACC, has receiv n r E fter ted. If
it didf° faf‘?’sateca(?r?ﬁra F‘tee&gtﬁiha ls eﬁmf"‘h%no} 1&%%?& ngllnitlls Y\@a ot %2%% %q}%?on i's
t hat Aﬁ&dedﬁad@a&ylat @phamdh eheeﬁeﬂrelsvarammnammdy beTrhdlsedmalnssmaﬂiartnuA@@s is in the

Functi St at e..8 hi.ber nat.i on e c evi ous
t asks, (@ﬂ‘ézll S no j’%(ic g ffﬁﬁ%‘b@fﬁl%g S f\?ﬁ‘f‘ E}Z’Sf Wé?’% g éJAlﬁg
t he st apruﬁletﬁumﬂﬂ&ka:ﬁpheﬁ(mirthérsleteqb baarteifaind pu bdférdng(E)[FIP@197]thHﬁh§/A5§ not ed

that vari ous.side ct r oy nsgl D,
may getPiEE Latory ?)S‘ﬁeglraﬁ%ee{ﬁ%}fog 8%?%“;ér[§ ?@s&g ggﬁfogﬁhzi\%lgnqtlenog@g%%{]#he Mar ed
sessi omldck yiphds, modbsadlénpemdmetbﬂsyormﬁmwlmdvem sesed if 6(945@’.@] Theillpmewedur e shown
in Fig oce S The I i ance ener al
coys £ SPopRMERSEIst B (aufoteohios Py ARl ARGC A BIR G o B it e 8RO
c mj[ | NitHddutdut.af th2 jnpud data strépen doesjo@ St mmtaa 12854 trigpk 128 bitd capBRPBroked ofEMal en
EM ™). The ACC 12 receives the conmand and validates the certificate, and
the pubf™% key, ECDSA VERI FY(CERT,, Qa) and public_key validation (Ce,),
respect{poseBy at B)the cBhexACRelAC M thetidek aiphe n@y,be fisedrin SEERAT diPert Waj's‘ t he
protocol requires nat S D(C el d .
houl o RAGeRTEn freom i AR AR AT ol iadct i bhgbll s, o2
t hen conplds@sivite kdyart) dsess adhdrfulcsiyn inkhg Key@drivatﬁﬁl\?@dnﬁ@ﬂ@ﬂ) whengeterasg

the shared key in ECMQV; c¢) use as a hash function when verifying the authenticity of a FCT 50




Qej) at 4a). If 3) and 4a) are successful, the ACC 12 continues on to
process decrypt and authenticate the FCT 50 in the rest of the payl oad at
4b) . O hewoizsg/008tve ACC 12 may stop I®re and prepare a PArIdAREWWOSPONSE. | f
the response is FAIL, the appliance 18 can either restart the sequence or

i ssue a cnd[ LOCKQUT] .. The appliance 18 can optionally log the error in the
dat abasignatyr@ Qi 0} vatiheatr @l dd in onetkr hekt andesenvaypt d pnotidednestage st, i f

ever yt the%ti%% §Hﬁg%? OB%Ik}batFtﬁ_s%har ed session key k" computed at the end of
t hi s sequence forms e basis for an encryption tunnel using synmetric key
ci pher o4l ween AESHKCMY mede may beoused wiprapisl avthewgatl® and emngpecfor the ACC 12.

A ¢ . ' | i pate. i
U ¢ neloiogin 130 R T M Al S AR ROk B82S he v
aut hor impdg thpd preideSned ThiSE 8 eifisd rtbe Comer (OTR)ed the§ 8¥t-Bldh Canodeoesmbaned eboot , by
. : . . ) I e
B R R T L
r eboot 8§ClaTheet"@ ph arthis albédayensihplemetd-C* yehichey €0 mbdedvitirddbioedul d t ake a
not | Ceﬁ)%gtﬁ%%?nlﬁq}anggm 1idPto be @orI’q?%n{ WHSine freah%gl%l e efntam) slo;fﬁéﬁfgrggée' IT the
al step O €

{
ACC 12 ‘encounters any error or ures during an ey exchange
pr ot oceich as it isglesrmibell ipaligbe¢.he Error Handl er subroutine, as described above.

[ 00403 tep vier:l f..e %‘g}?l J] using a copy of the Root
CA' s pL‘E’F‘?’% key%?%lté%}g%lﬁg%ﬁg%@’ lhg{sls‘%hbl SGLQ%E/I 60. The certificate

val i da{t0d26]st ep a) @BDittskmsioA®F, k2 know t hat the root CA has authenticated and
qual i fi hi s rthcul | anc [ peeXgle i.S. ACC 12.
This i (ﬁ)'?%)ﬂhprevlleiﬁfar'i %ﬁﬂ?ﬁéch’ﬁgg%%ﬁegﬁ%é?g%t a?gseénfﬁjgsw ng§'sltéh%sn|}) d|e\§/se comands
t 0 t heink@Gzeyith the megsagetcpaniéramsg@dpph itediritdbytee curcatgmted vathdsero€hBg that. he

certifi wi || t al I i,.ch s to match wwth a CID stored in a

tabl e Mﬁ’%ﬁe Aﬁ%gwlgﬁﬁa%h%(\%)?'t'bﬂ@éant prevent an appliance 18

assi gni942y a padlheioutphias ciphes tear€s || €4l omll Bei, iglowsé by the emoypteadMACCpdihe s

manuf a r f t ] I i.f e i's not

e R e e S ) SR

:Nlhl ua t A@fxe@hm CGdhpieeificitionnliaustfhietht pran sdtunmﬂ; dndeyptionathe e sRghagd bﬁLOt ocol ,
ic e : r t C . execut ey

aar contieatRld AEpt 5L Aol o 08 aBUESERR] B S LRI B PR, (Voo

of a sedichén hisambedimbstiswhesentnheto bansed ade sichghe s@iatdWatalsirmg twall givayse

aut henhi cat,ed hcoqn(g,i dential nessages in the formof FCTs 50. The follow ng

precon ?Yteiaol?ln nmay be required. First, APPJ should have its own static

pri vat ¢004a8], ds, Tursimghnavbiodiiguedsss hrblatrasiMsaer @seas Medifid@0h Detedtion odmns Ul D'
i1 i feat. | ticket d Ld h
appy < CHFICY RS it B SR bl g Sy o FERRR g M e il e J0C,

comandepldikil $n the AQS 12 hathisAQ@nple.sTheringutrecofpristananmmal biSitatre, *84nd thg owpit is n

hi ber nat i on,. node, and.has l.et it .eVi oUs : The Pi and
AT, avet iR, R WA SR UERSigel BB U AFRE el MR oL o
shoul dinpat lgtstream ghealriedrese st 0 igetk eynt inkas thetidymt tollcABedmgyeitahapredoss a resul t

of the , e nt.. pr.ot rnan , erbal. 1D that starts
rom - 0oeks RERSHIRR LGRS, T BpEohEnr ek ROR A S iR ingh x Ay
even), famdhd losh reedp basbe sThig is eqgpeaibdsuntibthpem}ir®message i$ precesedr 8§poaaiimgthe ormand

plus "1'.(al S..0d [ -'QﬁH J 50 and the output is the
st at us eﬁ’&% ﬁ]eorgetthrgug% gltel?glg@%@t%@% 14an \%\ﬁ%ﬁ%@iéér:sggat a that was requested by
t he FCI0B81] One Al disustd gove,itts ACQA12 udibe prdbadgnannwilheve ypen-difip f@T 50, eit her
features.on the S S : ' I. . ed out of
tho. viragtor st e BNPRIE SR o me R e BT AAR RABARRITC Tt
t hei r comylesoThe AEC dionwan dolkets pstlillaidDogiputiata valeed flom he GO Fcillaer rdeadur e
illustrated in, & e.64 . i f . 4 . ),
const r G S AR ARy PR NopRfo SHETRIC £DRBE RIS rondid il < BiTLE
crmd[ | NeiltFe@¥ Jfor cach bitrelddFESH] tha R Gslendieard $8e Tihe quiii€sk2a thikedxampla wilb fodlow NIST

SP800-90 such that:

[00432] 1) Update( ) function will be defined according to 10.2.1.2 (NIST SP800-90).



[00410] 3. ACC, verifies the authenticity of the nessage using ECDSA
signature verification. [00411]4. ACC, decrypts the nessage to obtain the
FCT 50. [woO2apjw320if everything verifipes correctly, ACCpCparaoromeidhe
operations requested by the FCT 50, and prepares the FCT 50 response
nmessage. [00413]6. APPi at sone point issues a cnd[ REQRESP]. [00414]7. ACC,
sends [00e33pr eparpdbmmgi6hisefran 86 C HWHAYG sdteplratyetipgt tee Bsedmd)afthaer

receivin C ESP] . [00415] 8. APP., receives the response, then
decr ypt¥ énng?e\?%tﬁlggngg?teﬁr(lpy'esponse. If the appliance 18 requ!or es sendi ng
nmore c3dids o) Folloesl ke hAVISE SPReV-¥B e CIFMPRBE instantivagn ((hedpoagist hout
rerunn y..a h -CT] shoul d
not beks noshﬁsmlﬁ%mmgn %Er@%ﬁ%ﬁ%?ag%h al thgﬁ%%? 0 g‘?gll(# ‘%%%é%‘gt e!j
[00416f\m€t?on 1sNanserdl )nvlsfeeesttrm;y mepos & fandprabit sgamdoor D, ipaokalizgionhingdekend 11

ith
W th t ‘]ﬁl n%%l datf: on sé <l n? ?nc I ﬂr}nay[bg 9141%3 lh\c{@t!\% .R’?{E‘F’g’g Rf%[\esqmllh}ggtg@e may be

not ed. "EPTSt error uring a p of
t he ke;iurevgalhastgeBlpcloEOMt(KayFO,E\l‘fdl),l add Badck_Rohey pEKeyad.[Viahd¢aebe ggbr out i ne (see
Fi gure 59 ShLER.. 8, if API', receives a FAIL response, API', can either

retry tHe ugeé[f%reﬁce I i ssue a crmd[ LOCKOUT]. The appliance 18 can optionally
I ﬁg t h{a()Oé$3]or i @) Sh’nee ilat fallaseopy ©04t183dSsimpubidd).tiingh dlstahieation be generted di ng
this protoc rst, the conmand serial ID, nsglD,
startsli%’ﬂfe P‘aﬁém Seengar?gn S%jr%mg with every cmd[FCT] in this session. It
Eets r gdas6]back 5) Defi CER DRRG lﬁ“@g«tratmad@rldﬁn(aanm s6d SN HE0R9PdsSlbet of a
ey agreene [o]e]0) I @%!i' glDis
equal E) O°th ggeﬁgfof Eenemnflﬁ bﬁ\({:l\g?r?@g Oél’:]’{ m%c o[?e n?’rlgﬁgﬁgﬁﬁéstﬂn %m e fars&eI§ of this

| D pr e\]DéaBthIntpMesanm"&:ommnd and response to be reused in replay-type of

attack r ex I I
Then_ o0 gr - hgﬁgagdcgd@ &As)nae sﬁmmaﬁyga%ﬁlx ?Zﬁ% hrQw {gg&%bgesggg% efour es.
f eat ur earttaptgik datar ThaRNG h@ldiwyreﬁé perfierms aﬂifmhbfamqnghth respest tathe ACEN ay t he

bl .
enabl | L temc-ll-oci and%le e%&ge%thloyv%%:y s?s%n?‘cqgc%r ?glgs)a/.ar%:% Eéd‘f%eltvyeelfx %ﬁ)ﬁﬁ%ﬁlg Gn@Ppl i ance

18 to PENECAR TS command’t0 genera response, en ask to be
i ssued ogillagm abipetselfie hardware captures one entropy bit per sample period and notifies firmware

when it has 8 entropy bits by asserting a Ready flag. The firmware polls the RNG 58 for the
RNGReady flag and reads the 8 bits. The firmware repeats this until it has obtained 256 bits from
ACC’s RNG 58. Meanwhile, firmware continuously verifies that the RNG hardware 58 is healthy by
bhecking the RngError flag. The TR_DRBG_Generate_algorithm( ) as 10.2.1.5.1 (NIST SP800-90) is
then executed with the parameters listed above.

[00438] Elliptic Curve key generation may refer to how a key pair is created from random
number stream. A prerequisite is that previously agreed upon EC curve parameters have been
selected. The input is a random bit stream, and the output is SUCCESS and a key pair, (d, Q), or
FAIL. 1) construct a 283-bit bit stream by perform the random number generation described above,
to form the private key, d. 2) Repeat step 1) if d == 0. 3) Perform an EC point multiplication with the
generating point of the EC parameter to create the public key, Q = d x G. 4) Repeat from step 1) if Q
is not a valid point on the EC. 5) If this key pair is to be used as the static key, store (ds;, Qsi) in NVM
62. 6) If an error occurred during any step of the process, return FAIL; otherwise, return successful,
and the key pair (d, Q).

[00439] ECMOQYV - The goal for key agreement is for two parties to independently derive a
shared secret that can then be used as a symmetric key for bulk data encryption. It requires each party
to use two pairs of keys, one static and one ephemeral, where each key pair comprising of a secret
private key, and a public key. In the present embodiment, a variant to the two-pass ECMQV protocol

is utilized, skipping the explicit key confirmation step. It has been recognized that the keys can be



FCT 50. Wien the ACC 12 is asked whether the comand was processed
properly, the adversary could substitute a success response wth the

recor ded Wol2bhiwmwsponse t hereby successif ul |y pretendi ng PoTHaze1otdoe)77

enabl enent not go through. 1004191The U D, ties the command and response to
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on anofih@icitkConfirhed Fhen kesgageatannotds decadet! i@perlyniequelwill kaenif itfeikeps dohe
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has al 1&ddif reac]&edxssdweltqdé{aalelFusqaiazoe(AVﬁhd us¢d)to B@ImteliEk cowrdindeofsonet hi ng

t he ba f [ e . ically
apply t% igl%g% %%etplt&?ntég‘%afd%% t%%l wﬁg&g §§§§§§%ﬁ3§? érgﬂe?ﬂé{“ aﬁ&f&%%&aﬁﬁﬂéﬁgﬁt Dependi ng
on howtruh@teE@d hén the layseidit of hehezhesjalbie fyoigo bell tepvad deaimipg klhd'zat i on t hat

ot obfbaBhitce N HERARLOLIABYSR Do s AR oL L) b
crypt ogecaiptr woperlyortictkaysalidsten skee IbeIChs taiskd if fowety ey pwic demertlﬁesofmalécﬂ above,
£ ar! kBT a?edﬁ@ﬁ%ﬁgﬁ@gmggﬁg %jq(daltetpu'bﬁc 08! ikl [ifher ECC of fers

t he nos ecur| - per grap iCc sC
addi t i YCHPH omaﬁJIf;féT i1prig raipretrat @d |0h2h\§¢rdwﬁxat3XQcandVeareﬁkmemteﬂﬁtheyundblésémﬁ ng to a

very s I - r b i ed by
Ve’ oy Trit 3VEN el GRAB e aAoRIATe KMe ECLoRAR BIERELS HAHHED,.
Kobl i t that 4t & @éd@mmnﬂcﬁli@l’ HeatSficsradlaxt the abaye, fEﬁeleﬂﬁéﬁt Crypt ogr aphy G oup

( SEGC) [00. EQ}’]S Cur ﬁlsﬁacf‘édq%y %ﬁ}eia‘fi’iﬁﬁ ls atv?aBre?r%? BXI‘EES%B Ider% %ﬁ'z%cﬂe&glat s
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respons a.FCT. 5 424 I

it heneresard gt dis PRPAEHOF S o TR hRaR YREACE R BT o

node, &SChitesadgaritea where[tﬁﬂﬂﬁmﬁﬁa@ ut1haede$MMQ |M1ﬂ>dlyle$mdAﬁﬁerrmdes t hat ar e
define [SP80 abhe nt wgonbi ned

t oget hjﬂdﬂ sosrrelscélds' it og?fgﬁe R gﬁn%% g@ateacﬁrab eg:B%%orfsa%%ts “descri bed
in ap pedrpq}hancm béan[s@&@ﬂs uﬁﬁﬂCDS‘Af;@s A@@ aft averVIew Iof ECepdodli heembwdedp Teerent s

CCivr addi tiona mat t i nd tr ration to be
compi 1 Sk PRt Do Pl B IehBRRL o o8 FBIeRP. BRMABRT B L7, 1 o
descr i ISéghature @Zisyblo éele@t@(}a&ﬁﬁﬂnlnmmbersk ih @1, nhe | AESe TN an é:phemetrhIs(eg pt;o@ Fkent ,

ar e:

% G. 3) Take the x-coordinate of Q, x;, and convert it into an integer, X,” = ini(x;). 4) Compute r =x;’
mod n. 5) Compute e = MMO_MDC (M). 6) Compute s = (k" x (e +d x r)) mod n. 7) If s == 0, then
go to step 1. 8) Retumn (1, s).



[ 00426] a) 128-bit session key, k. [00427]b) an 8-byte nonce, unique to each
nmessage that uses the sane key. The nonce is initialized with the nessage
counter, wegbD/ooswithe first 4 bytes 8bncatenated w th #Czaraasioabier that.
[00428] c) input payload data, x=-(xo0, x1..., xn_1). [00429] The output is
cipher text, Co Clit ... |1 Cl, followed by the encrypted MAC, C. The

encr yptl@}HRIAC, oFortepeh mesgpge that thé ALEdd recsivenirfrsPREOPIRBE] 18, iwill med® fi xed to

be 128-RiikShd 90Gmrdb LRUAR: 1P Ge chﬁﬁ?ggﬁliﬂfeaaﬂﬂ%c@if i?%k%grse&d gtﬁ)eoti on to

turn off éncryption, the ACC 12 shol e configured to always encrypt. The
speci f ineqstage andthal ¢ has peskeenfalipred hidgpinitionrall This sdlrcruatoseiofdlet signafurgpput  whi ch in

this enbQaimBNiie]. SThe APIRRoMtse FR @&nm%rfeg%ﬁgf ek e nAR8A AR dat a

string wll always have a length of "0'. _ Mg now to Figure 65,
t he Matsigastugeyey- Checautpubis githar ASIGESH oDBESXLT. orhe Ggd@ure VD vB®) usfog KEDISAN | s

shown, i kel usiBREY, OVeAFIA?dndd BE udibRBRhe i L%‘Pﬁt% PRABPRERTAGF®

depl oyed’in the ACC 12°in t'his exanp e 1 nputs ise an 1T npu .
st r eameither cgigga fala 20 Gpppute f s MMRaRIDGMeDComRutsons s ant! nvAlGeepote ul e ' 0' i s

used a | Nict § 0 h bl ock ft i _bit
str earnS$< ‘H}go I|p't55 gﬁlfl%%%nsé eéﬁtx(@ﬁ(gg% g ) gg’%?u??%"gg t(ﬁléx @1%&?2 X[@ ' ?ﬂg&&ES al ong
wi t h t Y, herereivouBEHIc k) Bakh s x-opaldineteas, andeowieplitantoke jntegdih e’ euidtpuit 9)af t he

AES bl qu%}s%@gW&EEﬁﬂ%lsiep%mECfo formthe hash result, hash,. This

is repeated unti entire message 1S processed. After sending the entire
messagdExaimptephyenchef @perationsash val ue i s output as the digest. [00431] As

di scus ove, 2 hi,s_e iment wll have an on-.chip ring
osci | | jﬁ%ﬁ‘ agour_cTe‘_}rgl ggﬁﬁotj)%%]%r&vé?ﬁﬁwrgg}g | féjgn‘%xﬁmp t%n_ese_ugrcl.: eof ﬂpaf’{atlf)ﬂself'.e i's phase
jitter poetidedeprhicthidusystes the aseof tieappte 0 inheviAGd, i¢livedneearcidnpeatsingaci | | at or
out put . r ing. i)l k. har dwar e nd, uses. an AES bl ock
ci phor Far R NEE 1 2 el AR BRA A B MR ARL I G BBl "1 b
of ent ropyolibdandsaaihe fohthrerag@dtibn wingttheAGRE har dware 58. The ACC 12 in this

exanpl ' f ol . RS00O- : : 432 Updat e, ). .function
wi || bgo%é‘gﬂ ned %%%%r |§;r5tgt§tP§ eo%g’. I?L&%%(’ k‘%’%%’haé{gggffi?&ll %’ﬁasﬁb%%gg}’ﬂhl tain
256 bi teayfrepaeset@C mﬂv@r@&cmm@mﬁﬂsmﬁnﬁprod?e dg&fle(Fe()]T? Sa)a?ld ?I_srsiggg Ocog'(t) ;B.I n
at |ea { 0, [ (o w 10..2.1. 3. . -
for CT %E(\Dhé%%rsitggts&tﬂg%rloaﬁ g)er'lngQ }quemgéiér%‘gl gl)ses10 aélgélsefoorthelcﬁ% Oélﬁ 2‘(I 't ?%%ISWS@ Ful |
Ent r opybévs, the sisteabl Oandygromphes ridtiplogyplikneputs at andtipke 1DaribnsaThobackenddt i on i s

por sonal 1Al Pk TafThRaRY ok 13 SERRTE Pkt PRI Bt o 1), 14
may be shiptlaet] tundber efttlemt protiaes mgll esthepodicnE), cad p #ETe§0 (b appliahdeg. Thé s St ep
E’L Ce)? Eaﬁgﬁ{%@} !%zgr%{sg prgée %@%‘?BE t}%régenﬁ 'toor%é(orggvﬁ{cﬂ Qrgp(hgt?c\é :19 isl a\s/s:o@ated S w?mﬁ:h

product, how many credits were provided, and the number and nature of the FCTs 50 for that product.

The appliance 18, upon receipt, would store the product ID, FCTs 50 and retain a record of the

number of credits it has received.

[00449] The agent 20 then determines the product ID associated with the product being

provisioned or communicated with and sends the command emd[EXITTEST] to transition the ACC

12 into the Initialization State 82. The ACC 12, upon transitioning, generates its static private key dsi

and its static public key Qsi and transitions into the Functional State 84. A first loop, Loop 1, now

begins, which comprises a series of transactions between the appliance 18, agent 20 and ACC 12 that

represent a complete feature provisioning operation defined by either the INITFCT or FCT

commands. Loop 1 in this example is an outer loop based on a single INITFCT command to initialize

an encrypted tunnel 29 for processing FCTs 50. Loop 1 would be repeated for each ACC 12 (e.g. ina

production line), or anytime the secure tunnel 29 needs to be established by deriving a shared secret

with an ECMQV handshake between the ACC 12 and appliance 18. The derivation of the shared
secret requires the INITFCT command. Loop 1 begins with the agent 20 sending a STARTACC



[00435]4) Since the "full" entropy is not used as input in 3), finish
instantiation by generating 1 byte of random data (see 5)) and di scardi ng
it. [00438Dp3p11DwBiome CTR _DRBG Generat8 al gorithm( ) as POTZAROB/oD1(7NI ST
SP800-90) ("The Process Steps for Cenerating Pseudorandom Bits Wen a
Derivation Function is Not Used for the DRBG I npl enentation"). [00437] The
pr ocedtPamagghio B Alfrrivaandziaay thet theoh COWR hasThesifionedivgyr the BnabidrasSthie@4 RNG 58 t o

start eaRiAY dodGo Fuf 66b glaug? forne self calibration with
respect t 5*% he Kc%tu s sygt em ¢ io%ia?l\é%{rlegat%&%r%rﬁneﬁ%? nH%?Nl(e dl%ﬂ/m’gy?gf%hr‘ﬂn@ia ck
cycl esPaltlis kgeReled bet ween sanpling the ring oscillator outputs. The

har dwa§g4s@Pt Ur e, QR el Dt r i.od otifies firmare
when i ! hg‘? 8 ent ?oghglt bi tséi)s%e assea??frr?g a easgﬁ{ofﬂi?ea%e@%% (?)far‘wﬁ&fs‘gcpgol S

t he RN@EB kexsrQai pred (ivarethel CE| 13 gesponds be prdsidtngeud Koyt ts the Bpgliaher IBwadr e r epeat s

this upid.}odt I I cC 58. a i i rmavar e
conti nﬁ%éﬁj‘s?dy T\?g?%n?&ﬁ%ﬂgge‘t%ﬁt%n%§R%&@%tﬁeeprg%cl S ??%%:W%m%@ec%(ggﬁé ng the
RngEr r &#d ifs|palic keigto TR apRBGCGE dliha tpplahagd8ildds miis Jvenis gehbrats its Swrilephthdi

SP800- 9Q) .k n i e [ t i sted ove.

[ 004389% 1Liaihgitejlt’ ?%Cﬁ%g& Eh;%} qgée[l\%\&eﬁr%g:kp’oaﬁl 8%3&]?56?66?1 k) OPROW! Qﬂ?eeﬁ}s‘ﬁ%ﬁh?t % created
f r om r taderAssngistsd withtFCdalnis intengdedsp be used iirt thati psodubta Thp aplibet 38 themgeneatts upon EC

curve pag g - . iQput .is a randombit stregm and
Che oubegr iy ik ABKRRER SHICENSThy Lpfind 808y, %t GRORS e gt

283- bi ¢ontopents. rldalBymydlpf somepadiéngr tn HOTM! nandtdierstgjie pevaad kepidsidéger i bed above,
boi nt | M pice T ke ol donCRRRRY B SBadhpng s Breiare fo

cr eat egtheteghbiignatukeIGnih) = d x G 4) Repeat fromstep 1) if Qis not a
valid y&t on ' LS. Key iLr ist .used the static key,
store ?ghﬁ]@ )w%gﬁ%ﬁ%}zlﬁlt%)s}’%}%ﬁéeﬁ(éf@%rmn&:%uap ?ég‘%&ﬂéﬁ%ﬁgﬁéﬁ;ﬁggf ep of the
pr ocesgenerater yping MANES_GEMEr BIWNG &inctietas sioveilic Eassftdb., Eird QT ik@éyn pai r (d,
Q. [0 5 I r Y, reepent .is . for two parties to

i ndepeglg%%%]:éy ge?tf %%Q'gnrgﬁgp g%]%scéeléﬁ’e gtgheﬁp ecmaeﬁalpﬁbélﬁ%fr’é Hsl a‘&’i‘a‘éﬁ?yrrrret ric
key f oteriifidate (FRTa teavmenypted omssage MAEpair (BN AEACHHS dnyl EMD lnSee thivsepab r S Of

keys, t: rals wh ch k air, conprising of a
secr et ngr%lc\?ta%e‘hiﬂelg?& an g%gﬂggi?‘%ﬁ%é‘f” ?gnc?t ﬁge %%egt';eyeon%“ﬁe%%g'i‘%mt ang vari ant

t 0 t healsantgnths sorE@MInUf DI BN to the WA 12ze tegisthi faatuntactifior yokddaiet key

confir N St .hbeen r.ecogni.zed .th keys ca e_inmplicitly
conf i r@%ﬁz@zﬁen %%éggelg%g%{%n(}’tveg mégegc]%%lgam% g%%i@] 9 ‘?{‘}és. ‘fe"%btg?/ﬁ“i ¥ know if

t he kescsnndwicatingmwiticthe wloper aBiliEn&0l SmEmsaQERTjSt edrifisd, fiji ACD @2 then Baerils itk ed
unsucc - The Key Derivation Functi.on (KDE) is used to derive
a key ?‘rﬁ%%%%‘)% 'a{riggﬁgg%:l}ljeatnd g}etnorsl N aﬁeggheq Iﬁc?vﬁlgg foge}o:! %‘éﬁBE%C(%Mi*é}ig( anpl e, the
shar edfukgipniming tisepatr EMMDLAGSIiandsthe eledna 1gy &ij aShd NalsRRIGTINR thaaRulifidds a 283

bit stri . h secret value x,..and, t utput s a 128 bit string
as th eﬁsé‘ﬁg%si gbt%ggeid qu(n?&Eﬂy’ M‘T\}B@f% s Vf’fﬁ%ez]A Cl}]hﬁ'ﬁgT Xﬂ‘?g Eheﬁf)‘é geePdierFunct i on
(AVF) ¢msrypted gespans¢ paim(EBhi§ MA€niR-icthar ghnerake udig tha AES | GENIF ENCUfuM&ioROi Nt

accor dj 03, E AVE.. The hjgh.half of the x-coogrdinate is

tr uncg‘%@ %%ﬁ%%\%lecn ; ﬁgl’ SRR oy dﬂ%)efslﬁ?‘rﬁgk‘fgﬁ'il]‘é‘ﬁéé“{puﬁaﬁf sqme PepY- dhspeet 2Bei | t o
avoi d bt wndsithgcoaintan@end[REQBEAP] tdhie A00N 2,drokieyhivtadht d8TI 1QRespbRB by S 10 verify
that tﬁ‘rSwEﬁHQ lh'e (f)ailé &X{n\{fm%%ﬂfr %%genii%logs the event and forwards (ERnij, MACnij) to

the appliance 18 (moving now to Figure 66d).

[00453] The appliance 18 then decrypts (ERnij, MACnij) using the shared key kij as an input
into the AES_CCM*_DEC function to obtain the FCTRSPni message and the nonce n. The appliance
then verifies n and logs the event. Next, an optional second loop, Loop 2 may then be executed for
FCTN =2 to M additional FCTs 50 as required. Since the INITFCT command has already run,
namely in the outer loop, Loop 1, the ephemeral keys and shared secret already exist in the ACC 12
and appliance 18, so further provisioning can be done with the FCT 50 command or multiple FCT 50

commands. Once all FCT 50 commands have been executed Loop 2 finishes and then Loop 1 can



recei ved properly. The key validation step checks to see if it neets sone
basic properties of a valid key. The inputs are EC Domai n Paraneters, and a
candi dat evpublivw3ioey, Q The output i& either ACCEPT or PREARGI0/00)07Verify
that Q!'=0. 2) Verify that x,Q and yQ are elenents of the underlying field
F. 3) Verlfy t hat %satlsfles the EC equation defined by the EC donain

par ame @y OrgneyebG§ |2.t hean besegnithat Gr esh afditionahFACOEREt FET SateigsFOBS isal | of
the aba¥gieehPgroMEdfiitha dAUARLTHE R by eperationgis.a way for
two parties ty(s)smerl ve a shar e%l)sec? et m%g%fcﬁg?tl(ygégﬁgeneﬁ?’“ﬂﬁ? Wé‘n‘{\ﬁ

shar ed thsgiecess drisyibed qhayegrepestied whergini variets caldphrlent@ nladadsemhanggb(etgo()gr ov. de key
conf i r EBRiITPHecdtebd Qht wnngL Gk 26O

shar ed kemvme?h£ lb]ya% . T&g’ mp&gt%s g%\i ‘%@Eﬁ%ﬁ%@w ar anete ﬁ: e

val i dat@fl hE@eﬁF? Helopee eveds Byuea e comwind M&H)W(Ejamttvghm(hl])ne AGo1val i dat ed
EC publjig:. SephbidaBlads & DHPMART, L uf.puts. .are session
private kgw kT, 2 gndgsa st%%ft us 5%%&2@{’&!9%%5% “ﬁ“%‘?@g%sc}whéaf’%‘ i\

fol | owd$ Til)e tegfiepdii Emeien eaesgithe esofghedgent 20and {r@liace X8 um);ue(mmam 2)
Conput gofge 4 ﬁ@é[‘é THe ?&SPM ¢ eck if Z =
0, out put FAI 1 stopaﬂ’ﬂhal y teQPS S ff?aag“(t%%o%m %pg"‘“gc E’ %?%é conput e
(k1,2) ackkfﬁifl(lx%yithqwkegéhbﬁfaltm&knalfsalslczmca‘tﬂiummf ol lowed by an explicit key
confir RRLAYy bOs Bk aUr € both parties arrived at the same ku, but may be
omtted due to pert foPmance concerns. One can al so inmplicitly rely on the
fact t H9454)f keQ%Caﬁ@eéefwebe tehethetthe ACRES payyalss cbmdiwlare}basedbﬁomteﬁtry@bed

br oper bt itk PAE AT Bldd Bl Go S, gnat orithm (ECDSA) is
an effi C|Slelnt met hod °c ec+< %g‘r\ﬁ%%%&flﬁqﬁhbeu 9e§)p§ﬁf)ﬁnen ‘(l:%ltf’q%n and

provi dégougheit ﬂ@mufa@w@m prfiges, OB 113 thmfytmﬂsve)dtuhélf@@])&ﬁroai Ig:mufabﬂnfa where the
hash f ypGioh AaitthhhdeBeE chiuNMANAH b L.i.er ) As (di scussed
above, the roét ecertcl flucate carﬁ’qég&{sul5 geﬁgg?ﬂ& i IS:%B@ aanfihe Appl i ance
18 canauitghle feiten. ussanglseopsan tlasths Ack léwamb@ctemgm tobroEﬁE)ﬂsé followlingoe

provi defbikhi&: haR gcgggpsr b ers t and
ms\ssagggq)lz\i/l1 he ou?%%ta Fea gl taI %F%ﬁa rz%ttamr fo S.L(jft%elﬁ\]]b’teéégmlmandom
number bging %C‘fsied by unaull}orlzﬁ ag@ﬁ@ﬁlér‘p@téamedgpIMn afa UH}/us}aé.td’unngly Kdentifs. 3)
Take tﬁ,@mgogéy&ﬁ{agl fol % \ into an inte

int (x1): 4 DUt T e_%eng*éltléll of &P ggn upaww Ig(j% %{rﬁ e s
(e + da Wiﬁtf)d)sem erpurirg) thtfike enablipg anch@sabgng ctfdeagtrwreldonsym@mmed equipma) .

[ 00446} FRkstRRGHBHS fr liance 18, it
will ne)gd TG Ver fy aﬁgtyté?ig&lg%e&?g@% Jegfg ?éitetes\{s heﬁ{n&ec‘ﬁ%{aggﬁ§ "“"from t he
appl i afikyécehas nof beeh |tmred§m§emdllmmtg lvet thedrsxa;g mhMeﬂtManytmms comardeen

al tereg.Whihfed N transit. This is the purpose of the signature verification
step. The I nputs conprise EC Domai n Paraneters, public key Q nessage M
and si B43Shre: (AdditighallyThmapbet psd thas ﬂeu%@(étz PECGERFeoled REhRPEHent Thee Si gnat ur e

ot ege o AR lRkATh R ienfl QFRRH A I i heint e R o oy o
2) Congsiftgenerated WD avbEcfkly bo@jng@odpub@tivating Srnmedte upgratliﬁs ﬁmmlu(mﬂe siknimg.(€ X W)

d t 1 G 2
I TS o A R g Sl 55 B (12
c 0 nver 'theli Pack&rg%mﬁha ¢hm Hywhich ssIhounteid ot @ piijted @)cuit boe(rd (P€B§ 14 ambslempallyet u r n
ACCEPT&SS 1 C 1TC oauc 1 fa S an 7 T

A O TSI 1 T 1

now to Figures 66a t UENCE O S is
provi d@alstewﬁ prdhlopged irsthe !a@@smdtda@bus es s:wbn ahehzsyaisahw:ﬁ& tesmng; rwonhSh G g,

del i Vetrrdcﬁgve ﬂg fn%ffc@u‘?flfﬂlﬁ%n@ergg[ V\g{%r Jters.hn%np?%é %2 %ﬁi (%é]énn%lﬁgwggqscr | bes a

way of ut|I|Z|ng virtual 1nventory by 1'ng cong clre
f eat ur @y glecirendgsimpnuiadiming tesh enviOTndi? sm{eflﬁeﬂ&&}rﬁg featurds 0ftht kys&in t0alolmogur e 66a,

it c anre%n%ﬁeedltatlﬂﬁtbemgl @@%‘ﬁ%e )| QBJ{@&&& Y5 ]éoutg qrusted b\,\prat?ler the security is

built-in to the communication protocols cryptographically.

= X

[00457] Furthermore, if an end-customer wants to reprogram the feature set of his/her
particular device, there is the flexibility in the system 10 to allow him or her to connect to an

appliance 18 using whatever device programmer 26 the equipment vendor deems fit and the appliance



may represent the original manufacturer, would first define a product,
define FCTs 50, and assign such FCTs 50 to the product (e.g. refer back to
Fi gure 10woand/wsmiof the controller 882). As di scussed abox@20to®1yst em 10
may conprise nultiple appliances 18 at nultiple |ocations. The backend 11
woul d then assign a product to an appliance 18 and provide credits for

pr oducihgnaperagrasedireigemedby iselfphd ateadt, tha sizeam B protidds thprabdigeto allas wel | as

t he product o] hIS tlne
may | O%ro¥1ﬁlon1n%te()not% 61; %'gogl: %géz\gegmte au@i?z?) érﬁ%ﬁg}gr ;ngxlzvlg?g s ?@%F@{l}g e]rjfabf?th tﬁe

pr OdUCODI\/h‘(D\Ahﬂ‘@Wt@ﬁIEdeS@rS were provi ded and the nunber and nature of the
FCTs 5 t ha i L re the
productE rerdoBhe s o arRRLIE U prbinioBE DLER s M SER" P
recei vedp ve[nﬁﬁrmpmﬂe:eé)@nhlpﬁ Ondithearhavrethem piovsnedi tiprdtiiiotorODMEOSdEsat ed

th t duct th

v RSPl 28,8, RUR B SR, ALAEPATAY 58! LA AR e
(?t ate iﬁSktﬂ-ﬂneltmt@@r ber, pé«lzqmoﬁgte rsatst;;ﬁrm?lk Stlgnd'gnzantitgypstg B E@iue@tsééﬂismez Ematllzﬁets szxrpiw alt eS{<e%/

Sl ' Sa %1 eameng Ipya %m % arl?e@ e @c’ﬁ%ﬁld N/IQ ]g)ec gtheltl,ﬂﬁ a%@ ate
84. A st Yoop k V\?L #
t ransamhcﬂmshdwteyve/dhndt Iwerkamtﬂss mclsczee mtgraaugedby st%tl;eii;)e;@%aligltllhm illeggdr esent a

| ete f L i NG .. ' J i CT

CoT conemiH o ge! ?%”id?%@ﬁﬁ%ﬁ%‘e‘t?ﬁd%ﬁﬁigﬁ?gzlgtg%egﬁﬁféﬂeéﬁ%nﬁg ngle

| NI TFCHro Ohimddsdrdlr ctly td thé fablessahipeudoy ptseuethi fl is @ifidubsif not 1 i FCT
50. Loo mlt ul beepryq L rpe/n Qoyp i ' nrpmtpeéi eP[;;gZ{ine)s,
or any bR R RERLAHLE WEREE (i I iff el clfbue BEAGHELLR0
shar edfea@er@htained bn achltE@lwdnltmﬁdMes bephlibiy ironthes YAGEO cmi),etn daregidritence 18.
The d t of d. L 1
bogi ner i B yeb 8 BOAEAR A kel al Qi Balel BB, LR L ow
t hat t [8439C 12 Phas dEtvucarvsndor,dwévdnﬂfm @n bhembemctimplifzed S8Uatard Bdreffmenng now

to Fi re6 t he A ei and an
ephensh AP g ey ey paR AL AR B ER s L ke atifk. B

cnd[ RE@RESP}nvEIﬁoxtyhéraAG@mjﬁnems iptimnplified tvhid thRGEstem i bédaese teyoomEprientanah l€si  and
the ACC 12. d i th

e POk R IR Y RO PR R ARAR dR Ll R haRE Rt 1
associ ﬁhcedawtbt’eptdgemﬁtmde]yz:eaindinlunwtl}mmmmykeys to the appliance 18. The

appl i agce %8@5089 this event, generates its own epheneral key pair dej,
he shared key kij; and searches FCT 1 by product IDto

ens ur e [G0Hed] t he Theabjuctae abswcuray esdtevxi subh @ systes 1D mte poeeht _ttmadyasaus ed in
that prodyg ﬁlpeégge RAREADSE A8 tres @80 ga@etd‘aséridugﬁrymh hAELOR, ,garcfgnb' nation

of VER I's case concat ena such
conpon &mtzmc ]Iihﬁorhlbafonmmg IltE)prlmenyEfurmaddl Trgthlstehd: itiEgked sengeria cctrisielersthattostpf p rivate
key dsj are then | n

si gned*? ‘iﬁ%t}aﬁ%hﬁh %f tl‘;a\f‘ 9 F‘ttcetq}laolr? nt eelr?e[%}a%ﬁo"%ﬁ 39 r%te ur’ é (%)e

[ 0045 1]aﬁ.§mengodr tdesl@@ir have ohhmo&uﬁed ahip; ImyZ)k"lihp inctementabeftoet toy repaam thaSitiark cyn; ( Enij,
MACn genera (0] | gur e
66b. Tﬁ%Clh %H ec o errrvg é"r"gg‘e lnEfsalﬂn cdér#gggﬁ | od%%u?mbér%@ "296 B and

t he ephermrikd alnhdoéquqardeeyne@pa,ry totperfaqnpﬂha mleteedlbewtalildblec ate CERTj, t he

encryp ssag air. I t to the
ACC 12t[®|qgﬂehe a&’e%% ¢ nr%w ng lgneot\(/)v t)allitdrlg)gggg% %{?‘h 158&1@@] @ﬁ%om d | og
t his event thamhchissmorsmanithb Ir@alqumnd chmdcﬁrllf\tha' #ET] istlimiteh® aba‘p‘eblﬂQfettmebegl n

t he fe ure ctiv 0ocC re.. [0 2 heqi L.fying
cerr] Qi e e AR ARG e PR M ol o Rl Aosyadh e
proper tl&p:pplbmlme] ﬁﬂval@d@llmfs qfe dvxeq:eﬂfoedx thit h@spe@BelPbrtdkahat g@peesat es t he
Zggr ed kgé%n !:acl& {clgrlﬂdm hstu%nt ch%tqges %’ﬁﬁv?ng%lﬁlﬁ\%ﬁg amsrlse Co?%gc;ng a?:hnge;he
Kij . beecaasegnahotroestSfféamwg: litsantttaepprvmtecfﬂmdn manyrtgse@g}te oxioasmnalesdlglerlmwkﬁfRTj
and the non e.nis.ver en_be exe ut e encrypted

r espon age eB 3 ?bicﬁﬁﬁ t WOUM affe)ct Ele mtaﬁufacjfureern%rle\é ngeastrggm Significdn X\E'gte ENC
functi @enoummraahwbna&b@a HiemRGIRSe thathldrmaidea mack amlek fubkishehtnterbukkey kij as
i nputs. At Sone. e RESP] to
t he AC&l li‘%ma‘t‘ ﬁ/hcl’rce ea% ﬂle St%%%%&‘%r elgthtg;%f%%%e%%vﬁ ng t%e%qg Lﬁ“ﬂ PR i,
MACnij). The agent 20 | ogs the event and forvvards (ERni j , I\/A01|j) to the
appliance 18 (noving now to Figure 66d). [00453] The appliance 18 then
decrypts (ERnij, MACnij) using the shared key kij as an input into the AES
CCMrDEC function to obtain the FCTRSPni nessage and the nonce n. The
appliance then verifies n and |l ogs the event. Next, an optional second
Ioop, Loop 2 may then be execut ed for FCTN =2 to Madditi onaI FCTs 50 as

QY g p—eg—— I T I .




[00454] 1t can therefore be seen that the ACC 12 provi des a hardware- based
point of trust on the silicon die and using the system 10 descri bed above,
can be usw0 20m/qaaofior m vari ous tasks86hroughout the maneCaatAzniongiqrocess,
as well as the entire product lifecycle, from manufacture through retail
channel s, to consumer consunption onto "end-of-life"; in a secure, reliable
and authd zidlefortt amrhiomrhow manpgntosshiesgssdly sieteat thdfarst dehieesAGGt vpuld aet Hsenudesi gned
to proy A > ioiti.es. i NVM 62 and
pr of caag ety b LG AR bl nFRRRGL e AE SRR GE el

unaut hmpqem@gmtigacseleffe@iaﬂvaian@d generation of a U D used to uniquely
identlﬁ) 1ebe Acgas}gAssﬁﬁgﬁongont ai ned generation of keys used to open up a
secure co ni cation nnel with a trusted server; ensuring that the
enabl i [0g#6dhd di sebleiry bXis b elapadrspsienn prd @Il@nleltwslongattmmtdeiataemrpﬁ@ ard by
trusted o initiate or disable device self tests and
heal t h'¢ %ngé%qfdm (gtp?]@ggdugrr}eth%(g\%l ce has not been tanpered with; and | ocking
out thi@o4ayi ce WhBrewsepf thosystgmnly 1§ spout padl lsmﬁmbjcbstoaarepqmgenpnemuld not
[00455@ A%pet{)]us%n@tl lz}éihtitéhz{@)folﬁs@om that the ACC 12 can be extended to

i mpl enen eat ures ving the appliance 18 inject the UD

i nst eal@o45] | i i t)ﬁgsymn vapadi the ACES 2tivendwilded hastekeh thremrepreaprechutit®;, and
securel rades through code signing.
[00456 isagl S%o%%g%@pa?ﬁﬁa@%%%&s%g}ré f%/gbelrcc %as“%edded and integrated in a
SoC di @0466hi ch dxThelbilitypacted gedrTiferstatic alemmywl&mntwmihghbéam erdasats@ud ghera
prlnted I rCu . . ssenbled into an electronic
devi ce’ jarégréc%%lrl%gﬂgog $'ﬂ.glg:§\?)e1} éﬁktﬁﬁfﬁ?‘ﬁg@d%ﬁgnﬁﬁé’u& 12 in it can be

regi st @4 and kpHgedilionotrdad obwoicepbentz] alsmow eanentsontsids of ACAAZ passed

waf er te I } very chi p manufactured that

under wen ?aﬁ‘m&égry@éﬁ@ﬁdﬁg?&#{]@%@%&?ﬁ‘g@&be designed to work in any

el ect r[ﬂn468$ mandf s ofitedhnigueses nderaiyroightehysiciln eéempht beeblre sysierh édbavees  of

t he sygt . Lk i and ACC
1271 o B e PR @R R o R bl FLRER A e RR SRR, 20 o
pr ot ocbrlegc guch ps: digeraqhiyi realting(Os§il o eep. weiclanlyrsr, VaferfDia hestane) Bepsd lovedr want s
to rep I is the
flexi bf]lo‘*qwt5 g‘mﬁ‘%{g ? hlgl%@&glggg%é dtir(l)dg c?{l)t\%ﬁ ﬁ?"%%}lé/%gira&[mgqﬁ%lﬁlﬁg%?ﬁ Pg&gn appl i ance
18 usi Peyisdramenakandgghstiogionr (rgplagimay chitthatihes e ACENEmithvaaledior thaleidmotf i t  and

t he apllan 1 e V. gsult, the
syst o tb b0 o plls SRR\ RofbaS in CoRERGl gk Bl O

conpl eN&fM&SdeJﬁ@pmauu@ﬁng aﬁirgedraapimew ﬁnyvmwem@lcatefw@ml@ h@Cvléf@ri ifjeding 0 t he
ODM t o t C]E‘}{I1 r I this
provi sglgm g QW% d ns%ﬁg%&t@ h%wl%gllflg% ﬁéﬁ}t%@i[/sgﬁ H{:%ﬁg]%{{r%{juce
base chhmnmhdmentﬁrgrthmvcernﬂhem provi sioned at the d| stri but or/ CDM CEM as

t hey n@%g peCI moga l%bzt féﬁar?l@‘ﬁp[l Egcltnq ue§?r?z§l'v£xjs gﬁ's(étto QQMJ tg Sy st-g L S
greatlyre uces € nunber-o s per ye r produc | “he savi ng

si gni f potnols bosiso bedn idadfick skﬂdwsmfl gouslil m?ﬁdlt‘f’ Pwong upptl!ry Of:ﬂhaphyswﬂn agenent .

It can,el ) A .Cchips can
be nadtehresaosq% %%td? h%g?oY B?Flﬁﬁgl%a%megr Fess t %e%rf%l\%?% qulaé/g byggsyst em 10,
t hi s cauerledving; pasige attalcleg@(ﬂlntitwefrqﬁmadiﬁlzsnoownawnd tningaitecks. ASnVI@)dﬁviﬂ‘iabn t he
sol uti I f. fromthe end user

di rectﬁnmgj &I%éllglp% F@g@t%ﬁﬁ@&é oe?I n]-h&élg%{e#ﬁgihe S%Y%gw'l s difficult if not

i rrposs[llﬂH’H)]usi nehctordoiglyi tbméCCdﬂ@gcvmmwge mwratwnefree\mr#gepﬁ@e%sﬁt@h@ 10, if
an end K& i . 9.,
enhanchs SR LERIET RIcHAR, Glpd. e HbiE o A S B e U

f eat ur ehooldédre ablheo sweble thedefahié set bi foatyrenaishoutahiCT §%€ﬂe apprécadeaeddl4 thewnabl e it
remot el %ug[b%% ]tJ: %Eabﬁshdaec\é*lﬁcﬁnﬂﬁ qg(p£u’the {@teggﬂeﬁxﬁléltbgt\x%@rpthp QC%' 1@1 ah@‘fhe .

si npli f nore efficient supp hal n managenent. Just-i1n-tine
provi s agphipmmg lBshep@sis)hldlbe atvay taisiue lauthtlmcatqisqommandﬁt\@tltﬂrbdmgwenﬁ’ AsEhEe S .

| nvent OI’ 181ffr0 # ?QJEQ%'%”Aéc t§é JEHJIA ];11 S:t?t) wr&ﬁcoi g'e‘%wée%%ﬁ 82 leﬁé‘lse the
corrponen g provi si one ‘as needed e current production. Revenue
can al smphpmcmtlé@lnww li@ei@agrs:é strhchet itsarceravent epladofgayaands ané pekogwladgemieis.devi ces

in an th;?sl‘{glgg lid l;rgg( OWKCC%%CE%I{OE Ye M?l% ed cost-effectively nor does it lead to a systemic




[ 00460] The objective of a security system such as the system10 is to
prevent an adversary fromtanpering with the device 14. |If a threat is to
be treat estozertiiomsmiy, it woul d have 83 j eopardi ze t he AECTAA2010m01077
performng its primary functions. To this end, it nmakes sense to consi der
the cost of an attack. There are two parts to the cost equation: 1? The

i nitiapredfafanass quantiicdpleparts. a8 dgvidss shanld hpvesiatisticavenigiearivee keyd erd jpkli¢ o have

one nogLfiRR, ¢RkByer aﬂdve@ sJahﬁ]anm&r&rzeﬁ tadst. Q%é@f;ahsi alcnfgmaatd Rateq@fiback on
Ky A

each successive chip if:" a) the resul the initial was publ i shed
and maiiehopldstill ke ccalﬁlderst} aqeeptable Td?@mgabtlﬁ@%nlbepmldéaby ﬁmmenh@cté%sary to

per f or PiRenalsl@eksEardidy available. [00461] An attack is considered to be
too difficult and non-effective if the increnental cost to enact the attack
i s nor @O¢HAN t hén geaerg] thegeds progifled hpether] gompgiping: oreviingantagplianges | inited to a

speci f L gmdf@athdy cdnh&hblels a E&Hdlldr, ﬂ%@%ph@ﬁcetbaﬁé cdriBhild R obitSect¥ic can think

of an attack as too difficult if: $[cost to répeat the exploitation] >
$[ val uesses frem thefcantralier SoppuiEcatuely E@Tiectmg rnappliasceie paprErdregenta tamalik t hat

requi r gs HpdhdeXd HOviRamB cobttddid Ak Mb HHddhd ¥ kit ngts@mamugﬁle oRY& g FI Bs
or E-beans 1s not a concern because it is not cost effective. It can be

appr ectegne & appbitthg deciramy awsets tosdevicerp ofeipiag fromdhe wptiglles asprisdikation sehe@apt abl e

bec aUS&eﬂnﬁnngqge PRbe &sEe huhiRgs 4B ALhAS KW' g§ne§~a%é’1§‘rﬂ';h% S1i519@#bers within
si gni fi cantl he nost serlous t hreat woul d be a system w de break that

woul d @ﬁa@g@o%ﬁenaékmbqss spiigdizationseheps deingbeHng tcaw Ui Ape plelspics usiBE r epeat

the st &Qéer}%moe{ @Jhym£ totgteh&at@tﬂegértal kMR MEifhin fhE raﬁ?e Aok thSsehi®t spend the
time and effort and somehow nanage to successful defeat the first devices

14, it nyphersavidiohe prstiulps ype pf devicerng pppn recehidng asrewatfvrem? 6" PR [SFRE t he

know! egige,cher, ot PEH® tfpRSf Hdvice tromtd 8 §t Rgerk SRAA SHGE adRl Vgiadevi ces,
in a costE%fFectlveTy #@Enerv 08462 asf% %;sunptfgﬁge [00463]a)aThe ACC

12 is awehesstethedyBedng agrdt al | sen5|t|ve operations and data are private and

i naccefpiiie framRiNglo frRGida aQBmpli& rEidgble OGitAEbRprisliohBobr Qbcuidb® System
10 is secure and is not subject to tanpering, so one would not_ be able to

use it insiguctigesthat pvherexnseried el comprINEidRYFSg: Prpidumspelanqgomgpaicativelyn whi ch

the ACG heetint 8 AREHARE:, IR pfiak&beinp Sodtizni8 fo SHLAC AR SsSHEAmidAat it does
not bypass the suggested/reqU|red security neasures. [00466]d) The ability

to reagonyellg somEnuBicatiyely GRBRRSF (e APREARSS fRONGST Agreciepiinin cabl the gplianep ot her
si m | apLRe m'ega@@(ﬁnd Rsdts %ietyn@ or A4tk a%é[n’ts\lf’b]l énalhﬁlg Hefdnt 6Mhdre adis@X RS Ve.

[ 00467 ) The ability to read or wi heneral nmenory el enents outside of
ACC 12the electronic assets to devices; obtain from the controller a serialization schema defining a unique

range of serial numbers and defining how to generate unique serial numbers within the range of serial
numbers, the serialization scheme being bound to a particular type of device; use the serialization
schema to generate the serial numbers within the range and associating the serial numbers with the
particular type of device; and upon receiving a request for one or more serial numbers for the
particular type of device from a requesting agent, provide the one or more serial numbers to the
requesting agent.

[00473] There is also provided an appliance device comprising a processor, memory and being
communicatively connectable to a controller and one or more agents, the processor being configured
to: communicatively connect to the controller, the appliance being configured to obtain electronic
assets from the controller; communicatively connect to the one or more agents to enable the appliance
to provide the electronic assets to the one or more agents for enabling the one or more agents to apply
the electronic assets to devices; obtain from the controller, a serialization schema defining a unique
range of serial numbers and defining how to generate unique serial numbers within the range of serial
numbers, the serialization scheme being bound to a particular type of device; use the serialization

schema to generate the serial numbers within the range and associating the serial numbers with the



programm ng i s outside the scope of our security nodel. [00468]A |ist of
techni ques an adversary mght physically attenpt to break the system 10
have beerwDadentdoBioed. An adversary m §ht utilize nulti plreTrahod®1i7n
concert with each other to attenpt a break, such as: Inter-chip probing
(Gscill oscopes Logl c analyzer, Wafer/D e Testers); Board | evel JTAG
debuggdPricRByy P’i/‘? @V‘WWMW%M@H?“%%@%%¢ peaipl mobems fer thet  t he mask
| evel) ;paPRVIaESpd ETHOVA fraRE regubiShé dddhi HBvid {115%94@%&?9 Giaf il has the
ACC 12 with a device that di%ld nogt %avga‘gne 2, smépﬁ?né’pogﬁlsggg i p with
anot her®4%¢gR&8-ng nul tiple chips in paral I el ) O f line NVM 62

modi fi qe#47an; USTRG: i@ akOpBeeRPRELSNGE éﬂ@mg Qoﬁgﬂﬂyﬁlvgﬁtcgnq%tﬁu% &Qﬁt&dﬁ%c 12;

and i nj ectlnﬁ I%Iltches %n t.he power_ and cl ock signal s”whi

r unni nd® PSP toatrdlisp hiing ‘t?@ﬁ%‘ﬂ?f%‘? dEVEl eWﬁ‘éﬂwlq anpsisepristepplgnechehssist em 10.

[00469]céﬂldiuhic£tﬁfaiy|cane@tn%Q@ﬁfe@f)}ﬁlahde%hams tﬁeeé?&ﬂbﬂygs%eté& b%§¥ f(f%@[)y @i ght use
to break the system s protocols has al so been identif An adversary

woul d ﬁ@%‘&nf‘f&o QBEOTIRHES pentii able thepaplisngedp provide theelersonicassats tadie onker

pr ot 0CGhore S f&féﬁzﬂiﬁﬁé the l@ﬁ@(ﬁr\fﬁ’dré 8¢nts iCappRUhe d1Q%:GhiB gssetgﬁisc@@lggs Qxlaﬁly a

nmessage |nterle vin passi ve attack; .idéntity spoofi ng; noopihg; and

tining sealizaten sch af Hringripaque sanee Pl sstig! qumbsre pndrdefining @%W@ﬁ%ﬁtt)emwnm dered

when i nphi mehbdr\itHinte $ag¢ 8MNeAfl nuh B¢ GRlA¢094:h @me}»ﬁe b&HEbcﬁﬁE @ﬁg&g houl d
shou

provi de segare tanper-free storage of the CA Public Ke

pr ovi d&RSELATEet vidingdhe seriglizahien %S’flenﬁc@ﬂ@ agplipnpecto Rrap eptbﬁ gpplianetoACC 12
shoul d gbﬁbraﬁ@ihe sdridl ﬁjﬁﬂi@is&vﬂlhﬁthgﬁfl ntl a888iat0 thefs6R Hﬁr@&rs\%ﬁmy% rf?cu!: % 50 for a
partlcu r . devi cgaﬁ there should be a way to establish a contid ftial and
aut hentof 8% FUSHhA, Hegn BesfNiRectTequset forane ppmars geriahauralise forthe partig@lar e p® shoul d
be a walyvitofrins s tQuathhdeoht GahiliateRRRIRdNLL BndRinlokd %riliQuBLt fyndressage

i ntegri t% from aﬁpl iance 18 to ACC 12, the comrunication protocol between
the ACEHSURENhe appliance 18 shoul d be desi gned such that it can prevent

repl ay [0]]‘47S]Ommﬂlliﬁrea§léiscaﬁrkﬂ@é@ ﬂ@ﬁ@ﬂ@f%&iabl%%@ﬁlmt&%?ﬂsﬁ o] ﬁéke)@aﬁaﬁ?écc 12
cannot .be regﬁhcat ed cost-effectively nor does it to'a systemc break

of masSHUAIGRS hetathep pxequipd causeqcompringdsyice iopeammiagEvedy eonpest 4 eamfrpNer tmi que

privat an kmr ancd/ e &hhbblleﬁ bblﬂ@EﬁﬂTE\hl@(ﬂ - prckmﬁ%%fr@mé issés %Qﬁé'a ﬁl%l:el v@%er of
chi ps, &est <500 %I § h duplicated it shoul'd still be

consi d&PBHUHEAREY nécunﬁ?l"fé %altpéfb‘éfﬁ FF*}bﬂ‘? s e&@anowspﬁtm |b€I pe@vidyd byth¢ ement i ng

t he emagsliaig@né Snehr Sousaests M Othe b ckld ProGROGE @iectrotnn“%"ss%ts 1S thRbAVded a
met hod comp ri st)ngwfro i ding an appliance comruni catively connecta le to a

cont r ofM%t ge’ftﬁ AT BB IREF 2861HF [oGaP¥ dhetelpctoniaassetetodetieesrdeneralsset s f rom

the coBdrialitdii6i scheamBMingatunigat anSOSTREE hitfbel YR d AP ARGE 0 bhe PRI ue TOT €
agents to en bIe he a pll(gnce to provide the electronic assets t °the one

or ror &ERGUR rsf"t’i “étH%l seriad nyRkeTSy he sesiedizatige prheme beinghslugd torepassicalet r oni ¢

asset s tylpe ofl@vice:nd pRida ki sBehliitRMsdmRRe EPAL AIhRE 1o RaBiE e %ﬂléﬁge' QN schema
defi ni n F’itetp %e ran e of serial nunbers and defining how to generate

uni que® ‘iﬁ,iwt‘tﬁinn 4 THREeraath gsocdte e porig) numbetsaith the peeticsler typd i zat i on

schene obdivitg sieh dinelugon r&eﬁﬁfgtal ré‘dilkﬁ Forlo®6r ffre A8MI HfbeMToIEE ﬁagﬁuﬁﬁélké%f zation
schema ;t o % enerate the ser nbers within the range and assoclating the

seri al 9 aW‘Eeﬁmtgﬁée‘B’aIl“f ?P@H‘I‘né? canypvidsrthejengiop moreseripl pyabery tedhsi vi ng a

r equesteqh@tingapentor nore serial nunbers for the particular type of device

fromaJﬁ eStl% gbag g‘ﬂ%\éldlngthe one or_ nore serial nunmbers to the

reques gﬁagent eI GRUSPAr @ cpTollerdovise eRMRIISHE & PESPRSNT Bemors anrhbsing medi um

conpr i sonMgurG@riiply wnnmbabé@mdﬁéiﬂpuﬁfcbﬁﬂﬁ pfrd%@stsoxmaﬁ@ c@rﬁﬁgﬁféﬁﬁg cause a

conmputin deV|c rovi de. an gﬁ pliance comuni catively connectable to a
5

cont r of "EPUNIGHEC %boﬁpfcg%aé‘ apRlianee: ths setiplierdhging sonfisuee o mPwde slestionic aselet s f r om

t he comntthodpphince, RN omatuni¢aliv Iy CRMREg th AR BPIRhi AN e iR QG oRE 20L& agents
to enapl e tg ap | iapce to provide the electronic assets to the one or nore

agent s % PV e APPHANGe torpae B Mers peenksde prabletts appliinge toieovidedhetaleshipric asset s

to dth£&§l;o t]&bdnaloﬁmf)lfe(h@%ﬂtmr éiﬁﬂﬁ 1zg@hd & or RoR Ak tb%ﬁ;lﬂl @B ReRAmdRfi ning a
uni q ran e of seri nurrb nd defining how to generate unique serial

nu nber %ev\’/ﬁe B LS ‘2\ Bonoslc QP“‘% a H’b‘&‘l‘esran&eh’é segigl nugibers apd datinieheve bei ng
bound to@egerpandiq@usesitil fuynbers Hfithihand xﬁﬁigh e 0fS&ial AhbRRI thabdrid Rlali s RGNt O
generate the serial nunbers within the range and associating the serlal
nunbers with the particular type of device; and upon receiving a request
for one or nore serial nunbers for the particular type of device froma
requesting agent, provide the one or nore serial nunbers to the requesting
agent. [00473] There is also provided an appliance device conprising a
processor, nmenory and bei ng comruni catively connectable to a controller and
one or nore agents t he processor being configured to connunlcatlvely

o, b o o M o - e Y v I



WO 2011/ 00320188PCT/ CA2010/ 001077 particul ar type of device; and upon
receiving a request for one or nore serial nunbers for the particular type
of devi cewbromm3zequesti ng agent, prROvi de the one or mece/@evicadoilaTanber s
to the requesting agent. 1004741There is also provided a nethod conpri sing:
communi catively connecting a controller to an appliance, the controller

bei ng b@mﬂhguﬁ@@UBowp¢@Mkﬁ@ﬁ@hénmvdﬁﬂ@Say@éﬁ@nE@wmhéﬂh@gthNQEHmWﬁ@re|n

conmunj,¢ héf?é %o E40 RGhd J&gammgacwﬂmkma%g% 2200 ERe thb EerfGl RS 9}&)%8% HRASSEets
to be provi db e applirance to one or nore agents to ena
appl i apaécuiay type 0 qledeteﬂvé thalt pponrensivengag seues ferpne premeyn gerigh nupihees fagémt s for

enabl i 1&m§ Q%f&%mgﬁgﬁa,gﬁ@%Qgggg@ Rﬁﬂ@e&%%ﬁkﬂﬁ@&ﬁm@%ﬁ?&és&%ldev'Ces
generating a serialization sc ef g a unique range of serial nunbers
and defumberrgo Hsvequestige agehhit e uni que serlal nunbers within the range of
seri al ers, i j,cul ar type
of devpmuﬂﬁand S%%gﬁ%ﬁ%&ﬂ%ﬁéagggﬂgﬁ?gﬁg%gﬁpgﬁggﬁgﬂﬂgnQ%g&ggée%gnce to
enabl edqﬂmelgaipmge aheegiaknymbens by aieEnipg arages ¢iaservgvbesilowag inthaschemes, defimgg and
associ gk b6 Hehds@lalfly fﬁ%ﬁﬁﬁg Weded? nbfiGer BﬁE}Ia}a%ééls%r eta%?ﬁs%rlgf Agy %% such t hat
upon receiving a request for one or nore serial ers tor the particul ar
t ype ofletefonriingil f platn Wingdelodstinsadeddeie aresultang steppecnemicé fremhedraes/aths; ande one
or mor gr SRfg e BUTDAID sEl{?:mTa hSa feﬁf&%&%}»lﬁdﬁge ROENEratin S Pk EbErs bécofcﬁr%o
provid d a gonputer readabl e nmedi um conprising conputer executab
|nstrucﬂh@ﬁ%ﬂv%at when executed cause a conputing device to:

com"runw;)g%g jvely ﬁa%rgeaﬁ;o Rove A LB bREr rEé?iaﬁ@n@ﬁQJn'c% Soing ddphEId:EQhdoRy Dei ng
configure rovi de el'ectronic assets to the appliance, wherein
conmmruning@dties tget edemeeeutefrans atch@l"&mgld?‘a?ﬁ:té geRerie 8 serfaligation sxbepafifimings set s
to be praul aesgnmuﬁlt@s @},p@éf ARCEraf R 0P Bfe MludbRNIEw AR HeScteha SRARME 2 Fdifiat
applianceto provide thie electronic assets to the one or nore agents for
enabl i fry thethaseomalucy delipreen taigbmmder of chprpiters fon gach|seriad pyplics apd deermimng iflevi ces;
gener agt@tl@Sﬂ%&L& &l He%%%ﬂté&ﬁnt%%?&[fﬁan@ﬁlfmg‘éeﬂgra@d BB k2l ANAR; Ml pRRidedhe NUMDEr'S
and defini ow to generate unique serial nunbers within the range of

seri al Sqﬁ@h@éﬂ%s‘?h?%m@é?m%F RRPABRCS AT LEPREFHES i spidpl Benbras aceording Ky the echeea t ype

of deviggyeand %Q}éhéiasotd?@v@e%rauaémoa%ﬁl%n%c b&ERin Qséﬁaﬁzaagpwhaﬂ&@efﬁla enabl e
t he appllance to generate the serial numbers within the range and aSSOC|ate

t he sefiange pilsaid ngmbgrs by: defeningsn engeoif Aese vglpes ahpweldy theschemeriefining 2 fgymat

reCei VigfighethabSANRS befiff zptea RAmBTPEENSRE 3 For BAMRES S nififer tan@d&aﬁﬁﬂncgakar type
of device froma req uegi agent, the appliance can provide the one or

nor e setﬂﬁlcaﬂtrnrmwéaesns%edtlm arr@q\y@wrmﬁggeagréw@ fromclesbpes vRs andifer eaghshesgr ovi ded

a cont gl QL QENd € fhe %erg%m {sRelthéh tRE REES %egfesenmmaas\é vaﬂsimttﬁe f38nat, truncate
communi cati vel connectable to one or nore app I ances, t he pl’ OCeSSOI’ bei ng

conf i gt ad atresu %6ﬁﬁﬁ&%@@ﬁmﬁé¥?e8@%ﬁé@?ﬂPﬁdaﬁmﬁﬁﬁﬂﬁaﬁb%ﬂmﬁﬁéms6H?ﬁ8ﬂber

bei ng GRNE ih Wb &k 19%%5@@%@&@%{0%@& BS«BhiSulBerdt he appliance, wherein
comuni cati1 vely connecting to the appliance enabl es the electronic assets
to be M480ded ﬁgrleteh%almwéﬁﬁi@éomamarréad@?le msAiamegBptiEng MPHiEhec il

appl i afGRudiBnARR WL elcbRe®l 86l QRDEHIRIREbSto! SidilE sePifza06n {MER RGERALS for
enabling the one or nore agents to apply the electronic assets to devices;
gener aragaokserisl gpmbas b ﬁe@ﬁwﬂngﬁéﬁ P?ﬁe Hg‘ua allpvest i thegpidaotefigive p dpmaunber s

and defd Rid s\t A BERES BlanihlcHEhEREER or RAKREN:S nhicRiald HAGmiRALE a O
serial numbers, the serialization scheme being bound to afpartlcular type

of deviieds stEreds forbsvrsared i adesu|tant poing gapraled Famehe base Yalieap\d fPaelth6% enabl e
t he apphi,@Reemiife §aRShRNEIE RevifhG thétanfd) FPRESt WebicRalub & thaRERANLcASSOCT at e
the serial numbers with the particular type of device such that upon

recei viohppda resuliapd sring eﬁcoréwé tQthe friH Bumst | |0§fha¥?ﬁ%e%@ e stitetrpart defittdar type
of deviyggt fnk UiAstHROH ARtk NGRUBRL 10 Ibhsh APRkibBRESBeCAN provi de the one or
nore serial nunbers to the requesting agent. [00477]There is also provided
a met hd¥48Hnpr i Jf Wt begapresizied et gy §’@g‘ilaP1i oPPRsat Sehplifedderinihs gxeguttange of
seri al n{wm%ﬁssmgymcmfdr BihaSvi Haaena@es@fo éca?aerv@ma% nahia@mqs kBrabh@edighemy,
defining a format for the base val ues, ining a total nunmber of

char actepRutgrsioragg ggdiaridap Sfﬁﬁ%é?vweaﬁan%?lélam/?rnﬁgrqwovab@tsa%h ®8tring is to
be i nseringfl, Akt disRS bptlcainisks,lok tap8l O8RRARLRFAgE hedh InaginbRaSvialivgd and
providing the serialization schema to a renote appliance for generating the
serial nunmbers according to the schena. [00478] There is also provided a
conput er readabl e medi um conpri sing conputer executable instructions that
when executed cause a conputing device to: generate a serialization schenma
defining a range of serial nunbers by: defining a range of base val ues
allowed in the schema, defining a format for the base values, defining a

t ot al nunber of characters for each serlal nunber and deternlnlng |f a

o, 4 - v Y 1 o, o Y o o o o, .




[ 00480] There is also provided a conputer readable medi um conpri sing
conput er executable instructions that when executed cause a conputing

devi ce t ovoabtizioseoa seri alization scH¥na defini ng a rangeTafA2ssyvioal77 nunber s
by: defining a range of base values allowed in the schema, defining a
format for the base values, defining a total nunber of characters for each
seri al "puriEHe. repryabie prdionmiemeyable medigtimplewensed in ay ingthedorbeshidiemrfored i nto a
resul t gtagSbfr ihﬂ%ﬂnﬂfeﬂ%ﬁ@;ﬁ‘éo&ﬁlﬁépr_&ﬂ%lpﬁ%c\ﬁgﬁsy&ta ﬂlrﬁgtui[eg,gng%?a(\;{]wg & (\)/ral ue.

determine if the base value is within the ran repre ase val ue

€,
in t he e diet FXePRIFYremBrernsitires media dtcfusa W%@i‘g BER6i fhgh memerfer t ot al
nunber o@kr ddhad ebBioogy, AMLRIOM, Bt BlRbIiE dRkd (DS Yop ofﬂgxfdgﬂgeaq Fto%gezﬁ{fz;%wetﬁ@ €

static string in the resultant string to obtain the seria

[ 00481 FastetiG ashsec Hpprwagneicdisk siomee argfhansugnetic seragodqyismasnt anmothepl i f i ed

her ei Nifeliah VAN BSuseMBE K Tt Q8FredRYorinMdnUHE which 04N WS84 Q?XIF access to
conput er readabl e nedia such as storage nedia, conputer storage nedia, or
data sERRisgjEendeRAulced bothe ABY siish eompitEr storage media may Abpash ofsheghodales sifosm exanpl e,

magnet héeidll & 4 Soesstil brecBhnetthBIK there®). ARREplic RN LRI B&E@ggsrcfgﬁ | Gy 'TRY i ncl ude

volatile and non-volatile, renovable and non-renova I'a rnpl ement ed
in any PRIEPEPAYFING eRMIET HgJabicireaabledpwirugions thbnashe stmed @ thrvdss heldriput er

r eadabkigh thigpuidtcddigSmediat @ structures, program nodul es, or other data.
Exanpl es of conputer storage nedia include RAM ROM EEPROM flash nmenory
or ot B4 nor y Alberghdharbyve wpsemrbng begn geserifted wiith seferice tei¢estio spRifio) or ot her
opt i cabmBJdRh @S varlFBINEdifiCatieAIRELI S5 b%%ﬁt&&thb&&ﬁgleMQ%&r{ oqﬁiﬁéﬁbiﬁt orage

or other mmgnetic storage devices, or any other nedium which can be used to
store tPR&REEAPPEdeqd beFdt mati on and whi ch can be accessed by an application,
nodul e, or both. Any such conmputer storage nedia may be part of the nodul es
shown herein, or accessible or connectable thereto. Any application or
nodul e herein descri bed nay be inplenmented using conputer

r eadabl e/ execut abl e instructions that nay be stored or otherw se held by
such conmputer readabl e nedia. 1004821Al t hough the above system has been
described with reference to certain specific enbodi nents, various

nodi fications thereof will be apparent to those skilled in the art as
outlined in the clains appended hereto. d ains: 1. A nethod conpri sing:
provi di ng an appliance communi catively connectable to a controller, said
appl i ance being configured to obtain electronic assets from said
controller; comuni catively connecting said appliance to one or nore
agents to enable said appliance to provide said electronic assets to said
one or nore agents for enabling said one or nore agents to apply said

el ectronic assets to devices; obtaining fromsaid controller, a
serialization schema defining a unique range of serial nunmbers and defi ning
how to generate uni que serial nunbers within said range of serial nunbers,
said serialization schene being bound to a particular type of device;

using said serialization schema to generate said serial nunbers within said
range and associating said serial nunbers with said particular type of

devi ce; and upon receiving a request for one or nore serial nunbers
for said particular type of device froma requesting agent, providing said
one or nore serial nunbers to said requesting agent.



2. The nethod according to claim1, further conprising obtaining |og data
fromsaid requesting agent indicative of application of serial nunbers to
sai d partwoubaroosyepe of device. 3. Phe nmet hod accor di ng@CraAzhavon@;
further conprising providing said log data to said controller to enable
said controller to nonitor said providing. 4. The method according to

cl ai mQabws:cl ai m 3, wherein said | og data conprises a location on a die
associated with said serial nunbers or a tine stanp associated with a tine
at which said serial nunbers were added to said device. 5. The nethod
accor di. agmé¢thodaoynposieg:of clainms 1 to 4, further conprising sending a | og

report 1o SaldsGont Loldel ] ;ng%wegfconkecm%%%gzoq%naagaid Ffidied gt Lon

schenn. accor ein said
seri aldonﬁgurmosbtlamwtecni@ﬁq Begss faom smrg@no‘blles,erl aI nunbers by: defining a range
of base values allo S 0 ase

val ves, derd AR g SR AP, DR b oot B e M R T

deter nﬂrmldrgsaldfek&treltlaassas ®tsnid ege drsndroageets iforsestiieglsaiheme oampwgbﬂtamtaplﬂy ri ng
gener at e dase val ue. 7. The nethod according to claim®é,

dd elec omc asset to
wher ei fi é Yot nanbdrs are generated by: for each base val ue:

determ ni ngohtafmmg]ﬁorbaaaécanabllm asnahzhﬂmnrse%acﬂeﬁningeuniq@pameme'rimlg sai d base

o d PR A SRR hG PERl %El PF RORR e SR A oS DB e,
I nser tdaitgpesdizatitselieme bsing bogditana mmhlatr epubfdenice;string to obt ain said serial
nunber . using said serialization schema to generate said serial numbers within said range and
associating said serial numbers with said particular type of device; and
upon receiving a request for one or more serial numbers for said particular type of device

from a requesting agent, providing said one or more serial numbers to said requesting agent.

2. The method according to claim 1, further comprising obtaining log data from said requesting agent

indicative of application of serial numbers to said particular type of device.

3. The method according to claim 2, further comprising providing said log data to said controller to

enable said controller to monitor said providing.

4. The method according to claim 2 or claim 3, wherein said log data comprises a location on a die
associated with said serial numbers or a time stamp associated with a time at which said serial

numbers were added to said device.

5. The method according to any one of claims 1 to 4, further comprising sending a log report to said

controller indicative of receipt of said serialization schema.

6. The method according to any one of claims 1 to 5, wherein said serialization schema defines a
range of serial numbers by:

defining a range of base values allowed in said schema,

defining a format for said base values,

defining a total number of characters for each serial number, and

determining if a static string is to be inserted into a resultant string generated from said base

value.



8. A conputer readabl e nedi um conprising conputer executable instructions

t hat when executed cause a conputing device to: provi de an appli ance
comuni cavDveelyosmmnect abl e to a conbpol | er, said appl i oTEAiI0MY1077
configured to obtain electronic assets fromsaid controller;
comuni cati vely connect said appliance to one or nore agents to enable said
appliance to provide said electronic assets to said one or nore agents for
enabl i sai ne of re. agents.to..appl id electronic assets to

devi cob; e method aisprdine I¥ i Sherdin id 3 fuptrsarEpiéialal B on schemm
defining a fonegbdaseanige of serial nunbers and defining how to generate

uni que serial nu ers.mL%&% SE%Qd range o% serial nunmbers, said
serialization sc %ﬁ%?Q%ﬁlng E%un 't 87 8§? i'Catar type of device; use
sai d seri al i zat i epresotignmiditasega@heriatagl Sena, serial nunbers within said range

and associ ati ng sl serLadyuTheRs, Wb, Sald 2Ll Gl AlLvBe, ol devi ce;
and upon recel |n8 a reques or-one of nore serial nunbers’for said

particul ar type afd device froma requesting agent, provide said one or nore
serial nunmbers tQ said.reguesti agent. .9. The. co ter readabl e medi um
Sccording o ol af e g iy PREMhe s D BB Sl RbIn g T og
data from sai d regiiesdid ssgalagetr. i ndi cati ve of application of serial nunbers
to said particular type of device. 10. The conputer readabl e nmedi um
according to claim9, further conprising instructions for providing said

| og dag.a\ tanmer etadabi malidne conippisimg alth@its akduvabla insghdtions tha whemexteowtedr ovi di ng
said one or nore ggrka%_nunbers. 11. The conputer readabl e nedi um

accor dfAE 1 EPEREAGBI* ¢l ai m 10, wherein said | og data conprises a

| ocat i on onpravidé en @piace ednedunidatihels aindectabid tab commbler siidappbance bangst anp
associated with.a.ti at ieh sal.d serial nunbers were added to said
device?mﬁgT%a&fﬁng%%%ﬁlg?ﬁ?%gggﬁwgcﬂérpﬁhlaccording to any one of clains 8
to 11, furt beimedapvdlsangedt sesd appbidrico Rsonk or msengéntgo andbegadapgancetto sai d
controller, indicative of receipt of sai erialization schem.. .13 . The
conput P PE LR ke e St S e B s M Ry o gl o
sai d seifid dtdtoaik agats scdeeives; def i nes a range of serial nunbers by: defining a
range of basge val ues..allowed in. sai.d sche defining a faor fqr said
base vaIuesﬁm@B%PﬂVﬁgcngg%%?S%ﬁﬁﬁégl% mg”%ﬁ%& 3P§mygﬁmEﬁgﬁagé??%emnunber,
and detr defining gow fo genabtaihiques sariahgmbsrstvathbesaidraee béstrinintumbers,rseidul t ant

stri ng ge er.ate fglg)erlx;llgsbai d, base v

ialization schem ound {0 a particﬁlar"{?pe of device;
use said serialization schema to generate said serial numbers within said range and associating
said serial numbers with said particular type of device; and
upon receiving a request for one or more serial numbers for said particular type of device

from a requesting agent, provide said one or more serial numbers to said requesting agent.

9. The computer readable medium according to claim 8, further comprising instructions for obtaining
log data from said requesting agent indicative of application of serial numbers to said particular type

of device.

10. The computer readable medium according to claim 9, further comprising instructions for
providing said log data to said controller to enable said controller to monitor providing said one or

more serial numbers.

11. The computer readable medium according to claim 9 or claim 10, wherein said log data comprises
a location on a die associated with said serial numbers or a time stamp associated with a time at which

said serial numbers were added to said device.



14. The conputer readabl e nedi um according to claim 13, wherein said serial
nunbers are generated by: for each base value: determning if the base

val ue i s wbtzhimnosmiid range, representgang sai d base val uecirrcAaaiohoioor mat ,
truncating or padding a resultant string according to said total nunber of
characters, and if said static string is defined, inserting said static
string in said resultant string to obtain said serial nunber. 15. An

applia devi c | sif essor n e comuni cati ve
connec?§§P%“F3m§r53ﬁ¥ﬁdPTer %ﬁ%ﬂnﬁ ‘W%Pé3%méﬁ%§ﬂ 55%8angnmn or belngy
conf i gins@gtit: for sending Llogmapoit mld\pehtyolkeomdneautve bﬁresapt@f smrhstenaiiziamn sai d
appllan%e belng configured to obtain electronic assets fromsaid
cont r of &P conmmruni catively connect to said one or nore agents to
enabl e sai d appllance to provide said electronic assets to said one or nore
ta gegte\s“liglixe gg‘rr?’puter ?&8%?8;1’?1% n? %%)réigl'légg ay %Qtof o[lclums %gfp {S é al 191 sa%fi ger afl t1 n assets
definlﬁ@mﬁaﬂﬁhﬂﬂﬁmﬂ@ﬂ@éﬂﬂﬂnummﬂﬁﬂy nunbers and deflnlng hom1to generate
uni que serlg nunber% zmeVsta deh% 1dsP serlal nunbers, said
serial i zati Of "EHIAEBEPHY ound ¥S ADAFET el ar type of device: use
sai d serialdﬁ&h@@ﬁ@m@hﬁm&nﬂUmgeﬂmmate sald serial nunbers within said range
and associ ati |d serli articular type of device;
and E?ﬁ%ﬁ RO Ofegﬂ"ﬂ'rme‘3 ers %rsergﬁlem%br% m)Ar e seri alypnurrber s for
said parti Ctlétafmmyg)éa@lﬁtldﬂmngjetdheomlaedrlmqme&h]tamgsta@gm;traipd Guindeiddased one or
nore seri al @unbers to said requesting agent. 16. A nethod conpri sing:
comuni cat i VEI'Y connecting a controller to an appliance, said controller
being configured to provide el ectronic assets to said appliance, wherein
conmmuni ively con n S appl i assets
to be &5 g]fhe a%raly resagleb a%(g I a%cggfu{g 1) Ql}e)uén gé;%vﬁgr%% saldgg{a%gtlngbegsnag #erelgrg g&
appl i abge to provide said electronic assets to sald one or nore agents for
enabl i ng sald 9 fore agents to apply said electronic assets to
devi ces; é&lng a serialization schema defining a unique range
of seri aI nunber ﬂetarnﬂmdgfflthmbaq \ratmnstmtlgesneirraﬂ@, uni que serial nunbers within
sai d range of serl ol PHIDSE B 9Aldnif ahlzat i on scheme being bound to a
truncating or paddmg a resultant string according to said total number of characters,

hebélse Y2

and

if said static string is defined, inserting said static string in said resultant string to

obtain said serial number.

15. An appliance device comprising a processor, memory and being communicatively connectable to
a controller and one or more agents, said processor being configured to:
communicatively connect to said controller, said appliance being configured to obtain

electronic assets from said controller;

communicatively connect to said one or more agents to enable said appliance to provide said
electronic assets to said one or more agents for enabling said one or more agents to apply said
electronic assets to devices;

obtain from said controller, a serialization schema defining a unique range of serial numbers
and defining how to generate unique serial numbers within said range of serial numbers, said

serialization scheme being bound to a particular type of device;

use said serialization schema to generate said serial numbers within said range and associating

said serial numbers with said particular type of device; and



providing said serialization schene to said appliance to enable said
appliance to generate said serial nunbers within said range and associ ate
sai d serivab2oumiogzos Wi th said partic@dar type of devi cepsuaa2btvaniarpon
receiving a request for one or nore serial nunbers for said particular type
of device froma requesti ngo agent, said appliance can provide said one or
nor e seri al uppamiseivingpaeayadt éproagereBt ryiabgerbers forszid pArticdapureent deacedabl e

medi U”%r&ﬁ@?&@%ﬁﬂgaé&ﬂ%’vﬁé sa%&fé‘btr%kee sdrfAPhuh n’fb%}s kDS o Tsnn‘g‘l Oyexecuted cause
a conputing devi onmuni cat i1 vel y connec troller to an
appliance, said controller belng configured to provide electronic assets to
sai d applj fLigl.n communi catively connecting to said appliance

enabl egégsAaI?%ﬁ(%i W?roln c assets to be provided by said appliance to one or
nmor e agent scanpnwnabyedy ewnetinpprintakies to @ appliapce said egnirobitrdeng egifiguigd et s t o
sal d OpRyiaE oBRioRicAUERYS sl Plop RABEIWHERin BInthuAREBly BRHEHALE Bhidafla®BP! v sl d
el ectronic assets to devi cé’g generate a“serialization schema

def i ni ergblas sairl desgroniapgyets tsfbegpeqviidetl by sidhenplansa ¢ e for mpIggetnssio eerblpesadr at e

uni que Eﬂcg‘lto ;ﬂHﬂHee J ﬁibéMC{TQAI a@&ég sﬁxﬁ%ﬂ@ oﬂﬁor@ g ehélforréﬂmﬁ%% %quj more

serial i atlon SC el ng bound a particular type o éeV|ce and

provi d%esaltqjam)é’raadleilezmmwsm:ﬂﬁ@ﬁvecqm sai d appliance to enable said

appl i ance t ! ke AR GhiGudthiddloP seidi MhnlbBRARg ARgind$5QC! at e
said serial gengﬁgﬁéé‘éeﬁaﬁ%h%asl%%é aaretdlallc arlﬁLtleypegéo Sd%vrlg"ce suc% m? upon

r ecei viorggneaate enjgess seripbrumpes Voﬁhlnrﬁmdéargepf seralmymbers.saifl gerialigdtign E@PW cul ar type
of devj 1S RGENLag Sai d appliance can provide said one or
mor e sg§? l};oruﬁ%qr?begaﬁ%ﬁ %Jgp% req Gest i ng agent. 18. A controller device
conpri si ng propidogesid @ﬁvrlahmmw}aelaw s@'éuan@lae@mwb@amd@mlyn@é%afé'elta&bplé to one
or nor gerﬂpﬁdbgﬂ%ﬁun safd! r&hg@ 5&9&?&9&6 DR Bk ﬁﬁ}ﬂﬁérwﬁlﬁglé rtlcular type of device

conmmuni catively connect to an appliance, sald control ei configured

t 0 pr owictéhathmotrecoiving agegett §orope ergnefe aemal nanbees fonspid rpé'itlﬁulérdml& devaesi vel y
connec AP Rkl ANAEN R RAPHES dS G br LERbI QB nARREL (S Ji@rdifeshhOVI ded
by sai djoﬁglp%ﬁgﬁcgq%o’oﬁegﬂﬁ rmr%p]!égents tcl)1 gnablee saafld appl |Sainléeg tSo provi de
sai d ehgotroni c assets to said one or nore agents for enabling said one or
nore agents to apply said electronic assets to devices; generate a
serialization schema defining a unique range of serial nunbers and defining
how t o lgehemeputer teadalpleemesienn edmpmigitrd epmpul eekichtabla ingtrpcsinpsethas vhsepdeglttedhunber s,
said s ;g; & bei ng bound to a particular type of device; and
provi dge{dssﬁ%l& 'P?%lel%%gt({rgn schenme to said appliance to enable said

appl i ance t eoryewasativey seinect g eptteilerria abenpianse.tshidsonsteller beipggentigerdissoci at e
sal 4SSt il AR dSsefd b bhid BipflaR@llefel] sl bRy fNdcAR B UARabgRalccupON
receiving a request tor on nore seri al nbers for said particular type
of deviuables BQ)‘!ITPIQ.C‘[ROQG@@SS'{SIW]@F ragadad, by saif Qprélpmelt%m?@r awre aseyiogeabdesall one or
nmore sg ﬂlﬁhce%j sélcpeléc%]oglca séldr&e 8968k a &%f&éﬁ%lﬂg‘ém&eﬁ@&hﬁ}r@g
generat ng a s Izat1on sc efining a ange of sérial nunbers by:
def i ni ngena?waw@esau*elwaslecmﬂﬂ@sie‘émsé)vved in said schema, defining a format
for said ba Sinli =65 Lhédh RihiRk 2liniRWINGE opf gh%melrs%@demf %@@%serlal
nunber, andiﬁle%lagérérjng%n?hg (I; a statlllcgst?ll n |§0t oerl be 1 nserted fg

resul t amerasft wiiqug sgerlepmbers withio said gange ofaial pankees, saighgprialization Scheme belng

bound to a particular type of device; and

provide said serialization scheme to said appliance to enable said appliance to generate said
serial numbers within said range and associate said serial numbers with said particular type of device
such that upon receiving a request for one or more serial numbers for said particular type of device
from a requesting agent, said appliance can provide said one or more serial numbers to said requesting

agent.

18. A controller device comprising a processor, memory and being communicatively connectable to

one or more appliances, said processor being configured to:



providing said serialization schema to a renote appliance for generating
said serial nunbers according to said schema. 20. A conputer readable

medi um cowprpsli/aegRoconput er execut abl @s5i nstructi ons t hat pamam2ewaout’ed cause
a conputing device to: generate a serialization schema defining a range of
serial nunmbers by: defmng a range of base values allowed in said schens,
defi ni ng a farmmicafizaly smnett basapmahue said defrpliar hg'ngcctnoﬁg\abd opndate of

Char acgler Salcggset%‘%:gldsagm % %n;%%rc’om%glcgg;e eg]ﬂ;brm.nl% 2 aléla 191;[cie %nal%} [ I ng I s to

i nsert At strlng genera a1 aase vy and
pr ovi denideéatkosie niseth ioztztprovided bl ez agpbiamee rtcewmtoemappilgmamtoendbdfrsagl@pﬂraatq ng said

seri al
obt ai ntor'P%(g(%s%rd ?eaeﬁﬁéng% '(lﬁgertlgtgc goft %C‘% ér:i?gﬁms ‘ %ér?h{g%a;bo(glg(rapgp& agéﬁﬁsqr s bhy:
def i ni m@basardaalﬂgaromtﬁ asseis® dmmes allowed in said schema, defining a format

for said bagg, caft a%%ﬁahzﬁ%ﬁafsmeﬂﬂ dBririd %%n@!é%%é oPJerl%]qlﬁﬁ]@grE %dgdgi"ﬁ’ %E&% seri al

nunber, and ermnin tatic I nsert
r esul t gaveragtinigag sgeaheurabeesjwn%mmmutangb dfageﬁ wahhees, saghwriflgntieasckenisdsmgval ue:

bound to a particular type of device; and

provide said serialization scheme to said appliance to enable said appliance to generate said
serial numbers within said range and associate said serial numbers with said particular type of device
such that upon receiving a request for one or more serial numbers for said particular type of device
from a requesting agent, said appliance can provide said one or more serial numbers to said requesting

agent.

19 A method comprising:

generating a serialization schema defining a range of serial numbers by:
defining a range of base values allowed in said schema,
defining a format for said base values,
defining a total number of characters for each serial number, and
determining if a static string is to be inserted into a resultant string generated from
said base value; and

providing said serialization schema to a remote appliance for generating said serial numbers

according to said schema.

20. A computer readable medium comprising computer executable instructions that when executed
cause a computing device to:
generate a serialization schema defining a range of serial numbers by:
defining a range of base values allowed in said schema,
defining a format for said base values,
defining a total number of characters for each serial number, and
determining if a static string is to be inserted into a resultant string generated from

said base value; and

provide said serialization schema to a remote appliance for generating said serial numbers

according to said schema.



determine if the base value is within said range, represent said base val ue
in said format, truncate or pad a resultant string according to said total
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for each base value:
determine if the base value is within said range,
represent said base value in said format,
truncate or pad a resultant string according to said total number of characters, and

if said static string is defined, insert said static string in said resultant string to obtain

said serial number.

22. A computer readable medium comprising computer executable instructions that when executed
cause a computing device to:
obtain a serialization schema defining a range of serial numbers by:
defining a range of base values allowed in said schema,
defining a format for said base values,
defining a total number of characters for each serial number, and
determining if a static string is to be inserted into a resultant string generated from
said base value; and
for each base value:
determine if the base value is within said range,
represent said base value in said format,
truncate or pad a resultant string according to said total number of characters, and
if said static string is defined, insert said static string in said resultant string to obtain

said serial number.



