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[0002] Data networks, such as wireless communication networks, have to trade off
between services customized for a single terminal and services provided to a large
number of terminals. For example, the distribution of multimedia content to a large
number of resource limited portable devices (subscribers) is a complicated problem.
Therefore, it is very important for network administrators, content retailers, and service
providers to have a way to distribute content and/or other network services in a fast and
efficient manner and in such a way as to increase bandwidth utilization and power
efficiency.

[0003] In current content delivery/media distribution systems, foreground and
background services are packed into a transmission frame and delivered to devices on a
network. For example, a communication network may utilize Orthogonal Frequency
Division Multiplexing (OFDM) to broadcast services from a network server to one or

more mobile devices. For example, the foreground services comprise real time



stream ng video and/or audio that generally needs to
be processed when received. The background services
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also comprises encrypting content with the blackout key to produce encrypted content,
and transmitting the encrypted content and an encrypted version of the original key over
the distribution network.

[0009] In an aspect, an apparatus is provided for blackout provisioning in a
distribution network. The apparatus comprises provisioning logic configured to
determine one or more affected regions, and a key generator configured to generate a
blackout key based an original key and the affected regions. The apparatus also

comprises encryption logic configured to encrypt content with the blackout key to
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blackout message. The method also comprises indicating that the selected content is
blacked out if the selected region is identified in the blackout message, and decrypting
the selected content if the selected region is not identified in the blackout message.

[0014] In an aspect, an apparatus is provided for blackout provisioning in a
distribution network. The apparatus comprises a receiver configured to receive a

blackout message indicating that selected content has been blacked-out, and processing
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for indicating that the selected content is blacked out if the selected region is identified
in the blackout message, and a fourth module for decrypting the selected content if the
selected region is not identified in the blackout message.

[0018] Other aspects of the aspects will become apparent after review of the

hereinafter set forth Brief Description of the Drawings, Description, and the Claims.
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[0027] FIG. 8 shows a method for operating a server for use in aspects of a blackout
System;

[0028] FIG. 9 shows blackout detection logic for use in aspects of a blackout
System,;

[0029] FIG. 10 shows a method operating a device for use in aspects of a blackout
System;

[0030] FIG. 11 shows an example of real time media server for use in aspects of a
blackout system; and

[0031] FIG. 12 shows an example of blackout detection logic for use in aspects of a

blackout system.

DESCRIPTION
[0032] In one or more aspects, a blackout system is provided that operates to
provide blackout provisioning and secure content blackout in a distribution system. In
an aspect, the blackout system operates to generate a blackout key based on an original

working key and parameters in a blackout provisioning message. The blackout
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Overview

[0034] In an aspect, the blackout system operates to allow a distribution system
operator to black out the delivery of certain multimedia content for a pre-selected period
of time in specified coverage arcas. This feature prevents users from playing certain
content flows (“affected flows”) on devices located in the specified arcas (“affected
arcas”). For example, an operator might black out a sporting event due to contractual
obligations, such as when a sporting event has not been sold out and cannot be aired in
the area where it occurs. In an aspect, the decision to schedule a blackout event is made

far enough in advance of the execution of the event to allow manual procedures for
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[0039] The RTMS 104 operates to receive multimedia content for distribution over
the network 106. The RTMS 104 operates to communicate with the network 106 using
any type of communication link 114. The network 106 may be any type of wired and/or
wireless network. In an aspect, the network 106 provides services to a local area in

which the device 108 is operating. For example, the network 106 may operate to
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W@R00BOtHEBO Oper ati ons Infrastructure (LO) i dene@T/iU82087/068231

associated wth the network 106. In an aspect, the

LO's that are affected by a hlackout are determ ned

froma list of postal zip codé&s input by an operator
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| h the network. For
g&\(}n%%?m &ﬁ%&)%&%@&&g@ﬂ %ansm t information over
food2net ithiekdelvite 08 ebnﬁsmxfatestwlanﬂm Iﬁ:ﬁW@ﬁ Ifosamsng anljmaltable type
transm ssion frane Elonveys one or. nopre
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receiver 126 passes the blackout message 118, the encrypted content 120, and the key
message 122 to blackout detection logic 128. The blackout detection logic 128
processes the blackout message 118 to determine content that has been blacked out. For
example, when the user of the device 108 attempts to view selected content, the
blackout detection logic 128 decodes the blackout message 118 to determine if the
device’s current region identifier matches a region identifier in the blackout message
that is associated with the blacked-out content. If there is a match, then the desired

content has been blacked out.



nmessage are conveyed in one of the flows.

Additionally, the encrypted content is conveyed in
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conmuni cates with the network 106 using any suitable

type of wreless communicatign |link 124. The device
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foa6T at gffg;, 310A04n %rtﬂﬁt?onoﬂ&%'dga%gaﬂl B00 that illustrates the operation
of aspects of a blackout system. For example, the diagram 200 illustrates the flow of
information between a RTMS 206 and a device 204.

[0047] An operator 210 provides blackout parameters (shown at 212) to
provisioning logic 208. The blackout parameters comprise content identifiers, region
identifiers, blackout start and end times, and any other relevant information. The
provisioning logic 208 operates to assemble the blackout parameters into a provisioning

message 214 that is sent to a RTMS 206.



ot her sections of this docunent. Once the bl ackout key
has been generated by the blackout key generator 130,
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it for viewng. [0045] Therefore, aspects of the

bl ackout system operate to provide bl ackout

provi si oni ng and secure cont et bl ackout in a

di stribution network. It should be noted that the
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operates to generate the provisioning message 300.
[0052] In an aspect, a decision to blackout an event is made in advance of the
blackout execution time. In this case, an operator will perform a manual procedure to
schedule each blackout event. The operator enters the following information; however,

the list is not exhaustive.

1 Affected service

2 Affected areas in terms of zip codes
3. Blackout execution start time
4

Blackout execution end time



the presentation is decoded using a bl ackout key

generated fromthe original key provided in the key
wore@sagasand bl ackout regi ons provided in the PCHUR01/068231

nmessage. The decrypted content is then presented to

the device user. At sone tinme |ater, the blackout

period ends 226 and the RTMS b operates to end the

transm ssion of the encrypted content. [0051] FIG 3
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the blackout as a list of valid zip codes.
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[0054]"I'n"an aspect, the operator input 112 of the
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{oeg{]cg{()g sengs zhe blackout provisioning message 110 to the RTMS 104. Whenever a
blackout event is modified or cancelled, the blackout provisioning logic 102 provides
the RTMS 104 with the modified or cancelled blackout event information.

[0057] If a new blackout event is configured at the blackout provisioning logic 102
after a previous blackout event was configured and before the end time of the previous
blackout event, the blackout provisioning logic 102 sends not only the new blackout
event information but also the previous blackout event information. That is, whenever a
new blackout event is scheduled for a given service, the blackout provisioning logic 102
sends the whole list of blackout events that will be executed in the future or are
currently executing.

[0058] For example, in the case of a cancellation, if there is any future scheduled

blackout event, the blackout provisioning logic 102 sends the blackout provisioning



3. Allow the operator to cancel a schedul ed bl ackout
event before the start tine of the event. [0055] Wth

w0 b@spoasi bl e exception of the service identifPEr/USAN7/068231

operator will be able to nodify any bl ackout event
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[0063] FIG. 4 shows a RTMS 400 for use in aspects of a blackout system. For
example, the RTMS 400 is suitable for use as the RTMS 104 shown in FIG. 1. In an
aspect, the RTMS 400 comprises processing logic 402, encryption logic 404, blackout
key generator 406, provisioning logic interface 408, and transceiver logic 410 all
coupled to a data bus 412.

[0064] The transceiver logic 410 comprises hardware and/or software that operate to
allow the RTMS 400 to communicate data or other information over a network with
remote devices or systems. For example, in an aspect, the transceiver logic 410

comprises broadcast logic that operates to broadcast encrypted content and other



nmessage. The provi sioning nessage 300 al so conpri ses
at | east one service (or content) identifier 304 that
W0 dwanifiBes content to be bl acked out. For exar@l/Es20011¢68231
service identifier 304 may identify a presentation
such as a sporting event or ofher presentation event
that is subject to blackout. £b061] The provi si oni ng
nmessage 300 al so conprises bl ackout region identifiers
#HPEmidfiah ovelenbiohycakeianng 4i18. Wht &dint ‘heod ddestt isfused herein to mean
content is to be blacked qut. For exanple, the region
p BEasdrpast, éﬁ%ltlﬁ%y OB BT T RLeEE APEYIK thatgap bgaeccived by two
f

DERBRL S,y g o Blho AL bokBei0 41D S8 Bomovises wigagt logic to
canpuhses aveblaaokioast chharel 416 e BAStRNATMS B akutommunicate
nd tinme 310. The. Iackou start 308 and end 310 tines
lnli?ﬁ“é’é’tVSr § FRPQ St GRoTR oS OB Bckout &1 e peri od

]?9 ‘M‘Hecﬂo@ﬂﬁ)nh%eﬂ)tgidc iRd e rﬁ()%néon‘é\ﬁﬁées hgr kR lﬁﬁg/or software
out Tfrom selected regions. It should also be noted
thatiopdrite tprbow shoRITMP msagml@@l@catawlthcmmﬁloseg lagig to receive

PSR ETELEhT (Do P LR BBty cleffosions. For

18] &S URicddined 10 @GKerticcS Y68 @8phoss coXARIcasior ic that
RTN§;4OO P@QSU|ta§$éﬂ%or use as the RTMS 104 shown |¥%

dlays pomnmng}qtlolasxp@]@tproylﬁ@nwgwggno@vglb gphiitgésor wireless network
E&rﬁ&%ﬁl%ﬁtlcg} fngﬂgé}g Ogthereﬁ?tgyletlf n?ulcﬁ%l the ? Ilngrklggtﬁ)sgﬁnk 414. In

ey genera pr ovi si oni

ands d‘ca,n&féepr‘befmdnﬂg todd Qntaffhce 408 Fﬂp%fhtéso ta ré@hva BUsovisioning
412. [0064k The transceiver logic 410 conprises
mspagmiamated sy shepnipdG- $hat operate to allow the

40 t t ;

[SUSEL wor Wb FROT AL 081 Bnffis® R ited BIOSEPCPOpERLor. gat
aaxanphz&dwan dopias peatory t dlememtan S’ﬂﬁlaW emadtogg, c seffvdare, and/or any
LD OB JRHES 4 SHREHC ! Db b8 8y Togic 406 operates to
Eg%—l/ng% B0.L0G8&E3L tha]lf%ré nbQr ﬁ‘)aéﬂc?ﬂ)t QbRfenf tHAf FAREBS Blacked out in

channel 418. Thé term "broadcas is used herein t
scdeoted scgorsadbuagn aspagt.t the abﬂackout bthdogi¢ H&ﬁscme%e:sow combine an
over an bﬁhrece

SHEhycy DRHE ok 8Phe 020, Rt BERec B vEert dBp . TAIGTaRsproduce

BlaBRyut Sskihgl RAst A Q86re dcPailcdOHIFRpERL Bf ANE lpe@erttitint 85 blackout
channel 416 so that the RTMS 400 may communi cate

wprideg keysavpiovidendn oratherwretion:pfihis dpewmant. devi ce.

9855, T DL ALEA) C il DO 08, £ GIRL 36

B‘g[@n{éﬁﬁ)ry elemmuwmalt Rackiiiid) sPitwatic Sareirirgy |c6g1bﬁ1at10n of hardware
recelve rovi si oni ng nmessage that identifies
ﬁ%fﬁvarﬁo Bz gtc it @@Fréke@ df 1egiPhsentepippsing blackout

working keys generated by the blackout key generator 406. In an aspect, the encryption
logic 404 also operates to encrypt an original working key using a service key to
produce an encrypted version of the original key.

[0068] In one or more aspects, the processing logic 402 comprises a CPU,
processor, gate array, hardware logic, memory elements, virtual machine, software,
and/or any combination of hardware and software. Thus, the processing logic 402
generally comprises logic to execute machine-readable instructions and to control one

or more other functional elements of the RTMS 400 using the data bus 412.
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an encrypted version of the original key. [0068] In
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PR ERLE: loyﬂf3 402. In another aspect, the codes may be downloaded into the
processing logic 402 from an external device or network resource. The codes, when
executed, provide aspects of a blackout system as described herein.

[0072] Therefore, the blackout system operates to provide blackout provisioning
and encryption of content to be blacked-out in a distribution network. It should be
noted that the RTMS 400 is just one implementation and that other implementations are

possible within the scope of the aspects.
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N T g
t19 ploaeapRIdVEsH Géhction ah combination with the original working key. One type of
cryptographic hash function is referred to as SHA-1, which is a secure hash algorithm
that is part of a group of cryptographic hash functions developed by a national security
organization. The output of the HMAC-SHA-1 logic 602 and 604 are twenty-byte
values, shown at 608 and 610, respectively.

[0076] Additionally, the original working key 620 and the output 610 are input to
HMAC-SHA1 logic 606 to produce output 612. The outputs 608 and 612 are combined
to form a working key encryption mask 614. The blackout working key 616 is
determined from the working key encryption mask 616 and its size is the same size as
the original working key 620. Another portion (618) of the working key encryption
mask 614 is discarded. The determined blackout working key 616 is used to encrypt the



provi si oni ng nmessage received by the provisioning
logic interface 414. The bl ackout working key 508 is
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affected flow 510. The encryption | ogic 404 encrypts

the affected flow 510 with the blackout working key

508 to produce an encrypted f1%w 514 for transnission

over a network. [0074] FIG 6 shows a diagramof a
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RTMS 400 includes a number of instances of the flow identifier field 706 that is
represented by the value provided in the “number of flows” fields 704.
[0082] The blackout message 700 comprises a blackout start time field 708 that
represents the start time of the blackout. In an aspect, the RTMS 400 sets the blackout

start time field 708 to the start time of the blackout event.



encryption algorithmto derive the blackout key.
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[0088] At block 804, the blackout provisioning message is processed to produce a
working blackout key. For example, an original working key and parameters from the
blackout provisioning message such as region identifies (i.e., LOI list) are used to
generate the blackout key. In an aspect, the blackout key generator 406 processes an
original working key and the LOI list to produce the working blackout key.

[0089] At block 806, a determination is made as to whether a blackout time interval
has begun. For example, blackout start time parameters in the received blackout
provisioning message are processed to determine if a blackout interval has begun. In an
aspect, the processing logic 402 operates to process the received blackout provisioning

message to determine if a blackout interval has begun. If it is determined that a blackout



end tine field 710 to the end tine of the blackout
event. [0084] The bl ackout nessage 700 conprises a
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implementations are possible within the scope of the aspects.

[0095] FIG. 9 shows blackout detection logic 900 for use in aspects of a blackout
system. For example, the blackout detection logic 900 is suitable for use as the blackout
detection logic 128 shown in FIG. 1. The blackout detection logic 900 comprises
processing logic 902, user interface 904, detection logic 906, blackout key generator
908, and transceiver logic 910 all coupled to a data bus 912.

[0096] In an aspect, the processing logic 902 comprises at least one of a CPU,

processor, gate array, hardware logic, memory elements, virtual machine, software,
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message using a service key to determine an original working key that is processed by
the blackout key generator 908.

[00101] During the blackout event, regardless of geographic regions, the flows
associated with the affected service will be encrypted with a blackout working key. A
device will receive an encrypted working key (i.e., key message 122 shown in FIG. 1)
that is associated with the flow. If a selected blackout active field in the key message is

set to 1, a blackout event is active for the flow.
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ecrypt received, content using.a bl ackout
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significant bytes of the working key encryption mask to produce a blackout key.

[00105] If a blackout event is active and the current device LOI identifier does not
match any of LOI identifiers in the blackout message, the device shall generate a
working key encryption mask by feeding the working key and the list of blackout
affected LOI identifiers to the blackout key generator 908. The blackout key generator
908 uses the LOI identifier list in the same byte order as it is presented in the blackout

message while hashing it with the original working key.



associated with the affected service will be encrypted
with a blackout working key. A device will receive an
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fG0d A7}t hdnlahsspest, thala¢ldahindidagpss inay torgaiplaag koatl of the following
m%ssagi(é then the device is not affected by the
BYIEHGR event. The device will be able to decrypt the

‘]?\gnte rom rV| ce fI ows using a bl ackout
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key rﬁﬁ@h}.h%q)flﬂ{b BihGokey message and region identifiers
provided in the blackout nessage. Bl ackout Key

&ener hist onLODIO%presentang the peat wherh ¢hdibladdootievent is in effect

detection | ogic 900 perfornms the following functions

[0D108nerataa aapdek,aclouite wer kilhgedetye laaburaudidagonssiachnyyr all of

&gcr pt. received content. 1. Recover the original
ARHWNESGEIRFB t he encrypted version of the ori gi nal

wor ki ng key provided in a key nessage using a service

[](ey A uspbﬁﬂleystq peatdegied $srdek Hom yéwl%p{@gm gyide while located in

Pr OCELHE Fe f‘%re@cﬁ@g 2 bRCARNEIAke @ working key

encryption nmas rom ori |naI wor ki ng key and the

Pist afuset@ plag@gtadnf af&‘c?ﬁedpsfe@mt:detd ah nffactcé d@dlvada at the start of a
bl ackout nessage. 3. Use the sane nunber of bytes as

the oPf @1?%?" rking key fromthe nost significant
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| ackout key. [00105] bl ackout "eve IS active
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by fegdiches ke oKL KeMifRRA id bR bladtou®imddbaekatét device shall

notify the user of the blackout indication by displaying the blackout event
information.

5. If a blackout event is active for a flow and the device’s LOI identifier is not

present in the device, the device shall notify the user of the blackout indication

by displaying the blackout event information.

[00109] FIG. 10 shows a method 1000 operating a device for use in aspects of a
blackout system. For clarity, the method 1000 is described herein with reference to a
device comprising the blackout detection 900 shown in FIG. 9. For example, in an
aspect, the processing logic 902 executes one or more sets of codes to control the

blackout detection logic 900 to perform the functions described below.



affected LA identifiers to the blackout key generator
908. The bl ackout key generator 908 uses the LO
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service froma device rogram guide while located in

i magthedpregeadoro bleela1¥%i ng a bl ackout event. 2. A
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dRrgsionifchagk]@fddeohedt is@erfafrﬁai a/sfndnaalp I l}k)drﬂgloafkeys at the
affected service durin ackout event.

pracsattiselynihe decrypliq gl@gwo‘méo fiﬁwptath%lcqm@t d h? @fmthod then
?‘S’ é_g kgergifier matches any of the LA
ent I

iers in the bl ackout nessage, the device shall
[Osiidly tArblodelr016fa ddsternhlhmd(nﬂ tnadnds mhaherhye device isina

di spl.ayi.n he bl ackout ev nformat
Seiiin e b ciPe B oSy Bin bk G oot theTggion
k@mﬁé’@ s !hfe Ir&leived b%kouﬁﬁ@s?;%&t art @hécﬁ%ﬁgiﬁw th€deiltes current

device shall notify the user of the blackout
logetiatinan aspgt,dhsprloagssng logie 982 pokwuts tesheck to determine if the

g?r;\fé?era{srl%h]ag n[lydl(%%e%%cg rllf%l?la%élg' fGﬁlO&lﬁ%&ﬁ?ﬁﬁ]ﬁ rlgqalacqmut message. If
the device is located in a blackout region, the method proceeds to block 1012. If the
device is not located in a blackout region, the method proceeds to block 1014.

[00115] At block 1012, the user is notified that the selected content is blacked out. In
an aspect, the processing logic 902 operates to send notification to the device user
through the user interface 904. The method then ends at block 1020.

[00116] At block 1014, the key message and region identifiers in the blackout
message are processed to produce a blackout key. In an aspect, the blackout key
generator 908 operates to process an original key decrypted from a key message and
region identifiers provided in a blackout message to produce a blackout key. In an
aspect, the key generator 908 operates according to the key generator 600 shown in
FIG. 6 to produce the blackout key.

[00117] At block 1016, the received encrypted content is decrypted using the
blackout key determined at block 1014. In an aspect, the decryption logic 906 operates
to decrypt the selected content using the blackout key produced at block 1014.
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thegcoised by the decryption logic 906 to decrypt the

content. The nmethod then  proceeds to bl ock 1018.
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{ e
H0422ls s dd G- 2 showr elackpus dgferinn logisyl 20 foryse an gweets of gdlackout
gls%lf.o%orke%émple, the blackout detection logic 1200 is suitable for use as the

blackout detection logic 900 shown in FIG. 9. In an aspect, the blackout detection logic
1200 is implemented by at least one processor comprising one or more modules
configured to provide aspects of a blackout system as described herein. For example,
each module comprises hardware, software, and/or any combination thereof.

[00123] The blackout detection logic 1200 comprises a first module comprising
means (1202) for receiving a blackout message indicating that selected content has been
blacked-out, which in an aspect is provided by the transceiver 910. The blackout

detection logic 1200 also comprises a second module comprising means (1204) for
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9&?@(& e gr gf?}?ﬁémﬁﬂ&%&@% tﬁe?éogang?ﬁeedg{t@ %@Pgleesfunﬁg?&fs described
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TR TMIEYC HEE SANEH 8?? di'Re>> e §© FRdleE HBICERFaNigplIct, or state
FRERne. f Aefloedishie ta9Nslso W fllnbReRBd 38 PE ChnfbHIRbh SES computing
t he bl ackout key generator 406. The RTMs 1100 al so
dongsi seg, & tdintdnatoduloé €oRPPi gnahga nmmneprpqes&s)  gplurality of

ncr tlng? content with the blacko ﬂg ig#p
%%Pé‘léf%sa Cofit%e ?ﬁmomnbcﬁol?rﬂceéﬁor%érb8%I{Junc HpVYH 85 Y hedre or any
@@@f&@hb@@ﬁ%@gkﬁ,4o4 The RTMS 1100 al so conprises a
fourth nodu conprising neans (1108) for

ta0 ARl thheriéeps 106 2anrthgpeietierdthmedrsciabryl iaroRRaippMad the aspects
M? lgke%lr}le?%\ﬁtnhqﬁr B LRl Jﬁ?{ctlg\’ﬁ? r11211Id|3\;%11réj 1?%1 sb Walf*eotﬂodule executed

an aspec ranscel
b}DglpEOOéisﬁr or in a cornblnatlon of the two. A software module may re51de in RAM

memory, flash memory, ROM memory, EPROM memory, EEPROM memory,
registers, a hard disk, a removable disk, a CD-ROM, or any other form of storage
medium known in the art. An exemplary storage medium is coupled to the processor,
such that the processor can read information from, and write information to, the storage
medium. In the alternative, the storage medium may be integral to the processor. The
processor and the storage medium may reside in an ASIC. The ASIC may reside in a
user terminal. In the alternative, the processor and the storage medium may reside as
discrete components in a user terminal.

[00126] The description of the disclosed aspects is provided to enable any person

skilled in the art to make or use the present invention. Various modifications to these
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executed by a processor, or in a conbination of the
two. A software nodul e may r%\/‘de in RAM nenory,
flash nenory, ROM nenory, EP menory, EEPROM nenory,
regi sters, a hard disk, a renovable disk, a CO-ROM or
any ot her form of storage (OrediMs known in the art. An
exenqjar storage nediumis coupled to the processor,
Iggé%essor can read information from and

wite |nfornat|on to, the storage nedium In the
alternative, the storage nediummy be integral to the
pr oc essor . AThehopfadéskout prodsibhiagst edagebutied natwarkythe

e in.an ASIC. The ASIC may reside in a user
?@P KaMPIPREt he al ternative, the processor and the
Storag&m%ﬁgi%@hg%ynﬁﬁ@éﬁ@n@pm @dhscrete conponents in a
user term na 0126] The de%crlptlon of the
di scl g@eohtmgmdmcécomsqurhawdd@datt arigndtieg anh thegme oo more affected
skilled in the art to make or use the present
[ 8%ti on. Various nodifications to these WO
2008/ SRyl oREh{cWSZ AR O 8ABt kedDro FBRRIEE SndFYte® ontent; and
readi ly apparent to those skilled in the art, and the
gener frenspritigithe encrypded ¢aneent heq ap ﬁnqmg/te%éeralemo{ & qriginal key
8&§?&:$§@%ﬁﬁ§n &wdie TN an instant nessaging service

al““Wrel ess data communication

appllcatlons W t hout departing fromthe spirit or

scope_of the invention. Thys, the present invention is
not i At end&he msthed of iclym defurther @%@pra%%@%@ng%aﬁ blackout

heLsl thﬁpgssbéatfﬁg’tlﬁeon@%? ﬁ{og@gﬁf ﬁi)ﬁsc'(m GRP cl%petesd content.

cons stent W t principles an nove
di scl osed herein. The word "exenplary" is used

ot ance. | S TEGYEr SEFB: whitay s pane BESSPTBERSs transmitting
DREP hl@ssﬁge tHaX ey thel SicAPledNREESPE thé ¥rikRaPey

construed as preferred or °~ advant ageous over other
aspects. [00127] Accordingly, while aspects of a

bl ack ut v ustra and. descr.i be -
reret i ¢ Yot Fegg S ofiFEd: whetd™ i EuPBing “EREHyB LR crmining
gRdnber Hﬁ@@aﬂf&tddh@ gidBP a6 %vaisfdﬁﬁ{ g flepagd i ng from

their spirit or essentlal aracteristics. Therefore,

the disclosures and descriptions herein are intended

to b65| I ughl ﬁltej\tll\h\qé Hﬁmqg%vhklleni %ﬁ({]@etelﬁfeimfpgE%Prél%‘fig%ede%frmining

t he i nvention
tHeaine®r M2 ﬁ@&@dd%@bﬁ@bz%@d’ bhla2B0d1 1068 23dratidd irfTtabtrddbures

(LOIs).

6. The method of claim 1, wherein said transmitting comprises transmitting
the encrypted content and an encrypted version of the original key during a selected

blackout interval.

7. The method of claim 1, wherein said generating comprises generating the

blackout key using a message authentication code (MAC) algorithm.



WHAT IS CLAIMED I S: 1. A nethod for bl ackout
provisioning in a distribution netwrk, the nethod
W@ vpi19g8ng: determ ning one or nore affected PEDUSINGT/068231

generating a bl ackout key based on an original key and

the one or nore affected regjons; encrypting content

with the blackout key to prodtice encrypted content;

and transmtting the encrypted content and an

encrypt ed VB¢ Sletdd@f claie 70vheicipdaik@dheravgthd bleckout key

distribution network. 2. The method of claiml1,

F%ﬁ?%@ﬁ'conprising transmitting a blackout nessage

t hat i I .

tho ehSroBrRdoalR TS SRl yTRY 61 AL bEFACHSIIHONT b witha

WreC elgonﬁﬂm b produnem \t/bnkng kn;vrqncmaen tmasksantdt t i ng a

key age. t hat. conp ncrypted versio

the o 31ngu:»@ biigkd k cstedaosion of tflwwel: %key

tgﬁmﬁggglﬂ ng conprises detern1n|ng the one or

nore affected regions froma provisioning nessage. 5.

The method of claim1, wherein said determ ning

conprjses determ ni t he one or nor.e

regi oAs ba D PR atys rfl(%sl%lac&Pu‘i %r8§1|510851&13taadg§1ir18ut10n network, the

hmﬁg@@@&yﬁkgq (LAO's). 6. The nethod of claiml1,

wherein said transn1tt|ng conprises transmttin t he

encr yprossiandig loatc centiged éndetginiagoneergnes adfccteh ecgions;

'(I)'rhleg Irrg?%'y ge%%Fa%r éaﬂ%gﬁ#ea v\#g&{e?aﬁe a %i gﬁg@nlf(tg 'bgearaﬁ%ngmai key and

ﬂﬁﬁﬁbbﬁﬁﬁm@ﬁﬁﬁﬂﬁh@@@nﬁhe blackout key usi ng a nmessage

aut henti cati gn code NM(? al gorithm WD 2008/ 019180

PCT/ UsEortionesgis fonfeurgd tormstipt eomient orithothg bhaclrout key to produce
éﬁ SRl ggnerating the bl ackout key conprises:

processing the original key and a list of the one or

nor e atrﬁfmmletdr afom@lgma:ﬁ tovirhinsnait theaGegbpdreohtem dmol qorendoyped

a wor Ki ion, .nma and determ ning the
Brrtorab et Bt LU euraR o tetstor the war ki ng
key encryption mask. 9. An apparatus for bl ackout

provisioning in a distribution network, the
10. The apparatus of claim 9, wherein said transmitter is configured to

transmit a blackout message that associates the one or more affected regions with the

encrypted content.

11. The apparatus of claim 9, wherein said transmitter is configured to

transmit a key message that comprises the encrypted version of the original key.

12.  The apparatus of claim 9, wherein said provisioning logic is configured

to determine the one or more affected regions from a provisioning message.

13.  The apparatus of claim 9, wherein said provisioning logic is configured
to determine the one or more affected regions based on a list of local operation

infrastructures (LOIs).



apparatus conprising: provisioning logic configured to
determ ne one or nore affected regions; a key

w@emsoser configured to generate a bl ackout KegT/b8xet068231

an original key and the one or nore affected regions;
encryption logic configured tQ encrypt content with
the bl ackout key to produce %%crypted content; and a
transmtter configured to transmt the encrypted
cont e, anth@fpReeiyet@dm ¥ evteran sall tlhenietet BicoafiglkeYo
over the distribution network. 10. The a?panatus of
HRREHE e cpgrapier ortantrndan apypted versioncefiing gugiaal ey during a
i ut nessage that associates the one or
%%?%agwégg?ggﬂgggions with the encrypted content. 11
The apparatus of claim9, wherein said transmtter is
configured.fo transmt a key nessa that conprises
the efer yp?EﬂaRpéfaé%# f@%mk#i_éwfml@ Sy ggnerafor ISfﬂ%f?sured to
BRRALAIHSD | Rko & 18y s e AESEE L RiRnE R RAVdoRE PNARY ol R tEm.
's configured to determne the one or nore affected
regions froma provisioning message. 13. The apparatus

of clajm9, wherein said vi.sioning, logic is .

cont i Sir ed TS SPRAGHCE Gkt e WIS o PRl i gonfigured to

EQ@ A0 thelAsRIuaR abg prédessihg G /gir(-lﬂ) RE@hnPAlist of the one or more

Infrastructures gL s). WO 2008/019180 '

#tTtedszonns vEb2MMA ggauthnmtaeregnsa e arqukingkey fagriptgon mask, and
in sai I ansm ris f4 Qur s ' .

B 80 ChMai i BN Rl SRS RS, Al MoPIRTLYy Sltypcion

maklgi nal key during a selected blackout interval. 15.

The apparatus of claim9, wherein said key generator

is configured to generate the blackout key using a

nessage au [ ) i g 16,

appar arue.of Byl Fa bR oo iRk dtTbud ek he

ggnfitgucomabrising: gener at e t he bl ackout key by processing

the ori iqgl key .and a list of the one or nore

af f ecF Y8 IRTIUEIP NS OMRE &GRS produce a

wor Ki Rak&br BaHer Rl aladIB Kl eyHibed &Y or‘iﬁﬁeﬁrkré& Bhdtheldd or more

bl ackout key from a sel ected portion of the” working

k@@ﬁ@h@gwp&ion mask. 17. An apparatus for bl ackout

gg% Ir %g%ggg elllcrrlyﬁin%l c%%{elnp \lflvhh AL bqgct:k\gg{ llééy tto I%?o a2 %I%r%t)tlég

content; and
means for transmitting the encrypted content and an encrypted version of the

original key over the distribution network.

18. The apparatus of claim 17, further comprising means for transmitting a
blackout message that associates the one or more affected regions with the encrypted

content.

19. The apparatus of claim 17, wherein said means for transmitting
comprises means for transmitting a key message that comprises the encrypted version of

the original key.



means for determ ning one or nore affected regions;

nmeans for generating a bl ackout key based an origina
whegosamdsd he one or nore affected regions; neERCHUSIINT/068231

encrypting content with the blackout key to produce

encrypted content; and neans_for transmtting the

encrypted content and an encr¥pted version of the

original key over the distribution network. 18. The

appar 20.us Ohe gppakdfuslaf cldith 1 @hefoipMil Sicags foedasrrhiding

transmtting a_ blackout nmessage that associates the . |

eHBDPISYCS FseRs for elsraininedhe epgoimers affested megigm fiem a provisioning

ﬁgg&g@t. 19. The apparatus of claim 17, wherein said

neans for transmitting conprises neans for

transmtting a key nessage that conprises the

encrypt ed rsi on of he original key. WO 2008/019180
PCT/ u%%oo#g%miatmz@f o %&%ﬁ&%?%& i/fsea%ﬂ_f fog Agferipie
YRS RID m%@hsdfom%ﬁnﬁlﬁ{# HELRE F AbARGFLRIRELiSESHITERGS a list of
Tor determning the one or nore affected Tegions from

wcplrapeiatioo mifpaptruotess 4h©Is)21. The apparatus of cl ai m
17, wherein said nmeans for determning conprises
means for determning the one or nore affected regions

based2pn aThé sppaeitus dfdain PPNHREiPERid RfchAStor HehdhhiBg
(LAO's). 22. The apparatus of claim 17, wherein said

PRTBPISSCH BIcany fn diimittig the ongyptsé somer{rmad ppencrypted version of the
. jttd n . nt and an encrypted

éé?ggg%&éwﬁgﬁégggﬁfgF%gkgﬁgégghging a sel ected

bl ackout interval. 23. The apparatus of claim17,

wherein said neans for generating conprises neans for

gener Ad i nngq;] @m{%&@ﬁﬁlal@e&ﬂ, U@ieﬁ‘gn ylmg%@r generating comprises
, . . e

PG LoD, EOMRAEY L ShATHRLI. sfdn FiRgTEWiAC)

glgopthnses: neans for processing the original key and

a list of the one or nore affected regions with a MAC

algorithmto produce a working key encryption mask;

and nmeans fQL m@ﬁ{oﬁrom‘ic%iirﬁgﬁ NRerIAGKOME A Yr %dﬁl@fﬁ‘tiﬁg comprises:

sel ected portion of the working key encryption nask.

means for processing the original key and a list of the one or more affected
regions with a MAC algorithm to produce a working key encryption mask; and
means for determining the blackout key from a selected portion of the working

key encryption mask.

25. A computer program product for blackout provisioning in a distribution
network, comprising:

a machine-readable medium comprising;:

a first set of codes for causing a computer to determine one or more affected
regions;

a second set of codes for causing a computer to generate a blackout key based an
original key and the one or more affected regions;

a third set of codes for causing a computer to encrypt content with the blackout
key to produce encrypted content; and

a fourth set of codes for causing a computer to transmit the encrypted content

and an encrypted version of the original key over the distribution network.



25. A conputer program product for bl ackout

provisioning in a distribution network, conprising: a
worewhiomasr eadabl e medi um conprising: a first sSRCT/U82007/068231

codes for causing a conputer to determ ne one or nore

affected regions; a second set of codes for causing a

conputer to generate a bl ackotht key based an origina

key and the one or nore affected regions; a third set

of codes for causing a conputer to encrypt content

with the bl ackout key pr oduce encrépted cont ent ;
and a2$-our The Baghip¢- r@é@l@é meérur%aﬁ%awg2 veliswginsaie fpwrth set of

LSRR :Qf’;'aotnf %HI%H%@ Y Fa%gll'nﬁg{& %ansﬁ'plﬂa lﬁgclfoﬂ? gg that associates

version o e orlginal "key over Istr on

thetono bk mo: PRARY 1038 h 8 G/ itRETY disPRHdd &mBR3.1 30 26. The

machi ne-r eadabl e nmedi um of cl ai m 25, wherein said

fourth set of codes is configured to cause a conputer

to trapsm fpa BlckoulaESRAAN bPahindss APhALif Said B th set of

one or nore affected regions wth the encrypted

cwles MOnﬁzm:eden eamaah;pmeutee adtadismitreldiyumessfgacthati apniscs the

mhe sald % urth.s fﬁg codes is configured to
V@@RBB Y Enit a key nessage t hat

conprlses the encrypted version of the original key.

28. The machi ne-readabl e nedi um of claim 25, wherein

sai d #8.r st Themaglfinc-sesdabicimedampf gameds twhaseinseiddirst set of
OJEB W confg&eﬂ% RS Q%o&gﬁtgeg’_ﬁbeﬁegm{ﬁeg %rerg‘é% SELGE 48 dﬁ%tﬁ%q%glons

VI SI onl ng nessa I ne-rea

ﬁ”eﬂllatm’oﬁﬂ‘sm@[@ims%ge,\/\her ein said first set of codes
is configured to cause a conputer to determ ne the one
or nore affected regions based on a list of |oca

oper a§9 on Tgé ’gﬁ&hﬁé’ IcL UL RS P{eldﬁmcfz)f %lgﬁ)n \/\;'1 tthrem said éil‘St set of

machi ne-rea nmedi um o ereln sal
t@ies isroméipuet to cades compumn fd dpterednd the oae semarcdiqtiddargions

ran mt.t encr d conten an encrypted
bReLPBA 1ot St e gPrgluaTRs AT HOB sel ect od bl ackout

interval. 31. The nachlne readabl e nmedi um of cl ai m 25,
wherein said third set of codes is configured to
c au s e3@ coifhumerhingrgdade atediurhef dhiae Rourhdtey sudifogtiaset of

{ t t d i t.h 2. T
RGBT bR a cBeiR & S SRRy ohd%
éﬁvrypie@%rs@fl of the original key during a selected blackout interval.

31. The machine-readable medium of claim 25, wherein said third set of
codes is configured to cause a computer to generate the blackout key using a message

authentication code (MAC) algorithm.

32. The machine-readable medium of claim 31, wherein said third set of
codes is configured to cause a computer to generate the blackout key by processing the
original key and a list of the one or more affected regions with a MAC algorithm to
produce a working key encryption mask, and by determining the blackout key from a

selected portion of the working key encryption mask.

33. At least one processor configured to perform a method for blackout

provisioning in a distribution network, the at least one processor comprising:



codes is configured to cause a conputer to generate
the bl ackout key by processing the original key and a
WO e@B/0tf18@ he one or nore affected regi ons w t hPEI/NBL07/068231
algorithmto produce a working key encryption mask,
and by determ ning the blackout key froma selected
portion of the working key eh%%yption mask. 33. At
| east one processor configured to performa nethod for
bl ack@itst niydaws Bt @dtbid@ining ohe @ flokd Bt repRbYOr K, the
at | east one processor conprising: WO 2008/019180
PCT/ Userond oweinipifor gancating adilackediicy tased aneqrigingl keygnd the one
r ted regions; a second nodul e for
ggﬁggggﬁﬁgﬁga%Fggkout key based an origi nal key and
t he Omdﬂnbmomﬂeﬁn&ﬁ@@@hﬁ@c@ﬂgﬂ@ﬂ&ﬂhabhhkmﬂkﬁpdubﬁdﬁmﬁ
encr content with the bl ackout key to produce
légi and a fourth nodule for
tr ansﬂ&fﬂh@ﬁo&ﬁ@ f&@féhé/rﬁft@ﬁg He %h@r?/fatea REn @R HAGLRESPted version
version of the original Key over the distributio
okthooriginaBkey oigethatdidtebigionorwewvgrnkocessor of cl ai m 33,
wherein said fourth nmodule is configured to transmt
a bl ackout nmessage that associates the one or nore
af fectgd TBROLABSt Whd ProbEBodTl MRt B wherie tid fodeth nidWile is
at | east one processor of claim 33, wherein said
s@dieuredite d@n@mtg blebclsﬁtﬂtu roessegs thef assaginen the ankenymersdigged

ypted version of the origina
23) %ﬁﬁﬂ#% ea§?&%ne processor of claim 33,

wherein said flrst nodule is configured to deternine
the one or nore affected regions froma provisionin

messag®.  Bhc atipst ghe prsesoIRielimotle sdsrebaI¢ fosrth %@dule is
&ﬂﬂ‘f Rl 8 Halsrhit 5%?}/ %@éﬁ' € a3 c&ﬂgﬁ%e@ ‘ﬂﬁeeéhchﬁbtéq Helish PHB%
a a Ist o

one or nore ect ed region ased o
bogiahl kegper ati on |nfrastructures (LO's). 38. The at
| east one processor of claim 33, wherein said fourth
modul e is configured to transmt the encrypted

contegg angn@g |84¢ BH@ﬁl%Ges%rr S @IMOT3, WRGreR $ah AR mddgY is
during a selected blackout interval. 39. The at | east

odiguralde sissrmuke thed aenor3dore whieeted regsarisdranh & pebvisiehihg message.
is configured to generate the blackout key using a
nmessage aut hentication code (MAC) algorithm

37. The at least one processor of claim 33, wherein said first module is
configured to r determine the one or more affected regions based on a list of local

operation infrastructures (LOIs).

38. The at least one processor of claim 33, wherein said fourth module is
configured to transmit the encrypted content and an encrypted version of the original

key during a selected blackout interval.

39. The at least one processor of claim 33, wherein said third module is
configured to generate the blackout key using a message authentication code (MAC)

algorithm.

40.  The at least one processor of claim 39, wherein said third module is

configured to generating the blackout key by processing the original key and a list of the



40. The at | east one processor of claim 39, wherein

said third nodule is configured to generating the
whk@skouso key by processing the original key aP@I/ES100%068231

of the WD 2008/ 019180 PCT/ US2007/068231 32 one or

nore affected regions with a C algorithmto produce

a working key encryption maski and by determ ning the

bl ackout key from a sel ected portion of the working

keyoraneeYipfeted rém@eds. wifila M ORldeeithrh @ plobiackowbrking key

provisioning in a distribution netvvor?(, the nethod

st of; gk, anslclyi datergining theclackoutdeeystire aisglgried ppritpn of the

- t has been bl acked- out;
gg?é?énﬁ%??%%&ftﬁg%ag ected region is identified in the
bl ackout nessage; indicating that the sel ected

content is black t if the selected.region is
i dent f”?-i ed?| rﬂ@fﬁﬁﬁ%%ﬁ@&k&%&ﬂ%@@ﬁ@& n aﬂa’ THRIo) BefvRsk the

sehealedpaontLent if the selected region is not

Identifi gd In the blackout nmessage. 42. The nethod of

cl ai nregdiyvinigur blhekoutmeppagsindipatieg thav saleptahcamtdng hasdbeck dlacked-
associated with the selected content. 43. The net hod

8¥% cl ai m 42, wherein said decrypting conprises

gener aétbmginig iPh fakasd reE@Yl if [RMifieEinahé Blabiddut kRYsaapd
region identifiers in the bl ackout nessa wher ei n

e,
t he bindidesng thaethejsslegise gontentde blaghad quy el tg@ bedeqtedjregion is
- . A4 h | of, claim 43, wherein said

@%@é@éﬁﬁn&ge%lég%ﬁﬁtg%é&gg’nag%d ating the bl ackout key
usi ngdecrymbgaesattidibdunkaaif thdsdadal fcMdo)is abtda¢dtiflzthin the
45. The net hod of claim44, wherein said generating
Plagkawt ;R%EE- key conprises: processing the ori ginal
key and a list of the region identifiers wth a MAC
algorithmto produce a working key encryption nask;
and dé.er nifh¢ mgthodef blaan Ko ufurtheryconoimm sedieiap@d original key
E%grt.i og of, Fhe wor ki ng key encryption nmask. 46. The

pHBGd SRS PHFAad QW ei n sai d i ndi cating conpri ses
notifying a wuser that the selected content is bl acked

out. WD 2008/019180 PCT/ US2007/ 068231
43. The method of claim 42, wherein said decrypting comprises generating a

blackout key from the original key and region identifiers in the blackout message,

wherein the blackout key is used to decrypt the selected content.

44. The method of claim 43, wherein said decrypting comprises generating

the blackout key using a message authentication code (MAC) algorithm.

45. The method of claim 44, wherein said generating the blackout key
comprises:

processing the original key and a list of the region identifiers with a MAC
algorithm to produce a working key encryption mask; and

determining the blackout key from a selected portion of the working key

encryption mask.

46. The method of claim 41, wherein said indicating comprises notifying a

user that the selected content is blacked out.



33 47. The method of claim41l, wherein said
determ ning conprises. conparing a current operating

WO 2@BOmM18® region identifiers in the bl ackout PEEESAGE)68231

and determining that the selected region is identified
in the blackout nessage if the current operating
regi on matches at | east one region identifier. 48. An
apparatus for blackout provisioning in a distribution
network, the apparatus conprising: a receiver
configured to receive a bl ackout message i ndi cating
that $2l ecTbemetwrroénlim4d, whearingridetamiipg comprises:

pr oceé&héhg}dgen“ ﬁg%ﬁe;r%{f{gﬁrgglbgl it %?orn%&ﬁlﬂefrs A tﬁe%l%&ﬁo%@

region | out ne
motsapé;and configured to indicate that the selected
content is blacked o the sele t ed

i dent fi§tPrayning tha{dhee ﬁ%meglﬁeé%@a%ﬂ ica ﬂ&f‘e@?‘%ﬁuf Bigssage if the
LRgtn® o?é}%ﬁ@fégﬁﬁ th @R GE WALt dnb ‘?e%"‘i&li Rehgfercontent i f

the selected region 1s not i1dentified in the bl ackout
message. 49. The apparatus of claim48, wherein the

recei is confi ure receive .an o i.nal ke
soetEl o napReis K b Rai n St HRon Rvork, he
@ﬁﬁﬁﬁ@;&ﬁmﬁﬁnggaln149 wherein said decryption |ogic

i's configured to generate a bl ackout key fromthe

ori gi hadcckeycamiguraddp sercivgarhlpqkiont message ldioglipgthetselected

I th bl ackout key is used to decrypt
gage %Qgﬂ%%ﬁ en 51. The apparatus of clai mb50,

wher epﬂa)cesah@ logic rcylpﬁg@w oot miige i€ @RElcgud egtidrois identified in the
generate t he bl ackout key using a nessage
€¥EFon code (MAC) algorithm 52. The apparatus

of cl Q'uggr elrféf\éeecroﬁ’ﬁ?ut%éfl‘'t(gj n‘A?c%feytH { RO Q&e(gcdn%nt 18 blaekeg out if

configure enerate th out processi
theaclocticd ireadn iseglrermlﬁidd an thleiilaodiﬁuttrhmsagee amt nor e
affected re |ons Wi

o kit ARER sk G R e lilaaeRER 6 igted region

RIR¢ kRuUtifikEN e BRLRE Bl8E %@d portion of the working
key encryption nmask. WO 2008/019180 PCT/ US2007/ 068231

34 53. The apparatus of cIa|n148 wherei n said user
|32|t :2%& ce Ciﬁe %%{E]J,];‘E}tg u%fle iag re1 th3 rgg’e?\ger%shc%nﬁgﬁred to receive

an original key associated with the selected content.

50.  The apparatus of claim 49, wherein said decryption logic is configured to
generate a blackout key from the original key and region identifiers in the blackout

message, wherein the blackout key is used to decrypt the selected content.

51. The apparatus of claim 50, wherein said decryption logic is configured to

generate the blackout key using a message authentication code (MAC) algorithm.

52. The apparatus of claim 51, wherein said decryption logic is configured to
generate the blackout key by processing the original key and a list of the one or more
affected regions with a MAC algorithm to produce a working key encryption mask, and
by determining the blackout key from a selected portion of the working key encryption

mask.



54. The apparatus of claim48, wherein said processing
logic is configured to conpare a current operating

WO 2@BOmMI8® region identifiers in the bl ackout PEBES2PE7/068231
and to determne that the selected region is
identified in the blackout nessage if the current
operating regi on matches at | ¥ast one regi on
identifier. 55. An apparatus for blackout provisioning
in a distribution network, the apparatus conprising:
means for receiving a bl ackout nmessage i ndi cating that
sel ecbed cEhe epnarHasofirdam 48 Mhekdy S%«%pser iigiHacerip ponfigured to

gﬁ?ﬁfgarﬂs?ﬁ’ﬂﬂgtth@ sAcR8 &Sh&d §ﬁ9& Q.Oh?' identified in the

kout nessage; neans Indicating that the
sel ected content is blacked out if the sel ected

reglon IS entlfled n the bl ackout  nessage; and
nmeans>tor Eg% ?Igpﬁfartﬁsgo ‘g‘i Sdegdn %ﬁp@ﬁ?ssgqg lpgig 1s configured to

s&het g‘éuﬁ@tg' %&ahﬁg RQ%or t@ef@ﬁlbfl Hd%ﬂtlﬁbl@ it ﬁ% tﬁé&%ﬁ%@ssage and to

nessage he appar atus of clai m 55,
doemring thagtlmsalnsteﬂ mglmrexsedcntu{ﬁgd anthed»ﬂac@omah%k@c if the current

associated w t he selected c 3 57. The
SBissg opphashes i 585 oG Ee AU reans 1or
decrypting conprises neans for generating a bl ackout
key fromthe original key and region identifiers in

the BY.ackOntappeeiader blygrepepravisioaing i ekbiitibwmpn noswork, the
%%%ﬂnﬁ “95&?%§$ the selected_content 58. The

aimb57, wherein said neans for

decr yplchigfo piEpivinpesblacianmesage grlnatiag tfagsdléged content has been
blackout key using a nessage authentication code (MAC)
rf@4¥m 59. The apparatus of claim 58, wherein said

means._.f t: r

2005 BB D" Rer DRBEdbT Sl areeas s Kk AR L Bkt message:
t he omicgnsnfal ikkleptiag thaatheisskectofl coirentarmblaokednamrt éf the selected
affecte e tﬁ %h a N%C a orithmto produce a
Bt opt e ians bk e S Toane f o ot or i mi g
the blagkodl d&8Yptidam %l@c%aeé‘c;n?éillt H‘%ﬁ& 58t re?ﬁ)ﬁ is not identified
wor ki ng  key encryptlon mask. 60. The apparatus of

vl the hlaskqutwivssagien sai d nmeans for indicating conprises
means for notifying a user that the sel ected content
is blacked out. 61. The apparatus of claimb55, wherein

sai d pgansThOhppedtey $f dMifQs5, further comprising means for receiving an

original key associated with the selected content.

57. The apparatus of claim 56, wherein said means for decrypting comprises
means for generating a blackout key from the original key and region identifiers in the

blackout message, wherein the blackout key is used to decrypt the selected content.

58. The apparatus of claim 57, wherein said means for decrypting comprises
means for generating the blackout key using a message authentication code (MAC)

algorithm.

59. The apparatus of claim 58, wherein said means for generating the

blackout key comprises:



conprises: neans for conparing a current operating

region to region identifiers in the blackout nessage;
waeasierass for determining that the sel ected rRgi/O8200%068231

identified in the blackout nessage if the current

operating region matches at | east one region

identifier. 62. A conputer pr%bran1product for

bl ackout provisioning in a distribution network,

conpr ighfdor rodBshignte begdalilcs anedilisnBepht oi Mete Afected

first set of codes for causing a conputer to receive a

iR Sth aGaalegorithimyiodyedyrg arwerkingdicy cpegPEomMeHt aRds

been megr?skf%g g@[&tmin r%stﬁec?lggko%‘?Fﬁfro%%%?ecfeﬂ%o%&ﬂge ezorking

conputer to determne 1f a selected region'is

kelesricrfptied maskt he bl ackout nessage; a third set of

codes for causing a conputer to indicate that the

sel ected content is blacked out if the selected

regiogy! s TH@%Cﬂaﬁdtﬁsdof daif >, NIREKOMid FRESCOP indnd comprises
fourth set of codes for causing a conputer to decrypt
isenssfel aatifethgoomcethat the s¢lheed saitedtieblaclegicmt i s not
identified in the blackout nessage. 63. The
machi ne-r eadabl e medi um of claim 62, wherein said

firstepet Ohe asReRes oIS, QheREn §Ad GRUSEIOR dSRARMIMRY
to receive an original key associated with the

ewnEeed content. 64. The nmachi ne-readabl e medi um of

cl ai in..sai t of .c d(S. .. )
cont | DOt S Eattel L SRt yeon S RRER g e
Kaykdut efssdage; @i gi nal WO 2008/ 019180 PCT/ US2007/ 068231
36 key and_ region jidentifiers in the bl ackout nmessage,

wher el§aRsHer fteanaire thayh slopiedregion ividentyfind in e blackout
'21%513?‘% gjh&%*e%@ B%erééhg dr-ggﬁ)n'm%ﬁgﬂe@ Gt fe??t%ﬁp 'ré;gSiSEffSﬁ*eHﬁ@i&f

erein sai ourth set of cod
configured to cause a conputer to generate the

bl ackput key using a nessa ut henti cati.an code . . .
(VAG) B4 oG RaToRTHE PRALCAI 6 FERGH B & BRI G pflistribution
b, @SmpWliggei n said fourth set of codes is

configured to cause a conputer to generate the

bl ackautackiay-réadable seesswh kgmptisingor i gi nal key and a
list o ngre.affecte r

al gor f OF R SO SaE B Geh RTRG ey Herer g pedoonhabReee
Hattabig dat sI166t6d Qhtdnd Badbeas ickedkeiyt; f rom a

a second set of codes for causing a computer to determine if a selected region is
identified in the blackout message;

a third set of codes for causing a computer to indicate that the selected content is
blacked out if the selected region is identified in the blackout message; and

a fourth set of codes for causing a computer to decrypt the selected content if the

selected region is not identified in the blackout message.

63. The machine-readable medium of claim 62, wherein said first set of
codes is configured to cause a computer to receive an original key associated with the

selected content.

64. The machine-readable medium of claim 63, wherein said fourth set of

codes is configured to cause a computer to generate a blackout key from the original



sel ected portion of the working key encryption mask.
67. The machi ne-readabl e nedi um of cl aim 62, wherein

wa 2008014180 d set of codes is configured to cauBEI/ES2007/068231
conmputer to notify a user that the selected content is
bl acked out. 68. The machi ne-yeadabl e nmedi um of claim
62, wherein said second set codes is configured to
cause a conputer to conpare a current operating region
k& 4iRige@ion iddheifitislih @eShlhdkolin@eBhas kidteimBRIAgRouARS it Gsed to
determne that the selected region is identified in
deraym|thesedastedrostoalie i f the current operating region
mat ches at | east one region identifier. 69. At |east
one processor configured to performa nethod for
bl ack6fit PhomashioeHeagablo n&ddins bf ¢lbint Hdwhtetinsaild, fotrteset of

at . | east _one ,processor conpri sing: | rst dul e for
PUSE I\ AORG B 1o ERISE E Cﬁ%@gﬁg@ $%8‘?%%%F&?&C§ﬁ‘§tq<%¥ piBg Adpessage
gﬁﬂ&ﬁﬁhﬁmﬁaﬁmQﬁﬁﬂaph%%?ﬁgiOut; a second nodul e for

determining I f a sel ed region is identified in the
bl ackout nessage; a third nodule for indicating that

t he se) ect cont.ent i.s, bl acked t.if_the .sel. e

oo oS! P fert Ratearo? nES R oPlhi haodlhyuh SyGogth setof
Equek i compdite té e4ust@Coiplich e ddheraseing BlRAoBARY %Ptpr(i)dcessing the
the selected region is not identified in the blackout

pugisaldey anbad0e] by 9n8or ParT/aikewd 7Te0essith a 3¥ACa]goTiem to
ﬁéo&h?eaé Lol I?e%yoe%%%i) b %asﬁ,l D 6d%teﬂﬁtﬁﬁﬁ 11l b%%ﬁ(gutfklegﬁ%om a
uret '8 %on i gur to'Pecerve an orlgﬁnal ey

aseneal pireieh vi thb widileing kbeeti@gptanhant . 71. The at | east
one processor of claim 70, wherein said fourth nodul e
is configured to generate a bl ackout key fromthe

origipal k reql ' i iRyt bl agko:
mesoans, whiy BRpER R FRlh bPEA By Mo y38 10 setof
tdtes sedoatipetd condusn b .computet trendify b eastthanke l@teis®atent is
gf claim71l, wherein said fourth nodule is configured
%dﬁgﬁg?ate t he bl ackout key using a nessage

aut hentication code (MAC) algorithm 73. The at | east

one processor of claim72, wherein said fourth nodule
is cohfi glhematlongendnlde encdiven bf ek 02, Wieyeibyaid second set of

ﬁ%fC?SSiﬁg }g§ original ke¥ and %/Iist of thﬁ one. or. .ion
8 PAfYEENEE ' SYIBASOIPERT & TR §5YTTRAPYS I Bl resto
AcWefikh NOthk ®Yackout message, and to determine that the selected region is
identified in the blackout message if the current operating region matches at least one

region identifier.

69. At least one processor configured to perform a method for blackout
provisioning in a distribution network, the at least one processor comprising:

a first module for receiving a blackout message indicating that selected content
has been blacked-out;

a second module for determining if a selected region is identified in the blackout
message;

a third module for indicating that the selected content is blacked out if the
selected region is identified in the blackout message; and

a fourth module for decrypting the selected content if the selected region is not

identified in the blackout message.



encryption mask, and by determ ning the blackout key
froma selected portion of the working key encryption

WOore®R/019140 The at | east one processor of clai NPGEPS2007/068231

wherein said third nodule is configured to notify a
user that the selected content_is blacked out. 75. The
at | east one processor of clé¥m169, wherein said
second nodule is configured to conparing a current
operating region to region identifiers in the bl ackout
nessage, and to determ ne that the selected region is .
i dent 79 edThqatlpst pnapiesessornpfcdaiged?, pherehbsaid, fifst produle is

?%g{%ﬂ?éfdlqg rr%c%gaje% dingﬁr?a,'? RSy AsoliBRA8 WitNfe 58X content.

71.  The at least one processor of claim 70, wherein said fourth module is
configured to generate a blackout key from the original key and region identifiers in the

blackout message, wherein the blackout key is used to decrypt the selected content.

72.  The at least one processor of claim 71, wherein said fourth module is
configured to generate the blackout key using a message authentication code (MAC)

algorithm.

73. The at least one processor of claim 72, wherein said fourth module is
configured to generate the blackout key by processing the original key and a list of the
one or more affected regions with a MAC algorithm to produce a working key
encryption mask, and by determining the blackout key from a selected portion of the

working key encryption mask.

74. The at least one processor of claim 69, wherein said third module is

configured to notify a user that the selected content is blacked out.

75. The at least one processor of claim 69, wherein said second module is
configured to comparing a current operating region to region identifiers in the blackout
message, and to determine that the selected region is identified in the blackout message

if the current operating region matches at least one region identifier.



