I LDAP TO SQL DATABASE PROXY SYSTEM AND METHOD [ 0001] The present
matter relates generally to conputer systemintegration and particularly to
facilitating database activity between otherw se i nconpatible conputer
system conponents. 5 [0002] Configuring a conmputer systemto perform
specific functions (for exanple, electronic commerce, web services,

busi ness transacti on processing, electroqic data communi cations, etc.)
often includes the integration of disparate hardware and software from

vari ous sources. A i el syst em may be confi gured
for operation with %%A%?B%%B&ﬁg%%ﬁgﬁ%MBMQFE‘%’% th a first
protocol . 10 [BRAd\Fbe presensmattes nadatbsgeaernityt ©compytendysBmtifiedtam anie parti cul ar

conponent op ' ; cifi.c other .c onent that does not support
that first pﬁ%ﬁ %g%}% E‘{%@Bégﬁ oartabéi&eaarcrEYlé',be&rg%flé’ﬁ’(‘if"f‘é"rf"‘é?é’g’iafﬂéla CPBPYLERt egrate a
dat a store codpeoneampaontri sing a directory or other database with another

conponent s0f @q t re typically.defined in accordance with
specific sche[na@},?rﬁﬂg?roggggg gg%gsﬁ'sgglg%gé?or% SP%%%CF ﬁﬁ‘fti%ﬁ(tj?%exi@plfhe dat a
store. One sEKUPHOEMRDECE, eb kaviSes; biesingssachin@eeinly plosssging g c &R Jacf Or

accessi ng rel@hhRnRhidAlADATRN § em,. dat abases and

anot her is Lightwei gtFlt Dr ec?gﬁgﬂ%\gggggﬁﬁgi%@éggﬁ&%?s@mfﬁ?a (fsé’g'iw&f%g
access to di gt Vrpussuires e parper compenent for 3icb @Gy das edy He c@tizorey f&er Vi ces
opti m zed f Olop&@@sh With orR@RNOR diferaBH | D9odaRd QLR Q- FaGh has

parti cul A a(i)g?ant ages %r ot her char a%ﬁ@%gﬁ%ﬁgéﬁ&ﬁaﬁgﬁﬁ?%ﬁmts 20 use
desi rabl € n "@*CEHpLPEemS yuesssor may Wisk smhpive thelpBidulascoatbapng dpeste avithat wor k
protocol T or spesiRssikch Gorhtn@hi TRl OB dollnpd (HECHAN FoBQY can be easy to

i npl enent in @@gl ient conponent for accessing infornation stored renotely.
It is often d 1F‘HFXQPHF’I“%Pft@h@@rﬂﬁa@ms aditp goteomompommocamgirisoig a( €. 9. an
addr ess ook irediyobamadiahdahAReRoRE o L0 sle DYl LI I LHELEN
vendors and %’ﬁ?w de conpl ex functionality Inc udi ng transaction 3

support and ned fngacordance with spenifiq sphgrassiang progasald foviactestimpiRfatinadat iar i es.
[0004] Sdfet itweBitaddiké iChe Sk HRotb&bl & ROSRILEL] ufod hared by

mul tiple co t?(inents t ate ar e&(():tonfi gured for %?{?%gfmeér‘f?gep(?g?ggogf‘gc.%%s t here
are times whERRIYSARBE Managraent yaem (RPBMS) driabaserandprathdslisl ighwreighk anpl e,
with the dat ®isétoryes@enPraisdor b LP) (S ProOBRE atd . |
configured f b AP gi;rl)er ati onft 30 )[ 000(5) Oé]e ie%p}fg%ﬁéig?%ﬁ&g?&gﬁﬂﬂbi’s
QpenLDAP, an%sp? f ROy SRTHfSE PRfiRiEddposading ofarshingeand atcavsgigor e .
coor di nat ed bforiagorOpRAHABa i BCAVARIEes Nfind QRIAERCAnililhg, Sgldyere ' a
LDAP ser yer fordﬁg\r %del ng LDAP access to data stored In one or ior'e
backends<” OpB¥ISHBO5B ¢ comRute sy ee®. For sxampleusD AR dsadaptsd ora storhgetdoppes 2

(i.e. types af ac@tsaam@snatibtl RUHresB8Cn b AW 5 PAR;ds configured
to provi de backends of three. gener.al le“Y,c(:‘%';llt egor i eg}% ngﬁghg&bﬁg\?één?hat 1) store

data, 2) proSQRRSPREQNaseesdpg HenStQged reotebn dt ia pBerciseifop smaihelienksyto - One
proxy backenstces dirary Ssforridion (@4 R0 AGraR be%lg.- g%e&sﬁ%uﬁa&?m@ fagziifaﬁﬁsﬁ/[ y

servi ce agent ﬁ% iﬁga | es of supported Mses are DB2 from

MySQL from M/SSY difigrepbangers aed previgfromelefuacsionalety iishidinpdrpasagponaht

G oup. [ZW06supplonendan]l-bask ohakess@t typicAKi BenARitSEbadaielase for multiple
pur poses and 05% Echema i s, predefined by the needs of Operi LDAP, it

per f or ms mor &G OPRURCS ASPAROTR U caugpileT SYREM iéR Pashatsd by svdiitiead (st or age

and ot her resoyooasy thithiancontyurbe fi aster@dprblbE N Thitaherk LS (REE AL RNCE
characteristjcs arg npt ,sui t abl e. Back-sgfl is confitgured to use Its own
AT

propri et ary GAPIBAYL8'GE Ao AfHarommtedar eemplenyith thetdatatree ennfigwad even | f

an exi sting SEQHapabé@®eandshat@hipdfcht th(@GATSHANTAP Yitdioh! S Tespective
dat abas OSCh(%HPs éOOO? Accor di rl%l% there is a need for a sinple LDAP to
SQL dat abase pr (LX)?_C implementation of is OpenLDAP, an open source community

developed software data store coordinated by the OpenLDAP Foundation. One
component of this software is a LDAP server for providing LDAP access to data stored in

one or more backends. OpenLDAP provides access to various backends or storage types



[ 0007a] |1BM Systens Journal, Vol 39, no2, "An enterprise directory solution
with DB2", 15 by Shi et al, discloses a systemby which an SQ. dat abase is
defined, through the database schema, by the LDAP server into which it is
plugged. Simlarly, US2003/0191757 di scl oses a system whi ch nmaps LDAP
requests into DA database responses and conmuni cates the DA response into
an LDAP conpati bl e response. [0008] There is preferably provided an LDAP to
SQL proxy to adapt a rel ational database 20 as a direct ory service for one
or nore LDAP clients typically served by an LDAP server. The proxy

conpri ses LDA et%""é@d%@@??) thiryeh srepibin s0dwan fPRFgEPAP dF confisirgd Iouaroyide
necessarily fguckénds erttfee deref] cAézokil\RarIP idbd R sthRYUaR! Do B RHIR! | SE a
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for sharing gemtgyeSQuadmbil®eeelbpneeGesupl abil ity and performance. The proxy
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wi th an |ightweight. dat cces rotocol (LDAP) .to an LDAP client
conpri si ng: po\r/‘xg%l\/‘l9 |nne% _ﬁa‘%ﬁi\‘iﬁcge avrg{herr tg?" %"eed‘é‘?(%ﬂl ﬂﬂalﬁﬁﬁscg"e@?ﬁ‘ﬁai‘% to
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conprising a R - roxy nmodul e def i to DAP servi ce requests
to SQL quelrig%wd?iﬁ{zg% hgﬁ@i:gﬁ%fg:éi "léf)gegpﬁgf t%sggﬁﬁ%%%p'%y'ob% :;\fa sQL
query resu em gl &ol3%;, esl“As ehorprikBrec @Bp@NR R\ ;with erein
the dat abl%se U sSh?i%fail rb?sgloisél aﬁsgﬁg‘f) g?‘@;ﬁl‘%h‘%‘t‘nts La ggztls%?s?fisefl eS egm' h%ég(g{ nal to
the LDAP serveér. Qe’@pr OXY ul e’ may be G gur & t'8 ugh e dpiabaseset of
types of LDARckestayby e LEflasstvst int whieti itiszdudgBARimilarycU82003r049 D1s7C e
consunption, §&f : I ¢l ent facilitate information
retrieval from toﬁﬁég’g?(g[g%hg& %’rp %3 gr%%br?é/qe&ts Enéo Pﬁ&%ggaésf VEPOIE ®nfi gured as
an QpenLDAP gempuwpicatFhihe DARsropseS@k ap LOAP eopthatisle raagorbe def i ned t o mai nt ai n

a pool of pergg i . I ne dat abase such that the
connecti ons 6?600\?? gg@rgc?gggﬁ%%%g@le&ggtmgtp @éé@% tﬁ%xryﬁ%gqui%ﬁ%g’fﬁall dfiﬁgase
accor dan@® wias h daertartiservins freone orteere LD# Podliedite typidlalty sradibsted L ATosepust er
readabl e nedi I Sl I i , i when executed, b

conmput i ng de\/Iillll ?g@ggg%?hgagﬁLP%iég gg? g%fagr 6[?%\3/? ?‘%Pé“gaipfe% @Y&u%‘é)?vi ces to
connect a dathg¢saspalyclont ragueeddetfod LDB® opepepmt iTha ptoay enag korapdiseaandchgiigned f or

e
overhead. The proxy may be further adapted to maintain a plurality of persistent
25  connections to each of at least two alternative databases for executing queries to provide
enhanced failsafe operation. A plurality of LDAP to SQL proxied databases may be
configured for sharing query loads to enhance scalability and performance. The proxy
may be configured as a module for providing a backend relational database to an LDAP
server. Advantageously, the database may be defined in accordance with a database

30  schema that is external to the LDAP server to facilitate integration of an existing database

to an LDAP environment and avoid duplication.



20 LDAP responses and the database is defined in accordance with a database
schema which is external to the LDAP server. 100111 In yet a further aspect
there is preferably a conputer system conprising: an LDAP server for
providing directory services to an LDAP client; an LDAP to SQ. proxy
adapting the LDAP server to connect a database accessible by SQ to the
LDAP client, 25the proxy transform ng LDAP service requests to SQ. queries
and SQL responses to LDAP responses; and 3a database accessi bl e using SQ,
sai d dat abase defined in accordance with a database schema external to the
LDAP server. [0009] @Ddc2drdhive ovith adirbasheoe thiere i§ prefecabiypsbededstaétrsd ¢ ef er abl y
conprises a |like rali each of the LDAP ser QL proxies’

| it f ,  LDAP
and dat abase sprogggg g’frecéoi'% %encé%?’s\}lé?c,coﬁ? oy lwgﬁlghta'ﬁfgég‘%gaeacﬁ%sé BE:Oltt(g’f’ Ed to

define a cel ICLD_aMﬂ tsan IdD AB oiput @mpsigisp o ¢iding kel DA sprérdomgcavingrasgt er _
dat ab.ase accel%gdomligg F)ydir%%gns' sgﬁicle T Tsz%s 7 olfléa%{:e \?/XhSlEBRjF,n{EX Lf)%tshr%gr conprise
a redirector s rver-to share directory service request’s anong the cells.
Each proxy5 i ncomppsing peUPAP t@¢8QL piogy prodfiledafiey temmf LIQAHP eelvice ranestube

directory seryd ,@gﬁ'n : , ; I e of
the particul a?d)lg g‘llclrn%gggﬁtrjlg\ﬁai Lbﬁf.n E%%&%F&%E%%tﬁ?%%%%ﬁ#ﬁé% GS
[00131 An enb®it e ARLgrers isule b MAd rpopsenond pberginghy datrbasety defenpd of - exanpl e
only with refgrgasee Wwithh Rl {RWhNGLHAY BES DAP %We&hfhe'ﬂr&&rrﬁod%le'rﬁ%ﬂ bl ock
di agram of an LDAP server with an LDAP to SQL proxy nodul'e I'n accordance
with an embodtafightgureorminacducedserofifyrse RY BP AR samicofeamssdaginipizsdd¥h ng in
accor dancey W defrefes@iRQdhdiRtion, frlcdbthfie, DnlySth&seRl@eKndb BAAM GhfoRRariRMPUL er
system architectur ef'rgpr ovi ding a EFIura ity of SQL databases to an LDAP
client via LOAPY3 figm thodaiabages Pre faabéb&eo%‘%%swqrﬁcaﬁﬁ@mim@%a

15Fi gure 4 i ssepvef.| THY IO fo STL DS AbddMa) Pe AFHET @aMGRaiiapBolldregiizpdi ment
of Figure 3. 100141 For convenj ence, liéé% nunerals in the description refer
to like structapedosso f‘ﬂ%“sﬁ‘?"ﬁ\ﬂiﬂﬁB@? SEoR eIl FPRICEIES PIR¥IEREGERT EITREBIVENT

20j 00151 Fi gutheSQLighériest rates a representati ve conputer system 100 in which
a first

15 [0010] In accordance with another aspect there is preferably provided a computer readable
medium comprising instructions, which, when executed by a computing device, adapt an
LDAP server for providing directory services to connect a database configured for SQL
operation to a client configured for LDAP operation. The instructions comprising
mappings to transform LDAP service requests to SQL queries and SQL responses to

20  LDAP responses and the database is defined in accordance with a database schema which

is external to the LDAP server.

[0011] In yet a further aspect there is preferably a computer system comprising: an LDAP
server for providing directory services to an LDAP client; an LDAP to SQL proxy
adapting the LDAP server to connect a database accessible by SQL to the LDAP client,

25 the proxy transforming LDAP service requests to SQL queries and SQL responses to
LDAP responses; and a database accessible using SQL, said database defined in

accordance with a database schema external to the LDAP server.

[0012] In one embodiment, the computer system preferably comprises a like plurality of
each of the LDAP servers, LDAP to SQL proxies and databases, one of each server, proxy

30 and database associated to define a cell; and said computer system further comprising a



conponent 102 conprises a LDAP client for accessing directory services
provi ded by a LDAP server 104 over a communi cation coupling 106. However,

t he backend data store (second conponent) is an RDBMS 118 accessible via
SQ.. In the present enbodi nent, the LDAP server is configured as an
OQpenLDAP server (sl apd daenon) for a LINUX 25operating system environnment
having a plurality of standard nodul es for various backends such as but not
limted to bdb 108, sqgl 112 and nonitor .¥14. LDAP server 104 is adapted

wi th a backend proxy nodul e 110 for comunicating SQL queries via

conmmuni cat i onmegserplaiabage 4ctBsstbie WadaetbadleTHel®mpudai ayktemnnatyrfhxsheen&ﬁ;diseent is an

exenpl ary Pos e t dat abase schema
mai nt ai ned ex%eg{rngiglsg/rgo?@?ﬁ? déxgﬁtf)%}gglecf: \?eeq?lgs%cf ?h V\fllsnggq‘l%%xy Hd 116 may
be public or pariquareclhie prefiriddy cdnfigered rexedte dmecterya:meracem@lumdgmenbe or

ot her communi kGBI Buap APt ShchAseHlglanages of LDAP servers my

be used rather than those s own an escrib enLDAP nodul es need
not be provisioned if not needed, for exanple, back-sql, back--bdb, etc.

[0016] RequiesBRIHR DESCHIAPIGN O8MHELORAMINGGI rect ory ser vi ces (typically

queries for 5 information stored to the. b k nd 8) are
comuni cat ed {nggalccor ggﬁ’ggnwre tbg?qi'mEBN'—w POSY B ‘%’F“ bS‘? ORP %é‘?‘(’l‘é?le P8, Server
104 i nvokes pwiixefetd@e whthe follbwimg sifaoving i Wwkich:DAP queries to SQ for
comuni cating to database 118. Responses from dat abase 118 are received in

accordance W th thg. ek i QALK Frghq 110 to
LDAP pr ot ocol responseslf orgéskgnil n Q{) Q:E%Xgu&%l b?‘)ﬁ VI a0 derver 104.
10[ 00171 Fi gure 2 mqdulgdp M@@sncan\'l@%ambedtmnt" message” oper atl ons bet ween
server 104¢ proxy piR@kb g alglgcl@d'i‘%rgﬁ-ppxh@éfge%;&essin% il fec t hat

"message” herein nmeans information conmuni cated or otherw se passed from
one conponent to &ABP4i@Ftand need not be restricted to data conmunicated in

a defined nessage Fﬁ@frﬂBw PolEckCd B bt doRButBedyWeikrchiBsfagRvilifaPr i ses a
supply of credentl "‘533 (S[rerv r 104 and cI iient. 102. Proxy nmpdul e 15110

transforms the ned A0S f e IPAR Flient Yia 4DAP ‘QISQLtHS‘”‘t‘?fendat abase
118 (nessage 2) aracboadabmmh addn@tBdinteat; 364 ver credentials |ocally, providing

a result Jressage on,receipt. of the SQL resulf of t aut henti cation
request (éressage 53 Q“reyg fc}l?fté’tfﬁflﬁatb’f‘%\ﬂ daé.‘“‘f?’%glleﬁll‘g%m@ﬁ &b resul t
(message 5) to server m@&c3%ssage 5 is thus dependent on the results of
the two authentications. Message 6 conprises an LDAP query 20 which is

transformed 3(06]14? @Qrtco%cn?en& gmﬁ&%}g H]?tﬁg@egf Don r-FerEt\o ﬁg‘séxrg?tggggrg (message

8) is received (e.g. a set recor rom Fernha “and
t ransf or ned tdéaValngﬂ_DAP response (message 9). [00181 Proxy nodul e 110 may be
configured with know edge of the requirenents of the LDAP client and the

specific dir rOV|dedt0|t As a result, a specific
25 set of LD E@f%g@?ﬁhﬁﬁw&ﬁ&ﬁg s%“?p%ﬁb'}rrmtl ons may be det erm ned and
i mpl ement28d t{0015] Bigurlel illedited rdpRABhElive @6t s§REMI10CH vHich LRERM at i ons.

Proxy nodule 110 thu S .i ncom message fornmats to oqutgoing formats
efficiently WPRHH! @3(988‘95?% Iag‘ra‘“ng‘fl’éﬁtefﬁ't‘icﬁeg?“ﬁﬁﬁ'secf‘ﬁ)‘ segyipestpyeydded by a| pAP

servi ce requddisP sndr S8R owgtE EorRSudtion SPARS OF. IM@v&X@aHBL&end_ dad S0P cl i ent
102 1211 EELAR Lhpk, Rk e b b e
facilitate LEWRFLDAPswsdrss donfigured §3yanapesLDAR sérdrqs/omt daemon)A6r SUIBNUX t he proxy
25  operating system environment having a plurality of standard modules for various backends

such as but not limited to bdb 108, sql 112 and monitor 114. LDAP server 104 is adapted

with a backend proxy module 110 for communicating SQL queries via communication

coupling 116 to database 118, which in this embodiment is an exemplary PostgreSQL

database defined in accordance with a database schema maintained externally of the

30  LDAP server 104. Couplings 106 and 116 may be public or private networks, local or



6 nodule will consume fewer resources than a fuller SQL proxy

i npl enentation such as back-sql. Additionally and inportantly, the proxy
pernmts use or integration of an existing database particularly when it is
desirable not to change the existing database (i.e. define a new schema).
Thus an SQL database with its existing schema may be efficiently
S5integrated with conponents configured for using LDAP. Duplicate tables
etc. need not be created as is the results of using a second schema for the
sane data. [0019] In a preferred inplenmentation, proxy nodule 110

(back-prox) i %id'éQFga!ngHJoﬁg e'tcn ooty CSHh AL 80 l:l?aﬂgéfﬁg%g%rl %@a@éﬁ‘%a&% or et

forth in Table 1. :inlePitioi Purpose back-prox. : s structures and
const ants t hatPAP&evergiay be vyl rathar thep thopreshpivh erd descritid  Hrver PrenL PP

structures ar fodd&thebPnd®8 provifoRE M hdt ABdR@ IHEKBmp I NGEL- ) HaclCORYIERL | ONpoOt h
This is a header file for the connection pool. connectionpool.¢ This file

connect on poliPTsRaaE im HANE <ok SO oL Frvie” PR GHE P e
ext ernal it eotftaigieg inforiagon gered ofthmekdnDAPS) afddosanfuinicatet $n dcesrdadce &ifdyaneach
modul e. init. EDAP protocol to LDAP server 104. Server 104 invokes proxy 110 which transforms the
LDAP queries to SQL for communicating to database 118. Responses from database 118
are received in accordance with the SQL protocol and transformed by proxy module 110

to LDAP protocol responses for sending back to LDAP client 102 via server 104.

10 [0017] Figure 2 illustrates an example of “message” operations between server 104, proxy
module 110 and database 118. It is understood that “message” herein means information
communicated or otherwise passed from one component to another and need not be
restricted to data communicated in a defined message form via a communication network.
Message 1 comprises a supply of credentials for server 104 and client 102. Proxy module

15 110 transforms the message to provide the client credentials to the database 118 (message
2) and authenticates the server credentials locally, providing a result (message 3). Upon
receipt of the SQL result of the authentication request (message 4), proxy module 110
provides a transformed LDAP result (message S) to server 104. Message S is thus
dependent on the results of the two authentications. Message 6 comprises an LDAP query

20 which is transformed and sent as a SQL query (message 7). The SQL response (message
8) is received (e.g. a set of records from the external database) and transformed to an

LDAP response (message 9).

[0018] Proxy module 110 may be configured with knowledge of the requirements of the
LDAP client and the specific directory services to be provided to it. As a result, a specific

25  set of LDAP to SQL and vice versa transformations may be determined and implemented
to provide reduced LDAP directory services and operations. Proxy module 110 thus maps
incoming message formats to outgoing formats efficiently without necessarily
implementing maps for all types of LDAP service requests and SQL queries and
responses. For example, if LDAP client 102 is limited to retrieving (i.e. searching and

30 reading) information from a directory, LDAP to SQL proxy module 110 need not be

configured to facilitate LDAP requests to modify or store information. As such, the proxy



Header file used to initialize the nodule. init.c search.h Header file for
the searching functions. Also defines structs for converting LDAP attribute
names to SQL col umm nanes. search.c Wen a search is perforned the
functions defined in this file are used to translate the incom ng query,
send it to a Postgres backend, and then package the result into an LDAP
response. bind.c This file contains the functions that are used when a user
attenpts to bind to a node in OpenLDAP. This is where the authentication
agai nst both the server and user cr edﬁnt :3|6|a| s takes place. Tiablfe ;erlgllgtoggg
ce transactiqpal overhead for handling gueries, a pool o
Ign:]gg? ions i8¢ ?Wﬁg‘foﬁweffé‘f’erﬁ%sﬁgr&ﬁlti}a%@H@%Q oxygmpleameptatien swah atlat abase.

i iti 1 il 2P Priteg®iah b d@shL on as
The connect i ob&ksgly Abéitishaay el impordan ?’uﬂfﬂeggir)éth_n%l;tsﬁ?heregoper bl o a% o

i F or di skill. :
hesor bad mer SitabessOianin Gl Rt desireh® nb eicbines ths SHRDRCIAADRS s &1 BRRGE pr oxy

mai Nt ai ns a coewehthgn Thaci SQur daeasss wath i&\bﬁisﬂqggadcﬁﬂaﬂﬁéglﬁé%ft@ﬁ&@@ases (a

| ocal co an noLe master) t ry.. 211 Th ol | owi ng"functions
map the Fuhet DB BBl o Buibiins sk LLA Replct<iabies ip erbami e | on i n
the proxy nodutaedas the result dfasig psaxnd sthehefprisant €. 7 enbodi ment).
Functions that are set to O have no inplenentation and the 0 is the default

return val ue f0019)14h pREfred HifERSatiBh, prilly BRER 1T0 Back-prox) is configured in C
programming language for OpenLDAP as set forth in Table 1:

back-prox.h Defines structures and constants that are required by all of the
files in the module. The structures are used to pass

information between functions.

connectionpool.h | This is a header file for the connection pool.

connectionpool.c | This file contains the functions for initializing, maintaining N
and cleaning up the connection pool.

external.h This header defines the functions for the external interface to
the rest of OpenLDAP. This file is required by each module.

init.h Header file used to initialize the module.

init.c

search.h Header file for the searching functions. Also defines structs
for converting LDAP attribute names to SQL column names.

search.c When a search is performed the functions defined in this file

are used to translate the incoming query, send it to a Postgres
backend, and then package the result into an LDAP response.
bind.c This file contains the functions that are used when a user
attempts to bind to a node in OpenLDAP. This is where the
authentication against both the server and user credentials
takes place. '

Table 1

10 [0020] To reduce transactional overhead for handling queries, a pool of persistent
connections is maintained for reusably connecting to the external database. The
connections may be shared in a round robin or other sharing fashion as is known to those
of ordinary skill in the art. Further operations are described herein below with reference to
Figure 4 wherein a preferred proxy maintains a connection pool for each of two

15 alternative databases (a local copy and a remote master) to query.

[0021] The following functions map the function pointers from OpenLDAP 102 to the

actual implementation in the proxy module 110 (i.e. back-prox in the preferred



bi - >bi

_config = 0; 5bi->bi_close = 0; bi->bi_destroy = 0; bi->bi_db_init

backprox_db_init; bi->bi _db_config = backprox_db_config; bi->bi _db_open
backprox_db_open; 10bi->bi _db_cl ose = backprox_db_cl ose; bi->bi_db_destr
= backprox_db_destroy; bi->bi_op_abandon = 0; bi->bi _op_conpare = 0;
_op_bind = backprox_bind; 15bi->bi_op_tnbi nd = backprox_unbi nd;
_op_search = backprox_ search bi ->bi _op_nodify 0; bi->bi_op_ nDdrdn
bi _op_add = 0 20bi - >bi _op_ del ete = 0; bi->bi _chk referrals = 0O;
_operational = 0; bi->bi_connectiod init = 0;

_connection C|estroy = 0; 25[00221 Functions that do not have an

i npl enent at i ofMkASTEENG; FHtioRdhat grseeisie Ahpvano imelementaiinnad the Gin thersisfaulis ed
because the i ppine @R Bidd@AeYa&edone in a different function. The
correspondi ng functions can be found throughout the rest of the nodule.
Backendl nfo structure that is being referred to by the variable bi is
defined in slap.h and is used t bi-passpenrnfOor mati on, function pointers and
semaphores between the various &-rtéonfig=30i n the nodul e. A brief
descrlptloﬁ of the inpl enent ati dnzbigflogelre); &noti ons in the nodul es fol | ows
in Table 2. Each of the *_db_s Hdezwrdestréyons comes fromthe slap.h file.

bi - >bi
bi - >bi
0; bi->
bi - >bi
bi - >bi
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bi->bi_db_init = backprox_db _init;
bi->bi_db_config = backprox_db_config;
bi->bi_db_open = backprox_db_open;
bi->bi_db_close = backprox_db_close;
bi->bi_db_destroy = backprox_db_destroy;
bi->bi_op_abandon = 0;
bi->bi_op_compare = 0;

bi->bi_op_bind = backprox_bind;
bi->bi_op_unbind = backprox_unbind;
bi->bi_op_search = backprox_search;
bi->bi_op_modify = 0;
bi->bi_op_modrdn = 0;

bi->bi_op_add = 0;

bi->bi_op_delete = 0;
bi->bi_chk_referrals = 0;
bi->bi_operational =
bi->bi_connection_init = 0;
bi->bi_connection_destroy = 0;

[0022] Functions that do not have an implementation were either not necessary or were
redundant and not used because the implementation was done in a different function. The
corresponding functions can be found throughout the rest of the module. The
BackendInfo structure that is being referred to by the variable bi is defined in slap.h and is
used to pass information, function pointers and semaphores between the various functions
in the module. A brief description of the implementations of the functions in the modules

follows in Table 2. Each of the *_db_* descriptions comes from the slap.h file.

bi_db_init Called to initialize each database, called upon readmg ‘database
<type>' called only from backend db init()

bi_db_config | Called to configure each database, called per database to handle
per database options called only from read_config()
bi_db_open Called to open each database called once per database
immediately AFTER bi_open() calls but before daemon startup.
Called only by backend startup()

oy

The



Desciriptioti- bi_db_init Called to initialize each database, called upon
readi ng ' dat abase <type>' called only from backend db init() bi_db _config
Called to configure each database, called per database to handle per

dat abase options called only fromread config() bi_db_open Called to open
each dat abase call ed once per database i medi ately AFTER bi_open() calls
but before daenon startup. Called only by backend startuPO 8 bi _db_cl ose
Called to cl ose each database call ed once per database during shutdown but
BEFORE any bi _close call. Called only by ®ackend shutdown() Called to
destroy each database call once per dat abase during shutdown AFTER all
bi cl ose cal |'s but| bhaboriesebi| Gidisd rojose edch datai@aé tadidd omie pebdatdbacidatiayg
destory() bi_db_ddastroy bi |chutdpwbCBEFOREany &i_biosccatip Erlidicnty. bybi  op
unbi nd Cal | ed on gn_unbind qpeackend shutddyn(bp search

bi_db_destroy | Called to destroy each database called once per database during

shutdown AFTER all bi_close calls but before bi_destory calls.
Called only by backend destory()

bi_op bind Called on a bind operation.

bi_op_unbind | Called on an unbind operation.

bi_op_search | Called on a search operation.

Table 2

[0023] The standard configuration file for OpenLDAP is called the slapd.conf file and can
often be found at /etc/openldap on a Linux machine for a standard installation. The back-
prox module comprises additional parameters that are read on startup from the

5 backprox_db_config() function in the init.c file. Table 3 lists the new parameters and their

roles.

“Description ~ S
The login name of the cell database user.

' vcellx dbuser

cell dbpasswd The password of the cell database user.
cell dbname The name of the database instance to log into.
cell dbhost The host machine of the cell database.
rimary dbuser The login name of the primary database user.
primary dbpasswd The password of the primary database user.
rimary dbname The name of the database instance to log into.
primary dbhost The host machine of the primary database.

connection_pool_size | The number of persistent connections in each of the
connection pools. There is one pool for the local copy
and one for the master database.

reconnect_interval When a database goes down, this is the polling frequency
that the reconnection thread will use.

Table 3

[0024] Mapping of LDAP attributes to SQL and vice versa may be performed in a variety

10 of ways including table look-ups etc. as will be understood to persons of ordinary skill in

the art.

[0025] Figure 3 illustrates a block diagram of a computer system 300 for providing

scalable and redundant directory services to an LDAP client. In system 300, there is a

master database 324 which is replicated to a plurality of cells 306, 308 and 310 each cell
15 comprising a cell database (318, 320 and 322) fronted by a respective LDAP to SQL



Call ed on a search operation. Table 2 100231 The standard confi guration
file for OpenLDAP is called the slapd.conf file and can often be found at

[ etc/openl dap on a Linux machine for a standard installation. The backprox
nmodul e conprises additional parameters that are read on startup fromthe
Sbackprox_db_configO function in the init.c file. Table 3 lists the new
paraneters and their roles. Paranmeter Description cell dbuser The | ogin
name of the cell database user. cell dbpasswd The password of the cell

dat abase user. cell dbname The nane of tlfe database instancgbto Io_?_hl nlto
cell dbhost The host machine of the cell database. primary user e login
nane of the p‘?r?WWPH%FPh@é%élﬁlé’écfn%ﬁrﬁﬁ}”&ﬂ"éﬂfbﬁéwrySemces to the LDAP

client 302. A query from the LDAP client 302 is directed to a particular one of the n cells
306, 308 and 310 by a redirector component 304 (typically a server configured for load
sharing) to share load among the cells and provide for scalable and redundant service.

5  LDAP to SQL proxy component 312, 314 and 316 may comprise an OpenLDAP server
with a LDAP to SQL proxy module as previously described and further described below.

[0026] A request for directory services to a particular cell may be serviced from that cell’s
database, a local copy of the master database, or from the master database should the local
copy database not be available. Figure 4 illustrates a flow chart of operations 400 for a

10 connection pool of a cell (e.g. of the LDAP to SQL proxy) to determine which of the cell
database and master database to direct the transformed LDAP to SQL query. In order to
decrease processing, a flag may be set to indicate to the proxy not to attempt to use any of
its connections in the cell connection pool. A background thread may be executed to re-
establish connections to the cell database when it becomes available, periodically retrying

15 as necessary until successful. The thread can rebuild the connections and reset the flag

before terminating.

[0027] Operations 400 commence following receipt of a query to service at start step 402,
The cell down flag is checked at step 404. If it is not down, via No branch to step 406, the
cell connection is tested and a result determined (step 408). If the cell connection is OK,

20 via Yes branch to step 410, the transformed LDAP to SQL query is executed against the
cell’s local database. The connection is returned to the pool (step 411) and operations for
that query end (step 412). If the connection did not test OK at step 408 or the cell flag was
set at step 404, via respective branches to step 414, cell reconnection is spawned and

operations attempt to query the master database.

25  [0028] Steps 416-423 are performed relative to the master database and are similar to
steps 404-410 as performed relative to the cell database. If a query cannot be completed
against either the cell database or the master database, at step 424 an error is returned and

operations finish (step 412).



The password of the primary database user. primary dbnanme The nanme of the
dat abase instance to log into. primary dbhost The host nachine of the

pri mary database. connection_pool size The nunber of persistent connections
in each of the connection pools. There is one pool for the | ocal copy and
one for the master database. reconnect interval When a database goes down,
this is the polling frequency that the reconnection thread will use. Table
3 100241 Mapping of LDAP attributes to,SQL and vice versa may be
performed in a variety 100f ways includi% tabl e | ook-ups etc. as will be

under st ood tgmgﬁg ons 0 (grdlnar Sski | 0 he art 0025% t ure 3

il lustrates Pl I 58? Wplme 388%&?‘%‘? gé/g‘@éfﬂ%’@ £ BPTUBR 8L IFRYORKal abl e
and r edundantmadi systetnor yDAEraneme}x)zt 102y Bothiise aﬁ|dlc§bﬁbmc Inthilsyesiee MOr3PQvidinger e i s
a naster dat S licated to a urality of cell 06, 308
and 310 each%(%gﬁﬁ mggl d V’arlets)lar‘igcfssa T 8gfhaeb'5§}a T35 s“‘% ‘ér‘i"da‘%’ﬁ’%’) "PPont ed
by a respect iMieapbiDARNG SuSIRk serferpnayxy icepped eith o(h’Bﬂ.l%,er gbdisiantlg 3drbiced @t

providing th e e LDAP.clie A query fromthe
LDAP cli ent %3%*6,5@% P I ‘{i‘y“lt oa?ga‘s‘??%ﬂ% P“cé‘ﬁ‘éeré%‘i“??g"“ ®Gel'l's 306, 308 and

310 by a redirector conmponent 304 (typically a server configured for |oad
[0029] Although an embodiment or embodiments, sometimes preferred, have been

described herein, it will be understood by those skilled in the art that variations may be

made thereto — the scope of the invention is defined by the appended claims.



sharing) to share | oad anong the cells and provide for scal able and
redundant service. 5 LDAP to SQL proxngorrponent 312, 314 and 316 nay
conprise an QOperi LDAP server with a LDAP to SQ. proxy nodul e as previously
described and further described below. [0026] A request for directory
servi ces Cmimsparticular cell may be serviced fromthat cell's database, a
| ocal copy of the ter database, or fromthe naster, dat abase should the
| ocal copy dat B’é%tgg‘iBEPq%‘ IFegiAry Serjcgy eAcgordanersyith  dighveighidatnar t  of
oper ations 400 CP MG . (e.g. of the LDAP to SQL
proxy) to det e?ér%eﬂseﬁ\?\%ig%lhgof tﬁg%géﬁf&%g?%tggéﬁgﬁaéhaster dat abase to
direct the trapoiohimed ledAPhd bDBQseqiee for.redaiviog dad rdsporditng @akiecprpcessi ng,

a flag nay be set. to indicate to the. not ttenpt to.use any of its
connecti oxs i n*THE® {:eé]IuFSq%H‘rﬁ‘fgﬁr[dia’&‘f? %Blgﬁﬁ%’ﬁﬁgkfgﬁé%ﬁﬁr‘i%ﬁ%‘%nﬂﬁ% aBey
executed to r eEpAPIbISHICRRENOGEN IS ghfdet BOLE BldxydREARAGEIWARH nidp becones

avail able, periodically retrying 15as necessary until successful. The
thread can rebigceied hDAdotendet regnestaiodS Qle gueriashexechigghd 8Qbraateties mi nat i ng.

[0027] Operati o] fall.owg recei of La_quer Q service at
start step 402%%@9%8% (ﬁg;%b\%nglgﬁ %&alg\g@h%%ﬁ%(ﬁe Sﬁtts %?de%laﬁg}f él(?#“ Wi s not
down, via No bregiehtotldD AP egpdfiles, wiecigel datbas@bbme whish iesh@ehignd a result

deterzined (step 408). If the cell connection is OK, 20 via_ Yes branch to
step 810, the t¥aRalhiaag sepmpteippnstie lldAPyserver. dx apqirted tadefineshe AL cel | ' s
| ocal database tr I | nd

oper ati ons for¢?ﬁ%§egﬁgggqé%gpf§?gggiﬁ§?&gf§gﬁiggégﬁﬁggg%%ﬁgﬁéé&%%‘ test K
at step 408 or the cell flag was set at step 404, via respective branches
to step 414, ce]l recqnnectjon is. spawned and operations atfenpi to query
the nmaster dat ﬁﬁ%@sﬁwg@f@ﬁé@ﬁ t@f%ﬁngﬁ f@?@ag} %al‘gewm?% Bieaplig@ed o t he
mast er dat abasg B 0% s nglative to

t he cell databaggmf?%g%égggth%gﬁ%o}§%§?2bnplg%%%eggg?ﬁgﬁgggﬁﬂgﬁﬁ%he cel |

dat afi@se or theDAdstlient.dat abase, at step 424 an error is returned and
operations finish (step 412). 10 100291 In a preferred inplenentation,
system 300 may conprise a portion of an electronic mail system LDAP client
302 may cpnpri ke ﬂl@tl@ﬁ%@édr@ﬁhﬁ% ORirh 2S8ktEih thOT DAIFOM SOINBroxly 8-E il inapdrai |
via web access to users of the mail service such as is available from

M rapoi nt, | ncLD8kcssrdceseauests swiicipat tp haclitatet andy wifeimastonaetrigsadrfrom the

provi si oni ng s&ﬁxeggs etc. and require access to external databases storing
such user information etc. [0029] Although an enbodi nent or enbodi nents,
sonet20mes preferred, have been described herein, it will be understood by

those skilled in the art that variations may be nade thereto-the scope of
the i nvention The wethodageqsdingie anppeneledaigisa o) wharginghe il fAP seryeriet hod of

provi di ng di reg&n@{ggreﬁedrs\éh(iﬁjsenh@ﬁpge?{;&gnce with a |lightweight data

5. The method of any one of claims 1 to 4 wherein each group of a LDAP server, a
25 proxy module and a database defines a cell, the method further comprising the

provision of a master database accessible to each cell.

6. The method according to any one of claims 1 to 5 wherein the LDAP to SQL
proxy module maintains a pool of persistent connections to at least one database,
30 said connections providing access to execute said SQL queries.
7. The method of claim 5 or claim 6 when dependent on claim 5 further comprising

the provision of a redirector server for sharing directory service requests among

a plurality of cells.



access protocol "LDAP to an LDAP client conprising: providing at |east one
LDAP server for receiving and respondifig to directory service requests in
accordance with LDAP, each LDAP server conprising an LDAP to Structured
Query Language ~SQ.' proxy nodul e defined to map recei ved LDAP service
requests to SQ queries, execute the SQL queries against a SQL database to
obtain SQL query results and map the SQ. query results to LDAP responses,
wher ei n aSdat agg%@eg@ﬁéﬁﬁl,a“%ﬁi F$l3im e g heder derandentiop damghd separ at e
fromthe LDAP i 95;% : i LDAP
server is oper g;tﬁé ﬁ{%“h?é hegaelggler%ér)l%%ﬁglggﬁ%égg g C@?I[geu?rg& @%%g&gg &85&381
accordi ng to chaviee tequhes egaing dehmsaerdlambaseyif paidtabesel of tieopdriigulaectlltio onl y
map ageduced set qf types of LDAP service requests specific to the LDAP
client® The metMd'%R!%ording to claim2 wherein the LDAP to SQL proxy

nodul e maps LDAP service requests sufficient to facilitate only information
retrieval fromthe database. The nethod according to any one of clains 1 to
3 wher ei n9t he ARAMPiarveadabls neashifirh gomedsiag isstruCpenrsl. BARhs wherexectited hyet hod
of any one of clains.l to.4 er ei h grqup of..a LDAP server, pr oxy
modal 5 and o caraBauE it ST B PRI et It i R B T ek Ryt b
provi sion of acsmsties SQBHABER REALSSH BESOD ofaeho® 4 clichP ok or
according to any one of clains 1 to 5 wherein the LDAP to SQ. proxy nodul e
mai nt¥ ns a pobﬁA&OWtW@@ﬁPleWﬁh@ém%@ efpnytont ehsleingnk taldt abase, said
connections providing access to execute said SQL queries. The method of
claim5 or claim6 when dependent on claim5 further conprising the

provi si onl@f aAreedipuesispsteraedbm@risingr sharing directory service requests

anong a plurality of cells. 12 The nmethod of claim5 or claim7 or claim®6
when dependent 2idfast pag helwigiest datp ageeshpiofasel LA ryes for ravdingul ar cel | s

configured to i i [ O[ﬁﬁﬁ. .

dat abase if a %ﬁﬁgggmoc;&? é{%[a)r%q{ééllf greagg@%gt %ﬁ%\?g? %r%%‘e?g }csgr{rgput er
readdd e nedi uan EDAR tosStngtires QuerytlianpsageviBiQEN prostyefior edapang dok P AR
conputing device, adapt an LDAP server,_ for ovi di irectory services to
connect a SQL %F.é‘t’%[t’j%g&"?&h? hﬁgbaéﬁa?‘ifﬁs@a%yoﬁéréﬁ&‘ﬁﬁ%‘gﬁ shient ‘éﬁ@r(@%’nfi gured
for LDAP oper apdiffaf@hdelRd REBMDA P erREROGLeOts tABNI fRrief afd O | to 8. A

conput er systemconprising: at |east one [ightweight data access protocol
"LDAP' server fesponsestpildPAY relipoasssoand services to an LDAP client; each of

the at | east one server copprising.. an.LDAP t t ructured ry Language
*SQL' proxy fof 8%%8@% PRE Y "Ifﬂ&&%le%@?e% %geﬁ?l F Sehegay g&&i’égaccessi bl e
by SQ0 to the kbNifdd @Aérnally® HAR¥YarkRifien & EDAPdetver, ¥ash LDAP sevefi ce
requests to SQ queries and SQ responses to LDAP responses; and a dat abase
accessi bl e usi ergrafdy tdeseitheextbypabdaighasbsghemachena, which is mai nt ai ned
externally to and separate fromthe LDAP server, each LDAP server operable
to use the external database schema. The conputer system according to claim

10 wher ei nl.t heThs eotiiputsr Sktea@Rordin for s 00 Wherelre®b paskySehrrigelitpes of
LDAP service requests specific to the LDAP client. The system according to

claim 10 or cl &insform grdpesdhset pbtypesned LlaAPsenies gauasiespEBAP ta BreddpAPThe
conp r systemgecording to any one of clainms 10 to 12 wherein each group
of a LDAP server, a LDAP to SQ proxy and a database defines a cell and
said conputer system further conprises a naster database accessible by each

cell. . . . . .
12. The system according to claim 10 or claim 11 wherein the LDAP server is an

OpenLDAP server.

30 13.  The computer system according to any one of claims 10 to 12 wherein each
group of a LDAP server, a LDAP to SQL proxy and a database defines a cell
and said computer system further comprises a master database accessible by

each cell.



13 14. The conputer system according to claim 13 further conprising a
redirector server for sharing directoryyservice requests anong the cells.
15. The conputer system according to claim 13 or claim 14 wherein each
proxy in a 5particular cell is configured to execute directory service

requests agai nShe thapwessystent@icahnsetd dlaigh HRfRRseoMpridifiea RAikEeH ar cel |
is unavailable. 16. The conputer system according to any one of clains 13

to 15 wherein &4y for sharing directgpyosepviparegpesinejaeng Geailntain a plurality of
persi stent connections to each of the 10dat abase of the proxy's cell and
the master database, said connections providing access to execute said SQ
queri es t d5.enhdhe eothpitbisgfenogpeoatingtosclaim 13 or claim 14 wherein each proxy in a

5 particular cell is configured to execute directory service requests against the

master database if a database of the particular cell is unavailable.

16.  The computer system according to any one of claims 13 to 15 wherein each
proxy is arranged to maintain a plurality of persistent connections to each of the
10 database of the proxy’s cell and the master database, said connections providing

access to execute said SQL queries to enhance failsafe operations.



