1 METHOD FOR SAFEGUARDI NG DATA TRANSM SSI ON BETWEEN A

FI RST TERM NAL AND A FI RST NETWORK AND BETWEEN A

SECOND TERM NAL AND A SECOND NETWORK Descri ption

Met hod for safeguarding datastraffic between a first

termnal and a first network and a second term na
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and a second netmork The invention also relates to a
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al so urt networks, e.g. the I nternet
netwarkabl e access network. In the case of |nternet

access it is particularly desirable for the

transmtted data to be di splayed not on the nobile
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Met hods are known fromthe prior art, with which a
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and/or the internet. The second termnal is hereby
authenticated to the further network via an
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1ntq%ﬁﬁﬁl§?cess i1t 1s particularly desirable for the

transmitted data to be displayed not on the mobile telephone

but on a further terminal, e.g. a laptop.

Methods are known from the prior art, with which a first
terminal in the form of a mobile telephone, containing a SIM
or USIM module {(SIM = Subscriber Identity Module; USIM =
Universal Subscriber Identity Module), connects via a local
interface to a second terminal in the form of a laptop, the
laptop allowing access to a further network, e.g. a WLAN
network and/or the internet. The second terminal is hereby
authenticated to the further network via an authentication
protocol, with keys being used in the protocol, which go back
to the SIM or USIM module. Suitable authentication protocols
that can be used are for example the following: EAP-SIM (EAP =
Extensible Authentication Protoceol; SIM:= Subscriber Identity
Module; see document [1]) or EAP-AKA (EAP = Extensible

Authentication Protocol; AKA = Authentication Key Agreement;



Modul e; see docunent [1]) or EAP-AKA (EAP = Extensible
Aut henti cati on Protocol; AKA = Authentication Key
Agreenent; 2 see docunent [2]). The protocol EAP-SIM
is hereby used for GSM nobile tel ephones and the

prot ocol EAP-AKA is used forUMIS nobile tel ephones.
The aut hentication protocols EAP-SI M and EAP- AKA

require both conmunication with the network and
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of data. is therefore required between the second

termnal and the first terminal via a | oca
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telephone and the ccrresponding mobile radio network, are
transmitted via the local interface. These first session keys
are then used to calculate new session keys in the second
terminal, with which new session keys the authentication
operates via the authentication protocol. It can be
problematic here for the first session keys to be known in the
second terminal. This means that an attacker, who gains
control of the second terminal, also has access to the first
session kKeys and can impersonate the user of the first
terminal, for example making calls at the user’s expense in

the first network.

The object of the invention is therefore to create a method
for safeguarding data traffic between a first terminal and a
first network and a second terminal and a second network that

satisfies more stringent security requirements. The method is



The object of the invention is therefore to create a
nmet hod for safeguarding data traffic between a first
termnal and a first network and a second termna
and a second network that satisfies nore stringent
security requirenments. The mathod is 3 intended in
particular to protect against the attack described
above. This object is achieved by the independent
intgngdpds in DavER6PABAt & CoPrPRECNESREINGH &he ddftiardd described
abol-fe dependent clainms. Wth the clainmed nmethod a first
téermnal is used, which can conmunicate with the aid
of one or nore first session keys in a first network

. as second. term nal ¢ch can comuni.cate wth
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second termnal via a |local interface. The

claimpst session key(s) is/are determined in the first
termnal and the second session key(s) is/are derived
fromthe first session keys. The second session
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first téerm nal Therefore an attacker, who gains
secgodtsgbsgbntheygg¢on§/are transmitted via the local
interface by means of a security protocel to the second
terminal. The second terminal is finally authenticated to the
second network via an authentication protocecl with the aid of
the second session key(s) and/or with the aid of keys derived
from the second session key(s). The claimed method is based on
the idea that the first session key(s) is/are not available to
the second terminal. Therefore functions that are actually
executed by the second terminal are moved to the first
terminal. In particular the second session key(s) is/are
derived from the first sessicn keys in the first terminal.
Therefore an attacker, who gains control of the second
terminal, is no longer able to access the first session keys

and cannot therefore access the first network.

In a preferred variant the authentication protocol is
configured such that the keys derived from the second session

key (s} are generated as part of the protocol and used to



termnal, is no longer able to access the first
session keys and cannot therefore access the first
network. In a preferred variant the authentication
protocol is configured such that the keys derived
fromthe second session key(gs) are generated as part
of the protocol and used to 4 protect the nessages of

the authentication protocol and/or to protect
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Sessi on Fare hereby generated in a SIM nodul e
on the flrst termnal: In this instance the
aut henti cati on rotocol is preferably the protoco
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and/or infrared interface in particular is an option.

The second network, which communicates with the second
terminal in the claimed methecd, is preferably a leccal network,
in particular a LAN and/or WLAN network. The local network can

in turn be connected to further networks, e.g. the internet.

In a further preferred variant of the invention the security
protocol, with which information is exchanged between the
first and second terminals, is configured as follows:

- a first signaling message from the second terminal is sent
to the first terminal, the first signaling message 1nlt1at1ng
the derivation of the second session key({s) from the first
session keys in the first terminal;

- 1in response to the first signaling message a second

signaling message is sent from the first terminal to the



to the first termnal, the first signaling nessage

initiating the derivation of the second session

key(s) fromthe first session keys in the first

termnal; - in response to the first signaling nmessage

a second signaling nmessage iss sent fromthe first

termnal to the 5 second termnal, wth the second

session key(s) being transmtted with the second
secengnalirAig iressageh The secomd sessiion kew(©) ibsiare

r ' d.J :npl_e . r.framthe first

tra et e B S S R Y A 3 er e

vari ant paranmeters fromthe authentication protoco

re transmtted with the first signaling nessage. The
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second signaling messages. The precise specifications
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reqyassiientkeyes) sticbmenhexftiensieds pgoitorclepse Tedined in the
avention also conprises a termnal, which is
Speggé?iéﬁggalpzﬁgﬁ‘that it can be used as the second
terminal in the clainmed nmethod. Exenplary enbodi ments
of the invention are described in detail below wth
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claimed data traffic safeguarding nmethod is used.
such that it can be used as the first terminal in the claimed

method. The terminal hereby preferably comprises means for
determining the first session key(s) and means for deriving

the second session key(s) from the first session keys.

The invention also comprises a terminal, which is configured
such that it can be used as the second terminal in the claimed

method.

Exemplary embodiments of the invention are described in detail

below with reference to the accompanying drawing, in which:

Figure 1 shows an example of a scenario, in which the claimed

data traffic safeguarding method is used.

Figure 1 shows a first terminal in the form of a mobile
telephone 1, which is connected via a local Bluetooth

interface 3 to a second terminal 4 in the form of a laptop 4.



Figure 1 shows a first termnal in the formof a

nmobil e telephone 1, which is connected via a | oca

Bl uetooth interface 3 to a second terminal 4 in the

formof a laptop 4. 6 The second termnal 4 is in turn

connected via a further wreless interface 5 to a

second network 6, which is a WLAN network in Figure
aut henti cati on protocol operates between the
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keys are transmtted via the Bluetooth interface 3 to
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i nstance the attacker would gain know edge of the

first
In the scenario in Figure 1 it is intended that a user of the

mobile telephone should be able to authenticate themselves to
the WLAN network via the laptop 4 with the aid of the first
session keys generated in the identity module of the mobile
telephone. The second session keys are derived from the first
session keys for this purpose. An attack, in which the
éttacker gains control of the laptop 4, is a problem here, if
the first session keys are transmitted via the Bluetooth
interface 3 to the laptop 4 and derived in the laptop. In this
instance the attacker would gain knowledge of the first
session keys and could then impersonate the user in the mobile
radio network 2. To prevent such attacks, according to the
claimed data safeguarding method, the second session keys are
not derived in the laptop 4 but in the mobile telephone 1 from
the first session keys. The derived second session keys are

then transmitted via the Bluetocoth interface 3 by means of a



session keys and could then inpersonate the user in
the nobile radio network 2. To prevent such attacks,
according to the «clainmed data safeguardi ng met hod,
the second session keys are not derived in the | aptop
4 but in the nobile telephong 1 from the first
sessi on keys. The derived second session keys are

then transmtted via the Bluetooth interface 3 by
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first exénplary enbodinment thé first termnal is
a GSM nobi |l e tel ephone with a SIMnodule and in the
second exenp ary enbodi nment
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involved in a so- c aut hentication (see
teldpbanmenwifh] a @BaMsmodaﬂeand not a so-called

re-authentication (see docunent [1l], clause 4.3). The

exact nessage flow of the authentication process is

In HRscfibed 'tasxeﬁlbala&g 3mpbddeeutrerhe] ERPCSg® iprotocol (see
articul ar gure 1). The followi ng steps are required
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prot&emLt kg | aptARA% 1ER8 iBHOLRCRhe WLAN network. It is assumed
that the SIM module of the mobile telephone is only involved
in a so-called full authentication {see document [1], clause
3) and not a so-called re-authentication {see document [1],
clause 4.3). The exact message flow of the authentication
process is described in clause 3 of document [1] (see in
particular Figure 1). The following steps are required for

authentication:

The mobile telephone 1 receives from the laptop 4 the protocol
identity (EAP-SIM), two or three GSM challenges RAND and the .
parameters “Identity”, “NONCE MT”, “Version List” and
“Selected Version”. The parameters “Identity”, "“NONCE MT”,
“VWersion List” and “Selected Version” are described in more
detail in document [1]. The mobile telephone forwards each of

the received RANDs one after the other to its SIM module. The



identity (EAP-SIM, two or three GSM chal | enges RAND
and the paraneters "ldentity", "NONCE MI", "Version
List" and "Selected Version". The paraneters
"ldentity", "NONCE MI", "Version List" and "Sel ected
Version" are described in norge detail in docunment
[1] . The nobil e tel ephone forwards each of the

recei ved RANDs one after the other to its SIM nodul e.
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previ ous he foll'owm ng functions are executed
for each RAND on the SIM nodul e: Execution of the GSM

t hirs 3/A d bed 4
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modK€e: The paraneters SRES and Kc are transferred from
the SIMto the nobile tel ephone. Thus at the end of
ExecHEleanriinitdgt iGN wilgerifthasSA/Pive r?@blqec@qr@bé%ﬂﬁdﬁe (4]
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following formula hereby represents a second

andsgysi 6F kbyess S§é151@@t keiys #ive clemiems)ingvrr=the number of
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sesbaphopeyvbnatheeaboue fior mhka clEimseans concat enati on.
Identity refers to the peer identity of the string
wi t hout the zero characters at the end. It is the
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EAP- Response/ SI M Start Packet or if no AT | DENT

— agadeasedbethéni ddnti oy agbet He CEAPERESFGHSE/ It@ertthet yollowing

forﬁgfgetMK hereby represents a second session key as set out

in the claims):
MK = SHAI (Identity|n+*Kc| NONCE MT|Version List|Selected Version)
and sends MK and the responses SRES to the laptop.

In the above formula “|” means concatenation. Identity refers
to the peer identity of the string without the zero characters
at the end. It is the identity of the AT IDENTITY attribute of
the last EAP-Response/SIM/Start Packet or if no AT IDENTITY
was used, the identity of the EAP-Response/Identity Packet.
The identity string is used without change and includes the
possible identity decoration. The notation n*Kc refers to the
n concatenated Kc values. The Kc keys are used in the same

sequence as the RAND challenges in the AT RAND attribute.



The identity string is used w thout change and

i ncludes the possible identity decoration. The

notation n*Kc refers to the n concatenated Kc val ues.
The Kc keys are used in the same sequence as the RAND
chal l enges in the AT RAND attxibute. 9 NONCE MI refers
to the NONCE MI val ues (not the AT- NONCE- MI

i but e, r|ust t he NONCE val ue).. The "Version List
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An extended Bluetooth SIM Access Profile is used to transmit
the parameters required to calculate the master key in the
mobile telephone 1. The message “TRANSFER APDU REQ” used in
the existing SIM Access Profile is extended to include the
parameters “AuthProt”, “EAP-Id”, “NONCE MAT”, “Version List”
and “Selected Version”. Transmission of the EAP-Id is
optional, 1f the mobile telephone can derive the EAP-Id from
its own data. Two or three GSM challenges RAND also have to be
transmitted. Transmission of these challenges is already

considered in document [3].

The parameters used in the extended Bluetcoth SIM Access

Profile are described in more detail below:

Parameter: AuthProt




consi dered in docunent [3]. The paraneters used in the

extended Bl uetooth SIM Access Profile are described

in nmore detail bel ow .Paranmeter: AuthProt 10 This

paraneter indicates the authentication protocol used.

Length: 1 byte Paranmeter ID:.1po be defined by the

Bl uetooth Special Interest Goup (SIG (not essentia

.to the invention) Paraneter values: EAP-SIMvalue =
Thigxperpacafet éndicAbasd the SUdeardicat icon i aHe EAM -
Leng®@0t ht ¥, @k the user (permanent identity or pseudonym

rdentity as set out in [1l], clause 4.6) used to
Pardeeitee (e mester dedyinedemgt Hhev @livadtlce tParspeetiey] |Iiterest

to fi,ned by the .Bluetooth Special, Interest G oup
GIOF§|E§I% ot gs@% i %lﬁ& &ﬁb%%ﬁVéﬁﬁQ§¥ﬁ ranet er
Par¥mbies: valilkeahl eapodimng vafl gAR iodentity (coding is

not essential to the invention) Paraneter: "NONCE MI"
Thi s parameter contains the NONCE MI val ue of the EAP

parBBEkt-aSpaselyout in [1], clause 4.6) used to derive
—EErﬁeiﬁastgﬁ%kgg. Length: 16 bytes Paraneter ID: to be

Thideprmatehy rt kerBladieisodhle S@dciialenitritter est th& awyex( SI G
not essential to the invention), Paraneter val ues: .
(peRPEBT e 16 16 Yol NONCE NPV Fo dlies g At Seds S i) (11
clah@et Be g nNvigal @B) BaideRkel ma¥eky Qy.ist” This
paraneter contains the Version List (as set out in
Lenpip: veraad®éed. 6) used to derive the master key.

Parameter ID: tc be defined by the Bluetooth Special Interest
Group (SIG) (not essential to the invention)
Parameter values: Suitable coding of EAP identity (coding is

not essential to the invention)

Parameter: “NONCE_MT”

This parameter contains the NONCE MT value of the EAP peer (as
set out in [1l], clause 4.6) used to derive the master key.
Length: 16 bytes

Parameter ID: to be defined by the Bluetooth Special Interest
Group (SIG) (not essential tc the invention)

Parameter values: Suitable coding of NONCE MT (coding is not

essential to the invention)

Parameter: “Version List”

This parameter contains the Version List ({as set out in [1],
clause 4.6} used to derive the master key.

Length: 2 bytes

Parameter ID: to be defined by the Bluetcoth Special Interest
Group (SIG) (not essential to the invention)

Parameter values: Suitable coding of Version List (coding is

not essential to the invention)



Length: 2 bytes Paraneter ID: to be defined by the

Bl uetooth Special Interest Goup (SIG (not essentia

to the invention) Paraneter values: Suitable coding of

Version List (coding is not essential to the

invention) 11 Paraneter: "Sefjected Version" This

paraneter contains the Selected Version of the EAP

peer (as set out in [1l], clause 4.6) used to derive

the master key. Length: 2 bytes Paraneter ID: to be
pardgbi-ned by lg%t@du%%ggggnﬁpe0|al Interest Goup (SIGQ
— (not—essential to the invention) Paraneter val ues:
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nessage shoul d be extended to i ncl ude t he par amet er
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Thishmeastbenthoallidobepeatenoed ao. include the parameter “MK”.

Two or three GSM responses SRES also have to be transmitted.
Transmission of the GSM responses is already considered in

document [3].

Parameter: MK

This parameter contains the master key calculated in the
mobile telephcone according to [1], clause 4.6.

Length: 20 bytes

Parameter ID: to be defined by the Bluetocth Special Interest
Group (SIG) (not essential to the invention)

Parameter values: Suitable coding of the master key MK (coding

is not essential to the invention)

When using a UMTS mobile telephone the EAP-AKA protocol known
from the prior art is used as the authentication protocol for.
authentication in the WLAN network €& {(see document [2]).
Authentication here takes place as in [2], clause 3 {(see the
figure in particular). It is assumed that the USIM module and
the mobile telephone are only involved in a full

authentication {(see document [2], clause 3) and not a re-



aut hentication in the W.AN network 6 (see docunent
[2]). Authentication here takes place as in [2],
clause 3 (see the figure in particular). It is
assuned that the USIM nodul e and the nobile tel ephone
are only involved in a full gpthentication (see
docunent [2], clause 3) and not a re 12 authentication

gsee cl ause 4. 2) The nobil e tel ephone executes
aut ﬁé‘t’rl&a[téwnng( segndtélonslavse fardmetidies niedlide Heilmphone

exegﬁ§%%' Q%@ 'f%l"f%ﬁﬁ %%nctl%n%oc%%nha[%ﬁﬂe(ﬁﬁ ﬁ%ow being

tel’'ephone receivées “t he protocd
destihé bAKA ichalolren gie tRANDIAUEN came: ritth e 2dar anet er
"ldentity" from the |aptop and forwards RAND and AUTN
to the USI M nodul e. The paraneter "ldentity" here

Thel RbBAI et @ el BPHFRNtL 14SRd th b@%td&ﬁ%’ﬂdéd%ﬁ%yEKEAp ~AKA),
" described in nore detall in[2], clause 4.5.

thef BKRowhad luet RANS | abENexedut e parhmetQSINEdentlty" from
tion of the UMIS algorithns f1 to f5 and f5*, as
theg{8BEPBadnrn SPRMaTE FAND CamUReY it Co6i N 1 magre- The
paréﬁdt@@c“I@@ﬂt@%&WVﬁ%&%nr%&e&%et%e%%%n%%egg§t§n%§éﬁeby the
AKA session keys CK and | K, which represent ‘the first

usesessi BAPkeys §§S§éﬂb@@tlmnmoﬂﬁed@ﬁaﬂdslnTH@]paméﬁEﬁéiﬁ 5.
RES, CK and IK are transferred from the USI M nodul e
to the nobile tel ephone. The nobil e tel ephone then

Thecabtubatag thecEABnAKAreaskerukey MK theagsdescri bed
5 - _.according to the foll ow ng

. in hé#, | ause
<P hihaoEVRIRGPEES PAGPESERIS & lstbond SBSSion key as

des88ibOHt ini Netheial ab®) culVK = velddk i Cheernt E %bTN ia mac
CK) and sends MK and RES to the |laptop. In the above

andfdepiivatipn pdafbeconsarenat REA. ahdethiet pKhebessiono keys CK

t p d thout _the zero characters
and 1R, PEREh FOhE bR hBE, L a% ResRRaht By SRS ReTaduc 1o
thel OEAHh3Y The parameters RES, CK and IK are transferred from

the USIM module to the mobile telephone.

The mobile telephone then calculates the EAP-AKA master key MK
— as described in [2], clause 4.5 -~ according to the following
formula (MK hereby represents a second session key as set out

in the claims):

MK = SHAI (Identityl|Ik|cK)
and sends MK and RES to the laptop.

In the above formula “|” means concatenation. Identity refers
to the peer identity string without the zero characters at the
end. This identity is the identity of the AT IDENTITY
attribute of the last EAP-Response/AKA-Identity Packet or, if
the AT_IDENTITY was not used, the identity of the EAP-



attribute of the |ast EAP-Response/ AKA-Identity Packet

or, if the AT_IDENTITY was not used, the identity of

the EAP 13 Response/ldentity Packet. The identity

string is used without change and only includes the

possi bl e identity decorationyzThe hash function SHA-1

is specified in [5]. in The laptop then cal cul ates

all further keys from M, [2].The particular the
Respeasiedd deay<s tieRackiedd iThe | igiaid 13 vofstedynaidrd viggdbwithout

cha%?;% %%ldc%l qtyi qglé\fﬁc{)erso@hg(ﬁ%e%tfﬂi | Sidself{tfl'ti%} %{gcoxtaocion. The

event the-"l aptop being a 0 ‘draw concl’usi ons
hashelfahichg ont GHEK larid |dfedic iterdansnitb Jt.he par anmeters
required to calculate the master key in the nobile
t el ephone, an extended Bl uetooth SIM Access protoco

Thel 3ap$es tWehh cshiceh dthe panameiets An id aeH Med in
via the local Bluetooth interface. The paraneters used
ParfAcHiar &XfeRGSE IBINUERYGt MeSitNioResedst Rrlgfigee Jaref [2]. The
d q [y trai.l. (WelVls e ' T .
R T e e R T Rt
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c ssa%e houl d be extended to include the paraneters
-0 LRuERBr 6t and "EAP-1d". The transmission of EAP-1d is
optional, if the nobile tel ephone can derive EAP-Id
fromits own data. The AKA chal | enge RANDI AUTN al so
To hagnepibe ther pagmineteds TFeandrieskiton cafl e tAkKAhe master

xeyChA L§RIGLS 18l tea gansidered J \ ) :
Yparaneter: zuthE%ot O%%’pggaﬁggg?gkﬂgﬁggggg F%LSIM Access
proauthéntiscakiedn prahoehlichsethe parameters are transmitted
via the local Bluetooth interface. The parameters used in the
extended Bluetooth SIM Access Profile are described in more

detail below:

The message “TRANSFER APDU REQ” is contained in the current
specification of the SIM Access Profile, see [3], clause 5.2.
This message should be extended to include the parameters
“AuthProt” and “EAP-Id”. The transmission of EAP-Id is
optional, if the mobile telephone can derive EAP-Id from its
own data. The AKA challenge RAND|AUTN also has to be
transmitted. Transmission of the AKA challenge is already

considered in document [3].

Parameter: AuthProt

This parameter indicates the authentication protocol used.
Length: 1 byte

Parameter ID: to be defined by the Bluetooth Special Interest
Group (SIG) {not essential to the invention)

Parameter values: EAP-AKA: value = (0x00



Length: 1 byte Paraneter ID: to be defined by the
Bl uetooth Special Interest Goup (SIG (not essential
to the invention) Paraneter val ues: EAP-AKA: val ue =
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Clains 1. Method for safeguarding data traffic between

a first termnal (1) and a first network (2) and a
Clad@sond terninal (4) and a second network (6), with

the first termnal (1) being able to communicate with

the aid of one or nore first session. Kkeys in a first
1. neMw@hbd(Zpraﬁ@fteigela&eki@m dagranitnal L f(i4) Hediween &bl tat

n te he aid_of qne Qqr e second, sessi.on

terRAIRTT 11 Sathi oot ORr Y Gl AECeA SEFDY tReTital (4
andf el kewond skep®rk (e fwitdt they Mindlt (thrnihagonmected ng

to the second ternminal (4) via a local interface (3);
able tRecrrpgniseds o e ® dig e GG Smimeed |ﬂﬁlrtsﬁe session.

keyb! Eﬁt L nale (L ane it NG £e¢ND 3853 Q:%x‘ﬁ@f{asl) being

I's/ are derlved from the first session keys; -
ablsetondogessiior tlee Wish m@kaﬁeﬁtméhsnmiksdﬂmnﬁtd&sdnﬂxﬂession
interface a security protocol to the

b
keYgelBnd SF@%H@nQ%t@Efk %&’second termnal (4) is

cha2dthertizeal 8¢ koot HR13ekamng sheipaark (6) by neans of
an aut hentication protocol with the aid of the second

- tBeséiisatkéEprainadd/(dr st sonmeckied 60 Kdps segemid d@rminal
(4)fP9g1ggeoéggwggtge%%k%n @ey(s) 2. Method according to
clarml1, i'n

he keys derived fromthe second
- thessiiontkepEs)car deydmser disgd ras dearetrmdetchén the first
aut hen rotocol and used ect, th

t t
cerfibatoud S orndl FBeaEraRe CROrOrIGRNcYl Taddng deyived from
thepEQE@ﬁts@@@H@ﬁ|Q@wan in

- the second session key(s) is/are transmitted via the local
interface (3) by means of a security protocol to the second
terminal {4);

- the second terminal (4) 1s authenticated to the second
network (6) by means of an authentication proteocol with the
aid of the second session key(s) and/or with the aid of keys

derived from the second session key(s}).

2. Method according to claim 1, in which the keys derived
from the second session key{s) are generated as part of the
authentication protoceol and used to protect the messages of
the authentication protocol and/or to protect communication in

the second network.

3. Method according to claim 1 or 2, in which the first
network {(2) is a GSM network and the first session key(s)

is/are generated in a SIM (SIM = Subscriber Identity Module)



t he second network. 3. Method according to claim1 or
2, in which the first network (2) is a GSM networ k
and the first session key(s) is/are generated in a
SIM (SIM = Subscriber Identity Mddule) 18 with the
second signaling nessage. 1018Met hod according to one
of the preceding clains, in which paraneters fromthe
EFntlcatlon protocol are transmtted wth the
FS€ SiEGIva iig Iredsdife "SFEAaA%t hod according to claim
9 or 10, in which the security protocol is an
ext ended Bl uetooth SIM Access Profile protocol,
10-cowteérn@idn@ctchverd‘ﬁnngsttoam%@o?ortduaipgcrmieidiglgmsaaigres, in which

. I an re h that it c n be ysed as,
pargfet st N T i e et S G o A ot
w1thfthbeflm@eced@mglqm@|m@ssh@e Term nal according to

claim 12, the term nal having nmeans to determ ne the
first session key(s) and neans for deriving the
11, seﬂeeﬁoae%lc%d&%é(%)o f10My ke o 1t S_L%S%Jh%ék%% skturity
Ternminal, configured such that it can be use t he
pr0§@@o&dlﬁean1ﬁatemmeﬁh@lmethodhaﬁdat@wm@sﬁoBmmfuﬁé protocol,

congaghggglthe flrst and second signaling messages.

wit

12. Terminal, configured such that it can be used as the
first terminal (1) in the method according to one of the

preceding claims.

13. Terminal according to claim 12, the terminal having means
to determine the first session key(s} and means for deriving

the second session key({s) from the first session keys.

14. Terminal, configured such that it can be used as the
second terminal in the method according to one of claims 1 to

11.



